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KHura o6 WMHGOPMAaLMOHHBIX TEXHOMOMMSAX Mexay cBoO6oOoM M ToTanMTapM3MOM: FOCy4apCTBEHHOM
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== HIABAHTDI
BJIACTH

OcTtanbHble, NpaBga, npegnovmMTany MonyaTb, a KopuHgpsiHuH Cokn ckasan BoT 4To: «[loncTuHe,
ckopee HebO MpoBanuTCA MOA 3eMMKD, a 3eMNSA MOOHUMETCS BbICOKO Ha BO34yX Hag Hebowm,
ckopee noaun OyaoyT CKuTb B Mope, a pbibbl - Tam, rge paHblle KUMu Maun, Yem Bbl,
nakeeMoHsIHe, peLInTeck YHNYTOXUTb cBO6OAY, BOCCTAHOBMB FOCMOACTBO TMPaHOB B ropodax.
HeT Beab Ha cBeTe Hukakow gpyrov Gonee HecnpaBennmeon Bnactu u 6onee 3ansiTHAHHOM
KpOBaBbIMW MPECTYNIEHNSMU, YEM TUPAHUSI».

epogot. Nctopus

Bce nmeHa u cobbiTug, YNOMAHYTbIE B KHUre, ABNAKTCA NOAJIMHHBIMU. Jlioboe coBnageHune ¢
BbIMbILUNIEHHBIMU NEPCOHaXaMu 1 CloXXeTaMun, Hago nonaraTtb, Hecnyqa|7|Ho.



nmaBa 0. Buepa-cerogHsi-zaBTpa

CTpaHuubl XXU3HU repos, 1895.

Camasa 3HaMeHuTaa ctoyHasa ama CLUA

BockpecHbiM gHem 1 aHBaps 1895 roga B nonoBMHE BOCLMOIO yTpa, B HECKONbKMX KBapTanax oT
BaLUWHITOHCKOro Kanutonus, B JoMe CBOUX poauTenen Ha ceeT nosisuncs hxoH Sarap N'ysep. Bo Bcskom
cny4vae, Tak NPUMHATO cyuTaTh CO CNoB camoro ['yBepa, a OH XOPOLLO M3BECTEH TEM, YTO MOCTOSIHHO Bparn
BCIO CBOO JOJTYH XXM3Hb.

Ho, kOHe4YHO e, 3TO He camas rnaBHasi 0COOEHHOCTb YenoBeKka, BOLLIEALLEr0 B MMPOBYHO MCTOPUIO Kak
caMblil 3HaMeHUTbIN nonuuenckun CoeanHeHHbix LWtatoB Amepukn. k. Ograp N'ysep Bosrnasun ®bBP B
Bo3pacte 29 neT u ymMyapunca COXpaHUTb CBOW MOCT Ha BCHO OCTamnbHYH XM3Hb. Ero uenkve nanku,
yXBaTUBLUME KOPMWSIO CTONb BRMSITENTbHOIO B rOCyAapCTBE OpraHa, pasXanucb Nvlb B pesynbTaTte
€CTECTBEHHOW CMepPTU, HacCTynNuBLLEN B Bo3pacTe 77 ¢ nuwHUM net B mae 1972 roaa.

HecmoTps Ha Bce [OeMoKpaTUyeckme ropsiakM «camol cBOOOAHOM CTpaHbl Mupa», W3gaBHa
NPaKTUKYIOLLEN NPOMNaKkTUYECKY0 poTaLMio PyKOBOAALMX Kaapos, ['yBep 3a noyTy nonseka CBOEro
anpektopctBa B PBP nepecuaen 8 npe3anaeHToB M 18 reHeparnbHbiX NPOKYpOopoB. [JOCTUIHYT e CTOoSb
BblJaloWmMNca pesynbtaT Obln cTapblM Kak Mup CnocoboM - TwarenbHbiM cOOpoM U yMmenbiM
NCnonb30BaHMEM KOMMpOMaTa Ha BCEX MOTEHLManbHbIX MPOTUBHMKOB, HauYMHasi C CaMbiX BbICLUMX NUL,
rocygapcrsa 1 KoH4as nobbiM Mano-MarsnbCKM U3BECTHBIM XXYPHANMCTOM.

Korga B 1960-e rogbl npe3ngeHTa JinHaoHa [)koHCOHa B o4epeHON pa3 Cnpocunu, gokone ctpaHa byger
BCE 3TO TepneTb, TOrAalHUA Xxo3sauH benoro goma npousHec GeccMepTHyto dpasy: «Takux noaen, Kak
l'yBep, npegnoyTUTENbHEE AepXKaTb BHYTPY NanaTtky, YToObl OH MOYWUIICS HapYXy, a HE CHapyXW, YToObI
OH MKncarn BHYTPb»...

Tema wucnpaxHeHun, cyaa no BCeMy, BO3HMKana B CBA3WM CO cneuuduryeckon nuvHocTbio [yBepa
perynsipHo un kak 6bl cama cobon. Tak, yxe nocrne KoHYMHbl HenoTonnsemoro anpektopa ®bBP, korga B
1974 rogy Obinn oBHapPYXeHbI HEKOTOPbIE U3 Er0 «CEKPETHbLIX (anrnoBy» ¢ KOMNpomaToM, cyabsi JloypeHc
3unbbepmaH, MCMONHSABLWIMM B Ty Mopy O6S3aHHOCTUM MMHUCTPA HOCTULMM, BbIiCKa3arncsd cregyloLwmm
obpaszom: «[xoH Oarap N'yBep Obin COBHO CTOYHas AMa, HakannmeatLwas rpasb. Cenvac 4 nonarato, 4To
OH ObIN cambIM XyALUMM rocy4apCTBEHHbIM AeATeNeM 3a BCIO HaLly UCTOPUIOY.

O6maH n OTpuuaHue

B npouecce nponaraHgmcTckon nogrotoBkn BoeHHoro BTopxkeHus CLUA B Upak, 8 oktabpsa 2002 roga B
amepuKkaHckom MuHucTepcTBe 060OpPOHbLI ObINO MPOBEOEeHO Ha pPefKoCTb UHTEpecHoe mMeponpusTue. B
3TOT AeHb [NeHTaroH ycTpoun Ans npeccsl cneumnansHyo Npe3eHTaumio, LenmMkoM NocBAaLLEeHHY MeToaam
«oTpuuaHus n obmaHay, npakTukyeMbiM Mipakom ans COKpbITUS CBOEro OPYXXMsi MAacCOBOIo MOpPaXKeHUs u
OannuCcTUYeckMx pakeT, Kak CcpeacTtB ero AoctaBku. [loknag-npes3eHTtaumio nNpoBen OAWH U3
OTBETCTBEHHbIX YnHOB PYMO, Pa3sBearbiBaTensHoro ynpasneHus Munnctepctea ob6opoHbl CLUA, goktop
IbxoH HKOpeuyko. JIMYHOCTL Aoknagynka 34ecb BecbMa MokasaTternibHa, nockonbky [koH HKOpeuyko He



ABNSETCA CNeLManncTom H1 No 6annmMcTMYECKUM pakeTaMm, HU MO OPYXKUI0 MaCCOBOMO YHUYTOXEHUS. DTOT
npeacraBuTenb pa3Beacnyxbbl, y>xe He B NepBbli pa3 BbICTynawLlmi Nepes XypHanuctamu, siBnsietcs
HayanbHUMKOM OTgena no MeTogam BedeHus WHAOPMAaLMOHHOM BOWHbI MMM, TOBOPSA MOMNPOCTY,
cneunanucTom no gaesnHdgpopmaumm [KRO2].

VIMeeT CMbICN NOACHWUTb, YTO KOHKPETHO NPUHATO NoHMMaTb nod «OuOy», T. e. «OTpUL@HNEM U 0BMaHOM»
(no-aHrnuiickn «DD», unn Deception and Denial). B cywHocTn, Hu4ero ocoboro xvtporo 3a AaHHbIM
TEPMUMHOM He CKpbIBaeTCA MW, Kak 3ameTun ToT >xe HOpeuko, 3TV MeTodbl Tak e CTapbl, Kak U BCA
3adMKCMpoBaHHasa UCTopusa YenoBevyecTBa. BkpaTue, nog «oTpuuaHMeEM» MOHMMAOTCA Takne MeToabl,
KOTOpble WCMONb3YKTCA CTPaHOW ANs yTaMBaHUA CBOWX TOCYAapPCTBEHHbIX W BOEHHbIX CEKPeToB, B
YaCTHOCTW, OT yCTpemieHun 3apybexHbix pas3Begok. «OOMaH», B CBOK oyepedb, 3TO MaHunynsaums
nHdopmMaumMen un BoCcMpUATMEM AnNs  TOro, 4ToObl BblHyAWTbL OOMaHbiBaemble rocygapcteBa K
onpefeneHHblM denWcTBUsSM wnu, HaobopoT, Kk 6e3gencTsmio, B 3aBMCMMOCTU OT HamepeHun
MaHunynsTopa.

OxxoH KOpeuyko

MoHATHO, YTo 06bMaH 1 oTpuuaHue B3anmocea3aHbl. OTpuuaHue - 3To 6asnc A4nsa ycnewHbIxX onepaumin no
obmaHy. HeBO3MOXXHO MaHMNynupoBaTb UCTUHOMW U NOXbIO A0 TEX NOp, NOKa UCTUHa NpeaBapuUTenbHO Kak
cregyeT He 3amackupoBaHa. [loHATHO u TO, 4TOo cneucnyx6bol CLIA dABndAwTCA ypesBblyariHO
uckyweHHoiMm B «OuO», yMyapssicb B TeYeHMe MHOrMX neT BecbMa YCNewHO CKpblBaTb
MHOromMunnuapgHoele paspaboTkM HOBOIO OPYXMSA WKW MacwTabHble TalHble onepaumMn B pasHbiX
pervoHax nnaHetbl. Ho goknag [xoHa HOpeuko, AcHoe geno, Obin MOCBSILIEH HE 3TOW CTOPOHE ero
pabotbl, a meTtogaMm «OnO», ycnewHo npumeHsswmnmcsa Mpakom ana obmaHa 3apybexHbix pa3sencnyxb
n nHcnektopos OOH.

XOTs, MO OUEHKaM 3TOro MCKYLLIEHHOro 3KcnepTa, aenctBus WMpaka B obnactm «OuO» 3avactyro
BbIFNSA4EeNM [OOBOJSIBHO TOMOPHO, TeM He MeHee HOpeuyko BbIHYXAEH MpPU3HaTb, YTO OHWU YCMELUHO
nomellany Kak MexayHapoaHbIM WHCNEeKTopam, Tak W 3anagHon passefke MpeacTaBuUTb XOTb
CKONbKO-HMOYOb CepbesHble cBugeTenbcTBa unu dotorpadun, CnocobHble ybeauTb CKEMNTMKOB B
Hapywenun Capggamom XycerHom pesontoumii OOH, 3anpeTuBWMX CO34aHUE OPYXMS MacCOBOrO
nopaxeHus. o cyTn aena, ¢ Tex Nop kak npeabiaywasi cmeHa uHcnekropos OOH nokunHyna Mpak B 1998
rogy, B 9TOM CTpaHe TaK U He yAanoCb BbISBUTb HUYErO MO-HACTOSLLEMY KOMMNPOMETMpYoLWero. Tem He
MeHee, cneuuanbHbii  oTdyeT LIPY, npeacTtaeBneHHbin  nonutudeckoMy  pykoBoactsy  CLUA
HenocpeacTBEHHO HakaHyHe npeseHTauumn KOpeuko, yTBepxaan, 4to bargag no-npexHemy ytamBaeT
KpynHble nporpaMmmbl o cosgaHmto OMI.



B poknage HOpeuko aTv BbiBOAbI pasBedkn Obinv ob6ocHOBaHbl BecbMa crneunduyeckum obpasom -
ANWHHBIM NepeYncrneHnemM npoLurnbIx rpexos pexxuma Caggama XyccenHa, KoTopblX AENCTBUTENBHO BbIno
B goctatke. [locne yero coenaH aneraHTHbIV Nepexof K HblHELHWM, Kak cregyeT noHumaTtb, Metodam
obmMaHa, 4TO Hago NpouUMTUPOBaTb [OCHOBHO: «BOT OAMH M3 TUMUYHBLIX U OTHOCUMTENBHO HEXUTPbIX
meTtogoB ,OnMO“ a mMeHHO MackupoBka. Ha atom crnange - npumep npeanonaraeMoro MpakcKoro
obbekTa, roe cosgaetcs buonoruveckoe opyxue. locMoTpuTe BHMMaTENbHO Ha 310 ¢poto. OgHa um3
WHTEpeCcHbIX 0COBeHHOCTeN 0bbeKTa - ero mectononoxeHne. OH 3aMacknupoBaH NOCpPean XXUOro panoHa.
30aHns  HuyeM He BblgalT ceba no BHewHemy Buay. B obbekte BooOWE HET Hu4ero
npumeyaTensHoroy. ..

Ha aTtom mecTe, kasanock 6bl, KOpeuko gomkeH 6bin noBegaTtb O TOM, Kak [o6necTHas pasBegka Bce Xe
cymena BbISIBUTb oOnacHenwyk ¢abprky CMEpPTOHOCHbLIX BMPYCOB B XWIIOM KBapTane HU O 4YeM He
nogo3peBaronx MUPHbIX mop,e|7|. Ho BmecTo aToro NIeKTOP MHOro3Ha4nuTeslbHO UUTUpPyeT 3HaMEHUTbIN
acdopusm nokomHoro AMepoHa Kannca, akcnepta Mo KOHTPOMKO 3a BOOPYXEHUAMMU, KOTOPbLIM OAHaXabl
n3pek: «Mbl HMKOrAa He HAXOAWMMM HUYENO M3 TOrO, YTO HALUU NPOTMBHMKN YCMELWHO CKpbiBanu». U3 yero
BHMMAaTENbHbIN cnywaTtenb nerko caenaet BbiBO4, YTO HUKaKOro 6uonornyeckoro OpyXua passefka B
OENCTBUTENBHOCTU He BbisiBUMA. Hu B 3TOM XXMUINOM KBapTane, Hu rae-nmbo elue.

Ho cam KOpeuko, KOHeYHO, HU4Yero nNoAoGHOro He MPOM3HOCKT, 3aTO TYT JKe MPUBOAUT APYryo umUTaTty, Ha
3TOT pa3 13 BbickasbiBaHuii Tuma TpeBaHa, GbiBwero nHcnektopa OOH, KOTOpbI Kak-TO U3pekK, YTo ecniu
B CTpaHe CyLIeCTBYHOT HeOeKNapupoBaHHble U HEeBbISABMNEHHble OOBLEKTbI OPYXUS MaccoBOro
YHUYTOXEHUS!, TO UX MO OMNpedeneHuio HEBO3MOXHO MHCMEKTMPOBaTb WM OTCReXuBaTb. A 3HAYMT,
JAenaeT BblBOA AOKNAAYMK, NMpakTMKa MHCMEKUMIA He MOXKEeT AaTb HUKaKMX rapaHTWii TOro, YTo cTpaHa He
3aHMMaeTCA 3anpeLLeHHON OeATeNnbHOCTbIO.

Kopoue roBops, Becb 6onbLuon Aoknaa goktopa Opeuko ¢ ybeamTenbHOW 4EMOHCTPaLMEN CNYyTHUKOBbBIX
CHMMKOB, HE [OKa3bIBaKLWMX, MO CyTK, abCOMOTHO HMYEro, cam no cebe cran KIacCu4eckum npumMepom
Ae3HgopMaLnoHHON onepaummn rocygapcrea no obmaHy n otpuuaHuto. ObmaHy coGCTBEHHOrO Hapoda
00 MCTUHHLIX LEensiX y)Xe NogroToBNEHHOW MPAKCKOW BOWHBLI U OTPUL@HWUIO BMNOJSIHE OYEBUOHOrO oakTa -
YTO Y aMepUKaHCKMX creucnyx6 HeT H1M ogHoro ybeguTenbHOro gokasaTtenncrBa HapyweHun Cagaamom
XyceviHom pesontouun OOH. A y CLUA, cOOTBETCTBEHHO, HW €OUHOM [OCTOMHOW MPUYMHbI ANS
pa3Bsa3biBaHUSA BOMHbI M YOUINCTBA ThICSAY HY B YEM He MOBUHHbBIX Moden.

[a v MoryT nv BooGLLe CcyLLecTBOBaTb AN 3TOro AOCTONHbIE NPUYMHBI?

OpaHoun Horou B Gyayuem

Oevictene HepgasHero punbma CtuseHa Cnunbepra «Ocoboe mHeHume» (Minority Report) nponcxogut B
2054 rogy. Ecnu k10 novemy-nnbo He B Kypce, TO 3TO - unbM-npeaynpexaeHne, punom ob obuiecrtse,
TOTanbHO KOHTpoONMpyemom opraHamu GesonacHoctu. O6 obuiecTBe, rpaxxgaHe KOTOPOro npakTUyecKu
MONMHOCTBIO YyTPaTUNN TalHY NINYHOM XN3HU. Pexuccep BbiHaLLIMBaI 3aMbICeN 3TOM KapTWHbI HE OAWH rog
N, CTPEMSACH Kak MOXHO 6onee ybeantenbHO n306pasnTb gaxe Menkve ObITOBbIE peanun cpaBHUTENBHO
Hepanekoro Gyayuwiero, cneynansHo co3biBan B 1999 rogy Ha TpexAHEBHbIV KOMMOKBUYM OBE AKOXKWHbI
n3BeCcTHbIX yTyponoros. B xoge Toro cBoeobpa3HOro «Mo3roBoro typma» Obina caenaHa nonbiTka
HabpocaTb Hanbonee BEPOATHbIE YEPTbl TEXHOMNOMMIN rPSAYLLErO.



CtuseH Cnunbepr

Cnopsbl, kak BcnommnHaeT Cnunbepr, GbinM camble SPOCTHbIE, N BCE € B HEKOTOPbIX CBOMX MPOrHo3ax
yTyponorn okasanucb Ha pPeaKkocTb eAMHOAYyWHbl. Hanpumep, B TOM, 4YTO TexHuka Oyayuiero
HenpemeHHO OydeT HacTpamBaTbCs MHAMBMAYaANbHO Ha KaXAOro KOHKPETHOro 4eroBeka. EcTtecTBeHHO,
aTa uaes He MOrna He HaTW AAPKOro OTPaXKEHMUS B KUHOKAPTMHE. A 4TOObI CTano siCHO, HACKOIbKO ObICTPO
NPOrHO3bl BM3WOHEPOB BOMMOLLAKTCA B XWU3Hb, AOCTATOYHO NUWb B3rMsiHYTb Ha HeOOMbLIOW TecT,
npegnoxeHHoin B 2002 rogy uMtatenam OgHOro M3 NonynsapHbIX N3gaHUn B CBA3U C BbIXOAOM Ha 3KpaHbI
dunbma Minority Report. CnpalwmBaeTcs, kakme TEXHOMOMMWU yXe peann3oBaHbl, a Kakve MOsIBATCS B
0603prMoM Byayuiem:

« GaHKoMaT, NpefoCTaBnALWNA KNUEeHTY BaHka OOCTYN K ero cyeTam MnyTemM CKaHUPOBAaHWUSI pafyXku
rnasa;

* KAaCCOBbIM annapaTt B CyrnepMapKeTe, NMo3BOSOLMI ONnaTuTb NOKYNKy GakaneiHbiX TOBapoB MPOCTbIM
NPUKOCHOBEHWEM MaslblLia K GOMETPUYECKOMY CEHCOpY;

* 3MEKTPOHHbIE >XypHarbl, MFHOBEHHO AOCTaBMSIOLWME 4MTaTENSM WHTEPECYIOWME WX HOBOCTM MO
©ecnpoBOaHbLIM CETAM;

* Tonorpadpuyeckne peknamHble LWKUTLI, oGpallalowmecs Mo UMeHW K OKasaBliemycs Mo6rm3ocTu
MPOXOXKeMy.

[1Be nepBble TEXHONOMN YXXe peanu3oBaHbl CEroaHs, ABE crieayolime nokasaHbel B MR, npuyem TpeTtbs -
yXKe Ha noaxode, M NUb YeTBepTas OXuOaeT Hac, BEepOsATHO, B rpsaywemM. TeHaeHuus Bce Oornee
rnybokon «nepcoHanu3aunym oOCnyXMBaHMS»  BMOMHE OTYETNIMBO 0OO3Ha4YeHa B HbIHELUHUX
BbICOKOTEXHOMOMMYHbLIX NpoaykTax. Hanpumep, nepcoHanbHble Bugeopekopaepsl (PVR) Bpoge Tex, uTo
n3rotoBnaT koMnavum TiVo mn SonicBlue, ymetloT no-tuxomy cobupatb gaHHble 06 MHAMBMAYaNbHbIX
NpeanoYTEHMAX CBOMX BriagenbLeB, NPeAoCTaBNsas BO3MOXHOCTL peknamogartensm 6onee KOHKPETHO U
LeneHanpaBneHHo agpecoBaTb CBOW obpalleHus K 3putensMm. A criefyroliee MNoKOofieHMe COTOBbIX
TenedoHOB OCHalLaeTcs (PYHKLMAMU TOYHOrO reorpaduyeckoro No3nUnMoHNMpoOBaHUA, AaBas MarasvHam
NoTeHLUManbHy0 BO3MOXHOCTb 3a3blBaTb HaxogsLWmMXcst NOBNN30CTU NPOXOXMX, CYNSA UM 3aMaH4MBbIE, HO
KpaTKOCpOYHO JencTBylolime OGOHYyCbl W CKMOKM B TeyeHue Onwxkanwero nosnydaca. Tekywue
COLMOSIONMYECKME MCCIeAoBaHMs NOKa3biBaloT, YTO paau Kakon-HMOyab noctosiHHow 10-15-npoueHTHON
CKMAKM BOMbLUIMHCTBO PAOOBLIX NOTPebuTener roToBO C PaAoCTbio OTKA3aTbCHA YyTb JIN HE OT BCEX CBOUX
npaB Ha TaWHy JIMYHOM >XM3HW, NPEAOCTaBMB TOProBUaM OOy MHTEPECYLWY X MHopmaumo - o
BKYCOBbIX MPEANnoYTEHMAX, Onvxanwmx nnaHax, pacnopsigke OHSA, KpeauTocnocoOHOCTM U Tak ganee
[FS02].



BcsakoMy, KTO BHMMaTeNnbHO HabnogaeT 3a MPOMCXOAALMM, OOCTaTOMHO O4YEBWUAHO, YTO Gnarogaps
TEXHOMNMOrMAM TaHa NWYHOW >XU3HU pa3MbIBAeTCs M MCYE3AET HE TOMbKO AMS HACTbIPHOW KOMMEpLMK.
XKusHb ntogen CTtaHOBUTCA BCe MNpo3padyHee U Onsi He MeHee (ckopee, 6Goree) noBOoNbITHLIX
NpPaBOOXPaHUTENbHBLIX OPraHoB, MOHEMHOry 0OpeTalLmnX BO3MOXHOCTb MPOKOHTPONMPOBATL KaXKO4oro
YyernoBeka npakTuyeckn B Niobom mecte 1M B noOON MOMEHT BpeMeHW. TOrnbko B 3TOM Crnyvae porb
«MOPKOBKMY», obecneuymBaroliei OOOPOBOMbHLIM OTKa3 OT npaB Ha cBobogy, WrpalT yxe He
cknaku-b6oHyCbl, @ Hekas rmnoTeTnyeckas «Bceobulasi 6e3onacHOCTb», rapaHTUpyemasi nacTbipssmMu oT
BMacTu cBoeMy 6e3pasnmMyHo-cornacHomy cragy.

Y MHOrMMX ecTb OLlyLleHne, YTO BCe Mbl OOHOW HOMOW yXe BCTynaem npumepHo B TO Byayliee, koTopoe
n3obpasmn Cnunbepr B MR. Cam pexwnccep He CKpbiBaeT, YTO Bcepbe3 03aboyeH XO40oM pearbHbIX
CcobObITUA, U YEeCTHO Mpu3HaeTcs, 4YTo nobavBaeTCA peanbHOCTW HApPUCOBAaHHbLIX KapTWH OyayLiero:
«[lMpepckasanns [xopaxa Opyanna cbbiBatoTcs, HO He B XX, a B XXI Beke. bonbwon bpat yxe cnegut 3a
Hamun, 1 Ta Hebonbllas NPMBATHOCTb, KOTOPas €CTb Y Hac cendac, MOMHOCTLIO MCnapuTCcs neT yepes
20-30, mOTOMY 4TO TEXHOSMOrMsi MO3BOSIUT CMOTPETb CKBO3b CTEHbl W KpbilMW, 3arnsgbiBaTb B CaMble
COKPOBEHHbIE TalHbl HALLEW NTMYHON XN3HK, B CBATas CBATLIX ceMbuy [BWO02].

HukTo, HaBepHoe, He CTaHeT cerogHs yTBepxaaTb, YTOo cTpaxu Cnunbepra abcontoTHO
Oe3ocHoBaTenbHbl. W KapTuHbI-NpegynpexaeHus, nogobHele Minority Report, Bpemsi oT BpemeHwu
co3gaBaTb HEOOXOOUMO yxe 3aTeMm, YTODObl Noan HarnagHo Buaenu, kyaa cnocobeH yBecTu obLiecTBo
Heya4epXMMbI NPOrpecc TEXHOOMN.

OpHako, MMeeT CMbICN Bcerga MNOMHUTb, YTO HWKAKOM KOHCEHCYC [Aaxe CcaMblX aBTOPUTETHbIX
yTypornoroe nraHeTbl He B Cunax npeAackasatb peanbHoe Oyayuiee 4yenosedvectBa. Begb camas
rnaBHasi 0COGEHHOCTb HALLEN UCTOPUU - 3TO ee MOoSHeNLwasi HenpeackasyeMocTb. [JoCTaTOYHO BCMOMHUTb
cob6bITMsA BypHOro XX Beka. CTonb pagyXHble HaaeXabl Ha TOPXKECTBO NPOrpecca, Hayku U NPOCBELLEHMS
B CaMOM Hadarne CTONneTusi, a BMECTO 3TOro - YyAOoBULLHAs MO macwTabam XepTB M paspyxu MmpoBas
BOMHa. Yepes3 napy OecATKOB NneT - ele ofHa, gaxe bonee cTpalwHas rnobanbHas 6ovHsa. B cepeguHe
BEKa - MUP, PACKONOBLUMICH Ha [Ba HENPUMUPUMbIX BPaXKAYHOLIMX nareps M NOAroTOBKa K TpeTbewn,
Tenepb yXxe 94epHON MUPOBOW BOMHE. A BMECTO 3TOrO - elle Yyepes noncronetTns - hakTm4eckn nosHbIN,
HUKEM He MpPeACcKa3aHHbIA Komnanc KOMMYHUCTUYECKOW CUCTEMbI, rnobanu3aums 3KOHOMUKUA U eduHoe
WHpOopMaLIMOHHOE NPOCTPAHCTBO NIIaHeThI.

B paHHOW KHUre He JaeTcs HUMKakux npeackasaHui Ha Gyayuwiee. Ho 3gecb [OCTATOMHO TLATENbHO
CO6paHbI (*)aKTbI O pealibHblX BO3MOXHOCTAX, HeaocTaTkax u nepcnektmnBax COBPEMEHHbIX
WH(OPMALIMOHHBIX TEXHOMOMMI, CTOMb CEPbE3HO BIMSIOWMX HbIHE Ha pas3BUTME YEITOBEYECKOro
obuwecTtBa. M cpeamn atnx pakToB BpEMS OT BPEMEHWN HEMPEMEHHO MENBLKAKT U Takue, YTO OKaXKYyT OYeHb
Cepbe3HOoe BO3AENCTBME Ha MUP, KaKUM OH CTaHeT elue Yepe3 50 ner.



naBa 1. MaTpuua, ee MyTaHTbl U XaKepbl

CTpaHuubl XXU3HU repos, 1917.

Jlyywe 6b1 OH ocTanca 6ubnuotekapem

B wmone 1917 roga Oprap [yBep 3akoHYMN topuauMyeckmin dakynbTeT YHuBepcuTeTa [hxopaxa
BawwvHrToHa n B TOM Xe Mecsiue no MpoTeKkuMn Asau-cyapu Havan paboty B MuHWCTepCTBe HOCTULMK
CLA. Bce yeTbipe roga B yHuBepcuteTe ['yBep y4unca no Beyepam, a gHeMm porkeH 6oin pabotath -
Kypbepom B Bubnmoteke KoHrpecca, - MOCKONbKY CEMbSi MOCTOSHHO MCMNbITbiBana cepbe3Hble AeHEXHble
3aTpyAHEeHUs 13-3a NoXoro 30opoBbs oTua, [dvkepcoHa MNyBepa.

Kapbepa lN'yBepa B MUHWMCTEPCTBE pa3BMBanacb CTpeMuTenbHo. Bcero uyepes gBa roga TorgallHwi
reHepaneHbii nNpokypop AnekcaHgp [lanvep caenan CMbIWMAEHOrO MOJSIOOOr0 YenoBeka CBOUM
MOMOLLHMKOM MO 0cCobbiM nopyyeHusiM. B atom pomkHocTM [yBep cTanm oTBeyaTb 3a HOBOE
nogpasgenexdve, OtgeneHve o6uwen pas3Begkn, cdopMuMpoBaHHoe ans cbopa uWHgopMauumn Ha
«PEBOSMOLMOHHBIE U YNbTPaAPEBOSIIOLMOHHBIE TPpyNnbly. OTa paboTa, No cyTu Aena, ugeanbHo nogowna
l'yBepy, NockonbKy TOT BCerga nony4varn OrpoMHOE yOOBOSbCTBUE OT COCTaBMEHUS KapTOTEKW Ha KHUMK
NYHOM BMBNMOTEKM M OT paboTbl C KaTanmoraMmyM OFpPOMHOrO KHUroxpaHunuwa bubnunotekn KoHrpecca.
Tenepb OH NONYYUN BO3MOXHOCTb MCMOMb30BaTh CBOW OOMbLIOW ONbIT A1 COCTaBfEHUS OrPOMHOM
KapTOTEeKN Ha KOMMYHWUCTOB, aHapX1CTOB U MPOYMX NTEBALKUX «MOAPbIBHBIX 31IEMEHTOBY.

B TedeHume HeckonmbkMx neT nog pykoBogctBoM [yBepa ©Obina cocTaBneHa  ruraHtckas
NPOVHAEKCMPOBaHHAst KapToTeka NoYTU Ha nonmMunnuoHa (450 ThicaY) UMeH nogen NpeanonoXnTensHO
neBbix yoexaeHun. MNMpumepHo Ha 60 000 13 HUX, pacueHeHHbIX ['yBepoM B kayecTBe Hanbonee onacHbIX,
ObInn cobpaHbl noapobHble Buorpadmyeckne gaHHble. C HOHbIX NET HanyraHHbIA KpacHom yrpo3on, N'ysep
y6eann MNanmepa, 4to Bcex nogobHbIX Nniogen Heobxoanmo xBatath 1 Bbickinate n3 CLUA. B aeHb BTOpon
rogoBLlmMHbl  pycckon OkTabpbckon pesonouun, 7 Hosbps 1919 roga, nonvums OOHOBPEMEHHO
apectoBana B 23 ropogax cBbiwe 10 000 yenoBek, NOAO3pEeBaBLUMXCS B O0MbLUIEBUCTCKMUX, aHAPXUCTCKUX
N MpoYMx NeBopagukanbHbIX B3rnsgax. ApecTbl CONpOBOXAannch NodosMU U YPe3BbIYANHO XXECTOKUM
obpalleHnem, BOMAS B UCTOPUIO Kak OAMH M3 Haubornee, BEPOSTHO, YYOOBULLHbLIX NpeueaeHTOoB
HapyweHusa rpaxgaHckmux npaB B CLUA B XX Beke. NogaBnsowee 60NbLUMHCTBO apecToOBaHHbLIX Obinn
aMEepUKaAHCKMMU FpaXkgaHamu, BbiCraTb UX U3 CTPaHbl HE ObINO HUKAKMX OCHOBAHWA, TaK YTO B KOHEYHOM
uTore Bnactu ObiNM BbIHYXAEHbI MX OTNycTUTb. Ho Oprap lNyBep B pesynbrate nonyyun B CBOe
pacnopshkeHne MMeHa COTeH agBOKaTOB, BbI3BaBLUMXCS NMPeacTaBnsaTb UHTEPECHl apeCTOBaHHbIX B Cyde.
Bcex aTnx agBoOKaToB, TaK Xe Kak U XXYpHaNUCTOB, U BCEX MPO4MX, MOAABLUNX rONIOC COMYBCTBUSA B agpec
penpeccupoBaHHbIX, Takke 3aHecnu B NOCTOAHHO pacTyLuyto 6a3y AaHHbIX.

Korpga B 1921 rogy OtaeneHne obuien passenku BoLwso B coctaB biopo paccnenosaHuin MuHuctepcTea
toctuumm, yBepa npomsBenu B 3amecTutenun pupektopa bropo. B 1924 rogy oH yxe cam cran
ONPEKTOPOM, MOCTOSIHHO 03a004YEHHBIM yNy4lleHMeM UHOPMAaLMOHHOIO obecneyeHms paccnenoBaHui.
B 1926 roagy 3parap NyBep cospan B biopo 6a3dy oTnevaTkoB nanbLeB, KOTOpas CO BpeMeHeM cTana
cambiM 60NbLUIMM B MUpE XpaHunuwiem nogobHoro poaa.

B 1975 rogy, Tpu roga cnycTts nocrie cmeptu 'yBepa, amepukaHckuin KoHrpecc otaan pacnopsbkeHue
NMPOM3BECTU TLLATENBHY MPOBEPKY BCEX JOCHE MO TEMATUKE «BHYTPEHHASA 6e30NacHOCTbY, XPaHALLMXCS
B AECATUN OCHOBHbIX ynpaeneHusix ®BP. B pesynbtaTe 9TON NPOBEPKN BbIACHUNOCH, YTO CBbILLE ABaauaTH



NpoLEHTOB Bcex ycunuii Bropo 6bino HanpaBneHo Ha OXOTY 3a MPEAMNONOXUTENbHO «MOAPbIBHLIMU
anemMeHTamuy». NpryeM peanbHbI KpUMUHaN Gbin OOHapPYXeH NULLb B YeTbipex M3 AeBATHaALUATH ThiCAY
CEeMVCOT paccrnefoBaHniA, Aa U BbIBIIEHHbIE YeTbipe Criyvasi He UMenu HMYero obLero ¢ HaLMoHanbHOM
6e30MacHOCTLH, LUMUOHAXEM UMM TEPPOPU3MOM.

Moxoxe, ansa CLUA 6bino 66l ropa3go nyyiwe, ecnv 6b1 dgrap 'yBep Tak u octancs bubnuorekapem.

MaTtpuua - nepe3sarpy3ka TIA

AsneHune TIA

B Hoa6pe 2002 roga mup y3Han o HOBOW, Ype3BblYaNHO aMBULMO3HON MHAOTEXHONOIMYECKON NporpaMmve
MeHTaroHa, nonyymsLllen Ha3BaHue «ToTanbHas MHPOPMaLMOHHaa OCBEAOMIEHHOCTb» Unun kpatko TIA,
ot Total Information Awareness. Llenbio 3Ton nporpammebl, 3anyLieHHONW B AreHTCTBe nepenoBbiX
BOEHHbIX uccneposaHuii (DARPA), Buaenocb co3gaHve TUraHTCKOM KOMMbITEPHOW CUCTEMbI AONs
HabngeHnsa 3a MHOTMMKN MunnnoHamu rpaxaaH CLUA v gpyrux cTpaH mupa - ons npegoTBpaLleHuns, Kak
06bsiBNeHo, OyayLWmx TEPPOPUCTUYHECKMX aKTOB Ha 3aTane ux nogrotoBku. MNopg «HabniogeHwem» 3gechb
MOHMMAOTCA MOCTOSIHHbIE aHanM3 W OueHKa [OaHHbIX W3 MHOXeCcTBa CBEAEHHbIX BOEOMHO
MHOPMALMOHHBIX 6a3, NPaBUTENbCTBEHHBLIX 1 KOMMEPYECKUX, COAEPXKALLMX CamMble pasHble CBEAEHUS O
FNINYHOW XU3HW rpaxaaH no Bcemy Mupy.

Ona obwero pykoBoactBa npoektom B DARPA 6bino co3gaHo cneumanbHoe  YnpaeneHue
MH(OPMALMOHHOW OCBEAOMIIEHHOCTH, BO3rnaBun kotopoe agmupan [xoH MonHgekctep, B CBoe Bpems
MOSYYMBLUMA OYEHb TPOMKYK CKaHOanbHYO W3BECTHOCTb B KayeCcTBE COBETHMKA MO HaUMOHarbHOW
6esonacHocTM npe3ngeHTta PeiraHa. o cnosam [loniHAekcTepa, ero 3agada - co3faTb HOBYHO
TeXHonormw ans apdekTMBHOrO npocenBaHns WHPOPMaUMK, HakanMBaemMon B «CBepxBonbLUmX»
XpaHWUNULLAX AaHHbIX 1 B 00beANHEHHbIX CEeTbIo KOMMbloTepax. Takas TEXHOMNOrMs No3BONMT OTbICKMBaTb
XapakTepHble cnedbl Ha3peBaloLWMX Yrpo3 CpeauM MHOXECTBA eXEeOHEBHbIX TpaH3akuui - MOKYMnoK
nuTepaTtypbl UM XMMUKaTOB, BPOHNPOBAHUA BUNETOB MM MECT B rOCTMHULE, obpaLleHns K Bpayam unm
KOHCynbTaHTaMm. Bnactu yxe [OCTaTOMHO AaBHO MMEOT AOCTYN K Macce BCEBO3MOXHOW MHAOopMaumn o
OEeATENbHOCTN KOHKPETHBIX YCTaHOBIEHHBLIX TEPPOPUCTOB, HO ANS 3TOro, roBopuTt MNorHaeKkcTep, Kaxabin
pas npuxoautcs nubo nony4yaTe opaep B cyae (Ha tepputopun CLUA), nnbo npeanpvHMMaTb 4OCTAaTOYHO
yTOMUTENbHbIE YCUMA NO AMNAOMAaTUYECKUM UNW pasBedbiBaTenbHbIM KaHanam (3a pybexom). Hosas xe
cuctema TIA, kak Bugenocb ee cosgarensm, nossonuna Obl JOCTUraTh HyXHbIX Lienew HamHoro Gonee
apdpekTuBHbIM cnocobom [RO02].

CyTb HOBOW TEXHONOTMN HE CTONIbKO B OTCIEXMBAHUM YXXE W3BECTHbIX foden, OoradbiBaroLLMXCS,
BO3MOXHO, 4YTO 3a HUMW CNeasT, CKOJTbKO B BbISIBIIEHUN «MOL4O3PUTENBHLIX» CTPYKTYP B NOBEAEHMM BCEX
nogen Boobule. MiHavye roBopsi, BCAKWIA 3aka3 Mo KPeAWTHOW KapTe, BCAKas MOAMMCKA Ha >XypHan Wnu
raseTty, BCSKWM BbINWCAHHbBIA PELIENT HA MeAWKaMeHTbl, BCAKMA BebcanT, nocewiaemeln B VIHTepHeTE,
BCSIKasi NIEKTPOHHAsI NoyTa, BXOAsSLAsa N NCXOAsILas, BCSKUIA B3HOC B BaHK UM CbeM OeHer, BCsKas
3annaHMpoBaHHas noesgka - Bce 3TW [aHHble, hMKCUpyemble B Kakux-To 6asax [aHHbIX, CTAHOBATCS
npeaMeTomM nNpUCTanbHOro uHTepeca creucnyxk® n obbektom o06paboTkm Ans KX crneumanbHOro
aHanMTU4eCcKOro MHCTPYMEHTapusi.

BOOXHOBIEHHbIE rPaHAMO3HOCTBIO 3aaun, cosgaTtenn TIA ykpacunum, kak cMOrnu, cBon Beb-canT doraTomn
N MHOrO3Ha4YMTENbHOW CMMBONMKOW. B kadectBe ambnembl npoekTa Obin BblbpaH APEBHUA MACOHCKWUIA
3HaK «BCceBMdLlero oka» - rnas B sepwinHe nmpamuabl, npuctarnbHbIM B30POM OCManVIBaI-OLIJ,I/IIZ 3eMHOM
wap. [eBns Toxe nogobpanu noaxogswmi - naTUHCKoe m3peveHue Scientia Est Potentia (3HaHue -



cuna), o6bl4HO NpunucbiBaeMoe OpaHcucy BakoHry.

Yero e He yganocb NpeaycMOTpeTb UCKATENSIM «TOTanbHOrO 3HAaHUSA-CUIbI», TaK 3TO B BbICLLEN CTENEHU
HeraTMBHOW peakumu obLLecTBeHHOCTU Ha nporpammy TIA. Mano Toro, 4To co3gaeTcsa TexHonornsa Ans
rPaHAMO3HOrO BTOPXKEHUSA roCydapCcTBa B YACTHYHO XXMU3Hb rpaxaaH, Tak eLle BO rnaBe npoekTa nocraBunm
OTBSABMNEHHOrO NMpoxuHaes u mkeua lMNovHaekcTepa. TyT e BCMMbINN BCE U3BECTHbIE HEMNULIENPUATHBIE
dakTbl M3 Buorpadcum oTcTaBHoro agmupana. Kak 6bIBLLUMIA raBa coBeTa HauMoHanbHom 6e3onacHoOCTY B
PenraHosckon agmuHucTpaumm, ko MNonHaekctep B 1990 roagy 6bin ocyxxaeH deneparnbHbiM CyaoM Nno
MATU  YrONOBHbIM  MPECTYNINEeHNsIM, BKMYasi foXb B MokaszaHusax KoHrpeccy, yHWYTOXEHUe
KOMMPOMETUPYIOLLMX OPMLMaNbHbIX JOKYMEHTOB U NPensaTCTBOBaHWE NapramMeHTCKOMY paccrnefoBaHuio
B gene «WMpan-KoHTpac». lNMonHaekcTep Obil 0gHOWM M3 UeHTpanbHbIX Uryp B 3TOM CaMOM TPOMKOM
nonutudeckom ckaHgane CLIA 1980-x rogos, BKMYaBLIEM TalHyl npogaxy opyxusa WpaHy c
nepeBoaOM MOMyYeHHbIX AEHEr Ha MOMOLLb KOHTPPEBOSIOLMOHHOMY ABWXEHUIO B Hukaparya, akTuBHoe
yyactme LIPY B nognonbHOM HapkobuaHece M Apyrue HerneranbHble OpMbl AEATENbHOCTU CreLcnyxo
Ona TanHoro omMHaHcMpoBaHus cBoux onepauunn. MNokvaas bBenein gom, npesvaeHT Dxopax byw-nana,
cam B npowrnom aupektop LIPY, amHucTMpoBan Bcex, KTo Obin ocyxaeH no 3ToMy rpoMKoMy Aeny, a
MHOMME LOKMpYOLWMe nogpobHOCTUM 3TOW MCTOPUM Tak U He CTanu  JOCTOSHUMEM  LUMPOKOW
06LLLECTBEHHOCTH.

INFORMATION AWARENESS OFFICE

Scientia Est Potentia.
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UcxoaHbin BuA ochopmneHusa seb-camnta TIA

B TIA poctaTo4HO ObICTPO NOHANW, YTO 3aTedAHHas paboTa Gbina nogaHa HeyaavyHo - U yxe B Aekabpe
WHTEepHeT-Nybnvka crana oTMeyaTb 3aMeTHble KOCMETUYECKME KOPPEeKTUBbLI B odopmneHun Beb-canta
npoekta. CHavana wcuyesnu Ouorpaduy rnaBHbIX co3gaTenert nporpammbl, 3aTeM  CYLLECTBEHHO
COKpaTUNCA nepeyeHb KOHKPETHbIX TUMOB AaHHbIX, NpocerBaeMbix unbtpamu TIA. HakoHeLl, K KOHUY
Aekabps, BMecTe € OpyrMmu cogepXaTenbHbIMU AeTansiMyM ncyesna u «TanHo-MacoHckasi» ambnema c
nMpamMmaon U 3emMHblM Wapom. Cam e NpoekT, TEM HEe MeHee, MpoJosKan pa3BMBaTbCA CBOMM XOAOM,
HO Tenepb B MeHee JOCTYMNHOM B3opy obuiectBeHHoCTM chopme [DMO2].



NMopo3peBaroTca Bce

B anpene 2003 roga ctanu M3BECTHbl HEKOTOPble NOAPOBHOCTU O TOM, KaK MPOMCXOAWUT HamnofHeHue
LeHTpanu3oBaHHOW 6a3bl AaHHbIX hannamMmu co cnMckammn NoTeHUmManbHO «HebnaroHageXHbIX» rpakaaH.
B Hblo-Mopke 3a6unmn TpeBory NpaBo3allUTHUKK, YCTAHOBMBLLME, YTO NONULMS, B MACCOBbIX KONMMYECTBAX
apecToBbIBaBLUAs Y4aCTHMKOB OEMOHCTpaLuin NpoTuB BOWHLI B Vpake, 3agepxusana niogen B yyacTtke,
€Crnn Te OTKa3blBanncb MOMMMO OObIYHBIX MMEHM U agpeca coobuatb 0 cebe mMaccy AOMNOMHUTENbHbIX
CBEEHWI: TOE OHU YYMITUCb, YNIEHaMW KakuxX OpraHu3auui COCTOAT, y4acTBOBanu B akuMsiXx npoTtecTa
npexae u Tak ganee. 34ecCb YMECTHO BCMOMHUTb, YTO COrMacHo oumumanbHbIM CTaTUCTUYECKMM OAHHBIM
B 2002 roay B TtopbMax CLUA cogepxanocb CBbilEe 2 MUSITTMOHOB rpaXKaaH CTpaHbl, YTO MPU HaceneHun
286 munnmoHoB coctaensieT okono 0,7% oT obuwero Yncna. [ns cpaBHeHUs1 B Kutae, KOTOpbIA MHOTUMMU
pacLeHuBaeTCs Kak aBTopuTapHoe MOMNuUUENCKoe rocyaapcTBoO, HacuuTbiBaeTca 1,4  MunnuoHa
3aKnYeHHbIX Npu HaceneHdun 1,3 munnuapga, T. e. okono 0,1% [NYO03], [PS02].

[na noBbiweHus addpekTMBHOCTU «noucka Bparo» B mapTe 2003 r. Munuctepcteo toctuumm CLUA
CYLLLECTBEHHO MOHU3WIO MIIAHKy JOCTOBEPHOCTU MHPOPMaLMK, BHOCUMOW B HauMOHanbHY0 6a3y AaHHbIX
o npectynHoctn NCIC (National Crime Information Center). [Jo BBegeHWs HOBbIX NpaBun Tam
cogepxanocb 39 MUNNMOHOB 3anvcen O 3apermcTpMpPOBaHHbIX NPECTYNMNEHUAX U NPECTYMHUKaX, Tenepb
e Tyga BHOCUTCS He TONbKO abCoNOTHO AOCTOBEpPHAs MHopMauusi, HO U HEMPOBEPEHHbIE CUrHanbI,
pacLeHuBaroLmecss Kak cepbesHble. [lomumo 3atoro, B ®BP cocTtaBneH coBepLUEHHO HEO0BO03pUMbIA
CMMCOK «MNOJ03PEBAEMLIX B TEPPOPM3MEY», COCTOAWMI M3 13 MUINIMOHOB YeroBek, T. €. novtn 5% ot
Bcero Hacenexnusa CLUA. Ceefywive nogun, YMEOLWNE CHNTATb, TYT XKE HECIOXHbIMU apnMeTU4EeCKUMU
KanbKynsumMaMu HarnsgHo NpoAeMOHCTPUPOBAru, CKOSb Hemenbl NOomnbITKA NpuctanbHo cnegutb 3a 1/20
[ONen CTpaHbl U K CKOJb YYAOBULLHBIM OLIMbKam 3To ByaeT nocTosiHHO npuBoauTs [BS03], [JMO3].

MopobHble pacyeTbl, ogHako, ybexaatoT KOro yrogHo, HO TOSMbKO He TeX, KTO hOpMMPYET TOTallbHYH0
cynepbasy. BecHor 2003 roga ctano U3BeCTHO, YTO €[iBa NN He 3a rog Ao obbABneHus namuynatmebl TIA
no 3akasy npaBuUTENbCTBA aMepPUKaHCKME YaCTHbIE KOMMAaHUN UHTEHCUBHO, TaHO N B MaccoBbIX 06bemax
Havanu CKynky UHdopMaumn o rpaxkgaHax MHOCTPaHHbIX rocygapcTs. B YacTtHocTh, pypma M3 ATnaHTbl
ChoicePoint npogana «3anHTepecoBaHHbIM MNpPaBUTENbCTBEHHbIM BegomcTBam» CLUA cBbille COTHU
MUMMNOHOB COBpaHHbIX el 3anucen o rpaxaaHax bpasunuu, Mekcukn, Konymbuu, BeHecyansl,
Kocta-Pukn, [Batemansbl, [oHagypaca, CanbBagopa, Hwukaparya. T[loHaTtHo, 4to ChoicePoint
crneuvanuampyeTcsa Ha rocypapctsax JlaTMHckon AMepuksM, HO HaBepHsaka ecTb U apyrve upMbl,
crneumanuanpyomecs Ha npovmx pervoHax nnaHetbl. Beab Tenepb dakTuyecku Bca 3arpaHuua - ato
noTteHumanbHas yrpo3a AMepuke.

BonbHOM cKkopee XuUB, 4eM ymep

TpygHoO ckasaTtb, YeM UMEHHO cucTema TIA He MOHpaBuNacb aMEPUKAHCKMM KOHIPECCMEHaM, HO f1eTOM
2003 ropa crtano MoHSATHO, 4YTO Oyayllee nporpamMmbl Janeko He CTOofb PafyXHO, Kak BMAENOCb ee
ngeornoram. MNbiTascb cnacTy cUTyauuto, OHN 1 Ha3BaHWE CMEHWUIN Ha MEHEE BbI3bIBAOLLEE - TENEPDL YXKe
He ToTanbHas, a «WHdopmauuoHHas ocBegomneHHOCTb O Teppopuame» (Terrorism Information
Awareness). /I HayanbHMKa nporpaMMbl CMEHWUNN, BHOBb yOpaB B TE€Hb OAMO3HYK uUrypy agmupana
MovHaekcTepa. Hnuero He nomorno - cuctema TIA Tak U He cMOrna CTsbkaTb HAYEro, KPOME Ype3BbIHaNHO
HEeraTMBHOW MpPeccbl M KPUTUYECKUX OT3bIBOB KOHIPECCMEHOB, YCMOTPEBLUMX B runep-6a3e AaHHbIX
UYNCTYIO OPYINIOBLUMHY 1 OTYETNMBLIE KOHTYPbI ToTanutapHoro bonbluoro bparta.



OdmumansHas cmepTb TIA HacTtynuna 24 ceHTtabps 2003 roga. B a10T AeHb Ha COBMECTHOM 3acedaHuu
obenx nanat amepukaHckoro KoHrpecca 60MbLUMHCTBOM FOMOCOB ObINO MPUHATO pelleHne O MOSTHOM
nuweHnn cuHaHcuposaHua B 2004 rogy kak nporpammbl TIA, Tak U ee OpraHuaylowen CTPYKTypbl -
YnpaeneHnsa nHgpopmaumoHHon oceBegomrnieHHocTwu. lNMpaBaa, B OEWCTBUTENBHOCTM CTONMb 3ddekTHoe
pelleHMe BOBCE He O3Hayano npekpaweHue pa3paboTkM KOMMMeKca WMCCreaoBaTeNbCKMX MPOEKTOB,
BxoameLumx B cocTtaB TIA. NMpocTo ux packnganu no Apyrum ynpasfeHusaM 1 areHTcTBam. B pesynbtaTte
CUTyauus cTarna ckopee faxe xyxe, Yem Obina, NocKonbKy paboTbl rocygapcTBa, COCPeoTOYEHHbIE Ha
KOMaHUM B NUYHOM >XM3HU rpaxgaH WM nonasliMe NoA OroHb KPWUTUKK, Tenepb CTanu MNpakTUYecKu
HeBUOUMBbIMK Ans NyOnvku. A 3HAYWUT, U HAMHOIO MeEHbLUe OOCTYMHbIMU AN KOHTPOMNS CO CTOPOHbI
obLecTBa.

OTHbIHE N3BECTHO NULLBL TO, YTO BOCEMb CaMOCTOSITENIbHbIX MPOrpaMM, BXoAMBLUMX B cocTaB TIA, OyayT
npogormkeHol B Apyrux noapasgeneHuax DARPA, 1. e. ux duHaHcMpoBaHue npocto 6yaet
OCyLLEeCTBNATLCA MO APYruM KaHanam. Kpome Toro, poACTBEHHbIE nccnegoBaHnst OyayT ocyLecTBnATbCS
B pamMKax 3HauuTenbHO Gonee CKpbITHOW MporpaMMmbl cneucnyx6, nssectHon nog HassaHuem NFIP nnn
National Foreign Intelligence Program. 3Ty nporpamMmmy COBMECTHO BeAeT Lenas rpynna Takux areHTCTB,
Kak LleHTpanbHoe pasBefbiBaTenbHOe ynpasrneHue, ®epepanbHoe GHOpPO paccrneaoBaHUn M AreHTCTBO
HauMoHanbHowm 6e3onacHocTu. BrogkeT mporpaMmbl MOSIHOCTLIO 3aCeKpeyeH, Takke Kak U nogpobHoe
packpbiTMe Lenen CcOBMeCTHOM paboTbl, CKpblBAeMOW 3a HabopoM MPUMEPHO TakMX CrOB -
«UHCTpyMeHTapuin pnsi obpaboTku, aHanmm3a W COBMECTHbIX [OEWCTBUA B KOHTPTEPPOPUCTUYECKOWN
BHeELWIHen pa3segke». B cooTBeTcTBUM C HOBbIMM 3akoHamu CLUA, crnegyeT HanoMHUTL, TeNepb HUYTO He
MeLlaeT Ucnonb3oBath nobble HCTpyMeHTbl NFIP 1 BHYTpu cTpaHbl [SCO3].

MATRIX cerogHs - aTto TIA BuYepa

CrniyyanHoO vnn HeT, HO POBHO Yepes rof nocrie seneHus Hapogy TIA, B Hoabpe 2003 cTtano M3BECTHO O
HOBOW peMHKapHaLMmM TOW )Xe CaMOK, B CYLLIHOCTU, Naeu, HO TENEPb YKe Mo BUOOM He rocydapCTBEHHOW,
a KoMmepuyeckon nporpammbl. [lporpamma HOCUT Ha pegkocTb noaxogsuwee HasBaHue MATRIX, kak
aKpoHMM  nonHoro HasBaHua - Multistate  Anti-Terrorist  Information  Exchange, 71. e.
«AHTUTEPPOPUCTNYECKMI MHAOPMALMOHHBLIN OOMEH MHOXecTBa wwTatoB». CornmacHo ee cosgaTento,
drnopuackon komnaHum Seisint, MATRIX npegcraBnaet cobow KpynHeWLWyl Ha 3TOW nnaHeTe 6aasy
OaHHbIX, COAepXallyld Ha TOT MOMEHT cBbiwe 20 mwunnuapgoB 3anucen. Pabotas COBMECTHO C
[enaptameHTOM MpaBooxpaHuTenbHbIX opraHoB ®nopuabl (FDLE) v nonyynB 12 mmunnnoHoB fonnapoB
n3 epepanbHoro 6rogxeta, cdupma Seisint paspabateiBana MATRIX Tak, 4tobbl cuctema morna
HakannMBaTb OOCbe Ha KaXdoro OTAErNbHO B3SITOr0 rpaxkgaHwHa cTpaHbl. EcTecTBeHHO, Bcsi paboTa
3aTesiHa NyLWb Ans Toro, YTobbl NOMoYb cTpaHe B 6opbbe ¢ Teppopramom. Hy a nonyTHO, Kak NpUSITHLIN
BoHycC, aTa Xe cuctema nomoxeT 3PPEKTUBHO BbISBMNATL BAaHAUTOB, PIKETUPOB, MOLLIEHHUKOB U NPOYUX
nenodunos.

HebesbiHTepecHo oTMeTuThb, 4To MATRIX nmeet 6onblioe cxoncteo ¢ TIA He TONbKO B PYHKLMOHANbHOM
4YacTu, HO U B KpalHe COMHWUTESNIbHOM MoOpanbHOM Ob6MnuKe rMaBHOMo MHWUMaTopa npoekTa. YenoBsek,
croawmin 3a MATRIX - aTo BecbMa cocToaTenbHbIV OPUACKUMIA NpeanpyHuMmaTtens XaHK Julep, WwWeapbin
CMOHCOP HbIHELIHEro NONMTMYECKOro pyKoBoACTBa wTaTta (rybepHatop ®nopuapl [xed byw - 6pat 43-ro
n cbiH 41-ro npeangeHtoB CLUA) n 6onblion apyr HegaBHO yweawero Ha neHcumio rmaebl FDLE. A kpome
TOro, Kak HeJaBHO BbISICHUIIOCH, B Ha4Yane 1980-x roqoB - aKTUBHbIV HApKoAunep, NUYHO AOCTaBUBLLNA B
CLUA un3 Konymbum HecKomnbko CaMOmeToB, 3arpy>KeHHbIX KOKAUHOM (3TUM BM3HECOM, HaNOMHUM, aKTUBHO
3aHMmanock B Ty nopy LIPY).

O6uweHaumoHanbHoe paclmpeHe nopnackon KoMMnboTepHOM 6asbl Seisint, NoHayany cos3gaHHoOW Anis
FDLE, npoucxoamno npumMepHo Mo criegytollen cxeme. AAMUHUCTpaUMaM Apyrnx LWTaToB npeanaranocs
3a CBOW CYeT npucraTb MMeELMecss Yy HUX dannbl ¢ AaHHbIMM 000 BCEX Bbl4aHHbIX BOAUTEMbCKUX



nmueHsnsix, obo BCeX 3apermcTpupoBaHHbIX MaluMHax, a Takke MMeloLMe apxuBbl O KPUMUHAaNbHON
aestenoHoctn. B Seisint cmewwrBaloT uUX C aHanormMyHbIMM AaHHbBIMW APYrMX LITAaTOB M CO BCEMM
«KOMMepYecknMm» 6asamy JaHHbIX, KOTOPblE KOMMaHWUSA yXe ycnena npvobpect M CKOMNUAMPOBATh.
Mocne 4ero BHOBb MOAKIMIOUMBLLMICA LITAT NOMyyYaeT AOCTYM KO BCEMY XpaHunuLly, HO He BecnnaTHo, a,
CkaxkeMm, 3a nonTopa MUNnoHa Aonnapos B rof.

B pesynbTare, kak obewatoT B Seisint u FDLE, nonb3oBatens MATRIX anemeHTapHbIM HaXkaTUem KHOMKM
nonyyaet [AOCTyn K caMOM pas3HOOOpasHOM WHGOpMaUUM Ha WHTEpECYLWmMX Nigen: Homepa
coumanbHoOro ctpaxoBaHusi, doTorpacmm, gatbl poOXAEHWS, HbIHELWIHME afgpeca M cTapble agpeca 3a
nocnegHue 30 neT, TenedoHHbIE HOMEpa U MMeHa APYruxX MOAEn, XUBYLLMX MO TOMY Xe agpecy U no
cocefctBy. A Takke: 3asBMNEeHMS Ha MonydeHue Kpeguta M OT4eTbl MO BbINAatam, oOnucaHue
npyvHagnexawen cobCTBEHHOCTW, KOrga M rae OHa KymnreHa, CKOMbKO M KOMY YMnadeHo BMecTe C
CyMMamM BbINnavyeHHbIX Hanoros, NCTOPUSA HapyLUEHUS NPaBun Npu BOXAEHUN TPAHCMOPTHBLIX CPEACTB C
NOSTHOM WMHpopMauMen O npaBax U 3aperncTpuUpoBaHHbLIX Ha 3TO UMA MawwuHax. Hy, u Tak panee,
BKITHOYas BCHO NEPEYNCIIEHHYIO MHOPMALIMIO O POACTBEHHMKAX, ONM3KNX N coceasix.

MATRIX MultistateAnti-TeRrorism Information EXchange

Meorpadcduma «MaTpuubi»

TpyaHo ckasaTtb, Kak ganeko B Apyrne wratbl ycnena 6bl pacnpoctpaHnte cBon cetn cuctema MATRIX,
ecnu 6bl MHbopMaUUs o0 Helt He Havarna NosBMSATLCS B Npecce, MOPOAMB XXYPHaNUCTCKUe paccrefoBaHus.
MimeHHO ofHa u3 nopuackMx raseT packonana maTtepuan O KpUMUHANbHOM MPOLLMOM X3HKa Juwepa,
rocrne 4ero TOT pe3KO pas3opBan BCe CBSA3M C komnaHuen Seisint. Ho BonHa yxe nowna, u MecTHble
BMacTu psifa WTaToB Havanu 3abupatb obpaTHoe gaHHOe noHavany cornacue. Tak, nocrne MogHATOro
XypHanuctamm LymMa reHeparnbHbli Npokypop [KOpaXuy NOCTaHOBWUII, YTO Mepedadya Ha CTOPOHY
MHOPMaLMM O BOAUTENBCKUX NMULEH3NSIX U 3aperMcTpMpoBaHHbIX MallMHaxX HapyllaeT 3aKOHbl LWTaTa.
Hanbwe - 6onblwe. M3 14 wraTos, ycneBwux npucoegmHntbcs k MATPULIE, 3a Heckonbko MecsueB
otBanunucb OperoH, Anabama, KOxHas KaponuHa, KeHTykkn u JlyusmaHa, Hanga gns a1oro B Kaxgom
cny4dae ceou npuymHbl. [CMOS3]

3Ta wcTopus YpesBblYaiHO HarfsigHO MPOAEMOHCTPUPOBAra, HacKONbKO OXOTHO BRiaCcT MAyT Ha
HapylleHne COOCTBEHHbIX 3aKOHOB W BTOPXEHME B YaCTHYIO »W3Hb rpaxdaH, HO TONbKO Npu
€0VMHCTBEHHOM Ba)KHOM YCIIOBUM - YTOBbl 06 3TOM HU B KOEM Criydae He y3Hanu HU npecca, Hu ny6nuka,
npuxopsiias Ha u3bupaTtesibHble y4acTKu.



Pagno4yacTtoTHOe 4yMcrno 3BepA

RFID mHoronukas

B Hos16pe 2003 roga noYvTy 04HOBPEMEHHO B pa3HbIX TOYKax NiaHeThbl NPOLUNM ABa HE3AaBUCUMBbIX OPYr OT
apyra MeponpusiTusi, TECHO CBSI3aHHbIX, TEM HE MeHee, eanHbIM nNpegMeTom obcyxaenus. CHavana, 15
Hos6pA B MaccadyceTcoMm TexHomormyeckom wHcTuTyTe, Kembpuaox, npowen cemuHap «RFID wn
npmBaTHocTb» (0T RadioFrequency IDentification - TexHonornss paguMoyacToTHOW MaeHTUdUKauum), B
OMCKYCCUSAAX KOTOPOrO MPUHSINMM  yvyacTue YydeHble-pas3paboTynky, nNpeacTaBUTeENM MPOLBUTaoLLMX
TEXHOMNOrMI0 KOMMaHW, NPaBO3aLUTHUKN U XypHanuCTbl. [1oAoBHbIM Hay4YHO-MPaKTUYECKUA CeMunHap
OpraHn3oBaH BrnepBble, OAHAKO akTyarnbHOCTb €ro O4eBMUAHAa NPaKTUYECKM OIS BCEX, KTO MOHMMAaET, CKOIb
CEPbE3HYID Yrpo3y TaWHe JMYHOW KM3HU NpPeacTaBnsitoT HOBEWLIME TEXHOMOrMM OeCKOHTaKTHON
noeHTurkaumm n 6asbl A4aHHbIX HA 9TON OCHOBE.

Bcero Heckonbkmmu AHamMKM noaxe, 20-21 Hosbps, No Apyrylo CTOPOHY ATNAHTUKKU, B NapuXckom oTtene
«Wapnb ge Nonnb» coctoancsa 6onbLion mexayHapoaHbi koHrpecc 1D World 2003. MNog o6wum gesnsom
«PeBoniouna ungeHTMdUkauMm B peanbHOM U LUUMEPOBOM MUpax» YdacTHUKM copyma obcyxaanu
OOCTUXEHUS 1 nepcnekTuBbl OypHO passBuBaoLmxcs HolHe TexHonorun RFID, 6GuomeTtpun, cmapT-kapT, a
Takke B LLenom coop MHopMaLumn Ha OCHOBE 3TUX TEXHOSOMMNA.

Mockonbky o6a hopyma NpoLLnv NpakTUYECKN B OOHO BPEMS, Npexae Bcero 6pocmnocs B rnasa T1o, CKomb
Mo-pasHOMY OLIEHMBAIOT TEXHONMOIMIO OM3HEC-KpYrK, B 3aBUCUMOCTM OT MeCTa, rae oHa obcyxaaeTcs. Ha
cemunHape B MTU mHOro BbICTynanu npaBo3alUUTHUKKU, pacckasbiBaBLUME O NMLEMEPUMN, ABYNNYHOCTU U
JDKK, COMPOBOXAANLMX BHEOPEHME HOBbLIX TEXHOMOMMA ngeHtndmkauumn. A npeacraeurtenu bmusHeca, B
CBOK O4epefb, Hanupanu Ha TO, CKOflb CWUMbHO MPeYBENUYMBAOT HECNeumanucTbl ONacHOCTM YUMOB
noeHTurkauum, ckonb cnabbiM 1 NOABEPXKEHHbIM Nomexam sBnsetca msnyveHve RFID, kak mMHoro
crnocoboB caenatb uun 6e3nencTBYHOLMM WM CKOMb JIErKO ero OrokMpyroT BCSKMe Martepuanbl - OT
XKNOKOCTEN 1 YenoBeYeckoro Tena Ao nnactmacc n donbrn [MAOS3].

3ato Ha napwkckoM koHrpecce ID World goknagbl pucoBanu 3axBaTbiBaloLLylo KapTMHY nobeaHoro
LWeCTBMSA HOBaLMM efBa N He BO BCEX MbICMMMbIX chepax - OT TOProBnNu M yvyeta NpousBoaCcTBa A0
oxpaHbl 06bekToB. BooOLe roBopsi, BNepBble TEXHOMOIMIO pagnuovacToTHOM uaeHTUmKaumm B 3agadax
OTCINEXUBAHNS NEepeMeLLeHNA U KOHTPONsA [OCTyna Hayanu npumeHsitb ewe B 1980-e rogbl. OcHoBy
cuctem RFID coctaBnsioT yCTponMcTBa-cyMUThIBATENN (PUAEPHI) U «YMHbIE METKU», T. €. MUKPOYUMbI C
nogcoeouMHeHHOM aHTeHHon. Korga Takas mMeTka npubnmkaeTcss K puaepy, OHa aKTMBU3MpyeTcs U
pagvuoBonHaMu BblgaeT cunTbiBaTeNo MHPOpMaLMIo, XpaHsLytocs B namatn ymna. K koHuy 1990-x roqos
TexHonorms RFID gocturna takon cteneHn MMHMaTiopmusaunmn, 4To Ymnamu-apnbikamy B NPUHLMNE MOXHO
nomeYaTb y>Ke YTO YrOAHO - OT NI0AEN N oaexabl 40 OEHEXHbIX 3HAaKoB M HacekoMbix [S103].

Hanpumep, EBponenckuin ueHTpanbHbii 6aHk (ECB) akTMBHO COTpyAHMYAET C BEAYLLUMMU €BPONENCKMMN
N3roToBUTENSAMU MUKpOCxeM, cospatowmmm RFID, HamepeBasick B Gnvxkanwem Oygyuiem ¢ NOMOLLbO
3TOM TEXHOMOrMM 3alNUTUTL OT MOAAENKM €AWHYK €BPOMEncKyto BarnkTy, 3anpeccoBbiBas Yunbl
HenocpeacTBeHHO B GaHKHOTLI €Bpo. Bce paboTbl MO NMpuHUMNMAnNbHO HOBOW 3awmte GymakHbIX AeHer
BeayTcs B OOCTAHOBKE MOBbLILUEHHOW CEKPETHOCTM, MO3ToMy npeactaButenu ECB kpaliHe HEOXOTHO
cornawialTcs Ha KOMMEHTapuu, LalT YKINOHYMBbIE OTBETbl M MNpPeanovMTaloT roBOpUTL cpasy o
MHOXECTBE COBPEMEHHbIX Mep 3almTbl GaHKHOT, BKMOYas pernbedHyo neyatb M Tonorpaguyeckue
nornockl. YTo e kacaeTcsi MUKPOYMMOB, TO, COMMacHO MHOpMaLMKU CreunanmanpoBaHHbIX U3gaHWIn Nno
MUKPOJNEKTPOHMKE, Haf 3TOM 3ajadent no 3akasdy Esponerickoro LleHTpobaHka paboTtaioT repmaHckas
dupma Infineon Technologies AG u ronnangckaa Philips Semiconductors NV. Yto ke kacaetcs
KOHKPETHbIX CPOKOB, TO aHOHUMHblE UCTOYHWKM B ECB B kauyecTBe OpMEHTMPOBOYHOWM AaTbl BbiMycka



€BpOAEHEr C BCTPOEHHbIMN Ynnamm HasbiBatoT 2005 rog [JYO1].

OpHa 3 cambix MHoroobelawowmx cdep npunoxenns RFID - aTo aBTomMaTtm3aumsi MaTepuanbHOro
yyeTa. B 1999 rogy B pesynbTtate COBMECTHOW AOrOBOPEHHOCTU MHOXECTBA KPYMHbLIX KOMMaHWA npu
MaccauyceTckoMm TEexXHONMOrM4yeckoM WHCTMTYTe Obina cdopMmpoBaHa wuccregoBaTenbckasd rpynna
Auto-ID Center. B kavecTBe rnaBHbIX 3agay nepeq STUM LIEHTPOM ObinvM MOCTaBMeHbl paspaboTka u
norfeBble UCMbITAHUSi HOBOW Pas3HOBMAHOCTU KOMMbIOTEPHbIX CETEN, CMOCOOHLIX NP MOMOLUM YUMOB U
cumtbiBaTenen RFID oTcnexuBaTb pacnofiokeHne u nepemMelleHne no ckrnagam wnu marasvHam
OFPOMHOWN Macchl LUTYYHbIX OOBEKTOB, TaKMX Kak 6pUTBbI, OYTbINKK U BOTUHKKU. [NaBHBIMK CMIOHCOpPamMu
Auto-ID-ueHTpa ctanu Takme ¢mpmbl 1 Toproeble ceTtu, kak Coca-Cola, Gillette, Target, Home Depot n
Wal-Mart, koTopble BroXxunm B NpoekT cBbile 20 MunnnoHoB gonnapoBs. B oktabpe 2003 paspaboTaHHas
B Auto-ID Center TexHonorns codTeHa HacTONbKO 3PENON, YTO ee peLleHO NepeBecTV Ha CrieayroLLyto
cTyneHb pa3sutus. Bce paspabotaHHblie B MTU ctaHgapThl 1 npoune ob6a3aHHocTu no nogaepxke RFID
nepegaxbl oupme EPCglobal, coBmecTtHomy npeanpuaTtuto opranmnsaumi Uniform Code Council 1 EAN
International, Begatowwmx ctangaptamm wWtTpux-kogos [GIO3].

paHovosHblie nepcnektuBbl Ans RFID BuaATcs B cambix pasHbiXx 0b6nactax vHOoycTpun. Tak, B siHBape
2003 r. aBTOWWHHbLIM ruraHT Michelin 06bsBUN O Hadane WUCMbITaHWA YUNOB-UAEHTUDUKATOPOB,
BYIIK@HU3MPYyEeMbIX HenocpeacTBEHHO B pes3uHy MOKPbILLEK. PagnoyactoTHas
MUKpOCXeMa-naeHTudukaTop wmsrotoensetca komnanuamu Fairchild Semiconductor International wn
Philips, nmeeT pasmep cO CnNu4eyHyl rofioBKY W crneumanbHO npeaHasHadeHa AN OTCrneXmBaHus
nHaMBUAyanbHoM cyabObl KaXkaowW u3 aBTOMOKPbIWeEK. [ns 3TOro B YMne XPaHUTCH YHUKaIbHbIA HOMEpP
LWUMHbI, KOTOPbI MOXHO MpMBSA3aTb K HOMEpY aBTOMOOWUNS; AaHHble O TOM, TAe W Korga MOKpbILKa
caenaHa; MakcMMmarnbHO AOMyCcTUMOe AaBrieHue; pasMepbl U Tak aanee. Bcio aTy uHgopmaumio MOXHO
CUMTbIBATb M OBHOBNATH OUCTAHLUMOHHO C MOMOLLbLIO py4HOro npubopa. Kpome toro, komnaHum Philips u
Texas Instruments paspabotanu gnsa wuH cneumansHble yunel RFID ¢ gatynkamu TemnepaTypbl U
JaBneHusi, N0 pagmo CBs3aHHble C GOPTOBbLIM KOMMBIOTEPOM aBTOMOGWUNSA, 4TOObLI BOAMTENb MO MO
NpMOOPHOI NaHenn OTCNeXnBaTb COCTOSTHUE KaXKOoW M3 WWMH UHAMBUAYyaneHo. Npasaa, B MULLNEHOBCKYHO
pe3vHy TakuMe OaTyMku Moka BCTpamBaTb HE MMaHUPYeTCsi, MOCKONbKY ANS Hayana KoMmmnaHus xoyet
yb6eauTbCa, HanayT N CNpoc LWKHbI C NPOCTbIMU YnnaMu-uaeHTudmkaTopamm. loka 4To yNnpovHEHHbIE
mMukpocxembl RFID gnst WwWuH - yaoBONbCTBME AOBOSIbHO OOPOroe, obaBnstoLee K CTOMMOCTM MOKPbILLKA
HECKOIMbKO [J0NnapoB. TOYHO elle HEeU3BEeCTHO, 3axOTAT M aBTOMOOWIbHbIE KOMMaHWM NNaTuTb
OOMNONHUTENbHbIE AEHBbIMN 3a HOBblE BO3MOXHOCTU, ogHako B Michelin yBepeHbl, 4TO LeHa CyLleCcTBEHHO
ynageT, ecnv geno gougeTt 4O MacCOBOro NPon3BOACTBA (exenHeBHO 3aech Bbinyckaetca 800 000 wuH)
[RFO3].

Mepuoanyeckn nocTynarT N3BECTMS U O BeCbMa 3k3oTudecknx npunoxerHusx RFID. Bpoage, k npumepy,
opurMHanbHon cuctembl iGlassware, Hagenslowen 3adaTkaMu WHTEnnekTa camble OObIKHOBEHHbIE
CTakaHbl W  yxepbl. bnarogapa astomy wu3obpetreHumio amepukaHua [lona [Outua w3
Hay4Ho-uccnegoBsartenbckoro ueHtpa MERL, GapmeHbl 1 odwvumMaHTbl B pecTopaHax CMOryT Tenepb
MFHOBEHHO y3HaTb, Y KOro M3 noceTuTernen onycteno B 0Ookane, MrHOBEHHO MOLCKOYUTb, BHOBb
HaMNOSMHWUTL NOCYAY U NMPOAEMOHCTPUPOBATb TEM CaMbIM BbICOYAMLUMA KNacc OBCNYy>XMBAHUS KITMEHTOB B
3aBegeHun. B cucteme iGlassware MUKpOUMN C KPOLLEYHOM KaTYLUKON aHTEHHbI KPENATCs K AHY CTakaHa B
yNakoBKe, 3alUMLLaloWen 3NEeKTPOHUKY OT MNOCYAOMOEYHON MalwwuvHbl. CneuunansHoe npo3payHoe
MOKPbITUE CTakaHa WrpaeT poSib 3MIEKTPOAOB KOHOEHcATopa, a XWAOKOCTb, 3anosiHsawwWasi nocyay, B
JaHHOM crny4vae BbINOMHAET MYHKUMIO OMSNEKTpuKa, nepeTekaHne KOTOPOro B XKenydoK KueHTta
NU3MEeHseT eMKOCTb KoHAaeHcaTopa. [MocKomnbKy pearvpylolimMim Ha 3TW NepeMeHbl MUKPOUYUN KaXKO4oro
crakaHa nveer nHAnBMAOYyarbHbIN naeHTudukaTop, a B Kaxxablv cTon BCTpPOEH
TpaHcnATop-paguonepenaTymk, To Ha NynbTe y GapmMeHa unu MeTpAOTENs BeOeTCA MOCTOSIHHbIN y4eT
CTENeHn HanorHeHHOCTU NOoCyAbl KNMEHTOB. M Kak TONbKO €MKOCTb KOHAEeHcaTopa B OAHOM U3 CTakaHoB
YMEHbLUAETCA OO0 KPUTUYECKOMW, odmumaHT nofydaeT curHanm C KoopauHatamy CcTofa M MecCTa,
TpebytoLLero, BO3MOXHO, HanuTb «eLle MO O4HON». SNEKTPONMTaHNE YMMOB B CTakaHax OCYyLLEeCTBSETCS



3a cYeT pagmMoyacTOTHOrO curHana, u3ny4aemMoro nepefaTyukoM B cTorie. QKCnepTbl MO MEHEMKMEHTY
pecTopaHoB U OTenen NPOsSBUIIM K HOBUHKE CaMbll rOpsYMiA MHTEPEC, Ha3BaB ee «AONroXAaHHbIM ©
BeCcbMa MHoroobtearowmm npunoxennemy [YB02].

Hy 1, KOHEYHO e, Hemnb3sli He cka3aTb O MaclTabHom pacnpocTtpaHeHun RFID 3a nocnegHue roabl B
TOproerne M cuctemax onnatbl. Tak, komnaHua ExxonMobil ¢ 6onbwmM ycnexom BHegpuna cuctemy
Speedpass Ha 6onee uyem 7500 cBoux aBTO3anpaBOuYHbIX CTaHuuW. bnarogapss atomy BoguTenu
MrHOBEHHO pacnfaynBaroTca 3a OeH3uH, NpocTo npoBens Gpernokom unm kaptodkon ¢ RFID-unnom
BOMM3M cunTbiBaTENS - COOTBETCTBYOLASA CyMMa 4epe3 KOMMbTEep aBTOMATMYECKM CHUMAETCS C
D©aHKOBCKOro cyeTa KnueHta. Ty Xe cuctemy Speedpass HeaaBHO peanusoBanu B 6onee 4vem 400
3aKkycoyHbIXx McDonald's B Yukaro, rge tenepb KnNueHTaMm npefoctaBrieHa BO3MOXHOCTb MOMEHTasnbHO
pacnnaymMBaTbCs 3a CBOM raMOyprepbl U KapTOLLKY-pu.

Becbma noxoxylo cucteMy nop Ha3BaHuem PayPass Havana BHeapsaTe ceTb MasterCard, BcTpavBas
RFID HenocpeacTBeHHO B KpeauTHy KapTouky. bnarogapsa uvny-ugeHtudpmkaTopy Bnageney
ocBoboxgaeTcd OT Heobxogmmoctu BBoauMTb koA PIN, nognucebiBate 4ek wunm Kak-nmbo ewe
B3aMMOENCTBOBaTb C MEPCOHANOM - ECNIN B TOYKE pacyeTa, KOHEYHO, YK€ UMEETCS COOTBETCTBYHOLLMIA
cuuTbIiBaTeNb. [OCKONBKY NpY TakOM NOAX0AE HYXAbl B NSIACTUKOBOM KapTo4ke, Kak TakoBOK, B 06LLEM-TO
yxe HeT, B MasterCard paccmatpuBaloT 1 MHble BapuaHTbl peanm3aumm RFID, Bpoge BcTpavBaHus
MUKPOYMINOB B aBTOPYYKY (ANst CONUAHBIX MYXYMH) UMK Xe, K NpUMepy, B cepbru (ans gam). Bce atn
npeameTbl, NpaBAa, HECMOXHO MNOTEepsiTb, MO3ITOMY B KOHEYHOM cyeTe BGaHKOBCKME WMHCTUTYTbl OYEHb
ycTpoun 6bl BapuaHT ¢ umnnanTaumnen RFID HenocpenCcTBEHHO B TENO YernoBeka.

W BOT TyT B LeHTpe BHMMaHuS okasblBaeTcs amepukaHckasa dupma Applied Digital Solutions (ADS), Ha
CEroAHsILUHWI AeHb €ANHCTBEHHAS, KTO yXKe 3aHMMaeTCs NOAKOXHbIMU MHBbeKunsMuM RFID-mukpocxem He
TOMBKO XMBOTHbLIM, HO U ntoasMm. Tnasa ADS CkoT CuneepmeH Toxe BbICTynan Ha NapuxcKoM KoHrpecce
ID World, rae coobwun, 4to ero compma yxxe rotoBUTCS K 3anycKy B 0603pumom Byayiem cneuuansHoro
cepeuca VeriPay, KOToOpbIi MO3BOMUT MOASIM pacnfadYnmBaTbCs 3a TOBapbl M YCNyrM ¢ MOMOLLbIO 4Yuna,
uMnnaHTupoBaHHoro B pyky [JUO3].

BpemMs ABOWHBLIX CTaHAApPTOB

®ropuackasa komnaHua Applied Digital Solutions perynsapHo npuBnekaeT BHUMaHWE TMPeccbl U
o6LeCcTBEHHOCTU HavMHasa ¢ Havana 2000-x rogos, korga BrAepBble CTanu MOSBMAATbCS W3BECTUS O ee
TexHonoruu Digital Angel, no3sonsioLLen ¢ NOMOLLbIO YMna-uMnnaHTa AMCTaHUMOHHO uaeHTudmumpoBaTb
yenoseka, cneauTb 3a ero reorpadnU4eckMM MeCTONosoXeHNeM 1 msmdecknm coctosiHmemM. Ocobbin xe
pe3oHaHC MHuumaTtuebl ADS nonyuyunu B deBpane 2002, ¢ nosiBNEHNEM TOProBOW Mapku «YvncoHbI».
Oty ToproByt Mapky - The Chipsons - komnaHus Applied Digital 3apernctpupoBana ans ceoeobpasHoro
yBekoBeyeHusa dnopuackon cembn [HkekobcoB - pgaHtucTta [Dredpwn, ero xedbl Jlecnn un  ux
CblHa-nogpocTtka [lepeka, - BbI3BaBLUMXCHA ObiTb MNEpBOM CEMbEW C WMMNAHTUPOBAHHBIMUA B PYKY
yctponctBamu VeriChip, kancynamu pasmepoMm 11x2 MM, cogepallyMn BHYTPU KaTyLIKy aHTEHHbl U
RFID-mukpocxemy, nognvTbiBaloWMMMCS OT Tenna Yyenoseyeckoro opraHnama [JU02a], [JMO02].

OTa akumsa HarnggHo NPOAEMOHCTPUPOBana, HacKOMbKO ObICTPO CTana MeHATbCS cuTyauums B AMepuke
nocrie 11 ceHtabpa 2001. Korga B 2000 rogy TONbKO-TOMNbKO NOSIBUNUCL coobLlenns o TexHonorum Digital
Angel, To amepukaHckas 0O6LLeCTBEHHOCTb OyKkBanbHO BCkunena oT HerogoBaHusi. O4eHb TPOMKO
3a3Bydanu rosioca He TOMbKO MPaBO3aLUMTHUKOB, YCMOTPEBLUMX B TEXHOMOMMM MNOCAraTenbCTBO Ha
NPMBaATHOCTb rpaXkdaH, HO N XPUCTMaAH-OPTOAOKCOB, Cpa3y BCMOMHMBLUMX 3HAMeHUToe Oubnenckoe
npopoyectBo 06 AHTUXpUCTE U3 KHUrM Anokanuncuc anoctona MoaHHa: « oH caenan Tak, YTo BCEM -
ManbiM U BENMKUM, 6orateiM 1 HULLMM, CBOBOAHbIM 1 pabaM - NonoxeHo ByaeT HayepTaHMe Ha NpaByto
PYKY WUITM Ha Yerio UX; U YTO HUKOMY Henb3si OyaeT HM NoKynaTb, HM NpoAaBaTbh, KPOME TOro, KTO MMeeT 3To



HayepTaHue (YMCrO UMEHW €ro) Unu 3Hak 3Bepsi»... VIHTepecHo, YTO CroBa O «4ucre 3Beps» B LAHHOM
crnyy4ae nogxoavnu Ha pPeakoCcTb TOYHO, MOCKONbKY MaTeHTbl Ha cBov uun-umnnadt Applied Digital
Solutions npuobpena BmecTe c nokynkon dupmbl Destron Fearing, cneunanusvMpoBaBLUeNCS Ha
ynnax-meTkax Ons cKoTa M ApYrvx XMBOTHbIX. BonHa npoTecToB B 00LecTBe oka3anach Toraa HacTosbKo
MOLLHOW, 4YTO pykoBoacTBO ADS nocnewwumno gaTe 3agHuUi xod W 3aBepuTb MNybnuky, 4To pewwmna
OTKa3aTbCs OT TEXHOMNOMMN MMMIaHTaUMmM U NEPEKITIYNTLCHA Ha CEHCOPbI, BCTpanBaeMble B BpacneTbl unm
nengxepol [LDO3].

VeriChip, noakoxHas kancyna ¢ mmkpocxemou RFID

Ho satem cnyuunuce umsBectHble cobbitns 11 ceHTabpa 2001, n yxe yepes3 nATb AHEW Ha BOMHe
HaUMoHaneHoOW uctepun xmpypr us Heto-bxepcn Puyapg Cvnvr caMmocToaTensHO umnnaHtuposan cebe
cpasy aBe kancynel ¢ yctpovictBom VeriChip - B npaBoe npeanneyvse 1 6egpo, - Aabbl Ha co6CTBEHHOM
opraHu3ame MpOOEMOHCTPMPOBaTb MOMEe3HOCTb HOBOW TexHonormn B Aene obecneyvyeHuns nM4HoOn
6esonacHocTu. MNocne aToro nownu coobuieHns o6 MHTeHcMBHBIX koHTakTax Applied Digital Solutions ¢
naTMHOAMepWKaHCKUMK CTpaHamMu, rae TexHomnoruw Skobbl 4pe3BblMalHO akTMBHO BocTpeboBana
06LLeCcTBEHHOCTb, 03ab04YeHHas POCTOM KONMUYecTBa noxueHun nogen. A B despane Bo propuackyto
WTab-kBapTMPy KOMMNAHWM HAHEC §WYHBIN BU3UT Opasunbckun ceHatop AHTOHMO Ae KyHnxa Jlnma,
BbI3BaBLUNINCS CTaTb «MNEPBbLIM MOMMMTUKOM C YMMOM-UMNaHToMy ... [JUO2b].

[eno 3To, KOHEeYHO, Ccyrybo NMYHOEe M Kaxabli, Kak M3BECTHO, CXOOUT C yMa no-ceoemy. Ho B cBeTe
Yype3BblvaHON 03ab04YEHHOCTM aMEPUKAHCKOW rocagMMHUCTPaLmMm npobnemammn ToTanbHOro KOHTPOns, B
CTpaHe cTanu poXaaTbCA onaceHusi, Kak Obl Hanbonee nosinbHas K BAacTM 4YacTtb obwectBa He
notpeboBana BceoOLlen NoronoBHoM umnnaHtauun. MogobHble onaceHust He Tak-TO MPOCTO Has3BaTb
NMONHOCTbIO ©e30CHOBATENbHbLIMU, MOCKOSBbKY B npecce n NHTepHeTe yXe HEeOO4HOKPaTHO BblABMranuchb
npegnonoXexus, 4to y dnopuackon cupmbl ADS SBHO WMMEIOTCA KaKMe-TO OYEeHb BIUATENbHbIE
NMOKPOBUTENN Ha camMon BepLUMHe nonutnyeckon snactu CLUA. Yx cnuwkom yBepeHHo aepxutca ADS Ha
nnaey W NpoAorKaeT NpoABUrate CBOM COMHUTENbHbIE MHULMATUBbLI, HECMOTPSI HA OYEBUAHO HEraTUBHOE
OTHOLUEHME K €ee TEXHONOoMMM CO CTOPOHblI nopaenswuero OGonbwwmHcTBa o6uwecTtBa. CobbiTue,
npousowenwee B oktsbpe 2002, Becbma ybeouTensHO noaTBeEpAwnN, YTO AENO TYT OEeNCTBUTENBHO
HeuuncToe.

Torpga, kKo BceoOLlemy yOMBNEHUIO Hapoda, HauWoHanbHOE YnpaeneHue NO Haa3opy 3a KavyeCTBOM
nuLLEBbIX NpoaykToB U MeamkameHToB (Food and Drug Administration, FDA), ewe coBcem HeaaBHO
3asBnsBLlee, YTO OyaeT TwatenbHO pasdbupatbca ¢ npoaykumen ADS, Bapyr usgano oduumnanbHbIi
OOKyMeHT, BoobOuwe ocsoboxgatowmin VeriChip ot uccnegosaHuii un ceptudpmkaumm B FDA, ecnu
YCTPONCTBO UCMONb3yeTcsa B Lensax «besonacHocTy, OMHAHCOBOW U MEepCOHANbHOM MAEHTUUKALUNY.
Ona dopmManbHOro 06bSCHEHUsI Takoro wara 3asaereHo, 4Yto FDA 3aHMmMaeTca nuwb MMNnaHTamm
MEOMLUMHCKOro HasHayeHust. OgHako XOopowo M3BecTHo, 4to o 3atoro B CLUA Huuero Henb3s Gbino
BXVBMSATbL YeITOBEKY MO KoXy 6e3 JOoCTaTovHO AnuTenbHOW npoueaypbl ceptudmkaumm B FDA. Oaxe
KOCMETMYECKME MMMNIaH-Thl, BKIHOYAs CPEACTBa YBENUYEHUs pa3MepoB GHOCTa MM MeHuca, XOTs U He



MMEIT HUKAKOro MEeAMLIMHCKOrO HasHa4yeHusl, NPOXOAsT TwaTenbHoe nccriegoBaHune akcneptoB FDA Ha
npegmeT NobGOYHOro BO3OENCTBUA Ha YenoBeYEeCKUn opraHmam. MasectHo u 1o, Yto ADS npu pekname
VeriChip Bceraa HanvpaeT MMEHHO Ha MEeOULMHCKYK MONe3HOCTb CBOEro YCTPOWCTBA, MOTEHUManbHO
obeLLatoLLero cnacatb XM3HK nonaswmMm B 6eay noasm [JUO2c].

MockonbKky M ynpaBneHwe caHuTapHoro Hagsopa, u Applied Digital Solutions oTkasanucb nepegatb B
neyatb AOKYMEHTbI, CONPOBOXAalLme Bbigady paspelueHns Ha VeriChip, npaBosalwmTHas opraHusauuns
EPIC 3anyctnna oduumnanbHbI 3anpoc Ha MosfyYeHne 3TOW LOKYMEHTaLMM Ha OCHOBaHWWM 3aKoHa O
npaBe rpaxgaH Ha goctyn K uHdopmaumm (FOIA). Y nNpaBo3alUUTHUKOB HET COMHEHWUW, YTO BCSKWUIA
YenoBeKk MMeeT MPaBO BXMBNATb B COOCTBEHHbIN OpraHU3M YTO YrogHO - XOTb XBOCT wunu pora. Ho
HblHELLUHNE COBMECTHble MaHeBpbl OM3HECa M BMAcTWM FNerko MOryT MPMBECTM K TOMY, YTO OAHaxAbl
YyacTHble paboTogaTenu WM rocy4apCTBEHHbIE YYPEXOEHWst B KavyecTBe Npuema Ha paboTy HayHyT
TpeboBaTb Yy noAen cornacus Ha BXMBREHWE nog KOXy u4una wuaeHTudukaumm. CoseplueHHO
[0BpPOBOBHOIO cornacusi, ectectseHHo... [EA02].

Y4eT n KOHTpOIb

To, uto TexHonorms RFID u4pesBblMaHO HPaBUTCS aMepPUKaAHCKOW rocagMuMHUCTpaumm, 0cobeHHOo
crneucnyxb6am 1 BOEHHbIM, HE NOANEXUT HUKakoMy coMHeHuto. MmetoTca ceefeHns, 4To MuHmuctepcTeo
06opoHbl CLLA BnepBbie Hayano NpUMEHATb pagmoyacToTHble MeTku ewe B 1991 roay, Bo BpeMS BOVHbI
B [Nepcynackom 3anvee, AN OTCNEXUBAHWUS NEPEMELLEHUIN KPYMHbBIX FPY30B U TPAHCMOPTHbIX cpeacTs. K
koHuy 2003 roga BbiCllee PYKOBOACTBO [leHTaroHa Coyrio TEXHOMOIUI0 «YMHbIX SIPSIbIKOB» HACTOSbKO
pasBuMTON, YTO PEeLUNIO paguKarnbHO MEpPECTPOUTb BCHO HEMOBOPOTIIMBYIO, «BU3AHTUIACKYIO» CUCTEMY
3aKynoK M WHBEHTapusauuMu B TWraHTCKOM BOEHHOM BefomcTBe. B koHue oktsi6pa 2003 [lleHTaroH
oduumnansHo 06bsBUN O BeipaboTke «IMonNUTUKKM pagmoyacToTHOM uaeHTudrkauumny, kKotopast notpedyer
OT Kaxgoro noctaBwmka MuHuctepctBa 000poHblI cHabauTb Kk sHBapto 2005 roga Bce cCBOM TOBapbl
naccuBHbIMKA (C MWUTaAHMEM OT aHTeHHbl) yinamu RFID. WckniovyeHne cpenaHo TOMbKO ANst TaKux
«MacCoBbIX TOBApOB», Kak Necok, rpasun n soga [GLO3].

[pyras Becbma npuBnekaTenbHas Ons BOEHHbIX obnacTb npumMeHeHust TexHonormm RFID n 6nusko en
POOCTBEHHbIX BECKOHTAKTHbIX CMapT-KapT - 3TO KOHTPONb goctyna. LLnpokomaciutabHble SKCNEpUMEHTbI
C «yMHbIMK Gengxamun» Hadanucb B lNeHTaroHe B 2000 rogy, BMecTe C MOCTEMNEHHbIM BBOAOM JINYHbIX
«kapT obLwero goctyna» Ans uaeHTMdMKauum BOEHHOIO W rpaXAaHCKOro nepcoHana Ha OCHOBe
cmapTt-kapT [REOOQ].

Ho, BooGLle roBops, k TexHonornsm cmapT-kapT B MuHuctepctee o6opoHbl CLUA Havanun npumepaTbes
no KparHen mepe roga ¢ 1993. TwaTenbHO 3HAKOMUITUCb C OMNbITOM NPaBUTENBCTBEHHbIX OPraHoOB CTpaH
NMoMeHbLUe, Taknx kak Mcnanmsa unn OvHnaHams, rae nogobHble Beln yke BBEAEHbBI 4OCTATOYHO LUMPOKO.
M3yyanm ©n  roTOBUNM  TEXHOMOrMYeckun QyHOAaMEHT B HAUWOHANbHOM  MPOMBILLIIEHHOCTH.
MpubnuantensHoe npeacTaBneHne O TOM, YTO MpeAcTaBnseT cobon cuctemMa aBTOMaTM3UPOBAHHOMO
KOHTPONSl OOCTyna B PeXWMHbIX BEAOMCTBaX, MOXHO MOMyyYnTb Ha criegylowem npumMepe. Ha pybexe
1998-99 rr. amepukaHckasa dompma 3-G International (3Gl) o6bsBuNa o Bbinycke «CMapT-kapTHOW CUCTEMB
LUMpOKOro npumMmeHeHns Passage Governmenty, npegHasHa4yeHHOW AN pelleHns 3agay no obecnevyeHunto
6e30nacHOCTM B MpaBUTENbCTBEHHbIX areHTCTBax W opraHmsaumsx. B cucteme 3Gl npeagycmoTpeHo
wecTb 6a30BblIX NPUMOXEHUA, Kyya OOMOSNHWUTENbHBIX, a TaKkKe TEXHOMOrusa ynpasrneHus KapTamu,
Mo3BOMSOLLLAA NPaBUTENbCTBEHHBIM OPraHn3aLmsaM BbiMyCKaTb «NePCOHaNN3NPOBaHHbIE» MHOroLEeNneBbIe
cMapT-kapTbl. KakoBbl e OCHOBHbIE NpunoxeHus Passage Government?

* MOHUTOPUWHI bU3NYecKoro AOCTyna W onpeferieHne MeCTOHaXOXOEHWUs nepcoHana - obecneumBaeT
KOHTPOMNb U perucTpauuio npuxoga v yxoga COTPYAHUKOB ¢ paboTbl. [Ons naeHTUgmKaLum coTpyaHUKOB
ncnonb3ylTcs UudpoBble doTorpacdun, U B peansHOM Macwtabe BpemeHu nopaepxkvBaeTcs 6asa



OaHHbIX O MNepCcoHaliIbHOM MEeCTOHaxoXaeHuun nogen. Mo 3anpocy agMUHUCTpauun reHepupyroTca
cooTBeTCTBYHOLLNE COOOLLEHNs N OTYETHI.

* YyeT nocetutenen - pabotaeT COBMECTHO C nNpeablayLymM npunoxeHvem. MNMpunoxeHve noanepxveaeTt
6asbl [aHHbIX O TMOCETUTENsIX, O BPEMEHHbIX KapTax-Npomyckax, O Bbl4AMOWMX 3T KapTel U O
NPUHUMaIOLLMX NOCeTUTENEN.

* KoHTponb 3a obopygoBaHneM - obecneyMBaeT YCOBEPLUEHCTBOBAHHbIA YYET M KOHTPONb 3a
umyliectBom K obopygoBaHMeM Ha obbekte. [ocTtyn K 00OpydOBaHWIO  KOHTponupyeTtcs
COOTBETCTBYIOLLIEV ©6a301 JaHHbIX O BlagenbLax cMapT-kapT.

* YyeT nocewiaemMocTu - MUCMOMb3yeT BO3MOXHOCTM CMapT-KapTHOW TExXHONormm Ans ornepaTtuBHOro
OOKYMEHTUPOBaHNSA MOCELLEHNN COTPYAHUKAMM YYeOHbIX 3aHATUA, BCTPeY, KOHMepeHuui u npo4mx
cnyxebHbix cOopoB. OTO KMMEHTCKOE MPUIIOXKEHNE «CHUMaeT» MNepcoHarnbHy/agMUHUCTPATUBHYIO
NMHopMaLno CO CMapT-KapTbl MOCETUTENS MEPONPUATUA U (POPMUPYET OTYETHI 3acedaHunin.

B 2001 rogy cdompmy 3Gl nornotuna Gonee kpynHas RSA Security, Bkntouns Passage Government B
bonee wupokun nakeT npunoxenun RSA SecurlD Passage [FAO1].

OpOHO M3 rmaBHbIX «HEeyOoOCTB» TPaAWUMOHHBIX CMapT-kapT - AMs CYATbIBAHUS MHopmMauum Mx Hago
HenpemMeHHO NPOBOAMTL 4Yepes3 Lenb npubopa cuuTbiBaTens. [pyroe Oeno - HoBble OECKOHTaKTHble
cmapT-kapTbl, obMeHuBatowmecs nHpopmMmaumen ¢ puaepom nnm NPorpaMmmMaTopomM AUCTAHLUOHHO Yepes
paguo4actoTHbIn nHTepdenc. Metka RFID, no cytn cBoen, Ta e camasi 6eCKOHTaKTHasi cCMapT-KapTa, HO
C MeHblUen YHKUNMOHANLHOCTLIO 13-3a KpoLleyHbix pasmepoB. C Hayana 2000-x rogos nmeHHo RFID u
DECKOHTaKTHblE CMapT-KapTbl BbICTYNatT B KQ4YECTBE OCHOBbI COBPEMEHHBLIX CUCTEM «YMHbIX Benmreny,
BHEOPSEMbIX MOBCEMECTHO - B TOCYYPEXAEHUAX W KOpropauusx, y4yebHbIX 3aBedeHusX M TopbMax
[PEOS], [JS03].

Mo cekpeTy Bcemy cBeTy

Mano komy (Kpome rocygapcTtsa v kKoprnopauuii) HpaBuTCs naes KpynHolix 6a3 AaHHbIX, LEeHTPanM3oBaHHO
XpaHsLWMX NnepcoHanbHyo nHdopmaumio o rpaxgaHax. Bo-nepBbix, 370 cBepxnpuBNeKaTenbHbIN 00bEKT
YCTPEMIEHUA OIS 3MTOYMbILLIIEHHUKOB, UCMONb3YHOLNX PEKBU3UTBI YY)KOW FNIMYHOCTU B CBOUX THYCHbIX
uensx. Bo-BTOpbIX, 3TO MOLIHas MOTEHUManbHas yrposa 3roynoTpebrneHun Co CTOPOHbI BriafenbLes
0asbl M obcnyxuBatowero nepcoHana. W B-TpeTbUX, KOMb CKOPO 34ecb Tak rnyboko 3ameluaH
yernoBeyecknin (PakTop, HadeXHO 3aWUTUTL NOAOOHbIE XpaHUNMLLLA NPaKTUYECKM HEBO3MOXHO. B Takmx
YCMNOBUAX MOXHO rapaHTMpoBaTb, YTO WM3BECTUS O KOMMPOMETaUMU OYepedHOW KpyrHow 6Gasbl kak
NOSIBNANMCbL 4acTo npexae, Tak u byaoyT perynsdpHo nosiBNatbca Bnpedb. LUnpokoe e BHeapeHue
MUWKPO4YMNOB paguonaeHTudmkaumm, Kotopble MHAYCTpust B Gnvxkanwem Oyayuiem HamepeHa BCTpamBaTb
4yyTb NI HEe BO BCe MOTpebuTenbckMe ToBapbl, HEMPEMEHHO YBENUYUT U MaclTabbl KOMMIpOMeTaLmu.
Motomy uto RFID, obnervatowime koprnopauusiMm U TOProBbiM CETSIM y4eT Npou3BoAacTBa M cObiTa, Ans
nokynartenen o3Ha4yarT BeOeHWe COOTBETCTBYHOLUMX TUraHTCKMX 6a3 AaHHbIX O NPUOOPETEHHbIX UMUK
TOBapax.

OTa TeHAeHUMst O4eHb He HpPaBUTCA TOW YacTu obLiecTsa, YTO 0BecnokoeHa BTOPXEeHMEM Koprnopauui n
BNacTen B NINYHYIO XM3Hb rpaxkgaH. [1na conpoTueneHns 6eckoHTponbHOMY HacaxaeHuto RFID cosgaHa
cneumanbHast obuwectBeHHaa opranm3aums CASPIAN unu  «[MoTpebuTenn npoTMB BTOPXEHMS
cynepmapKeToB B 4acTHy xusHb» (Consumers Against Supermarket Privacy Invasion and Numbering).
Jletom 2003 r. aKTMBUCTbI 9TOM OpraHu3auMm U peLumnn nposepuTb, Kak pagetenu RFID, 3aBepstowue
BCEX B HAOEXHOW 3aluTe HakannvMBaemMon WHGOpPMauuu, B OEACTBUTENbHOCTM CMOCOOHbI XpaHUTb
cekpeTbl. [1na atoro 6bin nposBedeH HexuTpbld TecT Ha canTe Auto-ID Center (www.autoidcenter.org) -
nccnenoBaTenbCKoro LeHTpa KoHcopumyma, obbeanHsitowero okono 100 koMnaHunm u 5 yHMBEPCUTETCKNX



nabopartopuin, paspabaTtbiBalOWMX WHPPACTPYKTYpPY AN LUMPOKOMACLWTAOHOro BHEAPEHUS 4MMOB
naeHtTudurkaumm. ABCOnOTHO 6e3 BCAKMX XaKepCKUX YXMLLPEHWW, MPOCTO BBEAS B OKOLUKE Moucka
BonwebHoe cnoBo «confidential», npaBo3aLWMUTHMKX NONYYNNM cBOBOOHbLIN JOCTYN K Lenon onbnmnorteke
(okono 70) koHdUAEHUMANbHBLIX JOKYMEHTOB, HE NMpeHa3Ha4YeHHbIX A58 NOCTOpPOoHHUX rna3 [AMO3].

Cpean aTMx mMaTepuanoB OKasasncsi, B YaCTHOCTU, AOKNaa O Mepax No «yMUPOTBOPEHWUIO» MPOTUBHMKOB
RFID, B koTOpOM NpmBOAATCS LUMdPbl BHYTPEHHErO COLIMONOrMYECKOro UCCNeaoBaHns, nokasasLlero, 4To
0KONo 78% OMNPOLLEHHbIX FpaXaaH «BCTPEBOXEHbI» NOCAraTenbCTBOM YMNOB-METOK Ha YaCTHYIO XW3Hb, a
61% obecnokoeHbl BNUSHNEM MOBCEMECTHO BCTPOEHHbIX MUKPOCXEM Ha 340poBbe. B aopyrom gokymeHTe
BHOCATCH NPEANOXeHNs No cMeHe oTnyrnsatoLlero HassaHusa RFID-unnos Ha 6onee gpyxenobHoe Tuna
«3eneHble Apnbikuy. O AOKyMeHTax C noApoGHbIM pacnucaHnem paboumx BCTpPeY W AeTarnbHoW
KOHTaKTHOM uHdopMaumen yHKLMOHEPOB KOHCOPLIMYMA 1 TOBOPUTL HE NMPUXOOUTCS.

EcTtecTtBeHHO, 310 gano nosog aktueuctam CASPIAN rpoMko 3asiBUTb O HECMOCOOHOCTM KOHcopLMyMa
obecneuntb HagexHoe XpaHeHue YyBCTBUTENbHOM K pasrnaweHutio uHgopmauun. B Auto-ID Center, B
CBOK O4Yepefdb, BO3AepXanucb OT KOMMEHTapueB, OAHAKO ycunus ana 6ornee HagexHoro 3akpbiTvs
OOKYMEHTOB BCe Xe Npunoxunu. Bnpodem, ntuyka yxe BbINOPXHyNa M3 KNETKU, U KOHMAEHUMANbHbIe
OOKYMEHTbI MOXXHO HanTu B CeTn Ha MHOXeCTBe canToB-3epkan (cM. cryptome.org/rfid-docs.htm).
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WHTepecHo Takxke, 4YTo OykBarnibHO Ha CrnegyloWUiA OeHb MOCMe cKaHgana KpynHenwas B Mupe CeTb
yHusepmaros Wal-Mart (nopsigka 4700 marasvHOB No BCEMY MWPY) HeOXMOaHHO obbsBuna o
cBOpayvMBaHun Toprosoro akcnepumeHta ¢ RFID-unnamn B 6putBax Gillette. PykoBoactso Wal-Mart He
noxenano KOMMEHTUPOBATb MpeKpalleHWe 3TOro NMpoekTa, MOSyYMBLUIErO Ha3BaHUE «YMHbIE MOMKU» U
yXKe NpaKkTUYecKkn NogroTOBMEHHOrO K 3anycky B yHMBepmare bpokTtoHa, ogHoro us npuropogos bocTtoHa.
Ho moxHo npegnonaratb, 4to ckaHgan B Auto-ID Center Obin COYTEH CRMWIKOM HebGnaronpusiTHbIM
doHOM Ana npefcTaBneHus nyénvke HoBorn TexHonorum [GS03].

OxoTta Ha BegbMm XXI Beka



(B OpeBHeM Erunte) TepMuMHOM «Xxaka» oBo3Hayanacb marus, TO €CTb «CroBa Bractu» -
maru4yeckue criosa, saknmHaHus.

Yonnuc bagx. Ermnetckasa marus

NmeeTca HekoTopoe coobLiecTBo, Hekas obwas KynbTypa, COCTOSAWAs W3  OMbITHbIX
NporpamMMmUCTOB U CETEBLIX YapodeeB, KOTopas BEAET CBOK UCTOPUIO OT MHOFOMETHEN A4aBHOCTH
nepBbIX MUHUKOMMBIOTEPOB U OT CaMblIX PaHHMX 3KcnepumeHToB ¢ ceTblo ARPANet. YUneHbl aTon
KynbTypbl U ganv poxaeHve TepmunHy «hacker» (xaka). Xakepbl nocTpounu VIHTepHer.

Opuk PanmoHa. Kak ctaTb Xakepom

Bo Bce BpeMeHa BNacTu C ONackon OTHOCUITMCb K KOMMETEHTHbIM NI0AAM, XOPOLLIO 3HALWMM CBOE Aeno,
a NoToMy WMMEKLWUM TEHAEHUMI0O K CAMOCTOATENbHOMY MbILLMIEHUIO U HE3aBMCMMbIM CyXaeHusim. B
OpeBHeNlIne BpeMeHa TakoW penyTauven nonb30oBanucb Maru, C HacTynreHWeM 3pbl  BbICOKMX
TEXHOSorMn o60CTPEHHOE pa3fpaXxeHue BrnacTen CTanu Bbi3biBaTb Tak HasbiBaeMble «xakepbl». Cenvac
yXKe HUKTO, HaBEPHOE, U HE CKaXeT, B KAKOW MOMEHT K TEPMUHY «Xakep» NpUpOC KPUMUHATbHbIA CMbICT.
OB6bI4HO B 3TOM MPUHATO BUHUTbL NMOBEPXHOCTHBIX XYPHANUCTOB U KMHOLUHUKOB, HE CMOCOOHBLIX NPOBECTU
rpaHb MeXxay NbITNMBBIM UcCcregoBaTenem-npodeccMoHanom 1M Kakmm-Hubyas 6e30TBETCTBEHHLIM UMK
3rIOHAMEPEHHBIM  HerogsieM (Kpakepom, T. €. KPUMMMHAlbHbIM XakepoMm), WCMOMb3YOLWMM YyXue
pes3ynbTatbl B COBCTBEHHbLIX KOPBICTHbLIX LIENSX.

OTKyaa ncxoaut yrposa mupy?

B nocnegHun geHb 1999 roga Ha cTpaHuuax nonynsipHoro canta Slashdot.org 6bina ony6nukoBaHo
WHTEPBbLIO C YfieHaMn W3BECTHOW xakepckomn opraHusaumm LOpht (B 2000 rogy Ha 6a3e LOpht 6bina
co3gaHa KoHcanTuHroBasi koMnaHus @Stake, cneuwanusmpylowasca Ha npobrnemax KOMMbITEPHON
BesonacHoCcTW), MPU3HaHHOE 4uTaTensMu, Kak OAMH M3 Ny4YlWwmnx MaTepuarnoB Takoro poaa 3a BCH
nctoputo Slashdot. MHTepBblo GbINO KONMNEKTUBHBIM, TO €CTb OTBETHI AaBan kak 6bl npocto LOpht, 6e3
KOHKpEeTU3aLumMm oTBevaBLUMX NMYHOCTEN. N oouH M3 caMbiX NEPBbIX BOMPOCOB 3ByYan MPUMEPHO Tak:
«Ybm yrposbl crnegyet paccmatpuBatb 0ornee onacHbiIMM  ANA  NIMYHLIX  CBOOOA, CO CTOPOHbI
NpaBUTENbCTBA UMW CO CTOPOHbI TPaHCHALMOHAMNbHbLIX KOpNopauun?»

BoT 4TO, B HECKOSBbKO BOSIbHOM NMepeckase, OTBETUNN Ha 3TO xakepbl n3 Lopht: [BR99]

XoTs ¥ npaBuTENbCTBA, W TPaHCHaLUMOHAmNbHbIE KOPMoOpauuW B 3HAYUTENbHOW CTENeHU HecyT yrposy
nnM4HbIM cBobodam yenoBeka (B 4acTHOCTW, B VIHTepHeTe), HO CyLlecTByeT OMacHOCTb, 3HAYMTENbHO
npesocxofsdias nepsble ABe. VIMA en - HeMHOPMMPOBaHHbIE rpaxkgaHe. M kak aTo HM napagokcanbHO
3BYYMT, 3Ta OMACHOCTb MHOrOKpaTHO peanbHee UMEHHO B YCMOBMSAX AEMOKPaTUYECKUX PEeXWMOB, rAe
npaBuTENbCTBa CTapalwTCcA crnefoBaTb OOLWIECTBEHHOMY MHeHMo. MoToMy 4TO yxe abCoMTHO YeTKo
BMOHO, Kak OONbLUMHCTBO rpagaH BMOMHE COrmacHbl M TFOTOBbl MOCTYMUTLCA CBOUMW JIUYHBIMU
cBobogamu B o6mMeH Ha olylleHne Hekon 6esonacHocTn. OBbIMHO 3TO yknadbiBaeTcs B hopmyny Tvna
«pagu 6e3onacHOCTW HaLUMX AeTen».

YXe cenyac MHorue ngu nonararT, YTO aHOHNUMHbIN 00CTyn K MHTepHeTy - 3TO Npun3HaK KpMnNHaIbHOro
noeegeHusi. Tem, KTo ynpaendeT pbldaraMmmn BNacTy, OObl4HO O4YeHb XOo4eTcsl, YTOObI cTpeMmneHune
BOCMNOJ1b30BaTbCA NpPaBOM Ha JINYHYHO Tal7IHy BOCMpUHMMarnum Kak «aHTucouuarnbHoe» nosegeHune. Beab
D,O6p0l'|0pF|,D,OLIHOMy rpaxgaHnHy Hevero CKpbiBaTb, HE TakK nn? OT0 TONbKO TeppopucTtam, HapkogernbLuam
n I'IeD,O(*)I/IJ'IaM HY>XHO CKpbIBaTb CBOU TEMHbIE 3aMbICIlbl.

Ha npaButenbcTBo HagaBnvBaloT HEUHDOPMUPOBAHHLIE rpaxkaaHe, NMBo Te, KoMy yxke NPOMbINU MO3ru
[0 CTaguMu MaHWYecKoro yxaca OT Yrpo3 COBPEMEHHbIX TEXHOMOTMMW M OT Tex nden, KoTopble
GECKOHTPOMNBLHO MOryT TEXHOMNOruM WCMonb3oBaTh (XakepoB, oAHWMM crioBoM). B atom npouecce



NobOMpoBaHNsl aKTMBHO YYacTBYKT U TpaHCHaUMOHaNbHble Kopropauuu, UHAHCUPYsS AeATenbHOCTb
«03ab0YeHHbIX» OOLIEeCTBEHHbIX TPynn WM nNpuHMMasa ydacTme B [[eATEeNnbHOCTM  accouumauunin,
OKa3bIBalOLLMX KOHCYSIbTAaTUBHYIO NMOMOLLb NPAaBUTENbCTBEHHLIM CTPYKTypaM B TEXHUYECKMX Bonpocax. U
BECbMa 4acTO 3TU pekoMeHAauuu MPUBOAAT K OYepeHOMY ype3aHMWI0 CBSILLLEHHOrO MpaBa rpagaH Ha
NUYHbIE cBOOObI.

Becbma npobrnemaTnyHbIM ABRSETCS U TO, YTO MUP OEATENbHOCTU TpaHCHaLMOHamMbHbIX Kopropauui -
3TO MWpP YacTHOM coBCTBEHHOCTW. WM Korga kakas-nubo BHELWHAS rpynna HayvHaeT 3aHuMaTbes
TWaTeNbHbIM aHanM30M TEXHONOMMYECKUX MPOOYKTOB WM KOMMYHMKaLMOHHBIX YCAyr Koprnopauun, To
BO3HMKAIOT KOHMNUKTLI NPUHLMNMAnNbLHOro xapakrtepa. Ecnu ata rpynna obHapyxmBaeT CyLLEeCTBEHHbIV
N3bsH, ckaxxem, B 6esonacHocTn 1 nybnukyeT nHdopmaumio o Apipe B 3alimTe, TO KOpnopauus B CBO
ouvepedb HepeaoKko OOBbABMSAET, YTO ITUM HaHEeCeH CUMbHENWWA yulepd ee OeATENbHOCTW W 3aTeBaeT
cynebHoe npecnenoBaHne B OTHOLLIEHUW ONyOnmMkoBaBLUMX KOMMpOMAT, a To U JobuBaeTcs N3MEHEHUIN B
3aKoHopaTenbLCcTBe.

OpHa 3 Haubornee M3BECTHbIX UCTOPMIA Takoro poga - cyaebHas TshkbGa MHOYCTpUM COTOBOWM CBSA3U B
CLWA. KnoHupoBaHue coTOBbIX TenedoHOB ObINO OCTpeNlen 3aHOo30M B Hambonee HeXHbIX MecTax
MHOYCTPpUM MOBUNBHOM CBA3U. B KOHUE KOHUOB K pelleHuo npobnembl NpUBREKNN amepuKaHckoe
npaBuTenbLCTBO, Aabbl NOAOGHOrO poda MOLLEHHMYECTBO ObINO 3anpeLleHo cneuunanbHbiM 3akoHoM. B
utore e onpegeneHHbI yyacTok cnektpa paguodactoT ctan B CLWIA  3anpeweHHbIM  ang
npocnyLinBaHMs u ckaHupoBaHus. A obnagaHne «obopydoBaHMEM AN KMOHMPOBaHMA»  CTano
NPecTynrieHneM, XOTS 3TO MPOCTO KOMMbIOTEP, NporpamMaTop nepesanucCbiBaEMbIX MUKPOCXEM U
COTOBbIN TenedoH. JTlobomy, KTO MOHMMAET TEXHWYECKYID CyTb Npobrnembl, O4EBWAHO, YTO 3TO sBHas
rnynoctb. Ho wumetowmne 6Gonblive AeHbrM uUMET M 6onblloe BAWSHME Ha Bractb. M MMeHHOo
rocygapCcTBeHHas BnacTb MPUHMMAaET Takoro poda 3aKkOoHbI.

[MpaBuTENbCTBO MOATAnNKMBaeT NioAEeW, Noau MOATANKMBAKT NPaBUTENbCTBO. YXe M He Hangellb, KTO
NepBbIM BbICAAMI 3TO CEMS... Te Xe, KTO CMbICNAT YTO-TO B TEXHOMOrMsX, CTPacTb KakK BCE 3aHATbI
pa3paboTkon KakoW-HMbyab OYepedHOW KPYTOWM LUTYKOBWMHbI. Hy, a MOrpy>XeHHbll B 3TW TEXHUYECKue
yygeca Mup Tem BpemeHeM Bce Bornblue cnonsaeTt K rnobanbHon gukTaType, noka HaceneHne noHeMHory
MpPUBLIKAET K HeW Nof BUAOM «B6e3onacHoCTu».

KoHeL uutaThl, Kak roOBOPUTCA.

Korpa 3akoHbI roTOBUT NONULUUA

B Hosibpe 2003 roga npe3ugeHT CLUA Dxopmx Byw obpartuncs ¢ npocbbol k amepukaHckoMy CeHaty
patudnumMpoBaTb NEPBbIN MEXAYHAPOAHbLIN 3aKOH O KOMMbLIOTEPHBLIX MpecTynineHnax unu KoHBeHuuo o
knbepnpectynHoctn (Convention on Cybercrime). B ceoem nucbme k CeHaTy Byw HasBan aToT BecbMa
CMOpHbIN B CBOEM coAdepXaHun [oroBop, odmumanbHO noaroToBneHHbln CoBeTom  EBponbl,
«9PEKTMBHBIM UHCTPYMEHTOM B rnobanbHbiX yCUnMax Mo NPOTMBOAEWCTBUIO MNPECTYMNEHNSM,
CBSI3aHHBbIM C KOMMbOTEPAMU» WU «EOMHCTBEHHbIM MHOTFOCTOPOHHWM [OrOBOPOM, HamnpaBfieHHbIM Ha
KOMMbIOTEPHbIE NPECTYNMEHNS 1 3NMEKTPOHHbIN COOp yNnKy.

Xots CLUIA He gaBngioTcs uneHom EBpocoBeTa ¢ npaBoM ronoca, 4OCTaTOMHO XOPOLUO W3BECTHO, YTO
WMEHHO amepuKaHCKMUe MpaBoOXpaHUTENbHbIe OpraHbl Bbinn rmaBHOW CUMOKN, CTOSIBLUEN 3@ NOArOTOBKOW
MeXayHapoaHoro gorosopa o kubepnpecTynHocTu. B 3Tom 3akoHe OHW BMAAT NyTb K BblpaboTtke
WHTEPHAUMOHarbHbIX CTaHOAPTOB B OLEHKE KPVMWHANbHOW OEeSTENbHOCTU, WMEIOLLEeN OTHOLlEeHue K
nocsratenbCTBaM Ha aBTOPCKME MpaBa, K OHMaNHOBOMY MOLUEHHUYeCTBY, AETCKOW nopHorpadpum u
HEeCaHKUMOHMPOBAHHLIM CeTeBbIM BTOpXeHusiM. Kak 3asensawoT B MuHuctepctee toctuuum CLUA, aTa
KOHBEHLMSA YCTpaHUT «npouedypHble U lopuandeckne npensaTCcTBUsi, KOTOpble MOryT 3afepXvBaTb wnu
MellaTb MexayHapoaHbIM paccrnegosaHusm» [DEO3].



Mockornbky cTonb GnaropodHOMy, Ha NepBbI B3NS4, AeNly SIPOCTHO W KOTOPLIA YKe ron Noapsia
COMPOTUBNSAIOTCA MPaBO3aLUTHUKA MHOMMX CTpaH, MMEEeT CMbICIT PacCMOTPeTb MCTOPUID POXAEHUS
[AaHHOW KOHBEHLIMM B HEKOTOPLIX coaepKaTerbHbIX NOAPOOHOCTAX.

[ns KOMNbIOTEPHBbIX CMELManUCTOB, YBaXatoLWwmnX TEPMUH «XaKep», NOA «XaKMHIOM» 0ObIYHO NOHMMaeTCs
npoLecc NPOHUKHOBEHNA B CyTb TOM UM MHOW Belun. KOHeYHbI pes3ynbTaT - NOHUMaHWe TOro, «Kak aTo
paboTaeT», 3a4acTyl0 COMPOBOXAAEMOE MNPEANOXEHUSIMU MO ynydyweHutio paboTel. Y Bnacten xe
NMOHVMaHNE «XakUHra» CroXunnocb CoBCEM MHOeE. MOCKOMbKY MOMUTUYECKOE PYKOBOACTBO rocyaapcTs -
Hapopn 3aHATOM, TO MM Hekorga pas3bupaTtbCs BO BCEX 3TUX TEPMUHOMOMMYECKMX TOHKOCTSX. [nsa atoro
€CTb 3KCNEepTbl U KOHCYIbTaHTbl. Pa3 kpyrom roBopsT, YTO XaKepbl B3NamblBalOT 3aLUUTY KOMMbIOTEPHbIX
ceTeln, 3Ha4YMT 3TO Aeno IKCMNepTOB U3 MOMMUMM U NPOYMX MPaBOOXPaHUTENbHbLIX OpraHoB. Jlornka xe
nonMumMmn ceenacb NPUMEPHO K criedyloleMy YMO3aKT4eHno: pa3 xakepckasi nybnvka MHUT cebs groxe
YMHOW 1 NULLET BCSKME-pa3Hble NporpaMmebl, Nnogsawmne kmbepnpecTynHoOCTb M NvLIaLmMe Koprnopaumm
[0X040B, TO HAZO 3TO AeNo 3anpeTuTb. [1pnuyem Ha KOpHIo.

BnepBble 0 NOAroTOBKe 3akoHa cTano u3BecTHO B okTsbpe 2000 roaa, korga Gbin paccekpeyeH BecbMa
BaXXHbIN 1 NMOOONBITHBIA AOKYMEHT, MOArOTOBIEHHbIV NoA armgon CoBeTa EBponbl M HOCUBLUNIA HA3BaHUE
«22-9a Bepcus Npoekta goroBopa o knbepnpectynnenusx» (Draft Convention on Cybercrime, Ne 22 rev).
OTOT AOKYMEHT, NOArOTOBIEHHBIN B YCNOBMSAX HEOOLIYHOM ANsi eBPOMNENCKOro coodLecTBa CEKPETHOCTH,
OblNT MpefcTaBneH Kak «MNepBblil MEXOYHAPOAHbIM [AO0roBOp, MOCBSALEHHbIA YrOSIOBHOMY MpaBy W
npoueaypHbIM acrnekTaMm pa3Horo poga NpecTynHOro NoBeAEHUs, HAanpaBEHHOMO NPOTUB KOMMbIOTEPHbIX
CUCTEM, CETEN N OaHHbIX».

B 22-n Bepcuu npoekta OOHapPYXXWUNMOCb MHOTMO 4ero WHTEPECHOro: U HaMEpPEHWE 3acTaBUTb BCEX
WHTEPHET-NPOBaNgepoOB XpPaHUTb NOAPOOHbLIE OTYETHLI O AEATENBHOCTU CBOMX KIMMEHTOB (HEYTO NogoGHoe
yXKe peanusoBan y cebsa Kutal, nockonbkKy 3TO KpawHe Momfe3Hbli MHCTPYMEHT B Oopbbe C
WHAKOMbICNIMEM); N HaMepeHWe MpuBrekaTb K YrornoBHOW OTBETCTBEHHOCTW 3a MNoCcAraTenbCTBO Ha
KOnupanT (N8 MHOXXECTBa €BPOMNENCKNI CTPaH 3TO BECbMa CMOpPHbBIN C NPaBOBOW TOYKM 3pEHUS BOMPOC);
W 3anpeT Ha XakepcKkyl OeATenbHOCTb BKyNe C XaKepCKUM WHCTPYMEHTapueM, U psan MONOXeHUN,
WrHOPMPYIOLUMX MPEe3yMNUMI0 HEBMHOBHOCTM, a Takke MobyXAalwWmMX rpaxaaH K «CaMOOOBUHEHMIO».
[ocTaTouyHo NoapobHLIN pa3bop BeCbMa CMOPHbIX KPUANYECKMX HOBLLECTB, NPEANOXEHHbIX B NPOEKTE U
npoTuBopevalLmx eBponernckon KoHBeHUMM O npaBax 4enoBeka, Obin caenaH B KOMNMEKTUBHOM MUCbME
GILC (www.gUc.org), mexxayHapo4HOW Koanuuun HECKONbKUX AECATKOB NPaBO3alUMUTHBLIX rpymnmn, Ha UMS
reHepanbHoro cekpetaps EBpocoBeta. [lo oueHkam, caenaHHbiM B 3asiBneHum GILC, aToT npoekT
«MPOTMBOPEYUT MPOYHO YTBEPAMBLUMMCS HOpMam 3alWuTbl JIMYHOCTW, MogpbiBaeT paspaboTky
3(pPEKTUBHBLIX TEXHOMOMI CeTeBOM GE30MacHOCTU M CHMXKAET MNOAOTYETHOCTb NPaBUTENLCTB B UX
npaBooxpaHuTenbHomn gedarensHoctuy [GIOO].

B KOHTEKCTe Halwen nctopmm HambonbLUMIA MHTEPEC NPEACTABMAST TE NONOXeHMs npoekTa [loroBopa, 4To
MOCBSILLIEHbI HEMOCPEACTBEHHO XakepaM W UX UHCTPyMeHTam. B KomMnakTHOM npeacTaBreHnn BbIrnsgaT
3TV NONOXKEHUS MPOEKTA CNeayLLMM 06pa3om.

Kaxgasi ctopoHa, nognucbiBatoLLlas JOroBop, AOMMKHA NPUHATL Takoe 3aKoHOOATENbLCTBO U NPOYMNE MEPS,
KOTOPbl€ OKaXyTCA HeO6XOLI,I/IMbI Ona npecnenoBaHmA Kak yrofmloBHbIX npeCTynneHmﬁ cneaywwmnx Ll,eﬂHI/IVIZ
(1) @ocTyn K KOMMBLIOTEPHOW CUCTEME B LIENoM nnm nobon ee yactu 6e3 Hagnexawero Ha 1o npasa; (2)
OCYLLECTBMSAEMbIA C MOMOLLBI TEXHUYECKUX CPEACTB NepexBaT KOMMbIOTEPHbLIX OAHHBLIX, UAYLLMX BHYTPU
KOMI'IbIOTepHOI7I CUCTEMbI, OT HEee UInn K HeVI, a TakKkKe nepexesaT 3N1IeKTPOMarHMTHbIX I/I3J'Iy‘-IeHVII7I CUCTEMDbI,
HEeCyLLUMX Takme KOMMbIOTEPHble AaHHble; (3) BHECEHUE, YHUYTOXEHWE, MOAMEHa, MOBPEXOAEHUE Wnu
yOaneHnme KOMMbIOTEPHbIX AaHHbIX ©e3 Hagnexallero Ha To npaea; (4) co3gaHue, npodaxa u npoyee
pacnpocTpaHeHne YCTPONCTB U KOMMbIOTEPHbLIX NporpaMmm, pa3paboTaHHbIX UM NPUCNOCOBNEHHBIX AN
Lernen, NepeyncrieHHbIx B Npeablaymnx nyHkrax; (5) pacnpoctpaHeHne MHopmauumn, cnocobCcTByOLLEN
OOCTyny K KOMMbIOTEPHBLIM cucTemMam 6e3 Hagnexallero Ha To npasa.



Ha npoxoguBwein B Ty nopy B AmcTepgame koHdepeHumn DEFCON, rgoe cobupatoTcsi Xakepbl,
3aHMMaloWmnecs BOMpocaMu KOMMbIOTEPHON 6Ge3onacHOCTM, HOBOCTb O MNOAFOTOBKE [OPaKOHOBCKOro
gorosopa B3bygopaxuna Bcex. Kak mpoKoMMeHTupoBan CuMTyaumio OgvH M3 yYacTHUMKOB pOpyma, «OHM
npocto 00ATCA Tex BeLlel, KOTOPbIX HEe MOHMMAalT, TOro, YTO HEe MOryT KOHTPONMpOBaTb... 3TO
OEeVCTBUTENbHO MOXET NPeBpaTUTLCS B OXOTY Ha BeAbMy». 10 3aKmoYeHnio aMeprkaHCcKoro akecnepra no
knbepnpasy [xeHndep paHMK, U3 NONOXEHU OKYMEHTA crnedyeT, YTO BHE 3aKOHAa OKa3blBalOTCHA U BCE
nyénukauum ob ysa3BUMOCTSAX M CriaboCTsX KOMMbIOTEPHbLIX CUCTEM. B 4acTHOCTM, U cTonb MONynsipHble
cpeau npodeccMoHanoB pacchinoyHble nucTbl kak BugTrag u NTBugTraq, umetowme AecAaTkn TbiCaY
MOAMUCYMKOB U CRy>KaLLMe LEHHbIM NCTOYHMKOM AN NoAAEePKaHNS KOMMbIOTEPHBIX CUCTEM «B chopmey. A
TO, YTO MOA 3anNpPeToOM OKaXyTCs TakMe MporpaMmbl, Kak ceTeBble CKaHepbl, TECTUPYHOLLME YA3BUMOCTb
NMopTOB CUCTEMBbI, OMEBUOHO U Be3 3aknioveHns akcnepToB. bonee Toro, norvka AOKYMeHTa MOXET CO
BPEMEHEM HaroXWTb 3arnpeT U Ha camble OOblYHblE MpOrpamMbl-OTRaauMKn (gedarrepbl), MOCKOMbKY W
3TOT WMHCTPYMEHT LUMPOKO WUCMONb3yeTcs ANns «XxakvHra». KoHeyHo, BceM SICHO, 4TOo 37O abcypa u
rNynocTb, MOCKONbKY ANs nporpammucTa gebarrep - 4To oTBepTKa Ansa criecaps. (TanaHTnMBbIN cnecaps,
KaK N3BECTHO, 1 OTBEPTKON MOXET OTKPbITb 3aMOK, HO HUKOMY HE MPUXOAMUT B rOfIoBY 3anpeTuTb OTBEPTKM)
[SUOQ].

Becbma npumMevaTenbHO, Kak WMMEHHO TOTOBMIICA 3TOT 3aKOHOMPOEeKT - B OOCTaHOBKE CTPOrowi
CeKpeTHOCTU «aBTopamMu n3 41 cTpaHbl B TECHOM coTpygHudecTBe ¢ MuHuctepcteom toctuuum CLLUAY.
OTOT HIAHC KOe-YTO MPOSICHAET M KOCBEHHO YKa3blBaeT «OTKyga Horu pacTtyT». BecHon 1999 roga B
pesynbTaTte yTeYkM B Mpeccy nonanu cekpeTHble AoKymeHTbl EBponerickon Komuccun (Enfopol 19),
cBugetenscTByowme 06 obWUpHBIX NnaHax B3STUS noAd KOHTporb WHTepHeTa u Bcex 6yaywimx
LUMAOPOBBIX KOMMYHUKALUMOHHBIX cucTeM. OCHOBY 3TMX MMaHOB COCTaBMSAT MPEAnoXeHUs CeKpeTHOW
MexayHapoaHou opraHusauun, Bosrnasnsemon CLUA n obbeguHsiowen opraHbl 6e3onacHoCcTM
nonuumun. 3Ta opraHusaums mmeHyetcs «MexayHapogHbIM CEMMHAPOM MPaBOOXPAHUTENbHbLIX OPraHoB
no tenekoMmyHukaumsm» mnm ILETS (International Law Enforcement Telecommunications Seminar) n
obbeanHsAeT COTPYyOHMKOB nonuuun u rocbesonacHoctM us Gonee yem 20 cTpaH, Bknwoyas Espony,
"oHkoHr, Kanagy, Asctpanuio 1 HoBytlo 3enaHauvio, KOTopble NPOBOAAT perynsipHble BCTPeYM C Hayana
1990-x rogoe [DC99].

Opranusauusa ILETS 6bina cosgaHa ®BP B 1993 rogy nocne HECKONMbKNX HeyAayHbIX MOMbITOK NPOBECTU
yepes KoHrpecc CLUA HOBBbIN 3akoH, TpebytoLwmn oT Nnpon3soauTeneit obopyaoBaHns U onepaTopoB CBS3N
3a cobCTBEHHBLIN CYeT BCTpamBaTb B annapaTypy cpenctBa npocnylmBaHus. To, YTO He Mony4Mnoch
caoenatb B nod B CLUA, ctanu npoBoantb 4epes MexagyHapogHble CTpykTypbl. K koHUuy 1990-x rogos
ILETS ygoanocb nobuTtbcst 04obpeHMs CBOMX MIaHOB B Ka4ecTBe NonvTukM EBpocoto3a u ux BKIYEHUS B
HauWoHanbHOe 3aKoHOOATENbCTBO HECKOMNbKUX CTpaH. BnepsBble aTa rpynna BCTpeTunacb B
nccnegoBartenbckom u yyebHom ueHTpe OBP B KyaHTuko, wrat BupmxkmHama B 1993 rogy. Ha cnegytowuin
rog OHW BcTpeyanucb B BoHHe M ogobpunu OOKYMEHT, MonyymBLUMIA HasBaHue «MexagyHapoaHble
TpebosaHns no nepexsaty» unu IUR 1.0. B TeuyeHune cnegytowmx AByx net «TpebosaHus» IUR
He3aMeTHO CTanu CekpeTHoW odmumanbHonm nonutukon EBpocorsa. ILETS u ero askcnepTbl cHOBa
BcTpedanucb B [ybnuHe, Pume, BeHe un Magpuge B 1997 u 1998 rogax, u paspabotanu HoBble
«TpeboBaHusa» no nepexsaty MHTepHeTa. Pesynbtatom xe ctan aokymeHT Enfopol 19 [EP99].

B koHue okT6psa 2000 r. nHpopmupoBaHHoe amepukaHckoe nsganue Wall Street Journal ony6nvkoeano
nHdopmaumio o Tom, 4to MuHuctepcteo octrumm CLUA B npmBaTHOM Mopsigke COOOLMNO KOMMaHUSM
aMepuKaHCKOW  UHAOYCTPUM  UHOTEXHOMOorMm, 4YTO MOArOTOBMNEHHBLIN BapuaHT  «[oroBopa o
KnbepnpecTynneHnsx» yxe npakTU4ecKM COrfacoBaH U «CIULIKOM MO3OHO YTO-NMBO CyLleCTBEHHOE B
HeM nepegenbiBatby. B pgencrButenbHoCTM gena MOWAW HECKONbKO He Tak - MO4 AaBrieHNeM
o6LLEeCTBEHHOCTN MOANUCaHWE AoroBopa ObiNo 3agepkaHo elle Ha rod, B TeYEeHWe KOTOpPOro B TEKCT
OOKyMeHTa ObInn BHECEHBI MHOMOYMCIIEHHbIE «CMArYaroLme» nonpaeku [SLO1].

Ho, BoobLue roBop4d, ecnuy nonumuna cama HaudMHaeT rotToBuUTb Noa cebs 3aKOHbl, BMECTO TOrO, 4TOObI
nuwb obecneunBatb WX BbLINOSIHEHME, TO EAWHCTBEHHOE, 4YTO MOXEeT 34ecCb nonyyunTbca - 3TO



nonuuemnckoe rocyaapcrBo.



naBa 2. TanMHble pblyaru BnacTu

CTpaHuubl XXU3HU repos, 1920.

BpaTbA-MacoOHbI

[MaBHLIM XpaHUTENEM NamMsaTn 0 camoM 3HameHuToM aupektope ®BP ctan nocne ero cmeptn ®oHg Ix.
Ogarapa lNyBepa, opraHnsoBaHHbIi MacoHamu LLoTnanackoro obpsga. B BalwmMHITOHCKoW WTab-kapTupe
BepxoBHOro coBeTa MacOHOB TpuauaTb TpeTben CcTeneHn, umeHyemon «[om Xpama», cosfgaH
MeMopUuanbHbIN My3el, XpaHALWMA MHOFOYUCIIEHHbIE fMYHbIE BELUW, OOKYMEHTbl M doTtorpacdmm ums
ocobHsika n paboyero kabuHeTa N'yBepa.

Bce 370, KOHEYHO, He cryyYamHo, nbo OesATENbHOCTbL B TaHOM MaCOHCKOM obuiecTBe Obina ogHOW U3
BaXXHbIX CTOPOH >XM3HK rnaBHoro nonuuerickoro CLUA Ha npoTsbkeHumn Gonee nonyseka. BoT uto nuwet 06
aton ctopoHe Kaptxa [e Jloyy, MHoronetHun nomowiHuK aupektopa PBEP, a HblHe npepcenartenb
l'yBepoBckoro ¢oHaa B «>KypHane WoTtnanackoro obpaga» B Mmae 1997 roga: «lpocnaenexHbin yBep
Ob1n abcontoTHO NpeaaH cBoeMy MacoHckoMy BpatctBy. OH 6bin NPUHAT B MacoHbl deaepanbHON NoXen
Ne 1 B BawwuHrtoHe, 9 Hos6pst 1920 roga, Bcero 3a ABa Mecsila Ao cBoero 26-ro AHA poxaeHus. 3a 52
roga B Jloxe OH Obln HarpaxgeH 6ecuyncrieHHbIMU MedansaMn, Harpagamu U 3Hakamu otnmuma. B 1955
rogy, K npumepy, oH 6bin npousseaeH B 'eHeparnbHble MHenekTopbl 33-1 cTeneHn, a B 1965-m ygoctoeH
3Haka BblcovanLuero npmusHaHus B LLlotnangckom obpsige - bonbuoro kpecta noyeta» [CD97].

B 1921 rogy B benbii gom BCTynun odepegHon, 29-n npesmaeHT CLUA, pecnybnvkaHel YoppeH XapauHr.
HasHayeHHbI MM HOBbLIV reHeparnbHbIV Npokypop Mappw [orepTy Obin BeCbMa NpUATHO YAMBIEH, KOrga
lyBep npeanocTaBun B €ro pacnopsbkeHue OOLIMPHYK KapTOTeKy Ha MNOMUTUYECKUX MPOTMBHUKOB
npesnaeHTa, a Takke Ha COTHU ThiCAY paguKanbHO HACTPOEHHbIX rpaxaaH. darap 'yBep Bcerga yaensn
TWarenbHoe BHUMaHWE CBOEN penyTauuMuM HEWTParbHOro rocyapCTBEHHOIO YWMHOBHMKA, JTULLIEHHOTO
Kaknx-rimbo CKMOHHOCTEN K TON MW MHOM nonuTudeckon naptuu. MNoatomy korga [orepTu ctan 3ameHdaTb
B MuHUCTEpPCTBE OCTULMM BCEX AEMOKPATOB Ha pecnybnukaHueB, ['yBep OT 3TOro TONMbKO BbiMrparnt,
nony4yms B aBrycte 1921 roga gaBHO XenaHHbIA NOCT - MOMOLLHUKA HavyanbHuka bilopo paccrnenoBaHuii.

HavanbHukom ero Torga Obin HEKTO Yunbsam BepHc, yenoBek, mMsarko rosopsi, 6e3 ocoboro cryxebHoro
pBeHus. ['yBep e Ansa Hero ctan nNpoCcTO He3aMeHUM, NOCKOMbKY B3ANCS FOTOBUTb €XeroAHble niaHbl Ha
OlomKeTHble accurHoBaHust u otyeTbl anst KoHrpecca. CBOGOAHOrO BpEMEHW MpU 3TOM MNOSIBMIIOCH
3ameTHO Oornblue, noatomy 'yBep yBnekcsi ronbom, a Takke cTan 3amMeTHO aKTMBHEE B MACOHCKOM
noxe. EctectBeHHO, He 6€3 NUYHOW NONb3bI.

Bckope nonutuyeckas cuTyauuss B BaluMHITOHe cyllecTBeHHO wu3ameHunacb. B 1923 r. Xapguur
CKOPOMOCTUXKHO CKOHYarcs OT cepAeyHoro NpucTyna, Ha crieaylowmm rog odepegHon npesngeHT KansuH
Kynumk npuBen B rocagMUHWCTPaUUIO CBOWMX MOAEN, @ HOBbIA MUHUCTP tocTvumMn XapraH CTOyH,
HeJOBOJbHbIA 00Lle cuTyaumMen B MWHUCTEPCTBE, PELUUIT HEMPEMEHHO MOMEHATb, Cpeau Mnpo4mx
pykoBoautenen, n rnasy biopo paccrnefoBaHuin. TyT-TO M BCTYNWNW B XOA4 HEBUAMMbIE MaCOHCKUE
pbiyarn. Korga CToyH 06poHMn cpeaun Konmer-MMHUCTPOB, YTO noApickuBaeT Ansa bropo HoBoro weda, 1o
JloypeHc Puum, 3amecTtntenb MUHUCTPa TOProBnu, He MeLLkas NopekoMeHAoBan cBoero 4obporo apyra um
copaTHuKa no macoHckon noxe k. Sgrapa NyBepa. B nogaepxky aTonm e kaHAMAaTypbl BbICTYNWUMA U
3aMecTuTenb reHnpoKypopa, nostomy Bckope CTOyH Bbi3Ban B CBOW kabuHeT ['yBepa m coobwwimn, 4to
HaMepeH HasHa4MTb €ero BPeMEHHO WcnonHswwum obsisaHHoCcTM aupekTtopa bilopo, noka Oyger



noasicknBaTbcsa 6onee nogxogsawas gpurypa. Bekope, ogHako, ans CToyHa ctano o4eBUAHO, YTO MMEHHO
l'yBep saABnseTcs Hambonee noaxogsWMM YenoBEKOM Afs MOMHOM peopraHusaumm biopo M nepesoaa
OedATenbHOCTM cneucnybbl Ha BbICOKOMPOdEeCCMOHanbHy0 OCHOBY. Mo3ToMy B KOHLE Toro xe 1924
roga, 10 npekabps 3arap 'yBep B Bo3pacTte 29 NeT Nony4un BoOXAENEHHYHO AOMKHOCTbL AnpekTopa biopo
paccrnegoBaHui, KOTOPYHO 3aTeM COXpaHun 3a cobon Ha BCHO OCTaBLUYIOCS KU3Hb.

MpuBepxxeHHOCTb 'yBEpPa K MacoHCTBY, ero Ayxy n obpsgam B onpegeneHHow CTENeHN oTpasunnck 1 Ha
Biopo paccnegosaHuii. NpuHagNeXXHOCTb areHTOB K MaCOHCKOW floXe BCAYECKU MPMBETCTBOBanach, a co
BpEMEHEM OTYeTNMBbLIN MPUBKYC MAcOHCTBa obpen Aaxe TEeKCT NPUCAry, KOTOPYH MPUHWManu HoBble
COTPYOHWKN M KOTOPYIO 3aBENM no nMyHoMy npukasy N'ysepa. BoT nuub HekoTopble hparMeHThbl U3 3TOro
AOCTaTOMHO MPOCTPaHHOro Tekcra: «CMUMPEHHO CO3HaBas BCHO OTBETCTBEHHOCTb 3a Aeno, AoBepsiemoe
MHe, S KNsiHYCb, YTO Oyay BCcerga YTuTb BbICOKOE NpU3BaHWe Hallen NoYeTHOW Npodeccuu, UCTIoNTHEHVE
06A3aHHOCTEN KOTOPOWN ABMSIETCS KaK MCKYCCTBOM, TaK U HayKkow... VicnonHas cBon ob6s3aHHOCTU, s Byay,
NoAo6HO CBALLEHHMKY, MCTOYHUKOM YyTeLleHusl, CoBeTa 1 NoMOLLK... NogobHo conaarty, A 6yay HeycTaHHO
BECTW BOWHY NPOTUB BparoB MOeN CTPaHbl... N0gobHO BpayesaTesnto, 1 Oyay CTPEMUTLCS K UCKOPEHEHWIO
NpecTynHowu 3apasbl, KoTopas napasvTupyeT Ha Tene Hawero obuwecTsa... NogobHO XyAOXHUKY, 5 Byay
CTPEMUTBCA K TOMY, YTOObI BbINOMHEHWE KaXXA0ro 3a4aHns 6bIn0 UCTUHHBLIM LLEAEBPOM. .. »

B kHure-nccnegoBanum SHToHM Cammepca «TanHasa xn3Hb darapa 'yBepa» co croB cotpygHukos ®BP
npeacTaBneH Takow MOPTPeT «0OpasuoBO-NOKa3aTeNbHOrO areHta» M3 TeX, KTO Havan cryx0y B
cepeavHe 1920-x rogos. lMopTpeT cpucoBaH ¢ OAHOrO U3 TOrAallHMX MOSOAbIX COTPYAHUKOB, Ha gonrve
rogbl CTaBLWIEro B rnasax weda AOCTOMHEWWUM MNPUMMEPOM Ans nogpaxaHusa. daBapa ApmbOpycep
npocnyxun B ®BP ¢ 1926 no 1977 roa, cTaB BbICOKOKITACCHBIM CreunanMcToM no 6aHkoBCkUM adepam.
OT0 ObIN TUMWYHBIA MNpeAcTaBUTENb HOBOMO MOKOMEHUSI areHTOB, HEMNbIOWMN U HEKYPALLMIA, MacOH,
yumTenb LEepPKOBHO-MIPUXOACKOA BOCKPECHOWM LWKOSbl, CEMb YYEHWKOB KOTOPOW CTanu BMOCNeAcTBUM
areHTamn PBP. AreHT Oonee nosgHero nokoneHusi, Hopman Onnectag, BCnomMuHaeT obBNMK CBOEro
konnern-setepaHa Tak: «OH okpyxan cebs 6poHeln BCAYeCKMX amyrneToB - KoreL, 3Ha4YkoB M 3aKOMOK C
aparoueHHbiMM KamHsamn. OH Obin Becb yBelwaH MMW. YToObl rancTyk He MsNCcs, ero ckpennan
pyballukon 3axum B BuAE NbBMHOW rornoBbl. Ha maHxeTax Obinu 3anoHkn. Ha npaBon pyke y Hero
KpacoBancsa yHUBEPCUTETCKUI NepCcTeHb, BbIAENABLUMI €ro cpean nigen HeobpasoBaHHbIX. Ha Ton xe
pyKe OH HOCWUIT MaCOHCKO€E KOmbLiO, KOTOpOe 3aliuLLano ero AyxoBHo. Ha cpegHem nanbLe NeBon pyku y
Hero ObiNo 06py4YanbHOe KOMbLO, CNYXUBLUEE LUMTOM MNPOTMB BO3MOXHbIX MOMON3HOBEHMIN KEHLLWH,
KOTOpbIX eMy NpuaeTcs gonpawmsaTby... [AS93]

l'yBep cuntan dpeapga Apmbpycepa obpasuoBbiM paboOTHMKOM M Npogoskkan gepxaTtb ero Ha cnyxbe
ellle MHoOrve rogpl nocrie Toro, Kak BeTepaH AOCTUT NEHCMOHHOro Bo3pacTa.

MepekpecTkn U napannenu ucTopum

Bubnewnckun koa

B Hauvane 2003 roga, HakaHyHe BTOPXXEHUS amepukaHckon apmun B Mpak, cpeam MHoxecTea GpuduHros
N coBellaHni, npoBoauBlUMXCS B [leHTaroHe, ogHO M3 MeponpuaTWA criegyeT BblAenuTb 0co60.
Heobbl4HOCTb ero 3akmno4aeTcs B TOM, YTO Cepbe3Hble U OTBETCTBEHHbIE MOAM U3 BbICLLIErO 3LUefoHa
BoeHHow Bnactu CLUA okono yaca cBoero gparoLeHHOro BpeMeHW NOCBSATUNM HETPUBMArbHOM Npobneme
- KaK oTbickaTb apxmBpara Amepukn Ycamy 6eH JlageHa ¢ nomolbio TekCToB BeTxoro 3aBeTa, a ewe
TOYHee, paclwudpoBaB crneuuanbHble TawHble nocnaHvs B [aTvkHwkmMM MouceeBoM, y uydees
umeHyemom Topon [WJ03][BKOS].



Crtonb nobonbITHOE coBeLLaHne opraHnsosan Mon Byndosuy, 3aMmecTutenb MUMHUCTPa 0OOPOHLI U OA4WH
N3 rnaBHbIX «sICTPebOB» B BALUMHITOHCKOM rocagMuHucTpauun. Bo BCTpeye npuHumanu yyactme OKoso
10 BbICLUMX YMHOB BOEHHOr0 KOMaHOOBaHUA M pasBedku, BkNtoYasa Buue-agmupana Jloyanna «[hbkenkar
Ixekobn, aunpekTtopa passegynpaBneHms MuHuctepctBa o6OpoHbl, M JIMHTOHa Yannca, HadanbHuKa
«HepBHOro ueHTpa» [NeHTtaroHa, nssectHoro kak 3Cl (Command, Control, Communications, Intelligence,
T. €. «UEeHTP KOMaHOOBaHus, ynpaBfeHus, CBA3M U pa3Begku»). [MaBHbIM Xe AOKNag4yMKoM BbICTyMan
HekTo Maiikn [OpocHuH, B npownom xypHanuct Washington Post n Wall Street Journal, a HbelHe aBTop
kHur-6ectcennepos «Kog Bubnum» n «Kog bubnum Il: O6patHeii otcdyeT» [MD97][MDO02].

Ha ctpaHuuax ceoux nccnegosaHui [JpoCHUH NbITaeTcs fokasaTth, YTO NepBble NATb kKHUM BeTxoro 3aBeTta
- beiTne, Ucxopa, Jleeut, Yucna n BTtoposakoHue - aTO Ha camoM Aerne 3alumdpoBaHHas UCTopusa Mmpa oT
COTBOpEeHWst fo nocnegHero gHA. Hy a cam [JpOCHUH, MOHATHOE Aeno - AelndpPOBLLMK 3TOrO BEJTMKOro
koga. C NoOMOLLbIO AOBOMBbHO HEXMTPbLIX MaHunynsaumn ¢ bykBamm Tekcta Ha mBpuTe (B ApeBHEM A3blke
HeT rnacHblX, uudpbl Takke 0603Ha4alOTCA COrnacHbiMWM) aBTOp AEMOHCTpupyeT, 4to B bubnun
npeackasaHo Bce - 1 BTopas mupoBas BoiHa, 1 nokyweHne Ha KeHHeawm, v Bbicagka YenoBeka Ha JlyHy n
TepakTtbl 11 ceHTabpsa 2001 roga. Bee uto yrogHo, kopoye roBops. A OTbICKMBAIOTCH 3TW NpeackasaHus
Tak. Bce 304 805 GykB Ha uBpute, coctaBnsowme Topy, 3arHaHbl B KOMMbIOTEP B BUAE OOHOW OOMbLUOW
CTPOKW. [pOCHWMH («CEKYNsipU30BaHHbIA €Bpel», CneumanbHO pagu Takoro Aena BblyYMBLUUA MBPUT)
3ajaeT MawwuHe Bonpoc, kK npumepy, npo Cagpama XyccewHa. [na 3Toro BBOAWUTCHA CTPOKA «KTO
YHUYTOXEH?», @ C HE BMECTE U OXNOAeMbI OTBET «XyccenH». [locne Yero koMmnbloTep nepenonaynsaeT
BECb TEKCT M OTbICKMBAET CTpaHWUbl, Ha KOTOPbIX CMOBa BOMpOCa W OTBETa PacMnosfiokKeHbl Kak B
KpoccBopae - B BUae nepeceyeHus CTpoykm u ctonbua. Toraa 3gech ke OTbICKMBAETCa U AaTta HYXHOro
cobbITUSA - pacnonoXeHHble Hernoganeky (kenatenbHo, NOOnMXe K NepeKkpecTbo) CTpoka unu ctonbey, ¢
noaxogswmm rogom. ns Caggama, B YacTHOCTM, OTbICKMBAeTCHA 5763 - eBpenckuiA rod, SKBUBarEHTHbIN
no xpuctmaHckomMy kanengapto 2003... U Bce gena. [leweso 1 cepamTo, kak roBoputcs. Ho BneyatneHune
3TW «MNEPEKPECTKN UCTOPUMY» MPOU3BOAAT, KaK BbISCHUIIOCb, HA OYEHb MHOMMX - MPUYEM He TONbKO Ha
JOMOXO0351EK, HO Y HA HEKOTOPbIX MEHTAaroHOBCKNX FrEHeparnos.

Y nogoGHOro XOHrMMpPoBaHUsa GykBaMu-MMeHaMm 1 Lumdpamm-gatamm nMeeTcsl OdeHb ANMHHas UCTopus.
B TekcTax Bcex CBSILLEHHbIX KHUI MCCTapu NPUHATO BbIMCKMBATL NpopoYvecTsa. Tpaamumm aTon NpuMepHo
CTOSbKO e NeT, CKONbKO CaMUM KHUraM, HO NeT AeCATb Hasaj AaHHOe 3aHATME NepeLuno B Ka4eCTBEHHO
MHyto Kkateropuio. B 1994 rogy rpynna uv3paunnbCKMX MaTemaTMkoB BO rMaBe ¢ 3nuaxy Puncom
onybnukosana B COMMAHOM HayyHOM >ypHane Statistical Science crtatbto nog HasBaHueM
«OQKBUOUCTaHTHbIE NocrneaoBaTenbHOCTU BykB B kKHure boitne» [ER94]. B aTon ctatbe Gbin onvcaH Hekui
CTaTUCTUYECKUA IKCMEPUMEHT, AEMOHCTPUPYIOLLMIA MpUMeYaTenbHble KOppensauum Mexgy uMeHamu
3HAMEHUTLIX B U3PanbCKON UCTOPUN PaBBUHOB UM FOAaMMU UX XWU3HW, OTbICKMBAEMbIMU HA CTpaHuuax
Topbl, x0T TeKCT MNMATUKHWXMA CO34aH Ha HECKONMbKO BEKOB W ThICAYENeTUN paHblue pPOXAEHUS 3TUX
pPaBBMHOB. «OKBWAMCTAHTHbIE MOCNEOBaTENbHOCTU» O3HaYalwT TO, 4TO BbIOOp OykB M3 TekcTa
OCYLLECTBAANCA MO NPWHLMNY PacnofioXeHUs CMMBOSIOB Ha HEKOTOPOM pPaBHOM pPacCTOSHWM Apyr OT
apyra. YJeHbli COBeT, OTOMpawwWmi cTtaTtbi ang onyonukoBaHWs, CYen AaHHbIA mMaTepuan XoTb WU
HEeObbI4YHbIM, HO C HAYYHOWM TOYKM 3pEHMSA BNOMHE AOOPOTHLIM M 3aCNyXXVNBAOLMM BHUMaHWUS, NO3TOMY U
BbINo NPUHATO pelleHne o nybnukaumm ctaTbu. TYT e nopoamBLIEN, HAAO0 OTMETUTb, BOSNHY NPOTECTOB U
paboT-0NpoOBEPXKEHUIN CO CTOPOHbI ApYrnx MatematumkoB [BM98] [MB99].

Boob6ule roesopsi, OaHHasi MCTOpPMS B KOTOPbIA pa3 MNoaTBEPAMA PaCXOXYK XXUTEWCKYH MyApOCThb,
COINacHO KOTOPOW fOXb OblBaeT Tpex BMOOB - OOLIKHOBEHHAsl, YyOOBMWLUHAs M CTaTUCTUKA. YMeEno
MaHUNynMpyst 4aHHbIMU U MeToAamMmn Ux obcyeTa, Kak M3BECTHO, NPU XKenaHUM MOXHO oKasaTb Bce, UYTO
yrogHo. Ho ecnn Hay4Hble Cnopbl O TOHKOCTSIX U AedekTax n3bpaHHoM nccregoBaTensamm METOQUKN - 3TO
Bellb AN HecneumanucToB AOBOMbHO TYMaHHAsA U TPYOHOMOCTMXNMAA, TO BOT NOCTPOEHME 3DPEKTHBIX
KOHTPNPUMEPOB BMOSIHE MOHMMAIOT BCE, AaXe HUYEro He CMbICMSLWME B TEOpUM BEPOSATHOCTEN W
MaTeMaTU4eCcKon cTaTucTmKe. 3a npolweawme rogbl NosiBUIIOCh B 4OCTATKE BCErO - Y Pa3arpOMHON KPUTUKN
n3bpaHHo Pwncom coToBapuwy MeToauku, u ybeauTenbHbIX KOHTPNPMMEPOB, OAHAKO BCe 3TO



NMPOMCXOAMIIO MO MPEeUMyLLEeCTBY B Hay4dHbIX Kyryapax, He npuBriekas 0coboro BHUMAHWS LUMPOKOW
ny6nuku.

Ho Tem BpemeHem 3a «BbICOKOTEXHOMOMMYHYIO» paspaboTky >xunbl 6UBnencknx npopoyvecTB B3SANCH
penopTtep nonuuenckon XxpoHukn Marikn OpocHuH. OH, ObITb MOXET, U Marno YTO CMbICIUIT B TEOpUn
BEPOATHOCTEW, HO 3aTO yrnsgen B nNpegMeTe CNOpoB MOTEHUMArnbHYH CEeHcaumio, MPOBEN HECKOSBbKO
COBCTBEHHbIX KOMMbIOTEPHbLIX 3KCNEPUMEHTOB, B XO4E KOTOPbIX U poAaMnacb OnnucaHHas Bbille MeToauka
OTbICKaHWS MpeAcka3aHun. A HEeCKONbKO MeT CnycTd MOSBMSeTcs ero cHorcwmbaTtenbHbii Bectcennep
«Kog Bubnuu», usgaHHbIi K HaCTOSILLEMY BPEMEHM OFPOMHBIMW TUpaXaMu W MNEepeBEdEHHbI Ha
MHOXeCTBO £3bIkOB. Huyero He nogenaellb, HApoA, CTpacTb Kak MobuT BCe 3arafOMHOE U HEMOHSTHOE,
0COBEHHO NOAKPENSEHHOE MaTeMaTUYECKMMM BblKNagkaMm - MPaKTUYECKU CTOMb Xe HEMOCTUXUMbIMU, HO
npuaaroLWLMMK aprymeHTam AOMNOMHUTENBHYIO «Hay4YHY0» CONMUAHOCTD.
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MNpeackasaHue TepakTa 11-09-2001 B TekcTe pomaHa «BonHa u mup»
Ha uBpuTe

Camn matemaTvkun, npasga, npUwwn ot onyca [pocHuHa B ApocTb. Besyeckn otmexeBatbesa oT «Koga
Bnbnum» counn uenecoobpasHbiM Aaxe aBTOpbl UCxogHoW cTaTbn B Statistical Science, Punc n Buutym.
Opyrve xe  ydeHble, TWATEeNbHO  BOCMPOM3BOAA  «METOL4  AekoaumpoBaHusa  [pocCHuHay,
NPOAEMOHCTPMpPOBanu, 4To Nobble MpeackasaHnss MOXHO M3BMekaTb M3 KakoW yrogHo, B 0bLiem-To,
KHMrK, Obina Obl y Hee noaxoasiwiasi AnvHa. B yacTtHocTh, Te XXe camble «NpopoYvecTBax», YTo U B bubnun,
ObiNn BbISBMEHbI B aHIMUNCKOM TekcTe pomaHa epmaHa Mensunna «Mobu [duk»(cs.anu.edu.au u B
nepeeofe Ha MBpUT poMaHa «BonHa n mup» JlbBa Toncrtoro cs.anu.edu.au). Pagm cmexa, Te e camble
pe3ynbTaTtbl ObINM NPOAEMOHCTPUPOBAHLI U HA TEKCTE KHUMM camoro [pocHUHa, rae, K mpumepy, OOuH u3
uccrnegosatenewn, flens Tomac, oBHapyxun ¢ NOMOLLbIO «LWMpa IKBUOUCTAHTHLIX ByKB» Takyto dpasy:
«3QTOT KO - rnynasi WyTKa 1 HagyBaTenbCTBOY»... (nmsr.org).


http://cs.anu.edu.au/~bdm/dilugim/moby.html
http://cs.anu.edu.au/~bdm/dilugim/WNP/
http://www.nmsr.org/biblecod.htm

Bo Bcen aton uctopum nopasuTesribHa, KOHEYHO, BOBCE He MOMynspHOCTb TBopYecTBa [pPOCHUHA «B
Hapoge» (obwwme npeanovTeHWss NyoNUKM W3BECTHbI LOCTATOMHO Xopowo). JliobonblTeH 34echb
lepaLl,I/IOHaJ'IbHO-O6OCTpeHHbII7I nHTEepec K MUCTUYECKNM npeackasaHuam B cpene BbICLLETO
BOEHHo-nonuTuyeckoro pykosogctea CLUA, n ToMy HaBepHsika OOSKHbI OblTb KaKMe-TO FOrMvHble
06bsicHeHNsi. BO3MOXXHO, MpUYMHa KpOETCS B CReAyOLLEM.

Yepen u KocTHn

OpraHusoBaBwunii npurnawieHne B [leHTaroH «akcnepta no koay bumbnuuy» [pocHuHa, 3amecTutenb
MUHUCTPA OOOpOHbI M ynbTpa-AcTpeb [Non Byndosuy B 1970-1973 rogax Obin npenogaBaTenem
nonutonorn  Menbckoro yHueepcuteTa. BubnuoTeka 3TOr0  yHMBEPCUTETa U3BECTHA  CBOMM
npumevaTternbHbIM cobpaHnem 330TEPUYECKON N OKKYNbTHOW NUTEepaTypbl, @ Takke 3HAMEHUTbIM, OAHUM
M3 KpynHeWwmx B MWUpe COOpaHuy KIMHOMMCKM umBunM3aumn Mexaypedbs - Tak Ha3biBaemow
«BaBunoHckoit konnekumen Wens» (yale.edu). (Mmeetca uHTepecHas napannenb. lNpu HeaasHem
BTopxxeHumn Bomnck CLUA B Barpgaag, mapogepamu Gbin TyT e pasrpabneH MeCTHbI My3eun, XpaHWBLLNIA
camoe bonbluoe, BEPOSATHO, cobpaHme knmHonucu B mupe. Noyvtn Bce pasrpabneHHoe, 3ameTum, Obino
cpasy HamgeHo u B3ATO B y4eT AoOnecTHon amepukaHckon apmuent... MNpaesuTtenscTtso lMepy, k npumepy,
no cuo nopy npocut y Mens BepHyTb UCTOPUYECKME PENUKBUK, BbiBE3EHHble B Hadane XX Beka u3
OpeBHEro  BbICOKOropHoro  ceaTunuwia  Mady-lnkyy ero  «nepBOOTKpbIBATENEM»,  NENbCKAM
uccnegosarenem Xanpamom buHremom.

Ho 3gecb peyb He o ToM. 1o kakoMy-TO (BUOUMO, Cry4amHOMYy) cTedeHunto obctoaTenscTB B 1959 rogy B
Menbckuii YHVUBEPCUTET NOCTYMWI YYUTbCS OPYron ynbTpa-acTpeOd, Torga CoBcem eLle oHbIn [Juk YenHn,
HblHe 46- Buue-npe3ngeHT CLIA, a B nepuog 1989-1992 rr. MUHUCTP 06OpPOHBI B agMUHUCTpaLUM
Dxopoxa bywa-nanel. YenHu, npasga, B Vlene He poy4yunca, nepeBeasicb B yHUBepcuteT BanomuHra,
3aTo BbINyckHKOM Menbckoro yHuBepcuteta 1964 roga sBnsieTcs BbICOKOMOpPanbHbIA [KOH OLKpodT,
HBbIHELHUA MUHUCTP HCTULMMK U reHepanbHbii npokypop CLUA, He Tak JaBHO BENeBLUUI 3aapanupoBaTth
«noxabHo-nonyronele» crtatyu B bonbwom 3ane MuHucTepcTBa toctuumun. Hy, n 4tobbl cTano coBceM
MOHAITHO, YTO BCe 3TO BPSA NN 4YUCTasd CryvyarlHOCTb, criedyeT HanoMHUTb, YTO BbINyCKHUKaMun Wens
asnaTca Tawke [hxopax byw-nana (1948), Dxopax byw-ceiH (1968), a Takke gegywka 43-ro n otey,
41-ro npeangeHToB CLUA lMpeckoT TTT. Bywl, amepukaHckuii ceHaTop M B CBOE BPeEMS BUAHLIN AeATenb
MECTHOro TaHoro obuiecTsa «Yepen 1 KOCTU».

CospgaHHOe noyTu ABa Beka Ha3ag, B 1832 r, TanHoe «cTyaeH4yeckoe bpatctBo» Skull and Bones, vnu
«OpAEH», KaK VMMEHYKT ero CaMu 4feHbl, yXXe [OaBHO CTano OAHOW M3 caMblX OonblMx 3aragok
aMepUKaHCKON UCTOPUN U CBOeOoOpasHbIM MHKYHaTOPOM BbICLLEW NMOMUTUYECKOW U SKOHOMUYECKON SMNNUThI
CLIA. NMomumo Tpex npesunaeHToB (ABa bywa u Yuneam Nosapa TadT), cpeau N3BeCTHbIX YNEHOB 3TOro
opdeHa MHOXEeCTBO CeHaTOpOB, rOCyQapCTBEHHbIX CekpeTapen, reHeparnbHbiX MPOKYpOpOoB, [Mas
passeacnyx0b, npegcenatenen BepxoBHOro cyga, AMPEKTOPOB KPYMHEMWMX TpaHCHAUMOHArbHbIX
KoMnaHui, 6aHKOB 1 Tak Aanee.

OpaHolt XXe 13 rnaBHbIX 0cobeHHocTeln «Yepena 1 KOCTel» SIBNSIETCS PEXUM CTPOXKaMLLIEA CEKPETHOCTH,
KynbTUBMPYEMOW YNeHaMu OpAeHa OTHOCWUTENbHO BCEro, 4Yto npoucxoauT B «Moruney», kak usgasHa
MPVHATO MMEHOBaTb MPAayHOBATO BMAA CTAPMHHBIN OCOOHSK, B KOTOPOM MPOXOAAT o0psaabl MHMLmMaumm
HEOMUTOB W perynspHble BCTPeYM YNEHOB opaeHa. VIHTepecHo, 4TO agMuHUcTpauus WMenbckoro
YHUBEPCUTETA YK€ OYeHb JABHO W PeLunTErbHO He XenaeT MMeTb ¢ gesTenbHocTblo Skull and Bones
HMYero obLLero, BCAYECKN OCyxXaast NOAYEPKHYTYHO 3NMTAPHOCTb U 3aKpbITOCTb 3TOro obuwiecTsa. YneHbl
obLiecTBa OTBEYAIOT B3AUMHOI HEMPUA3HBLIO, TaK YTO B TEKCTAX MHOTMUX HbIHELLUHMX NONUTMKOB 6e3 Tpyaa
MOXHO HaNTW TUPadbl O «4OMOPHOCTM U CHOBM3ME NenbCcKor NPodieccypbiy.
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Kak 6bl TaMm HK 6bino, HO 06 Oo4YeHb CBOEOOpa3HON O0BCTAHOBKE «MAaCOHCKOro OpaTcTBay, O 3MOBELUMX
puTyanax ¢ Yepenamm, KOCTIMM U KUHXanamu, O ryCTo MUCTUYECKON aype U XEeCTKMUX nopsakax B opaeHe
nereHabl xogaT ewe ¢ XIX Beka. MNMpuyem 3a Bce 170 ¢ NULWHMM NET UCTopuM TanHoro obuiecTea, cpeamn
€ro YrieHOB He HalUoCb HW eAMHOro YeroBeka, pelumBluerocs nybnnyHo packpbiTb cekpeTbl Skull And
Bones. lNonbITkn Xe CTOPOHHWX uccnegoBaTenen BbiBeAaTb XOTb YTO-TO CYLLECTBEHHOE HEU3MEHHO
HaTbIKaloTCA Ha Henpowwmnbaemyto XenesobeToHHY ¢OopMyny CTaHAApPTHONO OTBETA MACOHOB: «OTU
BELLUM Mbl He 0Ocyxaaem. Toukar.

Koe-4To, KOHEYHO, BCe e pasdy3HaTb yAdaeTcs, Torga nyonuKyloTcs pas3HOW CTENeHU LOCTOBEPHOCTU
ctaTbn 1 kHurn. B 1986 rogy 6bina onybnvkoBaH oveHb cogepXaTtenbHbii Tpya SHTOHM CaTToHa nog
Ha3BaHueM «TanHble Bnactu Amepukn. Beegernne B opaeH Skull And Bones» [AS86]. B anpene 1991
roga B xypHane ParaScope HaneyaTaHo o6beMHoe uccrnegosanue onacreriHa n CtenHbepra «xopax
Byw, Skull Bones n Hosbin mrposon nopagok» [GS91]. Ecnv roBoputb 0 nocrnegHnx paboTax, To rnyboko
yOanocb KOMHyTb MONogon xxypHanuctke AnekcaHape Po66uHc, BbinyckHuue Menbckoro yHMBepcuteTa
1998 roga, cymeBLUEeln pa3roBOPUTbL HA YCNOBUSX COXPAHEHUS MOMHOW aHOHMMHOCTK cBbiwe 100 uneHoB
opaeHa u BoinycTuslen B 2002 rogy kHury «Cekpetbl Morunei» [AR02].

Ocobo mHTepecHa BCA 3Ta UCTOPUSE MMEHHO cendac, MOTOMY 4TO, MO OLeHKaM psaa amMepUKaHCKUX
aHanuTUKOB, K Npe3uaeHTckum Bbibopam 2004 roga CLUA nogxogdat B TaKOM COCTOSIHUW, KOrga y Kopmuna
BNacTu HaxoauTtca becnpeueneHTHO MHOro YneHoB opaeHa Skull Bones. To ecTb CTOMb HACbILWEHHOW UX
KOHLEeHTpauun B BaluWHITOHE, B BbICLUEM PYKOBOACTBE KPYMHEWLIMX Kopropauunm wn B Haubonee
BNUATENBHbBIX CPEeACTBAX MacCoOBOM MHGOPMALMK Npexae eLle He 0TMeYarnoch.

MpauyHble napannenu

Tex, kTo criocobeH 310 BUAETb, bonee BCcero TPEBOXUT criedytollee obcToaTenscTeo. MNocneaHuii pas
Hanbornee 3aMeTHbIN BCNIECK Yero-To NoJoGHOro - MHTepeca K OKKYMbTHbIM AefamM B pamkax TalHoro
opaeHa B cpefe BbICLLErO MOSIMTUYECKOTO PYKOBOACTBA MOLLHOWM AepaBbl - Habnoaancs B HaUMCTCKoOM
F'epmanuu. MpuyeM oTYeTNIMBbIE Napanseny NPoCcreXnBaoTca Aaneko He TONbKo 34€ecCh.

Opf [epHOH, NCMONMHUTENBHBIN NpoAtocep TENEBU3NOHHOIO MUHK-cepuana «lmtnep: Bocxop 3na» (Hitler:
The Rise of Evil), cHumaBweroca HegaBHo B CLUA no 3akasy komnaHun CBS, korga okyHyncs B
NCTopu4eckMin matepman, Obll MPOCTO LIOKUPOBAH TEM, HACKOIbKO HblHELWHssi obcTaHoBka B CLUA
HaNnoOMWHAET TMTNEPOBCKYI 3MNoxy B ['epMaHun: nogaBneHue rpaxgaHckux cBoboa BO MMS YKpeNneHus
HauuoHanbHo 6e30nacHOCTW; MOSIBNIEHWEe HOBOW NpPaBUTENbCTBEHHOW CcneucnyxObl, HaaeneHHow
0COBbIMM MOMHOMOYMAMM MO 3aWUTE OTEYECTBA; pPelUMTeNbHOE 3aTblkaHMe pTa KpUTUKam pexuma C
nocneaywwmmM ux npecnegosaHvem. Llenyo Haumio 3axumaroT B TUCKM CTpaxa, Korga INullib XKecTkue
nopsiakM U akTWBHble BOEHHble AENCTBUA MPOTMB BparoB HaduMHalOT KasaTbCs HanyraHHbIM MoasiM
€OWHCTBEHHbIM crnaceHnem. U nogn B macce ogobpsioT To, HAa 4TO B 34paBoM yMe Hukorda 6bl He
COrnacusunce.

MopobHble napannenu cerogHs NPOBOAAT MHOMME, KTO 3HaKoM C uctopven. Ho oTMeTuTb MHTEpecHo
apyroe. Korga 3p lepHoH nybnuyHO nogenwuncst cBouMy HabniogeHusiMum ¢ obLeCTBEHHOCTbIO Ha
cTpaHuuax xypHana TV Guide, conoctaBuB 06cTaHOBKYy nonutudeckon uctepum B CLUA HakaHyHe
BTOpXXeHus1 B Mpak n obwun knumart B npegBoeHHON 'epmaHmMy, COnyTCTBOBAaBLUMA BOCXOAY TpeTbero
peinxa, To komnaHusa CBS pasopBana ¢ [epHOHOM KOHTpakT M yBomnuna npopicepa ¢ paboTbl «3a
HEeBEpHYI0 Nogayy MOTMBALMMN TENEBU3MOHHON CeTU Mpu nokase gaHHoro unbma» [JOO03]. YBonbHeHne
3a BbICKasblBaHWE MOMUTUYECKNX B3MMSAA0B - CODbITME OYeHb Cepbe3Hoe Afs CTpaHbl, MPUBbIKLLIEN
cunTaTb cebs cBOOOAHOMN.

OpaHako, 60MnbLIMHCTBO aMepUuKaHLEeB CITOBHO OCIiensyio U He 3aMedaeT, 4YTO OT cobog, rapaHTUpOBaHHbIX
nXx KOHCTI/ITyLLI/IeI7I, cerogHa y>xe mMaro 4To oCTanocCh. Kak octatoTcs He3amMe4eHHbIMU U yxXe ,D,eIZCTByIOLIJ,I/Ie



B OTHOLUEHWM Tpa)K4aHCKUX NuL, CceKkpeTHble TpubyHanbl. Vnu koHunareps, co3gaHHble Ha 3aMOPCKMX
BoeHHbIx 6asax CLUA, roe He [OeWCTBYHOT OCHOBOMOMarawwme amepukaHCKMe 3akoHbl u rae 6es
npeabasneHns obBuHeHW, 6e3 KOHTakToB C OnAM3kumm unv agsBokatamMu MOryT rogamu yaepXxueaTb
«MOA03PEBAEMBIX B TEPPOPUIMEY.

OOVH M3 HblHE XMBYLUMX KITACCUMKOB aMepUKaHCKOW nuTepaTypbl, 77-neTHuiA nucatens [op Bugan
NPUHAANEXUT K TeM HEMHOMMM, KTO He TOMbKO BMAUT BCE MPOMCXOAslliee, HO U MHOro fneT rpoMKo
npegynpexgaeT Hauuio O Cron3aHuMu CTpaHbl K ToTanutapusmy: «To pasnoxeHue, KoTopoe npeasuaen
[BeHmpxamuH] ®paHknuH [npegynpexaas ob yrpo3e AecnoTuama), NPUHOCUT CBOW yXacHble nnogbl. U
HUKTO He XXenaeT C 3TUM Hu4ero Aenatb. TyT Jaxe peyn He MAET O KakoW-TO kamnaHun. Kak Tonbko B
coumyme, Bce Aerna KoToporo - 9To buaHec, obpasoBanacb CTOMb KOPPYMNMPOBAHHAs anuTa, TO BCe, YTO
MOXET U3 3TOro Mony4nuTbCs - 3TO, HECOMHEHHO, AecnoTn3M. OTO TOT BW4 aBTOPUTAPHOrO MpaBneHus,
KoTopbIn NpuHecny Ham noan bywa. Nx 3akoH USA PATRIOT Act - cTonb e AecnoTu4eH, Kak n Bce, ¢
yeMm npuvwen 'vtnep, 3gecb gaxe A3blKk BO MHOIOM MCMONb3YETCs TOT XXe CaMbli, [MpudemM cTpaHa wna K
3TOMy YyXe paBHo] B ogHon wn3 moux npownbix KHUr, ,BeyHasa BoWHa pagn BeyHoro mupa“, 4
NpOAEMOHCTPUPOBAN, YTO A3blK, NPUMEHABLUMICA noabMn KnNMHTOHa ANnsa 3anyrMBaHus amepukaHLes
TeppopucTtamu, MX Mpu3biBbl MOCTYMUTLCA Ha KOPOTKOE BpPEMS CBOMMM TPakAaHCKUMW MpaBaMu U
cBobogamMu - 3TO B TOYHOCTU S3bIK, UCNONb3oBaBLKMics MmTnepom nocne nogxora Pevxcrara» [MCOS].

Urpbl naTtpuapxoB

B 3HameHuTOn «KHUure pxyHrnen» Peabapaa KunnuHra ectb npumedaTensHbin anusod (B rmaese «OxoTa
Kaa»), CnoBHO CPMCOBaHHbIV C KAPTUHBbI COBPEMEHHOM NONUTUYECKON »xu3Hn CLLA:

- M1 senuku! Mbi c60600HbI! Mbi docmolHbl 80CXUUWEHUS, KaK HU 0OUH Hapod 8 OxyHansax! Mbi ece mak
2080pUM - 3Ha4UmM, amo npaesda! [HeKOTopoe Bpems CrycTs]

- Bbi cribituume meHsi, baHdeproau? Xopowo Jiu 8aM 8UOHO?

- Mb1 sudum mebsi, o Kaa!

- baHdeprioeu, Moxeme nu 8bl uesesibHymb pyKol unu Ho2ol 6e3 Moezo rnpuxkasa?
- bez meoezo criosa Mbi He MOXeM wesesribHymbcs, o Kaa!

- Xopowo! Nodotidume Ha 0duH wae bnuxe Ko MHe... Ewe bnuxe!...

B paccbinkax ogHOrO M3 [OO0BOMIBHO WU3BECTHbIX WHTEpHeT-cbopymoB (cypherpunks), roe o6
WH(OTEXHOMOMUSAX W MONUTUKE, MO NPEUMYLLECTBY, AWCKYTUPYET HOHKOH(OPMWUCTCKM HaCTPOEHHas
WHTENNUreHuns, HakaHyHe BTOpXXeHUs B VIpak nosiBUNoch criegyrollee HabnogeHne, KOHCTaTUpPoOBaHHoOE
¢ ponen nsymnenus. CoseplueHHo oyveBumaHo, 4to CLUA pewmntensHO HamepeHbl BCTYMUTb B CEPbE3HYI0
BOWHY: Ha pacKpyTKy BOEHHbIX OEWCTBUM yxXe noTpayeHa yrmMma geHer, B panoH [lepcuackoro 3anuvea
CTsIHyTa Ky4ya BOeHHbIX kopabnewn, 100 Tbicay congat nepebpolueHsl k rpaHuyam Mpaka, Hy n Tak ganee.
OpHako 3akoHogaTenbHas BnacTb CTpaHbl B CTOflb KPUTUYECKMA MOMEHT WUCTOPUMM OEMOHCTpUpyeT
nonHenwee  GesgenictBue. CroBHO  MapTblWKA  Mo4 — B3MMSAOM  MUTOHA,  KOHIPECCMEHB,
3arMnHOTM3MpPOBaHHbIE  ypa-nNnaTpuoTMYEecKOW nponaraHaon, Boobue He pewatTca obcyxaaTb
LUMpOKOMacLUTabHble BOEHHbIE MPUrOTOBIEHUS NPE3NOEHTCKOWM KOMaHAbl, HE TOBOPS yXKe 0 HeOOXOAMMOM
Mo aMepUKaHCKMM 3aKoHam omumansHOM 06 bABNEHUN BOWHDI. ..

[anee peuyb nongeTt coBeplleHHO O Apyrom. [pumep c «rMnHo3oM» Gbin BbiOpaH NWb MNOTOMY, YTO
ypesBblYaliHO HarfsaAHO AEMOHCTPUPYET 3PMEKTUBHOCTL YMENbIX MaHUNYNALUA MacCOBbIM CO3HAHUEM,
Oyadb TO CO3HaHWe pPsSAoBOM MyGMMKUM UMW CO3HaHWE HageneHHbIX, Kasanocb Obl, BacTbio
NONUTUKOB-NIapriameHTapueB. Mpw XenaHun 1 Hanu4YuM onpeaeneHHbIX HaBbIKOB MOXHO, Kak NnokasbiBaeT
npakTvKa, BeCbMa [JONro 3acTaBnATh Modei BUAeTb NUb «To, YTO Hago» U abComMiTHO He 3amevaTb



«TO, YTO He Hago». U xoTa BOKpYr B M306MNMM NpOMCXOAAT BELUU, BOUCTUHY LOCTOWMHbIE CUMbHENLLErO
YAMBIEHUSI U CEPbE3HbIX Pa3MbILLNEHMIA, NyOnnka peanbHO HAYEro He 3amevaer.

B noaTteepxxaeHue aToro Tesnca ganee byoert npuBeLeHO HECKOMNbKO NMOKa3aTeNbHbIX NPUMEPOB U3 XXU3HU
CLUA 3a nocnegHue Heckonbko neT. Bce npumepsl, yunTbiBas npodunb UccnegoBaHust, Tak Unn nHave
CBsi3aHbl CO cdpepamu UHEOPMALMOHHBIX WM BbICOKMX TEXHOMOrMM. MMeeT cmbicn cpady obpatuTb
BHMMaHMNE Ha OYeHb NMOYTEHHbIA BO3paCT BCEX OENCTBYHOLLNX ML

Tak - nobegum!

B Hosi6pe 2000 roga npaktudeckn 6e3BecTHbI 70-neTHU npegnpuHumaTens [aH Konaccu BepHyncs ¢
YeCTHO 3acnyXeHHOW NeHcuMM Ha KypopTax dnopuabl U coBepLumns HebbiBanoe akoHomuyeckoe vyao. OH
crnac OT HEMUHYEMOMW, YXe Kasanocb, rmbeny nogvyucTylo pasopuBLLMIACS KOCMUYECKUA npoekT Iridium,
3af0rmKaBLINA KpeguTopam cebiwe 6 munnunapgoB gonnapoB. OgHO nNuwb 00CNyXMBaHWE CO3BE3aus 13
66 cnyTHMKOB rnobanbHOM MOBUNBHON CBA3N CTOMIO KoMnaHum Motorola okono 50 MUMOHOB JoNNapoB
B MecsL, oTyero 6bino NpUHATO peLleHne pas3opuTenbHbIE annapaThl Ckedb B aTMocdepe, a UX OCTaHKu
YTOMUTb B OKEaHE.

Ho TyT Ha cueHe nosBnsieTCs HEKMM «BeTepaH aBMauMoHHbIX nuHuA [OaH Konaccu, B cBoe Bpems
pyKOBOAMBLUMI Taknmm KomnaHusmu kak Canadian Pacific Airlines n Pan American World Airlines», n Ha
KOPHIO BbIKyMaeT rMraHTCKoe MHOoromunnuapgHoe npegnpusatve (apmaga CrnyTHUKOB, HaseMHasi CeTb
CTaHUMIA B Pa3HbIX TOYKAxX MnaHeTbl, BCA HEABWXMMOCTb WU BCS WHTENNEeKTyanbHasi COOGCTBEHHOCTb
upMbl) 32 HEMBICITUMbIE 6,5 MUNNMOHOB AOMNNAPOB HanMYHbIMK M 3a obellaHue 3annatutb ewe 18,5
MUIIIIMOHOB NMOTOM, NMono3xe. 3a 3TOT CaMOOTBEPXKEHHbIN NMOCTYMNOK aMepUKaHCKUA cyd no 6aHKpoTcTBaM
ocBObOXOaeT NpeanpuHUMaTens OT BCex AonroB ctapon komnanum Indium LLC, a HoBast hmpma Iridium
Satellite HauMHaeT YygecHoe BO3pOXaeHMe NpoBanmeLLeiica goporocrosiwen 3aten [ISOQ].

OkcnnyaTtaums CnyTHMKOB Mo pyKOBOACTBOM HOBOIO AMPEKTOpa cpasy cTana CTOMTb Ha NOPSAOK MeHbLUE
- BCero 4 munnuoHa gonnapoe B Mecsil,, CTOMMOCTb 3BOHKOB MO MOGUIBLHOM CMYTHUKOBOW CBSI3W TOXE
BAPYr ynana o4eHb oLyTuMO - 4o 1,5 gonnapoB B MUHYTY, YTO NO CPABHEHMIO C NPeXHMMK 9 gonnapamu
NMPOCTO CMellHble AeHbrn. Mpyu 3TOM, MO MpuKMakaMm uygo-npeanpuHumMaTtens, Ans 6e3ybbiTouHoro
CyLLLeCTBOBaHNA nepepoauBLLencs komnaHum Tpebyetca Bcero-to 60 000 abGoHeHTOB, a BOBCE He
MUIIMOH, [OEeKNapupoBaBLUMICA MNPEXHUMKU Xo3sieBamu. [Ins pasroHa nepBoHAYanbHOEe [AEeHeXHoe



BMNMBaHWe B pasMepe 72 MUIINIMOHOB AonnapoB caenano Munuctepctso obopoHbl CLUA, nonyymnBliee B
obmeH HeorpaHuyeHHoe Bpemsa goctyna ansg 20 000 npaBUTENbCTBEHHbLIX ChyXawux (KTO-TO U3
HepobpoxxenaTtenen TyT e Hasean Iridium Satellite «yacTHOM cnyTHMKOBOWM KoMnaHuen LIPY») [MMO1].

To4HO Henb3s ckasaTb, OTKyga B3snca Hamek Ha cBs3u Konaccu (Ha cHumke) ¢ LIPY. Ho nseecTtHo, 4to
«BETEPaHOM aBWamnMHWUA» 3TOMO YENOBEKA MOXHO HasbiBaTb BeCbMa OTHOCWUTENbHO, MOCKOMbKY
YNOMSIHYTbIE aBMaKOMMaHUN OH BO3rMaensn JOBOMbHO AaBHO, B KOHUe 1970-x rogos, Koraa ANPEKTOpPOM
LIPY, kctatu roBops, 6bin Hebe3bi3BecTHLIN [xopax byw-nana. B 1990-e xe rogpl, 40 yx04a Ha NEHCUIo,
Konaccu Obin npepcepatenem coBeTa OWPEKTOPOB  KPYMHOW  XomnauHroBow  dwmpmbl  CareFirst,
NoABU3AIOLLENCS HA HUBE 30PAaBOOXPAHEHWs!, 8 OOHOBPEMEHHO (4TO TOXE He cOoBCeM OBbIYHO) - elle u
OVPEKTOPOM KOoMMaHum 3HepreTnyeckoro komnnekca CLUA Baltimore Gas Electric Co., Bnagetowen, B
4YaCTHOCTU, PSAOOM SHEProbIOKOB KpyNHeWLe aToMHol anekTpocTaHumm Calvert Cliffs.

Kak n3BectHo, komnaHus Iridium Satellite HblHe dyHKUMOHMPYET BnonHe GrarononyyHo, BecHon 2002
roga BblBefeHbl Ha OpbUTy ellle HECKOSbLKO HOBbLIX CMYTHUKOB cucTeMsbl, a B Hadane 2003 roga npoaneH
[ONrocpoYyHbIN KOHTPaKT ¢ eHTaroHoM. [Ja u cBupenble KpeauTopbl COBEPLUEHHO HEe AOHMMaoT... BoT
Takme OHMW, B oOOLleM, CTapuKu-BeTepaHbl, - U 34paBOOXpaHeHWe AepXaBe MOAHVMMYT C aTOMHbIMU
peakTopamMu, U KOCMWYECKYID CBA3b CMacyT OT MOMHOro passana. Tonbko BOT MOYEMY-TO HUKTO He
BepeTca paccnenosaTb MEXaHU3M CTOSb FPAHAMO3HOMO 3KOHOMMUYECKOTO Yyaa. Buanumo, HemHTepecHo.

HernacHbin Haa3op

Tenepb BHOBb Bo3Bpatumca B 2000 rog wn 3arnsgHeM B COBCEM [JpPYryld OpraHusaumioo, ToOXe
3aHMMaloLLYOCA  KOCMOCOM, HO CyLIeCTBEHHO B WHOM acnekte. HayuyHo-mccrnegoBaTenbCkui U
paspabatbiBatowmii ueHTp Jet Propulsion Laboratory (JPL) pabotaetr Ha 6ase KanudopHuiickoro
TEXHOJMOMMYECKOr0 WMHCTUTYTa, M MO AONrocpoyHomy KoHTpakty ¢ HACA oTBevyaeT 3a BaxkHenwwme
KOCMMYECKME MUCCUK, BbINOSHSIeMble 6e3 y4acTus YenoBeka, - UCCneaoBaHnst pYrnx MraHeT ¢ NOMOLLbO
aBTOMaTU4YeCKMX Kopabrnemn-soHOoB M annapatoB-poboToB. OOHO M3 TOPXKECTBEHHbIX MEPONpPUSTUN,
npoxogmBwmnx B ToT rog B JPL, modtun cBomMm nnyHbiM npucyTtctBuem gupektop HACA [aH [Nonguh,
Ha4yaBLUMIA CBOK peydb C TPaAMLMOHHBLIX CIABOCIIOBUM B agpec «OpraHu3aTtopoB Bcex nobepny. MNepsas
ObnarogapHocTb 6bina B agpec [dasupga bantumopa, anpektopa Kantexa, a BOT BTopas nposBy4ana
COBEpPLUEHHO HeOXMnOaHHO: «Takke st xoTen 6bl nobnarogapute agmupana MHmvaxa, rmasy Komutera no
Haasopy 3a JPL (JPL Oversight Committee) npu Kantexe. OH He cmor cerogHs 6biTb 34ecb, HO S
pasroBapusan ¢ HUM no tenecoHy. Ero npegaHHoCTb koMaHAe Henokonebumay. BblaeneHHas >XUpHbIM
WwpndTOM YacTb (ppasbl ocTanachb Nub B Te3ncax Aoknaga, xpaHsawuxcs B apxmee HACA [DGOOQ]. B
nyGnukauusix cpeacTB MaccoBOW MHpOpMaLUnM AaHHbIA (dparMeHT He NOSIBUICS, @ €Cnu 1 Bblin, TO TyT Xe
ncyes [SCOO].
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HeobbIl4HOCTbL 3TOWM TUpaabl Npexae BCero B TOM, YTO HUKTO M HMKorga BHe JPL npexge He cnbiwan o
HekoeM BbicCOKOM «KomuTeTe no Hagsopy» 3a cyrybo rpaxgaHckonm nabopatopuel, ga eue
BO3rNaBfnsieMoM He KeM-HMOyab, a 3HaMEeHUTbIM 3yOpoM pasBedku, YeTbipex3Be3dHbiM agaMuparioMm
Bo66u Paem MHmaHom (koTtopomy B 2003 rogy mcnonHunocb 72 roga, Ha cHumke). Kak roBopunoch B
OOHOM odMUManNbLHOM AOKYMeHTe - npeactaBneHMn MHmaHa Ha noct muHuctpa obopoHbl CLUA - 3a
Jonrve rogbl BOEHHOW Kapbepbl agmupan 3aHuman «Haumboriee OTBETCTBEHHble ANS HaLMOHAarNbHOM
©e30nacHOCTU MOCThbI», 3aCNyXMB, MO OT3blBaM MPECChl, penyTaunio cyneps3sesnbl passeabiBaTeNbHOro
coobuiecTBa M BOOOLLE OOHOrO M3 CaMbIX YMHbIX FOAEN UM NpOHULATENbHENWMX agMUHUCTPaATOPOB,
Korga-nubo NosiBNSABLUMXCS B KOopuAaopax Bnacty BawwHrrona [WH93].

[OupekTop BOoeHHO-MoOpcKoWn pa3seakn B 1974 roay u Buue-gmpektop PassenynpasneHus MuHuctepcTtea
o06opoHbl (PYMO) B 1976, VIHmaH ¢ 1977 ropa Bo3rnaBnsan AreHTCTBO HauMoHanbHOW ©6e3onacHocTH,
KOTOpbIM pykoBOAMN Ha npoTseHun 4 net. Korga xe [xopox byw-nana 3aHan nocTt Buue-npesvaeHTa
CWA, Wuman B 1981 r. cTtan nepBbiM 3aMecTUTeneMm AMpekTopa LeHTpanbHOW passefku. Bckope,
npaeda, Hayancs cCOBCEM MHOW aTan >u3HWM agmupana - B 1982 r. oH ywen B OTCTaBKy M 3aHANCH
WHTEHCUBHbLIM NOABEMOM XaWTEK-3KOHOMMKM POAHOIO oTeyecTBa. 3a npowlewme ¢ Tex nop rogbl bo66u
VHMaH Obin rmaBon unm YeHoM COBETa QUPEKTOPOB TakMX KoMNaHun, kak Microelectronics and Computer
Technology Corporation (MCC), Westmark Systems, Science Applications International Corporation
(SAIC), SBC Communications n Xerox. B obLuen e CroXxHOCTU, Kak HanucaHo B ogHoOW 13 Guorpadui
3TOr0  HeyToMMMOro  noAaBwkHWMKa, WHmMaH  cnocobcrBoBan — cTaHoBreHuto  npumepHo 30
BbICOKOTEXHOMOMMYHbLIX KOMNaHuin. Cpeaun Opyrux MHTEPECHbIX OOMKHOCTEN aaMmpana MOXHO OTMETUTb
noct npeacepgatensd baHka cdegepanbHoro pesepsa B [annace, a Takke npenogaBaTenbCckylo paboty
nekTopom B TexacckoM yHMUBEpCUTETE.

Korga k Bnactu B benom gome npuwen gemokpat bunn KnuHTOH, TO Ha NocT MyMHUCTpPa 0BOPOHbI OH
noyemy-To npeanoxun «pecnybnukaHua rony6bix kposen» bBbobbu WHmana. Ha oduuymnansHowm
LepeMOoHUN npeacTtaeneHnss B aekabpe 1993 r. agmmpan 4ecTHO 3asiBUJ1, UTO BOBCE HE MCMbITbIBAET
enaHusi BCTynaTb B CTONb BbICOKYK FOCYOAPCTBEHHYI AOMKHOCTb, Aa W BOOOLiEe - HAa MnocnegHux
npe3naeHTCKMX Bbibopax ronocosan He 3a KnuHTOHa, a 3a «CBOEero gpyra, npoLunoro npesvgeHTta byway
[AS93]. Ho - pa3 yx Tak Hago - VIHmMaH cornaceH BepHyTbCSA U3 OGu3Heca K KOpMUIly BOEHHOW BnacTu.



Mpasga, korga B Havane 1994 roga B KoHrpecce Havana HaspeBaTb HenpocTas npoueaypa OTKpbITOro
obcyxaeHua kaHgvgata B HOBblE MUHUCTPbl OBOPOHbI, CynMBLUAs MacCy KpavHe HenuuenpuaTHbIX
BOMPOCOB O Ooratenwen 3aKkyrnMCHOW [eATenbHOCTM aamupana, VIHMaH HeoXxunaaHHo npeanoden
pPeETMPOBATLCS U CHSAM CBOK KaHAMAATYPY C BECbMa HEBPA3yMUTENbHBIMU OO BACHEHUAMMU.

AOMuUpan npakTU4eckn He OaeT UHTEPBbLIO MPecce, HO SBHO MPOAOSHKAET BECTU aKTUBHYIO, XOTS U He
CINMULUKOM 3aMEeTHYHo 06LLI,eCTBeHHyIO XN3Hb, BO3rMaeidAa pa3HOoro poaa q.)OHJJ,bI C HM4Yero He roeopALnmMm
HasBaHuamuM Tumna Public Agenda Foundation, n Bpems OT BpemMeHM BbICTynaeT B noALwedHbIX
YHMBEpPCUTETAX C MOMMTONOrMYecKUMU Nekumsamn. HegaesHee pasrnalleHme pykoBoasilero nocra MiHmana
B TalHOM KOCMUWYECKOM «KOMUTETE MO HaA30py» - 9TO OAHA M3 HEe OYEHb SACHBIX, HO CKOpee BCero
YMBILMEHHbIX «yTeveKk» MHopmMauun, BpeMs OT BpeMEHWU NpeanpuHMMaeMbiX BbICLLUMM PYKOBOACTBOM
rocygapcrea c UensMv, BeAOMbIMU JIULLb EMY OHOMY.

Kak Obl Tam HuK GbINo, CyLLEeCTBOBaHMNE KypPUPYEMOro MaTepbIM pa3BeaynkoM VIHMaHom komuteTa XoTs Obl
oT4acTn ObOBACHSAET MHOrMe HenoHsiTHble Bewwu, npoucxopswme sokpyr JPL u HACA. Hanpumep,
PoUMHaHCUpoBaHMe Ha AeHbrn Kpuntorpadudeckon cneucnyxoel AHB pabotr B JPL no cosganuio
KpropoboTa anga rnybokoneaHbix 6ypeHuin n ncenegosannii B AHtTapktuge [HMO1]. Unu nHnumaTtuBHas,
6e3 npocbd co ctopoHbl HACA, nomous kocmudeckon passegcnyxbol NIMA B aHanuse CnyTHUMKOBBIX
CHMMKOB 1151 MOWCKOB nponaswlero npu nocagke Ha Mapc cnyckaemoro moaynsi Polar Lander [NNO1].
Wnn obHapyxeHHasa komunccuen KoHrpecca B Hegpax HACA MHCTpyKuuS, rae BecbMa NpodeccrMoHansHo
W CO 3HaHMeM p[dena COTpygHUKaAM areHTCTBa [alTCcd pekoMeHgauuMmM O TOM, Kak yTauBaTtb
HexenaTenbHble Ana pasrnawennsa gaHHble ot 3anpocoB FOIA (Freedom Of Information Act - 3akoH CLUA
0 NpaBe rpaxgaH Ha gocTyn K nigopmaumm) [IM89][KD92].

Bnpoyem, HenoHATHO novemy, NPeanpuHaTas yTeyka nHpopmauum o komutete ViIHMaHa He rnpusera Hu K
Kaknum 3aMeTHbIM MOCneAcTBUAM MIK paccrnefoBaHusaM. 3a npolleflwme ¢ ToW nopbl rodbl NPakTU4ecku
HW OQHOTO CoAepKaTenbHOro ynomvmHanms o cekpetHoM JPL Oversight Committee HM B nevaTHOM npecce,
H¥ B MIHTepHeTe 6onee He nosABuMnock. [ybnvka NpocTo He 3ameTuna HUYero CTPaHHoro.

MNnaHbl Mapwanna

B Havane 2003 roga NposiBUIICS B Npecce ApYrov MHTepecHenwnin ctapey - 81-neTHni «wed-pyTypucT»
aMepUKaHCKNX MUNUTapUCTOB JHApPH MapLiann, nocaXeHHbI Ha NOCT AupekTopa YnpasneHus obLmux
oueHok lNeHTaroHa ewe Puyapgom HukcoHom B 1974 rogy v ucnpaBHO C TeX NOp nepeHasHadaembIn
KaXablM HOBbIM Mpe3MaeHTOM BHE 3aBMCUMOCTM OT MapTUNHOW npuHaanexHoctTn. B kynyapax
MwuHucTepctBa 0BOpPOHBbI MOryLLECTBEHHOro crtapua 3a rnasa 30ByT Mogow, no mmeHn 6GeCKOHEeYHO
OpeBHero npeasoguTens polluapen-gxenaeB B «3Be3dHbIX BoviHax». A ecnv 6e3 wyTtok, To Mapwanna
Ha3bIBalOT OOHUM M3 Hanmbonee BNUATENbHLIX U B TO XXe BpPeMsi Hambonee HeENPUMETHLIM NMEPCOHAXEM B
lMeHTaroHe, oTBevaOLWMM 3a NPOrHo3npoBaHue n obuiee opmmnpoBaHne BoeHHon ctpaTternm CLUA. He
CEKpET, YTO BCEe MMaBHble «SACTPEDbI» B HbIHELWHEN rocagMUHUCTpauuun - Buue-npe3vaeHT vk YerHn,
MUHUCTP obopoHbl [loH Pamcdena, ero saamectutens Mon ByndoBul, - ABNSIOTCA «NTEHLAMU»-NPOTEXE
OHapto Mapwanna [DMO03].

B 1990-e rogbl B kpyrax, 6mm3skmx k lNMeHTaroHy u BOEHHO-MPOMBbILLNIEHHOMY KOMMMEKCY, NnereHgapHyto
n3BecTHOCTb 0bpen Hebonbwon [JDO1] 7-cTpaHuyHbIM MemMopaHayM Maplwanna (Ha CHUMMKE), CKPOMHO
o3arnaBneHHbI  «HekoTopble COODpaXxeHUss O BOEHHbIX peBonouMax». MemopaHoym npusbiBan K
«peBOMOUMM B BOEHHOM [ene» U K HOBbIM MOAXOAaM B BOEHHOW aHanutuyeckom pabote, korga
MHOPMALIMOHHbBIE TEXHOJIOTMM B TECHOM YBSI3bIBAHUM C HOBATOPCKOW BOEHHOW AOKTPVMHOW MOMHOCTbLIO
N3MEHSAIOT camy npupody BoWHbl. B anoxy KnuHTOHa nonutuMku u reHeparnbl NbITanucb UrHOPUPOBATb
HacTaeneHus Mapwanna, ogHako ¢ npuxodom k Bnactu [xopaxa byla-cbiHa aBTopUTET MHOIOOMBLITHOMO
BeTepaHa XOnoAHOW BOMHbI BbIPOC HeOObIHanHo. [locTaTOYHO ckasaTb, YTO MMeHHO JHAapto Mapwann no



npocbbe Pamcdenaa nogrotoun BecHon 2001 roga nporpamMmHbIn Aoknag, bylwa o nonmMTuke HelHELWHEN
rocagmuHucTpauum CLUA B obnactn o60poHbI.

B KoOHTekcTe HacToslero wuccrnefoBaHusd Bpsg NvM  uenecoobpasHo yrmybnsatbCca B pas3BepHyToe
N3NoXeHne B3rMsAo0B cTtonb BnuaTensHoro B CLUA yenoBeka Ha BoWiHY. HO Henb3s He ynomsiHyTb, YTO
umeHHo Mapwann 6bin B CBOE Bpems BAOXHOBUTENEM KOHLUENUUW 3aTsHhKHOW SOEpHON BOWHLI - C
MOCTOSIHHBIMU MOLEPHM3ALNSMM OPY>KUS, TLLATENbHON 3aLLMTON roCy4apCTBEHHbIX NTMOEPOB B HAAEXHbIX
OyHKepax, BbIBOOOM s4epHOro opyxust n cuctem NPO Ha 3emHyto opbuty. Cenvac y neHTaroHOBCKOro
BM3WOHEpPa HOBOE YyBrevyeHue - buonHxeHepHas mogudmkauma congat [GLO2]. Beictynas netom 2002
roga B Aunnomatmyeckon wkone YHuBepcuteTa KeHTykkn, Mapwann nosegan, 4To Yyxe
paspabaTbiBaloTca npenapatbl, Mognduumupyowme noBeaeHe YernoBeka Ansi BbIMOMIHEHMSA cnewu3agad.
XvMuKaTbl BO3OEWCTBYIOT Ha chneuuduyeckme peuenTopbl Mo3ra, Tak 4YTO MNOSIBNAETCS BO3MOXHOCTb
co3gaBaTb abcontoTHO GeccTpallHbiX congaT, NodoNnry He cnswmx congart, 6onee 6aMTenbHbIX U
ObICTPLIX B peakuusx BOMHOB. Kopoye roBopsi - He ntogden yxe, a cynepcongat. Ewe ogHa 3agywmka,
rpetoLias gyuy crapuy, - opyxune MOLLHOMO NCMXONOrMYeckoro BO3AeNCTBUS Ha NUGepoB CTpaH, KoTopble
He HpaeaTtca CLUA. Mmeetca B BuMay He WHGPOPMALMOHHOE OpPYXMe, a Hekasi CnocobHOCTb K
OEMOHCTpaUnn 30aKnMX rpaHano3Hbix 3deKTOB, BPoAe Kakmx-HUbyab KpynHomaclTabHbIX (yeHOMEHOB
unu B3pbIBOB B HebGecax. Hy, «npocTo nokasaTtb, Y4TO Mbl MOFfM Bkl C HAMK COTBOPUTL, ecnn 6 3axoTenu;
NPOCTO BM3yarbHO NPOM3BECTU Ha MOAEN BneYaTneHmey ...

Kakum obpas3om CTOfb WMHTEpPEeCHbI BO B3rNSAAX YenoBeK YMyapseTcs 3aHMMaTb HeMaroBaKHbIV
rocyAapCTBEHHbIA NOCT Npu MNobbIX Npe3naeHTax U B CUIbHO MEHCMOHHOM BO3pacTe - HUKTO, MOHATHOE
Aeno, He cnpalwmBaeT. HaunHan xe CBOot JONryto TBOPYECKYIO XU3Hb IHAPI Mapwann B ganekom 1949
rogy, akcrneptom kopropaumm RAND no gaepHbiM BOOpyXeHuaM. B BbiClIMe MOnNUTUYECKME Kpyru, a
MMeHHO B uneHbl CoBeTa HauuoHanbHon 6e3onacHocTn npu HukcoHe, Maplianna npuBnek B CBoe Bpems
rocygapcTBeHHbIn cekpeTapb [eHpu Kuccunmkep, o KoTopom v ByaeT cneayownin pacckas.



OH BepHy-y-yncs!

MmeHHO Tak - «He's Ba-a-ack!» - Obina osarnaBneHa koroHka B New York Times, nocssilieHHas
npumevaTteribHoOMy «BCMMbITUIO» 79-rneTHero Kuccuhmkepa Ha MOBEPXHOCTb MOSIMTUYECKOW KU3HU B
KoHue Hosiops 2002 roga [DWO02]. BypHble amounn 34ech BNOMHE 0ObACHUMbI 1 CBsI3aHbl BOT ¢ YeM. Kak
HM ynupancs M HW BO3paxan npe3ngeHT byw npoTmB co3gaHWs HE3aBUCMMOW  KOMUCCUM MO
paccrnenoBaHuio OeNCTBUN NpaBUTENLCTBA B CBA3M ¢ Tpareguen 11 ceHtsiopsa 2001 roga, nog MOLUHBIM
OaBreHneMm oOLLeCTBEHHOCTM M CeEMeN MNOCTpafaBLUMX KOMWCCUIO BCE KE MPULLIIOCb co3daTb. 3aTo
HasHayeHne [eHpu KuccuHpxepa, HacTaBHMKa bywa BO BHELWIHENONMTUYECKMX Oenax, rnaBov 3Town
«HE3aBMCMMOMN» KOMUCCUM CTano BeCcbMa CBOeoOpa3HbiM OTBETOM rOCaAMMHUCTPALIMM HAa HACTONYUBOCTb
npaegonto6os.. Mo nonHomMy capka3ma KoMmmeHTaputo konymHucta New York Times, KTO e elle cMoxeT
nydwe paccrnegoBaTb MPECTYNHy0 artaky Ha AMEpuKy, YeM 4YerioBeK, MNPUBBLIKWIMKA CaM T[OTOBUTb
6e33akoHHble aTtakn Amepukn? Kro MoOxeT nydwe pasobnadvtb ABYAMYHOCTb U JDKUMBOCTb
npaBuTENbCTBA, YEM YernoBek, caM OpraHuW3OBbIBaBLUMIA TalHble BOWHbI U CBEPXEHUS UHOCTPaHHbIX
NpaBUTENbCTB, CEKpPeTHble GoMOapAMpOBKM, TaWHble MNPOCIYLUMBAHWS MOMUTUYECKUX MNPOTUBHUKOB W
cekpeTHble 3aroBopbl? KTo, ogHaKo, CNbIBET NpU 3TOM «CTONNoM obuecTBay 1 naypeatom HobeneBckon
npemun mupa? Cymmupysi, MOXHO cKasaTb, YTO B HOBEWMLIENW NOMUTUYECKOM UCTOPUM AMEpPUKN HET,
BEPOSTHO, YEerioBeKka, 4Ybe UMS Yalwe CBA3bIBaNoCb Obl CO CroBaMu «TaWHbI», «CEKPETHOCTb» W
«3aroBopbI».

MeHpu Kuccunpxep

XapakTepHo, 4YTO HblHE, hakTUYeckn cpasy Mo Has3HAYEHUW Ha CTONb YYBCTBUTENbHLIN Ans obliecTsa
MNocCT, KI/ICCI/IHLI,)Kep 06e3 0buHsiKOB nan NoHATb, YTO €ero KOMuUCCuA HamMepeHa He CTOJIbKO BbIABIATb
ownbkM M npoBanbl NPaBUTENbLCTBA, HE CYMEBLUEro nNpedoTBpaTuUTb atakm 11 ceHTAabps, CKOMbKO
«MONbITAETCA NOMOYb aAMUHUCTPALMK NyYlle y3HaTb TakTUKy M MOTUBbLI Bpara». OTKyaa cnegyerT, YTo B
npeacraeneHnax ObliBLLErO roccekpeTaps nokay HblHELLHelr BnacTm afleKBaTHOro 3HaHunAa Bpara HeT.

WHTepecHo n TO, cKkomb creuuduryeckme npeacrtasneHns nmeet [eHpu KuccuHaxep OTHOCUTENbHO
3TMYECKMX CTaHOapToB, KOTOPbLIMU CrieQyeT PyKoBOACTBOBATbLCA B paboTe BO3rnaBnsemMon UM KOMUCCUMN.
B cBoux kommeHTapusx Knccrngxxep oTMeTun, 4To He HamepeH B CBS3WN C HOBbIM MOCTOM OTAENATb cebs
OT AEATErNbHOCTM CBOEW KOHCaNTUHroBonM (UpMbl M cam CrMocoBeH pellatb, MOryT N UHTEPEeChl ero
KMMEHTOB (BbINNayvBaloLMX, 3aMeTUM, KOHCYMbTaHTy Becbma 6onbluve AeHbrM) KOHMMKTOBAaTh C
WHTepecamn paccrnegoBaHus. bonee Toro, GbIBLUMI roccekpeTapb Aaxe OTKasancs HasBaTb KIMEHTOB
cBoel HblHewHen komnaHvum Kissinger Associates. OgHako n 6e3 TOro W3BECTHO, YTO KINMEHTamu



Kuccunokepa  sIBMAKOTCA  BedyliMe  MHOrOHauuoHanbHble — Kopropauuu,  npubbinM  KOTOPbIX
HEenocpeacTBEHHO 3aBUCAT OT TennbiX OTHOWEHWA C agMuHucTpaumen B BawwuHrtoHe u
npaBuTENbLCTBAMU APYrUX CTpaH. MOHATHO, YTO paboTa HE3aBMCHMMOWM KOMUCCUMN COMPSXKEHa C TEM, YTOObI
3agaBaTb BeCbMa HEMNpUSTHbIE BONPOCHI N0ASM, HaAeneHHbIM odeHb OornbLLoN BnacTbto. U 3aeck nobon
KOH(OMMKT MHTEPECOB HE TOMbKO MOLLHO BpeauT paboTe komuccum, HO 1 BoobLLEe CTaBUT Nog CcepbesHoe
COMHEHME €€ BbIBOAbI.

B oTnnume oT nmepBbIX Tpex CTapbix MygpeLoB, YNOMSAHYTbIX B cTatbe, [eHpyn KnccuHgxep cnvwkom
XOPOLLIO 3HAKOM amMepuKaHCKON Nybnuke, NpuyemM Aaneko He ¢ fnyyllern CTopoHbl. M B ero cnyyae Hukakme
TMNHOTU3NpPYyKOLWMe MaHuUnynauum Brnactenm c nepeHoCcoM BHMMaHUA Ha bonee Ba)Hble NyCTAKN He
cpabotanu. [llog MOLHbIM HaMopoM MPOTECTOB W BO3paxeHun byuwy npuwnocb-Takm ybpaTtb
KuccmHoxepa M3 KOMUCCMM U Ha3Ha4uTb Ha ero mMecto ObiBwero rybepHaTopa wraTta Hbto-[bxepcu
Tomaca KuHa. YenoBek 3TOT ABHO He CTOMb 3HAMEHUT KaK ero npeawecTtBeHHUK CBOMMKU 3acnyramu
nepen oTe4ecTBOM, HO, Cyasi N0 BCeMy, obLiemMy Aeny BNomHe npeaax.

Bunbpepbeprckuin knyo

- Ho ymo xe sce amo 3Ha4yum? - cripocurs Mayanu, KomopbIl He 3Har Hu4e20 O npumsaamersibHolU cursie
ydaea. - 51 suden mornbko 60ﬂbLUy.‘O cmapyr 3Mer, Komopas 8blirnucklgaria 3a4emM-mo Kpyeu ro 3emrie,
roKa He cmeMHerio...

- A mbi ¢ bany nomepsinu pasym, kak Masibie nmeHubl, yeudes nisicky Kaa...

[na Tex, KTo eLle He noTepsan pasym OT MMNHOTMYECKOrO MeNbTELLEHNsT CPEACTB MAacCOBON MHAOpMaLnn,
ObInio 6bl NONEe3Ho cxoauTb B VIHTEPHET Ha CalT Kakon-HMOyab NPUIIMYHON MOMCKOBOW MAaLUWUHbI, TOFO e
Google, n nouckaTb TamM [OOKYMEHTbl, COAepxaliue cpasdy HECKOMNbKO WMMEH MepeuvUCrneHHbIX Bbllle
MOYTEHHbIX cTapueB. [MoyTn HaBepHska OTMOBUTCA Kyya CTpaHHOBATbIX MaTtepuanoB O BCEMWUPHOM
3aroBope, TaWHbIX MPaBUTENbCTBAX W MEXAYHAPOAHbLIX CEKpPeTHbIX obuectBax, Bpoge MI12 wnun
«Bunboepbeprckont rpynnbi». MogobHble TekCTbl GOMBLWMHCTBO TPE3BOMBLICIAWMX U paUMOHarbHbIX
nogen obblMHO OTMETaeT He uuTas - Kak opeg u GacHu gewesbix Tabnougos. Ho He Bce 3gech Tak
npocto. Ckopee, coBCeEM HaAoObOPOT - 3a Maccow Oe3nHopMaumum U MOJTHENLLEN Yenyxu CKpbiBaeTcs
HEYTO Ype3BbLIHaNHO CEpPbE3HOe.

Cpeon ckaHganoB, MOLLHO COTpsiCAlOMX HbIHELIHIO MOMUTUYECKYID XM3Hb BenukobputaHunm,
NpakTU4eCKM He3aMe4YeHHOM NPoLLa HOBOCTb O NosBneHumn B IHTEpHETE 3HAMEHUTOrO AOKYMEHTaNbHOro
dunbma Bn-bu-Cu, kotopbin 6bin 3anpelleH B nepuwog npaerneHus MaprapeT Tatyep M HuKorga He
nokassiBancs no tenesngeHunio [RCO3]. Cepus ns wectn TenegunbmoB nog obwmm HassaHneM « TarHoe
obwectBo» B 1987 rogy 6e3 npeyBenuuyeHun npoussena B bBputaHun dypop. 'eHepanbHbI gUpeKkTop
Bu-bn-Cn 3nucaep MunH Obin Torga ¢ TpeckoM yBOMEH, a co3fdaTensdm cepuana rposusiv yrornoBHbIM
npecnefoBaHMeEM 3a pasrfalleHne rocyaapCTBEHHbIX cekpeToB. XKypHanucty [ankaHy KamnGeny,
JenaBlieMy KapTWHy, nNOnuuusa Bbicaguna [ABepb B €ro JOMe MW YCTpoura TOoTanbHbIA  0ObICK.
AHamnorMyHbI 00bICK C KOHMMCKALMEN MarHUTHbIX JIEHT «3anpeLieHHoN» nporpammbl Obil NpoBEeAEH B
LOTNaHACKON WTab-kBapTUpe TenepaguoBeLLaTenbHon kopnopauun B Mnasro.

B uenom aToT 4OKYMEHTarbHbIN MUHU-CEPUAr pacckasbiBarn O TaHax 3aKyrMCHOW NOMUTUYECKOW KYXHU B
BbICLLMX 3LLENIOHaX rocyaapCTBEHHON BnacTu. Koraa cTpacTt HECKONbKO MOYNernucb, NonMumst BepHyna
KOH(MCKOBAHHOE, U MNSATb (DUNIbMOB U3 WECTN Aaxe Obiny nokasaHbl Mo TB cnycTs kakoe-TO Bpemsl.
OpHako wecTylo, Hanbornee MHTEPECHYIO NEHTY, Ha 3KpaHbl Tak U He BbINyCTUNK. B Hel pacckasbiBaeTcs
O TOM, 4YTO OpuTaHCKkue npeMbep-MMHUCTPblI BMMOTb A0 HaxXOAMBLUEWCS Torga y Bractu Tatuep,
COXPaHSAKT OaBHIOKW Tpaguuuilo TaWHbIX KabOWHETOB, KOTOpble U MPMHUMAIOT [faBHbIE MONUTUYECKME
pelleHus. MNpruyem YneHbl omumanbsHOro NpaBUTENBCTBA 3a4acTylo HE 3HAKT HE TONbKO UMEH, HO Jaxe
camoro akTta cyLiecTBoBaHUS Bonee BbICOKON TalHOW CTPYKTYpbl. B utore coBepLueHHO aHOHUMHO, 6e3



ny6nn4Horo obCcyxaeHnst 1 HEM3BECTHO KEM AeNatTcsa BaXKHENLIME CTpaTerMyeckne xoabl, BpoAe 3aKymnku
aToMHbIX cybmapuH «TpavgeHT». A [OPOrywMn LUMWOHCKUI CRyTHUK Zircon CTOMMOCTBLIO CBbIWLE
nonymunnuapga gonnapos (400 MrH pyHTOB CTEPIIMHIOB), K NpuMepy, 6bin BoobLLe co3fgaH u 3anyLleH
Ha KOCMU4Yeckyto opouTy 6e3 Begoma napnameHTa CTpaHbl.

B koHue neta 2003 roga BMOEOKONUU «3amnpeLLeHHON» Cepun MHULMATUBHO, «Be3 crnpoca MHCTaHLUNY
pacnpocTpaHsaTCs Yepe3 U3BeCcTHbI BeG-cant BMerberg. org (bilderberg.org). Kak MOXHO noHATE 13
Ha3BaHWsa, Ha [daHHOM canTe, CO30aHHOM >KYpHanMCTOM W MpaBO3aMUTHUKOM ToHM [ocnuHrom,
HakannuealTCA MaTepuanbl O [AeATEeNbHOCTM, MPOMCXOXOEHUM W uneHax TakK Ha3blBaemow
Bunbgepbeprckort rpynnbl. Tak UMEHyeTCs B BbICLUEW CTENEHW CKPbITHbIM MEXAYHapoOHbIN «Kiy6»,
cobuparoLmnii Ha CBOMX EeXerofdHblX TPexAHEBHbIX BCTpeYax YpesBblMalHO BRUSATENbHbIX AesTenen
MUPOBOWN MOMUTMKM - OEWCTBYIOLMX M ObIBLUMX [MaB BeayLmMX rocyaapctB U Cneucnyx6, MUHUCTPOB,
pykoBoauTenen KpynHenwmnx UHaHCOBbLIX Y UHAYCTPUanbHbIX CTPYKTYP (BaBHUMW YneHamun aToro knyba
SABNAOTCA, B YacTHoCcTU, Bo6bu MHmaH n MeHpyn KuccuHoxep, npuyemM MOCNEOHUA YXXe MHOrne rogpl
BXOAUT B OPraHu3auMoHHbIA KomuTeT). MIMelTca oveHb cepbe3Hble CBUAETENbCTBA, YTO MMEHHO Ha
KoHdepeHumsx bunbaepbeprckon rpynnbl MNPUHUMAKOTCA MHOTME BaXHenwue Ans BCEen NNaHeTbl
pewenuns. N xoTs dakt npoBeaeHns exerogHblX BCTPEY 3TOro «knybay CKpbITb HEBO3MOXHO - CIIULLKOM
3amMeTHble Urypbl B HUX YYacTBYIOT - LeHTpanbHasa npecca o KoHdepeHumax «bunbgepbeprepoB» He
nuweT Hukorga. C gaBHMX Nop 37O, NO CyTu Aena, abconoTHO TabympoBaHHas Tema.

[ocToBepHO M3BECTHO NULLb TO, YTO KOH(EPEeHUUs Kaxabli pa3 npoBOANTCS B MHOW CTpaHe - B O4HOM U3
YKPOMHbIX oTenewn, kyga cobupatotca nopsgka 100 yenosek ans oOweHuss B 0OCTaHOBKE CTpoOXanLlen
cekpeTHocTn. Kak coobwaeTt sHumknoneaums BputaHuka, HaumHas ¢ nepBon BcTpeun B 1954 roay,
«KOHdepeHUnsa npepocTaBnseT HeouLManbHy0, HEMPUHYXOEHHYI0 0BCTaHOBKY, B YCNOBUSIX KOTOPOW
Te, KTO OKasblBalOT BIIMSIHWE HA HAUMOHANbHYK MOMUTUKY M MEXAyHapOoAHble Aena, MoryT nobnuxke
NMO3HAKOMUTBCS ApYr C ApYyrom u obcyauTb obwue npobnembl 6e3 B3ATMA 06a3aTensbeTB. [ocne kaxaown
KOHepeHUUn roToBUTCS HeodmLmManbHbI OTYET O BCTpeYe, pacnpoCTpaHseMbI UCKITIYNTENBHO cpeaun
NPOLLUSbIX U HbIHELWHUX YYacTHUKOB. B oTyeTe poknagumkum 0603HaYeHbl TOMBKO MO CBOEW CTpaHe.
MexayHapoaHbI OPrKOMUTET KaXkabl rog obblMHO OTOMpaeT pasHbix gerneratoBy»... [TOCTOSHHbIMUK Xe
yyacTHMKaMM M OpraHusaTopaMmv MepornpusiTus, HauyMHas ¢ caMOW NEepBOW BCTPEYU, ABMSIOTCS CEMbM
Pokdennepos, PoTwnnbgoB n psga apyrnx Hanbonee 6oratbix U BNIMATENBHbLIX KITAHOB MUpa.

maBHas uenb canta FocnuHra - gobuBaTbCs CHATUSA MAOTHOM 3aBEChbl CEKPETHOCTU Hag Cbe3gamu
Bunboepbeprckor rpynnbl. B yacTHOCTM, 4TOOBI NOCNe KakgoW BCTpPEYM CTOMb BAUSITENIBHOW 3nuUThl
NPOXOAMIia, Kak 3TO NOBCEMECTHO [enaeTcs, NPecc-koHepeHLMs y4acTHMKOB. A caMmoe rnaBHoe, YToObI
oprkoMmuTeT  odmuManbHO MNpUHAN M onybnukoBan  geknapauuio,  3aBepsiiollyld  MUPOBYHO
06LLIECTBEHHOCTb, YTO MOOON KOHCEHCYC, 4OCTUTraeMbIn NMpu NOAOOHbIX BCTpeYax, CAyXuUT Bceobwmm, a
HE NX YaCTHbIM UHTEpecamM.

lMoka 4YTO HUKaKMX COBMIOB B 3TOM HampaBrneHun «bunbaepbeprepbl» He AeMOHCTpupylT. M6o
omuUmManbHO NO-NPEXHEMY CHUTAETCS, YTO UX Kak Bbl HEeT. XopoLlo, YTO XOTb VIHTEpHEeT ecTb.


http://www.bilderberg.org/videos.htm

nmaBa 3. CpaMHble ncrtopum

CTpaHuubl XXU3HU repos, 1928.

Coro3 fo rpo6oBon 4OCKU

B anpene 1928 roga B bBopo paccrnegoBaHun NOABUCS HOBbIM COTPYAHMK - BbICOKMI NpUBeKaTesibHbIN
MyxuunHa Knang ToncoH, ypoxeHey, witata Muccypu n BeinyckHuK YHuBepcuteTa [xopaxa BawmHrroHa.
OuyeHb bbicTpo TONCOH CTan He TOMbKO Brvkanwum nNuYHLIM Apyrom darapa 'yBepa, HO 1 ero npasown
pyKow no crny6e, OTTECHUB C 3TUX No3uuuin npowunoro dasoputa PpaHka boymeHa (oTaanmeLierocsa ot
wedba BCreacTBreE XeHNUTLOI).

KapbepHbin pocT ToricoHa nowuen Ha yaneneHune obicTpo. MNpumepHo roga Yepes asa 'yBep NoBbICKIT €70
[0 CBOero nomollHMKa, a 3aTteM - M [0 3amectuTtens aupektopa bropo. Ha npoTskeHun Bcex
nocriegyowmx net Knamg ToncoH ocTaBancs BTOPbIM MO BIIMSIHUIO YENTOBEKOM B crnieucnyxbe. lNMocne
cMmepTn matepu 'yBepa ero dnvbkanwmm gpyr ctan conposoxaatb bocca byksanbHo nosctoay. MNapoyka
BMeCTe npuesxarna Ha paboTy u Takke OPYXHO OoTbesxarna, oHu BMecTe obedanu, BMecTe npoBoaunu
OTNYCK M Jaxe ogeBanucb Hepeako oamHakoBo. Ecnv 'yBepy Hapgo Obino yexatb B Cry)KeOHyH
KOMaHOVPOBKY, BMECTE C HMM OTnpaensncs u ToncoH. [Ons Bcex OKpyxawwmx Oblno COBEPLUEHHO
o4eBMOHO, YTO MNPOYHbIE N HEXHbl€ OTHOLUEHUA 3aMeHUnn ABYM 3aKOpeHersbiM XOJ10CTAKaMm 6paK B ero
TpaauMumMoHHoM cmbicne. Nocne cmepTu bocca ToncoH yHacnegoBan BCO €ro HeBMXUMOCTb U nepeexan
XnTb B Aom N'yBepa. Korga e npuwwen u ero cpok, TorncoHa, koTopbiv 6bin Ha NATb neT monoxe Nyesepa,
NOXOPOHUITN, CITOBHO BEPHYIO XXEHY, B COCG,D,HeVI C cepaeyHbiM pyromMm Mmorune.

MockonbKy BNonHe HaaeXHbIX JOKYMEHTanbHbIX CBUAETENLCTB Y UCTOPUKOB HET, MPUHATO CYMTATb, YTO
romocekcyarbHble OTHoweHus 'yBepa u ToncoHa HU4Yem He gokasaHbl. [JoCTOBEPHO M3BECTHO NULb TO,
yto [x. Oarap NyBep Bcerga oveHb TLATENbHO, AaXe LEeronbCKM 04eBaricsi, HO Npy 3ToM akTU4ECKN He
WMHTEpeCcoBancs XeHwmHamn. o cBuaeTensCTBY OKPYXKaBLUMX €ro Mofaen, HaumHasa ¢ IHbIX NeT, elle co
LWKONbHOro BO3pacTa, 3a [yBepom BooOLie He 3amedann Kakmx-nmbo pOMaHTUYECKMX CBUOAHUA C
npeacTaBuUTENbHMLAMKU NPOTMBOMNOMOXKHOIO nona. B Gonee >xe 3penom Bo3pacTe OH ykpawan cag u
WHTEpbEepbl CBOEro AoMa crtaTtyammn obHaxeHHbIX toHowen. [lo 43 net [yBep >un BMecTe ¢ MaTepbio, a
nocrie ee CMepT - OOUH, NMPUYEM FTOPHUYHOM ObINO KaTeropuyeckn 3anpeLLeHo no ytpam BXOAUTb B €ro
cnanbHI0, MOCKOMbKY, A€, «XO3sIMH CnuT ronbin». EcTb ewe, npaBga, MHOTOYUCIEHHbIE HAMEKU Ha
KoMnpomeTupytowime coTtorpacpmm ©U3 HETpPagULMOHHOW MOMoBOM XM3HM [yBepa, KOTOpbIMU €ero
LWaHTaxXmpoBann paseencnyx6tbl n madms. A Takke YCTHOe CBMAETENbCTBO XeHbl ncuxuaTpa yBepa,
koTopomy, 6yato Obl, wed OBEP B ogHOM u3 goBepuTenbHbIX Oeces MNpu3HaBanca B CBOEW
romocekcyanbHoCcTU. Hy n, HakoHeL,, 3HaMeHuTasa nepBuYHas peakuusa npesngeHta Pnyapga HukcoHa Ha
nssectme o cmeptun N'ysepa: «ocnogn Uncyce, atoT cTapbin xpeHococ!». MNpeanonaraeTcs, 4To HUKCOH
BXOAWN B Kpyr goctatovyHo ©Onu3kumx yBepy noger M Koe-4To 3Hanm 00 WHTMMHOW JKW3HWM CTaporo
XONocTsKa.

OpHako cTporo roeopsi, Bce 3TO BeCbMa KOCBEHHble, HUYero He AokasbiBatowme ceugetenscrea. [da u
KOMY Kakoe Aeno, B HblHELHMe-TO nmbepanbHble 1 BeCbMa TepnuMble BPeMeHa, Obinn TaM OTHOLLEHUS
WHTUMHO-CEKCyarnbHble WNN UCKMIOYUTENBHO NnatoHudeckne? Mano nv B MCTOPUM M3BECTHO MPOYHbIX
COl030B, Aonrve roabl 06beanHABLUMX FOMOCEKCyalnbHble napbl - OT poMaHucTkm Mapu PeHo u [xynu
Mannapg (50 net) nnn nucatenshuupbl NepTpyabl CTanH n Anuc Toknac (34 roga) go reHnsa BospoxaeHus
JleoHapgo poa BuHum n ero ydenuka [kakomo Kaprnotty (30 net). CnMcoK 3TOT NpW KEMaHUM MOXHO



caoenatb O4YeHb ANIMHHBIM, U HUYero ocobeHHOro He NMPoON3oNaeT, ecnu K Hemy obaBuTcA elle ogHa nNapa
KTUXUX ronyOBbix» ¢ 44-neTHum ctaxem (1928-1972) - Sgrap Nysep u Knang ToncoH (unwu, Kak ux 3a rnasa
Ha3sbiBanu B PBP, «[x. 3gHa n mama ToncoH»).

Bega nuwb B TOM, 4TO lN'YyBep He Gbin «TMxmm romnyObimy». OH Bcerga BbiCTaBnan cebs 4YernoBekom
BbICOYaMLLEN PENMUIMO3HOCTU, 4OOPONOPSA0YHOCTM U HPABCTBEHHOCTU, MPUXOAA B OUKYIO SIPOCTb, eABa
XOTb KTO-TO HaMeKan Ha ero romocekcyanbHocTb. Ctonno B 30-e rogbl penoptepy Pato Takepy no3sonutb
cebe B caMbix 00TEKaeMbIX BbIpaXXeHUSAX 3aTPOHYTL B XXypHane Collier ronybusny weda ®BP, B Bropo TyT
Xe 3aBenu Ha Takepa geno. Korga cobpanu komnpomMaT, TO NyCTUIM B Mpeccy Takue nogpoOHOCTU O He
CcrnvwkomM 6e3ynpeyvyHon XM3HM HEOCTOPOXXHOMO XXypHanucTa, YTo daree nocrnefoBan MOSHbIA Kpax ero
kapbepbl. OcTanbHble AeATenn Npecchl BNOAHE NOHANW NpeaynpexgeHue u Bnpedb KparHe onacanucb
XOTb KaKMM-TO DOKOM 3auenuTb 3Ty CTOPOHY Xn3Hu N'yBepa Bcemoryuero.

Ob6ocTpeHHbIi MHTepec mmMaBbl ®BP K 4yXOM MNOCTENbHOM XWU3HW, HETPAAWMLMOHHON CeKcyalbHON
opueHTaumn nogen n Booblle K opanbHO-reHUTanbHOW TemaTtuke, rmyboko 3anedatrneH B CEeKpeTHbIX
¢annax 'ysepa. B aTom TaHOM apxvBe AeCATUNETUSAMU HapaBHe C (pakTamu HakanmMeanucb Takke U
Cnyxu, Knsysbl UM OOMbICIbI, CMOCODOHbIE CKOMMPOMETMPOBATL KOro YrogHo. ATuMm martepuanam nubo
JaBarncs xof, kak 6b1no ¢ komnpomeTtaumen 3gnas CTnueeHcoHa, nubepansHoro rydbepHaTopa UnnunHorca
N NpeTeHdeHTa Ha Npe3vMaeHTCKMI MocCT, O KoM ['yBep 3anycTun HUYEM He NOATBEPXKAEHHbIN cryX, 6yaTo
CTuBEHCOH - reit. JInbo AaHHbIE MHTEHCMBHO HakannuBanucb ANnA yaobHOro criyyasi, Kak 1o Obifo C
WHTEHCUBHOWN CMEXKOMN 3a TOBapkamu NepBon neau rocyaapcrBa OneoHopbl Py3BensT, koTopasi BeCbMa
He cumnaTtuaupoBana 'yBepy, a TOT B OTBET Habupan KomnpomaT, NbiTasCb YN4UTb ee B NecOnmckmnx
CBA3SIX.

Bnpouem, no oueHkam camoro N'yBepa, MONIHOMO4YMI €ro BEAOMCTBA B KOHTPOMeE 3a NINYHOW U UHTUMHOMN
XM3HBIO rpaxkAaH ObIno Bce Xe manosaTto. BoT 0gHO M3 ero 3HaMeHMTbIX BbiCKasbiBaHUA: «[JomkeH ¢
coxaneHnem ckasatb, 4YTo Mbl B ®BP GeccunbHbl OelcTBoBaTb B Clyvasix OparbHO-TEHUTambHbIX
CHOLLEHWI nogen, 3a UCKITIYEeHUeM, npaefa, Tex CryyaeB, KOrda OHU KakMM-TO oBpas3om HauuHatoT
MeLlaTb MeXAyHapoaHOW TOProBriey.

Bonblwune maHeBpbl: Microsoft - lleHTaroH

log 1998-i1 6bin ogHUM M3 Hambonee ApamMaTUyHbIX B MHOTONIETHUX OTHOLLUEHUAX OPYrol, COBEPLUEHHO
MHOro poga, napbl - copTBEpPHON Koprnopauun-ruranta Microsoft 1 Munuctepctea o6opoHbl CLUA. 3T1oT
COl03, Kasamocb Obl, Hy HM C Kakoro, [Jaxe camoro rnymnuMBoro, ©OOKy Henb3s Ha3sblBaTb
«roMoceKcyarnbHbIMY, MOCKOMNbKY Npupoda napTHepoB abcontoTHa pasnuyHa. [MmaBHoOe npegHasHaveHue
lMeHTaroHa, cama ero cyTb, - 3T0 obecnevyeHne 6e30NacHOCTM amMepPMKaHCKOro rocygapcrBa BOEHHbIMU
cpegctBamn. A Microsoft - 3T0O, Kak HU KpyTW, camblii OOMbLUOA M M3BECTHbLIA Ha LAHHOW NNaHeTe
N3roToBUTENb NPOrpamMMHOro obecneyeHus, rmaBHasi Lenb (KU 3anor ycnexa) KoOToporo - caenatb CBOM
NPOAYKTbl MaKCMMarbHO APYXECTBEHHbIMW W NErKMMK B ynoTpebneHnn. YOenss, KOHeYHo, Bonpocam
KOMMbIOTEPHON 6€30MacHOCTU OMNpeferieHHOe BHMMaHue, HO He cTaBsa WX B yllepb Ou3Hecy. U xoTa
amepuKaHckass copTBepHas UHOYCTpUs B OCTaTKe MMEeeT HaMHOoro bonee 3alMLleHHble MporpamMmbl
Apyrnx paspabotyunkoB, Bo3ntobun-taku eHTaroH ropsyert NocTbiAHON MoboBb0 MeHHO Microsoft, Ha
BeCb CBeT 3HaMeHUTylo OeccuyeTHbIM KonuyecTBOM Ablp B 3awmte cBoero [10. Ocobo 3aTa
NPOTMBOECTECTBEHHAs! CBSI3b HE CKPbIBAETCHA, A U Kak ee chnpsdvelb, OAHAKO Hamboree cpamHble
3anM304bl NApTHEPbI BCE XXe CTapalTCcs XOTb Kak-TO NMPUKPbITh.

HeT yenoBeka - HeT npobnembl



WTtak, rog 1998-in. Hekto 3 Kappwu, rmaBa HebGonbluoln Texacckon dmpmbl Lone Star Evaluation Labs,
crneumanuanpylowencs Ha KomnbloTepHon 6e30MacHOCTM, pas3BepHyNn BeCbMa akTMBHYH KaMnaHuio
npoTmB kopnopauun Microsoft, no 3akasdy koTopow npexge paboTtan. HecmoTps Ha HeconocTaBUMOe,
NMPOCTO-TakKM KOMUYHOE pa3nuyMe B COOTHOLLUEHWM MNPOTMBOCTOALWMX cun, obBuHeHus Kappu Obinu
yCnbllWaHbl U NOAXBaYeHbl Npeccoi, bnaro NoBog BbIrMaAen OOCTaTOYHO cepbe3HbiM. CyTb 0OBUHEHWUIA
cBogunacb K ToMy, 4To MwuHucTepcTBO OOOpPOHbI M ApyrMe npaBuTenbCcTBEHHble BegomcTBa CLUA
HapyLlalT CBOM Xe CODCTBEHHbIE MpaBWma, LUMPOKO MPUMEHSS KpaHe HebGe30MmacHyr onepauyoHHYHo
cuctemy Windows NT. B lNeHTaroHe Ha aTOT cyeT npegnoynu otManymeaTtbes, a B Microsoft nonsitanucs
BCE CBECTU K NMN4YHbIM 0bugam Kappu Ha GbiBliero pabotogarens.

Mpobnema xe, BOKPYr KOTOPOW pasroperncsa KOHMIUKT, - 3T0 cepTudmkaumna NT Ha COOTBETCTBME YPOBHIO
C2. HblHe aTa knaccudukauus yxe ycrapena, a npexge ypoeHb C2 6bin ogHUM u3 6a30BbIX YPOBHEN
0e30nNacHOCTU  KOMMbIOTEPHBLIX CUCTEM, MpUCBaMBaeMbIX MpPUM COOTBETCTBUM pAdy Hagnexalux
KputepueB, onpeaeneHHblx B «OpaHXeBoW KHWUre» AreHTCTBa HauuoHanbHom ©OesonacHoctu CLUA.
CepbesHble NpaBUTENbCTBEHHbIE BEOOMCTBA, Takue Kak [leHTaroH, MormuM ycTaHaBnmBaTb y cebs
KOMMbIOTEPHOE 0becneyeHne NuLlib NPy HanMyuum y Toro ceptudukara He Hmke C2.

Mockonbky 34 Kappwu Obinl cepbe3HbIM 3KCMEPTOM MO KOMMbIOTEPHOW 6Ge30macHOCTU, B MNPOLLSIOM
BOEHHbIM YENOBEKOM K crneunanuctom, attectoBaHHeiM AHB, B 1994 r. Microsoft BbiOpana nmeHHO ero
AN MOMOLLM KoMMNaHum B nony4veHun ceptudpmkara C2 Ha Windows NT 3.5. B xoge atnx pabot Kappwm
paspaboTan cneuuwanbHble AMarHOCTMYECKMe cpefctBa v no npockbe Microsoft cosgan TecToByto
nporpammy RAMP gns oueHkn ypoBHS cooTBEeTCTBUSA KpuTepusam C2. [NP98].

BoT TyT-TO 1 pasropencsa KOHMNUKT, AenKaTHbIe NOgPOOHOCTU KOTOPOro Tak U OCTanucb TavHOW. ACHO
NMWbL TO, YTO TecToBble CPeAcTBa 3kcnepTa ymnopHo Haxogunm B NT maccy TpyaHOYCTpaHWMbIX
cnabocten. Kak pesynbtaT, B 1995 rogy Microsoft pasopBana koHTpakT ¢ Kappu no npuyvMHam, «KoTopble
agBokaTbl KOMMaHUM pekoMeHAoBanu He pasrnawaTtb». B 1997 rogy Microsoft nogpsiamna kopnopaumio
Science Applications International (SAIC, ¢ aton nio6onbITHON UPMON Mbl €elle He pa3 BCTPeTUMCS
Aanee) onsa npogomkeHus pabot no ceptudpnkaumm NT Ha C2. Ha ogHy 13 Bepcuin CUCTeMbI, yxXe K ToMy
BpeMeHn ycTtapeBwyto 3.5, cepTudmkaT Obin-Takm Nony4yeH, a MaccoBble 3akKyrnku nocnegyowwmx, bonee
coBpeMeHHbIx Bepcuii NT (3.51, 4.0 n T. 4.) 060CHOBBLIBanmMCb «CKOPbIM NOJTyYEHNEM» COOTBETCTBYOLLENO
cepTudukara.

Hy a 3a Kappu nocrne noTepu KOHTpakTa okasancsa dakTU4ecku pasopeH, MOCKONbKy BCe cpeacTBa
BkragbiBan B pa3pabotky RAMP wu cTaBlee HMKOMY HeHyXHbIM TecTupoBaHue. Torga Kappu un
pasBepHyn KamnaHutoo, 4YTOObl MpedynpeavTb rocagMUHUCTPauuio M OBLLECTBEHHOCTb B LENIOM O
«NprMobpeTeHnn nNpaBUTENBLCTBOM MWISIMOHOB KOMWMI HecepTudmumpoBaHHelix Bepcuid Windows NT,
KOTOpble HE yOOBNETBOPSIOT KpuTepusam ypoBHS C2 MuHucTepcTBa O0OOpPOHbI M Apyrux areHtcTB». K
oceHn 1998 roga oH gaxe cymen gobpartbca OO0 BbiCLIEro pykoBoacTBa [leHTaroHa, HanucasB NNMYHO
MUHUCTPY 060POHLI YunbsiMmy KoaHy. B 3TOM nucbMe roBOpuIiock, YTO ero KOHTPaKT no ceptudmkaumm C2
Obin pasopsaH Microsoft no Tom npuunHe, 4to Kappw oTkasancsa nokpbiBaTb akTbl HapyLleHus
KoMmnaHuen 6as3oBbix pekomeHgaumn «OpaHxeBon KHUrMy»: «Microsoft ymbILWNEHHO CKpbiBaeT
WHpopmaLmMio 0 Ablpax B 3alimMTe, onacasiCb, YTO MPU3HaHUE TakMX HeOOYETOB COKPaTUT KONMMYECTBO
KOMWI, 3akasbiBaeMbIX NPaBUTENbLCTBOM... A MOAHMMAn 3TWM BOMPOCHI Ha BHYTPEHHUX OOCYXXOEHUAX B
Microsoft, a B peaynbTtate ctan o6bekToM yrpo3 1 nonbITok nogkyna» [MF98].

lMeHTaroH OTKMNWKHYNCA Ha 3TO nocnaHve, U B okTabpe 3aa Kappw npunHsan gns 6ecefbl NOMOLLHUK
MUHUCTPaA o6opoHbl [uk LWadcdep B komnaHum ¢ Heckonbkumu umHamm mn3 AHB CLUA. Hukakmx
odmumanbHbIX peLleHni Nocne 3ToM BCTpeYun He nocnegosarno, cam xe Kappu coobwmn npecce nub 0
cBOMX BrieyatneHusax oT Oecegbl: «OHKM 3HaKT, 4YTO A nMpaB. WM 3HaloT, 4TO HapywarwT cObCTBEHHbIE
npasBuna 6esonacHocTu. Ho no cyTu Adena, ckasanu OHW, BCE 3TO HEBaXKHO, U OHW ByayT npoponkaTb
ucnonb3osatb Bepcuio 4.0... Bbino ckaszaHo, Y4TO y HMX CBA3aHbl PYKWM, U B OCHOBHOM 3[4€Cb peLualoT
OeHbru, a He coobpaxeHust 6esonacHocTu...» [JD99].



AcHo, 4To BCe 3TN 0OBACHEHMA COBEPLUEHHO HEe yaoBneTBopunu Kappw, n oH pellaeT NpOAOimKMTL CBOHO
obnMuuTENBHYID KamMmnaHuil B Mpecce - ogHako B mapTte 1999 roga CKOPOMOCTUXKHO YyMUpaeT oOT
cepgevHoro mpuctyna. U TyT cnycTa Heckonbko MeCSUEB HadMHaeT MPOUCXOOUTb HEYTO HeobbliyHoe.
MoHATHO, 4TO Oonee OMTb B HabaT cTano HeKoMy, W Tekywue nybnukauum npekpaTunncb, Ho
OOHOBPEMEHHO B VIHTEpHeTe MOHEeMHOry cTanu nponagaTtb onybrukoBaHHble npexae crtatbum 06 dpe
Kappu [GS98a][GS98b], camo ero MmMsi B MOMCKOBbLIX CUCTEMAX HOBOCTHbLIX CalTOB, a TaKKe CChIIIKM Ha
COOTBETCTBYIOLME MaTepuansl B apxuBax. Hambonee sipko 310 ObINO BUAHO Ha npumepe Beb-canTa
XypHana «[1paBnuTenbCTBEHHbIE KOMMbOTEPHbIE HOBOCTU» (Government Computer News, www.gcn.com),
nogpasaenenns komnaHnm Washington Post. OceHbto 1998 roga tam ObIo onyGriMKoBaHO HECKONbKO
3ameTok [GS98a][GS98b] ob6o Bcen aTOM WUCTOpUM, OOHAKO K ceHTsabpto 1999 apxuB GCN
(gcn.com/archives/) 3a npegblgylwimMi rog npegcrasnan cobow Becbma CTpaHHoOe 3penuuie: nopgbopka
BCEX BbIMYCKOB C SIHBaps MO aBrycT, a 3aTeM - MO4YeMy-TO Cpady 3a Aekabpb. bes kakmx-nnbo o6bACHEHNI
OTCYTCTBMSI HOMEPOB 3a OCEHHME MecsLbl, koraa bbin anodeos ckaHAanbHON UCTOPUM C HECTOBOPYMBLIM
3KCMEepTOM...

MopgobHbIM cnocob peweHnss npobnembl BbIrMSAen, KOHEYHO, Yepecyyp Bbi3blBaloLWle, MO3TOMY
BMOCNEeACTBUN BCE CChINTKM Ha apxuBHble HOMepa GCN Obinn BHOBb akKypaTHO BOCCTaHOBIEHbl. OaHako
cnoBa «Ed Curry» Tak n octanucb TabynpoBaHHbIM B MOMCKOBOW CUCTEMe caiTa, Tak Y4TO MOWUCKM Mo
UmeHun BNNotTb A0 oceHn 2003 r. He NPUHOCKMIM HUKaKuxX pesynbTaToB. bonee Toro, aHamoruyHbIv
HyneBoOWn pe3yrnbTaT NPUHOCAT M MouckM Nobbix nybnukaumn penoptepa GCN [peropu CnabogkuHa,
OCBELLABLLIErNO HE TOMbKO 3TOT, HO M APYr1e cpamMHble 3aNM3o4bl U3 Goraton nctopumn oTHowweHu Microsoft
n MNMeHTaroHa.

Jletom Bce Toro xe 1998 roga, Hanpumep, CnaboakmH packonan u onyénukoBan coBCEM HEMNPUIUYHYIO
NCTOPUIO O HEMPUATHOCTSX pakeTHoro kpencepa BMC CLUA «MopkTayH». OTO aKCNepuMeEHTarnbHbIN, Tak
HasblBaeMbIi «yMHbIA kopabnby» (smart ship), BaXHeWWMe CUCTEMbI XM3HeOoOecneyeHnss KOTOpOoro
ynpaBnsitoTcs KoMMbtoTepamn 6e3 yyactus yenoBeka. I 4To HemanoBaXHO - MO4 PYKOBOACTBOM
onepaumoHHorn cuctembl Windows NT 4.0. Tak BOT, ogHaxabl BCsl 3Ta MaxuHa, HaxOAsiCb B OTKPbITOM
Mope, Ha Tpu 6e3 mManoro 4aca BCTana B MOSHbIA CTYMOp M3-3a Harfyxo 3aBUCLUEro MporpaMMHOro
obecneyeHus. [Npyvyem nNpoM3OLWNO 3TO WM3-33a COBEPLUEHHO MYCTSIKOBOW OMSIOWHOCTM OAHOro U3
onepaTopoB, 3aHMMAaBLLUErocs KanmbpoBKOK KnanaHoB TOMMAMBHON CUCTEMbI M 3aNMCaBLLEroO B KaKylo-TO U3
siYeek pacyeTHOM Tabnuvubl HyneeBoe 3HaveHue. Hy a ganee nowna onepauusa AeneHUsa Ha 3TOT cambli
Hynb. C nogobGHOM epyHOOM ChnpaBnsieTcs Laxe Camblili OeLleBbl KanbKynsaTtop, OAHako 34ecb B
TepMMHane onepaTtopa cucTtema fana owubky nepenornHeHnsa namstu. [lpuyem owmnbka ObiCTpo
nepekvHynacb Ha OpyrMe KOMMbIOTEPbI NOKarbHOW CETU kopabnsi, Havanacb LenHas peakuus, n no
M3BECTHOMY MPUHLMNY OOMWHO pyxHyna Bcs 6opToBas cucTtema. KoTopylo yaanock BOCCTAHOBUTL U
nepesarpysmtb Nuwb 4epe3 2 4vaca 45 MUHYT, B TeYEHME KOTOPbIX 300POBEHHLIN GoeBoOW kopabrib
ocTaBarcs no cytu gena 6ecnomMolleH n Heynpasnsiem [GS98c].

Korga ato UYI1, KoTopoe Mo4TM rog KOMaHOoBaHuio ¢hroTa yaaBanochb CKpbiBaTb, BCE XXe monano Ha
CTpaHuLbl Npecckl, NoaHanca bonbLon wym. Bce HegoymeBanu, noyemy BOEHHBIM Kopabnem ynpasnseT
He 3aBegomo 6onee HagexHasa OC Unix, a Windows. BHSTHbIX OTBETOB, NpaBaa, HAKTO He goxaarncs. A
He B Mepy peTuBbIi penopTep CnabogkuH Bckope nepectan pabotatb B «[lpaBUTENbCTBEHHbIX
KOMMbIOTEPHBLIX HOBOCTSIX». Kak roBopun oAuH W3BECTHbIA MONMUTUK, HET YenoBeka - HeT npobnembl.
MoaTomy n MHoOroumncrieHHble npexge nyonukaumm CnabopkmHa nouckoBas cuctema camta GCN HblHe
HaxoauTb OTKa3biBaeTcs. [MonyTHO, B ToyHoCTM no Opyanny, CKOPPEKTUPOBAHO W MPOLUIOE «YMHOrO
kopabna» USS Yorktown - ctaTeM npo KoH(py3 C ynaBwen onepauroHHONW CUCTEMOM Takke He
OTbICKMBAIOTCS.

Takas TpyaHasa nwoo6oBb



Ecnun ocduumnaneHble npegctasutenu MNeHTaroHa NpegnovnTaloT OYeHb YKIOHYMBO OTBEYaTb Ha npsiMble
BONPOCHI O NMpUYMHAaXxX CTOMb ropsayen nobBM BOEHHbIX K HeHadexHon npodykumm Microsoft, To 310 BoBCe
He 3HauyuT, 4YTO obpucoBaHHasa npobrnema mano koro 3gecb 6ecrnokouT. MHOMMX cCneunanucToB OYeHb
6ecnokouT, HO MAM 3TO ANCLUMITMHUPOBAHHBIE U LUYyMa B NPecce NpeanovMTaloT He NogHMMaTth. Jnwb
uHorga, korga B WHTepHeT unu npeccy NpOCOYMTCS KakoW-HMOyOb OOKYMEHT-OTYET O BHYTPEHHMX
COBELLaHNsAX, CTAHOBUTCHA OTYETNIMBO $CHA BCA HEOObIMHOCTb CUTyauunm, B KOTOPOW OKasanucb
BOOPY>KeHHble cunbl. He Tonbko B CLUA, ecTecTBEHHO, HO M B APYINX CTpaHax, MOCKOIbKY OnepauvoHHble
cucTembl M nporpammHoe obecnedeHve Microsoft 6e3pa3genbHO rocnoacTBYOT Ha KOMMbioTEpax Mo
BCeMy MUpy (4ns HacTonbHbIX cuctem gond Windows, HanomHuMm, coctaBnsieT 6onee 90%).

Hebes3blHTepecHO 3arnsHyTb Ha OAMH U3 3aKPbITbIX CEMMHAPOB Tak HasbiBaeMoro «Popyma no ceteBou
6esonacHocTn» (Network Security Framework Forum, NSFF) - pabouyew rpynnbl, cosgaHHon AHB gns
obcyxaeHusa npobnem n notpebHocterr MuHnctepcrtea obopoHbl CLUA B obnacTtu 3awmtel nHopMaLmm.
OTta rpynna uv3 npeacraBuTenerd apmuuv, cneucnyx6, nNPOMBILAEHHOCT U UCCNeaoBaTenbCKUX
WHCTUTYTOB COOMpaeTcst NPMMEPHO pa3 B LWWeCTb Hefernb. OObIYHO MepONPUSTUE MPOXOAUT 3a 3aKPbITbIMU
OBEPSAMU, HO NO KaKOMY-TO HEOOCMOTPY (8 MOXET M YMbILWIEHHO) B nHTepHeT-n3gaHum IIEE Cipher 6bin
ogHaxabl onybnunkoBaH 0630p OAHOIO M3 TakUX CEMUHApOB, NMPOXOAMBLUEro B namaTHoM 1998 rogy wu
MOCBSILLLEHHOrO CO3[4aHUI0 CUCTEMbl MHOTOYPOBHEBOW KOMMblOTEPHOM 6GesonacHoctn MLS (Multi Level
Security). Cuctema MLS, kak npegnonaraeTcsl, JOMMKHA HAAEXHO 3aLUNTUTb KPUTUYHO BaXKHbIE SNEMEHThI
MHpopmaumoHHom nHgpacTpyktypbel CLUA [JE98].

B kOHTekcTe gaHHOrO NOBECTBOBaHWS HAac, eCTeCTBEHHO, OyayT MHTepecoBaTb B 3TOM JOKYMEHTE NULLb
HIOaHCbl B3aumooTHoweHu Microsoft n cunosbix Begomcts CLUA. lMpexae Bcero, B BbICTYMNEHUSAX
yyacTHukoB cemmHapa NSFF oT4eTnuBO CrbilWHbLI FPOMKas KpUTUKA W OCYXAEHWe HeaarbHOBWOHOM
nonutukn [leHTaroHa B obnactu 3akymnok nporpaMMHOro obecneyenus. Tak, npegcraBuTens Sun
Microsystems oTmeTun, 4to MuHmMcTepcTBo 060pOHbI, B cBoel nobeu k Windows, coBceMm He 3akynaet
onepauunoHHble cuctembl Trusted Solaris, sBnalOWMecs OOHUM U3  HEMHOMMX KOMMEPYECKMX
MLS-npogyktoB. Cutyaumsas HeobblyHa BOBOWHE, MOCKONbKY aMepukaHCKyto cuctemy Trusted Solaris
npvobpeTaloT gpyrme rocyaapcrBa, 03abo4veHHble ©e30MacHOCTBI0 CBOMX KOMIMbIOTEPHBIX CUCTEM,
Bkrtovas Benukobputanuio, Kanagy, tOxHyto Adpuky, AnoHuio, CuHranyp, Monbwy n Yexuto. MonyTtHo
BbICTYMNaBLUNA A3BUTENbHO 3amMeTusl, 4To ABCTpanus Toxe Havana Obino 3akynatb Trusted Solaris,
OAHaKo 3aTem pelunna, 4To congeT u NT.

Opyroi y4acTHUK BCTpeun (OT HEe3aBMCMMOMW WCCregoBaTeNbCKOM KOMMAaHuM) npu  obCcyXOaeHum
NPUHUMNManbHbIX crioxHocten B obecneyeHmun 3awmtbl Windows NT 3ameTun, 4To HOoBeWwas no TeM
BpemeHam onepaumoHHasa cuctema NT 5.0 nmeeTt 26 MUNNMOHOB CTPOK koAa, U3 KOTopbIx B cpeaHemM 20%
3aMeHsTCa exerogHo. B mogobHbIX ycnoBusix oxuaatb MOSIBIIEHWUS] CKOMb-HMOYAb ©e3omacHoro u
HaJeXHO NPOTEeCTMPOBAHHOIO NPOAYKTa, CTPOro roBops, NPOCTO HepeansHO.

Cambiil e NUKAHTHbI MOMEHT ceMuHapa 6bin B cneayoLweM. XoTs Ha BCTpeYe NpUCYTCTBOBAIO OKOJO
TPEeX COTEH YYacCTHMKOB, T. €. OGONbLUMHCTBO MpeAcTaBuMTENen WHAYCTPUKW, He Oblo HM OAHOro
npeacraBuTenst cobctBeHHO oOT kopnopaumn Microsoft. Npudem oTcyTcTBME 3TO ObINO BOBCE He
cny4varHbiM. Heckonbko paHee Ha O4HOW U3 BCTPEY Ha BbICLLUEM YPOBHE MPaBUTENbCTBEHHbIE YUHOBHUKM
WHTepecoBanucb Yy pykoBogcTtBa Microsoft OTHOCMTENBHO WX MNMAHOB Y4acTUsi B «MHOTOYPOBHEBOW
cucteme 6e3onacHOCTU», a B OTBET ycrbiwanu, 4To y Microsoft HeT nHtepeca k MLS. Kopnopauus «He
BUAMT Ans cebsa gen B MLS, Tak 4TO OT Hee He criegyeT oXuaatb HUYEro B aTor obnactuy. MpuunHel xe
MOMHeNnwWero paBHOOYLWINS - TPMBMANbHO 3kOHOMuYeckue: MuHuctepctBo obopoHbl CLUA coctasnser
MeHee 1% B ruraHTckom 6usHece Microsoft, Tak 4to agaxe ecnn Obl MLS Obina eguHCTBEHHOW
KOMMbOTEPHOM cucTteMoln [leHTaroHa, aToro Bce paBHO Obino Obl HegocTaToyHo, 4TOObLI Microsoft
3aTpadMBarna Ha Hee CBOM ycunusi...

Hapo oTMeTuTb, 4TO 3a NpoLeALne C TOW NOpbl FOAbl BEICOKOMEPHOE, Kak HU KpYTK, oTHoLeHne Microsoft
K MHTepecaM BOEHHbIX NpeTepneno CylleCTBeHHble nepemeHbl. M nmonutuyeckas obcTaHoBKa B Mupe
CUrNbHO u3MeHunacob, n Windows-nporpammbl Ha pblHKE Ha4yano OLYTUMO TECHUTb KOHKypupyoLlee



oTkpbiToe 1O Ha ocHoBe OC Linux. OJa n cam [leHTaroH, kak Mbl ceAyac yBUOAUM, OaAneko He
©es3gencrteoBarn.

BuHTyKeM - ona 6onbLUKMX Kopadnen

Mocnegywowmin xon cobObITUIA fy4ylle BCEro OCBETUTb Ha OAHOM XapakKTepHOM Mpumepe, 0cobo
nopasunTenbHOM, ecnn He 3abbiBaTb UCTOPUIO C KYMHbIM Kopabnem» Yorktown. IockonbKy 1 aTOT croxeT
TeCHO cBAa3biBaeT Microsoft ¢ amepukaHCKMMU BOEHHO-MOPCKUMU CUTaMMU.

Wtak, B 1999 rogy K pyKkoBOACTBY KOpriopauuu npucoeauHATCs ylleawni B otctaBky 6oeson agmupan
PobGepT «Bunnu» YnnbsiMcoH, noHavany B Ka4yecTBe AMpekTopa GU3Hec-cTpaTerim, a HECKOMNbKO MO3Xe -
OVpeKTopa NpaBUTENbCTBEHHbLIX Nporpamm Microsoft. Bonbluon BOEHHbIV NMyTb YUnbsAMCOHa BKMoYaeT
cebilwe 200 6oeBbix onepauun B KOro-BoctouHot Asum (BbeTHam); Ha pybexe 1980-1990-x rogos -
KomaHgoBaHve aBuaHocueMm Nimitz, Bo BpemeHa npesngeHTa bylwa-nansl nogaepxueasBnMM C MOPS
onepauuto «byps B nycTeiHe»; 3aTteM, Bo Bpems 6oeBbix genctemun HATO Ha bankaHax - komaHgoBaHue
cpean3eMHOMOpCKor aBuaHocHon rpynnon «[bkoH @. KeHHegw». [Nog koHeu e BOEHHOW Kapbepbl
UMEHHO agmupan YunbsaMCOH Obll  CTapwMM BOEHHbIM COBETHMKOM MuHUcTpa BMC, Bepas
nccregoBaHuaMn, paspaboTkaMm U TEXHONOTMYECKMMM 3akynkamu donota [MF02].

Mpuxon YunbsmcoHa B Microsoft Heckonbko HeOoObIYHBIM 0Opa3oM OTPa3UIICA Ha XapakTepe JINMYHbIX
(hMHaHCOBLIX BIIOXEHWW rnaBbl U OcHOBaTens koprnopauun bunna MenTca - camoro GoraTtoro Ha 3ToMn
nnaHeTe 4YeroBeka, ecnn BepuTb cTaTtucTuke. lNpexae ero nuyHas uHBecTMumMoHHas dmpma Cascade
Investment BknagbiBana geHbrM B TPaHCMOPT, MeaUUMHy, BUMOTEXHOMOrMM U MpoYMe BMOMHE MUpPHbIE
obnactn. OgHako B cepane 2000 r. ctano u3BecTtHo o 3akynke Cascade 60nbLIOro naketa akuuin
cypoBepcm Newport News Shipbuilding, cneuvanusmpylowencs Ha CTPOUTENbLCTBE aTOMHbIX
aBuaHocueB. B pesynbrtate bunn Nentc ctan ogHUM 13 OBYX KPYMHENLMX NEPCOHarbHbIX MHBECTOPOB
Newport News Shipbuilding, Bnagetowum 2,6 munnuoHamm (8%) akumii 3TOM KOMNAHMU Ha CYMMY CBbILLE
70 munnnoHos gonnapos [APOQ].

A 4yepe3 Heckonbko Mecsues, netom 2000 roga npuwina CoBCEM yauBUTENbHAs BECTb: B HOBENLIEM
aBmaHocue BMC CLUA criegytoLlero nokoneHus Ans ynpasneHns KOMMYyHUKaUMOHHBIM 000py4OBaHNEM U
BOOPY>XEHUSIMM, CUCTEMaMW 3arlycka CaMOfeToB W npo4vern OOpTOBOM SMEKTPOHUKoOW Oypet
ucnonb3oBaTbCs onepauuoHHas cuctema Microsoft Windows 2000 (wnu «BuHTyken» Ha xaproHe
KOMMbIOTEPLLMKOB, OT HechbopmanbHoro Ha3BaHuss OC Win2K) [FCOOQO].

ATomHbI aBuaHocel, CVN-77 co3paetcs cygoepdbio Newport News Shipbuilding, cnyctmusliei Ha Bogy
10 u3 nocnegHux 12 aBuaHocueB BoeHHo-mopckux cun CLUA. Onsi pa3paboTku MHTErpMpOBaHHOM
CUCTEMbI BOOPYXXEHUIN HOBOro kopabna 6eina n3bpaHa dupma Lockheed Martin, a Ta, B cBOO o4epeab,
npurnacuna B npoekT kopnopaumto Microsoft.

ATtomHbIY aBnaHocey CVN -77



K dcepanto 2001 roga cypoBepdb OKOHYATENbHO nonyyuna 3,8-MunnuapgHbii  KOHTPaAKT Ha
CTPOUTENBLCTBO HOBOroO cynep-kopabnsa CVN-77, koTopbi cTan AecAaTbiM U NOCAEAHUM B psgy SAEepHbIX
aBuaHocueB knacca «Humuu» un gormkeH BcTynuTb B cTpon B 2008 rogy. Microsoft Tem BpemeHem
nognucana KOHTPakT Ha OCHaLLeHMe CBOUM nporpammMHbiM obecnedeHnem, cosgaBsaembiMm ans CVN-77, n
BCEX OCTarbHbIX KOpabren 3TOoro Kracca - CEMU yXXe CyLLeCTBYHLUX U eLle ABYX cTposilwmxcsa [FCO1].

W, HakoHel, B koHue 2002 roga Mpou3oLsIo elle OOHO npumedaTteribHoe cOoObITue, ToXe, BEepPOSiTHO,
Hecny4varnHoe. ABuaHocuy CVN-77 6bino odwvumanbHO NpucBOeHO HasBaHue «George H.W. Bushy» B
YyecTb 41-ro npesmaeHta CLUA n nansl npesvnaeHTa Oxopoxa bywa-ceiHa [NS02].

Oxopax byw-nana (B LeHTpe) - YenoBeK 1 Kopabrb

YTo o3HauvarT cepTudukatbl?

MpumepHo B TO Xe Bpemsi, korga byw-nana cTaHOBWMCA He TONMBbKO YENIOBEKOM, HO U Kopabnewm,
kopnopauus Microsoft nsasectnna Bcex NoKNOHHUKOB cBoen npogykumn, 4to OC Windows 2000 nonyynna
ot AHB CLUA ceptudumkat coOTBETCTBUA «YPOBHIO 4» N0 MeXAyHapoaHOW cUCTeMe OBLUMX KpuTepmnes
KomMmnbloTepHon GesonacHocTu unm kpatko EAL4 (ot «Common Criteria Evaluation Assurance Level 4
certification») [REOQ2]. 3gecb 3ametum, 4to Kk 2002 r. B npouegype cepTuduKaumm MNpon3oLLn
CYLLLECTBEHHbIE MEepeMeHbl: HauMoHanbHyl0 «OpaHXeBYH KHUMY» CMEeHUnuM MexayHapofHble «Obuime
KpUTEPUMY», @ caM MpPOLIEeCC roCydapCTBEHHOW cepTudmkaumm ctanu nNpoBOAUTb HE cneucnyxbbl, a
HaZeneHHbIe NOTHOMOYMAMU KOMMEPYECKUE KOMMAHUUN N MHCTUTYTHI.

Mockonbky obwue kpuTepun GesonacHOCTM paspabaTbiBalOTCA COBMECTHO crneucnyxbamu BegyLimx
CcTpaH 3anaga, TO HOBbIV cepTuduMKaT NpusHaeTcs No KparHen mepe B 15 rocyaapcteax u gpopmansHO
oTkpbiBaeT Windows 2000 pgopory ans oduumaneHOro WCNonb30BaHWs B MNPaBUTENbCTBEHHbIX
yupexgeHusax. Mo cnosam Kpera MaHngu, rnmaBHoro agupektopa Microsoft no TexHonmorusim, npouecc
cepTMduKaLMmM 3aHaAnN TpU roga M CTOMM KoprnopaumM «MHOrMe-mHorme MWnnuoHsl gonnaposx». OT
yKasaHus To4Hon undpel 3atpat MaHgu, npaBaa, Bo3gepKarcs.

Uto xe Ha gene o3HavaeT ceptudukat EAL4? C ToukM 3peHus peanbHon 6€30MacHOCTM - NPakTUYECKM
Huyero. lNMporpammHble npoaykTbl Microsoft cnuwikom Xopowo W3BEeCTHbl M300unuem Ablp B 3awuTe,
HWKTO, eCTECTBEHHO, BCepbe3 M He npegnonaraet, 0yato oT nonydeHus ceptudmkata Windows 2000
cTana Bapyr «nyneHenpobusaemown». o cytn gena, ceptudmkat Nulb NPU3HAET, YTO TECTUPOBaHME
He3aBMCMMbIMK 3KCNepTamMn TPeTbenW CTOPOHbI (B OAHHOM Cry4vae - yXe 3HaKOMOW Ham Koprnopauuen
SAIC) noaTeepaunno - ko nporpaMm AencTBUTENbHO paboTaeT Tak, kak 3asBnsieT U3roTOBUTENb.



lMonyTHO HenuwHe OTMETUTb, YTO M npowrble (BpemeH Oaa Kappu) ceptudukaTbl Ha COOTBETCTBUE
ypoBHIO C2 «OpaHxeBOW KHUIMM» Takke Obinm 4nucton dopmanbHOCTbi. lockonbky Ha camoMm fgene
ypoBeHb C2 HuKorga He npucBauBarcs onepalMoHHOW cucteMe Booblle, a TONMbKO BMNOSIHE KOHKPETHOM
KoHdurypaumm OC, paboTalowlenn Ha BrofHe KOHKpeTHoW MawwuHe. Tak, Windows NT 3.5 Gbina
aTTecTtoBaHa Ha ypoBeHb C2 B ycnosusax komnetoTepoB Compaq ProLiant 2000, ProLiant 4000 n DECpc
AXP/150. lNMpuyeM, 4TO CyLLECTBEHHO, TOMbKO B YCMNOBUSAX aBTOHOMHOW paboTbl MalluHbl, 6e3 Kakux-nnbo
nogcoeaguHeHun K cetu. MNoHAaTHo, 4To Ha camom gene Windows NT noBceMeCTHO UCNosSib3yeTca UMEHHO
Kak ceTeBasi onepauuoHHas cuctema.

Kak 6bl Tam HKM ObiNno, HO ANS NPaBUTENBbCTBEHHbBIX 3aKA34YMKOB Hanuume cepTudmkarta kKpamHe BaXHO,
MOCKONbKY OuunansHO BO MHOMMX FrOCyAapCTBEHHbIX BedoMcTBax paboTtaTb C AOKYMEHTaMW MOXHO
nVWb Ha Tex KommbloTepax, rae yctaHosrneHo O, cepTnduunpoBaHHOE Ha COOTBETCTBUSA MPUHATHIM
cTtangaptam 6esonacHoctu. HeiHe aTo Common Criteria (CC). KOHKpeTHO 0 TOM, 4YTO O3Ha4aeT YpOBEHb
CC EAL4, nydvwe Bcero npouutupoBaTb MHEHWEe cBeayllero akcnepta. Bor 4to rosBoput [koHaTaH
LLlanupo, npodeccop YHuBepcuteTa [)KoHCa XOMNKMHCA, Y4acTBYHOLLUA B OOKaTKe HOBbIX, €LLe JaneKux oT
3aBepuieHus CC, 1 MHOro neT 3aHnmaroLwuncsa Bonpocamu tectmpoBanus MO Ha npegmMeT 6e3onacHoCcTu:

Homep ypoBHS oueHku oT 1 Oo 7, MO uaee cospatenen KpUTepues, BblpaxaeT CTeneHb A0Bepus
KOHKpeTHoW cucteme. Camblin HM3LWNN ypoBeHb EAL1 03Ha4vaeT, no cyTu aena, YTo M3roToBMTESO NPOCTO
[0CTaTOYHO NoKasaTbCs Ha odumumManbHOW BCTpeye B MHCTaHUMsX. Beicwimn ypoBeHb EAL7 o3HavaerT, 4To
BCE KIIOYEBbIE YacTM CUCTEMbI CTPOro MPOTECTMPOBaHbl MaTeMaTM4eckumu MeTogamu (npaega,
06LLLe[OCTYNHOrO ONMcCaHUa 3TUX MeTOOO0B HET). YpoBeHb e EAL4 o3HayaeT, 4To OOKyMeHTauus no
apXMTEKType CUCTEMbI Oblna OLeHeHa C MpUMEHEHMEM HeTpeboBaTeNbHbIX KpUTEPUEB. ITY OLEHKY
MOXHO YnogobuTb NMOBEPXHOCTHOW ayaUTOPCKOWN NpoBepke Oyxrantepuu, korga ayauTop npocMmaTtpuBaeT
odopMneHne OGymar Ha npegMeT COOTBETCTBUS OOLLEMNPUHATLIM CTaHgapTaM, OAHako COBCEM He
yrnyonsieTcss B NPOBEPKY MPaBUIIbHOCTU Kakux-nubo umdp. OueHka EAL4 He TpebyeT mccnenoBaHus
COBCTBEHHO MNporpamm, U HUKaKMX UCXOAOHBIX KOOOB 34eCb He npoBepseTca. YUTo xe 34ecb pearnbHO
OLEeHMBaeTCsl, Tak 3TO OFPOMHOE KOJMIMYECTBO [OKYMEHTauuW, OnuCbiBaloLWen npouecc paboThbl
nporpaMmmHoro obecneyeHus. lNpuyem [OOKYMeEHTaUMs 3Ta B MPUHLMNE HE MOXET HUMYEro ckasatb O
KayecTBe camoro nporpammMHoro obecneyeHms.

Ecnn >xe roBopuTb B TepMMHaX KOMMbIOTEPHOW (OYHKUMOHANBHOCTU, TO CUCTEMA C KOHKPETHbIM
ceptudukatom EAL4, nonyyeHHsim Ha Windows 2000, He nogpa3symeBaeT HU NoakrtoyeHne kK IHTepHeTy;
HM paboTy C 9SNEKTPOHHOW MOYTOM; HU YCTAHOBKY MNpOrpamMm OT pas3paboTumka, K KOTOPOMY HeT
100-npoueHTHOro gosepus (cama koprnopaumsi Microsoft, KcTaTu roBopsi, 3ameyeHa B pacchbifike KIMeHTam
komnakT-auckos ¢ MO, 3apaxeHHbIM BUPYCOM).

Takum obpaszomM, 3akntoyaeT Lanmpo (nocne cylwectBeHHO 6ornee pa3BepHYTOro 006bLACHeEHUs), B JAHHOM
KOHKpETHOM cnydae ceptudukat cootBeTcTBuas EAL4 cBugeTenbCTByeT nvwb O Criegyrolem:
kopnopauusa Microsoft noTtpatmna MHOrME MWNIMOHLI JOSNIAPOB  HA Co3daHue [OKYMeHTauuw,
aemoHcTpupytowwen, yto Windows 2000 4eTko yaoBneTBOpsieT HeagekBaTHOMY Habopy TpeboBaHui
©e30nacHOCTU, a BCAKUIN NOMb30BaTeNb MOXET OblTb BNOSIHE YBEPEH, YTO MMEHHO Tak Aena TyT n 06CcToaT
[JS02].

[eno rocyaapcTBeHHON BaXXHOCTU

3akynku npoaykuumn Microsoft npogomxkatotcs NeHTaroHoM BO BCe BO3pacTaroLlmx konuvyectsax. Jletom
2003 roga npuLinia HOBOCTb O PEKOPAHOM, «KPYMHEWWeM B MUCTOPUM €AMHOBPEMEHHOM KOHTpakTe, B
pamKax KOTOpOro rfaBHbii B MUpEe U3roTOBUTENb MporpammMHoro obecneveHus noctasut Apmun CLUA
nporpamm Ha 471 munnuoH gonnapos ans 494 000 nepcoHanbHbIX KoMnbioTepoBy» [REO3].



HexuTpble apudmeTMyeckn MofcyeTbl MOKasbliBAlOT, YTO OCHALLEHME KaXAoW MaluvHbl NporpaMmmMamu
obxoantca noutn B Thicadvy (953,4) monnapoB. Ecnn y4vectb, 4TO HOBOoe [1O ycTaHaBnuBaeTcs, Kak
npaBufo, Ha HOBblE MallVHbI, KOTOpblE 3aKynalwTCs C YXe npedyCTaHOBMEHHOW mnpogaBuom (u,
COOTBETCTBEHHO, Takke onnadyeHHon) OC Windows, To no cyTv gena onnarta NpoucxoauT ABaxapl. ..

B aBrycte BceamepukaHckass Accoumauusa KOMMbIOTEPHOW U KOMMYHMKaUMOHHOM wuHaycTpum (CCIA)
BbICTYNMNa Cco cneuuanbHbiM oObpalleHneM, npusbiBalownmM HoBbI  [denaptameHT 6GesonacHoOCTU
oteyvectBa (DHS) He npumeHATL NporpammHoe obecneveHne Microsoft. Mbl nonaraem, roBoputca B 3TOM
obpaweHnn k rmaBe DHS Tomy Pugxy, 4to pgeictButenbHO 0Oe3onacHble nNporpamMmbl  OOSKHbI
n3HavanbHO CcO34aBaTbCs B TaKOW cUCTEME NpuopuTeToB, rae 6e30nacHOCTb MOcTaBfeHa Ha camoe
BbicOkoe MecTo. B Microsoft xe HamHoro 6onblie 3anHTEPEecoBaHbl B 3KOHOMWYECKOM MapKeTUHre u
KOHKYPEHTHOCMOCOOHOCTH, Hexenn B ©Oe3onacHocTu. [locrnegHwe npumepbl € TSKeNnenwmmmn
NnocneacTsBuAMMN OT BO3OEVCTBUS KOMMLIOTEPHOW WHGEeKuMn, Takon kak depsu Slammer nnu Blaster,
CBUAOETENbLCTBYIOT, YTO 3TO CNEeACTBUE 0COBEHHOCTEN MMOX0 3aLULLIEHHOrO NPOrpaMMHOro obecneyeHms
Microsoft. VcknountenbHo M3-3a onopbl Ha 3ato 1O, B 4acTHOCTW, 3a MNocrnegHee BPEMSi CEPbE3HO
nocTpaganu uHTpaHeT-ceTb Mopckon nexotbl CLUA, xenesHogopoxHas cuctema CSX, aBTOMOBUNbHbIN
nenaptameHT MapuneHaa, aBnakomnanus Air Canada u ogHa 13 siaepHbIX anekTpoctaHuun... [THO3].

Kak nokasbiBaloT nocnegywowime cobbitvs, HU nogobHble MpuU3biBbl, HY €XeHedenbHO MNOSBMSALWnecs
CurHanbl O BCE HOBbIX Ablpax B MukpocodToBckoM 1O, Hu4TO BOOOLIE He B cumnax nokonebartb
npedaHHyt M MHOrMMX O3ajadvvBalolLlyto NbOBb amMepukaHCKMX Briacterm kK npogyktam Microsoft. B
MacCOBbIX KOMMYecTBax WX MOKynaeT apmusi, nokynaeT ¢noT, aBvMauus M BCe oOcTanbHble. BoT un
HenaptameHT 6e3onacHocTy oTevectBa CLUA yxe Bbibpan Windows-nporpaMmel Ansi CBOUX HACTOMbHbIX
cucTeM u cepepos, noanucas ¢ Microsoft koHTpakT Ha 90 MUIMOHOB 4ONNapoB.

KoHua y 3ToIN 3aHSATHOW UCTOPUN SIBHO He HabntogaeTcs, a AN JOCTOMHOIO 3aBepLUeHUs rnaBbl OTINYHO
nogonayt cnoea Ctioapta OykeHa, OOHOrO M3 OTBETCTBEHHbIX AedAtenen kopnopauum Microsoft,
BefatoLLero Bonpocamu 6esonacHoctn. KOMMEHTUPYS HOBbIE peLLUTENbHbBIE NHULMATMBBI KOPNopaLmm no
yKpenneHuio 3awwmtbl cBoero O oT xakepoB n BUpycoB-yepBei, B okTsibpe 2003 roga OykeH noeepan,
yTo Bnarogaps HOBbIM Mepam 3alUMTbl onepaumoHHbIX cuctem Windows Tenepb nporpammbl ckopee
OyayT obpyLLIMBaTBLCS, HEXENN NO3BONSATbL XaKkepam NMPOHMKHOBEHME B cucTteMy. MHbIMK crioBamu, pas He
nosny4aeTtcs 3alWmTuTb, NocTapaeMmcs obecneunts HagexHobl ctynop [SO03].

Oco60 3amMaH4MBO 3Ta NepCrnekTMBa BbIrMAAUT, BEPOATHO, AN 3KMMNaxen aToMHbIx aBmaHocueB CLUA u
npo4ynx BoeHHbIX nonb3osatenen OC Windows.

XepTBbl abopTa

OTOT CHOXeT COBCEM, Ka3anocb Obl, He NOAXOAUT AN pasferna «CpamHble UCTOPUM», MOCKOSbKY HUYEro
MO30pHOro 34ecb HeT coBeplleHHo. Ckopee HaoboOpoOT, peyb MoMAeT O BblAAOLWEMCH OOCTUXKEHUU
Hay4YHOW M WMHXEHEpPHOW MbiCcnv, BEeccnopHo 3acnyxuBalwlemM BCSAYECKMX BOCTOProB un audupambos.
OpHako npecca 06 3TOM OCTMKEHUN KOTOPbIN YXe rof YNOpHO MOMYUT, a Manewime cnepbl, HUTOYKN U
NoapoOHOCTM AAHHOTO CHXKETa CTOfb TLWATENbHO YHUUTOXATCA B VIHTEepHeTe, UYTO 1 NPOYECTb-TO O HEM
fonblue Herge, Kpome Kak 3gechb. M, 4to nobonbITHO, KakuM-TO BOKOM aTa UCTopus, Kak U npegblayLias,
TOXe CBsi3aHa C BOEHHO-MopckuMmn cunamm CLUA.

Fonoca B nycrtoTte



Ha pybexe neta n ocenn 2003 roga B GeckpallHEM MOTOKE MPECC-PENM30B KOMMLIOTEPHBIX hrpMm
npomesnbKHyna napa nobonbITHENLLNX OOKYMEHTOB, HA KOTOPble HOBOCTHbIE areHTCTBa He obpaTtunu
abcontoTHO HUKakoro BHMMaHudA. CTonb nonHoe u gpyxHoe monyaHne CMW npeactaBnsieTcs ABHO
HecrnpaBeanMBbIM, OCOGEHHO €CIM YYeCTb, YTO 3a AOKYMEHTaMu 3TMMM Ha CaMOM Aefie CTOMT HaMHOro
bonee 3HauMTenNbHadA, NO-AETEKTUBHOMY 3aKpy4eHHas NCTOpUS.

MepBbIn 13 NPOUTHOPUPOBAHHLIX MPECC-PENM30B BbIMNyLLEH KanndopHUCcKkon komnaHuen Irvine Sensors,
cooOwmBLLEN O pa3paboTke N 4EMOHCTPaUMK «MOJSIHOro ynakoBaHHOro komnetotepa» (Complete Stacked
Computer), yxxatoro o o6bema 1/2 kybudeckoro gtovima (nnatdopma nnowagpto 1 KB. OIOAM 1 BbICOTON
non-gionma). O MUKpPOKOMMbIOTEPAX, BCTpaMBaeMblX B HapydHble 4acbl, npecca yxe coobuwana
HEOOHOKpPaTHO, OOHaKO TO, YTO yAanocb cpenatb Irvine Sensors ¢ MOMOLLbI CBOer (OUPMEHHOWN
TexHonormm ynakoku 4mnoB Neo-Stacking, He genan ToYHO elle HUKTO. B gaHHOM cnydae B KOMMNNEKT
Bownu mHTenosckni 206-merarepuesbii npoueccop StrongARM SA-1110, ero conpoueccop SA-1111,
ynn ¢ nepenporpammupyemon normkon Xilinx Coolrunner, 256 M6 3arpysoudHorn ¢naw-namatm Intel
StrataFlash, | ['6 onepatueHon namatn Micron SDRAM, 8 6 TeBepgoTenbHoro 3Y Ha ocHoBe 16 uunoB
drnaw-namatn Samsung. [nioc maccuB HeobXxoauMbIX AMs MOSHOLEHHOW paboTbl pPe3ncTopoB U
KOHOEHCATOpOoB, a TaKKe MHOXECTBO CaMbIX pasHbiX MHTEpPdENCHbIX MOPTOB AN MOAKITHOYEHUS
MOHWTOpa, KnasmaTtypbl U npoyen nepudepuun: USB, UART, IrDA, SSP, PS/2, ayano/Bugeo n npou.
PaboTaeT Bce 9TO X0O39MCTBO MO YyNpaBreHNeM «CTaH4AaPTHOW OnepaLmMoHHON CUCTEMBI», NO3BONSAOLLEN
ncnonb3oBaTh LWMPOKO JoCTynHoe komMmepydeckoe M0 [IS03].

Mockonbky dupma Irvine Sensors, cywecTtBywowaa ¢ 1974 roga, yxe OYeHb AaBHO CTpagaeT oT
HegocTaTka BHUMaHWA NPecchl, Npe3vaeHT komnaHun [xkoH KapcoH Aaxe B penvse OTMETWS, YTO «3a
nocrnegHee BpeMsi B MHAYCTPMM Habntoganmcbk aHOHChI U HAMHOTO MEHee BMeYaTnsoWmMX OOCTKEHWUNA,
MO3TOMY Mbl MOSlAraeM CBOEBPEMEHHBLIM MPUBMEYb BHUMaHME MMpa K Halleh TEeXHOMornm»... YBbl,
BHMMaHWe MMpa He yaanochb NpMBeYdb 1 Ha 3TOT pas, cyas No ToTanbHOMY OTCyTCTBUO peakumnm CMU 3a
npoLleaLwnii C MOMeHTa nybnvkaumnm mecsu,

YT106bl XOTb OTHACTV OOBACHUTL CTOMb YAUBUTENBHOE paBHogyLMe K Irvine Sensors 1 ee BblgatoLLencs
TEXHOMOMMM YNakoBKM YMNOB, 06paTUMCS K MpPecc-penn3y COBCEM APYroi KOMMaHUW, Ha nepBblid B3rnsg
HWKaKOro OTHOLUEHMSI K MEPBON He MMerowen. Ho npu 3TOM CTOMb Xe HecnpasBennueo obaeneHHowm
BHMMaHMEM WMHAOPMALMOHHLIX CryX0b K cBoen 6e3ycnoBHO HeopauHapHow paspaboTke. Peub moeT o
HebonbLon aHrnuickon cdmnpme Aspex Technology, mHoro net 6esycnelHo nNpoaBuUraloLen Ha PbIHOK
MaccuBHo-napannensHyto  (SIMD) npoueccopHyto  apxuTekTypy cobcTBeHHon  paspaboTtkm -
«accoumaTtuBHbIN CTpUHr-npoueccop Linedancer».

B coBceM HemaBHeEM, CeHTSAOPbCKOM Mpecc-penu3e Aspex W3BellaeTcs O CO34aHuM  HOBOTO
nporpaMmmmupyemMoro mukponpoueccopa Linedancer-HD, npegHasHayeHHOro gnsi o6paboTkm n3obpaxkeHui
BbICOKOM YETKOCTM, U Ha 3TOT pa3s copepallero 8192 «accoumMaTUBHbIX MPOLIECCOPHLIX 3MeMeHTa» C
pabouynmun yactotamm oo 400 Mlru. [ATO3].

3ameTnm, 4TO [Jaxe npedbloylivi, [OBYyXnNeTHeW [aBHOCTU 266-merarepuesbin yun  Linedancer,
copgepxaBwmn 4096 «anemeHTapHbIX MPOLIECCOPOB», MNpPeAcTaBnsin cobor HeyTo Bblgarolieecs -
MOMHOCTBIO MporpaMmHo, Ha C/C++ ynpaBnsemasi apxvuTekTypa, Nerko macwrtabupyemas v B pasbl
npesocxoasias no ObICTPOOENCTBMIO OCTarbHble, HAMHOro Gornee OOPOrMe peLUeHUst aHarlorM4yHoro
Knacca - 3akasHble mukpocxembl (ASIC) n uunbl nepenporpammupyemont norukm (FPGA). Ho novemy-T1o
BreyaTnsowmne [OOCTOMHCTBA 3TOr0 BbICOKONPOM3BOAMTENBHOTO W OAHOBPEMEHHO CpaBHUTENBHO
JeLleBoro npoLeccopa BnonHe o4YeBUAHbI NULlb Ans camon Aspex, pykoBoacTBo kotopon B 2000-m rogy
yBEpPEHHO obeLano «CKopoe M MNOBCEMECTHOE pacrnpOCTPaHEHUE» CBOEW TEXHONOTMM U CKPOMHO
npetengoBano k 2002-rogy npumepHo Ha 10% oT 15-mMunnMapgHoOro pbiHKa WMpokononocHbIx (ADSL) n
6ecnpoBogHbIx (3G) kommyHukauumin [ETOO].

HblHe y>ke NOHSATHO, YTO HUKAKOro NMOKOPeHUs pbiHKa He npousoLno. O doupme Aspex HUKTO Kak 1 npexae
3HaTb He 3HaeT, a HblHEeWHee No3MLMOHMpoBaHMe HoBoro uyuna Linedancer-HD kak TtexHonorum



06paboTKN N306paKeHU, a He BbICOKOCKOPOCTHbIX TENEKOMMYHUKALUIA, - 3TO O4EBUAHOE CBUAETENBCTBO
nepenpounupoBaHmsa kKoMmnaHmmn. NMoaobHbIX UCTOPUIA B MHAYCTPUKN CryYaeTCs Kaxabli AeHb MO OHXMHE,
ofHako Aspex - criydan ocoObiin. XoTst Obl MO TOW NMPUYMHE, YTO PECYPCOEMKON 06paboTkon rpadumku,
3agavyaMum TPEXMEPHON BMU3yanu3aumum n 06beMHOro MoAeNMpPoBaHus 34ecb 3aHMManmcb AaBHbIM-4ABHO,
npuyemMm BecbMa ycreLwHo. Ho TonNbko 3To 0-04eHb Bonbluas TanHa (HepaspbliBHO CBA3aHHas, 3aMeTUM, C
Kopriopauuen Irvine Sensors 1 BOEHHO-NPOMbILNEHHBIM komnriekcom CLUA).

J1oXb, NOXb U CHOBA NOXb

Ecnun cerogHsa KTo-To MonbiTaeTcst yCTAaHOBUTBL, YTO e npeactaensieT cobon dmpma Aspex Technology,
TO HaTKHETCH Ha TPEXATAXKHYIO NOXb, 3aByanvpOBaHHY0 ABYCMbICIIEHHbIMWU hopMynpoBkamn. BoT Tomy
TUNWYHBIN NpUMep - NogpPobHbIN Npodunb KOMNaHUM M3 KaTarora crapTanoB Crneuuann3MpoBaHHOIoO
nsgaHna Semiconductor Times. Yutaem: «[xoH JlaHkactep, AHaprupoc Kpukenuc n UaH Anoseuku
ocHoBanu Aspex B Hosi6pe 1999 roga, 4Tobbl cTaTh BeAyLUMM MOCTaBLUUKOM BbICOKOMPOU3BOAUTENBHbIX
NPOLIECCOPOB AJ1 KOMMYHUKALMOHHBLIX NPUIoXXeHnn Ha peiHkax DSL n 3G...» [STO02].

B penctBuTEnbHOCTU (bMpMa 3Ta BOBCE He CTapTan, MOCKONbKY co3fgaHa oHa no4vtu 20 neT Hasag - B
cepeguHe 1980-x, Bcero roga Ha Tpu no3xe Sun Microsystems, k npumepy. U HasbiBanacb oHa Torga,
kctatn, noxoxe - Aspex Microsystems. Yupegunu ee B Ty nopy OeNCTBUTENbHO TPU NepedUCreHHbIX
yerioBeka, HO - U 9TO OYeHb CyLeCTBEHHOE yMOn4YaHue - Nog pykoBoacTBOM veTBepTtoro, P. Manka Jlu.
Bce atu niogn pabotanu B yHuBepcuteTe Brunei (r. AkcOpuax, rpadpctso Myuanacekc) u opraHnsoBanu
CBOKO huMpMy [Onsi KOMMEpPYEeCKOro npoABMXKEHMSI MepcrnekTuBHOM paspabotkm Manka Jln o -
«accoumaTUBHOIO CTPUHr-Npoueccopa cBepxbonblion mHTerpauuuy unm kpatko VASP-umna (ot Very
large scale integration Associative String Processor).

Ecnun 3armsHyTh ewe pa3 B npoduib komnaHmm n3 Semiconductor Times, To npoyTtem, yto «Linedancer
(VASP-4096) - aTo nepBbIi U3 cepun npoueccopoB Aspex». M aTo BpaHbe, Mbo k 1998 rogy B Mctopumn
upMbl yxxe Obinu co3gaHbl U 256-, 1 1024-anemeHTHble yunnbl. Mpuyem B 1990-e rogsl 3T paspaboTtku
BECbMa aKTMBHO M YCMELUHO BHEAPSSIUCb B NMpakTU4eckue npunoxeHus - npasga, B CLUA, npuyem B
BOEHHO-KOCMM4Yeckon obnactu. VMeHHO 3To 06CTOATENBCTBO, CyAs MO BCeMy, CTano NpUYMHOW
B6e3BpemMeHHON KOH4YMHbI Aspex Microsystems B 1999 rogy n TpygHOOOBLACHMMOrO MHave pPoXAeHus
«cTaptana» Aspex Technology 6e3o Bcsiko 6naropodHON pPOLOCHOBHOM M KakuMx-nubo cBsA3en ¢
amepukaHckum BITK [AM9I7].

CokpywmTenbHbIN ycnex

K cepegonHe 1990-x rogoB y Aspex YCTaHOBWIUCL KpaWHE MNOAOTBOPHbIE [EnOBble OTHOLIEHMS C
amepuKaHckon kopriopauuen Irvine Sensors (ISC), paspaboTaBlien Becbma crneumduyeckmii npoLecc
TpexmepHoli (3D) ynakoBKM KpeMHMEBBLIX 4MMNOB, OOecneyMBalOWMiA O4YeHb MNIOTHbIE U ObICTpble
mMexcoeanHeHuns. [lepBoHayanbHO TexHonorua 6bina nsobpeteHa B ISC Aana MukKpocxeM namsaTw,
nonyydmna HasaHus Chip-stacking wnn Cubing, n paspabaTbiBanace no koHTpaktam HACA n
MwuHuctepctBa o6opoHbl CLUA. TexHonorus «kybupoBaHMs» OKasanacb [OJ19 BOEHHbIX Ha pPeaKkocTb
xopoLua - obecne4dnBana yBenmyeHne ckopocten obpaboTkm JaHHbIX, a TakkKe pPe3ko CHuKana pasmepsbl
4YMMOB NPV OAHOBPEMEHHOM YMEHbLLEHNM 3HEepronoTpebneHns n Beca.

Becbma ycnewHble utorn pabotbl ISC no 3akasy HACA npuBneknu BHMMaHue kopropauuu LM,
yBuaesLlen B 3B-ynakoBke namstn 6onblune kommepyeckne nepcnektunebl. itorom cotpyaHmdectea LM
n Irvine Sensors ctan ux coBMecTHbIn «LleHTp paspaboTkm npouecca kybuposaHusa» (Cubing Process
Development Center npn 3aBogax IBM Essex Junction, wrtat BepMoOHT), HayaBLUMIA BbIMYCK «KOPOTKMUX



ctekoB» ynakosaHHon DRAM-namatn B 1994 rogy [SC96].

A 4yTb NO3Xe NPOM3OLLNIO COBCEM MHTEPECHOE CobbITMe, Koraa B Irvine Sensors nosiBunack TEXHOMOMNS
TpexmepHor wuckyccteeHHon Herpocetn 3DANN (3D Artificial Neural Network) u pogunace wnaes
yrnakoBbIiBaTb B MIOTHble KyOuku gecsatkn VASP-npoueccopoB Aspex, MMEKLWUX BMofiHe noaxogsiine
ons 3DANN xapaktepuctvkn. PacuyeTbl nokasbiBannW, YTO €CTb LWaHC co3gatb TepadysioncHbIn
CynepKoMMbIOTEP pPa3MepoM NMPUMEPHO C OObIYHYK pabouyto CTaHuMIo. 3akaszyuk Ha NogoOHbIN NPOEKT
Hawenca 6bicTpo, 1 B none 1996 r. ogHMM 13 crneumanmampoBaHHbiX u3gaHun (Electronic News) 6bino
JaHo KpaTkoe coolLleHne, YTo Mexay kopnopauwmein Irvine Sensors 1 HAMN BoeHHo-mopckux cun CLUA
(Office of Naval Research, ONR) 3akntoueH 18-mecsauHbIn KOHTpPakT Ha pa3paboTky «TpexmepHoro (3D)
VASP-naketa» Ha OCHOBE MMEKLMXCA B NpodaKe NMpoLecCopHbIX 4MnoB. Llenb npoekrta - paspaboTka
MaCCMBHO-MapaniensHoro NpoLecCoOpHOro MOAYMs, NMO3BOMSIOWEro AOCTUraTb MMraHTCKOW, TPWUIMMOHBI
onepaumin B CeKyHOy MpPOU3BOAUTENBHOCTU, Haxo4sCb B npedenax crouMocT U U3NYeCcKux
OrPaHNYEHUN KOMMEpPYECKNX paboumx cTaHuun. CToMmocTb KOHTpakTa mexay Irvine Sensors n ONR,
3aMeTuM, cocTaBnsna cMexoTBopHble 750 Thicay gonnapos [LG96].

MpoekT 6bin cyrybo BOEHHLIN, Gonblle O HEM HWUKTO He coobwwn. Ho, cyas mo Bcemy, npolecc
pa3paboTku npoluen BrofiHe YCMneLHo, NOCKoNbKy BecHor 1998 ropa B HeodumumanbHOM, HO BecbMa
aBTOPUTETHOM U LUMPOKO unTMpyeMom «Cnncke Hanbonee MOLLHbIX KOMMBbIOTEPHBIX LLIEHTPOB MUpay (Tak
HasbiBaembIi cnucok [toHTepa ApeHarta) convpgHoe TpeTbe Mecto 3aHan HUWA BMC CLIA B T.
ApnuHrToHe, wrtat BupgxumHua, ¢ gByma cBouMu  MawimHamu  Irvine 3D VASP  cymmapHomn
nponseBoauTenbHOCTLIO 2 Tepadnonca [GA98].

Co cTopoHbl ObINO BecbMa CTpaHHO HabnwaaTte, Kak O CTOMb BblOAKLWEMCS TEXHONOrMYeCKOM
OOCTVXXEHUN He CcoobLWMMIo Torga HWM OAHO KOMMbIOTEPHOE M3gaHWe Mupa - BeAb CYNepKOMMbHTEPHI
TepadoncHoM NPoN3BOANTENBLHOCTM B T€ BPEMEHA TOJbKO-TOSIBKO HaYanun nosiBNATbLCA U 3aHMManu (ga
N cervac 3aHMMaloT) 3anbl pa3mMepom NpuUMepHo ¢ 6ackeTOonbHYO nnowagky. A TyT pabodasi cTaHuus. ..
Ho camoe yanBMTEnbHOE Ha4yanocb BNOCNEACTBUN.

Yyneca pematepunanusauum

OuyeHb ckopo, B koHuUe 1998 roga, n 6e3 kakmx-nMbO LUMPOKOBELLATENbHbLIX OeKnapauun, fUHUKO
npon3BoAcTBa npoueccopHbix mogynen 3D VASP y komnaHum Irvine Sensors Bbikynun 6nun3kun naptTHep
n 6oraTbli HBECTOp, kKopropauus LLIM. MNMpecc-penn3 06 aTom cobbiTuK noBucen Ha canTte Irvine Sensors
BCEro HecKonbKo MecsLeB, nocne Yero nponan. MpumepHo Toraa xe, B Havane 1999 roga, HeoOblYHbIE
TepadnoncHele cynepkomnbioTepbl Irvine 3D VASP (a takke n cam Office of Naval Research) Hanpoub
ncyeanu ns cnucka MNoHTepa ApeHaTa.

Bckope Ha cawnTe Irvine Sensors He ocTanocb BoobLle HuKakon nHdopmMaLmm 0 COBCEM HEJABHEM CTOJb
MHoroo6eLLatoLem nNpoekTe no naketTnposaHuio npoueccopoB VASP. A B Hosi6pe 1999 roga npousowna
nopasutensHas meTtamopdo3a ¢ Aspex Microsystems: «poxageHwe» nog HOBbIM UMeEHeM Aspex
Technology, «HoBble-cTapble» amunun ocHoBaTenen 6e3 oTua apxuTektypbl VASP Mavika Jln (oH
OCTaBMWIT MOCT WCMOMHUTENBHOIO AuMpeKkTopa (upMbl U LENWKOM oOpaTturncsa K npenojaBaHuio B
yHuBepcuteTe Brunei), nsbsatne B gokyMeHTax M Ha camTe camoro TepmuHa VASP c 3ameHon ero Ha
HOBble CrioBa, obo3HauvarlimMe TO Xe camoe Mo cyTu, - «apxutektypa ASProCore» u «nepBbii yumn
kKomnaHum» Linedancer.

Kopoue rosopsi, B pe3yrnbTate aTUX PELUUTENbHBIX U SBHO COTNAacoBaHHbIX YCUNUIA BbINO caenaHo Tak, Y4To
HUKaKUX cnegoB-4OKYMEHTOB O PEBOSIIOLMOHHON COBMECTHOW paspaboTke Irvine Sensors n Aspex B
MHTepHeTe npakTtudeckn He octanocb. B oTgenbHbIX MecTax, npaBga, COXPaHUITUCH €Lle Koe-Kakue
cTapble  OOKYMEHTbl,  ynoMuHawwme  6onblivMe  nnaHbl BOEHHbIX  Ha  UCMOMb30BaHWe
BbicokonponssoauTenbHbix 30-cTek-ymMnoB Irvine Sensors B MHpaKpacHbIX AaTyMkax WU cucTemax



HaBeOEeHMA-0NO3HaHNS MpoTMBOpakeTHon o6opoHbl [MP97][MDOO]. Ho 6e3 kakoro-nubo ynommHaHus
VASP (310 cnoBo NpMMEHMTENBHO K NpoLeccopaM BbIYULLEHO MOYTM ToTarnbHO). Kpome Toro, Ha caute
HACA paxe B 0bbl4HON 3ameTke 0 nepegoBor TexHonormm 3DANN Ha Bcskuii criydan u3bsTo Ha3BaHue
ee pa3paboTyrka 1 He NOMELLEH, KaK NMOMOXEHO B rariepee UnmcTpauun, CHUMOK BbICOKOTO pa3peLleHmst
[TAO1].

NeHeTn4eckan naeHTudmnkaymusa

Ckopee Bcero, Tenepb yXe W He y3HaTb, 4YTO nocynun [lleHTaroH (unu KTo-TO ewe?) 3a «abopT u
Mon4aHue» HeboraTblM POAMTENSIM - CPaBHUTENbHO HebonbLIOW Koprnopauun Irvine Sensors 1 coBcem
ManeHbkon (25 yenosek) ompmouke Aspex. Ho BNomnHe o4eBUOHO, YTO pafyXHble Hagexabl aTux pupm
Ha 6nmn3kyto criaBy u ycnex 6e3 nx yyno-pebeHka - Irvine 3D VASP - Tak n He onpaBganuce.

3ato kopnopauusa WM Bckope nocne nokynku y Irvine nuHum 3D VASP (u Bcero 4epes napy-TPOWKy
HeZdenb nocne «nepepoxaeHus» Aspex), B Hadane gekabps 1999 roga obbsBMna o 3anycke BecbMa
ambuumosHoro 100-mmnnuoHHoro npoekta Blue Gene - 3a natb net, Kk 2004 rogy nOCTPOUTL
netacgpnoncHoii (1015 onepaumii B CekyHAy) CynepkomnblOTep ANs MOLENUPOBaHMS MpPOLECcCOoB
cBopauuBaHusa Genka. CornacHo 3akoHy Mypa CToMb Bbl4AlLWMIACA BbIMUCANTENBHBIN pyBex OOblYHble
KpeMHUeEBbIE NMPoLeccopbl CMOrYT JOCTUYbL MNULb FAe-TO K cepeguHe BTOPOro AecATuneTus Beka, u ang
CTONb OLWYTMMOro OBroHa TpaguLUMOHHBIX TEMMOB pocTa TpeboBanoCb MPeanioXnTb Kakyl-TO HOBYIO,
PEBOMIOUMOHHYIO apxuTekTypy. OpgHako B LUM aneraHTHO ywnM OT pasbACHEHUA OCOBEeHHOCTH
YyOo-nNpoLIecCcopoB, MOMOXEHHbIX B OcHoBy Blue Gene, CKpOMHO OTMETMB IUlb, YTO B HOBOW
apXUTEKType «HET HWYEro 3K30TUYECKOro - OHa LENIMKOM OMUpPaeTcs Ha CTapylo A0Opyl TEXHOMOruio
KPEMHMEBLIX 4MMOB, KOTOpas MpPOCTO MPUMEPHO Ha MOKOMEeHWe ornepexaeT HbIHeLWHWe npoLecchl
MaccOBOro nNpon3BoACTBa». ..

O cneumdunyecknx ocobeHHOCTAX HOBOrO MPOM3BOACTBEHHOIO NMpoLiecca MOXHO ObINIo CyanUTb TOSBKO MO
KOCBEHHbIM AaHHbIM. M3BeCcTHO, Hanpumep, 4TO B pamMkax npoekta Blue Gene HekuM xutpbim obpasom B
OfHY MMUKPOCXeMy MMOTHO ynakoBbiBaeTcs 32 ruradpnoncHelx npoueccopa Bmecte ¢ DRAM-namsaTblo
(06bsiBneHHbIn B 2000-m rogy umn Linedancer-4096, kctatu roBopsi, UMeeT MpoOuM3BOAUTENbHOCTL 1
ruracornionc), a 64 TakMx 4YMna MOMELATCA Ha eOMHYK CUCTEMHYK nnaty pasmepom 60x60 cwm.
HecnoxHble nogcyeThbl NOKasbiBalOT, YTO Nk 1 Takad nnarta AofmkHa obnagatb NPOM3BOAUNTENBHOCTBIO
B 2 Tepadnonca. Yem-To 3HaKOMbIM BEET OT BCEX 3TUX Ludp...

Kak n3BecTHO, BO Bcex npecc-penusax LM, nocesweHHbIx npoekTty Blue Gene [BG99], H1M cnoBoM He
ynomMuHatoTcs Hu Irvine Sensors, HM Aspex Technology. Huyem 3akoHYMnucb M MOM COBCTBEHHbIE,
npeanpuvHATbIE ro4a ABa Hasag, MonbiTKM CBA3aTbCsA ¢ pa3paborymkamu LM 1 HeENnocpeacTBEHHO Y HUX,
MO-NPOCTOMY, YTOYHUTb OCODEHHOCTU MNPOUCXOXAeHWUs TepadroncHbIX CUCTEeMHbIX nnat. Hesegomo
OTKyZa BCMNIbIBLLErO PYCCKOro XypHanucTa ¢ HaCTbIpHbIMU BONPOCaMu 3fieMeHTapHO NPOUrHoOpupoBanm.

Ho Bpemsa uvget, B LLUM npogomkaioT TeMHUTb, U kK oceHn 2003 roga, no npowecTBum yetbipex (U3
OTBEAEHHbIX MATUN) NET yXKe CTaro SICHO - YTO-TO B nNpoekTe Blue Gene nowno cunbHoO He Tak. B mae 2003
roga Obino npuMaHaHO, 4YTO BbiAeNeHHble M3Ha4vanbHo 100 MUNNMOHOB [ONNAPOB YXE MOMHOCTbLIO
n3pacxo4oBaHbl, 4ABHO 3anyLlleH U ABMKEeTCHA K puHuwy anbTepHaTuBHbin 200-TepaddnioncHbIn NpoeKT
Blue Gene/L Ha 6a3e TpaamumoHHbIX npoueccopoB IBM PowerPC, a BOT 4yao-4mnoB ans netagioncHoro
KOMMbOTEPA B HaNM4yuM Kak He Obino, Tak n He nosisunock [STO3]. CnycTsa elwe HEeCKONbKO MecsiLEeB, B
uione, aumpektop IBM Deep Computing Institute coobwun, 4yto uunbl gns NeTadgrioNnCHON MalUMHbI
«BOT-BOT» nosieatcs [BI03]. Bbinycka npecc-penusa no 3ToMy noBogy, Npaeda, He 3ameyeHo. 3aTto
3adMKCMPOBAHO WHTEpecHoe coBnageHue. MNMovtn ogHoBpeMeHHO ¢ obewanvem LM (HeckonbkumMm
HegensmMu noaxe) komnaHusa Aspex Technology, HMKorga He MeBLLas COBCTBEHHbIX MPOU3BOLCTBEHHbIX
MOLLUHOCTEN, oObsABUIIA, YTO Monydmna 3akasbl Ha Linedancer u nuvueH3upoBana CBOW (UPMEHHYIO



TEXHOJIOMMI MacCUBHO-NaparenbHbIX NMPOLECCOPOB HEKOEMY HEHa3BaHHOMY «M3rOTOBUTENHO YUMOBY.
HbliHewHn wncnonHutenbHbln avpektop Aspex [Mon [puHdung [OBONBHO TyMaHHO nosedan, 4To
npoueccopbl Linedancer ©yget Tenepb M3roToBNATb MX «Oonblion 6GpaTt», MOMAyYMBLUMIA K TOMY XXe
OEM-nu1ueH3nio Ha nepenpoaxy YvnoB Mog CBOUM COOCTBEHHbIM uMeHeM. B obmeH Aspex nonydaet
[OCTyN K NPOW3BOACTBEHHBbIM MNUHUSM «BpaTa» M K ero WMHTEennekTyanbHon cob6CTBEHHOCTU. MMsa ke
CBOEro TanHCTBEHHOro bnarogetens KomnaHus noobellana Ha3BaTb, kKak OHa HageeTcd, Mecsiua Yepes
0Ba, T. €., HAJO NOHMMaTb, B OKTsAOpe TekyLlero roga [EWO03].

Hunyero He cka3zana pbIOKa...

[No3BonuT 3aragoyHbIN «BpaT» pacKkpbITb CBOE MMS UMK HET - Noka HesicHO. He nckniodeHo, 4YTo 3aBeca
TalH Tak u 6ygeT oKpyXaTb BCHO 3Ty UCTOPUIO. A MOTOMY Mpu NOArOTOBKE AAHHOIO MaTepuana si peLumn
CBsI3aTbCsl HENocpeaCcTBEeHHO ¢ npodeccopom Markom Jln, 6naro oH, ¢ O4HOW CTOPOHbI, BPOAE Kak AAaBHO
yXKe He Npu aene, a ¢ ApYron CTOPOHbI MPOCTO HE MOXET He 3HaTb, YTO TaM NPOUCXOANIMO Ha camoM aene
Bokpyr Irvine 3D VASP u Blue Gene.

K mMoemy, 4yecTHO roeops, yaMBnNeHno rocnoguH Jln oTeeTnn Ha nepsbiv Xe KpaTKUn 3anpoc NpakTUuyYecKku
MOMEHTanbHO - B TOT e AeHb. OTBeT ero, nMpaBda, OKasancs BecbMa CKyMbiM Ha NogpoOHOCTU ©
npakTUyeckn HeuHdopmaTUBHBIM (MO CYTU Aerna, OH NULLb BEXIMBO NOMHTEPECoBarncs, YTo MHe BOOOLLe
n3eectHo o Irvine 3D VASP). OTHOCMTENBHO & MOUX MPEANONOXEHM O MPO3PayHON CBSA3N MeXay
CBOpayvMBaHMEM COBMECTHOro TepadprnioncHoro npoekta Irvine Sensors/Aspex Microsystems u
nocriegyowmm 3anyckom nporpammbl Blue Gene, npodeccop Jln Bbipasuncs Tak: «Bawm noctpoeHus
BbIFMSAASAT UHTPUTYIOLLE, HO, BEPOSITHO, OHM 6E€30CHOBATESbHbIY.

Torga MHe npuwnocb «0BOCHOBATb»: pa3BEepHyTb apryMeHTauuio M nogpobHO pacckasaTb TO, YTO
M3BECTHO - U O TOoTarlbHOM MonyaHum npecchl nNpo Irvine 3D VASP, n 06 usbsatun B VIHTEpHETE BCEX
CTpaHuy C uHopmaumerr O nakeTMpoBaHuWM npoueccopoB Aspex, M Boobwe 06 oTcyTCTBMU
copepaTenbHbIX ynoMuHaHui o TexHonorum VASP (paxe Ha cante yHuBepcuteTa Brunei, rge oHa
poxganacb). Hy n o BecbMa NOXOXMX XapakTepucTrkax annapaTtHon Yyactu Blue Gene, ectecTBeHHO.

Hwnyero He oTBeTUN Ha 3TO npocbeccop. Ha n yrto TYT MOXET OTBETUTb ﬂOpFIﬂ,O‘-IHbIl\/’I YernoBek, XXenawLnn
OCTaBaTbCA YeCTHbIM, €ClM Ha npaBay - CIOBHO HaA NOCTbIAHYH UCTOPUIO - MOYEeMY-TO Hall0XeH 3arpeT.



naBa 4. BaxHeWwlee U3 NCKYCCTB

CTpaHuubl XXU3HU repos, 1935.

PeBHOCTb U NOXb

Hauvano 1930-x rogoB B AMepuke - 93TO TMOMHbIA yNnagoK 3KOHOMUKM, 6e3neaTenbHOCTb
KOPPYMMNUPOBAHHbLIX BriacTe W MOLIHBIA pacuBeT KpPUMMUHAmbHbIX WMMEPUIA, YYBCTBYHOLLMX CBOHO
Oe3HakasaHHOCTb. Kak ectecTBeHHOe cneacTBue - OBLWNA «KPU3UC LieHHoCcTen» B obuiectee. [aseThl,
XypHanbl 1 ounbMbl NEPENOSTHEHbI NCTOPUSIMU O FeposiX-raHrcTepax N 06 NX rPOMKMUX MPECTYNNEHUsIX -
NOXULLEHNAX MUIIIMOHEPOB C LENbl BbIKyna, rpabexax 6aHkoB cpegb Gena gHA U Npoyux Oep3Kux
HaneTax. [MpaBooxpaHuTenbHbIE OpraHbl Ha 3TOM OOHE BLIFMSAAAT TYNbIMU U HESMEKTUBHBIMU, TaK Xe
KaK, BMPOYEeM, U BCE OCTalbHble NPaBUTENbCTBEHHbLIE CTPYKTYPbI.

B 1933 roay, noobeluaB amMepuvKaHCKOMY Hapody «HOBbIA KypC», K NPEe3nOeHTCKOW BracTu npuxoguT
®panknuH JenaHo Py3seneT. [Ans BegomcTea 'yBepa (KOTOpbIA B 3TOT pa3 yMyapwuIica COXpaHWUTb CBOWN
noct BykBarnbHO 4yAOM) HOBbIM KYpC O3Ha4an npexge Bcero HeobxoaAMMOCTb KakMX-TO 3dEKTUBHbIX,
APKNUX OEeNCTBMIA No oby3gaHuio nNpecTynHocTu. M cnyunnocb Tak, YTO MMEHHO B 3TO Bpems B Bropo
paccrnegoBaHnini HAXOAUTCA BECbMa MOAXOAALLMIA YESOBEK - rnaBa Ynkarckoro otgeneHuns ®bP MensuH
Mepeuc. MNog pykoBoacTBOM cneuareHTa [lepBuca NpoBOAMTCA LUenas cepus ycrnellHbiX onepauun, B
Xo[4e KOTOpbIX OblNM 3acTpeneHbl camble 3HaMeHuTble B Ty nopy 6aHauTel - [hkoH OunnuHgxep,
«Kpacasumk» dnong n «Mopaatuka» HenbCoH.

Hapsaay ¢ ycnewHbiMu pengamu Bropo NpoTuB raHrctepos, B CpecTBax MaccoBon nHgopmalmm 'ysepom
pasBopadMBaeTCsa akTMBHeNLWan nponaraHaa HoBoro obpasa 0obnecTHbIX CnyxuTenen 3akoHa. Ha paguo
cos3ganu cepuio paguonepegad nog oowmum HasBaHneM «G-Meny» («opku-meHbl», oT Government Men, kak
Hayanu HasbiBaTb befeparnbHbiX areHTOB), COAEePXXaHNe KOTOPbIX B3SNCS KOHTPONMpoBaTh NMYHO yBep.
Mpaega, y aupektopa ®BP He okaszanocb HM Manennx apamaTypruyeckux TanaHToB, U OH BCe BpeMs
HOpPOBWI 3aMeHUTb Apaku - MOrOHW - MEepecTperniku TOHKOW aHanuTMYeckon paboToM ChILMKOB W
KpMMUHanNUcToB. B pesynbTaTe paguocepuan Mnomyyusicas CyXMM W CKy4YHOBAaTbIM, MOCEMYy [ONrO He
NPOTSHYI.

Uytb nosxe, B 1936 rogy Obina 3anyweH Komukc «BorHa npecTtynHocTu» M napa 6ynbBapHbIX
XypHanbymnkoB nog HasBaHusamu G-Men m The Feds («degbl», Tak HasbiBanu dpenepasnbHbiX areHToB
raHrctepbl). Bcs aTa HesambicrnioBaTas nedaTHasi NPOAYKUUSA NpedenbHO AOCTYNHbIM Ans AeTen u
NpocTbIX Nogen cnocobom BcaAveckn npocnaensana geatensHocte ®BP, a ero weda 3arapa Nyesepa
n3obparkana npocTo-Takn HaLMOHaNbHbIM repoeM HOMEpP OAMH.

Boobwe-To noHavany rnaBHeWLMM repoem B rfnasax aMepukaHCKOM npecchl Obin cneuareHT MensuH
MepBuc. Beab MMeHHO OH HeNocpeaCTBEHHO BO3MMaBnAN rMaBHbIe onepaummn Mo 3axBaTy U YHUUTOXEHWUIO
npectynHukoB. (B xoge atux peingos lNepBnC BONpekn BCEM MONMULENCKUM MHCTPYKUMAM HEOQHOKPaTHO
NYHO OBMBan paHeHbIX raHrcTepoB.) EcTeCcTBEHHO, Ha NepBbIX NOpax CTOMb 3HEPIUYHbLIA U YCMELHbIV B
Aenax coTpygHuk obin nobumuem N'yBepa, oCcTpo HyxaasLuerocs B 3eKTHbIX pedynbTatax. Ho no mepe
pocta BOCTOproB nybnukn n 0B6OCTPEHHOro BHMMaHMSA Mpecchbl K NUYHocTu epBuca, yxe ycneBLlUero
3aCnyXuMTb B Hapode TUTYN «ac DKuU-MeHoB», weda PBP Havana obypeBaTb peBHOCTb. ['yBep crtan
nopyyate [lepBucy coBeplleHHO Oe3HagexHble Aena, 3acoBblBaTb B HyAHble OopokpaTnyeckue
KomMuccum, npespaLlas Hekoraa spKyto criy>0y B HEBbIHOCMMYIO CBOUM 3aHYCTBOM MbITKY.



He xenas cHocutb yHWxeHus, MensuH lNepBuc aoBonbHO ckopo, netom 1935 roga, ysonuncsa ns ©bP.
OpHako peBHMBBIN U 3MOMNaMATHLIA LWed NPUNOXMIT MakCUMyM YCUNui, 4Tobbl M BHE ero BeAoMCTBa
OblBLLMI (baBOpUT He Hawen cebe ckonb-HMOyab NpunuyHor paboThl. NpecnenoBaHusa U Tuxas MecTb
'yBepa npogomkanucbk Ao koHua xusHu MNepsuca B 1960 rogy. CHavana wed ®BEP MolHo Hagasun Ha
[onnuBya, 3acTaBMB KMHOLWIHMKOB OTKasaTbCA OT MbICnM B3ATb [lepBuMca  KOHCYyNbTaHTOM MO
KpMMUHanbHbIM BonpocaM. [anee e genanocb Bce, 4Tobbl He mognyckatb llepBuca k paboTe, XxOTb
Kak-TO CBSI3aHHOW C OeATenbHOCTbI MpaBoOXpaHUTenbHbIX opraHoB. B 1952 roagy yBep nomelian
Mepeucy ctatb begepanbHbiM cyaben, a korga Nepsuca npurnacunu Ha paboty B CeHat, aupektop PP
npvikasan CBOMM COTPYAHUKaM NoAroTOBWTbL HA HEro KoMnpomar.

Ho Bce ato 6yget MmHoro net cnyctd, a B 1935 rogy, ybpaB Ha nyTu K criaBe gocagHoe NpensitTcTBue B
BMOE 3TOr0 «aca OXu-MeHoB», ['yBep elle aKTMBHEEe 3aHSNCsl peknamon COOCTBEHHOW MEPCOHbl U
Bo3rnaensemoro um segomctea. Ocobasi ponb 3gecb 0TBOAMMAch KuHemaTtorpady, nockonsky fonnusya
n cam Obin roToB OnNepaTUBHO pearMpoBaTb Ha nepemMeHbl. B 1935 rogy Gbino HavyaTo NpoM3BOLCTBO
uenow cepum KnMHOWUNbMOB Mof 0o6WMM HasBaHueM «[Pku-meH». OTBaHbIA M OECKOMMPOMUCCHbIV
06nuk 6opuos ¢ npectynHocTbio 3 PBP cTtan ocobo yaaeaTbes elle 1 NoToMy, YTO HOBbIE aMepUKaHCKMe
3aKOHbI O LieH3ype Tenepb J03BONANMN U306paxxeHne raHrCTepoB Ha 3KpaHe NuLb B TEX Criyyasix, Korga ux
B KOHEYHOM cyeTe NnMBOo apecToBLIBAlOT, MO0 yOMBaloT heeparnbHble areHThbI.

[MOBOPOTHOM TOYKOM B Pa3BUTUN >XaHpa FaHrCTepCckUX (UbMOB MCTOPUKM KMHO Yallle BCEro HasblBatoT
kKapTuHy «G-Men» pexuccepa Yunbama Kennu. dunbm 6bin, B 06WeEM-TO, psgoBOM MO BCEM
XYLOOXXECTBEHHbIM MapaMeTpaM, HO BMSIOTb 4O 3TOMW NEHTbl B NogaBnstoleM G0nbLIMHCTBE Takoro poaa
KapTWH rmaBHbIMK reposiMn Bbinn camu raHrctepbl. B aTom e mnbmMe, HaNnpoTUB, HACTOSALLMMUN FrepPOSMN
CTaHOBATCA defeparnbHble areHTbl, npecnegywowune 6aHautoB. [MpuyemM rnaBHylO pofb - OMbITHOrO
agBokara, noctynueiero B PP, 4ToObl OTOMCTUTBL NPECTYNHUKAM 3a CMepTb ApYyra-areHTa - UCMNONHAeT
KnHo3Be3da Tex net xummu KaTHu, NpocnaBuBLLUMIACA MMEHHO B PONAX OnaropofHbIX U HEYIOBUMBIX
raHrcTepos.

BnusHne cpencts maccoBol MHGOpMauMM U 0CoOEHHO KMHO Ha OLeHKy obwectBoM [yBepa u ero
BegomcTBa Obio orpomMHbiM. K 1937 rogy MUNMIMOHbI aMepuKaHLEB MOCMOTPENU YXKE HECKONbKO
duneMoB 0 OpaBbix areHTax ®BP v npountanu OecATkn KHWUr Ha Ty ke Temy. [eTu cTtanmm HOCUTb
UrpylleYHble 3Havku areHToB Bropo, urpatb Takumu xe, Kak y HacToswmx degepanbHbIX areHTos,
UrpyLLeYHbIMY NUCTONeTamu, N Aaxe cnatb B Nkamkax ¢ dprpMeHHon ambnemon «G-Meny.

Ox. 3arap lNyBep n ®BP BCcTynwunu B COBEpLUEHHO HOBYIO (ha3dy CBOen UCTopun - apy crasbl. [lybnuka
yBugena B blopo Hekylo caMoCToATenbHYH, OYeHb BaXHYHO AN obLlecTBa CTPYKTYpY, @ He NPOCTO YacTb
MUHUCTEPCTBA ocTUUMK. MHOrne yHMBepcuTeThl U OOLLECTBEHHbIE OpraHM3aUmMn Havanu ocbinaTb weda
®BP Harpagamu. Anbma-matep [yBepa, yHuBepcuTeT [kopaxa BawwvHrtoHa npucBoun emy cTeneHb
MOYeTHOro AOKTOpa npasa.

3ToMy Xe npumepy Bckope nocrniefosan yHusepcuteT ropoaa Hbto-Mopka. Cam xe Mysep CoBepLUEeHHO
CepbesHo cTan paccmaTpuBaTb ceGs rMmaBHbIM CTpaXKeM 3aKOHOB CTpaHbl, ee rpaxaaH U MoparbHbIX
yCTOEB.

Mpun atom wedy PBP He TONLKO OYEeHb HPaBMOCL KynaTbCA B fyvyax COOBCTBEHHOW CriaBbl, HO U Npwu
BCSIKON BO3MOXHOCTM OH CTaparncs npunucatb cebe Takke 3acnyri, npuHagnexaswmve agpyrum. Tak, ewe
B 1932 rogy, Korga crnyyunacb rpomkas Tparmdeckasi UCTopus C MOXuULLEeHMeM 1 yomncTesom baHanTamm
pebeHka 3HaMeHWTOro rneTyuka, nNuoHepa asBuauum Yapnb3sa JlnHabepra, lNyBep nbiTancs, npasga
coBeplueHHO GesycnellHo, cbirpaTb BeAyLlylo pofib B MOMMKe noxututenen. Korga e opraHusatop
noxuieHnss bpyHo ayntmaH Gbin BCe-Taku BbIMMCIIEH M 3afepxaH nonuumen ropoga Helo-Mopk, Tyaa
HemeaneHHo nocnewwun u lNyBep, 4Tobbl Ha MecTe coobLwnTb Npecce u Nybnuke o6 apecte NpecTynHuKa.
Takne maHeBpbl JOMKHBLI ObiNn chopmupoBaTh y OBLLECTBEHHOCTU MHEHWe, YTO bedepalibHble opraHbl
npaBonopsaka M NUYHO BENWKUiA Cbiluk 3arap 'yBep okasanucb, Kak M MOSIOXKEHO, Ha BblCOTe. XOTH
KOHKPETHO B flaHHOM cny4dae bropo He caenano chakTnyeckn Hu4ero Anst otrnosa 6aHanTa.



Mocne ycTpaHeHus ¢ nepBbix NraHoB MensuHa MNepBuca, Aabbl ykpenuTb B rnasax ny6rnkn coOCTBEHHbI
repouMdeckuin obnuk nNpoHULATENbLHOrO AeTeKTMBa W OTBaXHOro 4enoseka Aena, [ysep pewaet
NpUHMMaTh JIMYHOE y4YacTue B 3axBaTe BaXkHbIX NPeCcTynHukoB. B 1936 rogy B cnucke «BparoB odLiecTBay
nog HOMEpPOM OAMH MpoxXoAaun Hekto 3AneBuH Kapnuc, nocnegHui v3 rnaeBapei 3HameHUTon GaHAabl
«mamawmy bapkep. Korga nonvums seisieuna B Hoom OpneaHe anaptameHThl, rae ckpbiBancsa Kapnuc,
Tyaa cpo4yHo BbineTenu 'ysep n ToncoH. M kak Tonbko doeaepanbHble areHTsl XepT u bpaHTnun nosasanu
raHrcrepa, Ha cueHe TYT >Xe BO3HWK NUYHO Aupektop [yBep, OOBABMBLUMIA NPECTYMHWKY, 4YTO OH
apectoBaH. BwugeTb Ha nepBbiX CTpaHuuax rasetr cBow oTorpamio B obpamneHun
3arofoBKOB-CMAaBOCIIOBUIA, HAabpaHHbIX XMPHBLIM LWPUATOM, BbINO Tak MPUATHO, YTO yXKe Ha criegyloLlen
Hepgene ['yBep oTNpaBnsieTcs B ApYrov KOHeL CTpaHsbl, B wrat Oraro, rae B r. Toneao NMYHO Bo3rnasnseT
3axsart ["appu Kamnbenna, ewe ogHOro raHrctepa u3 ton xe 6aHasl bapkep.

B uepene nogobHbIX UCTOpUIA BbINK U Takne, YTO OTNINYANNCh HE TOMNBbKO OTKPOBEHHBLIM NMLIEMEPUEM, HO U
Bblgarowmmesa BeporiomcteoM. B 1937 rogy npu BecbMa TeMHbIX obcToATenbcTBax [yBep apecTtoBan
raHrctepa Jlyn «Jlenke» Byxantepa, BO3rnaBnsiBLUErO OPraHM3auuio HAEMHbIX KUINNEPOB - 3HAMEHUTYIO
«Kopnopauunio Yéuicteo» (Murder, Incorporated). M3BecTHO, 4TO apect npowen 6e3 ctpensObl 1, nNo
cnyxam, degepanbHbiM Bnactam cganu Jlenke camy madmosn, HagesBLumnecs Takmm obpasomM ocnabutb
naernenne co ctopoHbl ®BP. (MMoxoxe, nMeHHO Torga mexay yBepom u BeicwmMn 6occammn madchmm
HauyMHanM OPMUPOBATLCS OEr0Bble€ OTHOLLUEHUS, KOTOPble ANUMUCL HEe TOMbKO A0 CMEPTU MNepBOro
aupektopa ®BP, HO u, kak Oyaetr BMAHO fganblue, MHoro net cnyctd.) Kak 6bl Tam HM 6bino, HO
neperoBopbl 0 cpade Jlenke Benucb 4Yepe3 nocpedHuka - npusTtensa [yBepa xypHanwucta YonTtepa
YuHuena, xoTtsa raHrctep 6bin yBepeH, Y4To nonyvaeT rapaHTum nnyHo oT weda ®EP. B ntore byxantep
coancsa N'ysepy B obmeH Ha obGellaHne 10-neTHero TIOpeMHOro 3akntoveHus. Korga ke geno nogoLwsio K
cydy, TO HUKakmx rapaHtui ['yBepa B gene He urypupoBano, HblO-WOPKCKME BMNacTu MpUroBOpUNn
raHrcrepa 3a ybuicrea K CMEPTHOWN Ka3HU U eNCTBUTENBHO NOCAAMIM €ro Ha 3NEeKTPUYECKUIA CTyn.

[na noctostHHOM NponaraHAMCcTCKon nogaepxku pabotel ®BP, npocnaBneHusa Bcayeckux ycnexos biopo
n nuyHo Jarapa [yBepa, B CTPyKType opraHu3daumm Obino co3gaHo cneumanbHoe 8-e ynpasrneHwue,
dopmanbHO MMEHOBaBLUEECS «YyMNpPaBfieHNEM y4yeTa M apxuBoB». Boarnaesun ato nogpasgenexuve Jlym
Hukonc, ewe oavH BbINYCKHUK topuanyeckoro dakyrnbteta yHuBepcuteta [xopmka BawwuHrtoHa wu
onwxanwunn cnogswxHuk NyBepa. lNocne BTOPON MMPOBOW BOMHbI MMEHHO Hukoncom Obin opraHn3oBaH
KONMMEKTVB aBTOPOB, HAMUCaBLUMX Pa3BEPHYTbIN MaHervpuk nog HassaHueM «Wctopus ®BP». Khura
Bbilwna u3 neyatn B 1956 rogy, 4yTb MO3Xe Ha €e OCHOBE BbiLIEN W roNNUBYACKUN UNbM NOA TEM Xe
HasBaHVeM, NpUYeM CbEMKM KapTUHbI NPOXOAWMM Mog NMYHbIM KOHTponem Jarapa ['ysepa. NHTepecHo
(XoTa M HeyaMBUTENBHO), YTO HU B KHUre, HXU B ounbMe, NPeTeHAOBaBLUMX HA MPaBOMBOE WU3NOXEHUe
cobbiTun, BOOOLLE HET nepcoHaxa no umeHn MensuH NepBuc.

3aBuCTb U peBHOCTb Weda PBP npoctupanuch cTonb ganeko, YTO U CNyCTS MHOrO neT Mnocrne cMepTu
MepBuca OH BCsMECKM MbITANCA MNPUHUM3UTL LaXe CcaMble O4vYeBUOHbIE 3acryrm Hekorga Ccamoro
onectawero mn3 cneuareHToB biopo. B BocnommHaHusix AHuTbl Konbu, M3BECTHOM B aMepUKaHCKUX
CBETCKMX Kpyrax Jambl, NPUBOAUTCHA 3nM3o4 O TOM, Kak Jarap [yBep nog KOHEL, CBOEWN XWU3HU
WHTeprpeTuposan uctopuio ¢ [hkoHom AunnuHoxepom - ogHO U3 camMblx rpomkmnx aen MNepsuca. Tenepb
BbIXOAMNMO, YTO Ha [JunnuHaxepa Bbiwern BoBce gaxe u He lNepsuc, a Knang ToncoH. MNpocTto, mon, Tak
YK UMUK BbINO peLLeHo - nogapuTb BClo cnasy NepBucy, HO B AeWCTBUTENLHOCTM BCe caenan Knang.

Mopo6Hoe 3asiBneHne - Nvllb OAWMH U3 PSIAOBbLIX MPUMEPOB PEOKOCTHON JXMBOCTM M nuuemepus NyBepa.
Haxe ecnu He Gpatb B yyeT 10, 4to Knang ToncoH onepaTtmBHowm paboTon B Biopo npaktuyeckn He
3aHMManca  (3HaumTenbHO Oofblue WMHTEpecysCb KaapoBbiMM  BOMpocamu), UCTOpUKamMu Mo
OOKyMeHTanbHbIM MaTepuanam u3 apxumpoB ®BP ycTtaHOBNeHo, 4TO B AeHb cMepTu [unnuHmkepa
cepaevHbivi apyr 'yBepa Haxoguncs B wrab-ksaptupe OBP, T. e. BecbMa ganeko ot Yukaro.

MmeeTcsa, KcTatu, BeCbMa xapakTepHoe BbicKasbiBaHwe 3arapa [yBepa no nosody npaBaMBOCTM U
IDKMBOCTU, cAenaHHOe UM B OHON M3 CBOMX MHOFOYUCIIEHHbIX HPaBOYYMTENbHbBIX NeKuui. B ctatbe ans
cemeriHoro xypHana Family Weekly, o3zarnaBneHHon «YT10 A pacckasan Obl cbiHy», ['yBep u3pekaet



cnepytowee: «MNpexae Bcero, s Hayuun 6bl ero roBopuTb Npaeay... S Npuwen K BbIBOAY, YTO FOBOPUTL
npaegy - 3TO onpegensoLwnii akTop OTBETCTBEHHOIO rpaXkaaHuHa. Te TbICS4M NPECTYNHUKOB, KOTOPbIX S
nosuaan 3a 40 net paboTbl B NpaBOOXPaHUTENbHbBIX OpraHax, BCE UMeNW oaHy 0bLLyH0 YepTy - Kaxabli u3
HUX ObIN JHkeUoMy ... [EH63].

Reality Show: Cnacasa psgoBoro [xeccuky JInH4

Fopﬂqaﬂ HOBOCTb

PaHHee yTtpo 2 anpensa 2003 roga. B [oxe, ctonuue apabckoro smupata Kartap, roe pasmecturniocb
LEeHTpanbHoe KOMaHOOBaHME BOEHHOW onepauun B Vpake, NMOAHANCHA CUMbHENWMI nepenonox. Bcex
XKYPHanucToB, ocBellalwmx xon O0eBbiX LENCTBWIA, CMOBHO MO TPEBOre MOAHSANW C KpoBaTen Ans
CpOYHOWM npecc-koHpepeHumm B CentCom, BOEHHOM U MH(POPMAaLIMOHHOM LIeHTpe onepauumu. Llenyo Houb
He cMblkaBLMi rna3 [)kKMM YUNKMHCOH, rMaBHbIN 3aeck NpeactaBuTens benoro goma, MHOro3HaunMTensHO
N3BECTUN PENOPTEPOB, YTO MMEETCH OYEeHb «ropsidyas HOBOCTb, O KOTOPOWM yXKe W3BELLEHbl NPe3vaeHT
CLUA vt MuHUCTP 060pPOHbI».

KypHanuctel nocnewwmnu B LleHTp, nonarasi, 4TO HEe MHA4ye Kak ydanocb M3noBuTb camoro Cappama
XyceniHa. OgHako B 4eNCTBUTENBHOCTM UCTOPMS OKasanacb HaMHOTO Kpy4e, MOCKOSbKY MOSoXuna Havano
CMEeKTaKmMo, KOTOPbIA YyXe ycrnen BOWTM B MUCTOPUIO Kak OAMH M3 Haubornee Bblgarowmxcs 06pasuoB
nponaraHgucTCKOM kM M dpabpukaumm xenarternbHbIX Ofs BNacTu coObITUA B peanbHOM MacliTabe
BpeMeHu. LleHTpanbHOM urypo 3TOro WOy crana, camMa TOro He Xenasi, COBCEM MOSOAEHbKas
cybTunbHaa geBywka no umenn [keccuka JnHy - psgoson 507-1 rpynnbl MaTtepuanbHO-TEXHUYECKOTO
cHabxeHna Apmum CLUA. OHa Haxogunacb B COCTaBe aBTOKOJSIOHHbI, AOCTaBMSBLUEN Yepe3 MPaKCKYH
MyCTbIHIO MPOBMAHT Gonuam Ha nepegoson. Ho npu noaxoge K r. Hacmpust KomaHaMp KONMOHHbLI HEBEPHO
COPUEHTMPOBASICA HA MECTHOCTU, MaLUMHbI CBEPHYNWN HE TyAda W BbIWAW MPSMUKOM Ha NIMHUIO OBOPOHbI
MpaKcKMx cun, rge nonanu nog obcrpen. [eesatb cocnyxuBues JIMHY nornbnu, a cama oHa Gbina Tsxeno
paHeHa ¥ nonana B nneH. Mipakckne conpaTbl OTBE3NN €€ B MECTHYO GONbHULY, CIYXXMBLUYK OMOPHbBIM
NyHKTOM (pefaxnHOB, rae AeByLlka nposena 8 aAHeN.

B Houb ¢ 1 Ha 2 anpens, cpasy nocne nonyHouu, rpynna amMepukaHCKOro crneuHasa BbiCagunacb C
BEPTONETOB Ha BPaXeCKOW Tepputopun 1 B3sna WTypMoM 6onbHuuy Hacupun. 3Ty OTBaxHyK aTtaky
CHMMAaIW HECKOSTbKO BOEHHbIX Ternekamep C TEXHUKOW HOYHOrO BUAEHMS - KakK Ha 3eMrle, Tak U C BOo3ayxa,
C nomoLbo OecnunoTHoro camoneTa-pasBeguqvka Predator. ocne HenpogormkUTenbHOW CTpenbobl
CHapyXu 3g0aHunsa pevHaXepbl BopBanuch B 60MnbHULY, OTbickanu Tam JIMHY, OTHECNM ee K BepToneTy u
BEpHynuUCb Ha 6a3y. KomMmeHTMpys npoaeMOHCTPUPOBaHHbIA KypHanmuctam B [oxe BuOEOPOIUK,
CMOHTUPOBaHHbIA ByKBanbHO cpa3y Mo OKOHYaHUKU onepauumn ocBoBOXAEHUS, aMepUKaHCKUI OpuragHbIn
reHepan BuHceHT Bpykc Tak pestomumpoBan ero cogepxaHue: «4YTobbl 3TO CNYy4YMNIOCb, HECKOSMbKO
XpabpeLoB CTaBAT Ha KOH CBOW XW3HW, CBATO BEpys, YTO HUKOrA4a He OCTaBAT TOBapuLla, NonasLUero B
beny».

MepepaBas cnyxbam TeneHoOBOCTEM MNATUMUHYTHBIN BuaeodwuneM o000 BCEN 3TOM  MUCTOPUN,
npeacrtasutenu MNeHtaroHa coobwmnm, 4To y 0CBOBOXAEHHON JIMHY BbINM KONOThIE U NyNEBblE PaHEHUS,
a Ha 6onbHMYHONM KOlKe ee ©mnm n gonpaiumBanu. Cnacnu e HecyacTHYK OEeBYLIKY NUlib 6narogaps
My>XeCTBEHHOMY UpakckoMy azBokaTty no umeHu Moxammen Opex anb Pexaredy, KOTOpbIM C pUckoM Ans
XM3HW BbIBparncsa us ropoga u u3BecTun amepukaHLueB 0 TOM MecTe, rge cogepxat JlnHd [TGO3].



OHa cpaxanacb Ao nocrnegHero

Ewe wuyepes cytkn, 3 anpens ueHTpanbHas amepukaHckad raseta Washington Post ny6nukyet
BAOXHOBEHHO-NATPMOTUYECKYIO CTaTbio Nog Ha3BaHuem «OHa cpaxanacb Ao nocnegHero. NogpobHocTn
O nrneHeHun n oceoboxaeHun congarta u3 3anagHon BupopxuHun». B aTon cTatbe COTPYAHUKN peadakumu
WP, nonyyvB [OMNOMHWUTENbHYIO WHMOPMaUU0 OT HeHas3BaHHbIX OMUUManbHbIX WCTOYHMKOB B
rocagmmHucTtpauum CLUA, yxxe B Kpackax pacnvcany Nogsur Xpynkow AeBoYvku ua ropogka lMNManectuna. O
TOM, Kak [Ixeccuka JInHY, B cocTaBe rpynmbl nonasLlast BO BPaXXeCKyto 3acagy, ApOCTHO OTCTpernmBanach
1 NPUKOHYMIMA HECKOMNbKO MpakckmMx congat. N gake cama nomny4mB HECKOMNbKO MyrieBbIX PAHEHWUW, OHAa He
npekpaliana ConpoTMBEHMS OO0 TeX Mop, Noka y Hee He KOHYMIMCb Bce naTpoHbl. «OHa cpaxanacb 4o
CMepTU», - UUTUPYET raseTta crosa OCBEAOMIIEHHOIO UCTOYHNKKA, - KOHa He XOTera caaBaTbCs XUBbEMY.
Korga e mpakubl CMOrnu K Hen npubnuantbcs, 4obaBun TOT e UCTOYHMK, AeBYLUKa nofy4yuna eue u
HECKOJbKO KOJOThbIX paHeHu xonogHbiM opyxuem [SLO3].

B KakMx MMeHHO oduumanbHbIX WHCTaHUMAX >KypHanuctel Washington Post nonyunnu Bcio 3Ty
MHdopmaumio, Tak U ocTanochb 3aragkon (npeactaButenu MNMeHTaroHa 6N HAaMHOro Gonee caepXkaHbl U
NnWb cooBLWUNKM, YTO OCBEOOMMEHblI O «CIyxax» npo repounsm JIMH4Y, HO MOATBEPAMTbL UX HE MOTYT).
CamyMm BOEHHbIM ObIIO BMOMHE [JOCTAaTOMHO, YTO KOMaHga crneuHas3a nposena gakTu4ecku
obpasLoBO-Noka3aTeNbHbIi  perng B Thil  MPOTUBHWKA, K TOMY K€ 33a40KYMEHTMPOBaHHbIA B
BMAeoMaTepuanax: ctpeMuTenbHas ataka u pelumTensHas Bolcagka ¢ BepTtoneTtoB Black Hawk, kpaTkas
nepecTpernka, cnaceHve ToBapulia MO OPYXMID M HU OOHOro MOTEPSHHOro B 0Ol 4ernoseka.
BocxututenbHaa xe WCTOpUA U3 LEHTpanbHOW ras3eTbl MHOroKpaTHO ©Obina Bocnpou3BedeHa BO
MHOXECTBE APYrMX aMepuKaHCKUX U3gaHui, U, B COMETaHUU C KOPOTKUM BMOEOPONMKOM 06 onepauumn
ocBoboxaeHus B TB-HOBOCTSIX, nMpou3Bena MMeHHO TOT 3ddeKT, KOTopbil M oxugancs. Ha doHe
3aTaHyBLUMXCSt B0eBbIX AencTBU B Mipake, pocTa 60eBbIX NOTEPL U XEPTB CPEAMN MUPHOTO HaceneHus, He
roBopsl y>x€ O MOMHOM OTCYTCTBMM ObellaHHbIX CYaCTNMBbLIX MpPaKkueB, B BOCTOpPre BCTpeYaroLLmnx
ocBoboauTenewn, NogobOHbIN CIOXET pearbHO NOBMMAN Ha NOABLEM yracaBLUero 3HTy3nas3mMa ameprKaHCKON
nyonukm.

B nopaye Bcel 3TOM MCTOpPMM C CaMoOro Hadvana 4YyBCTBOBanacb Kakasd-TO MOCTaHOBOYHOCTb,
NCKYCCTBEHHAA «KUHOLIHOCTbY». W yxe nepBuYHbIE, CaMble MOBEPXHOCTHbIE PAaCKOMKM HEe3aBUCUMbIX
XYPHanNuCToB Mokasanu, 4to nodobHoe ollylieHMe BO3HMKano BOBCE He Ha Nyctom mecrte. HoBbii
noaxon leHTaroHa K mopgade MHOpPMaUUWM - CKOHLEHTPMPOBATb BHMMaHME Ha BU3yarbHOM psige U
COMpoBOXAatoLeM ero «obLiem nocnaHuny, He BAaBasiCb B U3NULIHWE NOAPOBGHOCTU, - B 3HAYNTENBHON
CTEMNeHn NMOoCTPOEH Ha TOM, KTO MMEHHO CHMMAaeT M pefakTupyeT Bugeomatepuan. [NosTomy Bce 4alle
BOEHHbIE MCMONb3YHT CBOMX CODCTBEHHBLIX TENEONepaTopoB U MOHTaXepoB, nepenasasd TB-ceTam yxe
NoAroTOBMEHHbIE K MOKasdy ponukn. B 3HauuTenbHoOW cTeneHn 370 ObINO caoenaHo nog BAUSIHUEM
rONNMBYACKMX MNPOAIOCEPOB, 3aHUMAKLMXCA MOCTAaHOBKOW peanbHbiX TB-Woy M XyOOoXXeCTBEHHbIX
AKLLH-UNBMOB.

B yactHocTu, ewe B 2001 rogy c nogobHon naeen B lMNMeHTaroH npuwen xeppu Bpykxanmep, npogtocep
3HameHuTbIX BrnokbacTepoB repouko-naTpuoTnyeckon Tematukm «Boicagka YepHoro sctpeba» (Black
Hawk Down), «lMepn Xapb6op» n «ApmareggoH». [ns Hadana bpykxarimep npeanoxun cpenatb
OOKyMeHTanbHbI Tenecepuan «lopTpeTsl ¢ nepefoBo» 06 aMepuKkaHCKMX congartax, cpaxarowmnxcs B
Teppopuamom B AcpraHuctaHe. Npgesa «peanbHoro» TB-cepuana nonyuuna opobpeHue n akTUBHYHO
noagepXky MuHucTpa obopoHbl [oHanbaa Pamcdenga, gunbmbl C yCcrnexoMm Mpownn B 3upHbIn
npanM-TanM Kak pa3 HakaHyHe MPaKCKOW BOWHbI, U MeHTaroHy BecbmMa MOHPaBUIIOCh, Kak 3TO BCe ObINo
nokasaHo. Takou xe nogxop 6bin0 peleHo NpUMeHNTL N B penopTaxax o 6oesbix AencTBusx B Vpake
[JKO3].

He ncknoyeHo, YTo Ha poXaEeHME repoONYECKOro CHXKeTa «cnacas psiaoBoro JInHY» NnoBAusino 1 elle ogHo
o6cTosATENBLCTBO. [Nsi NpaBUNBHOIO OCBELLEHWS HOBOW XW3HW B Vpake amepurkaHCcKkoe MpaBuUTENbCTBO
pewuno co3datbh HOBYK HauuoHanbHylo Meaua-ceTb Iragi Media Network (IMN). KoHTpakT Ha



pasBopaunBaHne B Wpake IMN nonyunmna amepukaHckas koprnopauus SAIC, umetowas obwupHble
penosble cBs3n ¢ [leHtaroHom u passeacnyx6amm CLUA, a Takke € uUX NCUXONOTMYECKUMU W
cneumanbHbiMM  onepauuamn. B yactHocTun, Buue-npesvageHTom SAIC, BegawoWyMM  «KPUTUYHBIMU
BOMpOCaMy HauMoHanbHOW Ge3onacHoCcTU», sABNseTca Ywunbam [appucoH, nNpexae 3aHuMaBLUWiA
pykoBoASLWMA NOCT B amepukaHckoM crieyHase (U.S. Army Special Forces), roe - kakoe yauBmTenoHoe
coBrnageHne - MMeHHO OH Bo3rnaendan B 1993 rogy Ty camyito onepaumio C BEpPTONETHOW BbiCagKon B
Comanu, 4to 3aTem nerna B ocHoBy chunbma bpykxavimepa Black Hawk Down (pexuccep Pugnm CkoTT)
[FOOS][PKO3].

Kak aTo Obino

Ho un3Hb peanbHas - 3TO BCE Xe He KMHO, U OT Cry0 HOBOCTen nogn 0bbI4HO OXMAAKT HECKOMbKO
bonee NpaBAMBOro U3MNOXEHUS COOLITUI, HEXENW OT roNNIMBYACKMX BOEBMKOB, MYCTb U MOCTPOEHHbIX Ha
XnBoMm matepuane. dakTbl, CBUAETENBCTBYOWME O TOM, YTO B UCTOpUM Npo [xeccuky JIMHY KOHLbI He
CXOASATCS C KOHUaMu 1M BoobLe MHOTO COMHUTENBbHOMO, BHUMATENbHbIE HabnoaaTtenn 3amMeTunu yxe B
caMoM Havane. Tak, B TOT e AeHb 3 anpens, cpa3y Bcref 3a 6acHamn «BawuHrToH MNMocTty», areHTcTBO
®paHc Mpecc (AFP) nepenano n3 CLUA B KopHe MHY0 MHOpMaLNIO, MCXOOUBLLYHO HEMOCPEACTBEHHO OT
poauTenen AeBywkn. B TeneBn3MOHHOM Mpecc-KOHMepeHUuMn 13 poamntensckoro goma [pkeccuku B T.
ManectuHa, 3an. Bupgoxunusa, ee otey 'peropm JInH4 pacckasan, YTo OH M XeHa yxe nobecefoBanu C
Jo4epbio, CPOYHO OOCTaBNEHHOW AN XMPYPrMYeckoro nevyeHus B BOEHHbINM rocnuTans B JlaHawTyne,
epmaHus. Mo pesynbTatam megocmMoTpa y [PKeccukm Ha Tene He BbISIBNEHO HU NyNeBbIX, HA HOXEBBIX,
HM BoOOLLE KaKMX-MOO MPOHMKAKLWUX paHeHWh. Ty Xe UHOopMauuio 4yTb NO3Ke MOATBEPOUNN U
aMepuKaHCKMe BOEHHble Bpayy, COoOOWMBLLME, YTO Y pPAgoBoro JIMHY BbISIBNEHbl MHOXECTBEHHbIE
nepenombl 1 ywmnbsbl, HO HN OAHO U3 NMOBPEXAEHUNA HE BbI3BAHO OTHECTPENbHBIM UMW XOMNOAHBLIM OPYXUEM
[FPO3].

CTpaHHO 6bINO M TO, YTO BCA MHoOpMauus O «reponctBax nog Hacupuen» wmncxoguna TONbKO U3
HeHa3blBaeMblX KOHKPETHO rOCYAapCTBEHHbIX WMHCTaHUWA - OYEBWOHO, M3 passecrnyxb, NocKombKy
6a30BbIM MCTOYHUKOM MaTepuanos ansg xxypHanuctoB WP ctanu «passeggaHHble ¢ nons 605, nepexsat
KOMMYHVKaUUA W OpYyrMe Mupakckme WCTOYHMKM». B To e Bpems odwmumanbHble npeacraBuTen
[MeHTaroHa BecbMa TWATENbHO BbIGMpPanU BbIpaXXeHUS U HUTOE HU CIOBOM He OBMONBUMUCL O CyTu
nogsura JIMH4 unm o ee paHeHnsx. Ho npu 3Tom BNactu He NpeanpuHANM abContoTHO HUKaKWUX YCUNUIA
ONs KOppeKuMuM MWCTOpuKM, Tak YTO pomaHTuyeckas Bepcus «BalwuHrmoH nocT» Obina nogxsaveHa
aMepuKaHCKON NPeCcCoM 1 LUMPOKO pasHeceHa Mo cTpaHe, npuyemM ¢ JobasneHneM HOBbIX BO3OYXAatoLLMX
nogpobHocTen 0 cnaceHuy repounHun. Kak, ckaxem B rasete Los Angeles Times: «A 3aTtem, nof NOKPOBOM
TbMbl apMencKkMe pevHoKepbl U MOPCKUE MEeXOTUHLbI... Mpobunu cebe NyTb B 34aHWe Mog yparaHHbIM
OrHeMm NpoTMBHUKA»... [lanee B Tom xe ayxe [LGO3], [WMO3].

Jinvwb cnycts aBe Hegenu gpyron penoptep WP, Kut Puubepr, HaxoamBLUMICA HENOCPEOCTBEHHO B
Wpake, BrnepBble ansa 6onbwow npeccol CLUA noasepr COMHEHWMIO He TOMbKO BEPCUIO CBOMX Komner B
BawwuHrtoHe, Ho 1 Bepcuto leHTaroHa o GnecTswen onepauun cnaceHusi. MegnepcoHan ToW camon
6onbHMUbl Hacupuy noBepan >XypHanucTy COBEPLUEHHO MHYH UCTOpPUIO O npoucxopmsliem. Mpakckue
Joktopa coobuwwunu, yto cneyHasy CLUA 3geck He okasbiBanu, ga M HE MOIMM oOKasaTb abCoNTHO
HWKaKOro COMPOTUBIIEHMS], MOCKOSbKY B paioHe BOMbHULBI Y>ke He ObINIo HUMKaKMX MPaKCKUX conpaT unu
BOOPY>KEHHbLIX HOEBUKOB, KOTOPbIE K TOMY BPEMEHW MOKMHYNU ropoA. YTo xe kacaetcs [xeccuku JIMHY, TO
OeaHyo OeBYLIKY AOCTaBMNM B OONMbHULY AEWCTBUTENBHO B MIIOXOM COCTOSIHUM - C neperniomMmammn obeunx
HOF, PYKW, OPYrMX KOCTeW M ywmbom ronoBbl. HO HM kanmnu KpoBW, CNedoB Mynb UK OcKonkoB. Bce
TpaBMbl ObINM pe3ynbTaToOM CEPbE3HOr0 AOPOXKHO-TPAHCMOPTHOrO MpoucliecTeus... Bnpouyem, aToT
HeynoOHbIN MaTepuan Puybepra 6bin onybnvkoBaH rinyboKo BHYTPM ra3eTbl, a He Ha NepBOK Nnornoce, Tak
4YTO HUKaKOro pesoHaHca oH He nonyyun [KRO3].



Mocnepytowme  packonkv npaBAbl  Benu, [NaBHbIM  0OpPasoM, MHOCTpaHHble  XKypHanuCTbl
HenocpeAcTBeHHO B WMpake. B nepBbix unmcnax mas KOppecrnoHAeHT kaHafckon rasetbl Toronto Star
Hanucan O TOM, 4TO paccka3anum emy «TPU MPaKCKMX [OKTopa, ABe MeAceCTpbl, OAWH COTPYAHUK
BONBbHNYHON agMMHUCTPAaLUMMA U HECKONbKO MECTHbIX XuTenen». Becbma nHTepecHyo Agetanb gobasun
omumMaHT pecTopaHunka «anb-[vsaH», 4OM KOTOPOro pacnofoXeH psaoMm ¢ 6onbHuuen. BoigacHUnocs,
4YTO HEenoCPeACTBEHHO HakaHyHe BbiCaAKW BEpTONEeTHOro pJecaHta Ha MecTe cHavana nobbiBana
pa3BefblBaTeNbHas rpynna aMeprKaHCcKoro crneLlHasa B COnpoBoxaeHun apaba-nepesoayvka ns Katapa.
Y atoro oduumaHTa OHU BbISCHAMNW, MHOMO NN OCTanocb B 60MbHMLE BOEHHbIX, HA YTO TOT MM OTBETUI
«HMKOrO He OCTanocCb, OHWN BCe yxXe ywnu». Bekpbinuck n gpyrue nobonbiTHele nogpobHoctn. OguH uns
[OOKTOPOB pacckasar, Kak 3a ABa OHs A0 onepauuv pelHmKepoB COTPYAHWKN GOMbHMLbI NbITanuch camm
BepHyTb [Pkeccuky JluHy amepukaHuam. [eByLIKy norpysunu B MalUuHy CKOPOW MOMOLLW, a BOAMTENO
Aann VHCTPYyKUMK AoBe3Tu ee Ao B6nok-nocta Bonck koanvuun. OgHako, koraa malwvHa npubnusmnack K
6noknocty npumepHo MeTpoB Ha 300, amepuKaHCKMe BOEHHble OTKPbINW npeaynpeauTenbHbIA OroHb,
3acTaBMB MaLUUHY BEPHYTLCS B rOpoA.

3aTteM nosABUNOCH elle HECKONbKO nybnukauuen C aHanornyHbiMKM pesynbTaTtamu paccrnefoBaHuin
XypHanucToB B epornenckon npecce. OGN Xe UTOr BCEN 3TOM UCTOPUM, MOXHO CYMTaTb, NOABEnN
OOKYMeHTanbHbIA OUNbM aHIMACKOM CbEMOYHOM FpynMbl, NOKa3aHHbIM Mo BTopoMy kaHany BBC 19 mas
2003 roga. Mpakckne Bpadn pacckasanu XypHanuctam O TOM, KakK OHU NEeYUnn HeCHaCTHYIO OEBYLUKY OT
MHOXXECTBEHHbIX MeperioMoB, BbIAENUB el eAMHCTBEHHYI0 B BOMbHWLY cneunanbHylo opToneanyeckyto
kpoBaTb. O TOM, 4TO 4epe3 Tpu OHA MNocne AecaHTa B OOMbHMUY creuvanbHO 3ae3Xan MoXWIown
amMepuKaHCKMI BOeHBpay, YTobbl nobnarogapute MECTHLIV NepcoHan 3a OTNIMYHO CAEMNaHHYo onepawuio
N KBanudpuunpoBaHHyto nomoub congaTty CLUA. N, KOHEYHO, O HeJOoyMEHUN Bpaden, 3a4eM Hy>KeH Oblin
BECb 3TOT LUMPK C LYMHbIM LWTYpMOM GomnbHUUbl - 12 BbIOUTBIX ABepew, OcCnennsiowmne CBeTOoBble
rpaHaTbl, Kyda congaT C nasepHbiMW Mpuuenamv M Kpvkamu «go, go, go» HOCALUXCA MO 3[4aHWuIo,
pasnomaHHas cneukpoBaTb, Ha KoTopon nexana [xkeccuka JInH4y. Bcio cueHy ocBoGOXOEeHMST CHUManm
HaxoauBLUMECH B rpynne 3axeaTta ABa ornepartopa C Bugeokamepamu n oguH cpotorpad. Y COTpyaHMKOB
BonbHMUbI, XOTb W HaTepneBLUMXCHA CTpaxy, ObiNo Takoe BneyaTrneHue, CrOBHO WAYT CbEMKU
ronnueyackoro 6oesuka ¢ CunbBectpom CtannoHe nnu [hkekn YaHom - BeOb B 34aHMM He ObINO HU
OHOrO BOOPYXKEHHOro Mpakua...

Euwe Heckonbko MecsaueB cnycta, 17 wuionsa 2003 roga, amepukaHCKoe BOEHHOe KOMaHAoBaHue
onybnvkoBano odwuumanbHble pe3ynbTaTtbhl paccnefoBaHMs TOro, 4YTO Xe B OeNCTBUTENbHOCTU
NPOM30LLIIO C aBTOKONOHHOM [Ixxeccuku JIMHY B npakckoln nycteiHe. Ha 15 cTpaHunuax nogpobHoro otyeTa
B [JeTansax BOCMPOM3BOAMTCA WUCTOPUS O TOM, CKOfb TPYCTHBIM, XXECTOKMM U Ge3gapHbIM 3aHATUEM
aBnsietca BonHa. O Tom, 4To nocne 60 YyacoB Maplla B neckax MyCTblIHW 5-TOHHbIA FPY30BUK, KOTOPbIM
pomkHa Obina ynpaeBnatb [Dkeccuka JIMHY, yxe Obln HEMcnpaBeH, U B aBTOKOJSIOHHE €ro Taliui Ha
Oykcupe 10-TOHHbIN Tarad. O TOM, YTO JaXe CO CBEPXCOBPEMEHHON TEXHUKOWN HaBUraumm u KapMaHHbIMU
GPS-npuemHukamn Ha gopore B NyCTbiHE OYeHb Nerko 3abnyamtbes, 0cobeHHo Koraa u3s-3a 6apxaHoB B
Tebs cTpensier HeBMAUMBIA NPOTMBHMK. O TOM, YTO MPU MOMbITKE pPa3BEpPHYTbCS Ha Y3KOM [Jopore
TSOKENble MalUWHbI TyT Xe Ge3HafdexHO yBA3NM B MArKOM Mecke, NeperopoamB K TOMY Xe OCTallbHbIM
Jopory k oTctynneHuto. Moa HapacTaBLUIMM OrHEM MPOTMBHWMKA BbIICHUMOCH, YTO MOYTU BCE OpyXue
aMepuKaHCKNX congaT 13 rpynnbl TEXCHAbXeHMs CTPEnsiTb He CMOCOBOHO - ero TyT e 3aKMMHUITO, CKopee
BCEro u3-3a necka u HeBepHoro yxoaa. [Keccuky u elle HEeCKONMbKMX ConaaT B 3aCTPSABLUMX IPy30BMKax
nogobpan 6onee nerkmn mpxmn Hummer. Ha NOBbILWEHHON CKOPOCTU MallMHa cTana yxXOAWUTb U3 30HbI
obcTpena, HO nocrne ogHOro M3 nonagaHum noTepsna ynpasrieHWe 1 Bpesanach B CTOSBLUMIA Ha gopore
Tarady. Ha atom cunbHenwem ygape, cobcTBeHHO, BovHa [xeccukun JIMHY 3akoH4YMnach, NOCKOMbKY Mpu
CTOMKHOBEHUM el nepenomMano KOCTWU HOr, pyK, fionatky u pebpa. B cTonb yacHOM COCTOSIHUM OeBYLLUKa
nonana B NfieH - ee nogobpanu npakckme congartbl U oTBe3nu B rocnutans [SRO3].

B 3akntoyeHun apmemnckoro otyeTa noaBedeH UTOr 3TOW FPYCTHOW UCTOPUKM, HU B KakOM pakypce He
TAHyLWen Ha repoudeckyto. N3 33 congaT B 18 malumMHax XO35MCTBEHHOW aBTOKOMOHHbLI, rnonasllen 23



mapTa nog obctpen y ropoga Hacupus, 11 yenosek normbnu, 7 nonanu B NneH (LWecTepbiX HAWnM u
ocBoboaunum nosxe), octanbHble CMOrnM BbIGpaTbCs U3-No4 OrHA U BepHyTbCcA K cBouMm. Ho ocobo
cnenyert BblAeNUTb CamMyto NocneaHow dgpasy otyeTa: «CpaxeHue 3a 2. Hacupus dnunock ernnomes do 31
mapma, koe0a Kopryc MOPCKOU exombi 8 KOHEYHOM cyeme 83571 20p00 100 KOHMPOIIb».

A 3aTem, Kak BCe MOMHAT, B Houyb ¢ 1 Ha 2 anpens OOOMNECTHbIA aMepUKaHCKUA cneuHas
NPOAEMOHCTPMpPOBan MyUpy peansHoe TB-woy no 3axeaty LeHTpanbHon 6onbHMubl Hacupuu, rae HUKoro,
Kpome Bpayen u 605bHbIX, He 6bino. MuHucTp obopoHbl [loHanba Pamcdens B CBoux noxBanax Hasarn
onepauuto No oceoboxaeHuto JInHY «bnectawen n otsaxkHon» [RMO3].

Memyapbl n3 amHe3nun

HecmoTps Ha 4OCTYMHOCTb BCEX 3TUX MaTepuanos B VIHTepHeTe, OCHOBHasA YacTb aMepUKaHCKUX CPeacTB
MaccoBOMW MHGOPMaLMK NPOAOIPKAET NpUAEpPXKMBaTLCA HavYanbHOW, POMaHTUYECKO-repomyYeckon Bepcum
COObITUIA.

Camoe rnaBHOe B Takux yCroBUsIX - YTOObI HENOCPEACTBEHHbIE YYACTHUNKN CODBITUA HE COONTHYMNM HUYErO
nuwHero. YuTa caMblil NEPBbIN NPOKOM C «HEYMECTHOW» npecc-koHepeHuuen oTtua [xeccukn JlnHy, ¢
poaHen, GrIM3KMM U COCNY>XUBLI@MM repovHU NPOBENW, NOXoXe, Haanexaly paboty, Tak 4yto Gonblie
HWKaKMUX MHTEPBbIO, MPOTUBOPEYALLMX reHeparnbHON NIMHWK, B NPECCE yXKe He NOABMSANOChH.

Ho camas TpygHas ponb, KOHEYHO >e, Bbinana Ha Jonto camMon Aesywku. [locne nepeeoga B
aMepuKaHCKMA BOEHHbIN rocnutans [Keccuky CTpoXauliMM KOPAOHOM OXpaHbl orpaguvnm oT BceX
XXYpHanNucToB, a Bpadu noBedanu npecce, YTo y UX NogonevyHon Habniogaetcs cunbHenwasi amHesus.
Mocne Bcero nepexutoro JIMKHY, Ae, NPakTUYECKN HAYErO HE MOMHUT U3 NPOUCXOAMBLLEIO C HEN B Vpake.
Mpuryem ecTb BEPOATHOCTb, YTO NamsATb 06 3TOM He BepHeTCs yxe Hukorga... [FNO3].

Hanee nocneposana uenas yepeda Harpag ANst HOBOW HaLMOHaNbHOW rEPOWHW, BCKOSbIXHYBLUEN B
aMepuKaHCKOM Hapoge BOnHy natpuotu3ma, - «bpoH3oBasa 3Besga 3a oTBary», meganb «[lypnypHoe
cepAaue» 3a paHeHue B 6010, Meganb BoeHHonneHHoro. KomnaHmsa NBC mnarotoeuna o nogsure [keccuku
JIVHY XyOoOXeCTBEHHbI TenedunbM B XaHpe «repoudeckuii aKWH». Hy 1, HakoHel, CONMUAHLIA Mpu3 B
OEHEXHOM BbIpaXeHun - roHopap B 1 MUNMAMOH [JONMapoB 3@ KHWUIY BOCMOMMHAHWN, KOTOpble
NnoAroToBIIEHbI COBMECTHO C ObiBLIMM penopTepoM raseTbl New York Times Pukom Bparrom. To, 4yto nges
aMHe3nn U MeMyapbl Kak-TO HEBaXKHO APYr C APYrOM CTbIKYKOTCS, HUKOro B JA@HHOW cuTyaummn ocobo yxe
He BOMHyeT. N3BECTHbI COCTBIKOBKU U MOKPYYe.

NMNoameHa peanbHOCTH

He Bepb rnasam cBoum

3umon 2000 r., BcKOpe nMocne rpaHOMO3HbIX HOBOrOAHMX MNpPas3gHEecCTB MO MOBOZY BCTYMNiEeHMs
yerioBeyecTBa B HOBbI MUSINIEHWYM, B aMepPUKaHCKMX CpeacTBax MaccoBOW MHGOpMauMu npousoLuna
Hebonbluas, HO MO-CBOEeMy 3HaMeHaTenbHasa notacoBka. OgHa ruraHTtckas komnanus, CBS, BnonHe
YMBILUMIEHHO MpULLIEMMNA ApPYryto ruraHTckyto komnaHnuio, NBC. KoOHKypeHUuusi ecTb KOHKYpeHLMs, |
NoAo6HbIX NCTOpPUIA, B OBLLEM-TO, Cry4yaeTCs Ha PbIHKE NO AIOXKUHE B O€Hb, HO Y 9TOM UMEeeTCcs OAWH
BeCcbMa npumedartenbHbii acnekt. CyTb ero TakoBa, YTO TENEKOMMNaHMM HOBOCTEN YXKE Ha perynsipHown
OCHOBE WUCMOMb3yT KOMMbIOTEPHbIE TexXHomorun umndposon o06paboTkM u3obpakeHuid, 4ToObl B



peanbHOM macliTabe BpeMeHM «KOppPeKTMpOoBaTb» BUAEOPSA, NoAaBaembli No4 BMAOM >KMBOW, SIKOObI,
TpaHcnaumm. MNMpuyem genaetca 310 6e30 Beakoro yBegomneHns sputenen [BHOO].

KoHkpeTHO B gaHHOW cuTyauuu npousowno crepywouwee. Bo Bpems TpaHCnsauum MacCoBbIX MYNSHUA B
HOBOIOZHIOK HOYb Ha HbO-MOPKCKoW Tammc-ckBep komnaHms CBS News TwiaTenbHO BbluMLLana ¢ SKkpaHa
CBETSLUMECS PEKMAMHbIE WNTbI KOHKYpupytoLwen pmpmbl NBC, noameHsas nx cobcTBeHHOW peknamoin. B
NBC 371 MaHunynsumm, eCTeCTBEHHO, 3aMeTUNN N NOSHANU LWyM B npecce. TyT e BbIACHUIIOCh, YTO
CBS News 3aHMMaeTCst 3TUM perynspHO M Mo MeHbLUEN Mepe HEeCKONbKO MecsLeB, C Tex nop, kKak 1
Hosi6pA 1999 r. B cTyaum ObINO YCTAHOBMEHO HOBOE KOMMbOTEPHOE obOopyaoBaHue. Boobuie-To
undpoBoe peaakTUpoBaHWE BUAOEOM30OPaKEHUN NPUMEHSETCA NPaKTUYECKU BCEMMU TENeKoMMaHusmu,
OCOBEHHO B OTHOLUEHWW PEKMaMHbIX LUMTOB Ha CMOPTUMBHbBIX COCTA3@HUSAX, HO €lle HWKTO CTOSb
OTKPOBEHHO HE MCMONb30Basn 3aMaH4MBYyl0 TexHosnoruto B TeneHoBocTax (B CLUA cpean paspaboTymkos
cuCTeM BUPTyanbHOW BCTaBkM peknambl B TB-nepepaun Havbornee nonynspHel dupmel  PVI
(www.pvi-inc.com) n Sportvision.).

MpunomHunu, npaega, cnyyvam 1994 ropa, korga TtenexypHanuctka ABC Koku Pobepte, He nokupas
CTyauto, Bena sikobbl penopTax ¢ Kanutonuinckoro xonma, HakMHyB NnaLlmk 1 NoMecTnB Ha 3agHeM (poHe
KapTUHKY 34aHus napnameHTa. Ho B TOT pa3 v XXypHanucT, U NpoAlcep nepesayn nosyvyunu HaroHsn 3a
3r0ynoTpebneHne TEXHONMOrMsaMK, a KOMMaHus nybnmyHo M3BMHMNACh 3a YMBbILWEHHOE BBedeHue
obuiecTBeHHOCTU B 3abnyxaeHue. Tenepb xe obcyxaeHne ncropumn ¢ CBS News ceenock k HyaHoOBaTon
ancKyccum 06 «3TUYHOCTU UINU HESTMYHOCTUY» CUTyauuu, korga opHa 6oratasi KOMNaHWs He >xenaet
3agapoM peknamupoBaTb Apyryto 6GoraTylo KOMMaHWIo, NPUMEHSs Ans 3Toro Hosewwme LudpoBble
TexHonormm. Ho monyTHO MHOrme 3agjanucb u Gonee XMBOTpEneLyLMM BOMPOCOM: KyAda e Boobuie
MOXET 3aBecTu 00LecTBO NofobHbIV Noaxon Kk nogadye HoBocTen? Tem Gonee, YTO peknamHble TPHOKK
CBS News no HebonbLIOMY «MCMpaBAeHNio» peanbHOCTY - 3TO Bedb Tak, AeTCKMe Wanoctu. TexHonoruum,
nexaline B OCHOBE MaHMNynsauui BUAeou3oOpakeHuem, MO3BOMAKT OpraHu3oBbiBaTb M Kyaa bonee
Cepbe3HbIe TPHOKN.

Mna3 Turpa

BecHont 1 netom 1999 r. komaHga uHxXeHepoB amepukaHckown kopnopauun Sarnoff (MpuHCTOH, wWT.
Hbto-[xepcn) MHTEHCMBHO paboTana B uTanbsHCKOM ropoge BuueHua, roe Ha BoeHHoW 6Gase Obin
pa3BepHyT OnepaTuBHbIA LLEHTP coto3Hbix cun HATO, BeayLmx 6oesble aevicteus B KOrocnaeun. PaboTta
MHXeHepoB Obina cocpefoTodeHa Ha TpaHcopMaumm WX 3KCNEPUMEHTaNbHOW  KOMMbOTEPHOWN
TEXHOMNOMMKM B 3(PPEKTUBHBIV BOEHHBIN MHCTPYMEHT AN GbICTPOro obHapyXeHUst 1 NO3ULMOHUPOBAHNS
cepbckort BoeHHoM TexHukn B KocoBo. MpoekT nony4yun HaseaHve TIGER- kak 3By4HOe cokpalleHue oT
HECKOJbKO Ky4epsiBOro crioBocoveTaHus «targeting by image georegistration», T. e. «ueneykasaHue no
reoperucrpaumm nsobpaxenun» [IAOO].

3apava cuctembl TIGER - GbicTpo obpabatbiBaTb XUBYH BUAEOCHLEMKY, OCYLLECTBMSIEMYIO KaMepoWn
BGecnunoTHoro camoneTa-passegyvka Predator, koTopbii napun Hag 30HoOM 6oeBbIX AencTBuin B KocoBo
Ha BbicoTe npumepHO 500 m. CyTb 06paboTkM B OBLLEM-TO MOXOXa Ha TPKOK C NOAMEHON peknambl, HO
34ecb 0ObekTbl peanbHo 00eBOM OGCTAHOBKM HaknagblBarnCb Ha LMEPOBbIE KapTbl MECTHOCTMH,
3abnaroBpeMeHHO co3faHHble C MOMOLLBI CPeACcTB BO3AYLIHOM M KOCMUYECKOW BUOOBOW pasBeKu.
Cuctema TIGER aBTOMatTMyecku BbisiBNsNA ABWXKYLLMECS LEenM U NpakTu4eckn MrHoBeHHo (3a 1/30
CekyHAbl) nepefaBana ornepaTtopamM-HaBOAYMKAM TOYHbIE reorpadguyeckMe KoopauHaTtbl cepbckon
TEXHUKM, NonasLlewn B none 3penust «MpegaTtopar». B npuMHumune, BblMMCNEHHbIE KOOPAMHATEI MOXHO BbINo
Obl cpady aBTOMaTMYECKM BBOAUTb B CUCTEMY HaBEOEHWSA BbICOKOTOYHOrO PaKETHOro OPYXXUS, OOHAaKo,
YUMTbIBasi 3KCMEPUMEHTAalbHbIA XapaKTep CUCTEMbl, OKOHYaTEINlbHOE pelleHue nepen yaapom 34ech
Bcerga npuHuMMan onepatop-yenoBek. Mo cBuagetenbctBy DARPA, areHTCTBa nepefoBblX BOEHHbIX
nccnegosanHmn CLUA, TtexHonorms TIGER Becbma akTMBHO ucnonb3oBanacbk nocriegHve Tpu Hegenwu



BOEHHbIX onepauui B Kocoso, koraa 6binv nopaxeHsl oT 80 4o 90 NpoLEeHTOB NOABMXKHbBIX LiENein.

Jliogn, XopoLwo 3HaKoOMble C BO3MOXHOCTAMW COBPEMEHHBLIX TEXHOMOMMI 3axBaTta Lenvu 1 MaHunynaummn
BI/I,EI,eOVI306pa>KeHVIeM, npekpacHO OCO3HaKT, YTO «KMBaaA» TeneBU3NMOHHaA TpPaHCNAUUA HblHE MOXEeT
CTaHOBUTbCSI CKOMb YrogHO JarnekonW OT peanbHO npoucxogawmx cobbitui. Kak rosoput HopmaH
BuHapcku, Buue-npe3vaeHT no uHdoTexHonornsMm B kopnopauum Sarnoff, «Bugetb - aTo Gonblue He
O3Ha4aeT BepUTb, cenvyac Bbl YXXe HEe MOXeTe 3HaTb, YeEMY OBEPATbY.

HemoHcTpaumst NogobHbBIX TEXHOMOIMYECKMX YyAec Nnoka YTo cnocobHa Npon3BoguTb Ha Nyonvky BecbMa
cunbHoe BrevaTnenne. B 1999 rogy Ha reononmMTMYEcKOW KOHepeHUMM O Mrcax M MuHycax
CNYyTHMKOBOW BMOOBOW pasBedkW WHTEPECHO BbICTynumn npodpeccop-nonutonor CTueBeH JIMBUHICTOH U3
YHuBepcuteta [xopmpka BawmHrtoHa. [Ans makcumarnbHOW HarnsagHoOCTV B NOATBEPXKAEHUE BCE TOMO e
Tesnca «BWAETb - 3TO HE 3HAYUT BEPWUTb», OH MPOCTO MPOLEMOHCTPMPOBAN ayauTopuM BUOEOPOSUK -
BbICTYMNEHME Ha NbAy 3HAMEHUTON urypuctkn KatapuHbl ButTt. CnopTcMeHka U3SALHO CKOMb3una no
nbOy W BOPYr B NPbRKKE MOSIHOCTLIO McYeana c akpaHa. Kamepa Bce Tak ke npogospkana CKonb3uTb Mo
nycTon nnowagke, ee 6optam n TpubyHam CO 3puUTENsIMU, NMOKa CTONb e BOSMWeOHbIM obpasom ButT
onATb He nosiBUNacb Ha 3kpaHe Yepe3 OecsTok cekyHA. KoHeuyHo, B kMHO MoAobHble crneuaddekTb
NPUMEHSIIOTCA AECATUNETUSIMU, HO TeNepb TO XXe camoe 6e3 Tpyaa MOXHO AenaTb U ¢ TeneTpaHcnauunei
B peanbHOM MacluTabe BpeMEHM.

HoBas apa B MH(popMaLMOHHbIX onepauunsax

[MoHATHO, 4TO CeKpeTHble CI'IeLI,CJ'IY)KGbI npounrHopunpoBaTtb nogobHble 3axBaTbiBaloOLME BO3MOXHOCTU
HUKaK HEe MOrIJNn.

B mae 1998 roga B r. ApnMHITOH npoxoawna koHdepeHuuss BoeHHon pa3segku CLUA, kak 06blMHO
cekpeTHas. OgHako, Ha OTKPbITOM YacTM MeponpuaTMa B TOT pa3 yganocb nobbiBaTb penopTepy
exxeHepgenbHuka Federal Computer Week. OH-TO 1 pacckasan o BecbMa Bne4vatnsitoLlen npe3eHTaumm, ¢
KOTOPOM 30€eCb BbICTYNUM YXe 3HaKoMbIn HaMm Mo nepsou rnase A-p [xkoH KOpeuko, HayanbHUK «oTaena
noaaepxkn nHopmaumoHHon BonHbly Passegynpasnexdns MO CLUA (PYMO). Cytb goknaga HOpeuko,
€CnM  nonb3oBaTbCs €ro COOCTBEHHBIM peyeBbiMM  obopoTamu, cBOgunacb K TOMYy, uTO
«pasBedbiBaTenbHoe coobuiectso CLUA nnogoTBOpHO KOMOWMHMPYET KOMMbKTEPbl C  TEopUsMU
KOrHUTUBHOW MCUXONOMMN, a NCMNOSMb30BaHWE MHADOPMALMOHHBIX TEXHOMOMMIA BO3BELLAET AN HUX HOBYIO
3py B MHOPMaLMOHHLIX onepauusax» [DVI8].

Mo cBupeTenbCTBY 3TOr0 3KcnepTa, pasBedcnyxObl TwaTenbHO M3yyalT Ccrnocobbl MCMNONb30BaHUSA
KOMMbIOTEPOB U rnobarnbHyto ceTb IHTEpHET ¢ uensio hopMUMpoBaHNs U pacnpocTpaHeHnst MHpopmauun,
npegHasHa4YeHHOW AN CKMNOHEHWS B HYXXHYHO CTOPOHY OOLECTBEHHOro MHeHus no Haubonee ropsyvm
nonmMTMYeckMMm Bonpocam. B kayecTBe COCTaBHOM 4YacTWM CBOEW TaK HasblBAEMOW MNporpaMmmbl
«ynpaBneHusi BocnpuaTUeEM» (perception management) pasBefbiBaTenbHOe COOOLLIECTBO B TeYeHUE
aecartuneTni opmupyet gesvHdopMauuio Ans CTUMYNUPOBAHUS MNONUTUYECKMX W3MeHeHun 6e3
NPSIMOro NMOMNUTMYECKOTO UMM BOEHHOTO BMELLATENbCTBA B TeX cTpaHax, rae CLUA umeloT 3HaunTenbHble
MHTepechbl, Taknx kKak Npak unmn CesepHas Kopes.

Onupascb Ha COBpPEMEHHble OOCTWXEHUA B obnactM MH(OPMAUMOHHBIX TEXHONOMWIA, pa3BeAcIyXOb
obpawatotes k K ansg paspaboTtkn 6onee CnNoxHbIX CPeACcTB NO MaHWMyNASAUUMUM U PacnpoCTpPaHEHWo
uMdpoBbLIX oTorpadui, BUOEOKMIMMOB W 3BYKO3anucenW fAna pacnpoctpaHeHus 4depesd KMHTepHeT
JOKYMEHTOB O HEMNPOMCXOAMBLUMX COObITUSX B HadeXOae CnpoBOLMPOBATb KenaTelflbHble peakuuu.
lOpeuko pacckasan, K npumepy, 4TO pasBefbiBaTerbHble CryXObl MOryT nbiTaTecs ybeautb nuaepa
Kakon-HMbyab CTpaHbl B HaABWralOLWEMCH MacCUPOBaAHHOM BTOPXEHUW, PaCMpOCTPaHAA  Kiuvnbl
BMAEOHOBOCTEW, U3o0paxatlme pasBopavnBaHue GONbLUMX BOEHHbIX CWM, HAMHOIO MPEBOCXOAALLMX
peanbHO CyLlecTByoLLMe.



[nga 6onee HarmsagHOW AeMOHCTpauun cBomx croB, KOpeuko npoaeMoHCTpUpoBan ayautopumn COBETCKYHO
goTorpacduto 1938 roga, Ha koTopon u3obpaxeH WMocud CtanmH B KomnaHum Hukonas Exosa,
TorgalHero rnasbl rocbesonacHoctu CCCP. Ha gpyron Bepcum Toro e cHuMKa EXoB «TexHu4eckmmu
cpeactBamMn peTywun» yganeH ¢ doTtorpacdmm 6e3 Kakux-nmbo crnemoB ero npucyTcTeus. B anmoxy
KpOBaBbIX pENpPeccuii, kKak MHOrMe MOMHSAT, 3Ta npoueaypa BXOAuIa B CTaHOAPTHbIA HAbop COBETCKMX
CpeAcTB Ansi NOCTOSAHHOIO BHECEHUS KOPPEKTMBOB B UCTOPUIO rocyaapctea. Kak Beipasunca KOpeuko, Ha
CErofHsAWHMA AeHb TOYHO TaKOM e npouecc «pacnbiieHna» PYMO MoXeT npuMeHaTbes K
BMAE03AMUCAM.

CTonb UMHWYHBIE Mapannenu ¢ ToTanuTapHbIM pexuMoM CTanvHa nokasanucb, BEPOSITHO, KOMY-TO B
aMepuKaHCKOM pYKOBOLCTBE 4epecyyp OTKPOBEHHbIMWU. W, HeB3upas Ha MWPOHWUIO MPOUCXOASLLEro,
TEXHOSOMMIO «pacnbifieHnsI» NPUMEHUNN K OoTKpoBeHuam HOpeuko - ¢ camTa exeHepenbHuka Federal
Computer Week poBonbHO nocnewHo ybpanu KpaTkui penopTax C NamMATHOW  KoHdepeHuun
passeacnyx6 B ApnuHrtoHe. (Cnycta Heckonbko neT, npaega, To NU ogyManucb, TO Nu 3abbinu o
NPEXHNX yKasaHusx, n nybnukauus BHOBb «BCMIbINa» Ha caunTe, CM.
www.fcw.com/fcw/articles/1998/FCW_052598 483.asp).

TpyOHO ckasaTb, KakMe elle W3bICKaHUS M 3KCMepuMMeHTbl pa3Befcnyxb Ha nonpulle MaHunynaummn
n3obpaxeHnem nNpPou3BenuM Ha amMepuKaHCKMe BnacTu pellawwmi addekt, Ho B koHue 1999 ropa B
Hegpax KIMHTOHOBCKOM rocagmuHuctpaumm CLUA pogmnacb HOBOCTb HECKONbKO WMHOro poga. bbino
omumanbHO OOBSABNEHO, 4YTO B MWHUCTEPCTBE OOOPOHbI  M3y4YnnM  BOMPOCbI  NMPUMEHMMOCTU
MeXAyHapOAHOro npaea K «MHMOPMAaLMOHHBIM OnepauusmMy», MpPakTUKyeMbIM BOEHHbIMU, U MPULLNN K
BbIBOOY, YTO CreHepupOBaHHblE C MOMOLLBI KOMMbHOTEPA M300paKeHns B  ONpeferieHHbIX
obcTosATENBCTBAX MOMYT CTaTb BOEHHBIM NpecTynneHneM. bykBanbHoO, ObINo cka3aHo criefytoulee: «[xoTs]
Mcnonb3yst TEXHWKY KOMMbIOTEPHOTO MOPQUHra, MMEEeTCss BO3MOXHOCTb co3faBaTb 00pa3 rnasbl
BpaeCKoro rocygapcrea, MHOPMMPYIOLLIErO CBOM BOMCKA O 3aKITHOYEHMM NMEPEMMUPUS UITN COrMnalleHus o
npekpawieHnn OrHsa», OAHaKo ecnvM 3To gabpukaumsi, TO MNOAOOHLIA TPHK «Obl1 Obl BOEHHBIM
npectynneHnem». Mo BceM napameTpam MNoAOGHbIN XO4 crnefyeT pacueHuBaTb Kak «BEpPOSIOMCTBOY,
WHBIMW CIOBaMM - KaK $BHOE HapylleHMe OOLWENpuHATBIX 3aKOHOB BOMWHbI. Takum ob6pasom,
aMepuKaHCKME BOEHHbIE COYNIM HEeobXOAMMbIM LUMPOKO OOBLSABUTL, YTO HA KMOEPHETUYECKUX MOorisX
cpaxeHun «BoopyxeHHble cunbl CLLUA 6yayT cpaxaTbCsl B MOMHOM COOTBETCTBUM C 3aKOHAMWU BOWHbIY ...
[DV99].

Octanocb  HEW3BECTHbIM, KakKMe WMEHHO KOHKPETHble MNpUYMHblI  unu  dakTel  nodygunu
BOEHHO-MONUTUYECKOE PYKOBOACTBO K NOAOOHBbIM 3asiBNneHusaM. Ho 3aTo 4ocToBepHO U3BECTHO apyroe. B
nepBbix u4ucrax sHeapsa 2000 r. repmaHckas raseta «®PpaHkdyptep PyHaway» coobwmna, 4To
BugeoneHta HATO, oeMOHCTpupoBaBLUasiCs B NpeablayLiem rogy no TeneBMaEeHUIO C Lienbio onpaBgaHus
ybuiictBa no meHblen mepe 14 rpaxgaHckux nuy B KocoBo, Ha camom gene 6bina cdabpukoBaHa.
MornbLumre nogn HaxoguNUck B Noesae, KoTopbli yHuuToXMUNM B anpene 1999 r. camonetsl HATO, 6ombs5
MOCT 4yepes peky KOxHaa Mopasa. B onpaBgaHue younctesa MUPHbIX XUTENen, npeacTaBuTenn BOEHHOIo
6roka Torga 3asBuUNK, YTO NMOEe3a ABUrancs CAMLWKOM ObICTPO, Y TPAeKTOpMM 3amnyLleHHbIX C CaMOoNeToB
pakeT MW3MEHWUTb ObINO YyXe HEBO3MOXHO. [nsi [OKYMEHTanbHOro MOATBEPXKAEHUS  Obinu
NPOAEMOHCTPUPOBaHbI BUAEOSMEHTbLI, CHUMAaBLLUMECS Tenekamepamu, YCTaHOBIEHHbIMM B 6GoeronoBkax
OBYX pakeT, YHU4TOXMBLUMX MOCT 1 noe3g [FPOO].

B OencTButenbHOCTM Xe, Kak Obifo YyCTaHOBNEHO COTPYAHVWKAMW HEMELKOW raseTtomn, 3T BUOEONEHTbI
OEMOHCTpUpOBaNnCbL CO  CKOpPOCTblO, B TpW pasa npesblWwawlwen peanbHyo. [lpeacrasutenm
komaHgoBaHua HATO B bproccene 6binv BbiHYXAeHbl NPU3HaTh AaHHbIN haKT, 00 BACHMB NpoucLlleallee
«TexHn4yeckon npobnemow». Ho caMbiM MMKaHTHLIM B 3TON TEXHWYECKON npobneme okasanocb TO, YTO
CYETUYMK XPOHOMETpPaXa, NOCTOSIHHO «LUENKaroLWMn» B Kagpe BUOEONEHTbl, NokasbliBan Npy 3TOM BOBCE He
YTPOEHHYI0, @ BMOMHE HOPMarbHY CKOPOCTb. [TOHATHO, YTO HMKTO M3 BOEHHbIX HE NoXenarn BgaBaTbCs B
noapobHOCTM TOro, Kakum obpas3om B BuAeONEeHTax MOryT MPOUCXOAUTb CTOMb YAMBUTESbHbIE
MeTamopdo3bl. Ho, y4uuTbiBAaA BO3MOXHOCTU KOMMBLIOTEPHBLIX TEXHOMOMMM, MOAMEHa Kakoro-to Tam
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CYeT4MKa - 3aa4va npocTo TpuBmMaribHas.

FoBOpUT N NnoKasbiBaeT

CerogHsa ycnewHo pelwalTcs 3agayn kKyoa 6onee crnoxHble. Ha koHdepeHumn Siggraph-2002,
TPaguUMOHHO cobuvpatolwen MWPOBYID 3NUTY KOMMbIOTEPHOW rpadvku WM aHumaumu, rpynna
paspabotunkoB n3 MaccadyceTckoro TexHonormdeckoro wuHctutyta (MTW) npeactaBuna HoOBYHO
nporpammy obpaboTku Buaeo3anuncu, NO3BOMSIOLLYID UMUTUPOBATbL NPOU3HECEHWE YENOBEKOM CroB U
hpas, KOTopble B AENCTBUTENBHOCTY TOT HMKOrAa He rOBOPWIT.

HeuTto nogobHoe genanocb opyrumu un paHblue. Hanpumep, B koHUe 1990-x pa3paboTymku TEXHOOMUK
Video Rewrite, coBmecTHO co3gaHHOM B yHuBepcuteTe bepknu u komnanum Interval, obpaboTtanu
KMHOXPOHWKY C 3anuCbld OAHOr0 U3 BbICTyNneHun npe3ugeHta [xkoHa KenHHean B 1962 rogy. B
pesynbrate 3ToM uUMpoBON MoOMdUKALMM pedb Mpe3ngeHTa MonofHWMIack AOBOSIbHO 3abaBHbIMU
opasamu, Hanpumep, «A HMUKorga He BeTpevarcs ¢ Popectom Mamnom» [EG02].

[maBHas »xe 0cobeHHOCTb HoBoW nporpammMbl MTU - HeBbiBanasi npexae peannucTUYHOCTb MOpdUHra, B
pesynbTaTte 4Yero 3puTenu, NpUHMMAaBLLME Yy4YacTue B TECTUPOBAHMM, OKasanUCb yXXe He B COCTOSIHUU
oTnuyaTb peanbHyl0 3anucb OT CreHepupoBaHHOW KOMMNblOTEPOM. Kpome TOro, HbIHEWHSS TexHuKa
KOMMbIOTEPHOM aHuMaumm OoOblMHO TpebyeT pyyHOW O0paboTKM NMpuU «CKMNevMBaHUU» KOMOMHUPYEMbIX
hparMeHTOB n306pakeHus1 roBoOpsILLEro, B TO BpeMs Kak TexHornornss MTU yxxe npakTuyeckn MosTHOCTLHO
aBTOMaTU3MpoOBaHa.

PopmMupoBaHUue «6a30BbIX» UL, NPOrpaMmmbl pe4yeBoro MopcguHra

Mporpamma noctpoeHa Ha OocHoBEe caMoOOyyaloLencs CUCTEMbl MCKYCCTBEHHOrO WHTEMNEKTa, Kotopas
nocrie aHanmsa 2-4-MUHYTHOrO BMAEOPOsMKa (HeobxoauMmbld ans paboTbl MMHMMYM) BblAeNsAeT Kaapbl,
npeAcTaBnsitoLLMeE NOMHBIA CNEKTP BO3MOXHbIX ABUXEHWUIA pTa 1 OKpyXKatoLmx ero obnacreit. Mocne vero
KOMMbOTEP CTAHOBUTCA cnocobeH CUHTEe3npoBaTb noboe BblpaxeHne nuua Kak KOM6I/IHaLLI/IIO n3
NMPUMEPHO MONYCOTHU «6a3oBbIX» NuL, obbekTa. 3aTeM MporpaMma NPoCMaTpMBaEeT BCHO MMEHLLYHCS
BMOEO03anucb, 0by4asicb TOMy, Kak N0 0TOGpaXkaeT NPOM3HECEHME KaXKaoro 3ByKa U Kak OHO ABuraeTcst
OT OOHOro 3ByKa K Apyromy. Tenepb, nonyyas HOBYHO NocrefoBaTenibHOCTb 3BYKOB, KOMMbLIOTEP MOXET
CreHepupoBaTb TOYHYIO KapTUHY ABWXEHWIA 06racTy pTa M akKypaTHO HanoXuTb 3TW ABWXKEHWUS Ha NULO
o6bekTa.



PaspaboTumkn NnpusHatoT, YTO B HACTOsILLIEE BPEMS BbiCOKas peannMcTUYHOCTL 0Opasa AoCTUraeTcs NuLlib
Ha MPOTSPKEHUWM OLHOM-ABYX hpa3, NMocrie Yero CTaHOBUTCS 3aMETHbIM OTCYTCTBME 3MOLMOHANbHOCTU B
nuue roeopsiwero. OgHako yxxe BeayTcsa paboTbl MO co3gaHuIo U Goree CroXHOM Modenu, cnocobHom
oby4aTbcs BblpaeHWo 6a30BbIX IMOLMIA YenoBeka. Tak YTO reHepaums 3MOLMOHAINbHON OKpacku 1 Bce
bonee [OCTOBEPHOro 3BYKOBOIO COMPOBOXAEHMSI CUHTE3UPYEMbIX CUEH - Oerno nuub BpemeHu. Hosas
nporpamma paspaboTtumkoB MTU yxe npumMeHsieTca Ha TeneBuaeHun ans dopmupoBaHust Gonee
npaBgonogobHOM MUMKKM MNpu Aybnske uuTaembiX OUKTOPOM HOBOCTEW C a@HITIMWACKOrO si3blka Ha
ncnaHckuin. NMoTeHunan nogobHON TEXHOMOMMN B KMHO U KOMMbIOTEPHBIX Urpax NoMCTUHE Hencvepnaem,
MOCKOJIbKY MO3BOSSAET PeanvCcTMYHO BO3POAUTL Ha 3KpaHe NBOoro us yxe ylenwmnx U3 XM3HU aKTepoB
U 3HAMEHUTBIX Ntogen.

Apkuii TOMy npumep - MHMUMATMBA HOXXKHOKOpenckoro npoptocepa Yyn LUvHa, BO3BpalwawLwero Ha
KMHO3KpaHbl nerengapHoro bpioca Jln, repos uenow cepuu KynbToBbIX ¢punbmoB 1970-x rogos o
mMacTepax BOCTOYHbIX eAuMHo6opcTB. CKOPOMOCTMXHAs CMepTb OT KPOBOWU3NUSHUS B MO3r obopsana
Kapbepy aptucta B 1973 roay, korga nocne kaptnH «Kynakun apoctn» n «yte [pakoHa» OH Haxoauncs B
caMOM 3eHuTe cnasbl. HecMoTps Ha npowegive roabl, dunsMbl ¢ bprocom Jln no-npexHeMy nonb3yTcs
nonynspHocTeto y 3putenen Asumn, Amepukn n Eponbl. Moatomy B 2001 rogy Yyn LWuH obbsiBun o
Hayane CbeMOK HOBOW KapTWHbl, B KOTOPOW Gnarogapsi COBPEMEHHbIM KOMMbIOTEPHbLIM TEXHOMOMMSAM B
rmaBHOW ponu BHOBb OyaeT BbICTynaTb NereHgapHbin  apTuct. CreHepypoBaHHbI  KOMMNbIOTEPOM
nepcoHax byaeT Ha paBHbIX y4acTBOBaTb B AEWCTBMM BMECTE C XXUBbIMW akTepamu u aktpucamu. [Ans
3TOro TlWAaTenbHO MNogobpaH CrnMCOK as3naTCKMX aKTepoB-CMOPTCMEHOB, 4YPE3BblYaNHO MOXOXe
UMUTUPYIOLLMX MaHepy 604 n aswxeHun bptoca Jin. C NnoMoLbl0 XOPOLLIO M3BECTHON B KOMMbIOTEPHOW
aHMMauMM TEXHOMOIMM «3axBaTa OBWMXKEHUS» C MakKCMManbHOW peanucTUMYHOCTbI0O MOOENUPYIOTCS BCe
CLeHbl cxBaToK «uudposoro Jlux». YTo e kacaeTca peun, TO npegnonaraeTcd, 4to 3a bpioca Jln byget
roBOPUTbL akTep C MOXOXWUM TOfI0OCOM, a OKOHYaTenbHOoe foBedeHne Tembpa U Mpo4YMX rofocoBbIX
HI0AHCOB 0 OPUIMHaNbHOrO 3By4aHusi BO3bMET Ha cebsa nporpaMmma cuHTesa peun [MS01].

OTOenbHOro ynoMmHaHUS 3acny>XMBaeT W HbIHELWHUMW YpoBeHb Hauboree npoABUHYTbIX MPOrpaMm
cuHTesa peun. C neta 2001 roga HayuyHo-uccnepoBatenbCckum LUeHTp ATT Labs 3aHumaeTtcs
KOMMepYeCcKMMun npoaaxamu cBOero nporpaMmHoro obecneyeHus Natural Voices
(www.naturalvoices.att.com). o cBMaeTenbLCTBY 3KCMEPTOB, HA CErogHSALHUA OEHb Yy 3TOW NpOorpamMmbl
HeT KOHKYPEHTOB B NpaBgonofobHOCTN BOcnpomn3BedeHust Tembpa, HI0aHCOB MHTOHMPOBaHUSA M NPOYMX
ocobeHHoCcTen HaTypanbHOro 4yenoseveckoro ronoca. Npy aToM nporpamma, OCHOBHas! Liefb KOTOPOW -
nepeBOd MeYaTHOro TeKCTa B CUMHTE3MPOBAaHHY peyb, CMOCOOHA rOBOpUTbL HE TONbKO 3apaHee
BbIOpaHHbIM rOMIOCOM, HO M 00y4yaTbCA BOCMNPOM3BEAEHUIO XOPOLIO BCEM 3HaKOMbIX FOJIOCOB
3HaMEHUTOCTEWN, KaK HblHe XMBYLUMX, Tak 1 AaBHO yweawmnx n3 xum3Hn [ABO3].

Ha npumepe Natural Voices yxe o4eBMOHO, YTO KNOHMPOBAHME YENOBEYECKOro rornoca AOCTUMO Takoro
YPOBHSI COBEpPLUEHCTBA, KOr4a Ha Cryx pasHuaua C OpuUrMHamoM CTaHOBUTCA HeowyTuma. B coen
«basoBori» BepcuMm ITO MporpammHoe obecrneyeHMe BbIWIIO Ha PbIHOK C  Tpemsi roriocamu
npodeccuoHarnbHbIX akTEPOB, OBYX MYXYMH W OLHOW XEHLMHbl. 3aTem Obinv gobGaBneHbl elle asa
ronoca- «pebeHka» n «b6abywkn». AKTMBHO BegyTcs paboTbl Hag BepcusiMUM NporpamMMbl AN PasHbIX
A3bIKOB U ONANeKTOB. YXe BbIMNyLLIEHbl BApUaHTbl «ECTECTBEHHbIX FONIOCOB» HA MCMAHCKOM, aHITIMACKOM,
paHLy3CKOM UK OPUTAHCKOM aHrMMACKOM 4A3blkax. [loka 4YTO KOMMNMEKT Takoro nporpaMmMHOro
obecrneyeHnsi CTOUT HECKOSIbKO ThICAY [ONMapoB, 1 OPUEHTMPOBAHO OHO Ha KOPMOPaTMBHBLIX KITMEHTOB,
TaKux Kak TenedoHHble KOMMNaHWK; (UPMbI, 3aHMMalOLLNECS CO34aHMeM NporpamMm AN YTEeHUS pasHoro
poaa TEeKCTOBbIX (PalnoB; M3roTOBUTENM BCTpavMBaeMbIX aBTOMaTU3UPOBAHHLIX peYeBbIX YCTPOWCTB U
TOMy nogobHoe. AcHo, YTo nepen GM3HECOM OTKPLIBAKTCS 3axBaTbiBalOLLME NEPCNEKTMBDI - MPUBIIEYEHNE
TONN HOBbIX KIMEHTOB C MOMOLLLIO JErko y3HaBaeMbIX [OfIOCOB CaMbIX 3HaMEHWUTbIX aKTepoB,
TeneBegyLMX WM MNOMUTMKOB, 060OPO UMTAKOLWMUX HYXHble TEeKCTbl abCoMOTHO MNPOM3BOSLHOIO
cogepxaHus. Ho TyT xe BCTalOT MHOrOYMUCHEHHbIE «CKOMb3KMe» BOMNpockl. KTo BrageeTt npasamu Ha
rorioc 3HameHuMTOoCTM? Hapsigy C NMOMHOCTbI0O CMHTE3MPOBAHHBIMK akTepamMu, MPOHWKAOWMMU HbHE B



KnHemartorpady, He BbITECHSIT NN CUHTE3UPOBAHHbIE TONOCa XMBbIX apTUCTOB? KoHe4HOo Xe, BCnnbiBaeT
CnoxHenwasa npobnema ¢ UMMTaUMen ronoca B MOLLIEHHUYECKMX Onepaumsax, NOCKONbKY B TenedgOHHbIX
neperosopax Ha4YMHaeTCH NONHOe pa3MbITUE FPaHUL, MeXOy «HACTOAWUM» N «NoaaenbHbIMY.

B HacTodwee Bpemsi npouecc obyvyeHus nporpammbl HY>XHOMY - «3aKa3HOMY» - FOMOCY BbIrnaguT
cnegyowum obpasom. Ob6napgaTene ronoca npuMxXoguMT B CTygulo, rOde B TeYeHWe [A0CTaTOYHO
npogomkuTensHoro spemeHn - ot 10 go 40 yacoB - HaunTbIBaEeT cneumanbHo nogobpaHHble TEKCThbI, OT
DeccMmbICrieHHON 4enyxu o Ou3aHec-oT4eTOB. Bce caenaHHble 3anucu HapesalTCs Ha KpOLUEYHbIe
3BYKU-(bparMeHTbl U B OTCOPTUPOBAHHOM BuAE XpaHsTca B Oase AaHHbIX. Tenepb, Korga nporpamma
3a4yMTbiBaeT MNPOM3BOMbHBIN  TEKCT, HYXHble parmMeHTbl ObiICTpO  um3BnNekawTcs w3 6asbl,
pekoMbuHMpytoTcsa u  GopmMupytoT Tpebyowmeca npeanoxeHusi. [aHHasi TEexXHOMormsi MMeHyeTtcs
«KOHKaTeHaTUBHbIA CUHTE3 peyun». [na Tex cuTyauun, korga B KadecTBe obnagaTens 3aka3Horo rofioca
durypupyeT LaBHO MOYMBLLAS 3HAMEHWUTOCTb, NoadupaeTcss MacCUB apXMBHbIX 3anucen Tpebyemoro
obbema. [MOHATHO, 4TO ecnu BAPYr 3MOYMbILMEHHMKM pelwaT noggenatb Yen-To rorsioc, OT HUX
notpebyeTcs «BCErO NULLILY HAKOMUTb HY>XHbIN 06beM JOCTAaTOYHO Ka4eCTBEHHbIX 3anMcen XepTBbl. ..

Mo cytn pgena, Takne nporpammbl kak Natural Voices M KOMMbOTEPHBIN MOPMOUHI BUOEOU30OpaKeHUS
NpefocTaBngalT Heucdeprnaemble BO3MOXHOCTU AN NPECTYnHbIX 3noynotpebneHui B Lensax
habpurKkaumMm NOXHbIX YNWK, Ae3vHdopMaLumn, NpoBOLMPOBaHUSA N Npocto obmaHa nybnuku. U cerogHs
MHOIMe 3KCrnepTbl N0 aHanu3y M3obpaxkeHui BCce Yalle npegnonaralpT, YTo cydaM B Onvkanwiee Bpems
npuaeTcs, BO3MOXHO, BEPHYTbCA K CPedHEBEKOBOW MPaKTUKe U MNPUHUMATb BO BHUMaHWE NULLb
nokasaHus Tex cBugeTenen, KoTopble Buaenu nponsoLwlelee cCoO6CTBEHHbIMM rna3amu.

HenpomapkeTUHroBoe Mo3roTpaxaHbe

B ycnosusx, korga o4eHb MHOMME OCBEOOMIIEHbl O BO3MOXHOCTSIX 3M0YNOTPEBNeHns KOMMbIOTEPHLIMM
TEXHOMOrUAMM, BCEM - W MOMUTMKaM, U BU3HECY - MPUXOOMTCA AeWCTBOBaTbL B 9TOM o6ractu Becbma
OCTOPOXHO.

Beab NpOTUBHUKN-KOHKYPEHTLI HE APEeMIoT, U Maneiias OnmoLHOCTb MOXET CaMbIM COKPYLUMTENbHbIM
06pa3oM ckasaTbCA Ha penyTauuv. Ho CrULLIKOM yX 3aMaHuMBble NMepCrekTVBbl OTKPbIBAOT Hay4yHble U
TEXHOIMOrMYeckme AOCTMKEHNUA Ha NYTW K YCTaHOBMEHWIO TOTarnbHOMO KOHTPOMS 33 MbICNSIMU «4enoBeka
u3 Hapoga» - a Bedb 3TO Mpeden MedyTaHWin MOEOnoroB W MapKeTonoros. PasHuua nuilb B TOM, YTO
OOHVUM HY)XHa MOCnyLIHas Kykna Ons BOMMOLeHUs uaen NonmMTUYecKoro pykoBoACTBa, a ApYrMM - AnA
HenpepbIBHOWM U MHTEHCUMBHOM MOKYMKW NOTPeOUTENbCKUX TOBapPOB.

BrnonHe ecTecTBEHHO M OOBACHMMO, 4TO W CTpaTern WAEONOrM4ecKoro MporpamMmMmnpoBaHns, W
crneumanucTbl MapkeTonorn 06bIMHO BGbIBalOT BECbMa CKPbITHbI, KOrga peyb 3axOAMT O NnogpoBHOCTSAX
KYXHW MaHWNynupoBaHNs YerioBe4YeckonW MCMXMKOW. Kak npaBuio, KOHKpeTHas W coaepxaTernbHas
nHOpMaLMa CTaHOBUTCA OOLLeAOCTYNHA MNWLb B TEX HEYACTbIX Cryvasx, korga n3obpeTarT 1 HaunHaT
packpyumBaTb Kakon-HMOyAb HOBLIV NEPCNEKTUBHBIN METOA «MO3roTpaxaHbs».

B koHue 2002 roga o HaMepeHUM NPOM3BECTU PEBOIOLUIO B MapPKETUHIE FPOMKO BO3BECTUMO MHTEPECHOE
Hay4HO-KOMMep4Yeckoe 3aBedeHne n3 ropoga AtnanTa (wT. bxopmkusa, CLUA) nog HasBaHueM «MHCTUTYT
Hayk o MblwneHun BpanTtxaycy» (BrightHouse Institute for Thought Sciences, thoughtsciences.com). No
CYTW CBOEW, 3TO MapKEeTUHroBasi KOMMaHWs HOBOrO TuMNa, MOMUMO MCUXONOroB cobpaslias nog cBoewn
KpbILWEN YYeHbIX-HEMPOU3NOMOIOoB 1 CNeumanncToB-MeamkoB Mo SAepHO-MarHUTHO-PE3OHaHCHOMY
CKaHMpOBaHMIO Mo3ra. 3gecb pa3paboTaH 0COObI MeTod «HEWpOMapKeTMHra» Ha OCHOBE MW3y4eHus
AMP-cHUMKOB ronoBebl, KOrga TavHble NPeanodTeHns noTpedbutens yctaHaBnmMBalTca N0 ocobon okpacke
cneumduryecknx obnacrten mosra, pearvpyoLmx NONOXMUTENbHLIMY UK OTpUUaTENbHLIMA 3MOLMAMW Ha
npeabsBrseMylo K oueHke peknamy. MNparmaTuyHble pyKOBOAMTENM KOMMNaHMN NPSMO 3a8BNSIOT, YTO Npwu
N3yYyeHUn peakumm yernoseka mMx abCOMTHO HEe MHTepecyeT, HpaBuTCA TOMy COBCTBEHHO peknama wunu
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HeT. [MaBHOe - 3TO YCTaHOBWTb, HACKOMbKO OHa 3deKTMBHA B MNOACO3HATENBbHOW CTUMYNALMMA MOKYMKN
KOHKpETHOro ToBapa unv B BolpaboTke 60mbLUen NoAnNbHOCTU K 6paHay MpMbl-3akasyrka uccrnegoBaHus
[JLO2].

MpuHATO cuuTaTh, 4YTO KOHLEMUMs HerpoMapkeTuHra pogunacb B 1990-e rogbl B [apBapackom
yHuBepcuTeTe. B ocHoBe MeToga nexaT pe3ynbTaTbl MCUXOJSIOrOB, COrMAacHO KOTOpbIM Okono 95
NPOLIEHTOB BCEW MNO3HABaTENbHOW AEATENbHOCTU YenoBeka W BCEro MbILWSIEHNs, BKMAOYasd 3MOoLMM,
NPONCXOOAT HWXKE YPOBHEW Hallero OCO3HaHMs, B MNOAco3HaTenbHon obnactu. [loaToMy OCHOBHas
3ajava, KOTopylt CTaBAT cebe MCUMXOonorm OT MapKeTUHra (M OT MONIUTUKW, eCTECTBEHHO), - 3TO Kak
nogobpartbcs K appekTMBHOMY MaHUMYNMPOBaHUIO MOACO3HATENbHOW AEeATEeNbHOCTbI0 Mo3ra. B koHue
1990-x rapBapgckun npodoeccop-mapkeTonor [bkeppn 3anTmeH paspabortan obwue meToabl
HelipoMapKeTuUHra, a Takke 3anaTeHToBas CrneLmanbHy TEXHOMOMMIO, NonyymnBLyo HasBaHwe ZMET, ot
Zaltman Metaphor Elicitation Method - «meTon nssnevenns metacdop 3antmeHa». B metoge ZMET ans
MpOLLyNbIBaHMSA MOACO3HAaHWS YerioBeka WCMonb3yloTCad Habopbl KapTUHOK, Bbi3blBalowMe Yy KrveHTa
MOMNOXMWTENbHBIA  3MOLUMOHANbHBLIA ~ OTKIMK M 3anyckalwwme CKpbiTble  obpasbl-«MeTadopbly,
CTMMynupytowime nokynky. locne 4ero Ha OCHOBE BbISIBMIEHHbIX MeTaop C MOMOLLBK KOMMNbOTEPa
KOHCTPYUPYIOTCS rpadpmyeckme Konnaxu, 3aknagblBaeMble B OCHOBY PEKIaMHbIX POfMKOB. M3BECTHO, YTO
MapkeTuHropas TexHomnornss ZMET BecbMa nonynsipHa y 3aka34yuKkoB, ee ucnonb3ytoT 6onee 200 dumpwm,
Takux kak Coca Cola, Procter amp;Gamble, General Motors, Eastman Kodak, General Mills, Bank of
America, Nestle. HoBbIl MeTOA4 HelpoMapKkeTUHra Ha OCHOBE MarHWTHO-PE30HAHCHOINO CKaHMPOBaHUS
Takke Mcnonb3yeT crneuvanbHO nogobpaHHble KapTUHKM M doTorpadun, HO peakumsi Ha HUX KIIMeHTa
ycTaHaBnvBaeTcs He 6ecefon NCUXornoros, a HeNOCPeCTBEHHbIM aHaNM3oM CHUMKOB MO3ra.

HeunsmeHHO N peBocxonH bIN pe3ynbTaTt

Ckonb e 3amevaTternbHbIMU MOryT OblTb pe3ynbTaTbl HEMPEPLIBHOM MPOMbLIBKM MO3FOB HACENEeHUIo,
HarnsagHoO  CBUAOETENbCTBYIOT pe3ynbTaThl OMNPOCOB  OOLWECTBEHHOrO MHeHusi. BoT, Kk npumepy,
nopasuternbHble uudpbl onpoca amepukaHueB, npoBeaeHHoro razeton Washington Post B asrycte 2003
roga no nosojy BoWHbl B Vpake.

Moutn 7 mn3 kaxapix 10 onpoLleHHbIX (TovyHee 69%) 3asBunM O CBOEW Bepe B TO, YTO MPAKCKUA nugep
Capgpam XycelH npvHMMan NMYHOE yvacTue B NoAroToBke TeppopucTnyecknx atak 11 ceHtabps 2001
roga... Nogo6GHon «Bepbl» NpuaepxmnBaTca OONbLUMHCTBO Kak pecnybnvkaHueB, Tak U OEMOKpPATOB, a
TaKkke Npoynx niogen, cuntaromx cebs HesaBNCUMbIMU OT FMaBHbIX NnonuTudeckux naptun [PRO3].

W 310 Ha hboHe Toro o4eBMAHOroO hakTa, YTo 3a ABa NPOLUeALNX roga agMMHUCTpaLmsa npesvageHTa bywa
He cMorna npeacTaBUTb HU eOUHOTO AoKa3aTenbCTBa, CBMAETENbCTBYIOLWLENO O KaKNX-Nnbo CBA3AX Mexay
Wpakom n opraHusaumen Anb-Kavaa, npeanonoxuTensHO HecyLlen OTBETCTBEHHOCTb 3a TepakTbl. HyXHbl
nn 3gecb bonee ybeauTenbHble CBMAETENLCTBA TOrO, HACKOMNBbKO 3(OdEKTUBHO MOXHO NMpOorpaMMmMpoBaTh
Maccbl Ha Bepy B Ntobyto vyLb?



naBa 5. Nnrocbl U MMHYCLI NepexBaTta

CTpaHuubl XXU3HU repos, 1940.

LUnnoHbl n machmnosun

Korgpa YuHcTtoH Yepuunnbe B 1940-m rogy crtan npembep-MUHUCTpPOM BenukobputanHumn, 1O AOns
YCTaHOBMEHUSA TeCHbIX CBSA3el C BbiClIMM pykoBoacTBoMm CLUA, BoBneveHus HenTpanoHon AMepuku B
BOMHY C [wutnepom w© Ana pasBopadvBaHus  KpynHomacwTabHom  pasBegbiBaTenoHon  /
KOHTppa3BedblBaTeNbHOW paboTel B 3anagHoM nonyLwapun, OH nocran BeCbMa HeOpANHapHOro YernoBeka
- kKaHagua Yunbama CTtuBeHcoHa. boeol netymk MNepBo MMPOBON BOWHbLI, YAauYNuBbLIA U3obpeTaTtens u
npeanpuHMMaTenb-MUNNMOHEP B MOCHEBOEHHbIN nepuon, CTUBEHCOH akTMBHO coTpyaHudan B 1930-e
rogbl ¢ GpuTaHckon pasegkon SIS (MHauve wmmeHyemon MI-6), nepenaBasi el LEHHble AaHHblE O
pa3pabaTtbiBaeMbix B [epmMaHuM BOOPYXEHUSIX U LUNGpOBanbHON TexHuke. Hesagonro go Havana Bropow
MUPOBON BOMHbI CTUBEHCOH BbI3Bancs nMYHO youTb uTnepa, npuyem nomoratb emy B 3TOW MUCCUU
HamepeBaricd OpWUTaAHCKUMN BOEHHbI aTTawe B bepnvHe nonkoBHUK MalicoH-MakdapnernH. Crtonb
Jep3kni nnaH cneucnyx6 Obin 3apybneH nuwb NMYHBIM - BMeLlaTenbcTBOM nopgda [anundakca,
TOrfalHero MMHUCTPa MHOCTPaHHbIX Aen BenvkobputaHmu.

BecHon 1940 r. CTMBEHCOH (Mony4ymBWIMK C nogayn Yepumnna ncesgoHum Intrepid, «beccTpaluHbii»)
Obln HasHayeH HayanbHWKOM HbIO-MOPKCKOM pe3naeHTypbl SIS, koTopas BMeCTe C CyLEeCTBEHHbIM
paclimpeHmemM QYHKLUMIA BCKOpe Mofyyuna u HOBOe HasBaHue - BpuTaHckMn LEeHTp koopauHaumm
besonacHoctn (BSC). Hu oguH 4yenoBek, BepoAaTHO, He caenan B 1940-e rogbl Gonblwe pAans
cTpaTerm4eckoro BOEHHO-MONMMUTUYECKOro conuxeHmss AMepukn n BenukobputaHum, Hexenun Yunbsam
CTVBEHCOH, BbLIMOMHSABLUMIA POMb NIMYHOrO [AOBEPEHHOrO MocpedHuKka MexXxay MpemMbep-MUHUCTPOM
Yepunnnem un npesugeHtom CLUA &. 1. Pyssenbtom. OH OTBe4Yan 3a KOOPAMHALMIO OBLLUMX yCUIUK
COMO3HbIX cneucnyx6 n 3a obmeH pasBefbiBaTENbHbBIMU AAHHBIMKM MexAy COoto3HuMkamu. Kpome Toro,
CTyBeHCOH oTBeYan M 3a 0cobo AenuvKaTHbIA y4acToK - Kkraccudumkaumilo u pacnpegeneHve cpegu
QHIMIMNCKUX, aMEPUKAHCKUX U KaHALCKMX TFOCYAapCTBEHHbIX CTPYKTYP CynepceKkpeTHbIX MaTepuarnosB
paguonepexsaTa cun epmaHum, B MaccoBbiX 00beMax AelundpoBaBLLMXCA BPUTAHCKON KpUNTOCYXO0N.

Hackonbko pgenukatHom Obina BCA cdepa BCKPbITUS HEMEUKOW Mepenuckn, Havbonee spKo
CBUAETENLCTBYET TO, YTO caM hakT 3TOM AEATENbHOCTU NPOAOIHKan COXPaHSATLCA B CTpOXalLIen TaHe
noyTn TpuauaTb NeT nocne okoH4YaHus BoWHbl. W aaxe 3atem, B 1970-e roabl BnepBble 06 aTOM cTano
N3BECTHO BOBCE He Gnarogapsi pacCeKkpeyeHHbIM roCcygapCTBEHHLIM apxvBaM, a U3 MEMYapHOW KHUMM
«TarHa VYnbTpa», BbinyweHHon B 1974 rogy Ha OCHOBE IUYHbIX BOCMOMWMHaHWUA OOHUM U3
HenocpeACTBEHHbIX YH4aCTHUKOB CBEPXCEKPETHON nporpaMmel, PpeaepukoM YuHtepbotemom [FW74].

ViccnepoBaHue Bcero cnekTpa npuyvH, Mo KOTOPbIM Ha CekpeTax AelwmndpoBaHus MbiTaloTCa yaepXaTtb
MOKPOB BEYHOW TalHbl, BbIXOOUT Aareko 3a npeaensl JaHHOW KHUMM. Ho ogHa 13 rmaBHbIX MPUYMH B TOM,
4YTO B [OEWCTBUTENbHOCTM NaBbl BENMKUX AepXXaB 4acTO 3HAT MHOro OGorblle, HeXenu npusHatoT
oduumnansHo. A ecnu uHdopmauua ob 3TOM BCe Xe BCNMbiBaeT, TO OBOHaxalTcs BCA IMKUBOCTb,
nmuemepue n 6ec4enoBEeYHOCTb BbICOKOW MONMUTUKM. CaMblil TUMUYHBLIA TOMY NMPUMEP - YHUYTOXEHWE
apmagov repmaHckux 6omOapaupoBLUMKOB aHrmuMinckoro ropoga KoBeHTpu, roe B pesynbrate ABYX
MacCUPOBaHHbIX aBMaHaneToB 6bINo yHUUYTOXEHO cBbiwe 50 000 3gaHun U TbMa MUPHOrO HaceneHus. B
KHUre YmHTepboTemMa BMepBble ObIIO pacKpbiTo, 4TO Yepumnnb 3apaHee 3Hanm O roTOBSALLENCs
MaccuMpoBaHHON Gombexke KoBeHTpW, OQHAKO He caenan HWYero Ans NpegynpexneHus u aBakyauum



HacerneHusl, onacascb, YTO 3TO KOCBEHHO pPacCKpPOeT Hemuam GakT gewmndpoBaHMs UX CEKPETHOWM
nepenuckn. B BocnomuHaHuax Yunbama CTMBEHCOHA, OnybnmkoBaHHbIX HECKOMbKO NeT ChyCTd, Takke
ynoMuHaeTcs AaHHbIn ann3of. MNpruyem CTUBEHCOH, C MPUCYLLUM LUMUOHY LMHM3MOM YTOYHSAET, YTO 3TO
WMEHHO OH pekomeHaoBan Konebasliemycs Yepunnno coxpaHuTb MHOpMaUMIO B TalHE - CITULLKOM YX
LUeHHbIM 6blfl UCTOYHMK, 4TOBbl UM puckoBaTb [WS76]. BoviHa ecTb BOMHa - XepTBbl HEU3BEXHbI.
(MHTEepecHO, 4YTO HECMOTpsi Ha He3aBMCMMOE CBMAETENbCTBO ABYX HEMOCPEeACTBEHHbIX YYaCTHWUKOB
COObITUA - BbICOKOMOCTABMEHHbIX COTPYAHMKOB pas3BedKM - MHOMME COBPEMEHHbIE UCTOPUKU
BenukobputaHmm noasepratoT 3TOT 3MNM304 CUINbHOMY COMHEHuMt0. Yepecdyp OH HenpuateH ans
oduumnanbHOM, NakMpoBaHHOM NCTOPUN.)

LleHtp BSC wmHTeHcMBHO 3aHmmancs BepboBkon areHTypbl B CLUA, a B KaHage cosgan cekpeTHyto
pasBeLUKony, rae roToBUvM AMBEPCAHTOB ANS AEACTBUM B ThiNy NpoTMBHMKA. CTMBEHCOH BO3rnaensan (a
Hepeaoko u duHaHcupoBan M3 COBCTBEHHOrO KapMaHa) camble pasnuyHble onepauun GpuTaHcKowm
pa3sBedkum B cTpaHax CeepHou, LleHTpanbHom u KOxHom Amepuku. Cpegm atux onepauun BSC, B
YacTHOCTU, ObINN HE TOMbKO PErynsipHble B3NIOMbl MOCOMBLCTB FrEPMaHCKUX COHO3HUKOB C LIENbI0 XMLLEHMS
WMPKITIOYEN MM CUCTEMaTUYeCKUA nepexsaT U NeprocTpauus AUnIoMaTUYecKorW MOoYThl, HO Takke
CPbIB aTOMHbIX 9KCMEPUMEHTOB [epMaHMM 1 «HEeWTpanu3auusy BbiSIBNIEHHbIX areHTOB pa3Bedku CTpaH
Ocun. Tlog nocrnegHum 06bIMHO nogpa3ymMeBanvcb YOWMIACTBA - rEPMaHCKMX LUMMOHOB  MPOCTO
oTCTpenuBanu, AaBunn B MNOACTPOEHHbIX aBTOMOOUIbHBLIX MPOMCLUECTBUSAX, BblbpacbiBanyM M3 OKOH
BbICOKMX 3gaHui. OTyeTbl O MOJOOHBLIX oOnepauusx BMOCNEACTBMU BOOXHOBMSNW aBTOPOB MHOMMX
LUMMOHCKUX POMAHOB, BKMOYas U 3HAMEHUTbLIN UUKN uctopun npo Oxerimca boHaa, co3gaHHbIN Konnerom
CTtuBeHcoHa no 6putaHckon passeake AHom dnemuHrom [OI89].

Mo npuynHe u4pesBblMANMHO CTPOrMX TpPebOoBaHWA K 3aCEeKPeYMBaHUID «rOCYAapCTBEHHbLIX TalH» B
Bputanuu, CLUA n KaHage, mHorve u3 gen CTMBEHCOHA M €ro KOMaHAbl Tak W OCTalTCs, MOXOXe,
HepackpbITbIMK MO cuto nopy. B 1945-46 rogax 6onbluon apxme gokymeHTauun BSC Obin nepeBe3eH Ha
OBYX rpy3oBukax u3 PokdennepoBckoro ueHTpa, roe 6bina Hblo-MopKCcKasi pes3naeHTypa aHrnu4yaH, B
«Jlarepb WKcy», cekpeTHylo passefwkony B kaHaackon nposuHummM OHTapuo. 3gecb nogd pykoBOOCTBOM
CTtmBeHcOHa Obin NOArOTOBMEH UTOTOBLIA CynepcekpeTHbIi AokyMmeHT The BSC Papers, mbicnvBLIMICS
KaK eOMHCTBEHHbIN oduLmManbHbi 0T4eT 0 gocTmxkeHnax BSC B rogbl Btopon mmpoBon BoWHbI. locne
4yero BCSA OOKYMEHTauus, rnexasluad B OCHOBE oTyeTa, Obina yHuutoxeHa. Cam xe oTyeT pasMHOXUIN
Bcero B 40 ak3emnnspax, M3 KOTOPbIX 24 ObiMM TakKe YHUYTOXEHbI elle [0 PacCbikU. YUIbsM
CTunBeHCcOH ocTaBun cebe Ha namaTb 2 KONUK, a ocTanbHble 6biny pasocnaHsl rmasam CLUA, BputaHuu u
Kanagpl. Bce npucsonnn gokymeHTty rpud Top Secret 1 ynpaTanu nornyoxxe B CEKPETHbIE apXMBbI.

3a nocrnegytowme 52 roga ynomMmmHaHne 06 3TOM JOKYMEHTE NPOMESbKHYIIO BCEr0 B HECKONbKMX paboTax
uccriegoBatenen, KOTopbiM MO3BOSUITN O3HAKOMUTLCS C JOKYMEHTOM Mo CTPOrMM MPUCMOTPOM. U nuiub
B 1998 rogy Hangxen YacT, nnogoBUTLIA aBTOP LUMMOHCKMX POMaHOB Y UCTOPUYECKUX UCCNeaoBaHum O
BTopon mupoBon BoOMHe, ucxuTpuncsa npuobpectn konmio otyeta The BSC Papers n B 1999 rogy
onybnukoBan ee, He UCNpaLUMBaAs paspeLLeHnNst HU B Kakmx MHCTaHUMSX, nod Ha3BaHuem «British Security
Coordination: TariHas uctopusi GpuTaHckon paseedkn B AMmepukax, 1940-1945» [WS98]. (daxe aToT
OTYET, 3aMETUM, HMKAK HENMb3S CYUTATb MOSHbLIM, MOCKOJSIbKY B HEM HU CITOBOM HE YNOMMHAEeTCs onepaums
Ultra. B 1946 rogy gaxe B COBCEKPETHbIX OTYeTax pa3BefKku roBoputb 00 ycnexax AewmncpoBaHus
3anpeLyanocs.)

BosBpalyasick xe B rog 1940, k nepBomy npubbiTvio CtuBeHcoHa B CLUA B kavecTBe pykoBOAMTENS
0Cc0B0 CEeKpeTHOM MUCCUM MU NINYHOIO MOCNaHHUKa Yepunnng, BaXHO NOAYEPKHYTb, YTO B AMepuke B TOT
nepvoa ObilnM elle O4YeHb CUIbHbI HE TONMbKO HEeNTPanucTCckue, HO U MpOrepMaHckue HacTPOEeHUs.
MoaTomy TecHble cBA3M Py3BenbTa, M3BECTHOrO CBOMM aHTUHALIM3MOM, C YXe Bedyllen BOWHy AHrnuemn
MOIMM BbI3BaTb CEPbE3HENLIMIA NONUTUYECKUI KPM3UC U Aaxe Hecnn B cebe yrpo3y mmnuumeHTa. Bce
ObINTO peLLeHO opraHn3oBaThb B CTPOron TarHe, B Ka4eCTBE e HageXHoro kaHana Yepumnnnb n CTMBEHCOH
BbliOpanu weda PBP (a Tenepb yxe n KoHTppa3Benku) darapa N'yeepa. bes yyacTnsi aToro yenoseka
pasBepHyTb B CTpaHe TalHble onepaumm n COTPYSHUYECTBO Crneucny>06 6b10 HEMbICITUMO.



HecmoTpst Ha cekpeTHyto nepenucky Yepunnnga n Py3eenbTta, «nogonTtn» K yBepy aHrmm4yaHe OSKHbI
ObIlIM caMoCTOATENbHO, 4YTOObI YXXe OH BbiBEN MX Ha npesvaeHTa. Bcio oty KOMOMHauu Yunbam
CTnBEHCOH npoBepHys AocTatoyHo 6ObicTpo, M B anpene 1940 roga [yBep npurnacun BaXHOro
nocnaHHuKa Ansi NeperoBopoB K cebe AOMOWM, B HOBbI OCOOHSIK, Kyda OH HedaBHO mepeexan nocne
cveptn martepu. OT uLenkoro B3rngaa pasBefunka He MOMNM YCKOMb3HYTh pasBellaHHble MoBcloay
nopTpeTbl 1 ¢otorpacdmm camoro lN'yBepa, a TakKe MHOrOYUCIIEHHbIE CHUMKW, KAapPTUHbI U CKYNbNTypbI
OpYyrnx ocoben Myxckoro nona. «Tam 6binm cTaTyaTKM OOHAXXEHHBIX MY>XYMH, - BCMIOMMHAIN BNOCNeACTBUM
CTuBeHCOH B MeMyapax, - CKynbnTypbl Ha necTHuue, wu3obpaxaBline MyXYnMH B [OBOSIBHO
OBYCMbICINEHHbIX M03ax»...

LLnvoHbl, kKak M3BeCTHO, Bcerga obpallalnT BHYUMaHWE Ha HETPaOMLMOHHYIO CeKCyasibHYl OpUEHTauuo
nofen, NockonbKy 34ecb Bceraa 3anoXxeH noteHunan ana 6yaywmx Manunynaumin. OgHako nepBUYHbIE
3a4ayn nocnaHHuKka 6binM coBceM MHble - TyBep cornacuncsa Ha COTPYOHWYECTBO, HO HenpeMeHHbIM
YCNOBUWEM BbIZABUHYI MHGOPMUPOBaHME 1 CaHKLMIO NpesnaeHTa, Ans Yyero ycrpourn CTUBEHCOHY BCTpeYy
c PyseenbToM. [lanbHelillee, kKak FOBOPUTCS, U3BECTHO.

CoBmecTHO ¢ ['yBEpOM aHrnMyaHam npuvwnock paboTtaTtbe 4OCTATOYHO TECHO, N Bckope CTUBEHCOH CUIMBHO
pasoyapoBarncs B wedge PBEP. Mo MHeHMIO GpUTaHCKMX pasBeqyMKOB, TOT HE YMeN M3BMeYb Nonb3y 13
MHopMaLMn, KOTOPYHD OHWM emy nocTaBnanu. Unu, Bbipaxasicb JOCTATOMHO AENVKaTHbIMU CIoBaMMu
OOHOro M3 LWWNWOHOB, «l'yBEpP YMEN MbICIIUTE TOMbKO Kak MOMUUENCKUA». [pyron LUNWOH, COTPYAHMK
OputaHckon passegkn A. M. Pocc-Cmut, pabotaBwun B CLUA B rogbl Bropon MWMpOBON BOWHBI,
BCMOMMHaN o6 3TOM B 3Ha4MTeNbHO Gonee Kpenkux BblpaxeHusx: «'yBep Obin MaHbSKOM, 3roMCTOM U
noasnieuom Bbiclier Npobbl. OH Gbln Halen NOCTOSIHHOWM FONOBHOM BOMbIOY.

3aTo npekpacHble W [oBepuTerbHble OTHOWEHUs ObICTpo crnoxunucb Mexgy CTMBEHCOHOM W
NOMKOBHUKOM YuUribsiMoM [JOHOBaHOM, KOTOPOro TPaauMLUMOHHO NPUHATO cYUTaTb «OTLIOM-OCHOBaTenem»
BHewwHen pa3segku CLUA. HeiHe, npaBaa, No Mepe pacKpbITUS CEKPETHbIX apXMBOB, Ha CBET N3BIEKaeTCcs
HECKOIbKO MHasa Bepcus poxaeHus LieHTpanbHoro passebiBaTernibHOro yrnpasneHus.

B 1996 rogy, kK npumepy, Bbila KHUra-uccrnegosaHme Tomaca Tpos, ObiBliero aHanutka n wrabHoro
oduuepa LIPY, noa Ha3eaHueM «[Oukuin bunn n becctpalHbii: [JoHoBaH, CTUBEHCOH 1 NPOUCXOXAEHWE
LIPY». Ha ocHoBe [OKyMeHTamnbHbIX MartepuanoB Tpou MOKa3biBaeT, KakK aHrUMNCKUME pas3BeavumKu
yrnsgenu B [JoHOBaHe MMEHHO TOro, KTo Obll MM Hy)XeH B BepxHem awernoHe Bnactu CLUA -
BMNUATENBHOMO, PELUNTENBHOIO, arpeccUBHOIO U YMHeWLWero 4enoBeka, ¢ OonblWON cumnaTuen
OTHOCUBLLIETrOCS K AencTeusiMm 6putaHckon passeaku. M nmeHHo CtueeHcoH nogdpocun [1oHOBaHy uaeto o
CO30aHMM elle OAHOW, HOBOW pasBeblBaTeNnbHOM CryXObl B [JOMOMHEHWE K MOMNYOHXKWHE YKe
UMeBLUMXCH, cnabdbix 1 ManoaddekTuBHbIX. [lOHOBaH nepegan 3Ty uaew npesuaeHty Pyssensty, B
pesynbTate 4vero B 1941 rogy poaunca «KoopguHatop mHopmauun». MaBov 9TON HOBOW CTPYKTYPbI
ctan Yunbsam [JoHoBaH, B 1942 rogy cnyx6a npeobpasoBanack B OSS, unu YnpaeneHne ctpaTerniyeckux
cnyx6, Ha 6a3e koToporo B 1947 rogy Obino cosgano LIPY [TT96].

Ocobbit nHTepec Ans GpuTaHckow pasBedku nNpeacTaBnsna VcnaHus, nockonbkKy OblNo YpesBblyaiHO
BaXXHO 3HaTb, HACKONbKO cepbe3Ho PpaHKko HamepeH nomoraTb Bonckam 'epmaHum B CeBepHon Adpuke
W OpYyrux permoHax. AHIMMNCKME areHTbl MPOHWKIN B MOCONBbCTBO VicmaHum B BalUMHITOHE M MOXUTUAW
(TaMHO cKonupoBanu) KPUMNTOKMNIOYM, YTO MNO3BONWNO BpuTaHun 4YuTaTb WCMaAHCKY LWNEPOBaHHYIO
nepenucky. OgHako uvcnaHubl MEHSAMM KNIoYM K Wwudpam Kaxabli Mecsd, Tak 4TO M aHrmmMyaHam
NPUXOOUITOCh EXXEMECAYHO HAHOCUTb HOYHbIE BU3UTLI B MoconbeTBO. Ho B 1942 rogy B CLUA 6bin npuHAT
3akoH Makkennapa, pagukanbHO YXECTOUMBLUMIM HakadaHue [Ans WHOCTPaHUEB, CXBA4yeHHbIX 3a
nogobHbIMK 3aHATUAMK. CTUBEHCOH yXXe OTNMYHO MOoHUMan, YTo npegcTtasnseT cobown Sarap [ysep, u
3Har, 4To NonbOoBHO ynaanTb 3Ty Npobnemy ¢ wedom PEP emy He ygacTcs.

AHIMMYaHaM He oOcTaBaniaCb HWYEro MHOTO, Kak PackpbiTb AaHHYH CTOPOHY CBOeW paboTbl Yunbsmy
[loHOBaHy M MOMPOCUTbL MOMOLLM Yy MOJSIOAOW amepukaHckol passedku. LaHcbl Ha ycnex 3gechb Gbinu
[0CTaTOYHO BEmNWKM, MOCKOMNbKY OTHOLIEHUA mexay LoHoBaHoM v [yBepom m3gaBHa Gbln OTKPOBEHHO



BpaxxgebHbIMM 1 HU ans Koro He Obinm TanHon. (Ewe B 1924 roay, korga [oHoBaH Oblfl MOMOLLHUKOM
MUHWUCTPa tocTuumm n paktmdeckum Boccom yBepa, OH Toxe Obin cpeau Tex, KTO pekoMeHaoBan
HasHa4yMTb MONIOAOr0 M amMOUUMO3HOTO 4YeroBeka Ha MocT W. 0. gupektopa biopo. Ho oveHb ckopo
[loHOBaH NOHANM, YTO CUIbHO OWKOCS, U KOrga peyb 3alwna ob oKkoH4yaTenbHOM yTBepxaeHun 'yBepa B
OVPEKTOPCKOM Kpecrie, He TONbKO BbICKa3arics peLumTenbHO NpoTMB, HO BOOGLLe Nnpeanaran yBOnuTb TOro
n3 muHucTepctBa. B nocneaytowme rogbl, BO BpemMeHa npasneHna PyssenbTta [JoHOBaH, MMeBLUWIA
3HaYMTENbHOE BNUSIHUE B pPecnyOnvMKaHCKOW napTuM, He pa3 MOoBTOPAS, YTO ecnu pecnybnukaHubl
BEPHYTCH K BNAcTW, TO OH caernaet Bce, 4Tobbl 'yBepa ¢ Tpeckom BbirHarnu.)

B ntore [loHoBaH, He xenaswuii BUaeTh B ['yBepe nomexy cBoen paboTe, NOLen aHrnMyaHaM HaBCcTpeyy,
n Tenepb yxe cneumannctel YCC B3sinu Ha cebs paboTy no perynspHoMy NpPOHMKHOBEHUIO B MCMAHCKOE
NnoconbCTBO M noxuueHutio wndpoB. Ho Ha 4yeTBepToM 3axone PBP apectoBano TMxXmx B3MOMLUUKOB -
peBHMBbIN [yBep He 6e3 ocHoBaHMK cuuTan nofobHble onepaTmBHble MeponpusaTus BHyTpu CLUA
UCKIMIOYNTENBHO CBOEW NpeporaTvBOW, a MOTOMY PEeLUWIT Haka3aTb 3apBaBLUYIOCS BHELUHIO pasBenKy.
B3belweHHbIi [loHOBaH (M3BECTHbIA CBOEWN Knuykon «dukui Bunn») B oTBET OTNpaBwi CBOMX NOAEW
cobupatb koMnpomaT nNn4Ho Ha N'yBepa u, B 4aCTHOCTU, Ha ero roMoceKcyarbHble OTHoWeHMs ¢ Knangom
ToncoHom [JPO1].

Muoro net cnycta Yunbam CTMBEHCOH TyMaHHO Hamekan, 4YTO MM YAanocb MONyuYUTb HEKWUW
KOMMpomeTupyloWmin matepuan Ha 'yBepa. OTo nomorano Bcsikui pas, korga gupektop ®BP HaunHan
YyNpsSIMUTLCA U HE XOTen COTpyAHMYaTb C pa3seakon. CoBeTHUK npesnaeHta Pyssenbta OpHecT KyHeo,
Takke MNPUYaCTHBIN K CEeKpeTam aHrno-aMepukaHCKOM OUnoMaTum, OTKPOBEHHO FOBOPUIT O TOM, YTO
CT1mBeHCOH «be3xanocTHo waHTaxuposan N'ysepa» [AS93].

Ewe ogHom opraHusauven, nogoOpaBLuer KM4YMK K caMoMy criabomy mecty aupektopa PBP, Gbina
Madusa. A KOHKpeTHee - ee rnaBHblA MO3r, «(PUHAHCOBBIN reHUn npectynHoro mmpa» Merep JlaHcku.
MpakTuyeckn BCe ero copaTHWMKW, BO3IMaBnsiBLUME NEreHaapHbIN raHrctepckun cuHgukat 30-x rogos,
KOH4MnM nnoxo. Jlakm JlioyaHo npoBen Gonbwe 10 net B THOpbMe, Gnarogapst COTPYyOHWYECTBY C
aMepuKaHCKOM pas3BefKow B roAbl BOWHbI Obil JOCPOYHO OCBOOOXAEH M AenopTMpoBaH B MTtanuio, roe
yMep CpaBHUTENbHO HecTapbiM 4yenoBekoM. barcu 3urens n ApHonbga PoTwTenHa younu kunnepsl.
Jlenke Byxantep 3aKoHYMN XU3Hb Ha ANEKTPUYECKOM CTyrne B TiopbMe CuHr-Cunr. A BoT Meriep JlaHckuy,
3aMeLUaHHbIN YyTb N HEe BO BCEX NPECTYNNEHUsX Machmm, NPOXMI Ha peaKoCcTb 611aronony4Hy X13Hb 1
ymep GacHOCNoBHO GoraTbiM 4YenoBEKOM Mo nackoBbiM conHuem Manamu B 80 ¢ nuwHum net. lMpu
'yBepe ®BP BnnoTe go 1970-x rogoB He Tporano JlaHcku, u, eCTECTBEHHO, TOMY AOMKHbI ObINM UMETbCH
O4YeHb BECKME OCHOBaHWS.

B kHure-nccnepoBanun OHToHM Cammepca «TanHas xu3Hb Jarapa 'yBepay» cobpaHbl cBMAETENbCTBA
raHrcTepoB 13 61IM3KOro okpyxeHust JTaHCKK, KOTOpble OT3biBaNIMCb O BOCCEe Kak O reHUK, Kak O YenoBeke,
KOTOpbIN «cobparn BCex U BCS BMECTE» U KOTOPbIA «mpwxan K Hormio darapa N'ysepay. o ux crosam, y
JlaHckm ObINKn cHUMKKM, 3anevaTtneBwmne 'yBepa B NMKaHTHOW cuTyauum ¢ Knangom ToncoHom. MNoatomy
JTaHckm 3akntoumn cgenky ¢ 'yBepom, KOTopki 06s3ancs He TporaTtb ero. 3To, N0 MX CrioBam, U BbINo Ton
NPUYNHON, NO KOTOPOWN UM AOSIroe BpeMsi He Npuxoamnock onacatbcs PEP.

B T0 ke BpeMsi Bce raHrctepbl NpM3HaBasu, YTo HUKTO M3 HUX 3TUX dpoTorpadmii He Bugen, a cam JlaHcku
HMKOrda U HU C KeM 3Ty TeMy He obcyxaan. Ho cpeam cBoux Bce e Mor oTnycTuTb No agpecy yBepa
rMYMAVBYIO YXMbINKY U 3aMedaHue Tuna: «Bedb 3TOT CYKMH CbiH Y MEHs B KapMaHe, He Tak nMnu?». Xoaunu
TakkKe pa3roBopbl HE TOMbKO O dhoTorpadusix, HO U O B3ATKaX, koTopble JlaHcku gaBan He camomy MyBepy,
a noasM 13 ero GNN3KOro OKPYXEHUS.

Bce 3710, KOHEYHO, NULLBL Pa3roBOPbLl HE CaMbIX AOCTOMHbLIX YneHoB obulecTtBa. Ho, k npumepy, B 1960-e
rogbl kaHaackasa Koponesckas KOHHas Nonuumsi nepexsaTtuna pasroBop Mexay OOHUM U3 NPeCcTyNHUKOB,
HaxoguBlmMmcs B KaHage, n Mewnepom JlaHckn B CLUA, rge rmaBapb Macmm 3a4nThiBan BblOEPXKKA U3
poknaga ®BP, HanucaHHOro Bcero 3a aeHb ao atoro [AS93].



B 1979 rogy cneuuanbHbIi KOMUTET amepukaHckoro KoHrpecca, nBa roga 3aHMMaBLUMACA
nepepaccrnegoBaHneMm obcroaTensctB youncrtea [xoHa KeHHeaw, yctaHoBun cBsa3n Mexay Menepom
NlaHckm wn [xekom Pybu, Bnagenbuem HouvHoro knyba, 3actpenuBwuM Jlm Xapeu OcBanbaa,
npegnonaraemoro younmuy npesvgeHTa. Huyero ceepx 3Toro, npaBga, KOMUTET YCTAHOBUTbL HE CMOT,
nockonbky Pybu 6bin yxe gasHo B Morune, a Mewnep JlaHcku Bbin HE TONBbKO OY€Hb YMHbIM, HO U Bcerga
ymen gepxaTb A3blK 3a 3ybamu. bnarogaps yemy v npoxun gonro.

Cnyx6a ru6kon mopanu

" CyA NPUCAXHbLIX, U aABOKaT, U 3K3EeKYyTOp

B mapte 2000 roga amepukaHCcKoe NpaBUTENbCTBO YCTPOUNO ANt MHOCTPaHHbIX XXYPHanNUCTOB HE COBCEM
OObIYHbIN MHPOPMALIMOHHLIN BPUUHE, B paMKax KOTOPOro BeiCTynun GeiBlwni anpektop LIPY P. [xenmc
Byncu. HeobblvHOCTE MeponpusaTMio obecneunBana cama Tema pas3roBopa, Haubonee KpaTtko
dopmynupyemas Tak - «[loyemy Amepuka LUMMOHUT 3a CBOUMM COKO3HMKaMUy». CnyCcTa HECKONbKO OHEN
nog aTmm HaseaHuem [bkenmc Byncu onybnukoBan euwe u cratbto B conugHom Wall Street Journal
[JWOO]. Mo cytn gena, n 6pnduHr, n ctaTes cTanu OTBETOM aMEpPUKaHCKMX BnacTten Ha BpoxeHus u
HegoBonbCTBO B EBpone, Bo3OyxaeHHble nybnukauven w oduunansHblM NpeacTaBneHVeM B
EBponapnameHTe 60nbLLOro nccrnegoBaTenbckoro otyeta «BosmoxHocTn nepexearta 2000» (kpatko, 1C
2000) [ICOO0], pycckui nepeBog OOKYMEHTa CM., Hanpuvep, 66.84.27.122).

OTOT [OKYMEHT, NMOArOTOBMEHHBIA OpuTaHckum >xypHanuctom [daHkaHom Kamn6enom, M3 MHOXecTBa
pa3HoobpasHbiX, HO BMOMHE [OCTOBEPHLIX WCTOYHWKOB cobpan WHopMauuto o AeATenbHOCTU
CyNepCeKPEeTHON aBTOMAaTM3MPOBAHHOW CUCTEMBI 3NIEKTPOHHON pa3Beaku Echelon. Cuctemy «3OwwienoHy,
rnobanbHO OXBaTbIBAKOLLYI NIIAHETY MyHKTAMWU nepexBaTa M aHanm3a KOMMYHUKaLUR, Ha MpOTSHKEHUN
HECKOIbKUX OEeCATUNETUI COOPYXKamno COLPYXECTBO pa3BeAcnyXO NATM aHrnosisbldHbix cTpaH: CLUA
(ocHoBHas cuna npoekta), Bennkobputanum, Asctpanuu, KaHagel u Hoson 3enaHamu.

MepBble ynomuHaHmst 06 3TOM cnucTteme Havanu nosBnsaTbesa B neyatu ewe B 1980-e rogel [DC88], ogHako
Hanbornee copepxaTtenbHbli MaTepuan Obiln cobpaH B KHMre HOBO3enaHACKoro mccregosaTtens Hukm
Xarepa «TaiHasa Bractb» [NH96]. Kak nokasanu nocnegyowiuve naprameHTCckue pasdupartenbcTBa, O
CYLLECTBOBaHUN «JOLIenoHa» 3HanuM pasBeacnyXkbbl MHOrMX 3anagHblx cTpaH. OgHako, BCE OHU
npegnoynTany nomarnkuBaTb, MOCKOMbKY CUCTEMa paguonepexsarta M AewmndpoBaHUa KOMMYHUKaLUA
BCerga cuvrtanacb BakHeMwum ¢opnoctoM 6opbbbl C KOMMYHUCTUYECKMM OGIOKOM, a ToTanbHas
CEKPETHOCTb BOKPYT 3ToW paboThl Obina rnaBHLIM 3ar10romM ycnexa.

Ho B 1990-e roabl B EBpone ctana pactu obecnokoeHHOCTb. oAbl nocne passana «nareps couuannsmar
WM, a OrpoMHble (JaBHO 3aHATble amMepukaHuamu) cTaHumm paguonepexBata MeHBuT Xunn B
Benukobputanun, bag AnbnuHr B ®PI, Takke Kak 1 npovne nofobHble 6a3bl NoMenbYye B ApYrMx MecTax,
COBEpPLUEHHO He MPOSIBASANN HUKAKUX MPU3HAKOB YBAOAHWS UMW CBoOpaudvBaHus. [OCKOMNbKY SIBHbIN
NPOTMBHUK C nonst 6utBbl ncye3, B CTapom CBeETE 3apOAWSINCH CUITbHblE MOAO3PEHUS, YTO Tenepb
MOLLHOCTU CTaHUMA B 3HAYUTENIbHOW CTEMNeHU MWCMonb3ylTca ANS LINMOHaXa 3a eBpPOonenckuMu
rpaxgaHamu un komnaHuamu. Bce atm onacennss v nogteepaun poknag Kamnbena 1C 2000,
BCKOJbIXHYBLUWI NpaBUTENLCTBA U NapflaMeHTbl MHOTMX CTpaH EBponbl, MOCKONLKY B 3TOM JOKYMEHTE Ha
KOHKPETHbIX NPUMepax NokasaHo, YTO «DLIENOH» He TOMbKO HapyLliaeT NpaBoO MUSITIMOHOB €BPOMENCKMX
rpaxkgaH Ha NPUBATHOCTb, HO U, CYAs MO BCeMY, UCNONb3yeTcs Ans NPOMbILLISIEHHOO LWNMOHAaXa B NOMb3y
aMepUKaHCKNX Kopriopauun.


http://66.84.27.122/contra/intercept/interc.html

BonHbl OT 3TOro Aoknaga Mnowniv HacTosbKo cuibHble, YTo BecHor 2000 roga Bonpoc o macwTabax
3KOHOMUYECKON pas3BedKM aMepUKaAHCKUX creucnyxb ocobo obcyxpganca B amepukaHCKOM KOHrpecce.
3aecb, Bnpoyem, n gupektop LIPY xopax TeHeT, n gupektop AHB reHepan-nenteHaHT Mankn XengeH
B CBOMWX BbICTYMIEHNSIX BCAYECKN 3aBEPUNM 3aKOHOAATENEN, YTO HE 3aHUMatOTCst NOAOOHLIMKU BELLAMW.
Bca ke wux  «gononHuTenbHas»  pa3BeddesiTeNbHOCTb, MNOMMMO  OCHOBHOM  3agaum  no
BOEHHO-MONMUTUYECKOW pa3Bedke, HarpaBrneHa NpOTUB TEpPPOPUCTOB, HAPKOTOPrOBLEB WM HE3aKOHHbIX
KaHanoB OTMbIBaHUSA OEHET.

Kak Bblpasunca TeHeT, «4TO kacaeTcd OOBMHEHWM B NPOMbILLIIEHHOM LUMNWOHAaXe, TO MPOCTO HeBepHa
cama uges, ByaTo Mbl 3aHMMaemcs cbopom passefblBaTeNbHOW MHAOpPMaUun Ans NPOABUXEHMUS
amepukaHckoro 6usHeca. Mbl He HauenuBaemcsi Ha MHOCTPaHHble KOMMaHuM, 4ToObl noadepXxusaTb
WHTEpecChbl HauWMOHanbHOW MHAyCcTpuu». OpHako, XOTa TeHeT M oTpuuarn, YTO MHOCTPaHHble KOMMaHuu
MoryT BbITb HenocpeacTBeHHbIMM Lensmu LIPY, oH Bce e npusHan, 4Tto B cny4asx, korga passegka CLUA
OoBHapyXvMBaeT MHOCTPaHHble Oep)kaBbl, NbiTAOWMECS «MOMelWwaTb amMepukaHcKoMy 6umsHecy urpatb
YeCTHO», TO 3Ta uHdOopMauna nepegaeTcs B Apyrme npaBUTENbCTBEHHbIE BEAOMCTBA, OTBevaLme 3a
cobniogeHne amepukaHcknx 3akoHoB [RWOO]. [Mpu atom TeHeT npeanoden He BAaBaTbCs B
noAapoBHOCTM O TOM, YTO Xe AenalT 3T «Apyrne npaBuMTEenbCTBEHHble BEAOMCTBa» C MOMyYeHHOW
NHOpPMaLMeEn 1 Kakvne BbIrogbl B KOHEYHOM CYeTe MOoMy4atoT OT 3TOr0 aMmepUKaHCKMe KOMMnaHuu.

TeHeT n XengeH, 4TO HasbiBaeTcsl, No JoONry cnyxbbl 006s3aHbl NMOMankuBaTb O HKOAHCAX CBOEN
pasBefbiBaTeNbHON paboTbl, OAHAKO YMHOBHWKM ApyrMx BepgoMcTB rocannapata CLUA 6Gonee
pasroBOPYMBbI, 1 OHU 3HAYUTENBHO MNOHATHEE OOBACHAIOT, YTO XKe CKPbIBAeTCH 3a CTOMb O6TEeKaemMbIMU U
TYMaHHbIMM (POPMYITMPOBKaMM TMaBHbIX LWNUOHOB CTpaHbl. Hanpumep, nmetoTca BnonHe oguumanbHble
NOATBEPXAEHUSA, YTO, MOMMMO NPOYEro, 3a rogbl agMuHUCTpaumm KnuHToHa amepukaHckas passBeka
nomorna «bonHry» o6onTn koHcopumym «A3pobyc» M npodaTh NapTvio aBnanamHepoB 747 CaygoBCKoWn
ApaBun, komnanun Raytheon - obonTtn dpaHuysckyto CSF-Thomson n npogate Bpasunun goporyto u
CMNOXHYIO cuctemy HabnogeHus, a komnaHum Hughes Network Systems - npogats MHOoHe3un cuctemy
cBSA31. Ho HauMHanmch Takoro poga onepauum elle paHbLue.

PsHgon ®opTt, oguH u3 ObIBLUMX 4YNEHOB pyKoBOACTBa biopo rocgenaptameHTa nNoO pasBegke W
nuccnegoBaHUAM, pacckasbiBaeT B UHTEPBbLIO, YTO 3aayM 3KOHOMWYECKOro XapakTepa Hayanu CTaBuTb
nepepn passeapbiBatenbHeiM coobuwecTteom CLUA B nepuoa agmuHucTtpaumm Oxopgxa Bywa [DCO1]. Mo
cnoBam dopTa, NEpBLIN TakoW cryvan (SBHO NPOAEMOHCTpUpoBaBLWMA benomy oMy, HAaCKONMBKO LieHHA
nogobHas uHdopmaums) npomsoLlen npu obcrtoaTenscTBax, korga CLUA, «ncnonb3ys obblyHblE METOAObI
pasBedkM B CUCTEMax CBSI3W», OOHaPYXWUMK, YTO «SAMOHUbI 3aHMMaloTCs nogkynom B Cupumy», nbiTascb
npodatb TaM CBOW SMEKTPOCTaHuuu. Ha gaHHbin cnydar obpatmnm BHMMaHWE, MOCKOMbKY 3TOT XKe
KOHTpaKkT CTOMMOCTbIO OKOMo mnonyMunnuvapga [JonnapoB nbiTanack BbIMPATb WM amepuKkaHckas
KoMnaHus. B pesynbTtate «Obin NpegnpuvHAT TUXUIA NOAXO0A K CUPUIACKOMY MPaBUTENBCTBY» M COOBLLEHO,
yto ecnm Cupusa 3avHTepecoBaHa B ynydweHun oTHoweHun c¢ CLUA, To en He no nymm ¢
B3SITOMHMYECTBOM. B UTOre KOHTpaKT BblMrpana amepukaHckass KOMnaHus.

B pasBenky nonagaeTt macca BCSIKOrO poga «nobo4Hon nHpopmaumum» B xo4e rnobanbHoro cnexeHus 3a
KaHanamu cBs3u. [Ons paguonepexsaTa MCNonb3ylTcs opbutanbHble pasBefbiBaTenbHble annapatbl,
0oTBOAbl OT kKabenbHbIX MarncTpanen, MHOXECTBO CEeKpeTHbix 06a3 no Bcew nnaHeTe, OGepyLmux
MHOpMaLMIO OT CMYTHUKOB CBHA3M M paguoceTer, a Takke npoyve nodobHble cpeacTtBa, yToObl B
aBTOMATUYECKOM peXnmMe Hakannmeatb M obpabaTbiBaTb TenedoHHbIe NeperoBopbl, TenerpadgHblie u
rakCUMUITbHbIE COOOLLEHUS!, SMEKTPOHHYIO MOYTY U ApPYrne BCEBO3MOXHblE BMAbI TENEKOMMYHUKALMNA.
dakTnyeckn, u3 ITOro0 WCTOYHMKA, Mo crnoBam PopTta, gobbiBalTCA oOkono 85 NpouEeHTOB BCEX
passegaaHHbix CLIA. Ho nocne wctopum ¢ Cupuen, ecnu B noToke AoObiBaemMon WHopmaumm
oBHapyXMBanocb HEYTO B TOM Xe Ayxe, TO B pa3Befke «CTanu npeanpuvHuMaTh ynpexaatowme Mepbiy,
Hakannveas B 6ase JaHHbIX MO 3TOW TEME Yyxe BCe, YTO MOXHO cobpaTtb. Ha ocHOBe HakommneHHow
WHpopmaLmm aanee ctanu NPoBOAMTbL M COOTBETCTBYHOLLME NONUTUYECKUE LLary.



MpenctaButens rocgenaptameHta CLUA oTnpaBnancad Kk  «HOMWMHANbHO YUCTOMY» YENoBeKy B
WHOCTpPaHHOM MpPaBUTENbLCTBE U COOOLLan TOMy, YTO «KOE-KOro CXBaTWUMM 3a PYyKy HEMOCPEACTBEHHO B
DaHKke ¢ BapeHbEeM, MO3TOMY He MeLlano Obl 06paTUTh BHUMaHWE 1 Ha koMmnaHuto n3 CLUA, yyacTsytoLLyto
B KOHKypce». B HekoTopbIX criyyasix 3TO MpYMBOAWIO K Mepedadye 4acTu KOHTpakKTa aMepuKaHCKOW
KOMMaHu1, B OPYrux - amepukaHuam coBeToBanm 60poTbCa ¢ COBCTBEHHbIMU B3ATOYHUKaMKU. HO nHorga
dupme 13 CLUA gocTtaBarncs n BeCb KOHTPAKT LENTIMKOM. «YPOBEHb ycnexa 3aBUCUT OT B3aMMOOTHOLLIEHWI
CWA »n gaHHOM cTpaHbl... ATO 4YacTb OOLUel NONMUTUYECKOW OUHAMUKU. A He 4YTO-TO TaKoe, YTO €l
ynpaBnseT», - otMedaeT PaHgon doprt.

B pokymeHTax, cCOMpOBOXAaBLIMX Mepedadvy Bractv, agMuHucTpauus bylwa coBeToBana komaHge
KnuHToHa yaenuTb 3TOMY HanpaBfeHWio MOBbILEHHOE BHUMaHwe, u 6narogaps yCUnMsSM  HOBOW
agMMHUCTpaunMW 34ecb NPOABUHYMMCH 3Ha4YMTenbHO danblie. C60p SKOHOMUYECKMX pa3BeddaHHbIX cTan
nonutukon. B LUPY ctanu usgasaTb HOBbIN eXeOHEBHbIN pasBedblBaTenbHbI COOPHWUK Nog HasBaHWEM
«Daily Economic Intelligence Briefing». NonyunBlwnin BbICLUMA YPOBEHb CEKPETHOCTWU, OH MnevyaTaeTtcs
Bcero B 100 ak3emnnspax M paccbinaeTcs BbICLIEMY PYyKOBOACTBY B bernom gome u pykoBogutensam
AenapTaMmeHToB B npasutenbcTBe. U3 yeTbipex exeaHeBHbIX cOOpHMKOB, rotoBswmxca B LIPY, 6onee
OrpPaHNYEHHbIV KPYT OONYLLEHHbIX NnL MMeeT nuib Opowtopa «President's Daily Briefing» ¢ Tupaxom B 32
ak3emnnsApa. Ha crpaHuuax «OKOHOMWYECKOro pasBeAblBaTeNlbHOTO eXeAHEBHWKa» Ha perynsipHon
OCHOBe nosiBnseTcs MHpopmauns 06 MHOCTpPaHHOM B3ATOYHMYeCTBe. B MuHuctepcTee Toproenu, B CBOO
ovepedb, 3TN pasBefAaHHble 00BLEAMHAITCS BMECTe C ApYyrov uHdopmauven APYrnx UCTOYHUKOB B
cneumanbHOM oTaene noA HasBaHWeM «LleHTp s3awuTtbl», ydYpexxaeHHOM B CBOE BPEMS MWHUCTPOM
PoHanbgom BpayHom. [losavmctBoBaB TepmwuHonornto y LIPY, BpayH rosopun, 4to atoT LleHTp
«BbIpaBHMBAET WUrpoBOE Mofie U COAENCTBYET OTKPbITOMY COPEBHOBAHWIO Ha MEeXAyHapOoAaHOW apeHe
Toproe» [RWQOO].

Ho Hm y koro, noxanyw, AaHHOe HanpaerneHue paboTbl HE BbI3bIBAno CTOMb OYpPHOro aHTy3nasma, Kak y
aupektopa LPY [Dxenmca Byncu, koTopbin cnegyiowmm obpa3om onuckiBan paboTy pasBeaku B CBOEWN
peyn B BaWMHITOHCKOM LleHTpe cTpaTernyeckux n MexayHapoAHbiX uccnegosaHui B utone 1994 roga
[JW94]: «To, 4to Mbl genaeM B KOMMep4veckon obnacTu, - 3TO OYeHb cneuuduyeckass BeLlb.
AmepukaHckme kopropauun obsasaHbl AeNcTBOBaTb B COOTBETCTBMM C 3aKOHOM, MMeHyembiM Foreign
Corrupt Practices Act (3anpewarowm BCEM rpaxgaHam, KoMmnaHusiM 1 npeactaButenbctBam CLUA
npegnaratb B3ATKM MOObIM rocy4apCTBEHHbIM YMHOBHMKAM WHOCTPAHHBIX rocyAapcTB). OTO O4YeHb
XecTkn 3akoH. OH 3acTaBnsieT amepukaHckue Kopropauuu urpatb 4ectHo B 99 npoueHTax Bcex
COCTA3aHUN 3a nonyveHne 3apybexKHbIX KOHTPAKTOB. H B 0gHOW CTpaHe HeT 3akoHa, XOTH Obl 0TAaneHHo
HanomuHatowero Foreign Corrupt Practices Act. MHOXecCTBO CTpaH B Opyrux 4acTax cBeTa, BKMo4as
HEKOTOPbIX U3 HALLUX NyYLUNX ApY3en, O4eHb rMyBoKO BOBNEYEHbI BO B3ATOYHUYECTBO A1 NOMy4YeHUs TeX
KOHTPaKTOB, KOTOPbIE€ UM HE yAanocb Obl BbIrpaTb OObIYHBIM MyTEMY.

[lanee Byncu npumepHo B Tex e AeTansax onucan yxe WM3BEeCTHYI0 CXeMy C NMoaXOAoM aMepUKaHCKoro
nocna, cHabXXeHHoro pasBegAaHHbIMK, K raBe MHOCTPaHHOIO rocyAapcTBa M TO, YTO 3a 3TUM OObIYHO
cnepyeT... «Tak YTO OOBOSILHO 4acTo - He Bcerga - KOHTpakT nepecMaTpuBaeTcsi, U aMepukaHckas
KOMMaHWs Nomny4aeT Unm BeCb KOHTPAKT, UMK ero YacTb. Mbl noacuuMTanu, npuyem odeHb KOHCEePBaTUBHO,
YTO COOPOM COOTBETCTBYIOLLEW pa3BedblBaTeNbHOM MHAOPMALUM Mbl MPUHOCMM Ha 3TMX KOHTpaKTax
amepuKaHCKOMYy GU3Hecy Mo HecKonbKo MWUMNUapAoB AonnaposB B rod. M mbl HamepeHbl npogomkaTb
3TUM 3aHMMaTbCA. DTO OTHOCUTENBLHO HOBas Bellb. HO HaM 3TO, YECTHO roBOPS, OYEHb, OYEHb XOPOLLO
yaaeTcs. M Mbl OkasblBaemM BecbMa MO3WTUBHOE BO3[AENCTBME HA KOHTPaKTbl ANs aMepuKaHCKOro
6usHeca. Mopoit s ynblbatocb, YiTaa B raseTe, YTO Kakas-HUMOYAb M3 3TUX KOpnopauwi, KOTOPbIM Mbl
YCTPOUIMYM OYeHb, OYEHb KPYMHbIE KOHTPaKThbl AEMCTBMSAMM NMogoBGHOro poaa, BbiBOAWUT Ha Ny6rnmKy ogHoro
M3 CBOWMX [OMPEKTOPOB W TOT FOBOPUT ,HaM He TpebyeTcs HWKaKoW MOMOLLM OT amepuKaHCKOro
pa3BefblBaTeNbLHOIO coobluectsa“. YTo X, YyAecHo, 3TO MMEHHO TO, kak paboTaeT pa3Beakar. ..

MpumepHo Te e camble Mbicnv Byrncy noBTopun u 6 NeT cnycTs, B yNOMSHYTOM B Ha4arne rnaebl CTaTbe B
Wall Street Journal 3a 2000-n rog, onpaBAbiBas MCMOMb30BaHME «JWenoHa» ANns 3KOHOMMYECKOro



wnuoHaxa CLUA npotue EBponbl. EcTecTBeHHO, Janeko He BCe cornacunucb C No3uuMen CKPOMHOro
bonua Hesuammoro dpoHTa [kenmca Byncu. Astop 1C 2000 OdankaH Kamnben cpasy ke oTMeTun, 4To
Byncu 3aocTpun BHUMaHve Nuib Ha ABYX (CBA3aHHbLIX CO B3siTKaMu) cny4vasx u3 7 3advKCMPOBaHHbIX B
oT4yeTe CBUAETENBLCTB O LWNUOHaXxe AMepuku npotuB 3anagHon EBponbl, roe octanbHble 5 HMKaKoro
OTHOLLEHMS KO B3ATKaM He umetoT. Ho Takke B Takon mHTepnpetaumm, no 3ameyaHuto Kamnbena, ata
MHpopmaums B3bApUT non-Esponbl. [JaHHble, 4yTo koMnaHum CLUA nonyumnu 3aka3oB Ha Munnuvapgbl
JonnapoB, NPOCTO MOpPaswuTeNbHbl M MHOMMX MpuBedyT B GeweHcTBO. Ho He noTomy, 4TO KTO-TO M3
€BpONENCKMX NONIMTUKOB CTaHeT oTpuuaTth, OyaTO HEKOTOPbLIE U3 KOMMAHUA HE NepecTynaroT YepTy, a no
TOM npuymHe, 4to y CLUA HeT Hukakoro npaea ObITb 30eCb OOHOBPEMEHHO U CYAbEN, U CYAOM MPUCSXKHBIX,
1 ncnonHutenem npurosopa [DCOO].

Ho 6Gonbwe Bcero 6GecnokouT TO, OobaBnseT XypHanuCT, YTO BCA 3Ta CBapa W3-3a nepexsarta
OM3HEeC-KOMMYHMKaUMA 3aTMUT nNpobrnemy, KOoTopas 3Ha4YMTENbHO Cepbe3Hee W, 9 nonaraw, B paBHOM
CTENeHn [ormkHa 3aboTUTb M aMepuKkaHUeB, M eBponenueB. Peub uMaeT O ruMraHTckmx maclutabax
BTOPXXEHMSI B YacCTHYK >KU3Hb rpaxgaH. BTopxeHusi, ocyllecTBngemoro cnyxbamm 3rnekTpOHHOW
pa3Benku, 6yab OHY aMepUKaHCKMMK, BPUTAHCKMMM U YbUMK-TO eLle. A COBEPLUEHHO COrnaceH, YTo To
Xe camoe genatT 1 cneucnyxbol ®paHumm, rosoput Kamnden, n genarT OHM 3TO CTOSb e 0ecCTbIaHO,
Kak Aenan ato rocnoavH Byncu, korga pabotan B LIPY [KPOQ].

BbusHec Ha cTpaxe

[MaBHas CyTb CKaHaana, pasropesLUEerocsi BOKPYr «3LwernoHa» v Booblle AeATernbHOCTU pa3sencnyxo,
cBoaunacb B TOMy, 4YTO npocnywmnBaHne U nepexsart TIMHUIA CBA3N BeOyTCcA TOTallbHO, 0e3 kakmx-nnmoo
CaHKUMi cyaebHbIX OpraHoB M BHE 3aBMCMMOCTY OT TOrO, BMHOBHbI B YeM-TO MOAM Wnu HeT. Beapb
rMaBHbIN OOLEKT BHUMaHWA pasBedoK - 9TO MHOCTPaHHbIe BEAOMCTBA, KOMMaHWM W rpaxnaHe, npasa
KOTOPbIX HauMOHalbHble 3aKOHbl rOCydapCTB YETKO He pernaMeHTUpyroT, a 3aKOHbl MeXayHapodHble B
[JaHHOM criyyae HUKTO 06blMHO B pacyeT He GepeT. Bce 3TO, KOHEYHO, HUKAKasi HE HOBOCTb, OAHAKO
Noao6Hy0 «Be33aKkoHHYIO» CUTyaLMIo YaaBanoch NoaaepXuBaTth 40 TeX Nnop, noka LIMPOKYH Ornacky He
nony4unun (*)aKTbI O pearibHbIX MacLuTabax CreXkm U TEXHUYECKUX BO3ZMOXKHOCTAX cneu,cny>i<6.

C neta 2000 roga B pamkax EBponapnameHTa 6bin co3gaH cneumanbHbii «BpeMeHHbIi KOMUTET Mo
cucteme nepexsata Echelon», 3aHsaBWMWCA paccnefoBaHMEM BCEX ACMNEKTOB  OEeATEeNIbHOCTU
AHrNoA3bIYHLIX COK3HMKOB-LLNMOHOB. MNpaBaa, Ha paboTe koMUTETa Cpasy Xe OTPa3USIUCh CIULLKOM YX
pasHble MHTEepecbl CTpaH-yyacTHuL - ecnu epmaHua n dpaHuusa, K NpyMmepy, W3HavanbHO Obinn
HaCTPOEHbl OYEHb CEpPaAUTO U pelnTenbHo, To BputaHusa (kak yneH JuwenoHa) wnn Wcnanms (cunbHO
3auHTEpPecoBaHHas B nepexBaTe Oackckux cenapatuctoB, obewaHHom CLUA), HanpoTuB, BCSIHECKM
cTapanucb CcrnaguTb KOHMNMKT ¢ AMepukon. Kak obbl4HO, pe3ynbTaToM CTOSMb CUSIBbHOMO PacxoXaeHus
MHEHWI CTanu AfVHHBbIE U He 0cobO0 MNOoA4OTBOPHbIE AMCKYCCWMM, M3-32 Yero K KOMUTETY BCKOpe
npunenuncs spnblk «6e3sybon rosopunbHU» [SKO1].

MbiTasgck BblpaboTaTh cbanaHCMpOBaHHbBIN NOAXOA K pelleHuto npobnembl, EBponapnameHT He TONbKo
3acnywan ceugetenbcTBa MHPOPMUPOBAHHBIX TOCYMHOBHUKOB M YaCTHbIX NUL, HO Takke JOroBOpPUIICS C
Bnactamun CLIA o Bu3uTe B cTpaHy npeacrtaButene KomuteTa ans HENOCPEACTBEHHOW BCTpe4YM C
PYyKOBOACTBOM aMepuKaHCKUX creucnyxb. 3ToT BM3WUT cocTosanca B mae 2001 roga u 3aBepLumncs
BeCbMa XapaKkTepHo, Jaxke He ycrneB HadaTbCHa. HecmoTpsa Ha Bce npeaBaputenbHble JOrOBOPEHHOCTU U
He onyckasicb 4O OOBbACHEHUS NPUYMH, NMONAKXKMHLI aMepuKaHCKnx passedcnyxo - LUIPY, AHb n 1. g. -
OPYXXHO npucrany NMCbMeHHblE YBELOMIIEHUSA, B KOTOPbIX KpaTko coobwmnm ob oTkase oT BcTpeun. Kto
WMEHHO BblAar Takoe ykasaHue, OCTanocb HeM3BeCTHbIM. 10 CcyTu xe gena, amepukaHubl 6ecuepeMoHHO
N OEMOHCTPATMBHO «3axMonHynu ABepb» nepej cambiM HOCOM Apy3en-eBporienueB. Tem B OTBeT
OCTaBarocb NULLb NpepBaTb B 3HaK NpoTecTa BU3UT U BEPHYTLCS AOMOM paHblle HaMEYEeHHOro Cpoka.
Bornee Hukakmx MNOAOOHBLIX BCTPEY yKe HEe OpraHun3oBbIBanoCb, Tak 4YTO oduumanbHO cam  akT



cyulectsoBaHuA «3uwenoHa» no cuto nopy ocbmu,maano HEe NPU3HaH.

3aTo rnaBHble BbIBOALI KOMUTETa EBponapnameHTa, nsnoxeHHble 1 onybnukosaHHble netom 2001 roga B
6onbwom 100-cTtpaHuyHoM otyete [EPO1], cBenucb K TOMY, YTO y CNEACTBUS HET HUKAaKMX COMHEHMUN
OTHOCUTESbHO CYLLIECTBOBAHUS rnobarnbHOM CUCTEMBI NepexBaTa TeNeKOMMYHMKaUUN, NOAAEPKNBAEMON
coBmecTHbiMU cunamu CLUA, Bennkobputanuu, Kanagel, ABcTpanuu n Hoson 3enangun, y4acTByoLWUMm
B AaHHOM MNpPOEKTe MPOMnOpLMOHANbHO CBOMM BO3MOXHOCTAM. CucTema 3Ta, cKopee BCero, pearbHO
UMEHyeTCsl «JLWENoH», HO AaHHas AeTanb NpeacTaBnsieTcs MaroBaXXHOW. BaxkHO e To, YTO Lernbio
CUCTEMbI AEWCTBUTENBHO SIBNSIETCA MNepexeBaT He BOEHHOM CBSA3M, a YacTHbIX U KOMMEPYECKUX
KOMMYHVKaLWIA.

[na npoTMBOAENCTBUS NPOMBILIMEHHOMY LUMUOHaxy, 4neHam EBpocoto3a 6blo  pekomeHZoBaHO
BblpaboTaTb eAVHYyI0 cTpaTernio 3aLmTbl HA OCHOBE €BPONENCKNX KPUMTOTEXHOMOMMI, @ caMoe rnaBHoe -
nogaepxaTb NPOEKTbl, HamnpaBfeHHble Ha pa3paboTKy OpYXKeCTBEeHHbIX MOfb3oBaTento nporpaMm
LWndpOBaHUSA C OTKPLITbIMU UCXOAHBIMU Kogamu. Kak opraHusaumam u dpmvpmam Esponsl, Tak n obwecTtsy
B LI&SIOM KOMUTET pPEKOMEeHA0BaN cucremaTudeckv npuberats K WNPOBAHUIO SNEKTPOHHOW NOYThI, Aabbl
B KOHEYHOM cYeTe 3aKpbiTue Mepenuckn CTaHOBUIOCb Hopmow. O4HOBPEMEeHHO MNpo3By4Yan Npu3biB K
cTpaHam-yvacTHuuam Esponeinckoro Coro3a 3aknioynTb COBMECTHYIO AeKnapauuio O HedonycTUMOCTU
MPOMBILLMIEHHOTO LUNWOHaxXa Apyr npoTuB Apyra (34eck credyeT MPUHATb BO BHUMaHwWe, 4TO psg
Ba)KHEMLLUMX aMEepUKaHCKMX CTaHuMiA paguonepexsaTa HaxoOuTCs HEMNOCPEACTBEHHO Ha TeppuTopumn
BenukobputaHum n Nepmanunm).

Jletom TOro >xe 2001 roga Havann nNOSABRAATLCA M MepBble KOHKpEeTHble pesynbTaTthl. B yacTHOCTH,
MwuHuctepctBo 060poHbl CLUA 06bABMITO, YTO MOCNe KOHCynbTauun C MeCTHbIMM Bnactamu basapun
pELLEHO 3aKpbITb O4HY U3 KpyMNHenwmnx B EBpone amepumkaHCKUX CTaHLMI 3NEeKTPOHHOW pa3Bedku B bag
AnBnuHre, pacnonoXeHHyt toro-soctoyHee MioHxeHa [DRO1]. MonHocTblo paboTy cTaHUMM HaAMETUMK
npekpatute K ceHTsbpio 2002 roga, nocne 4yero OObLEKT MOAMexarn BO3BPALLEHUIO TFepMaHCKOMY
npasutenbcTBy. MNpeactasutenn AHB CLUA un MNeHTaroHa He ctanu yrnyonatbca B No4pOOHOCTU NPUYUH
3aKpbITUS CTaHUMW, 3aMeTMB NULLb, YTO MOCME KOHCYNbTalMhA C repMaHCKMMU BAACTAMW NUKBUAALUS
obbekTa Oblna couTeHa «MygpednMMm K3 pelleHuin», a BbicBoboXaawolmecss npyu 3ToM cunbl OyaoyT
«CrpynnupoBaHbl 1 nepeopuveHTupoBaHbly. Becero Ha 2001 r. B bag AnbnuHre pabotano 1800 yenosek
aMepuKaHCKOro nepcoHana, Bkno4vas npeacrasutenent passenok apmun, BMC n BBC, a Ttakke
rpaxgaHckui nepcoHan AHB. OT repmaHckon CTOpoHbI 3geck paboTano nuwbe 150 yenosek. OueHnBas
HaMeTMBLUYIOCS TEHAEHUMIO, psd aHanuTUKOB CTan BblABUraTb NPeanornioXeHusi, 4To B 00603pMMOM
Oyaywem yyacte bag AiGnivHra Bckope, BEPOSTHO, MOXKET NOCTMYb U 6a3y MeHBUT Xunn B AHMvuM. ..

Ho Bckope 3a aTum Hactynuno 11 ceHTs6psa 2001 roga, a BMECTE C U3BECTHLIMU COBLITUSMU paguKanbHO
nsmeHmnacb n obctaHoBka B EBpone Bokpyr «3wenoHay. CTaHuuu paguonepexsBata BHOBb CTanu
BaXkHenwunm coprnoctoM 6opb6bl «CBOGOAHOIO MUpa»- Ha 3TOT pa3 B BOMHE C MUPOBLIM TEPPOPU3MOM.
Hu o kakom cBopaymBaHum npucytcTeus AHB B Bag AiGnvH-re yxe n peun 6biTb He morno. bonee Toro,
Tenepb amepukaHCKMe BMacTu O4YeHb BbICTpO cmornu ybeauTb M rpaxgaH COOGCTBEHHOMW CTpaHbl, U
EBponelickoe coobLecTBO, N NMPOYMNX CBOMX COHO3HMKOB, YTO pagu ykpenneHus GesonacHoctu cnegyet
NoXXepTBOBAaTb HEKOTOPbLIMU U3 TPAAWULMOHHBLIX FPaXKgaHCKMX cBOOOA M MpaB Ha TarHy JIMYHOW XKMU3HU -
Bedb CTpaLUHbIN Bpar-TeppopucT y nopora.

JToBonbITHO OTMETUTBL, C YeM Tenepb (B oYepedHon pas) B CpeacTBax MacCoBOW MHAOPMAaLMU BCMMbIS
Ibxenmc Byncu. Tenepb oH npoBo3arnawaet, 4to CLUA, okasbiBaeTcsl, BeayT ¢ D0eBUKaMM MCIaMCKOro
dyHaameHTanuama «4YeTBepTyl0 MUPOBYIO BOWHY» (TPETbEN MWPOBOW, B Knaccudmkauum Byncu, bbina
XonogHas BonHa). W ata yetBepTas mupoBas, No oueHkam ObiBwero aupektopa LPY, 6yget anuTbcs
pecatunetna [GCO3]. A noka oHa wuaeT, nogyepkHyn Byncu, rpaxgaHam CLUA npugeTtcs nontm Ha
onpefeneHHble KOMNPOMUCCHI MeXay rpaxaaHckumu csobogamu 1 6e30MacHOCTbIO, NMOCKOSMbKY BaXKHYHO
MO3NTUBHYIO POSib MOTYT ChbifpaTb Takme TEXHONMOrMMW, Kak COCTaBfeHue «npodunen pucka» Ha
aBmanaccaxvpoB, HakonneHue W MpoxoAka AaHHbix B 6a3ax Bpoge TIA, Hy n 6Gonee TwarenbHbIN
nepexear-aHanu3 KOMMYHUKaLMIN, eCTECTBEHHO.



Kak Tonbko pasgatotcs nogobHble peun 0 NepcnekTnBax « TPYAHOWM M OONTOM BOWHbIY, TEPTLIE B MOMUTHKE
1 BusHece NOaM cpasy BCMOMUHAOT OPEBHUN NPUHLMM - KCMOTPW, FAe AeHbrM». B KOHKpeTHON cuTyauum
B [xenmcom Byncu gaxe nckatb HAYEro He Hafo - BCe NEXUT Ha NOBEPXHOCTH.

Bckope nocne Hadana 6oesbix gencteun CLUA B Wpake, B usgaHum Wall Street Journal nosiunacb
nybnukauus, GEMOHCTPMPYIOLLAs, YTO MHOMME YNeHbl BIMATENbHOro KOHCYynbTaTMBHOIO MONMTUYECKOrO
coBeta [leHTtaroHa (Defense Policy Board) B ¢pvMHaHCOBOM OTHOLWEHUN FfNYHO 3aUHTEPECOBaHbI B
paclmpeHMm MacliTaboB BOWHbI M B MOLLHOM YKpenreHuu CUMoBbIX CTPYKTYp rocypapctea [HBOS].
[MockonbKy 3TOT KOHCYNbTaTUBHbLI COBET 3KCMEPTOB AaeT pPeKOMeHAauun MUHUCTPY OBOpOHbI MO
LUMPOKOMY  KPYry MOMUTUYECKUX W CTpaTernyeckMx BOMPOCOB, OOLIEMPUHATBIE HOPMbl  3TUKK
npegnonaratrT, 4YTO JWYHble OU3HEC-MHTEpechl 4YNEeHOB COBeTa He [dOMKHbl nepecekaTtbCcs C
BOEHHO-MONMUTUYECKNMN denamu. B oencTButenbHOCTHM e BCce 06CTOUT C TOYHOCTBIO 40 HAa0bopoT.

[No kpanHen mepe AecATb YNEeHOB COBETa MOryT U3BMeKaTb U3 CBOUX KOHCYMbTaLUMA CEPLE3HYIO MNYHYIO
npubbinb. B yactHocTu, Bxogswwmi B Defense Policy Board coBeTHuk Oxenmc Byncu ogHOBPEMEHHO
SABMSieTCA BULE-NPE3NOEHTOM KPYMNHOW KoHcanTuHroBon cupmbl Booz Allen Hamilton Inc, koTopas 3a
oavH nuwb 2002 rog nonyymna ot lNeHTaroHa KOHTPakToB Ha 688 munnmoHoB gonnapos. NMNomumo aToro,
Byncu - oanH n3 Tpex BnagenbLeB-pykoBoAUTENEN COBCEM MOMNOAOW, HO yXXe BOpOYaloLlen COTHAMMU
MUMMMOHOB [J0NNapoB MHBeCTULMOHHOW dupmbl Paladin Capital Group. 3T1a ¢upma duHaHcupyeT
NPOEKTbl N KOMMaHUKN, OPUEHTMPOBAHHbIE HA 3aKa3bl HOBOMO «YMpaBIiEHUS MMMEPCKON 6e3onacHoCTU»
(TouyHee, Department of Homeland Security - YnpaBneHne ©e3onacHocTu oTeyecTBa) C 3aMaH4MBbIM
rocbogketom B 47 mMunnuapaoB gonnapos. [pyrMm ocHoBaTenem-coBnagensuem ¢upmbl Paladin,
KCTaTu roBopsi, ABNSIETCA elle OauH ObIBLUMIA BbICOKONOCTABMEHHbIN LUNNOH, reHepan-nenTeHaHT KeHHeT
MwuHnxeH, Bosrnaensaswnin B 1990-e roabl AreHTCTBO HalmMoHanbHon 6e3onacHoctu CLUA [LLOS].

BosBpawasicb k coctaBy KoHcynbTaTMBHOro nonutcoBeTa [leHTaroHa, cpegu ero YieHoB OTMEeYeHOo
MHOXECTBO uryp, And KOTOPbIX BOMHA - NPOCTO 3050Tas xuna. Tak, oTcTaBHOM aamupan [dasug
Ibxepumansa BXoguT Takke B COBET AUPEKTOPOB MO MEHbLUEN Mepe NSATU Kopnopauun, kotopble 3a 2002
rog nony4unu ot [leHTaroHa KOHTPakTOB Ha cymmy cBbiwe 10 munnuapgos gonnapos. [Opyrow
«KOHCYNnbTaHT», oTcTaBHOW reHepan BBC PoHanbg dornmeH ToXe 3acefaeT B pPyKOBOACTBE MATU
0BOPOHHBIX hMpM, 3a rog NOMy4YMBLLMX Ha BOEHHbIX 3aKasax CBbllLe Munnuapga gonnapos. Ecnu xe Bce
3T umMdpbl NPOCYMMMUPOBATb, TO OKa3blBAeTCs, YTO OECATOK 4neHoB [lonMTcoBeTa TECHO CBHA3aH C
KoMmnaHuamu, nonyumswmmn 3a 2001-2002 rr. Ha KoHTpakTax [leHTaroHa cBbllwe 76 MunnIMapaos
ponnapos [DCO3].

MHTepecHee e Bcex, BO3MOXHO, ycTpouncs rnasa Defense Policy Board sactpeb Puuapg MNepn, kotoporo
Ha3blBalOT OOHUM M3 rMaBHbLIX apXUTEKTOPOB MPaKCKOM BOVHbLI. C ogHOWM CTOpoHbI, epn, kak n [xenmc
Byncwu, BosrnaenseT cOOCTBEHHYIO MHBECTUMLMOHHYIO compMy Trireme Partners, cneunanuampyoLyiocs Ha
KOHTpakTax no ykpenneHuto nmnepckon 6esonacHoctn. C Apyromn xe CTOPOHbI, KakK BbISCHUNOCh, Pnyapa
Mepn Takke nonydyaeT NPUNNYHbIE OEHBIMM M OT KOMMAHWW, KOTOpasi CBOMMMW OENCTBUAMW NOTEHUNANBbHO
aTomn camon 6esonacHocTu yrpoxaeT [HBO3].

CyTb uctopum TakoBa. KpynHasi, HO Haxogsasics Ha rpaHu 6aHKpOoTCTBa TeNeKkoMMYHUKaLMOHHas
dupma Global Crossing nonoxuna Puyapgy MNepny 3apnnaty B pasmepe 750 000 gonnapos, 4Tobbl OH
nopagen 3a Hee B [leHTaroHe M O0OOuMNCA paspeleHns Ha npodaxy (UPMbl a3naTtCKUM WHBECTOpPaM.
MwuHuctepctBo obopoHbl CLUA, B yactHoct AHB, kaTeropuyeckn Bo3pakano NpOTUB 3TOW CLENKW,
nockonbky Global Crossing - 3TO ruraHTCckasi, OfMHOW B COTHM ThbICAY KWIIOMETPOB cuUcTema
OMNTOBOSIOKOHHbLIX Kabenew, MO [OHY OKeaHa OMOACLIBAKOLWMX 3EeMHOM wWwap u obecneynBaroLLmx
LUMPOKOMOMOCHYK MarucTpane Ang MHoxecTBa cTpaH. [MoHATHO, 4YTo HoBbIM Bnageney Global Crossing
HenpeMeHHO Y3HaeT, KOro 1 Kak nepexsatbiBaeT 34eck passeaka CLUA, a kpome Toro u y apyrmx ctpaH
MOSIBATCA 3aMaH4MBble€ BO3MOXHOCTU AN PaclUMPEHUS LUMMOHaXa 3@ BOEHHBbIMW M MPOMBbILUIIEHHBIMU
cekpeTamu Amepuku... [BBOS].



Kopouye roBopsi, BO3paXKeHWUI 1 apryMeHTOB NPOTUB NPOAAXU KPYMNHO 3aformKkaBLuen oupmMbl a3amaTcKoMy
kanuTany 6bino B goctaTke. PasbupaTenbcrea ¢ 3TMM BONPOCOM LU Gonee nonyroga, ogHako B Utore, B
ceHTabpe 2003 roga, npe3naeHT Byl Bce e gan oKOH4YaTeNnbHOE pas3pelleHre Ha NMpoaaXKy OCHOBHOM
ponun Global Crossing (62%) cuHranypckon komnaHum Singapore Technologies Telemedia [KNO3]. A
Puyapa Mepn, cooTBETCTBEHHO, YECTHO 3apaboTarn Ha 3TOW caenke CBOK A0 (Mo YCroBUsM Hanma, 13
NosnoXeHHbIX eMy 750 Thicay OCHOBHaga YacTb cyMmmbl - 600 000 gonnapos - BbinnaymBanachb TOSbKO B
cry4ae yCrneLHoro 3aBepLUeHUs MeponpusaTus).

HensBectHo, 4TO ckaszan no 9TOMy MOBOAY KPUCTaNbHO YWUCTbIA CTpaX Mopanu W SApbid  Bpar
B3saTOoYHMYecTBa P. [xenmc Byncu, HO cxema 4yecTHoro GusHeca no-amepukaHCKM 34ecb npeaernbHO
AcHa. 3a4eM JaBaTb KOMY-TO MOLWble (M MPOTMBO3AKOHHbIE) B3SATKWA, €CNN MOXHO BrMOMHE feranbHO
cnaeTb cpasy B HECKOMbKUX Kpecrnax, OAHOW PYKOW BbINUCbIBasA AeHbMN U3 KasHbl, a APYron ux nomnyyas B
COBCTBEHHbLIV KapMaH.

Cropnpu3oB He nsbexarb

B nepsbix yncnax mapta 2003 roga xypHanucTel bputaHckoro naganms Observer onybnukoBany coBcemM
CBEXWUA N COBEPLUEHHO CEKPETHbLIN LOOKYMEHT amepuKkaHckon passegcnyxkbel AHB [BBO3]. B aTtom
HeBeJOMO Kak [OoObITOM MaTepuane packpbiBanuch «rpsidHble TPIOKMY (Tak HasbiBanacb nybnukauus), Ha
kotopble nayt CLIA pagn ogobpenua Cosetom 6esonacHoct OOH 3annaHnpoBaHHOW BOMHbI B Mpake.
[okymeHT npeactaBnsan cobow MHCTPYKTUBHOE MWUCbMO, Pa3oCcnaHHOEe OAHMM M3 Bbicwinx YnHoB AHB B
agpec HavarnbHUKOB pernoHarbHbIX MogpasfaeneHnn, 3aHMMaloLWMXC paavonepexBatoM B PasHblX
TOYKax MraHeTbl, U PYKOBOAMTENEW WMHOCTpaHHbLIX crneucnyxb passefbiBaTenbHOro coapyxectsa. B
nuceMe gaHbl NOAPOOHOCTM O BECbMa arpeccMBHOM OMepauuyM Mo MAOTHOMY OTCIEXMBAHMIO BCEX
KOMMYHVKaLUWA MHOCTPAHHLIX AMNIOMAaToB, NPeAcTaBnsioWMX CBOM CTpaHbl B wTab-kBaptupe OOH B
Hbto-Vlopke, ¢ 0cobbiM ynopoM Ha HenocTosHHbIX YneHoB CoseTta 6esonacHocTu - Aurony, Bonrapuio,
'BuHeto, KamepyH, Yunn n MNaknctaH.

B cBoem UMpPKYNsSipHOM MeMopaHAyMe HauvamnbHWK «wTaba pernoHanbHbix 06bekToB» AHB ®paHk Kosa
(Frank Koza) usBelian o 3anycke ocoboro nnaHa no YCWUreHUIo LieNeHanpaBreHHoro nNpocnyLlwnBaHns
«4neHoB CoBeTta 6e3onacHocTn (uckntodas CLUA n BenukoOpuTaHuio, KOHEYHO) st MOHUMaHNS TOro, Kak
aTn cTpaHbl 6ygoyT pearnpoBaTb Ha [Aebatbl BOKpyr Mpaka, KakoBbl MiaHbl UX TFOMOCOBaHMSA MO
COOTBETCTBYIOLLMM PEe30NioUnsaM, BO3MOXHbIE COK3bI/3aBUCUMOCTM M T. A. - T. €. MNOSHbIA CNekTp
MHpopmaumm ana goctmkeHus HyxHbix CLUA uenen mn mnsbexaHua cropnpusoB». [lybnukaums aToro
nnucema, gatupoBaHHoro 31 gHBaps 2003 roga, WHTepecHbIM 06pa3om [OOMOMHWUNA pasroBOpbl B
NONUTUYECKUX Kynyapax 0 Headbumpyemom, Ho HacTondmeom aasnexHun CLUA Ha HeonpegenueLunecs B
CBOEN MO3NLUKN K BOMHE CTPaHbl, KOTOPbIM CTanu rpo3ntb HEMPUATHbIE 3KOHOMUYECKUE NOCNEeACTBUS B
cry4yae Hecornacusl ¢ TOYKon 3peHnst AMepuKu.

Jo nybnukaummn, ona noATBEPXAEHMA MOONMHHOCTM paspobbiToro memopaHayma, xypHan Observer
nokasan ero Tpem ObIBLUMM COTPyAHMKaM pasBedku, KOTopble NOATBEpAUNM ayTEeHTUYHOCTb H3blKa,
dopmbl 1 0bLLero copgepxaHusa OokymeHTa. bonee Toro, XypHanucTbl gaxe [03BOHMNMCb B AHB u
YCTaHOBWMM peanbHOe CyLleCTBOBaHWE Tam HadvanbHuka no mmeHun ®PpaHk Kosa. OgHako, korga ux
COeaUHWNU MO BHYTPEHHEMY KOMMYTaTopy C agMWHUCTPaTUBHbLIM annapatom Kosbl, Tam, y3HaB Lerb
3BOHKa («B35iTb MHTEPBbLIO O MpocnywmnBaHnyn aunnomMmaTtndecknx muccmun B OOH») cpasy xe oTBeTunu,
YTO 3TO «HE TOT HOMEP» 1 NoBecunu Tpyoky.

EctectBeHHo, MHorme aunnomatel B OOH npegnonarailoT Hammume «Ky4ykoB» B CBOMX oOdpumcax,
KOMMbloTepax 1 TenedoHax, 04HaKo NPOCOYUBLUMIACS B NeYaTb MEMOpPaHAYM BrepBble CTOMb KOHKPETHO
packpbin MacwTabbl 1 Lenu paguonepexsata KOMMYHUKaL MK, rmobanbHo ocylectensgemoro AHB CLUA n
nx 6NKanWMMmn cor3HMKammn. HeyameBuTenbHO, YTO 3TOT MaTepman NosTy4nst MOLLHBIN pe3oHaHc B CMU



MHoOrMx rocygapcts - kpome CLUA. 3gech LeHTpanbHble MHPOPMAaLIMOHHbBIE areHTCTBA CITOBHO BOAbI B pOT
Habpanu. ToyHee, MHorMe HOBOCTHble crnyx6bl, Bknodas CNN, NBC u Fox TV noHavany cnewiHo
gorosopunucb 06 uHTEpBbO ¢ MapTtnHoM bBpaiitom, onybnvkoBaBWWM OOKYMEHT XXYpPHanucTom W3
Observer, HO 3aTeM ApPYXHO, CIOBHO MO KOMaHAe 3anfaHMpoBaHHble BCTpeun oTMeHnny [NS03]. Tak uTo
€Crnn B aMepurKaHCKOMN npecce Koe-rae v nNpoLny ManeHbkne coobLieHns o ckaHganbHon nybnukauum, To,
KaK MpaBwumo, B TOHE CUIbHbIX COMHEHWU OTHOCUTENBHO NOAMMHHOCTY AaHHOIO LUPKynspa.

OcHOBaHuA Ond  COMHEHMN [eNCTBMTENbHO WMENWUCb, MOCKOMbKY COAEepXaHue Mucbma SBHO
npefHasHavanocb NS PyKOBOACTBA BbICLLIErO 3BEHA, T. €. UMENO Y3KWIA KPYr O3HAKOMIIEHMS, @ 3HAYUT
BbIYMCMUTL UCTOYHUK YyTEYKM He npeactasnano ocoboro Tpyda. [dpyrMmu crioBamu, €Cnu KTo-TO B
pasBedke WM pelmnrnca «caatb» OOKYMEHT B Mpeccy, TO cAaernan 9T0 M3 MpuHUMna, BMOfHe MNoHUMas
rpossilime 3a pasrnailleHve nocneacteus. Takoe B pa3Beake ObiBaeT KpaliHe peako, OOHaKO HECKOJbKO
OHen cnycTa OenUCTBUTENBHO NocTynunu coobuieHns ob apecte ogHow n3 cotpyaHuy B LLTaG-kBapTtupe
npaBuTenNbLCTBEHHON cBA3M Benukobputanum (LLUKIC), cneucnyxbe-ananore amepukaHckoro AHB.
Monvuua coobwuna, 4TO €l apectoBaHa 28-neTHAS >KeHWwWHa no OOBMHEHMIO B pasrnalleHun
rocygapCTBEHHbIX CEKPETOB, U «BnocneacTsmMn byayT nponsseaeHsl Apyrue apectoi»... [MBO3].

Bnpouem, 3a Bce nocneaylollee BpeMs HUKaKMX apecToB Borblue He BbINo, a XeHLLMHY - nepeBog4vnLy
LLKIMC KaTtpuH Tepesy MoH - Bckope BbINYCTWAM MOA 3anor Ha ceobopy, Aoxugartecs cyga. B uvioHe,
nocne BHyTPEHHero pasbupaTenscTBa B crneucnyxbe, ee ysonunu. Cneacreme 3akoHYMNOCh K HOAOPLO,
koraa KatpuH TtoH 6bIN0  ocuumManbHO npeabsBneHo o06BMHEHME B  HapyleHun 3akoHa o
rocygapCTBEHHbIX CeKpeTax, Ha OCHOBaHMM KoToporo B bBputaHun o0OblMHO npuBnekawT K
OTBETCTBEHHOCTM MOAEN 3a LONyLIEHHble yTedkn MHopmauun. B cBoeM oTBeTHOM 3asABreHun [1oH,
KOTOPOM rpo3vT OO0 ABYX NeT TIOpbMbl, Ha3Bana CBOV AENCTBUSA NMOMNbITKON NpefoTBpaTUTb HENpPaBeaHYHo
BOViHY. LinTnpysi ee cnoea gocnosHo: «J1to6ble pacKkpbliTusa nHdopmMaLmm, KoTopble 30ecb MOXHO caenarhb,
onpaBfaHbl yXXe TEM, YTO OHW OEMOHCTPUPYIOT CEPbE3HYHD NMPOTMBO3AKOHHOCTb M MPECTYNMeHnUs Ton
yacTtu npasutenbcTBa CLUA, koTopas nbiTaeTcsl pasnoxuTb Hawm cobcTBeHHbIE cryXbbl 6e3onacHocTK.
OHu onpaBgaHbl TEM, YTO CMNOCOBHbBI MOMELLATb MAacCOBOW rMbenu u notepsam cpeam 0bblYHbIX MPAKCKUX
NOAEN N BOOPYXEHHbIX cun BenvkobpuTaHum B Xo4e 3TON NPECTYNHON BOVHbI».

SawmwaTe 6biBWYO Nepesogunuy LLKIMC B cyge BbizBanack NOHAOHCKAs NpaBoO3allUTHasA opraHu3aums
Liberty, roe nomnHbl pewmmoct npeBpatutb Aeno KaTpuH MoH B obOwecTBeHHbI ¢hopyMm ans Gonee
LWMPOKOTO M KPUTMYECKOrO pasbopa npuyvH, BTAHYBLUMX BennkoOpuTaHMio B MPaKCKyd BOEHHYHO
KamnaHuo. 370 geno, roBopAT B Liberty, MoxHO 0OpaTnTh B cyaebHble cnylwaHns 0 3aKOHHOCTW BOWIHbI B
Mpake [AS03].

GSM: YTto nokasano BCKpbITUe

BecHon 2001 roga Ha cTpaHuuax pecnektabenbHbix amepukaHckmx xypHanoB New Yorker n New York
Times Magazine crtana nosBnsaTbCA Gonbluasi, pasMepoM BO BCH MOMOCY peknama, OThnM4yaBLuasics
BeCbMa HeOObIYHbIM AN CTOMb KOMMEPYECKOro >XaHpa coaepXaHueM. Hap kpynHow doTtorpadmei
coToBoro TenedoHa 6bina nomelleHa Hagnuce: « Tenepb obopyaoBaH Anst 3 CTOPOH: Bbl; T€, KOMY Bbl
3BOHMWTE; NPaBUTENBCTBOY.

OTO 3asBneHue- HU B KOEN Mepe He MnpeyBenuyeHune, roBOpUIioChb B AarbHENWeM TEeKCTe peknambl,
NMOCKOSbKY OBOPOTHOM CTOPOHOW CTPEMUTENBHOrO PasBUTUS KOMMBIOTEPHBIX KOMMYHUKaUWA cTana ans
nogen noeblWEHHast yA3BMMOCTb WX 4acTHOM m3Hu. OT 3BOHKOB MO COTOBOMY TenedoHy Ao
AMEeKTPOHHOM MoYThbl B VIHTEpHeTe- BClogQy NpaBO rpakgaH Ha TanHy NUYHOW MHOPMauUUM HaxoamuTcs
HblHe nog yrpo3ow. B 3aTom, coBCTBEHHO, M COCTOSANT OCHOBHOM MOCHIN pPeknamMHoro obbsBNeHUs,
onybnvnkoBaHHOro AMeprKaHCKUM CO30M rpaxaaHckmnx ceobog (American Civil Liberties Union, ACLU) B
HECKOJNbKUX BegyLmx HaumoHarnbHbix nagadmax CLUA. B ACLU yb6exaeHbl 1 AOKa3bIBalOT, ONMPasicb Ha



(*)aKTbI, YTO NpaBUTENbCTBEHHbIE CI'IeLI,CJ'Iy)KGbI NOCTOAHHO HapywarkT KOHCTUTYUMIO, 3aliuuialollyro
rpaxnaH ot HecaHKLLVIOHVIpOBaHHOVI HpaBMTeHbCTBeHHOVI CIEXKW.

Mpaega, nocne 11 ceHTabps 2001 roga passebiBaTerbHbIE U NPaBOOXPaAHUTENbHbIE OpraHbl MNONyYnnu
Maccy AOMONMHUTENbHBIX CaHKLUIA Ha YCUIEeHne 3NEeKTPOHHON CREXKKN, a BECTU pa3roBOpbl O Ype3MepHOM
BTOPXXEHWMW rOCy4apcTBa B TaHy NIMYHON XMU3HW CTano Kak 6bl HECBOEBPEMEHHO U «aHTUNATPUOTUYHO». A
notomy nocne 2001 roga B WHTepHeTe 3ameTHO cokpatunca obbem HOBOW cogepxaTernbHOW
NHOPMALIMN O Cepbe3HbIX N SABHO MCKYCCTBEHHO CO3[aHHbIX CnabocTsx B 3aluMTe KOMMYHUKALMOHHbIX
KOMMbIOTEPHBIX MPOrpaMm unu, K npuMepy, B NonynspHenLen cucteme cotoBon TenedoHmn GSM.

Ho n B 2000 rogy npo 3awuty GSM npaktudecku Bce Hamboree CyLleCTBEHHOE CTano yXe U3BECTHO,
HECMOTPS Ha MHOTOMNETHUE MOMbITKM OKPYXWUTb NOAPOBHOCTU CXEMbI 3aBECON CEKPETHOCTMU.

JIn60 noxb, NM60 HEKOMMNEeTEeHTHOCTb

Ons Hayana - aBe uutaTtbl. [Be OnamMeTparibHO NPOTUMBONOJIOXHbIE TOYKU 3PEHUA, KOTOPbIEe Cpasy Xe
0anyT vynutaTtento npeacraBneHune 06 OCTpoTEe FlpOGJ'IeMbI.

BoTt 4uto rosopun B KoHue 1999 r. [Ixenmc MopaH, OupekTop nogpasgeneHus, oTBevarowero B
KoHcopunyme GSM 3a 6e30MacHOCTb U 3alUMTY CUCTEMbI OT MOLUEHHMYecTBa: «HWMKTO B Mupe He
NpOAEMOHCTPUPOBan BO3MOXHOCTb nepexBata 3BOHKOB B ceTu GSM. 3T1o dakT... Hackonbko Ham
N3BECTHO, HE CYLLIECTBYET HMKAKOM annapaTtypbl, CMOCOOHOM OCYLLECTBIATL Takon nepexsaT» [DM99].

A BoT peakuuss [Mutepa [yTmMaHa, BecbMa MW3BECTHOrO Xxakepa-kpuntorpada u3 OkneHAcKoro
yHuBepcuteta (HoBas 3enaHgusa): «Vmea cuTyauumio, Korga Uenblid  psg  KOMAaHunM  npogaet
obopynoBaHue gns nepexsata GSM (npuyem genaeTcsa 310 yXxe B TeYEHNe onpeaeneHHoro BpEMeEHN n ¢
BecbMa OTKpbITOM peknamon B CeTu), 3TOT aAuMpekTtop Mo ©OesonacHoctn ,nbo JmkeT, nubo
HEKOMMETEHTEH, NMMBO 1 To, U Apyroe pa3oM* (LMTUPYSA CTpoky m3 kHurn Deep Crack). IHTepecHo To, 4TO
cenyac Bce peknamupylowme gaHHoe obopyaoBaHue pvpmbl YCTPOUIM OrPaHUYEHHbIA JOCTYN Ha CBOW
canTbl, NO-BUAMMOMY, AN nogaepxaHus muca o Tom, YTO ,He CyLlecTBYeT annapaTtypbl, COCOOHON
OCYLLeCTBNATL Takon nepexsat*» [PG99].

Bcto BTopyto nonosuHy 1990-x rogos B UHTepHeTe 1 CMW He pas BcnbixuBanu AUCKYCCUU Kak BOKPYr
camMon 3alWuTbl cucTtemMbl MobunbHoMm c¢Bs3M GSM, Tak U BOKPYr MHOFOYMUCIEHHBbIX Cry4YaeB ee
komnpomeTaumn. K KoHUy OecatuneTusi noyTu BCEM yxxe, MO CyTW Aena, ctano facHo, 4to GSM - aTo
Knaccuyeckuin npumep nposana cTpaTterym, MMeHyemMon Ha aHrnossbldHoMm 3anage SbO, uto B
3aBUCMMOCTM OT YyBCTBa toMOpa pacumndpoBbIiBatoT nnMbo kak Security by Obscurity (6e3onacHocTb Yepes
HesAICHOCTb), NMMbo kak Security by Ostrich (6e3onacHoCTb No-cTpaycuHoMmy). Ha npoTspkeHun npumMepHo
OEecATn neT NocTeneHHo ObHaXanucb TUMUYHbIE MOPOKU M HeyaoOCTBa CTpaTernu, COrfacHO KOTOPOM
CTeneHb 3alnTbl CUCTEMbI B 3HAYMTENbHOW CTENEeHW YBA3bIBAETCA C COXPaHEHMEM B TalHe Kak
0COOEHHOCTEN KOHCTPYKUMM, TakK M CrnydyaeB ee koMnpomeTtauuu. To, 4to cuctema GSM oT poxaeHus
HeceT B cebe nepeyncrneHHble NOPoYHbIE YEPThI, ABMSETCS BMNOSIHE €CTECTBEHHbLIM. [1pOCTO NOTOMY, YTO
poxganace GSM B COOTBETCTBYIOLLMX UCTOPUYECKUX YCIOBUSAX MU OT BMOMHE onpeaeneHHbIX poanTenen.

YTto Takoe 3awmta GSM u Kak oHa co3gaBanachb

B npuHumMne, no ceBoemy 3ambicny, uMdpoBasi cuctema GSM BrnonHe morna 6Gbl ObiTb Ype3BbIYANHO
3awmeHHon. B ocHoBe ee nexut cBog OOKYMEHTOB nof HassaHvem «MemopaHOym O MOHUMaHWK
ctaHgapta GSM» nnn MoU Groupe Special Mobile standard. 3toT MemopaHaym 6bin NoAroToBneH Ha
nanete XoriOAHOM BOWHbI MO MHUUMATUBE BeAyLUMX TEeNeKOMMYHMKAUWOHHBIX KOMMNaHui 3anagHown



EBponbl. PaspabatbiBan TexHudeckyto AokymeHTaumio GSM EBponenckuii MHCTUTYT CTaHgapToB MO
TenekommyHukaumam (ETSI), a B cosgaHum cxembl 6e3onacHoCTH, B LENOM MPU3BaHHON 3alMTUTb HOBYHO
cMcTeMy OT nepexBaTa, NPOCMYLMBAHUSA M MOLLUEHHWYECTBA, aKTUBHOE yyacTue MPUHANN Creucryxobl
ctpaH HATO [KB93].

OcHoBy cuctembl 6e3onacHocT GSM cocTaBnsAT TPU CEKPETHBIX anropuTma (BmnoTb 4o koHua 2003 .
omumanbHO Tak U He packpbiTble, cooblaemble NuLWb TeM, KOMY 3TO TpebyeTcsa no HeobxoaMmMocTH -
nocTaBsLlMKam 0bopyLOoBaHMS, onepaTopam CBs3M U T. 4.):

* A3 - anroputm ayTeHTUdmKaLmm, 3awmiLaowmnn TenegoH OT KINOHUPOBAHUS;

* A8 - anropuTm reHepauumn KpunTokn4a, No CcyTn aena, ogHoHanpaBneHHast yHKuus, kotopasa bepet
dparmeHT Bbixoga oT A3 1 NpeBpaLlaeT ero B ceaHCcoBbIN Koy anga A5;

* A5 - CcOOCTBEHHO anroputM WKUMpPoBaHUA oumdpoBaHHOM peun Ans  obecnedeHus
KoHdmaeHUmanbHOCTN neperoBopoB. B GSM mncnonb3yoTca ABe OCHOBHblE pa3HOBUOHOCTU anroputma:
A5/1 - «cunbHas» Bepcusa wndpa ana m3bpaHHblix cTpaH u A5/2 - ocnabneHHasa ons Bcex octanbHbiX. (B
2000-e rogbl gna criegylouwero MokoneHuss MobunbHom cBA3u, G3, co3gaH COBEPLUEHHO HOBBIN
KpunToanroputm, nonyumBliMi HasaHue A5/3. Ewe wumeetca BapuaHT A5/0 - 3TO Korga pexum
wndpoBaHs BpoAEe KakK BKMKOYEH, HO B AEWCTBUTENbHOCTU €ro HeT, MOCKOSbKy BMECTO GMTOB Kroya
NCMNOMb3yTCS OOHWN HYMN.)

MobunbHble cTaHuun (TenedoHbl) cHabxeHbl cmapT-kapton (SIM), conepxawen A3 1 A8, a B camoMm
TenedoHe nmeeTtcs yun ¢ anroputmom A5. basoBble CTaHUMK Takke CHabXeHbl YNom ¢ A5 U «LEHTPOM
ayTeHTudmkaummy», ncnonedyrowmum anroputmel A3-A8 ana ngeHTudmkauum mMobunbHoro aboHeHTa u
reHepaunm CeaHCOBOrO KIto4a LUMgpoBaHus.

Bcs aTa apxuTekTypa npu HagnexalleM WCMOSHEHUM W Ka4yeCTBEHHbIX anroputMax npusBaHa
rapaHTMpoBaTb HafeXHyl ayTeHTUdMKaUMIO Nonb3oBaTtens, obecneyrBas 3alUmMTy MOBUIbHBLIX CTaHLMIA
OT KMOHMPOBAHUS M NPOYMX METOAOB MOLUEHHMYECTBA, a TaKKe KavyecTBeHHoe LundpoBaHue
KOH(MAEHUManbHbIX neperoBopoB. CoBCTBEHHO FOBOPS, UMEHHO 3TO M AeKnapupyetcs KOMMaHWsIMU,
yCnewHo 3aHyMalLlWmMMncs passopadvBaHemM GSM Mo BceMy MUPY M yxe OXBaTMBLLUMMK YCNyramu
yAOBHOW CBA3M MHOMME COTHU MUMMMOHOB YenoBeK Ha MnaHeTe.

Ho peanbHOCTb TakoBa, YTO cneucnyx0bl, 3aHATbIE 3aLUTON NPaBUTENLCTBEHHOW CBA3U, OO4HOBPEMEHHO
BOBJIEYEHbI M B OEATENbHOCTb MPOTUBOMONOXHOIO poda: nepexsaTt v AewndpoBaHNEe KOMMYHUKaLMA B
pa3BeqbiBaTenbHbIX Lensx. 1o aTon npuyrHe, Kak CBUAETENBCTBYHOT O4EBUALbI, BOKPYT CTEMNEHMW 3aLLMTbI
GSM 6yLwweBanu Hemarble CTpacTu, NOCKoNbKy cneucnyxbol ctpaH HATO nmenu 4OBOMbHO pasHble TOYKK
3peHnst Ha 3ToT cyeT. [epmaHMa HacTaMBana Ha CUNbHbIX anropuTMax, MOCKOMbKY MMera camyto
AMWHHYIO FPaHnLy C KOMMYHWUCTUYECKUM GfIoKOM, ApYrne e CTpaHbl CKIOHAMUCHL K ocrabneHHoMmy
BapuaHTy. B KOHLEe KOHLOB B KayeCTBe OCHOBblI KpunTtocxembl ans A5 Obina udbpaHa dpaHuy3sckas
BOeHHas pa3paboTka [RA94].

MepBble yTeukn, nepBble TPEBOIU

Kak Obl CTPOro HM KOHTPONMPOBANMCh KOMMEPYECKME CEKPETDI, MOHATHO, YTO LUMPOKOE pacnpocTpaHeHne
NpoayKuumM paHo Unn NO34HO NPUBOAUT K yTedkam uHdopmaumn. B GSM oHu cTanu nosBnsTbCs yxe B
Havane 90-x rogoB. K 1994 rogy ocHoBHble geTtanu anroputma A5 yxe Obinv M3BECTHbI. Bo-nepsblx,
British Telecom nepepana Bcio TexHudeckyto gokymeHTauuto Bpaadopackomy yHuBepcuteTy, 3abbiB
3aKniYNTL CornalleHne O HepasrnaweHun uHdopmauun. Bo-BTopbiX, onucaHve A5 nosBunocb B
Matepmanax oaHoM u3 KoHdepeHuun B Kntae. Kopouye roBops, Aetanu O KOHCTPyKUMM anroputma
MOHEMHOry CTanu npocayMBaTbCA B NeyaTb, M B KOHLIE KOHLOB kembpumxckue ydyeHble M. Poy u P.
AHOepcoH onybnmkoBany BOCCTAHOBIEHHYIO MO 3TUM AeTansm NpUMepHyro Kpuntocxemy B VIHTepHeTe.



MpencTtaBnsieT cxema cobon cnegytouiee. A5 peanuayeT MOTOYHBIN NP Ha OCHOBE TPEX JIMHEMHbIX
perucTpoB caBura C HepaBHOMEPHbIM ABWXeHMeM. Takoro poga CxXembl Ha fA3blke ChneunanvcToB
WUMEHYIOTCS  «KpunTorpacmen BOEHHOro YpPOBHSA» W MpU BEpPHOM BbIOOpe MapameTpoB CMOCOOHbI
obecneynBaTb OYEHb BbICOKYIHD CTOMKOCTb wWundpa. OgHako, B A5 OnuHbI perncTpoB BbiOpaHbl OYeHb
KopoTkummn - 19, 22 n 23 6uta. HayanbHoOe 3anofHEeHWE 3TUX PErucTpoB B Cymme M AaeT 64-6uTHbIv
ceaHCoBbIN krtod  wndppoBaHna B GSM. Yxe OAHM 39TM YKOPOYEHHbIe [JIMHbl PEerucTpoB AaroT
TEOPETUYECKYHO BO3MOXHOCTbL /19 XOPOLLO M3BECTHOM Kpuntorpadam noboBon ataku, Korga nepebupator
3anofnHeHne AByX MepBblX PerMcTpoB, BOCCTaHABMMBAsS COAEPXMMOE TPeTbero pernctpa fno BbIXOOAHOM
wndpytoLien nocneaoBaTensHOCTH.

Peructpobl cogura B cxeme A5 NMeEIOT He TONMbKO KOPOTKYO ANWHY, HO U criabble NPOpPEXeHHbIe NOMMHOMBI
obpaTHoM cBA3W. OTO [aeT LaHCbl Ha YCrnex elle OOHOW aTake - KOppensauMOHHOMY aHanusy,
NO3BOMAIOLLEMY BCKPbIBATb KITHOY MO NPOCaYMBaOLLENCS B BbIXO UHpOpMaLMn O 3anofIHEHUN PErMCTPOB.
B utoHe 1994 roga g-p Canmon Ledepn n3 bpagdopackoro yHnBepcuteTa LOMKEH Oblnl NpeacTaBuTh Ha
konnoksmyme IEEE B JloHOooHe cBoln koppensiunoHHbIi cnocob BckpbiTus A5. OgHako, B nocregHui
MOMEHT ero BbICTynneHue 6bino 3anpetteHo cneucnyxbon GCHQ, LUTtab-kBapTmpon npaBuTensCTBEHHOM
cBA3n. [loknag Obin coenaH Nulb Ha 3aKpbiTOW CEeKUMU M OnyGriMKoBaH B 3aceKpeyYeHHOM COOpHuke
[SS94].

Mpowna ewe napa neT, 1 4o aHanusa A5 gownu pyku y cepbekoro kpuntorpada a-pa MosaHa Nonuvua,
Hanbonee, BEpPOATHO, aBTOPUTETHOrO B akageMUYecKMX Kpyrax crneumanucrta no fnoTOYHbIM Lundpam
[JG97]. C uncTo TeopeTnyecknx No3numMi OH onucar ataky, No3BOJISHOLLYIO JNIErKO BCKPbIBATb HayarnbHbIE
3anorfiHeHUs1 permcTpoB Bcero no 64 Gutam wudpnocnegoBatensHocTu. (CnpaBeannBoCcT! paau Hafgo,
npaega, OTMETUTb, YTO B peanbHOCTU AaHHasi aTtaka okasanacb 3HauuTenbHO Gornee TpyooeMKOW.
MpoBeneHHbI B cTeHax Microsoft skcnepumeHT [PL98] aencTBMTENBHO NPUBEN K BCKPLITUIO KIYa, HO
noHagobunoce Ans 3TOr0 OKOMoO [AByX Hedenb paboTel 32-y3noBoro knactepa mawwuH Pr1-300.
MpakTu4HOM Takyto aTaky HUKaK He HasoBellb. [1paBaa, 1 penytaums y kpuntoakcneptoB Microsoft, marko
rosopsi, He bnecrawasn.) Ho B ToM xe paboTe Nonuya Gbin ONUCaH M ewe OAUH MEeTod, U3BECTHbIA B
KpuntoaHanuse nog oblwyMm HasBaHWeM «banaHCcUpoBKa BpeMs-NamsATb», NMO3BONSANLNA CYLLECTBEHHO
COKpallaTb BpeMsi BCKPbITUS 3a CYET MHTEHCUBHbIX NPEeABbIYUCIIEHUA U XpaHEHUs NpeaBapuUTENnbHbIX
OaHHbIX B NaMaTu. Tak, K npuMepy, MOXHO ObINIo COKpaTUTb KONMMYECTBO ONpoBoBaHM BapnaHTOB KIlto4va
BCEro 40 CMELLHbIX 222 (BCKpbITUE MPOCTO «BMET»), HO ANdA 3Toro TpeboBanucb 64 TepabanTta QUCKOBOW
namaTn (4To, MOHATHOE OEeNo, TOXe TPYAHO HasBaTb MpuemMnembiMn uudpamn Onst NPaKTUYHON aTaku).
Ho cama nges 4eTko NMpogemMoHCTpMpoBana MeTon NMOCTEMNEHHOro BbIXOA4a Ha pearibHOe COOTHOLUEHWE
napameTpoB.

A BCKOpE Nowsin n CUrHarnbl y>xe o OEeNCTBUTENBHOM BCKpPbITUWN 3allNTbl CUCTEMBbI GSM.

KrnoHnpoBaHue un nepexsar

B anpene 1998 r. rpynna KOMNbIOTEPHBLIX 3KCMEPTOB U KpunTorpadoB u3 KanndopHuu Wwmpoko o6bseuna
N NPOAEMOHCTPUPOBana, YTo e yaanocb KnoHumpoBaTb MOBUnbHbIN TenedoH ctaHgapta GSM. PaHee
BCEMW MO YMOMYaHWO npegnonaranocs, 4YTo undposblie cetn GSM ropa3go HagexHee 3aluileHbl OT
3TOM HaMacTu, MPUHOCSILLEN MUMTMOHHBIE YObITKM CETSIM aHanoroBol cotoBow TenedoHun [SCO8].

Bosrnaenan rpynny Mapk BpuceHo (B CeTn Gonee nsBecTHbIN kak Jlakv puH), rmasa accouunaummn SDA
(Smartcard Developer Association), npeacrtaBnsowen uHTepecbl pas3paboTyMKOB NPOrpammMHOro
obecneyeHnsa ana cMmapT-kapT. N36pas cBoew uenbio onpeaenuTb cteneHb ctonkocTn GSM K nonbiTkam
KNMOHMPOBaHWS, UccregoBaTenn 3aHanuMck obpaTtHon paspabotko mogyns SIM - Tolm camow
CMapT-kapTbl, YTO BCTaBnsSieTCs B COTOBbIN TenedoH, cogepxuTt anroputmbl A3-A8 n ogHO3HA4YHO
naeHTudnumpyet aboHeHTa. B npouecce noarotoBku k pabotam Mo BCKPbITUIO COQEPXKUMOro Ynna, B pyKu



K uccrnegosartensM HevucnoBeaMMbIMK MyTAMKW nonano onvcaHve «anroputma COMF128» - Hanbonee
LUMPOKO pacnpocTpaHeHHON npakTudeckon peanusauum A3-A8 B SIM-mogynsax. 3Ta [QoKyMeHTauus
nomorna 6bicTpee 1 NOMHOCTLI0 BOCCTAHOBUTL BCHO Heobxoammyto nHopmauuio o cxeme. lNocne atoro
BpuceHo npurnacun onga ee aHanusa ABYX MOMoAblX, HO YK€ U3BECTHbIX KpUNTOaHaNUTMKOB, acnpaHToB
KanudopHuiickoro yHusepcuteta B bepknu [dasuaga BarHepa n WNaHa Monagbepra. Tem noHagobunoch
BCEro HECKOMbKO 4acoB, 4ToObl OTbICKAaTb B cxeme paTanbHble npopexu u paspabotatb MeTof
N3BeYeHnss M3 CMapT-KapTbl CEKPEeTHOro COAEPXXMMOro C nomolubio 219 onpocos uuna (npumepHo 8
4yacos).

MpencraButenn koHcopumyma GSM, kak 3TO MPUHATO, Cpasdy Xe O0BLABUNN MONyYeHHble pesynbTaThbl
«J1labopaTopHbIMU» M HE HECYLLMMMK pearibHOW yrpo3bl NoSib3oBaTeNsM COTOBOM CBA3W. 1o cyTu, yrposa
Obina npegcTaBneHa «HepearnbHOMY» NULb Ha TOM ocHoBaHuu, 4To B CLUA obnagaHue obopygoBaHuem
ONA  KNOHMpOBaHMA U NybnuyHas npakTudeckas AeMOHCTpauus pa3paboTaHHOW aTakm SBNSATCS
MPOTMBO3aKOHHbIMW. HO yXe O04YeHb CKOpO CcTann MosABMATLCA COOOLEHMs O AeMOHCTpauun
KNoHWMpoBaHusa TenedoHoB GSM B cTpaHax C WHbIM 3aKOHOOATENbCTBOM, B 4acTHocTu, B epmanun
[CC98].

3aTtem, BMecTe C OCBOEHMEM HOBbIX CMocobOB aTak - yepe3 aHanui nobOoYHbIX KaHaNoB YTeuKu
WMHpopMaLMn - NOSIBANINCb M HaMHOro Gornee addeKTMBHbIE METOObl KroHMpoBaHus. Tak, B 2002 r.
rpynna kpuntorpacoB wuccrnegoBaTenbckoro ueHtpa IBM npogemoHcTpupoBana, 4TO B3fnamblBaTb
anroputm COMP128 un knoHupoBaTtb SIM-kapTy MOXHO MeHbLUe Yem 3a MuHYTYy [RRO2].

06 umerolmnxcs Ha pbiHKe cpeacTBax nepexeata U MoHuTopuHra GSM (cama BO3MOXHOCTb 4ero [o
Henpunnuusa JOoNro otpuuanack oduuunansHeiMi npegctaButenamm MoU) Hambonee kpacHopeuvBo
pacckasbiBaloT pearbHble 00bsBreHns B VHTepHeTe. YToObl He XxoouTb [Janeko, AO0CTaTOYHO
NnpoLMTUPOBaTb TEKCT BeO-CTpaHMUbl OOHOrO U3 BUPTYyarnbHbIX MaraswHOB, pa3BepHyTbix B Poccun B
koHue 1990-x rogoB (BCcKkoOpe, nMpaega, CaWT ynpstanu 13 obwero goctyna nornyoxe - no Tow xe, B
CYLLLHOCTW, CXEMe, KaK 3TO AenatT Bce conuaHble-oumLmanbHble TOProBLbl Nogo0HON annapaTypow):

Cucmema rpogheccuoHaIbHo20 mecmuposaHusi U MoHUmopuHaa GSM

Ucnonb3yss Hawe yHUKallbHOe arnnapamHoe U rpoepaMmHoe obecriedeHue, «Cucmema...» 6ydem
omcrexueamb 3680HKU 8 epaHuuax ebldesieHHoU obnacmu, ocmagasiCb MOOKMOHYEHHOU K COeOUHEHUIO.
OHa 6ydem ebieodumpb Ha ducnnel ynpasnsoujue KomaHObl, udywue Ha menegoH U om mersnegoHa,
omcrexueamb pedesoll KaHamn (20/10C) U pe3epsHbill kaHan (20e npoxodssm: SIM - Homep moOyns
udeHmucgpukayuu aboHeHma, IMSI - mexdyHapoOHsbIl udeHmugukamop aboHeHmMa MoburbHOU ces3u,
TMSI - epemeHHbIU udeHmugbukamop aboHeHma, SAK - kw4 aymeHmugbukayuu aboHeHma, PIN -
HomMep nepcoHanbHoU udeHmucdhukauyuu u Opyeass uHgopmauusi). [lpouecc OekoduposaHusi U
8bIMOSTHEHUST 8CEX KalbKynsauyul 3aHUMaem OKoJI0 2,5 MuHym, mak 4mo O0numesisHoOCmMb mMennegoOHHO20
coeduHeHusi, Komopoe 8bl omcrexusaeme, OormkHa bbimb MO KpalHel Mepe makozo Xe fopsoka,
4mobbl ycmpolicmeo MOHUMmMOpUHaa Moerio obpabomamb U Nposepumb 8CH UHGhOpMayUo, EKIroYast
coomeemcmeyrouwue 3HadyeHus Ons npozpamMmuposaHusi Hoeozo SIM [T. e. AN KNOHUPOBaHUSA
GSM-tenedoHa]. lMpozpammHoe u annapamHoe obecrevyeHue no3eosisom OmcreXxueamb KOHKPEMHbIe
Homepa mernegoHo8. MoxHO co30asamb «dhbalinbl peaucmpauyuu OaHHbIx» (data log flies) ons
nocnedyroueeo aHanusza, a ayououHgopmayuro MOXHO 3arucbleamb Ofii KOHMPOSs C [OMOWbH
38yKo3anucbigarou,e2o 0bopydosaHusi (8 nocmaeky He exodum). B kommrnekm nocmasku exodum
nodpobHoe Pykoeodcmeo u npozpammHoe obecrieyeHue Ansi Windows unu DOS. [aHHasi cucmema
paspabomana 0ns 900 May GSM - cemeu. LleHa - 4500 Oonnapos. Bce 3aka3sbl onnaqyusaromcs 4yepes
Western Union unu mpaHcghepom 6aHK-6aHK.

ToTtanbHO ocnabneHHas 3awmTa



B Hauane 1999 roga B accoumaumm SDA Obinn NOMHOCTLIO BOCCTAHOBIEHLI U MPOBEPEHBLI HA pearbHbIX
TECTOBbIX BeKTOpax Kpuntocxembl anroputmoB A5/1 u A5/2. O6GpaTHoe BoccTaHoBneHue A5/2
MOATBEPAMIIO YXKe UMEBLLYIOCA MHpopMauumio, YTO B 3TOM cxeme Jo6aBneH ele OauH KOPOTKUIN perncTp
anuHon 17 6uT, ynpaensowun ABMKXEHNEM OWUT B OCTanbHbIX Tpex perncrtpax. BarHepy u longbepry
04eHb ObICTPO yaanocb NPOAEMOHCTPUPOBATL, YTO B 3TUX YCNOBUSIX OIS BCKPbITUS CUCTEMbI JOCTAaTOYHO
noboBbIM nepebopom (CroXHOCTbL 216) OTbickaTb 3anoSfIHEHWE ynpasnswero perncrpa. [lenaerca ato
BCEro no AByM bpenimam ceaHca cBA3u anvHon no 114 6ut (B cucteme GSM nepBble gBa dpenima
wndpnocneaoBaTeNbHOCTU U3BECTHbI, MOCKOSbKY LWMAPYOTCS O4HM Hynu). pyrumn crioBamu, BCKpbITUE
Takoro wudpa ocyuwlecTensaetcs OykBanbHO «Ha neTy», 3a 15 MunnucekyHg paboTbl psgoBOro
nepcoHanbHoro komnetotepa [DW 99].

MogBoas ceoero poga wtor npogenaHHoMy B Smartcard Developer Association nccnegoBaHuto, Jlaku
pyH crnegylowym 06pasoM BbIpa3unca O COOTHOLUEHUW AeKnapypyeMon M UCTUHHOW Ges3onacHoCTu
npoaHanmM3nMpoBaHHoOW cuctembl: «Mown onbIT paboTbl ¢ GSM nokasbiBaeT, YTO pa3BedblBaTeNbHbIE
cnyx0bl, CTOSAWME KaK M3BECTHO, 3a BceMu Kpuntoanroputmamu GSM, ucnonb3yiloT B cBoel paboTe
BeCcbMa cneuuduyeckni nogxod. Passeacnyxbbl KOMAPOMETUPYIOT NO6OM M Kaxabli KOMMOHEHT
KPUNTOCUCTEMBI, KAKON TONbKO MOXHO CKOMNpoMeTupoBaTtbh. Passeacnyx0Obl, umes Takylo BO3MOXHOCTb,
ocnabnsaT KOMMNOHEHT NPOCTO MOTOMY, YTO MOTYT 3TO cAenaTb, a He NMOTOMY, YTO UM 3TO HYXHO. OTO Kak
Obl n3BpaLleHHoe BOMNMOLEHNE B LLeNOM NPaBUNbHOMO NpUHLUMNA MHOrokpaTHOM u3bbliTouHocTuy» [LG 99].

OTO BecbMa CuNbHOe, NMPSIMO CKaxkeMm, 3asiBrieHue Jlakm pyvH 3aTteM noaTBepXAaeT Ha KOHKPETHbIX
npumepax BbisiBNeHHbIXx B GSM cnabocTein, cepbe3HbiM 06pa3oM KOMMPOMETUPYIOLLMX CUCTEMY.

» CkomnpomeTupoBaHa 3d(heKkTUBHAs ANMHA CeaHCOBOro kroya. B 64-6utHom knoue, koTtopbin A8
reHepupyet ana A5, nocnegHue 10 OMT MpUHYOUTENbHO OOHYMNEHbl. 3TO COBEPLUEHHO YMbILLISIEHHOE
ocnabneHune cuctemsl npumepHo B 1000 pas.

» CkomMnpomeTnpoBaHa cuctema ayTeHTUduKaumMm n anroputmM reHepaLmm cekpeTHoro knioda. M3secTtHo,
yto o cnaboctax B COMP128, obHapyxeHHbix SDA B 1998 rogy, yyactHukm GSM MoU 6binu
odmumansHO yBegomrieHsl ewe B 1989 rogy. To ecTb 3agonro A0 LWIMPOKOro pacrnpoctpaHeHus GSM.
Wmetowasica B MoU «rpynna akcnepToB no anroputmam 6e3onacHoctu» (SAGE), coctosias U3 HUKOMy
HEeBEAOMbIX MOAEN, COXpaHuna B TalHe 3TO OTKPbITME M He cTana MHOPMMPOBATb O HEM Jaxe
cobctBeHHO uneHoB MoU. B pesynbrate 4ero pasBencnyxObl MMEKT BO3MOXHOCTb KIOHMPOBaTb
TenedoHbl U BbIYUCNSATL CEKPETHbIE KINOYM aBOHEHTOB HENOCPEACTBEHHO B XO[€ CEaHca CBA3W.

* CKOMNPOMETMPOBAH CUITbHLIN anropuTm wndpoBaHusa A5/1. B aTom wwndpe ¢ 64-6UTHBIM KIOYOM
UMETCA MHOrOYUCHEHHbIE KOHCTPYKTUBHbIE AedeKTbl, MPMBOASLLINE K CTOMKOCTU, HE MPEBbILLAOLLEN
CTOMKOCTb Wwndpa ¢ 40-OMTHBIM KMHOYOM (APYrMMKU CITOBaMK, CTOMKOCTb MOHWXKEHa Ha 6 NopsiakoB Unun B
MUNNWOH pa3). HenoctmxmMmo, kakum 0Opa3oM CTONMb OYEBUOHBLIN AedeKT MOr ObiTb ynyLleH
hpaHLy3CKMMN BOEHHBLIMW pa3paboTymkamu.

+ CkomnpomeTupoBaH 6Gonee cnabobii anropytMm wmndpoBaHus A5/2. Xota B MoU npusHatoT, 4TO
BCKpbIBAEMOCTb LMdpa 1 bbina uenbto paspaboTkn A5/2, TeM He MeHee B oduuManbHbIX pesdynbTaTax
aHanu3a SAGE cka3aHo, YTO UM HEU3BECTHO HU O KakMX Kpuntorpadudeckux gedekrax B A5/2.

Utobbl obecneuntb nepexBaT u gewmndpoBaHne GSM-tpaduka, oTMedaeT Jlakm [puH, Obino Obl
AOCTaToOMHO  CKOMMpOMETUpoBaTb  IPEKTUBHYO  AnuHY  kmoya. bbimo  6bl goctaTtoyHo
CKOMMPOMETUPOBATL anropuTM reHepaumm Knoya. beino 6l 4OCTaTOYHO CKOMNPOMETMPOBAaTb anropuTv
wudpoBaHusa. Ho cneucnyx0Obl caoenany Bce Tpy 3TU BewM. Takoe MOXHO HasBaTb JIULWb «XOPOLUO
nNpoayMaHHOWN rapaHTMPOBAHHO M30bLITOYHON KOMIpOMETaUnen».

W, HakoHeL, elle OOUH OYeHb CYLLUECTBEHHbIW HioaHc. Bce wmndpoBaHne pasrosopoB B cucteme GSM
OCYLLIECTBMSAETCA TONMbKO Ha KaHane mexay MobunbHbiM TenedoHoM u 6a3oBOKM CTaHUMER, TO eCTb B
«3cupHOM» vacTM nepedaun. [pyM  HanMuMM  caHKUMKM cyda Ha  NPOCRyLIMBaHME  3BOHKOB
npaBooOXpaHuTerbHble OpraHbl BCcerga MMerT BO3MOXXHOCTb NOAKMIOYNTLCA HENOCpPeOCTBEHHO K 0a3oBbIM



CTaHUMSAM, rae YXe HeT HUMKaKoro wudpoBaHus. Tak YTO €AMHCTBEHHOW MPUYMHON Afst TOTarbHOro
ocrabrneHns KpunTo3allmTbl OKa3biBaeTCs «HeneranbHbl» AocTyn 6e3 kakux 6bl To HY BbINO OpaAepoB U
CaHKUUN.

BckpbiTne A5/1

Bckope, B gekabpe 1999 r., nog HaTUCKOM YHMBEPCUTETCKMX KpunTorpacpoB nan, MOXHO cyuTaTb, U
caMbli CUNbHBIN anemeHT B 3awuTte GSM - anroputm wudgposaHua A5/1. N3pannbckue matematukn Agu
Lamup n Anekc BuptokoB (4yTb NO3xe K HAM NpUcoeanHUnca amepukaHey [1asug BarHep) onybnvnkosanm
paboTy, B KOTOPOM ONUCaH CO34aHHbI UMW BECbMa HETPMBMAIbHbBIA, HO MO TEOPETUYECKMM pacyeTam
BecbMa aheKTUBHLIN MeToq, BCKpbiTUa A5/1.

Aan  llamupa BrnonHe 3acnyXeHHO HasblBalOT  «MaTpMapxoM  M3paunbCKONM — akageMuyecKou
kpuntorpacuuy. Ewe B 1977 rogy, pabotasa B CLUA coBmecTHO ¢ PoHanbgom Pansectom u JleoHapaom
Agnemarom, Wamup yvactBoBan B CO34aHMM 3HAMEHWUTOW KPUMTOCXEMbl C OTKPbITbIM KioyoM RSA
(3mecb «S» - ato Shamir). B 80-e rogbl nm paspaboTaHO HECKOMNbKO KpunTorpaduyecknx npoToKosioB U
kpuntocxem. Ha pybGexe 1980-1990-x, pabotas coBmectHo ¢ 3nu Bbuxamom, Lamup cosgan meton
AnddepeHuanbHOro KpuntoaHanusa, B OTKPbITOM akageMu4eckoM coobLiecTBe CTaBLUMW OCHOBOW
NPaKTUYeCKN BCEX COBPEMEHHBIX METOAOB WCCNEAOBaHWUS U BCKPbITUSA GNOYHbIX WMAPOB (NOAOGHbIE
paboTbl cneucnyxb BegyTca B cTpoxanwem cekpete). COBMECTHbIN e C bupiokoBbiM KpynToaHanus
A5/1 cTtan, noxoxe, nepsbiM obpalleHvem Lllammpa K mccrnegoBaHMI0 MOTOYHBLIX LWMGPOB Ha OCHOBE
perucTpoB CABuWra - Kracca cxem, 6ornee xapaKkTepHbIX s BOEHHOW, @ He KOMMEPYECKON KpunTorpaduu.

Xapaktepusys nsobpeTeHHbIn MeTo BekpbiTusa A5, Llamnp Bbipa3uncs Tak: «9TO BeCbMa CroXHas maes,
peanu3ys KOTOPYH Mbl HacTynaeM Ha MHOrmx poHTax, 4YTOObl HAKOMWTb HECKONbKO HebBonbLUMX
NPeMMyLLECTB, HO CITOXXEHHbIE BCE BMECTE OHM AatoT 60MbLon BbiMrpbiwy. Ecnin yyTe 6onee nogpobHo,
TO HOBbI METOA aTaku MCNomMb3yeT TOHKMe crnabocTu B CTPYKType peructpoB caBura, HeobpaTumbin
MEeXaHM3M UX OBWXEHWUs, a Takke 4acTble nepesarpysku permctpos, npumeHsemble B GSM. PassuBas
noteHuman GanaHCMPOBKU «BpeMsi-MaMATb», Y4YeHble CcOo3danvM [Ba POACTBEHHbIX Buaa artak,
peanuayemblx Ha NepcoHaribHOM KOMMblOTEpe C YBENMYeHHbIM 06beMOM BHeLLHel namatu. ns ycnexa
nepeon ataku TpebyeTcsa BbIxOgHas nocnegosaTenbHOCTb anroputma A5/1 B TedyeHue nepBbIX OBYX
MUWHYT pasroBopa - Toraa KoYy BbIYMCNASAETCH BCEro 3a CekyHAy (HO B pearnbHbIX YCNOBUSAX NOMy4MTb NS
aHanusa 3Tn ABe MUHYTbl KpanHe npobrnemaTtnyHo). Btopas ataka Tpebyet Bbixog A5/1 Bcero 3a ase
CeKyHAbl, HO Ha BbIYMCMEHUE KMYa Torga 3aTpadvBaeTcsl HECKOMbKO 6ornblue BPEMEHU - HECKONbKO
MUHYT. Bce pacuyeTbl 6binv noaTBEepXaeHbl peanbHbIMU BbIMUCTIUTENBHBIMU 3KCNepuMeHTamu. NonyTHo
cnegyeT OTMETUTb, YTO (hakT peanbHOM ANWHbI KMtoya He B 64, a nuwb B 54 6uTa kpuntorpacgamm He
ucnonb3oBarncs.

Tenepb byaem aenatb no-apyromy?

K Hauyany 2000-x rogoB yxe ModTW Bce 3KCnepTbl B 06racTv 3awwmTtbl nHdopMaumm (cneucnyxobl, Kak
00ObI4HO, BO34EPXKMBAIOTCA OT KOMMEHTapUERB) COLUNNCL BO MHEHMM, YTO pa3paboTka mep 6e3onacHoCcTU
OIS LUMPOKO UCMONb3yeMbIX CUCTEM B TalHE OT OOLLECTBEHHOCTU - 3TO B KOPHE MOPOYHbIA MyThb.
EOWHCTBEHHBIN cnoco® rapaHTUpoBaTb HafexHyr 6e30nacHoOCTb - 3TO YEeCTHO AaTb BO3MOXHOCTb
npoaHanuamMpoBaTb CUCTEMY 3aLLMTbl BCEMY COOOLLECTBY CNELManmCTOB.

MoHavany co3ganock BneYaTneHne, YTO AaHHY UCTUHY (XOTst Bbl OTHACTM) NPU3HANK K B KOHCOPLUUYME
GSM. lMpountrpoBaHHbIn B caMOM Hadarne rnasbl [bkerimc MopaH, Begawowmii 6esonacHocTelo GSM,
NMPOKOMMEHTMPOBAN BCKPbITME BCEX KPUNTOanroputMOB cuUcTeMbl Tak: «Korga oTu  wmndpsl



paspabartbiBanvce B 1989 rogy, wwupokas nybnukauus anroputMoB He Obina pacnpocTpaHEHHbIM
noaxogomMm. OfHako, cosgaBaemble HbiHE anroputMbl ByayT onybnvkoBaHbl ANA NpeaBapuTErNbHOro KX
n3y4deHusi» [DM99].

Jletom 2002 roga, Korga nosiBANOCH LUMPOKO aHOHCMPOBAHHOE M3BECTME O BBeaeHun B cuctemy GSM
HoBOro kpuntoanroputma A5/3, mMormno nokasaTbCs, YTO ODellaHus OTKPLITOrO mpouecca obCyXaeHUs
AevictButenbHo BbinonHAlTesa [NRO2]. MNpo S8TOT peanbHO KavyeCTBEHHbIM  anroputM  COOBLLECTBY
KpuntorpacoB akagemMmm M UHOYCTpUM ObINO M3BECTHO MPakTUYecKu BCe - hakTUYeCcKu, 3TO anroputM
Kasumi, co3gaHHbii paboyen rpynnon 3GPP (3rd Generation Partnership Project) gna ceten mobuneHowm
CBA3M criegylowero, TpeTbero nokonenus. Wudp Kasumi, B cBOWO oyepedb, MOCTPOEH Ha OCHOBE
cunbHoro, ewe B 1990-e roabl BCECTOPOHHE MccnenoBaHHOro kpuntoanroputmMa MISTY umaBecTHOro
ANOHcKoro kpuntorpadga Muuypo Mauyu. ..

Ho Ha 3TOM BCsi OTKpPBLITOCTb, NOX0Xe, N 3akoH4Yunack. Hoeas cneundukauma B GSM, umeHyemass GPRS
n obecneumBatollas AnUTenbHoOe MNOAKMYEeHne MobunbHoro TenedoHa Kk VIHTepHeTy, MMeeT B CBOEM
apceHarne HOBOE CEMENCTBO KpMNTOanroputmoB nog obwmm HasaHueM GEA. [po KOHCTPYKUMIO 3TUX
WndpoB, NoO CyTU gena, U3BEeCTHO NNLLb TO, YTO OHM HE MMEKT HUKAKOro OTHOLUEHUA K anroputmam A5/1
n A5/2. [la ewe nameHeH nopsgok knaccudukaumm: GEAO - Hukakoro windgposaHus (ogHu Hynu), GEA1 -
3KCMNOpTHbIN (ocnabnerHbin) BapmaHT, GEA2 - obbiuHasi ctorkocTb, GEAS3 - dhakTnyecku, TOT xXe BapuaHT,
yto A5/3. Mpo cTorkocTe GEA1 n GEA2 Hen3BECTHO HWYEro, MOCKOMbKY MO COCTOSHMIO Ha koHel 2003
roga HMKTO UX B OTKPbITOM coobLiecTBe kpuntorpados He Buaen [GRO3].

ToT Xe npuHUMN COKpbITUA MHGOPMaLMK KoHcopumym GSM coxpaHun 1 B OTHOLUEHUN HOBbIX BEPCUM
anroputma COMF128 (nmpaktudeckon peanusaummn A3-A8 B SIM-mogynsx). M3BecTHO nuwb TO, 4TO
MMEITCS BE BEPCUN CEKpPETHOro anroputma nog HassaHuamu COMF128-2 n COMF 128-3, npu3BaHHble
peLlwmnTb Npobnemsbl, BbiABNEHHbIE B NEPBOW, BCKPbITOM Bepcuun. B yactHoctn, COMF128-3 yxxe He oenaet
npvHyauTensHoe obHyneHne 10 6utos B ceaHcosom kntoye [FQO3].

Tak 4To B LENoM, Kak MOXHO BUAETb, CUTyaumsi ¢ «6e30nacHOCTbio MO-CTPayCUHOMY» MpPaKTUYECKU He
N3MeHunace.

Tsaxenoe Hacneaue

B nepvog ¢ 2000 no cepeamHy 2003 roga ckonb-HUMOyAb Cepbe3HbIX NpoucllecTBuMin B obnactu
JanbHenwen komnpometaumm GSM Gonee He npoucxoguno. TouHee, Koe-4To, KOHEYHO, Criyyanochb -
BCMOMHUM, Hanpumep, «MOMeHTarnbHoe» KrnoHupoBaHue SIM-kapTel B IBM - HO B npeccy u wmpokoe
nybnuyHoe obcyxaeHne 3T HOBOCTU YXE He MpocadMBanuncb, OCTaBasiCb B Marepuanax WU Kynyapax
Hay4HbIX KOH(pepeHumn. OgHako k nety 2003 roga rpynna u3paunbCKux KpuntorpadpoB U3 MHCTUTYTA
Technion - Onag bapkaH, Onu bruxam 1 Hatan Kennep - oTbickana cepbe3HenLlyo, HEBEAOMYH Npexae
cnabocTb B cucteme 3awutbl GSM. B nogrotoeneHHowm aBTopamu paboTe, «MrHoBeHHOe BCKpbITME
3alWyLWeHHbIX KOMMYyHuKaumi GSM Tonbko no wudpTtekcty» [BBO3J], 6bino nokasaHo, 4to 3Ty 6pellb
MOXHO BecbMa 3(pEKTUBHO 3KCMyaTMpoBaTh A9 NPOBEAEHMS pearnbHbIX aTak camoro pasHoro poga -
OT NPOCAYLUMBAHUS OTKPbITbIX N LWMEPOBAHHBLIX Pa3roBOpoB A0 noafenku SMS (KOPOTKMX TEKCTOBbIX
COOBLLEHUN) NN AMHAMUYECKOrO KIMOHUPOBAHMA TenedOHOB XepTB, T. €. 3BOHKOB skobbl C HOMepa
XepTBbl.

B cooTBeTCcTBUM C Tpaguumen, nyonmyHoe npencraBrieHne 3Ton paboTbl Hay4YHOMY COOOLLEeCTBY ObIIO
caenaHo Ha oiHOM m13 (popyMOB - B paMKax aBryCToBCKOM MexayHapoaHon koHdepeHunn CRYPTO-2003
B CaHTa-bapbape. NMpodeccuoHanbl-kpunTorpadbl npopearnpoBany Ha JoKnag C OrPOMHbIM UHTEPECOM
(no cnoBam BeTepaHa buxama, «BObInu yauBneHue, LWOK, NOTOM NO3APaBleHMs» B CBS3U C MOMyYeHNEM
HEeOXMOAHHOro pesynbTarta). A B Npecce npu 3TOM - abCONMTHO HUYETO, HU €AMHOMO YNOMUHAHMS O CTOSb
3HaunTenbHon pabote. Ha nogoGHbIX NMpuMmepax Haubonee OTYETNIMBO BUAHO, CKOMb 3(EEKTUBHO U



MOLLIHO BriacTu CnocoBHblI KOHTPONMUpOBaTb «CBOOOAHYIO» Mpeccy, eCnu XOTAT yaepxaTb Kakyto-nubo
nHOpMaLMIO B COKPbITUM. HO TOT e npvmMep OLHOBPEMEHHO HarnsiaHO AEMOHCTPUPYET, YTO «BCEX
0bMaHbIBaTb MOXHO NULLb KaKoe-TO BpeMs».

Cnycta npMmepHo ABe Hedenu U3BecTVe BCE Ke MPOLUNo B flOKasnbHOM M3paurnbCkon npecce, oTTyaa
nonano B MIHTepHeT, nocrne 4ero ero goHecnM Mupy areHTcTBo Reuters 1 Bce ocTtanbHele CMU. B camom
KpaTKOM U3NOXeHUM cyTb pe3ynbTaToB bapkaHa, Bruxama n Kennepa cBoamTcs k crnegyrowemy.

1. Anroputm A5/2 o4eHb nerko BCKpbiBaeTCH elle A0 Hadana cobCcTBEHHO TenedOoHHbIX pa3roBOpPOB - Ha
3Tane 3BOHKa Bbl3oBa. [1puyem genaeTtcst 9TO Ha OCHOBE NMLIb MACCMBHONO MPOCYLUNBAHUS NMNHUK. JTO
BO3MOXHO MO ToW npuumHe, 4to B GSM kop vcnpaBneHuss owmboK NpPUMEHSAETCA K CurHamy Ao
wmndpposaHna. Ho aToT koA, 3alumLILaoLWnii cMrHan oT BO3MOXHbIX OLLMOOK N UCKaXKEHWUA, BHOCUT B CUrHan
0O4yeHb OOnbLUYO M3OLITOYHOCTb, Grarogaps Yemy HyXKHble OJ1S1 BCKPbITMS KIoya [aHHble CTAHOBSTCS
M3BECTHbI NMOACNYLUMBAIOLLEN CTOPOHE Y)XXE Ha CTaaum BbI30Ba.

2. Bce gpyrve wudpoBaHHbie 3BoHKM No GSM (Bkntoyas npumMeHeHne bornee curbHbIX anroputmoB A5/1
unu A5/3) MOXHO BCKpbIBaTb, NPUMEHAA aKTUBHYIO aTaky. 34eCb MUCMNonb3yeTcs AedekT B NpoTOKose:
NpOLIECC reHepauun CeaHCOBOrO Kro4ya He 3aBMCUT OT TOrO, Kakow BbiIOpaH anroputm 3aceKkpeynBaHus,
CUINbHBIN MK cnabein. [No3ToOMy CTaHOBMTCS BO3MOXHbIM CHavarna OpraHu3oBaTb aTaky C BbIHYXXAEHUEM
XepTBbl NPUMeHUTb cnabbii wndp A5/2, y3HaTb Gnarogaps S9TOMY BHYTPEHHWUIA CEKPETHbIA KIHoY
TenedoHa, a BMNOCMEACTBMU ITOT XXE CaMbl KIod OyaoeT NMPUMEHSTbCA B LWMEPOBAHHBLIX 3BOHKAX C
CcvnbHbIM kpunToanroputmom A5/1 nnu A5/3. 3noyMbILLINEHHUK MOXET 3anvcaTb 3TW pasroBopbl, a 3aTeM
ux paclumngpoBaTb, UCMOMb3ys BCKPbIThIM Yepe3 A5/2 krtou.

W3paunbckue kpuntorpadbl, HAA0 NOAYEPKHY T, MPEKPACHO MOHMMAasi BCHO CEPbE3HOCTb NOMYYEHHbIX UMK
pe3ynbTaTtoB, 3agonro o nybnukaumm ussectunn koHcopuuym GSM o BbisiBrieHHow cnaboctn. Ho
JenaHHO paBHOAYLIHAs M AEMOHCTPATMBHO He3aMHTepecoBaHHasA peakumsi CO CTOPOHbI «Accoumnaumm
GSM», cyaa no Bcemy, okasanacb Ans buxama un ero konner nofiHoN HeoXuaaHHOCTLI0. B oduumansHoOM
3asBNEHNN KOHCOPLMYMa OYEHb CAEPXXAHHO MPU3HANK, YTO HOBbIA METOA B3rioMa OENCTBUTENBHO «MAET
Janblie npeabigylinx akageMWyYeckux CcTaTeln, OOHaKo He COOEpXUT B cebe HMYero HOBOro Wmu
yamBuTensHoro anst coobwecrsa GSM; Accoumnaumsa GSM nonaraet, 4TO NpakTUYeckue CrencTBus
OaHHOW CTaTby OrpaHUYeHbl, a HegaBHWM anrpeng kpuntoanroputma A5/2, goctynHein ¢ nons 2002 roga,
HanpaBneH Ha TO, 4YTOObl 3akpbiTb Opelwb B 6€30MacHOCTM, BbISBMEHHYIO W3PAUSIBCKUMU YYEHBIMU»
[JWO03].

Camu n3paunbckme yyeHble, B YaCTHOCTU Brxam kateropuyecku He corfnacHbl ¢ BelBogamu Accoumaumu.
CnoBa xe npo T0, 4yTo anrpeng A5/2 3akpoeT BbiiBNeHHyo 6pellb, Boobwe pacueHVBaloTCA Kak BBOA
obLecTBeHHOCTM B 3abnyxaeHue (MOCKONbKy Mpu anrperige CcTapbii anropuTMm TOXe MNpuxoamTes
OCTaBnsATb B TeredpoHe B Lensax obecneyeHnss COBMECTUMOCTU, @ 3HAYUT OH MPOJOIDKaeT urpaTb porb
«4YepHoro xogay).

Ho nouyemy ke HOBOCTb OG 3TOM B3fIOME BCe-Taku NpopBanack B LEeHTpalbHble CPeAcTBa MacCOBOWA
uHcpopMauMmn nocre [OBYX Hedenb APYKHOrO W TMONIHOIO 3amarnyuMBaHua? 3TOro, ecTecTBEHHO, He
0BBACHWI HUKTO, HO KOe-Kakue pasyMHble coobpaXkeHVsl Ha JaHHbIN cYeT Bce XKe BblaBUHYThI. C nogaum
areHTcTBa Reuters, nepebiM 3anycTMBLUMM Llap, NPaKTUYECKM BCSKOE HOBOCTHOE coobLleHne o6
nccregoBaTenbCkon paboTe M3pannbTsSH 3aKaHYMBaNoCk NPUMEPHO Takumu crioBamu: «M Onm Buxam, u
Accounaumsas GSM roBopaT, 4YTO BbisiBNeHHas Npobnema HUKaK He KacaeTcs MOGUIbHbIX TenedoHoB
TPeTbero MOKONMeHUs, nockonbky B cucteMe 3G paspaboTyvkvM pagvkarnbHO CMEHWUNM  anropuTM
LWndpoBaHMs U npoToKonbl GesonacHocTu». CriegoBaTenibHO - MOSIBUIICA 3aMevaTternbHbld CTUMYI K
nepexodly Ha HOBY'0, Gonee NPoABUHYTYIO (M goporyto) cuctemy. [eHer-To yxe BGyxaHbl MUNnMapabl, a
ny6rvKa okynaTb UX YTO-TO COBCEM HE TOPOMUTCS.

BusHec, koHe4YHO, aeno xopolee. [la n HOBble TEXHOMOMMK - Bellb 3aMevaTenbHas. BoT ecnun 6 Bpanu
Hapoay elle NOMEHbLLE. ..



naBsa 6. OxoTa 3a nroagbMu N MallMHaAMU

CTpaHuubl XXU3HU repos, 1942.

3BepUHbIE KIETKU U INEKTPUYECKUN CTYI

Jletom 1942 roga Ha pgonto Oarapa 'yBepa Bbinana pegkocTHas yaada. lNonyyunnocb poantb OAHy U3 Tex
Hanbornee repoMyeckmx N HackBo3b harblUMBLIX UCTOPUI, YTO 3aroXeHbl B OCHOBY MUd)a O BCEBELEHUU
N HECOKpyLUMMOCTM ryBepoBckoro ®BP. HaumMHanoch e Bce AOCTaTO4HO CEPbE3HO M TPEBOXHO, KOraa y
Beperos octpoBa JloHr-Aneng Hemeukas cybmapvHa Bbicaguna OUMBEPCUMOHHYIKO TPYMMy U3 YeTbipex
YyernoBeK, CHaOXeHHbIX OeHbramu, OPYXXUEM, B3pPbIBYATKOW W MraHaMy TEPPOPUCTUYECKMX aKTOB Ha
3aBodax, MPOU3BOOMBLUMX BaXHYK BOEHHYK npoaykuuio. MaTpynbHbli cnyx6bl BeperoBon oxpaHbl,
HaTKHYBLUMIACS HA YeTbIpeX NMO4O3PUTENbHBLIX MYXXYUH C NIIOTOM, HE CTan NOAHUMATb TPEBOTY, NMOCKOIIbKY
Te NpeacTaBUnMCL 3annyTaBwyMy pbibakamu, Aa elle ganu emy geHer, 4Tob He 6biro HENPUSITHOCTEN.
OTtnyctnB «pblbakoB», NATPYrbHbIN BCE e pelun noacTpaxoBaTbCsa W OONOXWMN-TAKM O CBOUX
NOAO3PEHMAX HAYanNbCTBY.

Korga o npoucliecTBun Ha crnegywwmin geHb y3Hano ®BP, BeperoBas oxpaHa yXe Halina y MmecTa
BbICAJKN AOBOSIbHO HEOPEXHO YCTPOEHHbLIV TaMHWMK CO B3PbIBYATKOM M APYrMM cHapsikeHuem. OgHako
camu JauBepcaHTbl 6eccriegHo wucyesnu. [yBepa npoucllecTBue 4pesBbldanHO BO3Gyauno wu
BCTPEBOXMWITO, MOCKOSMbKY AENO Maxnio Yrpo3oW AMBEPCUOHHBIX aKTOB, @ ObiTb MOXET M MOArOTOBKOW
BOEHHOro BTOpXXeHusA. OH Mpukasan COXpaHuTb WHUMAEHT B MOJSIHEWLIEN TalHe OT npecchl U 0ObABWM
camyto KpynHomacwitabHyo obnay 3a Bcto uctopuio P6P.

Uem 6bl 3akoHYMnacb 3Ta Gonbluas 0xOTa, CkasaTb TPYAHO, MOCKOMbKY 4YeTBEPO AMBEPCAHTOB YXe
paccpefoTOMMINCE U MOCENUMNCL B PasHbIX OTensx OorpoMHoro Hbto-Mopka. OgHako aanbHeiiume
OEVCTBUS TPYNMbl MOLMM COBCEM He MO MiiaHy, MOCKONbKY €e pyKoBOAUTEMb, TPUALATUAEBATUIIETHUN
leopr Oaw, oo BowHbl MHOro net npoxuswnin B CLUA, 6bin abcontoTHO He pacnonoXeH K BbIMOMHEHWUIO
OvBepcuoHHbIX 3agad. O6 9ToOM OH pacckasan CBOeMy Ornvkanwemy MnapTHEpPY-MpUATENo no rpynne
OpHcTy beprepy, KOTopbIi ToXXe Oblm HE NMPOYb TUXO paccocaTbCs B OOMbLIOW CTpaHe, nogenve 84
ThICAYN AONAPOB, NOMYYEHHbIE OT rePMaHCKOro BOEHHOrO KOMaH4OBaHUS.

Ho [aw Bei6pan nHOM NyTb, MO3BOHWB B MECTHOE HbO-MOpKCcKoe oTaeneHne OBP 1 coobLlums, 4TO TOMBKO
4yTO NpKOdLIN 13 NepMaHum 1 xoten 6bl NepedaTtb rocnoguHy yBepy YpesBbliYaiHO LIEHHYH MHAOPMALMIO.
Korga BawuvHITOH yBegoMunM O 3BOHKe, [lawl cam oTnpaBuiica B CTONWULY WM cAancs BMECTE CO BCEW
kaccon. Nomumo 6onbLion cymmel aeHer @BP nonyyuno B nuue [alua LeHHbIn UCTOYHUK MHhopMaLuun o
COCTaBe M MeCTax MPOXMBAHWUA OCTasnbHbIX YNeHoB rpynnbl (Jaw npegynpeawn, 4to OEWCTBOBan C
BegoMa beprepa), o coctaBe M MecTe BbiCaaku ApYrol OAMBEPCUMOHHOM rpynnbl y 6eperos dnopugpbl, o
rMaBHbIX Lensix AMBEPCUOHHLIX akTOB M BOOOLLE O noaroToBke AuBepcaHToB B [epmaHuun. Ha ocHoBe
nonyyeHHblX AaHHbix ®PBP OGbICTpO apecTtoBano Bcex cemepbix komnner [awa, a emy camomy
HacToATENbHO MOPEKOMeHO0Banu npusHaTe cebs Ha cyde BMHOBHBIM U MOMarnkuBaTb O JOOPOBOMbHOM
chade amepukaHckuM Bnactam. B oBmeH xe 3a MonyaHue Obino obellaHo, YTo yXKe Yepe3 HEeCKOSbKO
MecsiLeB obpbii npe3naeHT Py3BenbT ero amHUCTUPYET M BbINyCTUT Ha cBoboay. [law Bce caenan Tak,
Kak emMy Berenu, 3a 4to eBa He MonnaTurics rofloBOw.

Ha camom gene npesnaeHT PysBenbT BoBce He Gbin Ao6pbIM, a yxk nocrne MNepn-Xap6opa Tak BooGLe
Hayan nToBaTb, 0COBGEHHO B OTHOLLEHUN AMOHLEB U HeMLUEB. Bo Bcex NpeocTaBneHHbIX eMy AoKnaaax



OT pa3BeblBaTerlbHO-aHaNUTMYeCKnx cryx6 Obin caenaH BblBOA, YTO XuBYyLUME Ha 3anagHom nobepexbe
CLUA ganoHckMe amepukaHLbl He NPeACcTaBrsioT HUKAKOM yrpo3bl rocygapcTBy. TeMm He MeHee, Py3senbT
HacTosiNn Ha MWHTEPHMpPOBaHMM B KoHumareps 114 TbICAY MYXYMH, XEHLMH U OeTel SNOHCKOro
NPONCXOXAEHMS - 3TOr0 XOoTena >Xaxaylwas mectu nybnuka. Korga ke mpuwno ussectme O NOVMKe
AobnectHbim ®BP BOCbMU HEMELIKUX LUMMOHOB-ANBEPCAHTOB, TO NoHavany Py3BenbT xoTen nocagutb MX
B 3BEPVHbIE KMeTKN W, NpoBe3s B TAaKOM BuAe NO BCeW CTpaHe, 3aTeM Ka3HMTb. TOrgaliHWiA MUHUCTP
tocTuunn PpaHenc buaan B cBoUX BO3padkeHMSAX yKasblBasl, YTO HUKAKMX aKkTOB LUMMOHAaXa Unvu AMBEpCUii
B AENCTBUTENBHOCTU He BbINo, ogHako Py3BenbT HacTamMBan Ha CMepTHOW kasHu. buagan npegynpeawn,
4YTO B MOAOOHBLIX 0BCTOATENBCTBAX HW OOWMH FPaXOaHCKMN Cyd He CMOXeT BbIHECTU CTOflb CypOBbIN
npurosop. Torga Npe3vaeHT OTNPaBun LWNMOHOB Mo BOEHHLIN TpubyHan [JPO1].

Ona lNyBepa 6bIN0 Ype3BbIHYaNHO BaXkHO, YTOOLI B rra3ax aMmepuKaHCKoro obLLecTBa BCA 3acnyra B NOUMKe
wnmoHoB nNpuHaanexana ®bBP, a NepmaHns HMYero He y3Hana o npegartensctse Jawa. MNoatomy camble
CYyLLleCTBEHHbIE MOAPOBGHOCTM AaHHOW UCTOpMM ObiNMM TLWATENbHO COKPbITbI AaXe OT BOEHHOro cyaa.
JInuHo conpoBoxgasa xon gena, Oarap [yBep perynspHO MpUCYTCTBOBan Ha 3acedaHusix TpubyHana,
TWartenbHO cnegsl, 4YTobbl HE MPOCOYMMOCH HWKaKoW nuwHen uHgopmauun. Kak BcnomuHan
BMOCNeACTBUN YrieH BOeHHoro TpmbyHana Jlinong Katnep, B 1970-e rogbl coBeTHMK npe3ngeHTa Kaprtepa,
OHW Nony4unu K pasdupatenbCcTBY Aeno, «uenvkom nogrotoeneHHoe B ®EP, npuyem N'yBep gepxan Hac
Ha pPacCTOAHWUM OT CBOUX areHTOBY.

B utore Bce 8 anBepcaHToOB BObiny NPUroBOPEHbl K CMEPTHOW Ka3dHu, npuyem 'yBep notpebosan, 4TobbI
KasHUNM MX Kak MOXHO ObICTpee, NUYHO OpraHvM3oBaB MCMOSNHEHME npuroBopa. Bckope wectepbix
nocaavnu Ha anekTpudeckun ctyn. Meopra dawa n SpHcTa beprepa Bce e 0CTaBWAM B XUBbIX, 3aMEHUB
CMEpPTHYI0 Ka3Hb Ha ANUTENbHbIE CPOKM THOPEMHOro 3akniodeHus. Bmecto obeluaHHon amHuctum [daiua
npogepXanu B TIOPbME MATb NET, HO U MOCne 3TOr0 He BbINyCTUNM Ha cBobody, a NpuUHyguTEenbHO
penoptupoanu us CLLA.

A Bgrap N'yBep u Tpu gecaTka neT cnycTs Bce elle nodun BcnoMuHatb 06 3ToM gene, kak 06 ogHOM r3
«CaMbIX BaXHbIX CBOWX OOCTWXeHW». JTa dabpukauma HacTonbko rnyboko Bnevyatanacb B MCTOPUIO
®BP, yto yxe nocne cmeptn [yBepa, B 1979 rogy B xonne MwuHuCTepcTBa HOCTULUU YCTAHOBUIIM
MemMopuarnbHyt0 BGPOH30BYIO OOCKY B YeCTb CTOMb BblakoLLlerocd cobbiTusa. Ha gonryto, Kak roBoputcs,
namsTb.

[encTBnTenbHO, eCTb YTO BCMIOMHUTb.

JloBns pbI6GbI B BOfHax 6ypwu

BbisiBneHne MbicnenpectynneHun

Ecnn OCHOBHYIO YacTb aMepuKaHCKOM Hauuu Tparmyeckne cobbitua 11 ceHtsiops 2001 roga nosepriv B
COCTOSIHME LUOKa, TO OTAerNbHble MEePCOHaXW, HanpoTMB, MNPULLN B COCTOSIHWE MOBbLILIEHHOMO
BO30YXXAEHWSI, MOCKONbKY YCMOTPENy B aTakax TEpPOPUCTOB HEBEPOATHO YAAYHbIN LWWAHC ANs PacKpyTKu
cBoero ©OusHeca. Tak, komMMmepcaHT-Henpodmauornor JloypeHc @Papyan wm3 r. AnoBa, BRagerLwumn
HebonbLuon pmpmon Brain Wave Science (brainwavescience.com), TyT e, He MeLuKas, puHyncsa TpyonTb
Ha BCeX nepekpecTkax, YTo padpaboTaHHoe um obopyaoBaHue ANS U3MEPEHUS MO3rOBON aKTMBHOCTU -
3TO MMEHHO TO, YTO HYHO ®BP 1 Bcem npaBoOXpaHUTENbHLIM OpraHam A OTN0Ba 3M10YMbILLIIEHHMKOB.

HblHewHun 6usHec Papyana poauncss u3 HaydHon ctatbn «OTneyaTkm Mosra», B Havane 1990-x
onybnukoBaHHoOM MM B XypHane «[lcuxodumanonorus» B COaBTOPCTBE C y4duTernem, npodeccopom


http://www.brainwavescience.com

Wmanyunom doHynHom [FD91]. Ho ecnu JoH4YMH no cuio nopy npoaorkaeT HacTanBaTb, YTO NOMNyyYeHHble
B paboTe pesynbTaTbl SBMAANAMCb Wb AEMOHCTpauuen KoHuenuuu u TpeboBann OBLUMPHBIX
OOMOSTHUTENbHBIX UCCNEA0BaHUN ANA NPUMEHEHUS B pearibHbIX NPUNOXeHUsix, To apyann pewmn nHadve
- «KYW Xeneso rnoka ropsivoy.

Ha ocHoBe MCXoOHbIX 3KCMEPUMEHTOB YYEHbIN pa3paboTan CBOEro poga «4eTEKTOP JDKMY - cneunanbHbIi
KPMMWHANMCTUYECKMA TECT C LUEenbl YCTaHOBMEHUS, W3BECTHa NoJo3peBaeMoMy MWHTepecyowas
cnegcTBue uvHdopMauus wunvM Het. [ns 3TOro WCMbITyeMOMY HadeBaeTCs Ha [rOnoBy MOBSA3Ka C
3NeKTpo4amMn, PErMCTPUPYIOLMMU BOJSHbI 3MEKTPOMAarHUTHOW aKTMBHOCTM Mo3ra. Ha komnbloTepHOM
3KpaHe, YCTaHOBMEHHOM nepen «NauueHTOMy, HauMHalT OeMOHCTPMPOBAaTh Pa3HOro pojda cneunansHo
nogobpaHHble KAPTUHKK, M KOrda MO3r «y3HaeT» TOT Uin uHon obpas, To reHepupyeTcst onpegeneHHoro
poJa BOfHa, MMeHyemas y cneumanuctoB «peakumst P300». PaspaboTaHHbin Papyanom anroputm ans
aHanusa ¢opmbl P300O nos3sBonsdeT C BbICOKON BEPOATHOCTbIO AenaTb 3akfniovyeHwe, Ono3Ham MOo3r
UCMbITYEMOrO YKL Unn HeT. Hanpumep, Ana OoTbiCKaHWUS OEeNCTBUTENbHbIX COOOLIHMKOB TepakToB 9/11
cpeon 6onee yem 700 nopo3peBaemMbix Papyan NpennioXxun NpoTecTUpoBaTb MX Ha cBoem npubope,
KOTOpbIn OyaeT AeMOHCTpMpOBaTb, CKaXkeM, Ha3BaHue opraHusaumm «Anb-Kampa» Ha apabckom A3bike
unu npnbopHyto naHenb «bonHra-757» [JSO01].

Annapatypa ®apyana Ans CHATUS «OTNEeYaTKOB MO3ra» YKe HEeCKONbKO feT ucnbiTbiBaetcs ®BP u
nonvMuMen psga LWTaToB B pearbHbIX paccrefoBaHUsAX, OOHAKO, KaK HacTauMBalT KpPUTUYECKU
OTHOCSILLIMECH K TEXHOMOrMM yyeHble, BCeLeno nonaratbCa Ha nokasaHusa npubopa Obinio 66l CAULLIKOM
ONpoMEeTYMBO. Hanpumep, XOpoLWoO M3BECTHO, YTO NIOAW C NCUXOMATUYECKMMWU HAKIMOHHOCTAMM 4acTo
JaT HeagekBaTHylo peakuuto P30O, maccy HoaHCOB B peakuumio BHOCAT paca, non M Bo3pacT
UCNbITYEMbIX, @ YenoBeK 3pyaupoBaHHbI U 0Opa3oBaHHbLIN Bcerga pacrnos3HaeT HamHoro 6onblie
npegMeToB UM CrOB, YeM HeBEXeCTBEHHbIN. B uHTepnpeTaumm ¢OpMbl BOSHbI BaXHEWLWMM OCTaeTcsA
CyOBEKTMBHBIN PAKTOP FIMYHOCTU KOHKPETHOrO 3KCnepTa, A4a M MHOroNeTHAs NpakTUKa MCMoSb30BaHWs
«OETEeKTOPOB JDKM» CBUAETENbCTBYET, UYTO NPU COOTBETCTBYIOLLEN NOAroToBKE NOAOGHbIE MPMOOPLI
BMOJSIHE MOXHO OOMaHbIiBaTh. Ho ®apyan Hanpoyb OTMeTaeT BCe 3TW apryMeHTbl, HacTamBas, YTo ero
annapartypa abConMTHO HaeXHa U «paan HaLMoHanbHbIX MHTEPECOB YPE3BbIYaNHO BaXXHO BHEAPUTL €€
Kak MOXHO ObicTpeey.

HeyomeutenbHo, 4TO B NOAOEPXKKY HAMOPWUCTOrO YYeHOro-OM3HEeCMeHa yXe BbICTYNUnM U gpyrue
«NaTPUOTUYHO HACTPOEHHbIE» KOMMAHWW, YCMOTPEBLUME B TEXHONOrMM nepcnektusbl U onst ceds. Tak,
uenyto nporpammy [KIO1] no o6LieHaunoHanbHOMy CHATUIO «OTNeYaTkoB Mo3ra» BblaBuHyn Ctus Kupu, B
NpoLLnioOM OcHoBaTenb nouckosoro cepeuca InfoSeek, a HbiHe rnasa Propel Software - cupmbl,
paspabaTbiBatowlelri nporpaMmmMHoe obecneveHne Ans ynpasneHus 6onbwumu maccuBamu AaHHbix. [1o
MHeHuto Kuplia, HeT 6onee HageXHONM 3alnTbl OT TEPPOPUCTOB, YEM perynsapHoe (pas B ABa-Tpu roga)
CKaHMpOBaHWe MO3ra BCeX rpaxaaH C XpaHeHWeM oTrnevaTkoB B obLieHaloHaneHon 6ase gaHHbIX. Toraa
npu nokynke OuneTa Ha camorneT, MOCELEHUM MACCOBbIX 3penuvu, UM ewe Kaknx MeponpusTum,
MOTEeHUManbHO TasdWMX OMaCHOCTb, KaXAOro 4enoBeka MOXHO OyaeT ObICTPEHBKO MPOBEPUTH Ha
CKIMOHHOCTb K MNPECTYNMEHUI0» M Ha OCHOBaHWM (OPMbl IMNEKTPOMArHUTHOrO WUMMNYMbCca-OTKMKa
OOMyCTUTb WUIK e oTkasaTb... [TCO1].

3By4yaT, KOHEYHO, CTONb CTPaHHble WAew, Kak nofHenwasa aHTuyTonuss B ayxe Opyanna, ogHako
npegnaratTcst 3T Mepbl abCOMTHO BCEpPbEe3, MPUYEM BMOMHE aAeKBaTHbIMWM B APYIMX OTHOLLUEHUSX
nogbmn. bonee Toro, xxypHan Time [TM01] HAaCTONbKO NPOHUKCA NAEAMU U NepcnekTuBamMm «0TnevaTkon
Mo3ray», 4To HasBan goktopa JloypeHca ®apyana ogHum m3 100 cambix sIpKMX HOBATOPOB Ha 3TOW
nnaHeTe, obellatoWwmx ctatb «AuHWTENHamu n lMNMukacco XXI Bekay. CBeTnyto Hagexay Ha OoHe CTOorb
TOCKNMBbLIX MEPCMNEKTMB YeroBeYeCTBa BCENSET NUWb TO, 4TO BCce coobuweHns CMU o Grnectswem
TBOpYecTBe dPapyana, noboBHO cobpaHHbIe Ha canTe ero komnaHuu, gatupytotca 2001 rogom. MNoxoxe,
nepeBo30YXAEHHbIE MO3IM >XXYPHANMCTOB C TOW NOPbl HECKOSBKO MOOCTbIMN.

B cneucnyxbax, roe obblMHO paboTtalT noan ¢ bornee XONogHoOW (M UMHWMYHOW) TONIOBOWM, K HOBOWA
TEXHOMOMMM [eTekTopa KM OTHOCATCA cyrybo nparmaTudHo. PaboTbl Brain Wave Science ot4vacTtu



duHaHcupyeT LIPY, B gupekunto ovpMbl Bowen oavH 13 6biBLUMX pykoBogawmx YmHoB ®BP, 1, cyasa no
nybnukaunsam nocne ceHtabpsa 2001 roga, enactu CLUA geicTBuTEensLHO paccMmaTtpmuBan BO3MOXHOCTYU
npuobpeteHus aTton annapatypbl [FWO03]. maBHOW e MNpPUYMHOM OTKasa OT TEXHONOMMU CHSTUS
OTMeYaTKkoB MoO3ra crana HEeBO3MOXHOCTb aBTOMaTtu3auuu Mpouecca TeCcTUpPOBaHUS, a 3HauuT -
Heob6Xo04MMOCTb HanMuYns BCAKMI pa3 OMNbITHOrO 3KCNepTa, OT CyObEKTMBHbBIX OLEHOK KOTOPOro HamnpsiMmyto
3aBUCUT UCXOA NtoBOM «MPOBEPKM HA JPKMBOCTbY». [1Nsi MOBCEMECTHOIO MPMMEHEHUS TakoW Noaxopn SBHO
He roguTcs.

My)K‘-II/IHbI C owenoMuTernibHbIM OCHalWeHunem

B 6e3bpexxHoM MOpe Hay4HO-UccrneaoBaTernbCKuMX nyOGnuKauuin, MOCBSALLEHHbIX TEXHOMOrMsaM CBA3U U
KOMMbIOTEPHON 06paboTkM WHopMaLmMn, BpeMS OT BPEMEHM MOABNATCA SOOONbITHLIE CTaTbM,
CYLLLECTBEHHO pasfBuraroliMe nNpeacTaBneHns obLiecTBa O LUMMOHCKMX BO3MOXHOCTSIX COBPEMEHHOMN
TEXHUKU. Henb3s ckasaTb, YTO NPOUCXOAUT 3TO 4acTo, HO BOT B Hadvane 2002 r., k npumepy, B IHTepHeTe
Obliv  onybnukoBaHbl cpa3dy ABe HOBble paboTbl, B KOTOpPbIX 3GdEKTHO NPOLEMOHCTPMPOBAHDI
HEen3BeCTHble Mpexae MeToAbl OUCTAHUMOHHOrO cbeMa MHAOPMaLMN C 3KpaHOB MOHUTOPOB U APYroro
KOMMbOTEPHOro 060pyaoBaHus.

B nepson u3 atux pabot repmaHckui yyeHbli Mapkyc KyH, paboTatowmii B KemBpuaxckom yHnuBepcuteTe,
nokasar, 4ToO UMEeEeTCs NpUHUMNManbHas BO3MOXHOCTb C PACCTOSIHUS B HECKONIbKO COTEH METPOB
BOCCTaHaBnMBaTb KapTWHKY 3KpaHa MNpPOCTO MO MepLaHWIi0 CBeTa B OKHE KOMHaThbl, rAe yCTaHOBIEH
MOHUTOP UNu Tenesmsop. Bce, 4To Ang atoro TpebyeTcs, - 3TO KaYeCTBEHHbIN CBETOYYBCTBUTENbHbIN
[aTymK, XopoLuasi ONTMKa U 3HAHWE TOHKOCTEN paboTbl 3NeKTPOHHO-y4YeBbIX Tpy6ok [MK02].

[pyron y4yeHbin-uccnenosartens, amepukaHel, ko Jloyxpu, NnpogeMOHCTPMpPOBas, YTO C NOMOLLbI TOWN
Xe NPUMEPHO TEXHMWKN - MOA30PHON TPybbl U XOPOLLEr0 CBETOBOrO CEHCOpa - Ha PaccTosiHUM 40 nonyTtopa
KWNOMETPOB MOXHO CHMMaTb [aHHble C MNOCTOAHHO MUralwLMX UHOMKALMOHHBLIX  NamMnoyvek
KOMMbIOTEPHOro 06opyaoBaHns. BeIACHUNOCH, YTO B MOAeMaX, K NpUMepy, NOAKNI0YaKLWMX KOMNbIOTEP K
CeTu, MuraHne nHaMkaTopa-cBeToanoda B TOYHOCTM COOTBETCTBYET OMTam npoxoadien Yyepes annapat
nHcpopmaumm [LUO2].

«HoBaTopckumm» ynoMsiHyTble Bbille CTaTbil MOXHO CYMTaTb NULLb MO TOW NPUYMHE, YTO MOATOTOBMEHbI
OHW 1ccrefoBaTeNnsAMM OTKPLITOrO akaJeMU4eckoro coobLlecTea, KOTopoe npexae He Gbio 3HakoMOo C
noAoGHOro poga «OonTUYECKMMU» aTakamu. YTo ke kacaeTcs 3akpbiTbiXx paboT, BedylMXCs B AAHHOM
obnacTv rocygapCTBEHHbIMW CTpyKTypamu, TO Bce nybnukauuum 30ecb SABMSAOTCA  CTpoXaiile
3acekpeyYeHHbIMU Kak «NpeacTaBnsoLwmne yrpo3y HauMoHanbHon 6e3onacHoOCTM CTpaHbi».

HecmoTpss Ha 3TO, K HacTosLeMy BpPEeMEHM YyXe npekpacHo u3BecTtHo, 4To CLIA n mnx Gnwxkanwwne
cot3Hukn ewe B 1950-e rogbl Bcepbe3 03abOTUNUCL MPOGIEMON KOMMPOMETUPYIOLNX U3MYyYEHUN,
obecneumBamLmMX YTeYKY MHAOPMALMM MO  3NEKTPOMArHUTHBIM M aKyCTUYECKMM  BOJTHaM,
conposoxgarwum paboTy cBA3HOro o06opyaoBaHus U KoMnbloTepoB. CekpeTHas amepukaHckas
nporpamMma no 3aimTe TEXHUKM OT MOAOGHbIX yTedek nonyyuna kogoeoe HanmeHoBaHue Tempest (Byps),
a CO BpeMeHeM 3TUM Xe «OypHbIM» CMOBOM cTanu 00603HayaTb WM BCe WCCregoBaHUs Kak Mo
3KpaHMpoBaHMIO COBCTBEHHON annapaTypbl, Tak U MO MeToAaM AOCTyna K YyXXON KOMNPOMETMPYHoLLEN
nHdopmaumm. (Bnpoyem, OTHOCUTENBHO ABOMHOIO OOOPOHMTENBHO-HACTYNATENBHOMO CMbICHa TEPMUHA
cpeau 9KCMepTOB MMEKTCHA 3HaYUTENbHbIE pacxoxaeHus. Tawkke Kak U o ToMm, sBnsieTcsa nm Tempest
NMpOCTO KOAOBBLIM CIIOBOM MMM Xe KpaTtkon abbpesuaTypon 6onee AnuvHHOro HassaHus. OpHa w3
Hanbonee BAOOXHOBEHHbIX paclndgpoBok abbpesuaTypbl TEMPEST, kctatm roBops, BbIrMAaQuT Tak:
Tremendously Endowed Men Performing Exciting Sexual Techniques, 1. e. «MyxunHbl cC
OLIENOMUTENbHBIM OCHALLLEHUEM, OEMOHCTPUPYIOLWLME 3axBaTbiBaOLWYO CEKCyanbHYK TEXHUKY». JTOT
nepn nosammcTeoBaH ¢ canta [JM96] [xoana MakHamapbl «/HdopMaumoHHas cTpaHuua o TEMPEST»,



CribiByLLero Havbornee copepxaTenbHbiM B VIHTepHeTe cobGpaHneM OTKpbITON MHOpMauui no AaHHON
TemaTuke. YAa4yHbIM JOMONHEHMEM K HEMY CRYXWUT KoMnunaTueBHas Beb-ctpaHuua [TLO2] «XpoHonorus
Tempest» Ha canTe Cryptome.org).

O TemnecT-paspaboTkax, BEAYLIMNXCA 3a BbICOKMMWU CTEHaAMM CMELICNYX0, N3BECTHO kpawnHe marno. Ho u
nonyymeLune ornacky ¢akTbl BbIrNAAAT BecbMa Briedatnswowe. B 1987 rogy, HecMoTps Ha sipocTHoe
COMpOTUBMNEHNE OpPUTAHCKOrO npaBuTENbCTBA, B ABCTpanuMu Bbilna kHura «JloBey LWNMOHOB» C
Memyapamu NuTtepa PaiiTa, BbICOKONOCTAaBNEHHOIrO COTPYAHMKA aHIMMNCKOW KOHTppassenkun MI5.

PanT cpegu npoyero onvcan B CBOMX BOCMOMWMHAHUSIX U HECKOJTbKO BECbMA YCMELUHbIX TeMnecT-aTak,
npoBegeHHbix MI5 B 1950-1960-e rogel. B 1956 r., B xoge ogHon 13 onepauun (Engulf) yyBctBUTENBHBLIE
MUKPOMOHbI, TaHO YCTaHOBIEHHbIE B NOCONbCTBe ErvnTta B JlIoHaoHe, N03BONMMAM aHrnmMyaHam no 3Bykam
MexaHuyeckoro wndpartopa Hagelin nonyunTtb 4OCTYN K CEKPETHOM ANMMIOMATUYECKON Nepenncke apabos
B nepuop cyauKkoro kpuauca. B xoge gpyrown, ewe 6onee nsowpeHHon onepauun Stockade, yyeHbie MI5
npoaHanM3MpoBanu 3annucu LWMgpoBaHHOW TenerpadgHon nepenuckn mexay paHLy3CkMM NocosribCTBOM
B JloHaoHe 1 MW[dom B Mapwxe, oGHapy>1B B CUNIbHOM OCHOBHOM CUrHare elle oauH, BTopu4Hbin. Korga
CKOHCTpyMpoBanu obopyaoBaHve Ans BbiaeneHus cnaboro BTOPUYHOro curHarna, T0 BbIICHUOCE, YTO 3TO
OblfT OTKPbITLIN TEKCT Ternerpamm, KOTOPbI KaknMm-TO 0Bpa3oM npocaumBancd yepes LimdpaTtop B
nuHuio... [PW87].

WHTepecHO, 4YTO akagemuyeckoe COOOLIECTBO y4eHbIX BrnepBble GrM3KO MO3HAKOMMUITOCL C Mpobnemow
KOMMPOMETUPYIOLLNX SMEKTPOMarHUTHbIX yTeydek OyKBanbHO HakaHyHe nybnuvkauum kHurm Pawta. 370
npousowno B 1985 rogy, korga ronnaHACKUA MHXEHep-KOMMbIoTepLUMK Bum BaH 3KK, 3aHMMaBLUMACA
MEOVLMHCKON TEXHUKOW, CaMOCTOATENbHO MEPeOTKPbIsl, YTO C MOMOLLbI TEerneBu3opa, aHTEHHbl U
BPYYHYIO HacTpaMBaeMmoro reHepaTopa CUHXPOMMIYNbCOB MOXHO AWCTaHUMOHHO BOCCTaHaBMMBATb
nsobpaxeHve gpyroro sugeogucnnes [WES85].

HecmoTps Ha GonblUOK pe3oHaHC, NPOU3BEAEHHbIM paboTon BaH Qkka B HAy4YHOM MUpE, NMOCMNERYIOLLMX
TeMnecT-uccnegoBaHui B akagemuyeckon cpege 6uino odeHb mano. MNpuymH ToMy MHOXECTBO: 3aTpaTbl
cpencTs TpebyloTca BeCbMa CYLLECTBEHHbIE; CneunanbHas nutepaTtypa u CnpaBoYHUKM €CMU U UMEKDTCS,
TO 3acCeKkpeyeHbl; rocyaapcTB, 3aUHTEPECOBAHHLIX B Mogdepxke nybnmyHbiX paboT nogobHoro popa,
NpakTU4eCcKn HeT.

Mpn atom cnegyeT OTMETUTb, YTO Ha ObITOBOM, Tak Ckal3aTb, YPOBHE TemnecT-annapatypa BrnacTten,
HanpOTMB, Ha4MHaeT Bce Oorblle BXOAUTb B MOBCEOHEBHYI Xu3Hb. Hanpumep, B BenukobputaHum n
OpYrnx cTpaHax ¢ obsi3aTernbHbIM NULEH3NPOBAHMEM TENEBU3MOHHBLIX MPUEMHMKOB MO ynuuam e3gart
aBTOPyproHbl ¢ «TB-geTektopom», NO3BOMSOWUM ANCTAHLMOHHO ONpeaenvTb, Nonb3yTca N B JOMe
TeneBn3opoM Ha 3aKOHHOM OCHOBaHMUM U Kakue KOHKPETHO KaHasbl C ero nomoLubio cMoTpaT [KA98].

B CLUA nonvums npuberaeT K Apyron ngenHo poAcTBEHHOM TEXHMKE - TEMMOBU30paM, No3BonsoWwmm 6e3
NPOHUKHOBEHUS B OM MOVHTEPECOBATLCS, YEM TaM 3a CTEHAMW 3aHUMAIOTCS XunbLibl. Hanpumep, Takum
MeTo4OoM no MOLLIHOMY WH(pakpacHoMy N3nyyeHuo namn oborpesa BbIABNAOT
«BOTaHNKOB-HAAOMHMKOBY, MUTalWMX CcnabocTb K MapuxyaHe M BblpallMBaKOLNX 3anpeLLeHHYo
aMepuKaHCKMMK 3aKOHaMM KOHONMM0 B JOMAaLUHUX MUHU-opaHxepesax [TGO1].

YT0 Xe KacaeTcs MOLLHEMNLIMX TEXHOIOMMYECKUX BO3MOXHOCTEN pasBefpbiBaTenbHbix cnyx6 CLUA, To ¢
HEKOTOPbIX MOP OHM BbI3bIBAIOT CEPbE3HbIE ONaceHnsa aaxe B TPAAULMOHHO COK3HbIX AMepuKe CTpaHax
3anagHon EBponbl. MpuunHbl TOMy pas3obpaHbl B npegblgylieM pasgene KHUrm - cylectByeT macca
CBUAETENLCTB, YTO BOEHHO-MonMTu4Yeckass passegka CLUA perynspHO 3aHMMaeTcs OTKPOBEHHbIM
3KOHOMUYECKUM LUMNOHAXEM B NOMb3y KOMMNaHUA aMmepukaHCcKon nHayctpun. [leno gowno gaxe Ao Toro,
yTto B 1998 rogy HadanbHUK WBeACKOW koHTppaseenkn SEPO AHgpee 3pukcoH nybnuyHo npegynpeaun
rpaxgaH cTpaHbl, 4TOObl OHM He Opanu MobunbHble TenedoHbl Ha Te [OenoBble BCTPeYn, rae
obcyxpgaeTca kKoHuaeHUnaneHasa nHdopmauus. Mo cemaeTenscTBy OpUKCOHA, BCE COTOBbIE TeNedOHbI
MOXHO MCMOMb30BaTh ANS NOACNYLWIMBAHUA Jaxe Torga, Korga OHU HaxogAaTcs B HepaboveM COCTOSHUW.
nasa SEPO T1yT e nog4vepkHyn, 4To He OydeT BOoaBaTbCst B MOAPOOHOCTM, Kak MMEHHO 3TO AernaeTcs



[RS98].

®parmeHTbl  oduuManbHbIX — aMEPUMKAHCKUX  OOKYMEHTOB no  Tempest-tematuke, A0ObITblE
npaso3alnTHUKamMm Yyepes 3akoH FOIA (o npaBe rpaxgaH Ha JOCTyn K MHdopMaLummn) 1 onyormkoBaHHbIe
B WHTepHeTe, paloT npeacTaBneHne O TOM, CKOMb TLIATENbHO OXPaHATCA CEeKpeTbl MNOOOOGHbIX
TexHonormn. B ogHom u3 nHCTpykumi, 3aTparmeatowen «metogbl Nonstop/Hijack» (kogoBble cnoBa ans
0603Ha4eHus TEXHUKU noacnyLumMBaHuns c NMOMOLLIbIO paboTatoLLero no cocencTtay
aHarnoroBoro/LM@poBOro 3reKTPOHHOro 000pyAOBaHUSA BpOAE MNPUEMHMKA, MarHUTOMNbl WM COTOBOrO
TenedgoHa), ckasaHo OykBanbHO cnegytowee: «CnegyeT otmeTutb, uYto aaxke HECEKPETHAA
nHepopmaums, kacawwasca NONSTOP, He gomkHa obcyxaaTbCs vnu NpefocTaBnsaTbCsa nogsm 6es
cnyxebHon HeobxogumocTn. Hukakas nHdopmauus, kacarwasacs NONSTOP, He gomkHa cTaHOBUTLCS
JocTynHon nybrnvke 4epes npeccy, peknamy, pagvo, TB n gpyrume cpencrtsa MaccoBov MHAopmaunmy»
[EMT75].

Ecnn npuHate Bo BHUMaHue, yto metogamm NONSTOP cneucnyx6bl 3aHMMalOTCs N0 MeHbLUENn Mepe C
1960 rogoB, a 06 nx NOAPOOHOCTAX NYBIMKE HNYErO HE N3BECTHO M MOHbIHE, TO MOXHO ObITb YBEPEHHbIM:
NPOrpecc TEXHOMOMI CyNIUT HaM eLLe HEMaro MHTepeCcHenLWnx oTKpbITUA. Kak Bnepeau, Tak u no3agu.

ToTanbHbIX NOKaTop

Bce xoabl 3anucaHbl

B ceHTsa6pe 2003 roga BcTtynuna B cuny gupektmBa Eponerickoro Coto3a, umeHyemas E112 u
Tpebytowas, 4Tobbl ceTM MOBUIBLHOM CBSA3M obecneyvnBanu crykbbl cnaceHus Nobdo UMerLLLENCs Y HUX
WHpopmaLmen o reorpadu4eckoM MecTomnonoXxeHun tenedoHa, ¢ kotoporo Aenaetca Bbi3oB [DGO3].
MOHATHO, YTO TOYHOE 3HaHWe cracaTensiMM MecTa, OTKyAda caenaH Bbl30B, BO MHOMMX Crnydasx yckopsieT
NpubbITUE MOMOLM WM MOMOraeT COXPaHWTb FOAsSM 300POBbE UMW OaXe XM3Hb. XapakTepHo, 4TO
HecKonbko paHblue aupektuBbl E112 B MepmaHuu, BputaHum n apyrux eBpoOnenckux cCTpaHax Havanu
NosiIBNSATbCH KOMMEpPYECKMEe CepBMChbl, Npeanaralwme KineHtam pasHoobpasHble YCryrM BOKPYr
OTbICKaHWSI MECTOMOJIOXEHNSA UHTEPECYIOLLEro OObEeKTa - YenoBeKa C U3BECTHBIM HOMEPOM MOOUITBHOMO
TenedoHa, agpec Gnmkanwero 6aHkoMaTa, KUTalkcKkoro pectopaHa unu KuHoteartpa.

Ha aTom ocHoBaHWM y nyGnuku MOrMo NOSIBUTBHCS OLLYLUEHWE, YTO B TEXHOMOTMNSIX MOOUIbHON COTOBOM
CBSA3M cOenaHo oyepefHoe BaXKHOe JOCTWXKeHue, bnarogapsa KoTopomy TenedoHHble onepaTopbl Tenepb
MOTYT NPeasioKnTb HOBbIE MHTEPECHbIE YCNyrn. B AencTBUTENBHOCTU Aena 0OCTOAT CyLEeCTBEHHO MHaYe,
160 BO3MOXHOCTU reorpadpmyeckon nokanusauuy aboHeHTa U3HavyanbHO 3anoXeHbl B CaMy apXUTEKTypy
MOOMNBHOW CcOTOBOM CBA3M. [MpocTo noTtomy, 4to Ans 3dh(EKTUBHON OpraHM3aumMmM COefVHEeHUs CeTb
OOMKHa 3HaTb, B KaKow M3 ee A4eeK HaxoOuTCH BCAKMIN KOHKPETHbIN TenedoH. [lenaetcst 3T0 U3BECTHbIMM
B HaBurauum metodamu TPUAHrynauum - No BpeMeHU OTKMMKa annapaTa Ha curHanbl Tpex-vyeTbipex
onmxanwmnx madt 6asoBbix cTaHUMA. bonee Toro, nHGopMaLma O NnepemeLLEHNsIX Kaxaoro aboHeHTa 13
OOHOW SYEVKU B OPYryt0 He TONbKO perynsipHo cpmKcupyeTcsi, HO M AOBOJMIbHO OONIO XpaHuTca B Gasax
AaHHbIX TenedoHHbIX onepaTopoB. OgHako, MHOrMe roapl Bce 3TO Obino 60MbLUMM CEKPETOM, NMOCKOMbKY
TEXHOMNOrMsa NpegocTaBnsana cneucnyxbam n NnpaBooXpaHUTenbHbIM OpraHaM yAOOHEeNLWNN UHCTPYMEHT
0119 COBEPLUEHHO HE3aMETHOro HabnaeHNs 3a MHTePECyLWMMN UX 06 beKTamu.

Hanbonee rpomMkuin ckaHaan B CBSA3W C HEMTACHOW CIEXKOW 3a rpakgaHamu ¢ nomMollpto cuctemol GSM
paspasunca B 1997 roagy, korga uwopuxckaa raseta Sonntags Zeitung pacckazana o TOM, Kak
WwBenLapckass nonuuMs TalHo crieguT 3a nepemMelleHnaMN nonb3oBaTtenein MobunbHbIX TenedgoHoB ¢
MOMOLLIbIO KOMMbOTEPA HALUMOHANIbHON TeNeKOMMYHMKaLMOHHOW KoMnaHum Swisscom. EcTectBeHHO, B



pa3obnaynMTenbHOM yrape >XypHanucTbl Crierka npuBpanu, Korga BbiCTpavBanv CunbHble pasbl
npMMepHO Takoro poga: «B Swisscom XxpaHAT faHHble O nepenBukeHusx 6Gonee MUMMMOHA
nonb3oBatenen MOOWUMLHOW CBA3W W MOryT BOCCTAHOBUTbL MECTOMOMOXeHne BCex abOHEeHTOB C
TOYHOCTbIO OO COTHW METPOB Ha NPOTSAXEHWM NO KpanHen mepe nocnegHero nonyroga... N ecnu
noHagobuTcsi, OHM MOryT B TOYHOCTM BOCCO3A4aTb, BNMOTb OO MWHYTbl, KTO, rge, kKorga M C Kem
CO3BaHMBarcsa Ans KOHMUAeHUManbHbIX NeperoBopoB».

HecmoTpsi Ha oYeBWAHbIE MPEYBENUYEHUs Mpecchl, NpeacTaBuTeny Swisscom oduumanbHO NpusHanm,
YTO NPaKTUKYIOT COOpP U XpaHeHne MHdopMaLuK O NepeMeLleHnsX aboHEeHTOB, HO BblaaloT ee BacTsaMm
NULLb MO COOTBETCTBYIOLLIEMY OpAeEpY cyaa. A O4MH U3 LIPUXCKUX CclefoBaTteneil, cneuuanuavupyowmnincs
Ha Gopbbe c opraHM30BaHHOW NPECTYNHOCTLI, MOATBEPAMUSI, YTO AaHHAsi KOMIMbIOTEPHas CUCTEMA - «3TO
oYeHb 3P PEKTUBHBIA MHCTPYMEHT MPY paccrefoBaHNsAX».

Ho, c Apyron CTOpOHbI, HET (4a M He JOMKHO OblTb) B AEMOKPATMYECKMX CTpaHax «3aKOHOB, KOTOPbIe
ponyckanu 6bl NpeBEHTUBHBIN COOP AaHHbIX B Lienax byayuimx paccnenosaHuii». IMeHHO B Takom Buae
cchopmynupoBan 06o3HauvmBLIylocs npobnemy Oamno ¢oH N'yHTepH, rmaea weenuapckon denepansHom
KOMMCCUM MO 3aLuuTe AaHHbIX, KOTOPbIVA ObIN BbIHYXXAEH Ha4yaTb cneuunanbHoe paccrnefoBaHve B CBA3N CO
CkaHfanbHOW nybnvkauuen UOpUXCKoM raseTbl. PesynbTtaTtel ero paccnefoBaHusi,  4acTUYHO
onybnukoBaHHble netom 1998 roga, ¢ OOHOW CTOPOHbI MOATBEPAUNN CYTb YTBEPXOEHUN «30HHTarc
LlaiTyHr», a ¢ gpyrom - CHANM BUHY C KOMMNaHMK SwissCcom B MOKYLUEHMM Ha NpMBATHOCTb rpaxaaH. Kak
Cka3aHo B cyxoMm foknage lNyHTepHa, «KOMMaHusa cobupaeT nullb Te AaHHble, YTO TpebyTca en Ans
opraHunsaumm TenedOoHHbIX COEANHEHUIA NN XXe ANSA COCTaBIEHNSA CHETOB K onnaTtey». Kputuke KomnaHus
noaeeprrnach fulb 3a TO, YTO «CIIULLKOM JOSITO XPaHWUT AaHHbIE U OrpaHMYMBaET AMst KITMEHTOB 4OCTYN K
UHpopmaumo 06 9TMX AaHHbIX». HO npu aTOoM B npecce ony6nvkoBaHbl Obiny NULb TPU CTPaHULbI
BblAepxek u3 poknaga lyHTepHa, a B uenoM pAaHHbil 30-CTpaHMYHbIA AOKYMEHT MOMy4umrn craTtyc
«KOH(hMaeHUMansHOro» 1 Wnpokasi obLLEeCTBEHHOCTb ero He yBuaena [RB98].

Bein, npasga, B LlisBenuapum pgpyron, mMeHee oMUUMAnNbHbLIA UCTOYMHUK WHGOpMaUMM O LUMPOKOM
NCMNonb30BaHNM MOOWMbHOM TerneoHun Ans chexkn 3a nogbMu. Becbma oOWMpHBIN BEG-canT
«Interception» («[lepexBaT»), MOCBALEHHbIN LUMNMOHCKUM acrnektam MOOWMbHOW CBSA3W, Ben XXWUBLUMA B
JlozaHHe paHuyscknii npaBo3awmnTHUK Kpuctnadn Maccoin. B mae 1999 r. npu kpariHe 3aragouHbiX
obcTosiTenbcTBax Maccon nornb, ynae ¢ mocta [LLU99]. Monuuusa kBanudgurumpoBana nponsoLlellee Kak
CaMoyOUNCTBO, XOTH Y POACTBEHHUKOB U BIIM3KMX HA STOT CYET OCTalIMCb OYEHb CUJSIbHbIE COMHEHMUS. B
namsitb 0 MaccoHe ero Beb-canT coxpaHunu gpy3bs no agpecy www.seriot.ch/interception/.

Cpeav maTtepuarnoB, cobpaHHbix MaccoBoM, uMeeTcst CBUAETENLCTBO AyOnMHCKONM WwTab-kBapTupbl GSM,
COrNacHoO KOTOPOMY TMOCTOSIHHOE OTClEXUBaHWE MepeMelleHnii BCexX MOOWMbHbIX TenedoHoB
ocyLlecTBnsieTcs pagu obecneveHuns Hanbonee achpekTUBHBLIX coeamHeHun. MNMpruyem gaxe ecnv Yenosek
BbIKMoYaeT CBOW TenedoH, He >enasi NMOCTOsiHHO durypvpoBaTb B 0as3ax [aHHbIX, KOTOpble emy
abCconTHO HEMOAKOHTPOSbHbI, NPAaKTUYEeCKN HMKakoro adpdpekta 3To He BO3biMeeT. [MoTomMy 4TO U B
BbIKITFO4EHHOM COCTOSIHUM MOBUNBHLIN TenedoH perynsipHo nogaet o cebe curHan 6a3oBon ctaHuuu. Tak
4YTO ecnm abOHEHT KaTeropMyeckn He XenaeT NOCTOSIHHO HaxoAWUTbCs nog HabnwgeHwem, eMy npuageTcs
BblHyTb W3 annapata OaTtapeiiky wnM 3acyHyTb TenedoH B MaKeT/KOHTEWHEep, IKpaHMPYOLLUIA
3NEeKTpOMarHuTHble nanyyeHnsa. Ha cante MaccoHa cocTtaBneHa oblwimpHasa Tabnuua 06 ocobeHHoCTAX
paboTbl hvpM-npoBangepoB MOOMITBHON CBSA3M M O TOM, Kak JONTO KaxKaas U3 KOMNaHWMA XpaHUT AaHHble
0 NepeMeLLeHMaX CBoUX aboHeHTOB. CpoKM 3TW ANsl pa3nUYHbIX KOMMAHWUA MOryT ObiTb OYeHb pasHbIMU -
OT HECKONbKMX AHEen A0 Heckornbkunx mecsueB [CM99]. Ho cyTb HakannmBaembix AaHHbIX OOHA: Ha WX
OocHOBe pfns Itoboro KOHKPETHOro HOMepa W ero Bnajenbla WMEETCA BO3MOXHOCTb BbICTPOUTb
«Mpodunby € TOYHbIMU AaTaMu U BpEMEHEM BCEX NepeMeLLeHNN Ha MECTHOCTU.

To XXxe camoe, HO 3a AeHbIn



K Hauany 2000-x roqoB MOLLHbIE FTOKAUMOHHBIE CMNOCOBHOCTM ceTen MOBMMBHOW CBS3M nepecTanu 6biTb
CEKpeTOM, a 3HauuT KOMMaHusIM-MpoBangepam CTario MOXHO [AenaTb Ha 3TOM pearibHble OEeHbIU.
EcTtecTBeHHO, 6e3 KOH(pYy30B HOBOE M AOBOSIBHO LLEKOTIIMBOE B BOMPOCax NpPUBATHOCTM A4erno 06oMTUCH
He morno. BoT, kK npumepy, HegaBHMe nctopum M3 Guorpadumn Hebonblwon codpTeepHon pupmbl GateS
(www.gateS.de) B BepnvHe, cneumnanusnpyolleica Ha pa3paboTke NporpaMMHOro obecrnedeHus Ons
OHJMTAHOBLIX CEPBUCOB C ONpeferieHneM MeCTOMNONOXeHNss aboHEHTOB MOGunbHONM cBsA3n. B koHue 2001
roga GateS, pgabbl npuBneyb nobornblle BHMMaHUA CO CTOPOHbI KIMEHTOB, pa3MmecTura Ha CBOEM
Beb-caliTe npunoxeHue, NO3BOMSKLWEE BCEM XXENalwLWMM Y3HaTb, BKIOYEH UIM BbIKMIOYEH B AaHHOE
BpeMs UHTepecyroLwwmin ux tenedoH. MNpuyem genanock ato 6e3 Kakoro-nnbo ysegomneHus Bnagenbua
«npowynbiBaemoro» mobunsHuka [RPO1].

OTOT HEBWHHbIA, Ha NepBbl B3rMNsd, AEMOHCTPALUMOHHBIA CepBUC, peanusylowuin Ha Base KpaTkux
TeKCToBbIX nocnaHui (SMS) dyHkuMo n3BecTHoM ceTeBor nporpammbl PING, He TOMbKO o4eHb ObICTpo
Habpan nonynspHOCTb cpeau nonb3oBaTtenen (Nockonbky cpabaTtbiBan OoT AHMmMuM Ao ABCTpanuu), HO U
HaBrnek Ha GateS uenyl BOMHY KpavHe HENPUSATHOW KPWUTMKM CO CTOPOHbI CrneuManucToB Mo
6e30nMacHOCTM 1 3aUTHUKOB NPMBaTHOCTW. Bomblue BCero nx BCTPEBOXWMIO TO, YTO COBCEM MOSIOAAS U
HMKOMY Heu3BeCTHasi KpollevHass cupma uMmeeT [OCTyn K cyrybo BHYTpeHHUM, HeadunpyembiM
BO3MOXHOCTSIM MpOrpamMmHoro obecrnevyeHnss ceter mobunoHow cBAsu. [Odpyrumu crnosBamu, B 6Gasax
AaHHbIX ONepaTopoB COTOBOW CBA3M COAEPXKMTCHA Macca MHdopMauum BeCcbMa AenmKaTHOro cBoncTea o6
nx aboHeHTax, a uctopus ¢ GateS nokasana, 4To Mo KpanHen mepe K 4acTu 3TUX AaHHbIX BMOHE MOXeT
nonyyaTb AOCTYN YyTb NN He nobon xenatowmnin. Pykosoacteo GateS, ob6ecnokoeHHOe TakuM NoBOPOTOM
cobbITU, HAaoTpe3 OTKasanocb packpbiBaTb, OT KOTO MMEHHO M3 OnepaTopoB CBA3M Obina nomydeHa
BHYTPEHHSAA AOKyYMeHTauusi no SMS, a 3aoaHo, Kak roBopuTca «BO nsbexaHue», ¢ Beb-canTa KOMNaHUm
ybpanu u Bbi3BaBLwNi pasgpaxeHune cepsuc SMS Gateway Ping [EBO1].

Bckope nocne atux cobbitnin GateS, yxe nonyymBluas U3BECTHOCTb, Havana npogaBaTb onepaTtopam
MOOMWMBHOWM CBSA3M MOSNHOLIEHHbIV NporpaMMHbIA npoaykT People Finder, 4To Ha pycckmi S13blK MOXHO
nepeBectn kak «Yenosekouckatenb». CyTb MporpaMMbl sicHA M3 Ha3BaHUA - 3a NPUEMSIEMYO Mnnarty
npegoctaBnatb aboHeHTaM  cepBUC, MO3BONANLWMIA  ONpedensaTb  Tekylee reorpadguyeckoe
MECTOMONOXEHWE ApPYrMX BNadenbLeB COTOBbIX TenedoHOB. ECTecTBEHHO, nogpasymeBaeTcs, YTo 1 3Th
apyrne aboHEeHTbl He BO3paXkaltoT MPOTUB OKa3aHWsi 3akas3uuky nogobHon ycnyrn. Brnpodem, TyT Bce
3aBUCKUT OT TOro, Kak NOCTaBMEHO Aeno.

Kutarickas dmpma Pinpoint, BHegpuBLIas Ha pbiHKe TOHKOHra aHanormyHyo cUcTemy, OpMeHTMpoBanach
B MEepByl oyepedb He Ha WHAMBUOYaAlbHbIX KMMEHTOB, @ Ha KOMMaHWW, >Xenawwue TOYHO 3HaTb
MECTOMONIOXEHNE CBOWMX COTPyAHMKOB. CornmacHo rpyObiM oOueHKam, WCMNOMb30BaHWE CUCTEMBI
nokanusaLmm Ha OCHOBe COTOBbIX TenedgoHoB, nony4dmellen B Pinpoint HazBaHne Workplace («pabodyee
MECTO»), MO3BOSIAET KOMMaHMAM MOBLICUTbL CBOK MNPOAYKTMBHOCTbL Ha 10-15 npoueHToB. [Npn aTtom
pacxofbl Ha CEPBUC OKa3sbIBalOTCA COBCEM Hebonblimmu - nopsgka 20 gonnapoB B MeCcsL, MOCKOMbKY
GSM-TenedoHbl ecTb npakTuyeckn y BCeX, KTo paboTaeT HbiHe B [OHKOHre. AKKypaTHOCTb
nosuumoHmpoBanusi Pinpoint Workplace He Tak BbiCOKa, Kak NMpu UCMONb30BaHUKM 3HA4YMTENbHO Gonee
JOpOoron cnyTHUKoBOW cuctembl GPS, HO 06bIMHO 0co6asi TOYHOCTb U He HyxHa. Jlokanu3aumm c
ToYHoCcTblo A0 100 meTpoB oOkasbiBaeTCs BMOMHE [OCTATOYHO, YTOObI AMchneTdyepy onpefenvTb Ha
3NEKTPOHHOW KapTe ropoda paboTHMKOB, Onvxke BCEero HaxodsaWMXCs K O4vYepedHOMY KIMEHTY,
cAenaslliemy 3anpoc Ha obcnyxuBaHue. Camu COTPYOHUKM KOMMAHWWA, MOCAXEHHbIE Ha «KOPOTKUN
NnoBoAOK», ocoboro BocTopra No NoBody HOBOBBEAEHWS HE BbipaXKalT, HO M OPraHM30BaHHbLIX akKuuii
npoTecta He oTMe4vaeTcs - paboTa ecTb paboTa.

®dupma Pinpoint ke, obHagexeHHas ygadHbiM CTapTOM, TyT XXe MogroToBura HOBYK cuctemy Safety
Walker, Ha aTOT pa3 Ans MHOVUBMAYaNbHOrO OTCNEXNBAHUS MECTOMOMOXEHNSI TEX, KTO MOXET MOTEPATHCS
- OeTen, npectapernbiX poACTBEHHUKOB U T. [., HACKOMNbKO XBaTUT paHTasuun. B otnuume ot Workplace
3TOT CEPBUIC YXKE HEMNb3S OTKMIOYUTD MPOCTbIM HaxaTnem kHonku [AB02].



Heckonbko nHaye, Hexenu B ryctoHaceneHHbix EBpone munu MoHKoHre (NNOTHO HaKpbITbIX CeThbio 6a3oBbIX
ctaHumn GSM), obCcToAT pena C TexXHONornenm TOYHOW nokanu3auun aboHeHToB B CLUA. 3gech
denepanbHbie BNactu ewe B 1996 rogy ob6s3anu Bcex onepaTtopoB MOOUITbHOW CBA3W BHEOPUTH B CBOU
CETU Takne BO3MOXHOCTU, KOTOpbIE TOXE NO3BONSANM Obl OTbICKMBATL BriagenbsLa TenedoHa ¢ TOYHOCTLHO
Ao 50-100 metpos. lMockonbky B MepByl0 odyepedb 3Ta OUpeKTMBa MpuBA3biBanacb K noTpebHocTaAM
cnyx0bl cnaceHnst «911», TexHonorms nonydmna ycnoeHoe HasBaHue E911 (ot Enhanced, T1. e.
«MPOOBMHYTAsA»), HO HE CEKPET, YTO CUSbHYI0 3aHTEPECOBAHHOCTb B pacLUMPEHUN BO3MOXHOCTEN CBA3U
NPOSIBAAIOT NONULNA U NPOYME CUMNOBLIE CTPYKTYPbI.

nmaBHas e npobriema 3akmnyaeTcs B 3HAYUTENbHbLIX TeppUTOpUanbHbIX NPOCTPaHCTBaX AMEpPUKWU.
«TpeboBaHne o 100 m» 6e3 npobnem yooBNETBOPSETCA B rOpoAax, HO B CENbCKOW MECTHOCTWU, rae
MAOTHOCTb MayT HAMHOFO MeHbLUE, Takasi TOYHOCTb flokanu3auun Bce ele HegocTukmma. Kak npasuno,
aboHeHTa C TenedoHOM 34eCb «BUOAT» He TpuU-YeTbipe, a B fyywem crydyae nvb ABe MauThl,
pacnosioXXeHHble B HECKOMNbKMX MUNSX ApYyr oT Apyra. B nogobHbIX yCroBUSIX - Moka He pa3BepHyToO B
poctatke 6as3oBblX CTaHUMA - ocobyto akTyarnbHOCTb ObpeTaloT yaeleBneHne W MUHUaTIOpu3auus
TexHonorum GPS [BCO02].

D,BM)KyI.I.I,VIeCFI MULLEeHUN

YcTtporictBa GPS Hepenko HasbiBalOT CynepcoBPEMEHHON Bepcrern 0b6bIMHOro KoMnaca - XxanTek-npnbop
He NPOCTO MoKa3biBAaeT HamnpaBfieHWE Ha CEBEpP, a C BbICOKOWM TOYHOCTbIO OMNpedensieT reorpaduyeckue
KoopaumHaTbl CBOEro MecTtononoxeHusd. B ocHoBe cuctembl nexut npuem annapatom GPS
CYHXPOCUIHAroB OT CMYTHMKOB, OCHALLEHHbIX TOYHEMLMMWN aTOMHbIMM Yacamu. OpbuTbl OBYX LHKMH
CMYTHUKOB MOCTPOeHbl Tak, 4to GPS-npmemHuk B nobon Touke 3emnm crnocobeH OAHOBPEMEHHO
«BUOETb» CUrHanbl MO MeHbLUEN Mepe OT YeTbipex annapaTtoB. CpaBHMBasd pacxXxOoXOeHUs B CUrHanax
BPEMEHMN OT KaXaoro n3 aTOMHbIX XPOHOMETPOB, GPS-yCTPONCTBO BbIYUCIISIET PACCTOSHNE A0 KaXKA0ro 13
CNYTHWKOB. Mcnonb3ysa 3TW OaHHble, annapaT O4HOBPEMEHHO MOXET OnpedensaTb He TONbKO CBOE
MECTOMNOSIOXXEeHNe, HO U TO4YHoe Bpemsi 3amepa. YyscrtButenbHbole GPS ycTpoictBa cnocoGHbI
onpenenaTb KOopAUHATbI HA MECTHOCTM C TOYHOCTbLIO 0 15-20 MeTpoB, a Npu onpeAeneHHbIX YCIIOBUSIX -
n go 3-5 meTpos.

[MOHATHO, YTO 3Ta TEXHOMOMMSA B COYETaHWM C annapaTypoil 6ecnpoBoAHON MOBWUMLHOWM CBSI3N HeceT B
cebe 4pesBblYaNHO 3aMaH4MBbIA MOTEHUMan AN OpraHmM3auum MOCTOSIHHOIO CIEXEHMSl, CKaXeM, 3a
nepemMeLLeHMeM aBToMobuMnen nnm apyrmx TpPaHCNopTHbIX cpeacTB. MNMoTeHumnan aToT ObICTPO OLEHUNN He
TONbKO cneucnyx0Obl, HO U KOMMepYeckue pUpMbl, TOXe Xenawwue BHeapsTb GPS «ans KoHTpons 3a
cutyaumen». Kak M CO BCSIKOW LUMMOHCKOW TEXHOSOTMEN, BCKOpPE MOLWM M3BECTUSl O nepernbax u
cynebHbIx pasbupartenbcTaax.

Hanbonee rpomkoe pasbupaTtenbcrtBo, cosgaBwee B CLIA npeueneHT co 3noynotpebneHnem GPS B
ousHece, npoucxoguno netom 2001 roga B wraTe KoHHekTukyT. Korpa [xenmc TepHep, oguH 13
NOCTOSAAHHbIX KNNEHTOB MecTHoW komnaHum Acme Rent-A-Car, r. Hbto-XeliBeH, B ouepeHon pa3 npuilen
OpaTb HanpokaT aBTOYProH, agMuHUCTpauusa ¢upmbl coobluna emy, 4YTO Tenepb BCE MaluWHbI
obopyaoBaHbl cuctemon GPS, a B KOHTpakTe MosiBMIacb HOBasi CTPOKa, COMMacHO KOTOPOW 3a Kakgoe
npesbiweHne ckopoctn 80 munb/yac OypeT gononHUTenbHO B3vMaTbess 150 gonnapoB. TepHep,
€CTECTBEHHO, He obpaTui HMKaAKOro BHMMaHuMs Ha HOBOBBEEHWE, MOCKONbKy Opan mawuHy 34ecbh
NMOCTOSIHHO, a B HaBurauunoHHon cucteme GPS He Hyxpancda. Ho Ha camom gene Acme obopypoBana
cBou aBTOMOOUNKM kyga Gonee xutpoymHol TexHonorven OnBoard komnaHum AMQ (www.airig.com),
KoTopas ¢ nomoLllbto GPS no3BonsdeT He TONbKO CNeanTb U3 LIEHTPa 3a BCEMU NepeEMELLEHNAMN MALLWHBI,
HO N MOCTOSIHHO OTCIEXMBaTb CKOPOCTb, @ TaKKe MOXET 3arnyLwmTb MOTOp U AaXe 3anepeTb BCE 3aMKMU...
Tak yto [xenmc TepHep He ycnen eulle U aBTOYProH BEPHYTb, Korga OOHapYXum, YTOo CO cyeTa ero
KPeaUTHOM KapTOYKM YyxXe cHATO 450 pgonnapoB, MOCKOMbKY OH «TPWKAbI MPEBLICUIT OOMNYCTUMYIO



CKOpOCTb». KoMnaHus ¢ roTOBHOCTbLIO Mpeasnoxuna emy Aaxe nokasaTb Ha kapTe, rie UMEHHO CKOpOCTb
npesblwanack [RS01].

PasrHeBaHHbIV TepHep HaHAN agBokaTa M peLuunn vYepes Cyd HakasaTb KOMMaHWKo, CToNb Be33acTeH4mBo
BTOPralLlyloCs B €ro NNYHyl XM3Hb. KomnaHus, ecTecTBeHHO, CTana Hamvpatb Ha TO, 4TO BCe ee
OencTBUS 3abnaroBpeEMEHHO OrOBOPEHbI B YCMOBUSAX KOHTpakTa. [eno mnony4mrno pe3oHaHC, K Hemy
NOAKIIOYMITMCL HE TOMBbKO NPaBO3aLLUMTHBIE OpraHvM3aunn, HO U BbiCOKMe cyaebHble MHCTaHUUN, OOHaKo B
Kakyto CTOPOHY KayHeTCsi yalwa npaBocyaus Obinio coBeplleHHO HesicHo. V6o macwTabbl BTOpXeHUS
OM3Heca B YaCTHYK XM3Hb rpaxaaH C MOMOLbIO nobanbHbIX CMYTHUKOBBLIX CUCTEM - AENo Moka 4To
HeyperynupoBaHHoe. KOHKpPEeTHO B KOHHEKTWKYTCKOM Jdene Cyd B WUTore BCTan Ha CTOPOoHy TepHepa,
3anpeTtnB komnaHum Acme Rent-A-Car B3uMaTb CaMOBOSIbHO YCTaHOBIEHHbIE WTpadbl 3a NpeBbieHne
CKOpPOCTM N 00A3aB ee BbINNaTUTb 00paTHO AEeHbIM BCEM, KTO yXe Obin owTpadoBaH. B npumeHeHun
cuctembl GPS Huyero npefocyauMTenbHOro He YCMOTPEHO, ubo MalvHbl - COBCTBEHHOCTb (MPMbI
npokata [CB02].

Bbl3aBaHHbIE TEXHUYECKMM NPOrPeccoM NEPEMEHbI B «aBTOLOPOXKHOM» rpaxJaHCKOM 3akOHOAAaTeNbCTBE U
B paboTe nonuumn - 310, BoOOLLE rOBOpS, OTAENbHasd O4YeHb Oonblias TeMa, CUMITbHO BbIXOAsLas 3a
paMKu KHUMN. 30€ecb Xe MMEeeTCsl BO3MOXHOCTb YMNOMSIHYTb JINLb HECKOSbKO SPKMX NpumepoB. Tak, C
ceHTabpsa 2002 r. B amepukaHckoM wtate MapuneHn BCTynun B CUY HOBbIA 3aKOH, COrMacHoO KOTOPOMY
nogsMm, ABaxabl 3a MNATb feT YNMYEeHHbIM B BOXZEHMM aBTOMOOUNSA B HETPE3BOM COCTOSIHUM,
NPVHYOMTENBHO YCTaHaBMMBAKT B MawuHy OnokMpaTtop 3axuraHus C TecToBOWM Tpyobkon. 370
3MEKTPOHHOE YCTPOWCTBO pa3MepoM C COTOBbIM TenedoH Kpenutca K NpubopHOM naHenu n 0o3BonseT
3anyck ABurartens nub B TOM Criyvae, ecnvm BoAUTENb MPOXOAUT TECT Ha Be3ankoronbHoe AblIXaHue.

Mpn BCcTynneHun 3akoHa B cuny B MapuneHge HacuuTbiBanocb okorio 5200 Takoro popa soguTenen,
CKITOHHbIX K HETPE3BOW €31e, KOTOPbIX 06si3anu BbiNnaymeaTh No 65 gonnapos B Mecsy, 3a 6nokupatop u
conyTcTByloliee «obenyxmBaHuey. [na 3TOr0 UM e€XEMECAYHO HaaNeXMUT SBMATbCA B OAMH U3 26
CEPBUC-LEHTPOB LWTaTa, rAe W3 MUKPOKOMMbIOTEpa-OriokMpaTopa BbIFpYXaeTca Ans  aHanuaa
WHpopmaLnsa o gatax, BpEMEHU U AanbHOCTU KaXO0M M3 NOE3A0K 3a OTYETHbIV nepuod. Takum obpasom
BbIABNAOTCA IOAM, pelumBlIME OOMaHyTb CUCTEMY, K MpUMMeEpy, MepeceB Ha Apyrylo MaiuuHy. B
npvHUMNE, NodUTENN BbINUTL 3a PyfieM MMEKT NpaBo OTKa3aTbCs OT CTOSb HABA34YMBOrO MPUCMOTPa, HO
TOr4a OHW NULIAKTCA BOAUTENbCKOM nuueH3uu. Mapuneng crtan yxe 41-m wtaTtoMm, BBOAALWMUM 3a
nocriegHue rofbl 3aKOH O MPUHYAUTENbHOM OnoKMpaTope 3aKuraHusi, NOCKOMbKY OT 3TOrO HanpsiMyto
3aBWCUT JanbHenwwee NOoCcTynneHve geHer n3 doegeparnbHO KasHbl Ha nogaepxaHune astoctpag [DO02].

B Tom >xe 2002 rogy ctano uM3BecTHO 0 HoBoM cnocobe 6opbbbl C yrOHOM aBTOMOOUIEN, KOTOPLIN BCE
LWMpe HauyMHaeT NMPUMEHsITb aMepukaHckas nonuumsi. Bnepsble onpoboBaHHbIN B MUHHeanonuce, LWT.
MwuHHecoTa, 3TOT MeTOoZ, 3a NEPBbIN Xe o4 MOHM3UIT KONMYECTBO YKPaAEHHbIX MaLlUuH npumepHo Ha 30%,
a noTomy OepeTcsl ceryac Ha BOOPYXEHME CTpaKkamu nopsifka Kak B ApYyrux LWTatax, Tak U B CTONIMYHOM
okpyre Konymbus.

CyTb cnocoba npegenbHO MNpocTa - He UucKaTb YKe YrHaHHbIA aBToMOOWNIb, a ocTaBnATb B
npuBnekaTernbHbIX Arsi BOPOB MECTaxX MaLUMHY-«HaXUBKY», Ha KOTOPYH NPECTYNHUK HEMPEMEHHO KIHOHET.
Mapka HaxuBkM crieumanbHO BblOMpaeTca cpean Havboree nNONynsipHbIX Yy NpodeccnoHanbHbIX
yroHwumkoB mogernein. B 2002 rogy Ha Tepputopun CLUA 3710 661 MmawmnHel Toyota Camry, Honda Accord
n Oldsmobile Cutlass [NI02]. BHyTpM Takol «HaXWBKM» MOHTUPYETCS creumanbHoe 3SMeKTPOHHOoe
obopyaoBaHMe Ha cyMMy OKofo 3 Tbicay gonnapos: annapatypa GPS ans nocTosiHHOro OTCNeXuBaHUS
MECTOMNOSIOXEHUSA MalUMHbI, aBTOMaTUYeCKMIA BrnokMpaTop Anst ANCTAHLMOHHOIO BbIKMOYEHUS MoTopa U
cnctema 6ecnpoBOHON CBsI3M, C MOMOLLBIO KOTOPOW aBTOMOOMNb Aenaet 3BOHOK B MOMUUMIO C
€0OWUHCTBEHHbIM COOBLLEHNEM «MEHs ONATb YKpanu». TexHWKa OTNoBa YroHLWMKOB YXe OTTOo4YeHa.
MawuHbl nonuuMM HUKOT4a He NpecnenylT Bopa, YTOObl He CNpoBOLMPOBaTbL €ro Ha yBENU4eHue
CKOPOCTM 1 aBapuio C BO3MOXHbIMU XepTBaMu. BMeCTo 3TOro MOTOp MalUMHbI-«HAXMBKMY» MPOCTO BOPYT
rMOXHET rae-HMbyab B yAOOHOM MecTe M BO3fle Hee TYT XXe OKasblBalTCA HECKONbKO MONMULENCKNX
[PDO2].



Ywnble aaBokaThbl, 3allMLLaOWME YTOHLUKOB B Cyae, Y& HEOAHOKPATHO NbiTanucb 0GBUHUTL NOMNULMIO B
«entrapmenty, T. e. NPOBOLIMPOBaHMMN UX NOAOMNEYHbIX HA YrONoBHO Hakasyemoe aesHue. OgHako cya He
ycMaTpusaeT B MOAOGHbLIX AEWCTBUSAX MPOBOLMPOBAHMS, MOCKOMNbKY CYMTAET, UYTO YyXuUe MaLlUHbI,
CTOSAILLME Ha YNULIE, HEe YTOHSITCS NMoAbMU «HEYaSHHOY.

3aT0 B OTHOLWIEHMSIX OPYIMX OENCTBUA NONULUMKN C NpMMeHeHeM annapaTypbl GPS cyaebHble MHCTaHumm
CLA BblgatoT, 6biBaeT, 3HaunTENbLHO Donee cTporme BepaukThl. Tak, B ceHTsiope 2003 r. BepxoBHbin cya
WTaTa BawWMWHITOH NOCTAHOBUI, YTO MONUUMUS He MMeeT npaBa 6e3 nonydYeHus Hagnexaiwien caHkuum
yCTaHaBnmBaTb crnegsiwee yctponctBo GPS B TpaHCmopTHOe cpedcTtBO nogo3peBaemoro. [Mpaktuka
TaHOW YyCTaHOBKM B MawwmHy GPS-ycTpowcTBa Ansi MOCTOSHHOTO OTCMEXMBAHUSA MNepeMeLleHuni
noJo3peBaeMblX HbIHE BCE LUMPE UCMOMb3yeTcs nonuumen u cneucnyxbamm pasBuTbiX CTpaH, 0COBeHHO
B CLUA n KaHage. lNpuuem genaetcs 310, Kak npaBuio, 6e3 nony4yeHus COOTBETCTBYIOLLEro opaepa B
cynebHbIX opraHax, MOCKONbKy nmonuvuun yaobHee pacueHvBaTb GPS-3aknagky B MallMHE KaK HEKUR
XanTek-aHanor TpaguLMOHHOIO COTPYOHUKA HapyXHOro HabniogeHus, He 06s13aHHOrO0 MMETb HUKaKuX
caHkumn. OgHako BALLUMHITOHCKUWA Cyd MOCTaHOBWI, YTO MOMMUMS HMKOrda He umena BO3MOXHOCTEN
KPYrnoCyTOYHO Ha NPOTSXKEHUM HEOENb UMM MECSILLEB HEMPEPBLIBHO CNeanTb 3a NepeMeLLeHsaMN NI0aen.
Mockonbky BMHa 3TUX NOAEN elle He [oKa3aHa, HOBble MeTOoAbl CMEeXKW NpeacTaBnsalT CrAWLLKOM
Cepbe3Hoe MnocAraTtenbCTBO Ha TaWHy JIMYHOM >M3HWU. [lo cBuMaeTenbcTBy npaBo3awmTHukoB ACLU,
AMepU1KaHCKOro Ccoko3a 3a rpaxgaHckue cBoboapl, nogobHoe pelleHne cyaebHbIX BriacTen wrarta crano B
3TOW CTpaHe MNepBbiM, a 3HAYUT NpPeueneHT MOXET UMETb Cepbe3Hble MOCMeACTBMS ANs nepeMeH B
3akoHodaTenbcTBe apyrux pernoHos CLUA [APOS].

BnonHe oyeBnaHoO, 4TO NOAOGHOE peLleHne KpaHe akTyanbHO U OS5 BCEX OCTallbHbIX CTPaH, CYMTAKOLLNX
cebs cBOOOAHBIMM M yBaXKaOLWMMUN NPUHUUMA Npe3ymnumMm HeBMHOBHOCTU. OcobeHHO B yCnoBusX, Korga
pasmvepbl GPS-annapaTypbl CTAHOBATCS COBCEM MMWHUMATIOPHBIMU W YyXe B MpPUHUMNE MO3BOMSAOT
He3aMeTHO BCTpauBaTb MpuemonepenaTymki, UKCUPYIOLLME CBOE MECTOMOSIOXKEHME, Jaxe B OAexay,
00yBb, CYMKy MUnn gpyrue nuyHble Bewwn. Hanpumep, komnaHusa Motorola B cepeguHe ceHTs6ps 2003 r.
ob6bsiBUNa O CO3[aHust KpoluedHoro, pasmepoM c 10-ueHToByt0 MoHeTky GPS-mogyns FS Oncore,
cnocobHoro paboTaTe Kak aBTOHOMHO, Tak U B KOMMeKce C nogaepxueatowen annapatypoun [DS03]. B
npvHUUNEe, npegnoriaraeTcs, YTO TAKOro poda MUHMaTIOpPHas annapaTtypa B MepByK ovepeib Hanget
CBOE MeCTO B HOCUMMOWN KapMaHHOW 3reKTPOoHMKe BbITOBOro HasHavyeHusl, Bpoae COTOBbIX TenedoHOB unu
KMK. Ho Takke 3gecb BNOMHE NpornsigbiBaloTca Goratble BO3MOXHOCTM ANSA HE3aMETHbIX LUMUOHCKUX
3aKnagoKk unn MoamduKkauum yxe CyLLLECTBYIOLLMX YCTPOWCTB HECKOJTbKO MHOMO, THOPEMHO-MONMULENCKOro
poaa.

MWHUCTEPCTBO BHYTPEHHMX Aen BenukobputaHum pemno nepeHsTb 6oraTbii OnbiT CBOMX aMePUKAHCKMX
konner n o6bsABuNo oceHbto 2003 1., YTO CKOPO OTOLIBLUME THOPEMHbIN CPOK Negodunbl Mo BbIXode Ha
cBoboay OyaoyT OcHaLaTbCH ANEKTPOHHBIMU MeTkaMu-mMasikamu. CneumansHoe obopyaoBaHMe Ha OCHOBE
GPS paspabotaHo aHrnuickon doumpmont Sky Guardian, B3siBLUEN 3@ OCHOBY aHanorn4yHoe obopyanoBaHue
dvpm CLIA. Tam ero npuMMEHAOT Ans  TOTanbHOMO OTCMAEXMBAHUA MEepeMeLLeHnid  YCNOBHO
0CBODOXAEHHbIX UL, COrMacMBLUNXCS HA NOAOOHbLIA «NOBOAOKY.

Mo ceugetenbctBy Sky Guardian, ee GPS-yctpoictBo nos3BonsieTr nonuuum  onpeaenstb
MECTOMOSOXEHNE «KIMMEHTa» B NOOON TOYKe Ha TeppuTopun BenukobputaHum ¢ TOHHOCTbLIO 40 3 METPOB.
B KOHUEe Kaxgoro AHA YCTPOMCTBO MOXET NpesocTaBuTb NOoAPOOHENLLN OTYET O TOM, rae nobbiBan ero
HocuTENb. OTOT SMEKTPOHHBIN AHEBHWK 3KCMepTbl-HabMwaaTenn MoryT usydyaTb OUCTAHUMOHHO, YTOObI
BbiCTpaMBaTtb NPOUIN U NPOrHo3bl BO3MOXHbIX OyAyLwiMX OeACTBUA nopHansopHoro. CobCTBEHHO
3MEKTPOHHAsA MeTKa KpenuTcsa HeCHMMaeMbiM 06pa3oM B KOMNEHHOW 06nacTy HOru YeroBeka. dta MeTka
coeguHeHa GNU3KOOEWNCTBYHOLIMM pagvoKaHanom co crneuvarnbHbiM MOBWUMbHBIM TenegoHOM, KOTOpbIN
NoAHaO30pHbLI  OOMKeH Bce BpeMs Hocutb npu  cebe. Ecnyu  TenedoH, aBTOMaTU4YECKU
NoACOeMHSAIOLWNACA K LLEHTPY NONUUENCKUX-Haa3npaTenen, okasbiBaeTcsl BOAPYr Ha yaaneHum oT MeTKH,
TO B LIEHTpP TYT e noctynaet curHan Tpesorn [JDO3].



BpuTaHckMe npaBo3allMTHble oOpraHv3auun Bcepbe3 00EeCnoKOEeHbl HOBBLIM MPOXEKTOM BriacTew,
HaMepEHHbIX MPUMEHSITb SNEKTPOHHbIE METKM K NIOASIM, YK€ MONMHOCTHI0 OTObIBLUMM HakasaHue. MoTtomy
yTO, NO CroBaM OAHOFO W3 NPaBO3aLUTHMKOB, ECINU YerioBeKka OCBOOOAUNN, TO OH [OIBKEH XWUTb Kak
cBoboaHble noan, a NogobHble Mepbl MyTAT BOAY WM CTUPatOT rpaHb MexXay BUHOW M HEBMHOBHOCTLIO.
[octaToyHo o4eBMAHO, YTO MenoduroB B AaHHOM criydae Bblbpanu B KayecTBe «MNpobHOro Liapay
BMOJIHE YMBILLNIEHHO, KakK flofel ¢ noBegeHneM, Hanboree LUMPOKO ocyKaaembiM B obuiecTee. Ecnm xe
3KCNEPUMEHT yadacTcsl, TO BMOCNEACTBUM €r0 NIErKO MOXHO pPasBUTb M Ha ApYyrMe Kkateropuu rpaxanad,
nepecTynuBLLMX YepTy 3aKoHa. B kakyto CTOpOHY MOCTENEHHO CMeLLaeTcs aTa YepTa, HarnsagHo BUAHO U3
crneayoLwero npumepa.

OT wKonbI A0 TIOPbMbI

He6onbliasa HauanbHas wkona B r. Byddano, wrat Hbto-Mopk, B ceHTabpe 2003 r. ctana, noxoxe,
nepebiM y4yebHbIM 3aBefeHuem B CLUA (aa v B Mupe, HaBepHoe), roe BCex AeTen NoOMeTUny Yunammu
paguMoyacToTHOM maeHTudukaumm, unn kpatko RFID. Oupekumsa wkonbl pewuna, YTO UMEHHO TaKuMm
nytem y4eby MoxHO caenatb 6onee adcpekTBHOM 1 6e3onacHon. [na Havana, ¢ NepBbiX CEHTAOPLCKMX
OHen KOMMboTEpPHas cucTeMa crtana aBTomaTUieckn UKCUpoBaTh BPEMS NOSBNEHNS Kaxaoro pebeHka B
wkorne. C Hosbpsa mcnonb3oBaHMe RFID nocteneHHO paclumpseTcs Ansi OTCNEXMBAHUA B3ATbIX KHUM B
Onbnuoteke, aBTOMATMYECKOrO BEAEHUS OUCLUNIMHAPHBIX KYpHaroB, peructpaummM MOKyrnok B
KacbeTepun 1 noceLleHnn MeguuuHckoro kabuHeTa. Hy a elle 4Yepes HECKONbKO MECSLEB yXXe BUAUTCA
MOMHBLIA KOHTPOSb 3a MepeMELLEHUs MU KaXOoro LUKOSbHMKA - OT BPEMEHU MOCELEHUST KOHKPETHbIX
ayouTopui 0O BpEMEHM BXo4a M BbIXOAa U3 LWKOMbHOro aBTobyca.

Bce 422 yyeHuka 3TOW LWIKOMbI TENEPb HOCAT Ha Lee HeDOomnbLUYH NMacTMKOBYHO KapTy ¢ doTorpaduen,
MMEHeM, KnaccoM W BCTPOeHHbIM naccuBHbiM RFID-yunom. [laccuBHbLIMG YnMn HaMHOro Jellesne
aKTMBHOIO, UMEIOLLIErO 3NIEMEHT NUTAHUS, U U3nyyaeT NaeHTUOULMPYOLLY MHAOPMALUIO HE NMOCTOSHHO,
a NWwb Npv nonagaHvn B none AewncTBusa npubopa-cyuTbiBaTens. Ha Bco cuctemy vaeHTudukaumm
wkona notpatuna 25 000 gonnapos, a ogHa kaptodka ¢ RFID ctout okono 3 gonnapos. JIlo6onbITHO, 4TO
B KapTO4Ke UCMONb3yeTcs TOT e camblvi unn (smart label) pupmbl Texas Instruments, uyto u B 6pacneTax,
HaJeBaeMbIX BCEM 3aKITHO4YEHHbIM Texacckon TiopbMbl Pima County Jail [JS03].

bonee HarngagHon napannenun ana HOBOW >XM3HW LLKOSbI, no>|<ar|y|7|, n npnaymatb-TO HEBO3MOXKHO.



naBa 7. TanHbI BbIOOPOB

CTpaHuubl XXU3HU repos, 1952.

ToHkKas, ogHako, paboTa

MpesnageHTckme BbIGOpbl 1952 roga Kak HUKakMe OpyrMe OKasanucb 3arnofiHEHbl BCEBO3MOXHbIMMU
ckaHZanamu, Tps3HbIMM  CryxamMuM U ODOBMHEHMSIMM Ha ceKkcyanbHoW no4vse. Kangupata ot
aemokpartumyeckon naptun 3anaa CTMBeHCOHa NOBCOAY NpecrnenoBanu KpMBOTOSMKN O ero, Ako0bl, apecte
nonvumen 3a romocekcyanuam. OgHoBpeMeHHO 0 copaTHuke CTMBEHCOHa MO NPe3ngeHTCKOW KaMnaHuw,
KaHguoaTte 4eMOKpaToB B BuULe-npe3ngeHTbl [hkoHe CnapkMeHe, YNOPHO pacnpOCTPaHANUCh CIyXu, YTO
OH 3akopeHenbii 6abHuK, He nponyckarwmi MuMmo cebst HM ogHon tobku. HblHe obLen3BecTHO, YTo
OCHOBHYIO 4acCTb 3TUX CIyXOB TanHO pacnyckan wed PEP Oarap NyBep, Bcepbe3 BO3HAMEPUBLLMICS
nomewatb  [JeMOKpaTM4YeckoW naptum  onatb  3aHaTe benbwi  gom. C  npegblayliMm
npesngeHTomM-gemokpatoMm [appy TpymM3HOM XOpOLIMX OTHOWeEHWW y lyBepa SBHO He CNoXunochb -
TpymaH Obinl BECbMa XXECTKUWA MOMUTUK (OOCTATOYHO BCMOMHWUTL MPUMHATOE MM pelleHne 06 aTOMHOM
bombapanpoBke Xupocumbl U Haracakun) u pelunTenbHO NpensaTcTBOBaN POCTY BIUSAHMS U MOSTHOMOYUIA
®BP. CylwecTBeHHbIX nepemMeH B NapTUAHOM NUHWM AEMOKpPaTOB C MPUXOAOM HOBOrO npesuaeHTa He
oXuaanocb, MNO3TOMY KaHOuAaT OT pecnybnukaHueB - NpPOCHaBIieHHbIi ©oeBown reHepan [yant
OwnseHxayap - No uenomy psigy NpuyunH yctpamean 'yBepa kyaa 6onbLue.

Bokpyr 6paBoro BoeHaydanbHuKa, nNpaBga, TOXe pa3roperica npenBblOOPHBIN «CeKcyarnbHbINY ckaHaan,
MOCKONbKY CTOPOHHWKM [OeMOKpaToB rAe-To pasgobbinn konuioo nucbeMa reHepana Mapwanna K
On3eHxayapy, C NpedocTepexeHnsiMMm OT pas3Boda C >KEHOM W 3anflaHUPOBAHHOW >KEHUTbObI Ha
dpoHTOoBON nogpyre Ken CammepcOu, BOAMTENbHULE aBTOMALUUHBLI [NTABHOKOMaHAOYHOLWEro B rofbl
BTopon mMuposon BouHbl. K aTon uHTpure, npasaa, [yBep He MMEn HMKAKOro OTHOLLEHWS, MOCKOMbKY
MHdopMauua ytekna us lNeHTaroHa.

BHelwHe e, kak 1 BoobLLe Ha NPOTSKEHUN MOYTU BCEN CBOEW kapbepbl, darap 'yBep ynopHo crtaparcs
noaaepXuBaTb UMUK YernoBeKa, HAaXoOsALWErocs BHE NOMIMTMKN U OCTPON MEXNApTUAHON 60pbObI. JnLwb
Tak, He BblkasblBad SBHbIX MNPeAnOYTEHUA KakoM-NnMbo M3 CcomnepHUYalLmMX CTOPOH, MOXHO Obino
cTabunbHO yaepxmBaTbcs B Kpecne aupektopa OBEP npn cmeHe agmuHucTpaumi. 'yBep BecbMa paHo,
ewe B 1920 rogy Ha cOOCTBEHHOM OMbiTe ybeawuncs, CKofb OMAacHO B OTKPbITYO AenaTb CTaBKy Ha
Kakoro-nnbo KOHKPEeTHOro nonutuka. JletTom Toro roga MuHWUCTP toctuumn Mutden [Manmep pewwnn
BbIOBVMHYTbCHA KaHOUOATOM B Mpe3vaeHTbl Ha cbe3ge gemokpaTuyeckon naptum B Can-®paHuucko, a
monogow 'ysep B Ty nopy nvub B [Manmepe BMaen 3anor CBOEro yCrewHoro npoaBmxeHnst no crnyxobe.
[MoaToMy OH NpunoOXun BCe CuMbl ANSA BbINONHEHUS NpPeaBbIGOPHBIX MOPYYEHUN MUHUCTPA, 4YacTo
npesbiwas cnyxebHble NoONHOMO4YMS. 3a YTO BCKOPE CEPbe3HO MOMNMaTuIics, NOCKOMNbKY Ha cbe3ne yaaya
Manvepy He conyTcTBOBana, nocregyllwme BblOOpbl AeMOKpaTbl npovrpanu, a «napTUAHLIMU»
pasbesgamu [yBepa W psga Opyrmx coTpyaHukoB bBropo 3a cyeT HamoronnaTenblMKoB Bcepbes
3auHTEepecoBanacb KOMUCCUSI CEHATCKOro paccnegosaHus. [leno, npaBaa, yganochb 3aMsiTb, XOTS yrpo3a
YBONbHEHUSI TOrga HameTunack BrnosfHe Bcepbe3d. C Ton nopbl darap 'yBep 3apekcs OT BCTyMNfeHWs B
nonUTUYeCkue NapTum U He NpUHMMan y4actusi B Belbopax.

B poBepuTenbHbix 6ecegax ¢ Onuskum  gpysbamu, Bnpovem, wed DBEP BnonHe onpeneneHHo
npu3HaBasncs B CBOMX MOMUTUYECKUX NMPeanodYTeHusx. VIctTopmkam n3BecTHbl NndHble nucbMa yBepa, u3s
KOTOPbIX O4EBUAHO, YTO HaumHas ¢ 1921 roga oH cunTan cebs nocrnegoBaTeNnbHbIM CTOPOHHMKOM MPaBoro



Kpbina pecnybrmkaHcKol napTum.

Ho penanucb Takve nNpu3HaHUS OYeHb OCMOTPUTENBHO M Nuwb B GnvxHem kpyry. MNMoToMy 4To cTOnb
Munas ero cepguy agMmuHuUcTpaums ogHodamunbua-pecnybnukaHua epbepta NyBepa 3a 1929-32 rr.
posena skoHomuky CLUA o okoH4YaTenbHOro Kpaxa, M K BMacTu OMsATb PeLuMTEenbHO YCTPEMUIUCH
aemokpatbl. Mpuyem oavH M3 BAMATENbHbIX MONWTMKOB 3TOM napTuv, Mutyen lNanmep, Tenepb Obin
yBepeH, 4To ero bbiBLM NpoTexe darap N'yBep okasancs HU3KUM U HEQOCTOMHBIM YENOBEKOM, KOTOPOro
AaBHO MOpa BbILBLIPHYTb BOH 13 MuHncTepcTBa tocTuumn. Ecnun, kKoHevHo, yaacTcs NpUnTM K BNacTu.

Yrposbl 9TM CTanuM COBCEeM pearbHbl, KOrda AeMOKpaTbl M «HOBbLIM Kypc» ux nuaepa ®PpaHknvHa
PysBenbta nobeannu Ha Bbibopax, @ MUHUCTPOM HOCTULIMM PELLMITN Ha3Ha4nTb ceHaTtopa Tomaca Yoruwa,
umesLLero K N'yBepy ANWHHBIA CNNCOK rOAaMmn KONUBLUUXCS NPeTeH3M 3a 6e33aKOHHbIe «KpacHbIe penably
1 npoyme 3noynoTpebneHud. Yonw, no ero crosam, HamepeBarcs npoeectu B MuHucTepcTee toctuumm
pagvkanbHyl peopraHvM3aumio ¢ 3aMEHON «MPaKTUYECKN BCeX KaapoB». BnonHe BO3MOXHO, YTO MMEHHO
Nno TakoW TpaekTopuum M nowen Obl HOBbIA KYpC HOBOrO MWHWUCTPA, HO MO Jopore B CTonuuy, yxe
HenocpeAcTBEHHO B BALLUMHITOHCKOM noe3ge Tomac Yorw CKOPOMOCTUXKHO CKOHYarncs - oT MHgapkTa.

Byaywee N'yBepa ocTaBanocb Bce ele MpayHbiM U HeornpeaeneHHbIM. HoBbIM MUHUCTPOM HOCTULIMK CTarl
Fomep KamMuHIC, Ha  KOTOPOrO OYEeHb CEPbE3HO  [OaBUMM  HEKOTOpble  CeHaTopbl U
KOHrpeccMeHbI-AeMoKpaThl, HacTamBasi Ha yBonbHeHuM [yBepa. Cam KaMMUHIC Toxe Obin He Mnpodb
MOCTaBUTb Ha BaXKHbIN MOCT CBOErO YENoBeKa, U HOBbIM AUPEKTOPOM Blopo paccrnefoBaHui yxke npoYnnm
Yonneca doctepa, GblBWErO YMHOBHMKA MuHUcTepcTBa toctuumn. Ho TyT u doctep CKOpOMOCTUXHO
CKOHYancs.

B ntore KammuHrc Bce e peLunn, 4To fyylle ocTaButb onbiTHoro MNyeepa. MpeangeHT Py3BensT ¢ 3TUM
pelueHmem cornacuncs, v B uorne 1933 roga Oagrap NyBep 6bin BHOBb YTBEPXKAEH HA NOCTY AnpekTopa. A
Fomep KammuHrc BnocneacTBUM OYeHb COXarlen O CBOEM pEeLUeHMM, Ha3BaB €ro «OAHOW U3 cambixX
BonbLumnx ownbok, koTopkle s kKoraa-nnbo caenany. ..

3a rogbl npaBneHust PyssenbTa wed ®EP 4ypesBblidanHO ycunun cBoe MOryLLEecTBO, HO BCE Xe ero siBHO
noka He xBaTtano, 4Tobbl peanbHO BMMATbL Ha BbIOOP HauMen npesangeHToB. ITo ybeantenbHO
npodemMoHCTpupoBana npeaBbibopHasa kamnanust 1948 roga, korga yBep M30 BCex cCun AaBuil Ha
OOCTYMHble TaliHble pblyaru, NbiTascb 4OOUTLCA CcMeLLeHnss HeyaobHoro Mappu TpymMaHa, OgHaKO HUYero
NMyTHOrO M3 3TOr0 BCE paBHO He BbIWO. 3aTo Torga xe, B KoHue 1940-x rogos ampektopa ®BEP Havanm
YCUITEHHO 06XaXmBaTb Texacckue HedTsaHble MarHaTbl KnvHT MepuncoH n Cug PyyapacoH, npusHasLine
B ['yBepe BnMATENLHOrO AesTens HauuoHanbHOro Macwtaba M O4eHb MNoresHyr urypy B CBOUX
nonutudecknx urpax. Noatomy NyBepa ctanu perynsapHo npurnawartb Ha KpacuBbI OTAbIX B Texac, Ha
poraTylo OXOTYy, B POCKOLUHble KypopTHble oTenu KanudopHun un @Pnopuabl, nNpuHagnexasBlLme
MunnnoHepam. 'yBepy o4yeHb MOHpaBUMacb HOBas KOMMaHUS, He CKYNUBLLASICA Ha Leapble nogapku, a
KnuHta MepuucoHa OH cTan HasblBaTb «O4HUM K3 cBOMX Bnvxanwux gpysen». B ycrax weda PBEP
nogobHoe 3By4Yano BeCcbMa ABYCMbICIIEHHO, MOCKOIIbKY B OKPYXXEHUWM 3TOro YernoBeka B JocTaTke Obiio
nogen, BeCbMa aBTOPUTETHLIX B MUPE OPraHU30BaHHOW NPECTYNHOCTH.

MepuncoHy n PnyapacoHy, MynsTUMUNNMOHEpPaM 1 Goraterumm niogaM nraHeTbl, kak u NyBepy, odeHb
He HpaBunCcA Kypc npesnaeHta Tpym3aHa, npaBga, Nno COBCTBEHHbIM pe3oHam. HedTaHbiM Koponsam
TpymaH Oblnl HEHABUCTEH TEM, YTO MYONMYHO 3aABMAN 0 HEO6XOANMMOCTM NULINTL UX HAIOrOBbIX JbrOT, a
TakKe HanoXwn BETO Ha Te 3aKOHOMPOEKTbl, YTO CYNWMIM MNPUHECTU MM elle Oonbluylo NpubbInb.
Texacuam, no 6onbLIoMy cyeTy, Oblno abcontoTHO 6e3 pasHuLbl, Kakyto NAapTUO NOALEPXKUBATL, rMaBHOE
- MocTaBuMTb B MNpPe3naeHTbl «CBOEro» 4ernoBeka. Bbibop ux nam Ha nATM3BE3QHOrO reHepana
OnseHxayapa, B Ty Nopy rmaBHOKOMaHAyowWero BoopyxeHHbiMn cunamv HATO. Cug PudapacoH nuyHo
cnetan B [lapwx, B wWTab-kBapTUpy rnaeBkoMa, rge nepegan emy nporpammHbiA NATUCTPAHWUYHBIN
OOKYMEHT, 0OOCHOBBIBAOLWNIA Maccy MpUYMH, MO KOTOPbIM MMEHHO OW3eHXayap LOJDKEH CTaTb HOBbIM
nuaepom Haummn. Boobaeok 6bina obellaHa wenpas dmHaHcoBas MOMOLL Ha NPeABbIGOPHYIO KaMnaHuIo.
Kak Tonmbko OT reHepana 6bi10 NONyyYeHO nNpUHUMNMANbHOE cornacue, MOLLHO 3aBepTenach



I'Ipeﬂ,BbIGOpHaFl MallnHa, nogkno4mseLLaa K (*)I/IHaHCI/IpOBaHI/IIO n opyrnx fooraTenmx nogen.

MonyTHO ppyrve «HedTAHble» npuaTenn MepuncoHa, PudapacoHa u [yBepa Hayanu TaunHO
hrHaHcupoBaTb NpUHaAnexaswmne JN3eHxayapy 1 ero 6rnM3kumM poacTBEHHUKAM XO3AMCTBa, OT KOTOPbIX
He CMVLWKOM OOWMbHbIM, HO BMOMIHE OLYTMMbIM PYYEeWKOM MOTeknu puHaHcoBble npubbinu. Korga
OwnseHxayap U ero komaHga NpULWN K Npe3naeHTCKOW BnacTu, ObiNno coenaHo MHOXECTBO OLLYTUMBIX
LIaroB B NOJb3y MarHaToB U3 «rpynnbl NOgOepXk1y, B NEPBY0 ovepenb HedTaHOro 6usHeca. Hanpumep,
TONbKO 3a nepsble 4 roga npaBneHns agMMHUCTpauMsa On3eHxayapa Bblgarna LWeCTbAEeCAT NUUEH3NNA Ha
0006bl4y Hed TV U3 NPaBUTENBCTBEHHBIX 3anacoB. [Ins cpaBHEHWS] MOXHO CKa3aTb, YTO 3a npeapigyime 55
net ObIn10 BblAaHO Nuub 16 Takux nuueHsun. Kpome Toro, Gonblioe KONMUYECTBO KMOYEBbLIX MOCTOB B
dedepanbHbIX OpraHax BriacT ObiNO OTOAHO HeTENPOMBbILWIIEHHUKAM U «APYXXECTBEHHBIM» UM
NHAYCTpUanbHbIM rpynnam.

YyaecHble BpeMeHa HacTanu He Tonbko Ans MepuucoHa n PyyapacoHa, HO 1 AN nx BEPHOrO COK3HMKA.
Jiogn n3 6nuskoro okpyxkeHusa yBepa coobwann, yto wed ®BP HasbiBan BoceMb NneT npasneHus
[yanTta OnseHxayapa «CambIMK JTYHYLUMMWU U CHACTIMBBLIMUY 3a BCIO CBOK Kapbepy. BcnomuHas atu rogpl,
l'yBep roBopwn Tak: «5 Obin B GrM3KMX OTHOLLEHMAX C reHepanoM OnseHxayapoM. OH Obin BENUKUM
4YenoBEKOM M BENUKUM NPEe3NOEHTOMD.

eHepan OencTBUTENBHO CyMen OCTaBUTb O cebe MamsATb Kak O BENWKOM 4eroBeke. VIMEeHHO um 6bin
3anyweH B OOOpPOT CTONb PacXOXWh BrOCNEACTBAM TEPMUH «BOEHHO-MPOMBILLIIEHHBIA KOMMJIEKCY.
VimeHHO Jii3eHxayap npegynpegun ctpaHy m mup ob yrposax 3TOro YygoBMLLHOMO MOHCTpa B CBOEW
npoLLanbHon peyn, koraa B aHBape 1961 roga nepefaBan BbICOKUA MOCT HOBOMY MNpe3naeHTy [DKOoHy
KeHHegun. BoT Hanbonee BaxHbI chparMeHT 3TON peyu:

(3a roagbl Bropon muposou, Kopenckon n XonogHon BoviHbl) Mbl 6binv BbIHYXAEeHbI CO34aTb NMOCTOSHHYHO
WHOYCTPUIO BOOPYXXEHUW TMraHTCKUX MacwtaboB. BoobaBok K 3TOMy Tpy C MONTOBMHOW MUIIIMOHA MYXUYUH
N KEHLUMH HEernocpeACTBEHHO BOBMleYEeHbl B [OEATENbHOCTb BOOPYXEHHbIX cun. Cymma exerofHbix
pacxoAoB Ha BOEHHY 6e30MacHOCTb NPeBbILIAET YNCTbIN JoX0A4 Bcex koprnopauun CLUA BmecTe B3ATbIX.
OTa cBsA3KAa MraHTCKMX BOOPYXKEHHbIX CUIT MU OFPOMHON MHOYCTPUW BOOPYXEHWUN NpeacTaBnsaeT cobon
HeyTo HoBOe B onbiTe AMepukn. CymmapHoe BO3[eCTBME 3TOrO - IKOHOMUYECKoe, NOoNMTUYECKoe, Aaxke
OYXOBHOE - OLLYyLLIaeTCs B KaaoM ropoge, B kaxaom gome LUtatos, B kaxxaom BegoMcTBe dheneparnbHOro
npaBuTenbcTBa. Mbl NMpu3HaeM, 4To Tak ObiNo HyxHo. OgHaKo, Mbl HE OOMKHbI yryckaTb M3 Bugy WU
cepbesHeliluMe nocneactevs atoro [...] AnA cammx OCHOB Hawero obulecTBa. B npaButenbctee Mbl
OOIMKHbI NPensTCTBOBaTb OOPETEHMIO TOro HeaoMnyCTUMOro BIIUSIHUSI, KOTOPOrO BOSbHO WM HEBOSBHO
nobvBaeTcsi BOEHHO-MPOMBILLIIEHHBIN KOMMMEKC. [1oToMy 4YTO noTeHuman Ans normbensHoro pocta 3Tom
Henpvemnemon cunbl CyllecTByeT M OyaeT coxpaHATbCA B AanbHenwem. Mbl HMKOrga He OOMKHbI
No3BONUTb, YTOOLI AaBMeHWe 3TOro Cok3a CTano yrpoXaTb Halwum cBobogaM unu OeMOKpaTUYECKUM
npoueccaM. Ham Huyero He cnegyeTt G6paTb Ha Bepy. Tonbko OAMTENBHOE M XOPOLIO OCBEAOMIIEHHOE
rpaxkgaHckoe oblectBo MoxeT obecneuunTb [...], 4Tobbl Be3onacHocTb M cBoboga MOrnM npouBeTaTb
coBmecTHo [DEBO].

Kak M3BECTHO, HUWKTO M3 MNOCreayrLlMXx amMepukaHCKUX MPe3VaeHTOB He BHSM npeaynpexaeHuto
On3eHxayapa.

FonocoBaHue € YepHbIM ALWMUKOM

B pekabpe 2003 roga rnaeHbIA rOCyOapCTBEHHbIN opraH craHgaptu3aumm CLIA - HaumoHanbHbIv
WHCTUTYT cTangapToB u TexHonorun (HUCT) - yctpoun AoBOMbHO HEObbIYHbIN «[lepBbii CUMNO3nyM Mno
hbopMMpPOBaHUIO JOBEPUS K CUCTEMaM rofiocoBaHusy». HeobbluHbIM ObINO gaxe He To, 4To Amepuka
ncrnonb3yet Ha BblOOpax pasHOM KOHCTPYKUMM MaluWMHbI roriocoBaHus yxe 115 neT, a cMmMnosnym «o
Aosepun TexHuke» cobpanu Tonbko nepsbii pa3 [NIO3]. Kyga 6onee yauBuTenbHbIM Bbirnggen Ha



dopyme cneumduydeckun packnag cun. YMHOBHUKM M3bMpaTenbHbIX KOMUCCUMI LUITATOB, OTBETCTBEHHbIE
npeactasuTenu degepansHOro nNpaBUTENbCTBA UM PYKOBOACTBO (PUPM-U3roToBUTENENW TEeXHUKUM AONng
rornocoBaHWsA - MOYTU BCE APYXHO BbICTyManuM 3a CKOpenwee M MOBCEMECTHOE BHEApPEHWe HOBOTro
KOMMblOTEPHOro 0bopyaoBaHus, obneryatowlero kak camy npoueaypy BblOOpOB, Tak U UTOrOBbIN NoacyeT
ronocoB. ONMNO3ULMOHHOW e rPynnoin, HAaCTOMYMBO N BCepbe3 BbICTyNaBLUen NPOTUB 3TUX HAMEPEHUN,
OKa3anuCb KOMMbIOTEPHbIE CMeunanucTbl U 3KCMepTbl B cdepe 3awmTbl uHdopmaumm. To ecTb
eOMHCTBEHHble, MO CYTW Adena, yyYacTHMku dopyma, peanbHO NpeacTaBnfaloliMe CyTb OOCyxaaemoro
npegmeTa - pUCKU U HEHAAEXHOCTb NPUMEHEHNST KOMNbIOTEPOB B Bblbopax [LLO3b].

Y3HaTb 3TO Bbl HE MOXeTe HUKaK

Hackonbko cepbesHylo yrposy camMvMMm OCHOBaM [EMOKpaTuM MpeacTaBnsioT MOCMEWHo BHeapsiemble
HbIHE KOMMbIOTEPHbIE CUCTEMBI FONTIOCOBaHMS, 0OLLECTBO BCEpbe3 Hayasio 0co3HaBaTb Nub ¢ neta 2003
roga, koraa B nevatb Bce 6onblie 1 Gonblle Havyanu NpocaynmBaTbCs CBEAEHUS O Ype3BblyaiiHO CTPaHHbIX
«TroKax» annapaTtypbl U NI0X0 06bACHUMbIX HECOOTBETCTBUSIX B MTOTax BbIGOPOB.

Bot HarnmagHein Tomy npumep. Ha Bbibopax B wrate Dxopaxus B Hos6pe 2002 r. utorm ronocoBaHus
3acTaBuWIM TyCTO MOKpacHeTb BCE CryXObl onpoca OOLEeCTBEHHOr0 MHeHUA. B cambli KaHyH BbIGOpPOB
HaxoauBlmMhcsa Yy Brnactu rybepHaTop-gemokpat Pon BapHe onepexan no onpocam CBOero
cornepHuka-pecnydnmkaHua npumepHo Ha 9-11% ronocoB usbuparenen. Ha napannenbHbIX BbiGopax B
CeHaT KaHoupaTy-4eMoKpaTy Onpockl OTAaBann HECKOSbKO MEHbLUMI nepeBec B 3-5 nyHKTOB. MocKomnbKy
wraT [hKopaxusa umeeT AaBHIOK TpaauuMIo NpeanovmMTaTb 4eMOKPaToB, NPOrHO3bl aHanMTUKOB 1 OMpPOChI
nsbvpaTenen BNOSHE COrnacoBbiBanuch Apyr ¢ gpyrom. OgHako peanbHble UTOrM rofiocoBaHns nopasunm
BCEX COBEPLUEHHO HEOXWAaHHbIM pedynbTaTom. Kangupat B rybepHatopbl oT pecnybnukaHueB COHHU
Magbto Habpan 51%, a Pon BapHe - nuwb 46%, T. e. uTOrM nocnegHero onpoca n BbIGOPOB pasoLLUCh
Ha 16 nyHkTOB. B BbIGOpax ceHaTopa OT wWraTa - Ta Xe kapTuHa: pecnybnukaHeyr, Yemonuc (53%) obowen
aemokparta Knenanga (46%), «obmaHyB» pesynbTaTtbl BCEX ONpocoB Ha 9-12 nyHKTOB.

B nonuTtuke, KOHEYHO, CrlyYaeTcs BCAKOE, U CMEeHa NapTuUM y BNacTu - AaXe HEOXMOaHHasi - Belllb BMOJHE
06bl4Has. Ho KOHKpPETHO B AaHHOM Crly4ae CTOfb MMraHTckas owmbka cnyxo nayvyeHunst 06LLEeCTBEHHOMO
MHEHUS He MOofy4Ynna HUKaKUX OOBbACHEHUA Jaxe npu Nocneayrlmx pasdupaTtenbcTBax M NOBTOPHbIX
onpocax. A JOMOMHUTENbHLIM PAaKTOPOM, CUIbHO YCUNMBAIOLLMM NMOLO3PEHUS B MAHUMYNALUN UTOramu
BbIOOPOB, cTano crnegytowee o6cToAaTenbLcTBO. MIMeHHO B HosiGpe 2002 roaa, Kak pa3 HakaHyHe BblI6OpOB,
Ibxopopkma ctana nepBbiM B CTpaHe LITATOM, r4e BCE ONOCOBaHUSA OblniM MOMHOCTBI MPOBEAEHbl C
MOMOLLIbIO HOBEMLLMX KOMMbIOTEPHBIX CUCTEM, oboleawmnxcst B 54 MUNNMoHa OonnapoB 1 obeluaBLumnx
«Camble HafexXHble, camble COBPEMEHHbIE U CaMble APYXKEemNOHble K n3dbupaTtento BblOOpbI 3a BCHO
NCTOPUIO» CaMOW BENUKOM U3 AeMokpaTuin Ha nnaHete [AGO3].

Mpnuyem Dxopokua okasanacb ganeko He eQMHCTBEHHbIM LUTAToOM, rae BblOOpbl NOCNEAHEro BpeMEHH,
NpOBOAMMbIE C MOMOLLBI HOBOW KOMMbIOTEPHOW TEXHUKW, MPUHOCAT yAMBUTEMbHbIE, @ NOPOM U MPOCTO
noTpsicatone pesynbTatbl. Hanbonee KOMUYHBIN, NoXanywn, cnydarn npounsoLwen B Hosibpe 2003 roga Ha
MECTHbIX BblbOpax B wTarte MHanaHa, roe KoMnbioTepbl ANsi FON0COBaHMS Bblgany utor o nogcderte 144
000 nopaHHbIX rorocoB - Mpu obwem konuvectBe u3bupaTenen meHee 19 Tbicay yenosek [IRO3].
3anaHuKoBaBLUNE OpPraHM3aTopbl rofloCOBaHWS, YBEPEHHbIE, YTO MOLOGHbLIA «ITHOK» MOXET OblTb NULLb
cneacTeMem OWMOOK B NporpaMmMHOM oGecrneveHumr, CPOYHO NMPOBENW UCCREeAOBaHUE MporpamMMbl, YTO
CMOTTN UCnpaBuin, 1 Bbl4any HOBbIA, NpaBaonogobHbI pesynbTaT- 5352 nporonocoBaBLlUnX. Hackonbko
pesynbTaT COOTBETCTBYET UCTUHE - HUKOMY HEBEAOMO, a NPOBEPUTb HEBO3MOXHO, MOTOMY YTO B HOBbIX
MallmMHax Ons rofiocoBaHMs He npeayCcMOTPeHbl anbTepHaTMBHbIE, T. €. pacnedartaHHble Ha Oywmary,
JaHHble rofocoBaHNS ANs NPOBEPKU 1 NepecyeTa.



MHTepecHO, 4TO KOnM4ecTBO Npobrem ¢ usbnpaTeneHbIMKU TEXHOMOTMsIMK pe3ko Bo3pocno B CLUA nocne
rpaHa-koHdy3a ¢ MyTHbIMM MO CUKO NOPY UTOramn npesnaeHTckmux Bolbopos 2000 roga. YUt MHOXECTBO
HapeKkaHUn K Ka4yecTBY perucrpauum n yyeta ronocos, amepukaHckui Kodrpecc B 2002 rogy npuHsan
crneumanbHbid 3aKOH € rpoMkum HasBaHueM HAVA (Help America Vote Act - «[omoxem Amepuke
roriocoBatb») W Bblgenun BrRactam wTtatoB 3,9 munnuvapga AOonnapoB Ha MNOMHYH MOAEPHM3auuto
n3bupartenbHONn TEXHUKN. Yke Gonee Beka Ha u3bupaTtenbHbix ydyacTkax CLUA npumeHsoTCcs pasHoro
poda pblyaXkHble M MepdokapToYHble MalUMHbI AMS ronocoBaHus. Tenepb e B KadecTBe Haubonee
BEPOSTHOW 3aMeHbl AN yCTapeBLUENn TEXHUKM BbICTyNaeT, Kak NpaBuIio, SNEKTPOHHbIA «YEPHbIN ALLKKY,
T. €. KOMMbIOTEP CO CTPOro 3aceKkpeyeHHON N3roTOBUTENEM HAYMHKOWN. BHeELLHE e 3TO YCTPOMCTBO Yalle
BCEro npefctaBnseT cobOoW CEHCOPHYI0 KMAKOKPUCTAIIMYECKYIO MaHenb-3KpaH C PerMcTpaumoHHOM
CMapT-kapTon msbupartens, WMHULMaNU3MpyloLwen npoueaypy ronocoBaHus. M3rotoensawT 3TM BeCbMa
HeJelweBble YCTPOMCTBA MO LeHe 4-5 TbiCAY OONnapoB 3a LWTYKY, FMaBHbIM 006pas3oM, TpW 4YacTHble
amepwuikaHckme komnaHum - Diebold, ESS (Election Systems Software) u Sequoia, koHTponupytoLime
cebllwe 90% Q[JaHHOrO cekTopa pblHKa (MpudeM Bce TpWU (PMPMbI KOHTPOMMPYHOTCA pecnybnmkaHCKon
napTuen, 0 YeM YyTb MO3XKe).

MpegoenbHO [OCTYNHO CyTb MpoGnembl C HOBOW TEXHUKOW w3naraeT B CBOMX BbICTYMMEHUSX
KOHrpeccmeH-gemokpaT Paw Xont ot wraTta Heto-Ixepcu [RHO3]: «MpeacraBbte cebe geHb BbIGOpoB
2004 roga. Bbl npuxogute Ha n3buparternbHbIi y4acToOK U OTAaeTe CBOW ronoc npu NOMOLLM CEHCOPHOro
3KpaHa HOBEWMLIEN MalUVHbl Afs rofocoBaHWs. OKpaH roBOPWUT, YTO Ball rofnioc yvteH. Ho nokungas
n3bvpaTencHylo kabuHKy Bbl, ogHaKko, 3agaeTe cebe Bompoc - a Kak si, COOCTBEHHO, Y3Halo,
OEVCTBUTENBHO N MalUWHa BEPHO 3admkcmpoBana Momn ronoc? ®PakTbl TakoBbl, YTO Y3HATb 3TO Bbl HE
MoXeTe HuKak». [lpyM peanu3oBaHHbIX HbIHE 3MNEKTPOHHbIX TexHomorusax y umsbupatens B CLUA Het
abConTHO HMKAKOW BO3MOXHOCTWU YOOCTOBEPUTLCS, YTO FOMOC, OTAAHHbLIA Yepe3 CEHCOPHbIA 3KpaH 3a
KaHanaata A He npunucaH malumHon kaHanaaty b.

EctectBeHHO, nogobHas cuTyauuss He MOXeT He Bbi3blBaTb Cepbe3HOro 6GecrnokoncTea Yy Tex
amepuKaHLEeB, KOTOpble MOHMMAIOT, YTO roNoCOBaHMe - 3TO Mpoueaypa, nexaiwas B dyHagameHTe Bcen
AEeMOKpaTUYECKON NOMMTUYECKON cucTeMbl. I ecnmn BO3HWMKAKT XOTb KaKMe-TO COMHEHUS B YE€CTHOCTU U
3aKOHHOCTW faHHOW npouenypbl, TO B KOHEYHOM UTOre 3TO yAapseT No NerMTMMHOCTU BCel BnacTu B
uenom. [lockonbky Aeno KacaeTCs 3NEeKTPOHWKW, TO rpom4ye BCexX OblT TPeBOry KOMMNbIOTEPHblE
cneumanucTbl, 03abOYeHHble TeM, 4YTO COTHU TbICAY HOBbIX W30OMpaTenbHbIX MawwH, 0606LWweHHO
umeHyemblx DRE (ot direct-recording electronic - anekTpoHuka npsMoW 3anucu) W Bce Lupe
ncrnone3yemblX Ha Bblbopax, He obecnevuBaloT NOAAAIOLLErocs KOHTPOMIO M nepecyeTy «BymaxHOro
crnefa», PerucTpupylowero Kaxabll MHAMBUAYanbHbIA ronoc. Koanuuuio KOMMbIOTEPHBIX YYeHbIX, a
Tenepb yxe uUenoe oblwecTBeHHoe paBuxeHne «lpoBepsemoe ronocoBaHue» (verifiedvoting.org)
opranunsoan [Oasug Ovnn, npodgeccop nHgopmaTtnkm CTaHdopacKkoro yHneepcuteTa. [pyrum akTMBHbIM
NMPOTMBHMKOM HbIHELIHMX CUCTEM W aBTOPUTETHbIM 3KCMEepTOM B AaHHoW obrnactu cnbiBeT Pebekka
Mepkiopu, npodeccop uHdbopmaTukn [apBapAckoro yHuBepcuTeTa U OCHOBATEellb KOHCaNTUHIOBOW
komnaHum Notable Software, sawmtmBwas B 2000 rogy AOKTOPCKyH AuccepTaumio Mo MeTodam
HaZeXXHOro KOHTPOINSA 3MeKTPOHHbIX CMCTEM rofiocoBaHus (notablesoftware.com).

Ho Mo Kakum-TO HepacKkpbiBaeMbIM MpUYMHAM YK€ MHOro net (MOCTEeneHHOe BHEeAPEHWE CEHCOPHbIX
3KpaHOB Ha4vanocb B cepeanHe 1990-x) odumumanbHble rocygapcTBeHHble cTpykTypbl CLUA, Bepatowme
opraHu3auven BblI6opoB, PakTYECKN UTHOPUPYIOT HACTONYMBBIE MPeaynpexaeHns ydeHbix. Kak rosoput
Oesua Ounn, «Bce, YTO Mbl CrbILLIMM BO MHOXECTBE pa3HbIX MECT - 3TO TO, YTO He creflyeT BONHOBaThLCA
no noBody AaHHbIX MaLLWH, MOCKOMbKY OHU cepTMdUUMpOBaHbl Ha denepanbHOM YPOBHE U YPOBHE
LUTATOB; OOHAKO Ype3BbIYaNHO CMOXHO MOMYy4YUTb HEMOCPEACTBEHHYIO MHOPMAaLMIO O TOM, YTO UMEHHO
npovcxoouT B Xode cepTuduMKauumoHHoro npoueccar». [lpyyem OOHOBPEMEHHO Mo4 NpPeanorom
KOMMEpYECKOW TalHbl B CTpOXallueM CeKpeTe YAepXMBalTCAd U Bce NoApoOHOCTM O BHYTPEHHEM
ycTponcTtee TexHuku. CornacHo npuHsaton B CLUA npakTuke, MaluHbl OMs1 TONTOCOBAHWUS BbIMYCKaOTCA
YacTHbIMM bMpMamMK 1 BbiBEOEHbI U3-MOA MPOBEPKM HE3aBUCUMBIX 3KkcrnepToB. Ob6opyaoBaHne npogaeTcs


http://www.verifiedvoting.org
http://www.notablesoftware.com/evote.html

BMacTsAM LUTATOB Ha YCMOBUSX CTPOrOM OXpaHbl KOMMEPYECKUX CEKPETOB, AENalolMX YroroBHbIM
NPecTynieHNEM CaMOCTOATENbHbIE MOMbITKU U3YYEHUs BHYTPEHHEro YCTPOWCTBA MalUMHbI. JleranbHbin
aHanm3 cxembl J03BOJEH TOMbKO NPV HaNMyYMyM COOTBETCTBYHOLLIEro opAepa cyaa, NofnyvnTb KOTOPbINA, Kak
cBuaeTenbCcTByeT Mepkiopu, OKasbiBaeTCA OYEHb M OYEHb HEMPOCTO AaXe MpU HanMyunmM MHOXeCTBa
HapekaHun K paboTe MaLUMHbI.

He xenas MmpuTbCHa C NOTHOW 3aBECOM CEKPETHOCTU BOKPYM MaLUMH AfS FONOCOBAHWS, XXYPHANMUCTKa U
obwecTBeHHas akTMBucTka beB Xappuc yxe He nepBbli rog BegeT C MOMOLLbI Opy3en 4vacTHoe
paccrnegoBaHue Bcell aTon TeMHon uctopun. itorom pabotel ctana kHura [BHO3] Xappuc «Bbibopbl ¢
YepHbIM SLLMKOM: nogaernka ronocosaHus B 21 Beke». B aTon kHWUre Ha OCHOBe OOKYMEHTOB U Gecen C
KOHKPETHbIMW y4acCTHMKaMU COObITUIA MOKa3aHO, B YAaCTHOCTM, YTO Tak HasbiBaemas «cepTudukaums»
3NEKTPOHHbIX MaLUWH - 3TO YUCTbIN hapc BNEPEMEXKKY C OTKPOBEHHON Noxbio. (MogpobHocTh cm. [SMO3])

3pechb xe cobpaHo cBbile cTa ouULManbHO 3aMKCMPOBAHHBLIX Cy4YaeB Ha pervoHarnbHbiX Bbibopax B
pasHbix okpyrax CLUA, AeMOHCTPUPYIOLLMX MHOXECTBO YAUBUTENbHbLIX Pe3ynbTaToB, MOPOXAEHHbIX
3MEKTPOHHbIMM MallMHAMK roflocoBaHmsi. Hanpmumep B Tpex okpyrax wrarta Texac nobegmelume B Hosi6pe
2002 roga kaHaupaTbl-pecnybnvkaHubl Habpanyu B TOYHOCTU OOMHAKOBOE KONM4YecTBO ronocos - 18181
(KTO-TO OCTPOYMHO 3ameTun, YTO ecnu uudpbl 3TOro pesynbTaTa nepekogupoBaTb B COOTBETCTBYHOLLUE
no nopsaky GykBbl NMAaTUHCKOro andaeuTa, To Nony4mTcst coBcem Beceno - AHAHA).

A Bblbopbl rybepHaTopa wrtata Anabama B TOM e HOSIOpe 3akOHYMIUCb eLle WHTepecHee.
MpenBapuTenbHbIA MOACYET FOIOCOB BEYEPOM MO OKOHYaHWM BbIDOPOB Nokasarn, YTto nobeautenem cran
aemokpat [JoH CugxnmeH. C aTum pe3ynbTaTom Bce Habnogateny pasoLwnmcb No JoMam cnatb, o4HaKo
Ha criefgyrouee yTpo BbiiCHUITOCL, 4To 6300 ronocos 3a CumknmeHa HeoObACHUMbBIM 06pa3om Kyaa-To u3
HakonuTens nponanu, Tak 4To nobedy NpULINOCL NpUCyanTb pecnybnukaHuy boby Pannu. BoamyLlieHHble
AEeMOKpaThbl MbITanncb, €CTECTBEHHO, CyAWUTbCS, OAHAKO BbISICHUMOCH, YTO 3aKOHbI LITaTa B NOAOOHbIX
cryyasx He npegycMaTpuBatoT NMOBTOPHbIX BbIOOPOB. ..

Ho camas BaxkHasi, noxanym, 4acTb paccnegoBaHms Xappuc - 3T0 aHanm3 obHapyXeHHbIX Ha criy>kebHoMm
NMHTepHeT-canTe dupmbl Diebold apxvMBoB ¢ davnamm McxogHbIX KOAOB MporpaMMHoro obecneveHus
MaLmnH ans ronocoBaHus AccuVote-TS (T. e. touch-screen - ¢ ceHCopHbIM akpaHoM). MogpoBHOCTM 3TOW
ncropun cm. [DJ03]

U rpsaHyn rpom

B Hauane wons 2003 r. gpy3bs Xappuc Bbinoxunu Matepuansl Diebold B MHTepHeT ansa BceoOuiero
O3HakomneHusi, Gnarogaps 4emy dannbl C KOAOM MporpamMm nonanu B Mone 3peHust BecbMa
aBTOpUTETHOrO 3kcnepta ABu PybuHa, gupektopa WHCTUTYTA MHGPOPMALMOHHOW ©e30nmacHOCTU npu
yHuBepcuteTe [koHca XonkuHca. Bmecte ¢ rpynnon u3 ewe Tpex konner PyouH nposen
npeaBapuUTenbHbIA aHanM3 TEKCTOB NporpammMHoro obecnedernsi mawimH Diebold, 4to ctano dgaktuyecku
nepebIM HE3aBUCUMbIM MCCEeAOBaHNEM pearibHON Be30nacHOCTU 3NEKTPOHHbIX CUCTEM FOMOCOBaHUSA B
CWA. NMy6bnukaumna ctatem [ARO03] ¢ pesynbratamym 3TOro aHanusa 6e3 npeyBenuyeHusi npouseerna
achdekT pasopsasLuencs 6O0MObLI.

Yxe noeepxHocTHoe uccrnegosaHue 10O nokasano, 4To ypoBeHb cuctembl AccuVote-TS HaxoauTtcs
HaAaMHOIO HWXe [axXe camblX MWHMManbHbIX CTaHO4apToB 0e30nacHOCTM, MPUMEHSIEMbIX B APYrUX
KOHTEKCTax, nogpasyMeBatoLmnX 3awmTy nHpopmaummn. OTMeYEeHbl HECKOITbKO CEPbE3HENLLMX criabocTen,
BKMOYasi HeaBTOPU30BaAHHOE paclUMPEHUEe NONTHOMOYMIA, HeNnpaBUibHOE UCMONb30BaHWe KpunTtorpaduu,
YA3BMMOCTb B OTHOLLUEHMM CEeTEBbIX yrpo3. [NpooeMOHCTPMpPOBaHO, YTO AaXe He 3Has UCXOL4HOro Koaa
nporpamMmm, 3rI0yMbILLITEHHUK MOXET OECKOHTPOSIbHO MaHWUMYyNIMPOBaTb pe3yrbTataMmy BblIOOPOB. A yX npwu
3HaHWM KoAa BCS CUCTEMa NPeAoCTaBnseT NnpocTo 6eckpanHWin NpoCcTop ANg 3roynoTpebneHui. ..



Mockonbky nma PybuHa JOCTaTOMHO XOPOLLO M3BECTHO, MccredoBaHue ObICTPO MOMyyYnno pe3oHaHC B
CMW - o6 akcnepTuse npoLunin COobLIEeHUsA MpakTUYEeCKn BO BCEX LieHTParbHbIX HOBOCTHLIX cryxbax
(oaHaKo, YTO xapaKTepHO, B aMepUKaHCKOW Mnpecce cTtapaTeribHO u3berarT ynoMuHaTh AaBHO ObHOLLYIO
TpeBory beB Xappuc unu ee kHury, xotda PybuH C Kommeramum 4ecTHO CCbIIalTCd Ha WCTOYHUK
NnoABeprHyTon aHanuay nHpopmaumn).

Ha nogHsiBleecs B 0O6LWECTBE BOMIHEHME COYNM HYXHbIM, HaKoOHeL, npopearMpoBaTb M oduumnansHble
npeacrtaesuTeny mnsbupaTenbHbIX OpraHoB BnactTu. HauuoHanbHas accoumauusi cekpeTapen LITaTos,
BONbLIMHCTBO YNEHOB KOTOPOM OTBEYaeT 3a OpraHu3aumio BbIDOPOB Ha MecTax, Mog BrnevyatneHuem oT
nybnukauum pelimna paccMOTpeTb BONPOC O BBEAEHWUM CTaHAAPTOB Ha MalUWHbI A58 FON0COBaHWS, YTO
OOIMKHO  BOCMPEnATCTBOBAaTbL MoAfdenke pesynbtatoB BblbopoB. Pa3paboTky COOTBETCTBYHOLLMX
KpuTepueB Ans OUEHKM MaluMH HOBOrO MOKOSIEHMS pelleHO nopyynTb HaumoHanbHOMY WHCTUTYTY
ctangaptoB u TexHonorun CLUA. MNpexae nogobHas MbICNb HUKOMY U3 YHOBHUKOB MOYEMY-TO B rOSIOBY
He npuxoamna.

B uenom e cTonmb AOMAMYI0 M MYTHYHO UCTOPUIO BOKPYr «CEKPETHOM» Wn3bupaTtenbHOM TEeXHUKK
(eomHCTBEHHast 3a4a4a KOTOPOWM COCTOUT B @aKKypaTHOM y4eTe roflocoB) CTanu TpakToBaTb Kak pesynbraTt
0Obl4HOro pasrunbasancTBa M HegocMoTpa OtopokpatoB. A To, UTo B CLUA nmeroTca oveHb cepbesHble
CTPYKTYpbI, 3HaKOLWME TONK B 3aiuTe MHGOPMaLMKN 1 KOMMbIOTEPHOM Ge3onacHOCTH, Npeanoynm BooodLye
He BCMoMuHaTb. Ho ecnv Ha rocyfapCTBEHHOM YpPOBHE MOMAECSTKa feT BOKPYr MaluvH Afsi FofIoCoBaHUSA
COXpaHsnca nonHbIn 6apaak, TwaTenbHO OrpaXKaeHHbIV OT BMeLIaTenbCTB U3BHE, 3HAYUT NPOCTO KOMY-TO
3T0 6bINIO OYEHDB BbIFOAHO.

Mockonbky cdmpma Diebold yxxe ycnena oxBatuTb CBOeN TEXHUKOM Ans ronocoBaHusa AccuVote noutn 40
aMepuKaHCKMX LITaToB, Mpobnema obpena obLlieHauuoHanbHbIM pa3max. [lepBbiM pewuvn Ha gene
NpoAEeMOHCTpMpoBaTb 3aboOTy BMacTelm O YecTHbiXx pesynbTatax BblObopoB Pobept Jdpnux,
rybepHaTop-pecnybnvkaHey, wrata MapuneHa, rae MMEHHO B 3TO Bpemsi BOBCHO LA 3aKyrnka MalluH
AccuVote-TS Ha cymmy 55,6 MUNNMOHOB JOMMapoB M rae, KPOME TOro, pacnorioxeHa wWrab-kBapTupa
AreHTCcTBa HaumoHanbHol 6e3onacHoctn CLUA. PobepT Opnux 3akasan elle OAHO He3aBUCUMOE
3KCMNpecc-nccrnefoBaHNe SMEKTPOHHbBIX MallMH TPeTben CTOpPOHe - KanmdopHuinckon cumpme Science
Application International Corps (SAIC), umetowen oyeHb TecHble cBs3n ¢ AHB. OpgHoBpeMeHHO
rybepHaTop dpnux noobellan, 4To pesynbTaTbl 3TOr0 MUCCNefoBaHUs OyayT 4ecTHO onybrukoBaHbl B
WHTepHeTe ansa Bceobuiero osHakomneHusi [CBO3].

Bckope, yxe B Havane ceHtabpa 2003 r. Bnactam MapuneHga 6bin npeacTtaBneH 6GonbLiown
200-cTpaHM4HbIA OTYET C pes3ynbTaTaMmu aHanmsa askcrneptoB SAIC, B uenom noaTBepAMBLUUA, YTO
cuctema Diebold AccuVote-TS, «peanusoBaHHasa B HbIHELLHUX NpoLeaypax U TEXHOMNOMMSAX, C BbICOKOM
CTeneHbIo pucka NOABEPXKEeHa kKoMnpoMmeTauun». B oTyeTe AaHbl BHATHbIE pEKOMEHAALMMN MO YIyYLIEHWO
3aWwmTbl 060pyaoOBaHWs, OAHaKO MocneaylLlas MHTepnpeTauus BbIBOAOB AOKYMEHTa PYyKOBOACTBOM
SAIC, rybepHaTopom 3pnuxom n komnaHuen Diebold nopoaunu y cneunanuctoB u nybnmkv HegoymeHme,
MaccCy HOBbIX BOMPOCOB U NLLb 06OCTPUNM CNOPbI BOKPYT MaxmHaLUN C 3NEKTPOHHbLIM rOfl0OCOBaHMEM.

[Ona npumepa, BOT BblAepXka M3 oduuManbHOro npecc-penu3a Bnacten wrata MapuneHa, raoe
unTupyeTcsa BbiBoA rybepHatopa 3pnuxa: «B aBrycte 9 npukasan Moen agMMHUCTPauMuM NoaBeprHyTb
mMawmHy Diebold n ncxogHbele koabl ee nporpamMmm CTpoxarllen npoBepke Ansi yBEPEHHOCTU B TOM, UTO
OHa OTBeYaeT MOMM BbICOKMM cTaHgapTam. B atom mecsue (ceHTabpe) aHanMTUKNU TpeTben CTOPOHbI
npeacTaBUIv MHE MOJIOXUTENbHBLIN He3aBUCUMbIA 0630p, CBUAETENLCTBYOLWMIA, 4TO MawmnHa Diebold n
ee WUCXOOHbIN Kod, ecnu pabotaTb C HMMM NPaBUSIbHO, MOTYT OblTb OQHOW M3 CaMbIX HaZEXHbIX W
Hanbonee ©GesonacHOM M3 [OCTYMHbIX CUCTEM TrONOCOBaHUA. bnarogaps aTomy oT4eTy u3bupatenu
MapuneHga OyayT umeTb nydllee cpeam Bcelt Hauum obopynoBaHue ans sbibopos» [GOO3].

HoctoBepHo u3BecTtHOo [WPO03], yto B aHanutuyeckom o63ope SAIC BbigBneHo 328 cnabocTten B
6esonacHocTn MawwuH Diebold, n3 kotopbix 26 pacLeHuBalTCA Kak «kputudeckmey. aseta New York
Times npounTupoBana crnosa npodeccopa Asn PybuHa, BO3rmaBnsBLLEro MIOMbCKOE MccregoBaHne B



yHuBepcuteTe [xoHca XonkuHca 1 KpanHe 03afadeHHoro peakuven snacten Mapunenga Ha otyeT SAIC:
«Co3paeTcs cunbHenulee BnevaTneHne, YTo noan, nnaHupyowmve gena B wraTe, Unn He YuTanu, Unm He
noHsnu gokymeHt SAIC... [MoToMy 4TO UM SBHO CrnegoBano ckasaTb: Mbl HaMepeHbl MPUOCTaHOBUTb
pasBopayMBaHne 3TUX CUCTEM OO0 Tex Mop, Moka HaM He noATBepAsaT, YTo 3Tu Belwim GesonacHbl B
ucnonb3oBaHUMy. Ta e raseta OQHOBPEMEHHO LMTUMPYET CroBa McnonHuTenbHoro aupekrtopa Diebold
Mapka Papgke, KOTOpbli B KOMMeEHTapusix K uccriegoBaHumio SAIC 3asBumi, 4TO 9TOT OOKYMEHT
«OEeNCcTBUTENbHO MOATBEPAUN MO3MLUI0O KOMMAaHWM, COrMAcHO KOTOpPOMW Halle obopydoBaHWe CTOMb Xe
BesonacHo, ecnu He 6onee 6e3onacHo, Yem nobas gpyras dANEKTPOHHAs cucTema Ha pbiHKey... [SZ03].

Ot4yet SAIC, kak u 6bino obewaHo, agMuHUCTpauma MapuneHga AencTButenbHO onybnvkoBana B
MuTtepHeTe [RRO3], HO peanbHO ero oueHWTb HEBO3MOXHO, MOCKOMbKY OT ucxogHbix 200 cTpaHuy B
OOKYMeHTe oOcTaBneHo nuwb HenomnHbix 40. lMpouve 160 cTpaHuy W MHOrMe CTpoku-ab3aubl ©3
OCTaBMEHHbIX PparMeHTOB M3bATbl N0 pekomeHdaumm SAIC, nockonbKy «MOryT ObiTb MCMOMbL30BaHbI
XaKepaMu-3noyMbillNeHHnkamm». Bnactn xxe MapuneHga, BnonHe OOBOSIbHblE MpofenaHHon paboTown,
00ObsABUIM O NPOAOIHKEHUN 3aKYyMOK 3SMeKTPOHHbIX MawwwuH Diebold, nockonbky dupma-nocrabBLLmK
noobellana BHECTUN HYXHble nonpasku. A ecnu Asu PybuH 1 gpyrne HesaBrCHMMblE SKCNePThbl 3asBsIOT,
OyaTo BClO cucTeMy Hafo nepegenbiBaTh C HYNS M NOMpaBnsaTh YTO-NMG0 B NOAOOHLIX YCNOBUSX «HAUBHO
N HepeanucTU4YHO», TO ITO WX JIYHbIE TPYAHOCTWU. [Nsi YNHOBHMKOB W U3rOoTOBMTENEN 0OOpPyooBaHUSA
nogo6bHbIX Npobnem He cyLlecTByerT.

Yyxune 3gecb He xoasaT

XoTsa ctatbe PybuHa n konner 6e3ycnoBHO y4anoch CbirpaTb BaXKHYHO POSib B NMPUBMEYEHUN BHUMAHUS
obuwlecTBa K yrpose «ykpadeHHbIX BbIOOPOB», UeHTpanbHble CMW npegnouyntaioT ¢OKycMpoBaTb
BHMMaHWe nybnukn Ha «NO3UTUBHLIX CABUrax», Skobbl Npoucxoadilimx B AaHHOM cdepe. Ha rmyBGuHHBIX
NpUYMHaX CO34aBLUENCS HEMPUSTHOW CUTyauuu aHanuTUKU OOMbLUMX U BaXKHbIX U3OAHUA MOYEMY-TO
dukcMpoBaTb CBOE BHMMaHWe He enatoT. [MostoMy Bce Haubonee WHTepecHble martepuansl C
nccnegoBaHMAMM M paccnefoBaHs MU, a Takke Tekylime nobonbiTHble HabMAeHUs, Kak U npexae
NosIBMAITCA NUWb B WMHTEpHETE M ManoTupaxHou pernoHanbHonm npecce CLIA (nnwoc HemHoOro B
©putaHckon).

Tak, Hanpumep, ToTanbHO Oblfla NPOUrHOPMPOBaHA COBEPLLEHHO NO30pHAast UCTOPUS O HEOOMYLLEHNN Ha
oTpacneBow MexayHapoaHbIn hopym Hambonee aBTOPUTETHLIX CNELManMCTOB B 00NacTu 3NeKTPOHHOMO
ronocoBaHusi Pebekkn Mepkiopu n dasuga Yoma. [eno npoucxoguno B aerycte 2003 roga, B ropoae
HenBepe, wTt. Konopago, raoe cobupanacb exerogHass BbicTaBka-koHdepeHums |ACREOT,
MexayHapogHoi accoumaumnm n3bupaTtenbHoOn n apxXMBHOW rocaaMUHUCTPALIUN.

B pamkax 3TOro Meponpusatus npoxoguna AeMOHCTpauMs Aeneratam HOBEWLIMX 3NEKTPOHHbIX MalluH
ans ronocosaHusi, u npesnaeHt accounauum IACREOT MsapusH PukeHbax caenana Bce, 4ToObl He
[OMNYCTUTb BbICTYNNIEHNA Ha KOHMEpEeHUUn CneumannctoB, BECbMa KPUTUYECKM OLEHUBAOLWMX AAHHYIO
annapatypy. PukeHbax nuMyHO BbiBena u3 3ana 3acegaHun Pebekky Mepkiopu n obbsBuna en o6
aHHYNMpOBaHMM MaHAaTa YyyacTHuka. [lockonbKy CTOMb KpyTble AencTBusi TpeboBanocb 4em-To
aprymMeHTMpoBaTb, ObINI0 3asiBNIEHO, YTO MepKiopy HenpaBubHO 3amnofiHUa perncTpauuoHHble GnaHku.
TOYHO Tak e aHHynupoBanu MaHgat w [asugy Yomy, Kpuntorpady C MUPOBLIM UMMEHEM,
paspaboTaBlieMy HaOEeXHO 3alUMLEHHbI MNPOTOKON aHOHMMHOIO MPOBEPSIEMOrO rONIOCOBaHUS U
Bxogsemy B «rpynny nogaepxkm» Mepkiopu [LMO3].

34ecb YMECTHO BCMOMHUTb, YTO MalUMHbI ANsi ronocoBaHust npogatotcs B CLUA no Toi ke cxeme, 4To
n3gaBHa OeWCTBYET AN BCEX MPaBUTENbCTBEHHbLIX 3aKYMOK- T. €. MyTeM MHTEHCMBHOroO fo66mpoBaHms,
«CMasblBaHMA W CMauyMBaHWs» 3aKasyMkoB M3 CTPYKTyp Bractu. Ha ynomsiHyToW AeHBepCKow
koHdepeHuun IACREOT, k npumepy, dUpMbI-M3roToBUTENM M30OMpaTenbHoro obopygoBaHust 0OMIbHO



KOpMWUnM-Novnu deneratoB Ha GaHkeTax v WeApo ogapvBanu BCAKMMU HECKPOMHbBIMU «CyBEHUpamuy,
BpOAe JOPOrmx YeMOA4aHYMKOB-KENCOB, YKpaLUeHHbIX NOroTMnomM KoMmnaHum Sequoia.

[eneratbl-4MHOBHNKM COBEPLUEHHO CMOKOMHO MPUHUMAKOT NOAOOHbIE MOAAPKU, W HUKOrO, NMOXOXE, He
TPEeBOXUT, 4TO Nnmwb B 1999 rogy MuHuctepcteo toctuuumn CLUA B03Gyxgano npotmeB Sequoia geno ¢
OOBVMHEHNEM KOMMAHWM pacxodoBaHWM CBbille 8 MWMMMOHOB JonnapoB Ha B3sTk. B 2001 r.
agMuHUcTpaumna ogHoro u3 okpyroB ®nopuabl (Pinellas County) 6bina BblHyXaeHa aHHYNMpoBaTb
KOHTPAaKT Ha 3aKkynky m3bupatenbHoro obopygoBaHusi Sequoia Ha cymmy 15,5 MnH gonnapos, korga
BCKpbIfiock, 4To npotuB Puna Pocrtepa, permoHanbHOro avpektopa upMmbl, BO30Y>XOEHO YronoBHOE
aeno B JlynsmaHe no o6BUHEHUIO B OTMbIBaHUKU AeHer n koppynuuu. O6BUHEHMSA 3aTeM Obinn CHATHI B
obMeH Ha mnokasaHus nNpPOTMB YMHOBHMKOB Jlym3amaHbl M3 KOMMUCCMM MO OpraHu3aumMm BbIGOPOB.
CoBeplLueHHO aHamnornyHasi uctopus npovcxogmna B 2002 rogy ¢ komnaHven ESS, Buue-npesvgeHT
KoTOpoM Takke Obln 0CBOOOXAEH OT YroNOBHOrO NpecnefoBaHns 3a Aady B3TOK B 0OOMEH Ha nokasaHus
npoTuB cekpeTaps wTata ApkaH3ac bunna MakkbioaHa, 0OBUMHEHHOrO B KOPPYNUUM U B3ATOYHUYECTBE
npv NOKynke MalvH Ans ronocosaHms [AGO3].

Komnanua ESS, kpynHenwwnii B cTpaHe u3rotoButenb usbupatenbHon annapatypel DRE, npexge
HasbiBaBLasacs American Information Systems (AlS), npuHagnexmnT drHaHCOBO-MPOMBILLNEHHON rpynne
McCarthy Group. OcHoBaTenb atom rpynnbl Mankn Makkaptu B 1996 wn 2002 rr. Boarnaensan
nsbupaTeneHble KamnaHum Yaka Xewnrna, ceHaTtopa-pecnybnukaHua ot wraTta Hebpacka. YcTaHoOBREHO,
yto Xewrn ¢ 1992 no 1995 rog 6bin npesungeHTom ESS (Torga nop HasBaHuem AlIS) 1 no cuio nopy
ABNgeTca coBnagensueM upmbl, nockonbky B kanutane McCarthy Group emy npuHagnexut Jons
pasMmepom oKofo 5 mrnH gonnapos. [Noytn Bce HoBoe usbnpaTtensHoe obopyaoBaHue B witaTe Hebpacka
nsrotosneHo upmon ESS. CeHatop Yak Xenrn ctan nepsbiM 3a 24 roga pecnybnukaHuem B CeHaTe OT
Hebpacku, npuuem 80% oTaaHHbIX 3a Hero B 1996 u 2002 rr. ronocoB 6binyM NoAcYMTaHbl HA MalUMHaXx
npuHagnexatien emy komnadmm [MLO3].

Ho Gonblie Bcex noboBbIO K pecnybnvkaHCKon mapTuv npocnasunack komnanusa Diebold, BTopon no
BenunumHe usrotosutens DRE. UcnonHutensHbii anpektop Diebold YonaeHn O'enn u3BecTeH kak oauH
13 Hambornee NpedaHHbIX N SHEPTMYHBIX aKTUBUCTOB MO COOpPY AeHer Ha n3bupaTernbHble Npe3ngeHTCKue
kamnaHum [xopmka Bywa. B nncemMax, pasocnaHHbIX MOTeHUManbHbIM cnoHcopam, O'Ienn Bcsvecku
3aBepseT 0 HaMepeHusax «nomoub Wwtaty Orano B oTAaye CBOUX M3bMpaTenbHbIX FONOCOB 3a Npe3naeHTa
Ha BblibOpax crneayroLero roga.

Kopouye rosopsi, umeeTcs macca CBUOETENbCTB O SAPKO BbIPAXKEHHOW «pecnyBrmMKaHCKOW OpueHTauum»
BCEX TPEX OCHOBHbIX hupm, npoussogsmx B CLUA anektpoHHoe obopyaoBaHve AN ronocoBanus. U He
TonbkO 3TMX bupM. BoT, k npumepy, ewe oaHa komnaHusa - VoteHere, cospatowasa cneumanbHoe
Kpuntorpacdudeckoe obecneyeHve, nnaHNpyeMoe K ycTaHOBKE BO BCe MalUMHbI roNocoBaHus angd 6onee
HaJeXHoW 3awutbl MHdopmaumn. B coBete aupektopoB VoteHere obGHapyxuBaetcsa Pobept [ewrc,
obiBwn gupektop LIPY, HblHe pabGoTtaiowwmin B Lkone GusHeca [xopaxa bywa. MNpeacepartenem xe
avpekunn VoteHere aBnsetcsa agmupan bunn OyaHc, OH e HegaBHui rmasa kopropaumm SAIC, oH xe
yneH KoHcynbTaTtuBHOro nonutmnyeckoro coseTa [leHTaroHa (Defense Policy Board, ewe o6 atom
NpuobbINEHOM opraHe - cM. pasgen «Cnyxba rmbkon mopanuy») u GrM3KMA COpaTHUK BULe-Npe3naeHTa
Ouka YelHn.

Mpn Gonee rnybokoOM MPOHWKHOBEHWWM 3a KynuCbl BCEW KyxHuW, uarotoBnswowen DRE-mawwuHbl ang
«MPSIMOTO  FOfIOCOBaHMA», HEeOXMAaHHO OOHapyXuBalTcs rnybokume KOpHM, yxoadwue B Hegpa
KOpropauun-ruraHToB BOEHHO-MpoMbilneHHoro komnnekca CLUA. Wspatenio kHuru BeB  Xappuc
«lonocoBaHue ¢ YepHbIM AwmkoM» [asugy AnneHy yaanocb ogHaxabl HE3PMMO MOMPUCYTCTBOBATb Ha
TenedoHHON KOH(pepeHUumn-coBeLaHmm pykoBoauTenen BCEX OCHOBHbIX DRE-komnaHwuin
(nonpucyTcTBOBaTL He NO MpurnalleHuto, sicHoe Aeno, a Gnarogapsa napomnto AoCTyna OT OOHOro w3
«COYYBCTBYIOLLUMX MHCAWOEPOB»). M3 3anucaHHbIX Ha MarHMTOOHHYIO NEHTY NEpPeroBOpoB CTaHOBUTCSA
M3BECTHO, 4YTO Hekad nobbupywouwas «Pabodas rpynna no cuctemMam rofioCOBaHUSA», CbirpaBLuas
KMoYeByld ponb B MNpuHATUM KoHrpeccom 3akoHa HAVA (3,9 munnuapnoB Ha wmsbupartenbHyto



9MEeKTPOHMKY), COCTOsiNa W3 TOMIOBHbIX KOHTpPaKTOpoB MuHucTepcTBa OOOpPOHbI -  KOMMaHWN
Lockheed-Martin n Northrop-Grumman, a Takke UT-cdupm Accenture n EDS, akTBHO NOABU3alOLLMXCH
Ha 3akasax [leHTaroHa u cneucnyx6 [KFO03].

Euwle ogHa Toproeo-npombILLNIEHHAs rpynna, akTMBHO No60mpoBaBLlasa npuHaTne 3akoHa HAVA, a HblHe
npoTankueatwasn sBHeapeHne DRE-malwumH, - ato ITAA, MHdopmaumoHHO-TEXHONOrMYeckasa accoumaumns
AmMepuKn, roe 3a aNeKTPOoHUKY AN ronocoBaHus otBevaeT PoHanba KHexT, cTtapwmii Buue-npesngeHT
kopnopauun Science Applications International Corp. Ton caMON «LINUOHCKO-BOEHHOW KOoprnopauum»
SAIC, yTo genana «He3aBuMcMMYyHo akcnepTuay» mawunH Diebold anga wrata Mapuneng [DAO3][ESO03].

Kak Bugmm, Kpyr 3aMKHYJIICA. Ha aton KyXHE MHTepeC y BCeX O4NH, N YyXKNX Ctoa He NMPpUHUMatoT.

OnTumanbHoOe peweHune

MOHSATHO, YTO 3NMEKTPOHHbIE MaLLUMHBI FONIOCOBaHUS Ha M3BUpaTenbHbIX y4acTkax - 3To, BoobLie roBops,
BbIHY)XAEHHas nonymepa. B ycnoeuax, koraa nodutu B KaXKaoM AOME rpaxaaH pasBUTbIX CTPaH yxke CToUT
KOMMNbOTEP (OAMH WINM HECKOIbKO), @ BCKOPE 4YyTb N HE OO0 KakAoro M3 Hux AoTsHetcs WHTepHerT,
HamHoro Gornee 3amMaHu4MBOW BbIMMAAMT Ues HENOCPEACTBEHHOIO ronocoBaHns HaceneHus Yyepes CeTb
npsiMo 13 goma.

beI, OONBLUMHCTBO HEe3aBUCUMbIX 9KCNepToB BMOJIHE eauMHOoAYyLIHO B TOM, YTO rofiocoBaHune 4epes
MHTEpHET - C NOMOLLbLIO KOMMbIOTEPOB, HaxoAsLlerocs BHe u3bUpaTenbHbIX y4acTKoB - 3TO 0cobo
PUCKOBaHHOE W HEHadeXHOe Aen0 M3-3a OYEHb CITOXHOr0 COYeTaHusl coumarnbHbIX U TEXHONOMMYECKNX
npobnem. Bcsikoe ronocoBaHMe ¢ MOMOLLbIO OTKPENUTENbHBLIX TaroOHOB HeceT B cebe yrpo3y ceoboae u
TaHe Bblbopa WK3-3a BO3MOXHOCTEM MPUHYXAEHWS W CKYNKM ronocoB u3bupatenen. A
WHTEPHET-ronocoBaHme [obaBnseT k aTuM npobnemam uenbii OykeT coOCTBEHHbLIX CNOXHOCTEN. 3aech
ypesBbl4alHO TPYAHO rapaHTMpoBaTb, YTO CepBUC-NpoBaidepbl obecnevyaT HaOEXHy 3awuTty oT
BMPYCOB, CETEBbIX MOAMEH W aTak Ha cepBepbl, YTO Bce ronoca 6yayT akkypaTHO M aHOHUMHO
3aperMcTpupoBaHhbl, YTO KOHKPETHBIN ronoc OyaeT oTAaH MMEHHO TeM, KTO BblAaeT cebs 3a NerMTMmMHoOro
n3bupartensi, 4To, HaKoHeL, 3a NIeYOM Y rofoCyHLLEro Yepes KOMMbIOTEP NPOCTO HE CTOUT ero HayarnbHUK
Uy nokynaTenb rofocoB.

Ecnu oHnalitHoBbIE cUCTEMBI BbIGOPOB OKa3blBAOTCS KpalHe YS3BUMbI ANt 3N10yrnoTpebneHnin co CTOPOHbI
BHELLUHMX CUI, TO YK ANS MaHUMYMSILUMIA CO CTOPOHLI TEX, KTO YNpPaBnsieT CUCTEMOI U3HYTPU, OTKPbIBAKOTCS
npocTo caHTacTudeckne BO3MOXHOCTU. OcobeHHO, ecnu co3gaBaTb CUCTEMY MO MOKPOBOM
CEKPETHOCTMW.

MyTHbIM Wnenc 3a Accenture

OpaHvm 13 Hanbornee akTUBHbIX CTOPOHHUKOB CKOPENLLEro BHEAPEHUS UHTEPHET-FON0COBaHUA ABMSETCA
MwuHuctepctBo obopoHbl CLUA, Hanupatouwee Ha HeobxoaumocTb obecneynTb paBHble rpaxaaHckue
npasa A5 COTEH ThiCAY CBOWMX COMAaT v oduLepoB, pa3bpocaHHbIX N0 BCEMY 3€MHOMY Luapy, a Takke
BOOOLLEe A1 MUMIIMOHOB amepurKaHLeB, paboTatolwmx 3a pybexom (npumepHo 5% anektopata). Nepsas
cepbesHas nonbiTka ycTpoutb Bblbopbl Yepes CeTb Bbina npegnpuHata BoeHHbIMn B 2000 rogy, korga B
KOHeYHOM cyeTe BbIno 3aTpaveHo 6,2 MMnInIMoHa AoNnapoB Ha To, YTOOLI CBOW BUPTYarbHble BlonneTeHn
bpocunu 4vepes WHTepHeT B BUpTyanbHytl0 ypHy 84 4yernoBeka. OTOT OMbIT OYeHb CMAOXHO Has3BaTb
yOayHbIM,  MOCKOMbKY  Kaxablh  ronoc  Takux  usbupaTtenen  obolwencsa  amepuKaHCKUM
Hanoronnartenswmkam B 73 809 gonnapos [JBO1].



BepoaTHO, HECKoNnbKO 4YerioBeK O4YeHb HEMMOXO 3apaboTanu Ha CToNMb WHTEPECHOM XaWTeK-NpoekTe
(koHTpakTopamu Bbinn koHcanTuHroBas dupma Booz-Allen Hamilton n kpynHaa UT-komnanmua Computer
Sciences Corp), HO Ha Oyayuiee roCyfapCTBEHHbIE 3aKa3uMku CTanu noabiCKMBaTb MeHee
pactountenbHoe peweHue. K nety 2003 roga MuHnctepctBo 060pOHbI OKOHYaTENbHO BbiOpano nog aty
3apavy, KOHKPETHO - Ana obecnevyeHnus MHTEPHET-roNocoBaHns Ha npesngeHTcknx Bolbopax 2004 roaa,
HOBOrO KOHTpaKTopa - KOHCanTUHroByto ompmy Accenture. Nogo6HbIN BbIGOp TPyAHO Ha3BaTb OYEBUOHBIM
ONSA CTpaHbl, OCTPO 03aboYeHHOWM HauuoHarnbHoW 6e3onacHOCTbO, MOCKOMbKY Accenture He sABnsieTcs
amMepuKaHCKOM KoMmnaHuen. Ho 3ato nmeeTt 6oratyto UCTOPUIO TECHBLIX CBA3EN C BbICOKMMW 3LLENTOHAMM
HblHewwHen BnacTtn CLUA.

Euwle coBcem HegaBHO 3Ta KomnaHust Hocuna gpyroe umsi - Andersen Consulting, - nog koTopbIM rpoMye
BCEro npocnasufacb B Xode ckaHAana BOKPYr (PMHaHCOBbIX 3M0ynoTpebneHun n 6aHkpoTcTBa UpMbI
Enron. MmeHHo Byxrantepbl Andersen Consulting gomkHbl Bbinn cunTath M NpoBepaTb gonnapsl Enron,
OfHaKO HMYero noJo3PUTENBHOrO B NIUMMOBOM OTYETHOCTM He yBuaenu. [locne obpeTteHus
CaMOCTOSATENbHOCTM W MpouUeaypbl aKLUMOHWPOBAaHMWS, COMPOBOXAABLUMXCA MOSBMEHWEM HOBOrO WUMEHU
Accenture n nepemelleHneM MHTepHaLMOHanbHON WTab-kBapTupbl Ha bepmyackue octposa, KOMMaHus
3a CBOIO KOPOTKYHO MCTOPMIO yXKe ycnena co3faTb cebe BeCbMa COMHUTENbHYIO penyTauuio.

CornacHo AaHHbIM KaHa[CKOro uccriefoBaTenbckoro mHctutyta Polaris, dwmpma Accenture molHO
BOBJIEYEHA B KpYMHble MPOEKTbl MO NpMBaTU3aLUM KOMMYHanbHbIX CMnyX6, ocobeHHO mnporpaMm
coumaneHoro obecneyenns, B CLUA, KaHage n EBpocotode. XOpoLlo U3BECTHO, CKOMb MbIIHO LBETET Ha
3TOW MNo4YBE KOPPYNuUMS rOCYMHOBHMKOB, Tak 4YTO 3a Accenture NOTAHYNCA AbIMHbLIN LWend ckaHganos,
3aMellaHHbIX Ha B3ATKaXxX U KPYMNHbIX nepepacxofax rocyaapcrBeHHbIx cpeacts [DAO3].

Accenture ceiyac - 3TO OYeHb KpynHas dmpma, Mo COCTOsSHUIO Ha koHel 2003 roga HacuuTbiBaoLWas
cebilwe 83 000 coTpygHukoB B 48 cTpaHax mMupa, M C YMCTbIM rogosbiM goxogom 11,8 munnuapga
ponnapos. B coBeTe gupekTopoB UPMbI BXOAUT MHOIMO W3BECTHbIX noden. Hanpumep, rnaea
kopnopauun Microsoft Ctue Bannmep. OTcloga CTaHOBUTCS BMOJSIHE €CTECTBEHHbLIM, YTO NMPOrpamMHoOe
obecneuyeHve, cosgaBaemoe B Accenture [ans WMHTEpPHET-roNocoBaHusi, paboTaeT nog camon
Hebe3onacHOM M3 Bcex NOMyNnspHbIX onepaunoHHbix cuctem - OC Windows. Bonee Toro, mexay
Accenture (Torga ewe Andersen Consulting) n Microsoft nognucan 1-munnuapgHbii «lakt o co3gaHum
COBMECTHOIO MpeanpuaTust U pacluMpeHun rnobanbHoro anbsHcay». [pyro BaXkHbIA CTpaTerndeckui
naptHep Accenture - Texacckas cTpouTenbHO-HedhTAHaa komnaHuus Halliburton, koTopyko npexae
BO3rNaBnsan HblHeWHWA Buue-npe3naeHT CLUA Ouk YenHn (cerivac ata dmpma 3anpasnsieT pasgenom
HedTenobbium B Npake). MIHTepecHo, YTo TenepelwHuii rmasa Halliburton Oasug Jlecap, npuwenwmnin Ha
cmeHy Ouky YeriHun, go atoro pabotan B Arthur Andersen, poguTtensckon komnanum Accenture. B oktsibpe
2001 roga komnaHum Halliburton n Accenture oObsSIBUNM COBMECTHLIM MpPEcCc-peniM3oM O «6onbLiom
pacLimpeHum» CBOEro A0NrocpoYHoOro cotpyaHuyectsa [LLO3a].

HecmoTpsi Ha cBol 3apybexHbin cTaTyc U (OUHAHCOBBLIX MHBECTOPOB C BbrnivmxHero BocToka, KoMnaHus
Accenture sBNseTcsl KpynHbIM KOHTpakTopoM npaButensctBa CLUA ¢ 3akazamm Ha cymmy nopsigka 1
MIp4. SONnapoB, M3 KoTopbix okosnio 300 mMunnmoHoB npuxogutcd Ha MuHMCTepcTBO OBOPOHbI. XOTHA
TOYHasi CyMMa BOEHHbIX KOHTpPaKToB Accenture, kak npaBuIio, oobaABNsieTCA B Npecc-penm3ax, CTOMMOCTb
npoekTa no co3gaHuio cucTeMbl MHTepHeT-ronocosaHns (unu SERVE, ot Secure Electronic Registration
and Voting Experiment) no HeobbsaBRNeHHON NpnynHe coxpaHeHa B TanHe [ACO3]|[MMO3].

OO6bIYHO 3TO CBOWCTBEHHO pa3paboTkam CEKPETHOIO OPYXXUsSi UK TaHbIM onepauusiM cneucnyxo.

MaBp caenan cBoe geno

B koHue ceHTsi0pa 2003 roga crtano WM3BECTHO, YTO KIOYEBLIM MapTHepoMm Accenture, B3sIBLUMMCS
obecneuntb BaxHeunwme komnoHeHTbl cuctembl SERVE ana MwuHuctepctBa obopoHbl, ctana cdupma



VeriSign [RLO3]. Ha VeriSign Bo3noxeHbl 3a4a4M XOCTUHIa CepBEPOB rON0COBaHUSA U pa3paboTkn Takom
CUCTEMBbI ayTeHTudumkauumn, koTopas oOOHOBpPeMeHHO obecneuyuna Obl HadeXHOCTb CnpaBeanuBbIX
BbIGOPOB M @aHOHMMHOCTb n3bupartenen. [1ockonbKy 1 30echb Aaxe CyMMa KOHTpaKTa COXpaHeHa B TalHe,
KpaliHe MarnoBeposiTHO, 4To OyayT onybnukoBaHbl TEXHWYECKME NOAPOOHOCTU TOro, Kakum o6pasom
VeriSign pewuvTt MyapeHyl 3agady COOTHECEHMS NoapoGHenwux nor-gannoB C OTYETOM O KaKOaoM
[ocTyne K cucteme (4ero TpebyT HOpPMbl KOMMBbIOTEPHOW ©e30MmacHOCTM) M CTPOro aHOHMMHOCTM
roflocoBaHMs Ha OCHOBe (PyHOAMEHTANbHOMO NPUHLMNA cnpaBeiiuBbIX BbIDOPOB «OOUH YENOBEK - OOMUH
rornocy.

CBsi3aHbl 9TM COOLITUSS UNN HET, HEeU3BECTHO, HO WHTEPECHO, 4YTO NPaKTUYECKM OOHOBPEMEHHO C
nonyyeHnem koHTpakta Ha SERVE - cnycta Bcero napy Hegenb - VeriSign o0bsiBuna o npogaxe
CTOPOHHEMY MOKynaTento cBoero BaxkHoro nogpasgeneHunss Network Solutions [AJ03]. 3Ty wuctopuio
Heob6xo4MMO paccMoTpeTb NoapobHee, NOCKOMbKY HA CaMOM U3feTe NaMsiTHOr0O MHOrMM UHTEpPHEeT-0yma,
BecHom 2000 roga, kopnopaumsa VeriSign kynuna Network Solutions 3a 6ecnpeueneHTHy0 ans ceTeBoro
busHeca cymmy B 21 munnuapg gonnapo. A kpome Toro, B 1990-e rogbl AeATENbHOCTb KOMMaHUM
Network Solutions Inc. mMoxHO paccmaTpuBaTb Kak MpuMMep OAHOM M3 Hambonee YChelHbIX akuui
aMepuKaHCKMX crneucny6 no KoHTponto 3a WHTepHeTom. [locKOnbKy [ONroe Bpems [faBHbIM
perucTpaTtopomM OOMEHHbIX MMeH U cbopLimkoM nogaTten co Bcex nonb3oBartenen Cetu, 3aBogsmX B
WHTepHeTe cOBCTBEHHbIV agpec, Obina eaMHCTBEHHAas YacTHAA KOMMaHus, TECHO CBA3aHHAs C BOEHHbIMMU
n pasBefgbiBaTenbHbiMK BegomctBammu CLLA.

KomnaHnusa Network Solutions Inc. (NSI) n3 r. XepHaoH, wraT BupmkmuHus, nonyynna rapaHTUPOBaHHYHO
rocygapCTBOM MOHOMOMMIO Ha perncrpauuto 4OMeHHbIX umeH B 1993 rogy. BnocnencteBuv BCMbILLKK
ckaHganoB BOKpyr moHononuama NSI HeogHokpaTHO 06OCTPANM OUCKYCCUM O TOM, KTO KOHTponupyet
CeTb n ynpaensieT IHTepHeToMm B uenom. Xots umsundeckn CeTb geueHTpanusoBaHa u pacnpegeneHa no
MUIIIIMOHAM COELMHEHHbIX KOMMbIOTEPOB MfaHeTbl, PaKTUYECKN OHA WMMEET eOUHYI0 MepapXMYecKyto
opraHusaumio. N3HavanbHO GbINO NONOXEHO Tak, YTo Nobon Nonb3oBaTenb NOON CTpaHbl, XenarLmmn
nony4nTe COBCTBEHHBIN MHTEpHET-agpec, OKaHYMBAKLWMNCA Ha OAMH W3 Havboree noOMynsipHbIX
Cy(PUKCOB (QOMEHHHBIX MMEH BbICLLErO YPOBHS) «.com», «.eduy, «.org», «.net» unu «.govy», OOIMKEH
3apeructpuposatb 310 MM B InterNIC (Internet Network Information Center), cosgaHHom no 3akasy
npaesutenbctBa CLUA ueHTpanbHoM peectpe. Korga-to agmuHuctpupoBaHveM InterNIC 3aHumanoch
NnpaBuUTENbCTBO, 3Ta crnyxba onnaynBanacb M3 kapmaHa amepuKaHCKMX HaroronnatenbLMKoB 1 Gbina
fecnnatHoOM AnNs BCex nofb3oBaTenemn, KOTopble NPOCTO perucTpupoBann HesaHaTble MMeHa. Ho B mae
1993 roga HauuoHanbHbIM HayyHbI QOHA NMPUBATM3MPOBAl PEecTp UMEH M nepegan npaea Ha ero
agMUHUCTpUpOBaHne koMmnaHun NSI, nnaTs e 3a 310 ewwe 1 5,9 MnH. gonnapos B roa. Tak 4To BNNoTb 40
cepeavHbl 1999 roga aaAMUHUCTPUPOBAHUEM 3TOrO peecTpa eauHONUYHO pacnopshkanacs NSI.

Camoe uHTepecHoe Havanocb B 1995 roay, koraa komnaHuio NSI Ha kopHio ckynuna cpupma SAIC, n ¢
ceHTabpsa 1995 roga 3a permcTpaumio HOBOro MmeHn ctanu 6pate 100 gonnapos nntoc 50 gonnapos B
rog 3a o6HoBneHne nmeHun ctaporo. bonee Toro, odueHb ckopo NSI Havana oTbupaTe agpeca y Tex TbicaY
CTPONTMBLIX BRagenbLeB, KTO, NMaMsaTys NpeXHue BpeMeHa, OTKasancs onfayuBaTb HOBOBBEAEHMS.
Brlaro,qapﬂ aCTPOHOMUYECKMM TemMnam pocTa MHTepHeTa TOoproena AOMEHHbIMWU MMEHaMW OKasaliacb
BeCbMa NpUObINIbHLIM BU3HECOM, M HA KOMMNaHUIO-MOHOMONIUCTAa MHOXECTBO pa3 NogaBanu B cyd, O4HaKo
amMmepuKaHcKoe npasocyane Hem3mMeHHo 3aHumano ctopoHy NSI [JD97].

OpgHa M3 camblX MNOCrefHUMX MCTOpPUMK Takoro poda uMMena MecTo B KoHue sHBaps 2000 r., korga
anennsumoHHbIn cyg CLUA noBTOpHO OTBEPr aHTMMOHOMOSbHLIN NCK komnaHun Name.Space npotus NSI.
Mockonbky NSI, nonb3ysicb CBOMM  WCKMYUTENBHLIM  MOMOXEHNEM, BCHAYECKM MpensiTcTBOBana
3aBeeHUNI0 HOBbIX JOMEHHbIX UMEH BEPXHErO YPOBHS, TO MHOIME ycMaTpmuBanu 34ecb nocaratenbCcTBO Ha
nonpaeky k KoHctutyuum CLUA, rapaHTupytowyto cBobogy crnoBa - MOTOMY 4TO, Hanpumep, cpeam
OOMONHUTENBHBIX UMEH Mpeanaranucb U Takue, Kak, Hanpumep, «microsoft.free.zone», To ecTb «30Ha,
cBobogHas ot Microsoft». McTubl AsBHO Hagesanuck, YTo cya, YTyLmin KoHCcTUTyumio, NpuMeT BO BHUMaHUe
aKT yLleMneHns OCHOBHbIX cBobon rpaxagaH. OgHako anennsaumMoHHbLIN Cyh elwe pa3 MOoATBepaun



nepBoOHaYanbHOEe peELLEHNE OKPYXXHOro cyha, corfacHo kotopoMy pesitenbHocTb Network Solutions
«orpaxgeHa oT aHTMMOHOMONBLHOIO 3aKOHOAATENbCTBA, a AOMEHHble UMeHa VIHTepHeTa He CcocTaBnsaT
peyb, 3alUMLLEHHYO MepBoi nonpaeBkoi». Tak yTo anennsums Name.Space v psga gpyrux nvy 6eina
MOMHOCTBIO OTBEPrHyTa CyAoM, Npuyem 6e3 kakmx Obl To HK Obino kommeHTapueB [NSOO].

[Ona MHOrMX 4rneHoB WHTEpHeT-coobwlecTBa HenpobuBaemas Mo3nNUMA aMEepPUKaHCKOro MpaBoCcyaus
npeacraBnanacb AOBOMbHO CTPaHHOMW, XOTs noau 6onee cBeaylume ObinvM CKNOHHbI CYATaTb, YTO BCe
Oeno TyT B MHOroneTHem xo3snHe komnaHum Network Solutions, NOCKOMbKy X035IMH O4Y€Hb YK HEOObIYHbIN
- kanudopHuiickast komnaHusa SAIC, unu Science Applications International Corp. ®upmbl Takoro poga
no-pycckn HasbiBatotca 3AO0 wunum  «3akpbiTOe  akuMOHepHoe OOLecTBO», a  MO-aHrIMNCKK
«employee-owned company». XoTa abcontoTHo Bce akumm SAIC HaxoddaTtca B YaCTHOM BriafeHUM ee
COTPYOHUKOB, BCsi MUCTOpUst (OUPMbI C CaMOro ee Hayana cBsi3aHa C rocy4apCTBEHHbIMM 3aKasamu.
Mprnyem 3akaszamu He OObIYHBLIMU, @ MOBLILWEHHON CeKpeTHocTU. W 3a Tpmauatb C NULLHUM NeT CBOEero
CYLLLECTBOBaHMS 3Ta «4YacTHasi flaBOYKa Ha rocnogpsige» Bblpocna B OFPOMHYIO (DUPMY C €XEerogHbIM
[OX040OM CBbile 6 MunnvapgoB gonnapos gonnapos M ¢ 40 Toicayamu coTpyaHukoB. CerogHs SAIC
Ha3blBalOT OAHON N3 Hanbonee KpynHbiX B Mupe 1 Hanbornee ycnelwHon 13 komnanum Trna 3A0 [ANO03].

MpymepHO TpeTb HblHewHero 6u3Heca SAIC nNpMxoouTCs Ha CUCTEMHYI WHTErpauuio Ans Apyrux
KOoMnaHui, Takmx kak Pfizer wnu British Petroleum, ogHako cyTb M cepaueBuHa kopriopaummM - 3TO
LUMUOHCKNE 1 CheLmanbHble BOEHHbIE TEXHOMOrMN. B cekpeTHbIx cnevcnyxbax He NpuHATO NybnunkoBaTb
CMUCKM (PMPM-KOHTPAKTOPOB, paboTawwmx no ux 3akasam. Ho npu 3atom B passenblBaTeNbHOM
coo0LecTBe He cCUMTalT HYXHbIM AenaTtb CEeKpeT M3 Toro, 4Yto B nocrnegHue rogbl SAIC gaBnsieTcs
rMaBHbIM MOCTaBLUMKOM AreHTCTBa HauuoHanbHow 6esonacHoctu CLUA u BXoOWT B MSATEPKY BedyLUMX
ounsHec-naptHepoB LIPY [PKOS3]. Ctonb wuHTepecHOW dupmMe WUMEET CMbICIT MOCBATUTL OTAEMbHbLIN
(cnepyowmin) nogpasaen, 34ech Xe 3aKOHYMM MCTOPUI0 O «Bnagenbuax» MHTepHeTa.

K cepeguHe 90-x roqoB B CBsI3W C OKOHYaHMEM XONOAHOM BOVHbLI MOTOK BOEHHbIX roc3aka3oB SAIC cran
OLWyTUMO cokpaliatbed. Obnagas MOLHbLIM Hay4YHO-TEXHOMOMMYECKMM MOTEHUManom, KoMnaHusa crana
nckaTb HOBble 0BnacTu NPUNOXEHUs CPedcTB M nonydeHus npubbinn. OauH u3 ee BbIBGOPOB nan Ha
Network Solutions, nuwb HegaBHO BbIMIPABLLYIO KOHTPAKT Ha pacrnopsikeHne peecTpoM AOMEHHbIX UMEH
WHTepHeTa. EcTb, mMpaBaa, M HECKOMNbKO WMHOe MHeHue - 4to NSI, ogHy M3 HEeMHOrmx ycnewHbiX
TEXHOINMOrMYECKNX KOMMAaHWIN, BO3rMaBnsieMbiXx adpoamepukaHuamu, Bnactv Bblbpanu 3apaHee,
nockonbky B CLUA yepHble nmua 60CCOB - 3TO C HEKOTOPLIX NOP BECbMa BbIFOAHbIV POH ANSA NPUKPLITUS
pa3sHbIX MHOrOXOA0BbIX KOMBUHAaLWIA.

Tak yto B 1995 rogy SAIC uenukom kynuna NSI, npeBpaTtue ee B cBoe govepHee npegnpuaTtne. Bekope
nocrne 9Toro U3MEHMUITUCb U MOPSAKU perncTpauumn JOMEHHbIX UMeH. Mimes Gonbluon onbiT o6LeHus ¢
NpaBUTENLCTBOM U 3HasA HyxHble pbldarn, SAIC npobuna paspelwweHue B3umatb 100-gonnapoByto nnarty
3a Kaxgoe HoBoe MMs, a B 0OOMeH cTana ot4ncnsatb ¢ aton cotHuM 30 gonnapoB B NPaBUTENbCTBEHHBIN
doHa nopaepkku UHGpacTpykTypbl UHTepHeTa. [lpakTuyeckn NOMHOCTbIO aBTomatTusvpoBaB B NSI
npouecc peructpauun umeH, SAIC ycnewHo obecneunna cebe n 3gecb ecnv He MUnNnNuapaHbli, To BCE
paBHO BMOSHE OLLYTUMbIVA HENPEPbLIBHbIN NPUTOK JoxodoB. Hy a nonyTHo cneucnyx6bl CLUA Ha MHoro net
NONy4Ynnu MNofMHbIA KOHTPOMb 3a agpecHon cuctemon CeTu, NOCKOMbKY Cpean MpoUYmX CBOUX COYHKLWIA
Network Solutions xpaHuna u nogaepxvBana Tak Ha3blBaeMblli «KOPHEBOW cepBep A» - KOMMbHOTEP,
KOTOPbIN COAEPXUT oduumnanbHbii CNMCOK VHTepHeT-uMeH u agpecoB. ThicA4M OCTanbHbIX CEPBEPOB
CeTn nony4atoT 3TOT CMMCOK U3 «KOPHS Ax.

B TeueHne npumepHo cemu net Network Solutions Hacnaxganacb nonHenwen MOHOMONMEen Ha
peructpaumilo  OOMEHHbIX MMeH OGrnarogaps  9KCKMHO3MBHOMY  corfaweHuo ¢ begepanbHbiM
npaesutenbctBom CLUA. B Takmx ycnosusix o npogaxe NSI n peun GbiTb He Morno. Ho B KOHLIE KOHLOB
CUMbl, HeOoBOSIbHble CTOSb  OTKPOBEHHBLIM  MOHOMOSIM3MOM, BCe-Takv JoXanu agMUHUCTPaLuio
npesngeHta KnuHtoHa, n BecHon 1999 roga MUHUCTEPCTBO TOProBMU OTKPLINO PbIHOK AOMEHHbIX UMEH
AN KOHKypeHUMun, no3BonuB pervctpupoBate Web-agpeca n gpyrum komnaHuaMm. KoHeuHo, Network
Solutions npogomkana ocraBaTbCs KpynHEMWWM perncTpaTtopoMm (MpogasBas MMeHa, npaspga, yxe no



pbIHOYHOW LeHe 35 gonnapoB), M ewe Ha YeTbipe roga nog koHtponem NSI Obin ocTaBneH «peecTp
CeTeBbIX UMEH» - rMaBHas 6a3a AaHHbIx 060 Bcex NHTepHeT-agpecax. Ho B HoBbIX ycrnosusx ¢ NSI ctanu
conepHu4aTb Cpasy OKOMo 25 Opyrnx KOMMaHwWW, Hepedko npegnararowmx 6onee BbIrOAHbIE YCIOBMS
peructpaumy, ga K TOMYy e HEe MMEeKLMe COMHUTENbHOro Lwenda TEeCHOro COTpyAHMYECTBa CO
cneucnyxbamun. B Takux ycnosusax «kpblwa» SAIC yxe ctaHoBunacb ans busHeca ckopee bpemeHem,
yem nogMoromn... BoT TyT-To 1 nocnenoan aneraHTHbIN yBog NSI nog Kpbifno «He 3amas3aHHON» U Cyrybo
Kommepyeckor VeriSign, KOHTPONMPYIOLLEN K TOMY Xe NbBUHYIO OO0 PbiHKa LMAPOBbLIX CEPTUUKATOB.

OwenomMmuBLIasl MHOMMX HOBOCTL Mpuwna nepsblx Yncnax 2000 roga: komnaHumio NSI 3a 21 munnuvapg
ponnapos kKynuna uHTepHeT-ompma VeriSign Inc., cneumanuaupylowasaca B obnactv  3awumThbl
nHpopmaumm [MFOO]. K Tomy BpemeHu kanudopHuickass komnaHusa VeriSign (r. MayHTuH-Bblo) yxe
Oblna Xopowo M3BECTHa KaK OAWMH M3 [MaBHbIX B MUPE MOCTaBLLMKOB LIMPOBLIX CEPTUGUKATOB, UMK
«ycnyr posepusi» (Kyda BXOOSAT ayTeHTUdumKkaumsi, NOATBEPXKAEHWE [OCTOBEPHOCTM U obecneveHune
3aBepeHHbIX MnaTexen), MCnonb3yeMbiXx Ans opraHusaumn 6e3onacHoro GuaHeca U KOMMYHUKaLUA B
IP-ceTax. KomnaHus yctaHoBmna crtpaTerMyeckme OTHOLUEHUSA YyTb JIM HE CO BCEMM KITHOYEBbIMW AN
WHTepHeTa cdurypamu - ATT, British Telecom, Checkpoint Technologies, Cisco, Microsoft, Netscape,
Network Associates, Network Solutions, RSA Security, VISA n T. . - 4to obecneuymno wmpokoe
npvMeHeHne UMdpoBbIX cepTndukatoB VeriSign kak HEMOCPeaCTBEHHO B CETEBOM 000OpPyAOBaHUM, Tak U
BO MHOXECTBE MPOrpaMmHbIX MpUnoxeHun. Yxe Kk koHuy 1990-x rogos umdpoBbiMK cepTudukaTamu
VeriSign nonb3oBanucb npakTtudeckn Bce komnanum m3 Fortune 500, cOTHWM Thicsd ©Gu3Hec-calToB U
MUIITMOHBI MHAMBMAYanNbHbLIX Nonb3oBaTenen. KomnaHnen co3gaHbl HECKOMBbKO AECATKOB (hUNManoB Ha
BCeX (KpoMe AHTapKTuAbl) KOHTUHEHTAX, OKa3biBaloLMe TPaCcTOBbIE YCMYrn BO BCEX PErMOHaXxX MMaHeThbI.
XapaKTepHO, 4YTO perMoHarnbHble unmarnsl Hepeako co34aBanuch MYyTEM CKYMKU MECTHBIX KOHKYPEHTOB.

C npnobpeteHnem NSI VeriSign nonyunna goctyn K LeHHenwen 6a3e gaHHbIX €e KITMEHTOB, YXXe Torga
HacumTbiBaBLLEN CBbiwe 10 MUINIMOHOB BNadenbLeB AOMEHHbIX UMEH (k cepeaguHe 2003 roga aTo yYncno
BbIpOCno A0 27,5 MIH), a Takke HenocpeacTBEHHbIN JOCTYM K TEM ThiCS4aM KOMMAHWUIA, YTO eXeaHEBHO
3aBogAT cebe Web-agpeca. Koraa noa ogHon Kpbilwen 06beanHSTCS BeQyLLMIA PerncTpaTop AOMEHHbIX
WUMEH 1 npoBangep UM@PPOBbIX CeEpTUAUKATOB, NOATBEPKAAOLMX NOAEHTUYHOCTL BNadensua, To ycrnyru
nonyymeLlenca B uUTore UpMbl - 3TO, NO BbIPAXKEHUIO OOHOrO M3 3KCMEPTOB, «Kak OOHOBpPEMEHHas
Bbldaya CBUOETENbCTBA O POXAEHWMU, BOOUTENBCKUX MpaB, nacnopta v KPeaAUTHON KapTOYkM B OAHOM WU
TOM XXe MecTey.

Ho npn 3TOM MHOrMe Bblpaxanu U HeOOyMEHME OT CTOfb TSXKENIOBECHOW MOKYMKMW, MOCKONbKy 0be
KOMMaHuM BrofiHe Mornn Obl 0becneunTtb TOT XEe CcaMblii CepBUC 4Yepe3 MpPoCToe MnapTHepcKoe
cornaweHne n ¢ ropasgo MeHbWUMKU (PMHaHCOBbIMU 3aTpaTamu. Ha npoxoguBluen B TOT Xe Mecsy,
BcTpeye uneHoB opraHusauum ICANN, ¢ 1999 roga Hagsuparolle 3a HOBOW CUCTEMOWM MPUCBOEHUS
OOMEHHbIX MMEH, MHOrme Obinn, MAMKO roBOPS, LWOKMPOBaAHbLI, HE O4YeHb MOHWMAasi, 4TO BooOLle
npovcxogut. Kak ckaszan OAMH W3 YYAaCTHUKOB, «3TO O4YEeHb CTpaHHas Bellb, KOrga KOMMaHuio,
ABNSOLLYIOCS LIeHTpanbHOM AN CTabubHOCTU U LenbHOCTU VIHTepHeTa, MOXHO BOT Tak 3anpocTo KynuTb
unu npoaaTtby.

Mponcxoauno >xe 3To NpMMepHO Tak. KoMmnaHuu yxe OaBHO nNpurnagenn Apyr apyra U HECKONbKO neT
paboTanu Hag psgomM COBMECTHbIX NMpoekToB. CBA3M ux ykpennsnuce, n BoT rnaey VeriSign CTpaTToHa
CknenBoca npurnacunm 3aHsaTb Mecto B coBeTe anpektopoB Network Solutions. A elle 4epes HekoTopoe
BpeMsi y Toro kak Obl cama pogunacb maes NOMHOCTbI CAUTb komnauuu. OH OoTnpaBuIics C 3TUM
npegnoxeHnem k pykosoactBy NSI n k ee kpynHevwemy akumoHepy - SAIC (HecKkonbkMMM rogamu
paHbwe SAIC akumoHuMpoBana [OYEpHIO KOMMaHWIo, OCTaBuB 3a cOBOM OCHOBHYH Aont). Tam xe
CknenBoca NpocTo kak 6yATo »aanu, 1 Bonpoc o NpuobpeTeHnn Obin peLleH NPakTU4eCckn MOMEHTaIbHO,
3a napy gHen. Ecnu npuHATE BO BHUMaHWe, YTO CAerka CTOMMOCTbo Gonee 20 munnvap4oB A0OMnnapos -
3TO KpynHewwasi MoKyrnka CEepBUCHOW WHTEPHeT-koMnaHum 3a Bco uctopuio Cetn, a nokynatenb
HanoMuWHan MWTOHa, 3arnaTtbiBalollero Oyneona (MOCKoNbKy exerofgHble goxoabl VeriSign cocraensnu
MeHee nonosuHbl goxonoB Network Solutions), To GbICTpOTa cAenku yxxe Torga NopoXxgana curbHenee



nogo3peHune o 3apaHee npogymMmaHHOM U 3a6narospemeHHo noaroToBJ1IEHHOM Xo4e.

Bnocneacteum pykoBogctBy VeriSign, BeposTHO, 4OBOSIbHO ObICTPO CTano SCHO, YTO C TOPOMMBOW
rpaHa-nokynkon NSI oHM, MArKO roBops, HECKOMbKO MOropsaYmnucb. busHec ¢ peructpaument JOMEHHbIX
WUMEH B YCINOBUSAX OCTPOWN KOHKYPEHLIMKN OKa3arcd HaMHOro MeHee NpubbINbHBIM, YEM B Cniagkue BpeMeHa
mMoHononuama 1990-x. Bce nocnegytowme rogsl Network Solutions nuwb NOCTOAHHO Tepsina CBO
PbIHOYHYIO [OM0, CHU3MB LeHY 3a uMsa yxe o 27 pgonnapoB. [Mpy 3TOM cpeaHsis ueHa Ha pblHKe
cocTaBnsieT okono 15 gonnapoB - M3 KOTOpbIX, NMpaBga, fnwobon perncrpatop otyucrnseT 6 gonnapos
dmpme VeriSign kak gepxaTernto rnaBHOro peecrtpa umeH. Bnpoyem, n peectp yXe cTan He Takom yX U
rMaBHbIA, MOCKOMbKY, NOCMEe HaCTOMYMBBLIX «Hae3doB» opraHos, perynupytowmx WHTepHeT, VeriSign
cymena ocTtaBuTb 3a cobow ronoBHble 6asbl AaHHbIX MWWb HA CaMble MOMYMsPHbIE UMEHa «.COM» U
«.nety».

Kopoue rosops, k oceHn 2003 roga B VeriSign BnonHe go3penu 4o Toro, 4Tobbl NpuaHaTh NOKYNKy oupmbl
NSI HeHyxHOM u npoganun ee 3a 100 MUNNMOHOB [ONNapoOB apuM30OHCKOW BeH4ypHou cupme Pivotal
Private Equity. Npoganu, npaBaa, He NOMHOCTBIO «C MOTPOXaMu», a NULLb BANbIA BU3HEC perncrpauum
WUMEH 1 XOCTUHra, ocTaBuB 3a cobow Hanbonee cylecTBeHHoe - 6a3bl AaHHbIX AOMEHHbIX UMEH.

OpHoBpeMeHHO BCH 3Ta UCTOpMS NPOAEMOHCTPMPOBana, HaCKkonbKo AarbHOBMOHBIM OKas3anocb B CBOWX
pacyeTax un gencteusx pykosoactso SAIC, BoBpems kynus Network Solutions 3a 4,5 munnunona, a cnycTs
HECKOSTbKO JleT MpogaB KOMMaHWI0 MOYTUM B ThiCAYy pa3 gopoxe - yxe 3a 3,1 munnuapga Oonnapos.
Mpuuem npopaxa Oblna opraHvM3oBaHa BCEro Mulb 3a HECKOMbKO MeCsueB A0 TOro, Kak Ha rrasax
N3yMreHHOM NyBGnmkn Havyan nonaTtbCs Ny3blipb NeperpeTon MHTepHeT-akoHoMuKkn [ANO3].

3aKpb|Toe akKunoHepHoe obLwecTBO BNacTu

«MbI - KOMNaHUA-HEBNONMKAY, - [OBEPUTENBHO NOBeAan B MHTEPBbLIO OAMH U3 Ton-meHegkepoB SAIC Kut
HanTtuHrenn, B NpOLISIOM MOSKOBHUK MNoApasfeneHus cneuonepaunin amepukaHckon apmuun. - «Mel
noBckoy, HO NOYTU HUKTO aToro He BuanUT» [PKO3].

KanudopHwuiickasa wrab-kBapTnupa SAIC HaxoguTca Ha ceBepHoW okpauHe r. CaH-[lnero, u BHeLLHe ee
YXOXEHHbIA KamnyCc HUYEM HE OTIMYAETCsl OT BCEX OCTallbHbIX COOPYXXeHun nogobHoro poaa. OgHako
BHYTPU MOBClody OAWMT BOOPYXXEHHas OXxpaHa, OBepu 3anuparTcs Ha cendoBble 3aMKh, a MHOrue
KOMHaTbl 3KpaHMpPOBaHbl OT KOMMPOMETUPYHOLLNX 3NEKTPOMArHUTHBIX M3nydYeHuin. Ha npoTsKeHun MHOrmx
net MunnMapaHble JOXOA4bl KOMMNaHUM MOYTU NOMHOCTBIO 0becneynBanmcb KOHTpakTamu enepansHoro
npaesutenbctea CLUA. B 3HauMTenbHOM 4acTu - 39TO 3afaHusi pasBedku: paspaboTka MOLLHbIX
KOMMbIOTEPHBLIX CUCTEM aHanm3a faHHbix (data mining), nporpammHoe obecneveHne ANsi CMYTHUKOB
BMOOBOM pa3BeaKu, CrneLTexHmka ans cucteMm HabnwgeHus.

[MoMMMO BBINOMHEHNST KOHTPaKTOB pa3sBeacnyxb, koprnopaums SAIC paspabaTbiBaeT KOMMbIOTEPHOE
obecneyeHne AN NOABOAHbLIX NIOAOK M peakTMBHbIX UCTpebuTenen, yvacTByeT B CO34aHUWN CUCTEM
NpoTMBOpaKeTHOW OBOPOHbI WM noAa3eMHbIX SAepHbix OyHkepoB B HeBage, obecneuvBaeT paboty
obLeHaunoHanLHON cucTeMbl yvyeTa npectynneHun ®BP, a Takke MMeeT KOHTpakT ¢ dheaepanbHon
HanoroBon cnyxbon CLUA Ha agmuHUCTpupoBaHue GUHaAHCOBOWM WHopmauumn. Ewe ogHa OypHO
pasBuBaloLLlaacs B nocrnegHee BpeMs cdepa OusHeca - pas3HOro poga CUCTEMbl ANS HOBOTO
HenaptameHTa 6e30nacHOCTM OTeYecTBa, BPOAE CKaHMPYHOLWMX NpubopoB Ha 6ase ramma-usnyveHus,
MPOLLYNbIBAIOLLMX COAEPKMMOE OnnomMOMpoBaHHbIX KOHTEMHEPOB U FPY30BUKOB.

Aypa CeKpeTHOCTU MOCTOAHHO oOkpyxaeT SAIC, B kagpax KOTOpon paboTaeT OrpoMHOe KONM4ecTBO
ObIBLUMX COTPYAHMKOB CMNELICNY>X0, pyKOBOASLUMX KaApOB M3 BOEHHBLIX CTPYKTYP M NPaBOOXPaHUTENbHbIX
opraHoB. [lonyck k rocyaapcTBeHHon TavHe mmetoT cBbilwe 5000 cotpyaHukoB SAIC, a ocHoBaTtenb U
cBbilwe 30 neTt GeccMmeHHbI pykoBoauTenb Komnavuu k. PobepT bencrtep, roBopaT, UMeeT oauH 13



CaMbIX BbICOKMX ypOBHeVI 4onycka, Koraa-nvbo BblAaBaBLUMXCS LUTATCKUM rpaxxgaHam CTpaHbl.

Camas xe, HaBepHoe, BblgawoLasacs gocronpmmeyarensHocTb SAIC - 3TO ee coBeT AMPEKTOPOB. TOYHbIN
COCTaB 3TOr0 KOMMEKTMBa HWUKOrga He W3BECTEH, MOCKONbKy (Kak coobliaeTcd Ha canTe KOMNaHum)
UYMCIEHHOCTb AaHHOro OpraHa BCe BpeMsi BapbupyeTcs B npegenax 12-22 yenoeek. Kpome Toro, umeercs
N crneumanbHbIi MeXaHu3M HenpeMeHHOW poTauum - exXerogHo CoCcTaB OOHOBMNSeTCA Ha TpeTb C
npurnaweHneM HOBbIX AMPEKTOPOB Ha MPUMEPHO TpexneTHun nepuwofd. lNpexHue AMPeKTopbl Hepeako
oTX0OdAT OT Bm3Heca, YTOObI «BCMIbITbY HA KakoM-HMOyOb U3 ovepedHbIX BbICOKUX FOCYAapCTBEHHbIX
MOCTOB.

B Lenom e cocTaB y4aCTHUKOB 3TON «Kapycenu» o4YeHb BneyatnseT: agmupan bobou VMiHmaH, ObiBLunii
avpekTop AreHTcTBa HauuoHanbHoW 6e3onacHocTM n 3am. aupektopa LPY; MensuH Jlenpa, MUHUCTP
060poHbI Npu npe3ngeHTe HukcoHe; reHepan Makc TypmaH, KOMaHOOBaBLUMI BTOpXeHUeM B [laHamy;
[oHanba Xukc, B NpoLUOM BO3IMaBnsiBLLUMIA UCCnenoBaHnst U pa3paboTku B eHTaroHe; PobepT lentc,
obiBMn aupektop LUPY; Yuneam Neppn, MUHUCTP OBOPOHbI B KITMHTOHOBCKON agMuHUCTpaumu; [KoH
Hony, ewe oguH HegasHun aupekTop LIPY... U Tak panee.

M3 cambix nocnegHuUx AMPEKTOPOB MOXHO YNOMSHYTb OTCTaBHOro reHepana YanHa [ayHuHra, JdneHa
coBeta «Komwuteta no ocsBoboxageHuo Wpaka», a nepeg HadyanoM BOWHbI - [MaBHOro nobbucra
aMepuKaHCKOro fetuwia nop HasBaHweMm «Wpakcknii HauuoHamnbHbIN KOHFpecc» W ero rnaebl Axmena
Yanabu. PaHee yxe ynoMunHancsa v Opyron BbICOKOMOCTABIEHHbIA BOEHHbIN, agmupan Yuneam OyaHc,
rMaBHbIA OMEPAUMOHHBIA OUPEKTOP M BuUUe-npeacenatens coseta avpektopoB SAIC, ogHOBpEMEHHO
3acefaloLlmn B coBeTax MATU KOMMAHWA, aKTMBHO MPOKa4YMBawoLWMX Yepe3 cebs munnuapgbl «NOMOLLM
Mpaky», a Takke uneH KoHcynbTaTmBHOro nonutcoseta lNeHTaroHa, BoipabaTbiBatoLLero cTpaterno ans
MUHUCTpa obopoHbl Pamcdenga [SP0O3].

CyTb BecbMma foxogHoro uvacTtHoro npegnpuatnss SAIC, CbITHO MoOAcocaBLIErocd K M300UNbHON
rocyiapCTBEHHOW KOpMYLLIKe, BUOUMO, Yxxe sicHa B obimx yeptax. Co BpemeH Puuyapga HukcoHa, ¢ Tex
nop, kak cdusnk-agepwmk PobepT Bencrep cosgan cBoe «3akpbiToe akumoHepHoe obuiectBo» B 1969
rogy, B bnuxavem okpy>xeHum Kaxgoro n3 npeaugeHtos CLUA HenpeMeHHO HaxoauTCs KTO-TO U3 coBeTa
aupektopos koprnopauum SAIC. Bnarogapsa HECOMHEHHbIM OpraHu3aTopckMm TanaHTam berictepa wu
CTONb BbLIFOAHOMY MOMOXEHMIO hUPMbI NpY BriacTu, abcontoTHO BCe oAbl CyLEeCTBOBaHMS Koprnopauum
Obinn Ans Hee NpUOBLINbHBIMK - HECMOTPSA Ha 3KOHOMMYECKME crnafbl, MONUTUYECKNE KPU3UCHI 1 MpoYmne
Heypsauubl XnsHu. Jjoxoa dupMbl, BNagensLamMmm KOTOPOWN SIBASIKOTCA UCKMIOYUTENbHO €€ COTPYAHUKMU,
BbIpoC € 243 Tbicad gonnapos B 1970 r. go 6 ¢ nuwHum munnuapgos gonnapos B 2003 rogy [PKOS3].

B Hos6pe 2003 r. PobepT Bencrep, koTopomy yxe 78 neT, NPUHAN peLleHne OCTaBUTb KIoYeBble NOCTbI
npe3ngeHTa u UCNONHUTENBHOIO AUpeKTopa Koprnopauumu, npurnacme cebe Ha cMeHy KeHHeTa [anbepra,
BULe-Npe3naeHTa no uMHdpoTexHonoruam kopnopauun General Dynamics. 3a coboi BencTtep octaBun
Kpecno npeacenatens copeta anpektopor SAIC.

CuunTaetcs, Y4TO NULb NPU HblHELWHeN rocagMmnHucTpaumm bylwa-ceiHa 6ypHas npuBaTusaums BbIrO4HbIX
rocsakasoB obpena B CLUA cTOnb OTKPOBEHHO HEATUYHBIE - Ha B3rNs4 MHOMMX, MPOCTO YpOANMBbIE -
hOpMbI, CBUAETENBLCTBYIOLLME O HEYEMHOW anYHOCTU BbICOKOMOCTABIEHHbIX TOCYMHOBHUKOB. Apyaiinm
npuMepom Tomy 0BblMHO npuBoaAT komnaHuto Halliburton (HedTb, CTPOUTENBLCTBO, BOEHHbLIE 3akasbl),
«BHE KOHKypca» MOnyYmMBLUYH0 MHOrOMWUITIMAPAHbIN KOHTPAKT Ha BOCCTAHOBEHWE UPAKCKON HedTAHOWN
MHOYCTpUM pakTUYeckM nNuUWwb MO TOW MNPUYMHE, YTO HeOaBHUM ee OUPEKTOPOM Obin  HbIHELLHWIA
BuLe-npe3naeHT Ak YenHu.

Ho B 0eNcTBUTENBHOCTM BECb 3TOT MEXaHM3M pa3fadn KOHTPAKTOB «Ccpeamn CBoux» oTpaboTaH yxe o4YeHb
[aBHO M Npu caMoM HenocpeacTtBeHHOM yyactum SAIC. [osToMy COBEpLUEHHO HE CIyYyalHO, KOHEYHO,
yTo Kopropauusi SAIC okasanacb cpeau nepBbIX, NOMYYMBLUMX BbIroAHbIE KOHTPaKTbl B pake, npuyem
elle 3a HeCcKONnbko MecsueB A0 Havana BOWHbl. CKOMb XXMPHBIA KYCOK 30€eCb OXMAAeTCa OTXBaTUThb,
MOXHO MOHATb Yxxe no Tomy, 4To nsganne Wall Street Journal HazBano Mpakckuin NPOEKT «KPYMHENLLNMMN
BOCCTaHOBUTENbHbIMKU paboTtamu npaesutensctBa CLIA co BpemeH nomowm MepmaHmm n AnoHum nocne



BTopoi MMpOBOW BOMHbI». TOYHbIE CYMMbI J€HEr aMepuKaHCKUX HanoronnaTenbLmnKoB, KOTopble YOyT B
NPOEKT, NMoKka Heu3BeCTHbl. HO yxe sCHO, 4To rocagmMuHucTpauusa bywa gononHMTenbHO 3anpocuna B
ceHTabpe 2003 roga 87 munnuMapgoB OONIapoB, NoMMMO Tex 3,7 Mnpg, YTo BbigenswoTcs Ha Mpak
exemecsiyHo. CormacHo npubnuamTenbHbIM OUEHKaMm, 3a Onvxanwuve rogbl 3Ta cymma B obuen
CnoxHocTn moxeT Bblpactu 0o 200-500 munnunapgos gonnapos [SP03].

Ha cerogHawHui pgeHb SAIC, BeposaTHO, 4BnseTCs CamMoOW  BAUSATENbHOW B aMepPUKaHCKOM
rocagMUHUCTPaLUM KOMMNaHnemn, o KoTopon GONbLUMHCTBO Ntoden Hukorga He cnblwano. depepansHoe
NPaBUTENbCTBO - KaK rMaBHbIN 3aKa3uuK - OObIYHO COBEPLUEHHO He XenaeT, YTobbl nybnuka XoTb YTO-TO
3Hana o ToMm, Yyem 3aHumaeTca SAIC. A 6narogaps csoemy ctatycy 3A0, Becbma HeOBblMHOMY Ans
KpynHoro rocrnogpsgyunka, SAIC ypaetca Takke MOCTOAHHO npebbiBaTb BHE  [OCAraeMocTu
obpemMeHuTeNbHbIX MPOBEPOK (OMHAHCOBBLIX OPraHoB W 0OECnoKOeHHbIX MHBecTopoB. Elwe ogHa u3
BaXkHbIXx ocobeHHocTen B pedatenbHocTu SAIC - mowHas gusepcudpmkaums ©usHeca M OrpomMHoe
KONMMYeCTBO CPpaBHUTENBHO HebornbLluMX 3aka3oB. B 2003 rogy kopnopaumsi 0OAHOBpEMEHHO paboTana Hag
BbIMONHEHNEM 8 C NULWIHMM TbICAY KOHTPaKToB, U3 koTopbix 6onee 5300 - 37O 3aKkasbl NpaBMTENbCTBA
CLWA, rmaBHbIM 0bpa3som cneucnyxb u MNeHntarona [BAOS].

Korpga lMeHTaroH pelumn cobpaTb M NOArOTOBUTH KOMaHAY MPaKCKMX 3MUrpaHToB, 4Tobbl OHa nomorna
CLUA B BOCCTaHOBNEHMM NOCNEBOEHHOIO VMpaka, KOHTpakT Ha 3Ty paboTty 6bin 3akntodeH ¢ SAIC. Korga
rybepHatop Mapunenga PobepT Opnux pewwmn opraHu3oBaTb 3KCNepTn3y 6e30nmacHOCTM 3aKyrnaembix
LITAaTOM 3MEKTPOHHbIX MalUuMH ronocoBaHus, oH nopyumn 3to SAIC. Korga Apmus CLUA pewwuna
NPUCTYNUTb K PELLEHMIO BECbMa AENMKaTHOW 3a4ayun MO YHUYTOXEHUIO CTaporo XMMUYECKOTO OPYXUS Ha
nonuroHe Aberdeen Proving Ground, koHTpakT Obin 3akntoveH ¢ SAIC. HaumoHanbHbI OHKONOrMYeCcKnii
nHetutyT CLUA (National Cancer Institute) obpatuncs 3a nomowpsto k SAIC npu opraHusauun pabot B
nccnegosatenbckom LeHTpe Frederick, wt. Mapunenpg (3gecb B pamkax 1,25-MunnmnapaHoro KoHTpakTa
okono 1500 coTpyaHMKOB KOpropaumMy 3aHUMaloTCs, cpeaun Npodero, pasHbIMU acrekTamn NpUMEHeHUs
BMONOrMyecKoro opyxus).

BoiBatoT y SAIC wn Becbma HeOObluHble KOHTpaKTbl. Hanpumep, HauuoHanbHOoe YnpasneHue
©e30nacHOCTU TpaHCMNOPTHbLIX NepeBo3ok (TSA) pewwwuno, 4YTO HyXOaeTcs B CEepPbe3HOW MOMOLLM Mpu
YyTUNM3aunnM TMraHTCKOro KONM4ecTBa BCEBO3MOXHbIX Bewen, nocrie 11 ceHts6psa 2001 r. MHTEHCUBHO
KOHCDUCKYEMBLIX NPU OOCMOTPE aBManacCaXMpoB - MaHUKIOPHbIX HOXHUL, ra3oBblXx OanfoHYMKOB,
NPasgHUYHbIX XIOMYLIEK, MEePOYMHHbIX HOXMYKOB M T. A. Komy-To MOXeT nokasaTbCs, 4TO Ans
pasrpebaHunsa Bcero aToro xslama HamHoro geluesrie Obino Obl HAHATE Kakne-HUOyab Hebonblie oupmbl
npu asponopTtax. Ho B rocygapctBeHHbIx cTpykTypax CLUA cumTaloT B KOpHE UHavye, 1 MHOrOMUIIIMOHHbIN
KOHTPAaKT Ha 3Tn paboTbl Obln JOBEPEH, ACHOe Aeno, HaaexHon komnaHun SAIC [SSO03].

OpgHa 13 BaxHenwux obnacten paboTbl Koprnopauuum - 3TO, KOHEYHO Xe, WMHEOTEXHONOrM4eckme
cneunpoekTtbl. B nabopatopuu SAIC B r. AHHanonwuce, wrat MapuneHa, Henoganeky ot ®opt-Muga,
Wwrab-kBapTMpbl AreHTCTBa HauuoHanbHon 6Oe3onacHoctn CLUA, komaHga un3 150 4yenoBek
paspabatbiBaeT and AHB HoBoe 1O npoxoakn AaHHbIX - 3PEKTUBHBIN MHCTPYMEHTapUI NS aHanu3a
rMraHTckMx o6bemMoB maTepuanoB paguonepexsara, cobmpaemMbiX OT KOMMYHUKALMOHHBIX CETEN NO BCEW
nnaHete. O6bsiBNEHHas CTOMMOCTb JAHHOrO CynepcekpeTHOro NpoeKTa, Nofy4YnBLLIEero KOAOBOe Ha3BaHue
Trailblazer, - 282 munnnoHa gonnapos.

BoT ewe oauvH, coBcem cBexun npumep. B Hosbpe 2003 r. nog cunbHenwnm Haxmmom degepanbHoOn
komuccum no ceasm (FCC) B CLUIA BcTynunn B OeWCTBME HOBble MpaBuna, COrfacHO KOTOPbIM BCe
nonb3oBaTeny COTOBLIX TeNeOHOB TEMEPb MOIYT COXPaHsSITb 32 COOOM NPUBLIYHLIA TENE(OHHbIA HOMEP,
nepexogs oT OAHOro nposangepa mobunbHou cBasn k gpyromy. FCC npoBena aTv npasBuna B XWU3Hb K
BENNKOMY YOOBONIbCTBUIO NMYONMKM, HECMOTPS Ha CUITbHENLLME NMPOTECTbI U CONPOTUBIIEHNE CO CTOPOHDI
TENeKOMMYHUKALMOHHBIX KOMNaHWIA, TEPSIBLUMX HAOEXHbLIN UHCTPYMEHT NPUBA3KM abOHEHTOB, a B3aMeH
nony4YyaBLUNX NMLIb HOBbIE TEXHMYECKNE NMPOBIEMBI.



Ha ¢oHe MHOXecTBa BecbMa HenonynspHbix peweHun [FAO03], npuHaTtelx FCC 3a To Bpems, 4TO ee
Bosrnaensetr Mawkn [llayann (cbiH roccekpetapsa OyleBcKOM agMuMHUCTpauuun, reHepana KonuHa
Mayanna), nogobHasa 3aboTa 0 Hyxaax MPOCTbIX rpaXdaH Bbirnagena, NpsiMo CKaxem, HeoObluHO. Ho
BCKOpPE BCE CTarlo HaAMHOrO MOHATHEE, KOrA4a BbIICHUIIOCh, YTO B 3TOM NPOeKTe Oblna akTMBHO 3amellaHa
kopriopauusa SAIC. BeposiTHO, npocnywmBaLwme cotoBble TenegoHbl cneucnyXbbl CAMLWKOM yToMuna
CUTyauus, Npu KOTopor aboHeHTbl MOBMBbHONM CBSA3M BCE BPEMSI MEHSAOT HOMEP Mpu CMeHe npoBavgepa.
MHTepecbl abOHEHTOB M TEX, KTO 3a HUMW MNpuUrnsabiBaeT, 34ecb MOMHOCTbK COBManuM - U BOT Ha
rocygapCTBEHHOM YPOBHE TMPUHATO TBepAoe pelleHWe O MOCTOSAHHOM 3akpenrneHuM Homepa 3a
Bnagenobuem. Hy, a TexHudeckoe obecrneyeHve AenukaTHOro gerna, kak o0bidHO, nopyuunu SAIC.
Kopropauns HaHsina 90 4enoBek, KOTOpble MPMMEPHO 3a TpW Mecdua co3ganu cuctemy obmeHa
TenedoHHbIMM HoOMepamu Mexay nposangepamm [OR03].

Mpn nogobHOM cocToAHMM Aen Bpsa4 NN KOro yXXe MOXET yAMBUTb, YTO COMPOBOXAEHUE BaXKHeWLLen ans
BNacTu 3agayn No BHEAPEHUIO B XMN3Hb 3MEKTPOHHbLIX CUCTEM FOJSIOCOBAHUST MOPYYUIIN CaMON HaLEXHOWN
dupwme - Science Applications International Corp.



naBa 8. OGpaTHasA CTOpPOHA NyHbI

CTpaHuubl XXU3HU repos, 1956.

Bropo noaroToBkM o6LecTBEHHbIX 6ecnopsaakoB

Henpummpumas 6opbba ¢ yrpo3or MMpOBOro KOMMyHu3ma Bcerga 6bina ansa 'yBepa ogHOWM M3 rnaBHbIX
uernen xu3Hun. A yx B 1950-e rogbl - pocTt mowm CCCP, ykpenneHue counanuama B BoctouHon EBpone n
B Kutae - 6onee ctpaluHon onacHocTu, Yem 6onblueBmaMm, ang weda OBEP, HaBepHoe, He cyLLecTBOBano.
Ha cnoeax, no kpanHen mepe. Ho Bckope nocrne GeccnaBHOro 3akata 3Be3gbl [xo3zeda MakkapTw,
BKOHEL|, CMMBLLErOCSH U CMNSITUBLUEro ceHaTtopa OT wraTta BWCKOHCUH, Mpu HenocpeaCcTBEHHOW MOMOLLM
['yBepa pasxuraBwero nnams aHTUKOMMYHUCTMYECKOM «OXOTbl Ha BeAbM», B MeTogax 6opbbbl C
NOMUTUYECKUMW MPOTMBHMKaMKN obpasoBarcs onpeaeneHHbI BakyyM.

B 1956 rogy lNyBepom Obin 3anyweH CyLWECTBEHHO WMHOW TaWHbIA MPOEKT, MOSTYYMBLUMIA Ha3BaHWE
COINTELPRO, unu Counter Intelligence Program - «koHTppa3sBeabiBaTenbHas nporpammay. Mog atnm
Mano3HavalMM HauMeHOBaHWEM B [OEeNCTBUTENbHOCTM CKPbIBANMCh MNPUHUMMMANBHO HOBble (OOPMbI
paboTbl, u3Ha4YanbHO MO CBOMM LUensiM HanpasrneHHble Ha nogpbie komnaptum CLUA. CekpeTHas
nporpamma COINTELPRO Bbixoguna o4eHb daneko 3a pamku obbivHon gesAtenbHoctu OBP no cbopy
MHOPMaLMM U OTNOBY HapyLUMTENEn 3akoHa UNM UHOCTpaHHbIX wnuoHoB. B metogsl COINTELPRO
BXOAWM Lenbli apceHan rpsA3HbIX TPHKOB, CNYXUBLUMX Pa3pyLIEHW0 WU3HYTPU KOMMOApPTUM W OpYrnx
«aHTUaMEPUKAHCKUX» OpraHvu3auui: CTpaBnMBaHWE IMOEPOB 3arnyckOM B MNPECCY JOXHbIX CIyXOB,
nogbueaHve NapTUMHbLIX aKTUBUCTOB Ha aKTbl SKCTPEMM3MA C MOMOLLbIO BHEAPEHHBLIX NMPOBOKATOPOB,
noAacTpanBaHue NPoYnX BCEBO3MOXHbIX MPOBOKALMIA U MHOXECTBO HEYMCTOMMOTHbBIX ONepauui Ha OCHOBE
3apaHee nyueHHon pgesvHgopmaumn. Mo cytm pena, COINTELPRO npespawana ®BP wu3
NpaBOOXPaHUTENBHOrO OpraHa B CBOK COOGCTBEHHYIO MPOTMBOMOMOXHOCTb- B BEAOMCTBO MO NOArOTOBKE
o6LwecTBeHHbIX 6ecnopsaKoB.

Mockonbky B ymernbiX TryBepoBCkMX pykax WHCTpyMeHTbl COINTELPRO okasanucb BecbMa
adppekTnBHbIMKM, B Havane 1960-x rogoB uX Havanu nNPUMEHATb MNPOTUB  APYrux pagukanbHbIX
opraHusauui, B nepsyto ovepedb - NpoTuns Ky-Knykc-KnaHa B 10XHbIX WwTatax cTpaHbl. YcnewHas 6opbba
HeneranbHbLIMX MEeToA4aMn C pacUCTaMmn-3aKCTPEMUCTaMM NPUHECHa CBOWU NioAbl, HO BMECTe C NoApbIBOM
pestensHoctn KKK cdepa npumeHenuna COINTELPRO crana pacnpocTpaHsaTbCa Ha  gpyrue
nonuTU4ecKkne ABMXKEHUS, NOPON BECbMa Janekme oT 9KCTPeMM3ma, HO akTUBHO He HpasusLunecs [yBepy
WNN ero Ha4anbCTBY.

Bo BpemeHa npesungeHTa JinHgoHa [xoHcoHa, korga obLiecTBEHHOCTb U OCOBEHHO MOMOAEXb aKTUBHO
npotectoBanu npotne BovHbl CLUA Bo BbeTHame, mulleHbto TariHbix Meponpuatuii COINTELPRO cran
yXXe BeCcbMa OOWWpHBIN psa opraHusaumn - CTyaeHYeckun HeHacunbCTBeHHbI oprkomuteT (SNCC),
napTus YepHOKOXUX pagmkanoB «YepHasi maHTepay, rpynnbl «HOBbIX NEBbIX», TakMe kak CTyaeHTbl 3a
AemokpaTtumyeckoe obuiectBo (SDS). B koHe4yHOM xe cyeTe nod npucTanbHoe BHMMaHue areHToB OBP
cTana nonagaTtb Nnobas Mano-ManbCkU akTMBHas naumuducTckasl rpynna, OpraHu3oBbIBaBLUAs aKLMK
npoTecTa NpPoTUB BbETHAMCKOW BOMHbI. bopbba degepanbHO NONUUUKN C 3TUMKU OpraHu3auusaMmn nvena
yXKe YMCTO MOEONorMyeckyto MoJonseky, MOCKONbKy abCoMioTHO HUKak He Obina cBsidaHa C
npecrnefoBaHneM NpecTynHUKOB N NpeaoTBpaLLeHUeM HaCunms.



B koHue koHUOB AMepuka BCe e y3Harna, YTo 3a rpsi3HbIMW AenaMu BTuxaps 3aHMMaeTcsa AobnectHoe
®BP. B Houb Ha 8 mapTta 1971 roga kTo-TO BRnomuncsa B HebonbLon ocuc otaeneHns bBropo B ropoge
Megawa, wraT MNeHcunbBaHWs, N NOXUTWU XPaHUBLUMECS TaM COTHM AOKYMEHTOB. Bckope BbIACHUMOCH, YTO
cAenana aTo rpynna OOLWECTBEHHbIX aKTUBMCTOB, HasbiBawowmnx cebsa «[paxgaHckasi Komuccust no
paccnenoBaHuio aesatenbHocTn ®BP». MoxuieHHble JOKYMEHTbI JaBanu HarnsgHoe npeacraBneHne o
rpaHAMo3HbIX MacwTabax ChexKu 1 NpocyLumnBaHns, KoTopble dhedepanbHas nonmuus Bena He TONbKO B
OTHOLLEeHMN YepHbIX NaHTep, NeBaukMx opraHnsauun, EBperickon nurn obopoHel nnu Ky-Knykc-KnaHa, Ho
TaKke NPOTUB MHOXeCTBa OObIYHbIX rpakaaH nubepanbHbIX B3rNs40B, y4acTBOBABLUMX B @aHTUBOEHHbIX
OEMOHCTpaUmsiX UM cobupasLLMX B CBOEM JOME MOMNOAEXKb.

Konun gokymeHTauun ®BP Obinv pasocnaHbl HEKOTOPbLIM YNieHam KoHrpecca, a Takke B psif nevaTHbIX
nsgaHun. N xotsi reHepanbHbii Npokypop IxxoH MuT4en HacToAaTenbHO NONPOCKIT NPeccy He NybnnkoBaTb
HM4Yero m3 aTux Bymar, pparMeHTbl BCe Xe MOSABMMMCbL B neyatu. [NaBHOW MPUYMHOW BO3MYLLEHUS
XypHanuctoB ObINo TO, 4YTO Mo4 HabnwgeHveM nonuvuMM Haxoawurocb MHOXECTBO Nodew, He
COBEPLUMBLUMX aDCOMTHO HMKAKUX NPECTYNNeHni. Ha 0AHOM M3 NOXMLLEHHbIX JOKYMEHTOB CTOSAS LWTAMM
COINTELPRO - kogoBoe Ha3BaHve Hambonee CekpeTHbIX U rpsasHbix onepauuin ®BP. 3Tum HaszBaHuem
3auHTEpEeCcoBannCb HEKOTOpble penopTepbl, HayaBwuve CcobCTBeHHOe paccregoBaHne - u [yBepy
MpULIOCk He MELLKas, YXe B anperne, CBEpHyTb BCE Onepauuu Mo 3ToW nporpamme. YTo MHTEpecHo,
yneHoB [paxkgaHCKon KOMUCCUMM NO paccrneaoBaHuio aedarensHoctn ®BP Tak n He cmornu noMmarthb.

LLnpokas nybnuka HakoHel, y3Hana, Hackonbko rinyboko ®EP BTopraeTcs B YaCTHYHO XU3Hb rpaxiaH, HU B
yem He npecTtynarowmux 3akoH. OanH n3 BbICOKMX pykoBoauTenen bitopo Bnocneacteum npusHam, vto
B3nom ocdmca B Meana ctan cBoero poga cobbiTueM-BOAOPA3AENoM, paamKanbHO «M3MEHUBLLUMM 06pa3
®BP, BO3MOXHO HaBcerga, B ymax MHOMMX aMepuKaHLEeB».

[anee nocnegoBano MHOXECTBO HOBbLIX KPUTUYECKMX W pasobnadvTenbHbiXx Nybnukauum, a Takke
HECKOJIbKO THEBHbIX BbLICTYMMEHMI U NpoTecToB nonutukoB B KoHrpecce. Camol Bblgawowencs B 3TOM
psay cTana pedvb KoHrpeccmeHa Xenna borrca, obnunyaBwero ®BP 3a 6e33akoHHble MOACMYLLIMBaHUSA
TenedOHHbIX Pa3roBOPOB CBOMX KOMMEr U 3acbIfiky NPOBOKATOPOB B CTyAeH4Yeckune ropoaku: «Ecnn OBP
OepeT Ha BoopyxXeHune TakTuky coBeTckoro KI'b m rmtnepoBCKOro recrano, 3Ha4uT, OABHO yxe nopa
caenaTtb Tak, YTOObl HbIHELHWA OMPEKTOP OCTaBWi CBOW MOCT. MUHMCTPY KOCTULMKU YXe AaBHO nopa
npeanoxuTte muctepy N'yBepy nogatb B OTCTaBKy».

OueHb nokasaTenbHoW Obina peakuust Ha 3T OOGBMHEHUS CO CTOPOHbI NEPBbIX NWL rocyaapcTsa.
MpeangeHt Puyapg HwkcoH 3asBwn, 4To nogobHble Hanagkvu Ha ['yBepa HecnpaBeanvBbl, @ MUHUCTP
toctmumm Mutyenn BoobGwe notpebosan, 4tobbl Borrc «HemeaneHHO B3AN CBOM cCrnoBa Hasag W
N3BUHWMCH Nepes BENVKUM YErOBEKOM W1 NpedaHHbIM POAMHE aMepUuKaHLem».

XXaxpaa omometpun

B anoxy XonogHoW BOWHbI M OCTPOro WOEOSIONMYECKOro NPOTUBOCTOSHUSA [OBYX CUCTEM COBETCKas
npakTvka NOrofIoBHOWM NacnopTM3aunm-perncTpaumm HaceneHmsl, TOMHUTCSH, TpakToBanacb B «CBOOOAHOM
3anagHoOM MuUpe» Kak OfMH M3 MOPOYHBLIX aTpubyToB ToTanuTapHoro obuiectsa. Tenepb Xe, korga oOT
nareps couvanmama, cuMTan, HU4Ero He OCTanocChb, BAPYT BbICHAETCH, YTO pacXOXAeHMs B 3TOM BOMNpoce
HOCWUMM YUCTO KOCMETUYECKUA XapakTep. A MOCTOSHHAas W HagexHas wnaeHTudurkaums COOCTBEHHbIX
rpaxagaH - npu4eM, xernaTeribHO, BbICOKOTEXHOMOMMYHLIMMU MeToA4aMU - 3TO, KaK 3aBepstoT HbIHE MOYTH
BCE MpaBuUTENbCTBa, OYeHb yaoOHasa 1 nonesHasi Belwb Ang noboro rocygapctea, kak Ha BocToke, Tak u
Ha 3anage. bonee TOro, Tenepb NacnopT ¢ GuomeTpuveckon nHdopmaumen Bnagensua npenogHocuTcs
o6LLEeCTBY He MHa4e, Kak rapaHT 6e30MacHOCTY 1 rpaXaaHckux cBobog.



BowHa - aTo Mup, nacnoprt - 3To cBo60oAa nnu Kak npnxogur
onomeTpusA

Bpsag nu yanBmTenbHO, YTO rmaBHOM ABMXyLLen cunon 3geck ctanm CLUA, roe nocne 11 ceHTtabpsa 2001
roga rocagMUHUCTpauust BCepbe3 BO3HaMEPUIMUChb 3alUMTUTb CTpaHy OT TEPPOPUCTUYECKMX Yrpo3 C
NMOMOLLbI0 BUOMETPUYECKUX CUCTEM MOEHTUDMKALUM NMYHOCTU. Ha BLICOKMX aTaxax BNacTu KTO-TO OYEHb
Kpernko B6un cebe B ronoBy, YTO OMNO3HaHMe NILEN C NOMOLLbID GruomeTpun - LMEPOBOro CHUMKa Nnua,
OTNeYaTKOB NanbLEB, PUCYHKA Pady>XKM UM CeTYaTKuM rnasa - pesko MoBbllaeT ypoBeHb 6e30nacHOCTMU.
Mpouecc BHeOpeHUS 3TUX TEXHOMNOMMIN MAEHTUMUKALMN HAYarncs yXxe AaBHO, 0gHaKo nocne codbitmi 11
ceHTAbpsa B rocygapcTBeHHbix cTpykTypax CLUA wn gpyrux cTpaH cnpoc Ha buomeTpuyeckne CUcTembl
OMO3HaHMsS MOACKOYWUT Ype3Bbl4alHO pe3ko. WM xoTs aKkcrepTbl YNOPHO M MOCTOSIHHO TBEPAST O
He3pesnocT! TEXHONMOMMN N BLICOKOW CTeneHn owmnbok B peanbHow akcnnyatauun, B CLUA yxe nonHbiM
XOOOM 3anylLieHa MaluvHa 3aKynoK M YCTaHOBKM cooTBeTcTBytowlero obopyposaHus. V6o KoHrpecc
KaTeropuyecks yCTaHOBWUIT BECbMa CXaTble CPOKW, B TEYEHMEe KOTOpbLIX Mnacrnopta NMbo BM3bl BCEX
rpaxaaH, nepecekaroLLmx rpaHnLy CTpaHbl, JOJKHBI coepXaTb OBoMeTpUYeCKyo MHopMaLuio.

Bnactm noctaHoBUNW, 4YTO CHSATME OTNEYaTKoB ManbueB W UUPOBLIX CHUMKOB C MHOCTPaHLEB,
npubbisaowmx B CLLUA, HeoBxoanmo CpoYHO HayaTb B BO34YLUHbLIX M MOPCKUX nopTax yxe ¢ sHBaps 2004
roga. OTHbiHE 3TM GuomeTpuyeckne maeHTUdUKaTopbl nognexar AobaBneHuio B COOTBETCTBYHOLUUE
3anncy npaBUTENbLCTBEHHOW 0asbl AaHHbIX. BroMeTpuyeckoe ckaHMpoBaHUE Ha CyXOMyTHbIX rpaHuuax c
Mekcukorn n KaHagon, Ha kotopble npuxoamtcsa okorno 80% w3 440 MUNMMOHOB €XEerogHbIX
UMMUIPaLMOHHBIX MPOBEPOK, A0MKHO HayaTbea B 2005 rogy. Ho camblv KpyTon, HaBEPHOE, CPOK NOSTOXKEH
KoHrpeccom Ha 26 okTs6psa 2004 roga, NOCKOMbKy Mnocne 3ToW gaTbhl BCe WHOCTpaHUbI, Kenarwowue
nonacte B CLUA, obs3saHbl MMeTb B CBOUX BM3ax Nubo nacnoptax GuomeTpuyeckyro MHpopmauuio
noeHTudpmkauumn. O4eBMOHO, YTO 3TO BeCbMa YCIOXHAET XM3Hb coTpygHukam 210 noconbCTB WU
koHcynbcTB CLUA no Bcemy Mupy, NOCKOMbKY B OOMbLUMHCTBE Criy4aeB MUMEHHO MM NPUOETCS 3aHNMAaTbCA
CHATMEM OuoMeTpun 1 nocrneayoLlen BKIENKOW YMMOB UMW MOMOCOK C  MAeHTUdumkatopom B
nacnopta/Busbl. [pexae, kak n3BecTHo, okono 37% obpalualwmnxcsa 3a ameprukaHCKON BU30ON (rpaxkgaHe
«OPYXECTBEHHbIX» CTpaH), nonyyanu ee 6e3 gonrmx dopmManbHOCTEN MO NoYTe, ECNN UX NNYHbIE AAHHbIE
YOOBMNETBOPSNN  ONpedeneHHbIM  KpuTepusM Ha OnaroHagexHocTb. [lo HOBbIM e nopsiakam
OMOMETpPMYECKOro CKaHMPoBaHMsA He nsbexartb Hukomy [BPO3].

Ecnun oueHuBatb cutyauuio rnobanbHO, TO B Aene BHEOPEHUSA XalTeK-NacnopToB Ha OCHOBE CMapT-kapT
noka 4to fBHO nuaupyeT Boctok. Tak, oceHbto 2003 r. npaBuTensCcTBOM TaviBaHsi O0ObSBNEHO, YTO B
CTpaHe 3aBeplleHa HayaTas rogoM paHblue Bblgaya rpaxgaHam 22 MUNIMOHOB MAEHTUUKALMOHHBLIX
KapTO4YeKk Ha ocHoBe TexHonorum Java. Ha TanBaHe gaHHas vHuuuaTtuBa Obina 3anylleHa ¢ nopaudu
HauuoHanbHoro 6lopo cTpaxoBaHWs 340pPOBbs AN O0pbObl C YYaCTUBLUMMUCS CIyYasiMU  «KPaXu
nM4YHOCTM». Opyrumn cnoBamu, KOMMETEHTHbIE OpraHbl COYMM, YTO CIAIULIKOM 4YacTo OOHW Nogu cTanu
BbladaBaTb cebsa 3a Apyrnx Ansi NoNyYeHns onnadveHHor rocygapcTBOM MeAMLUMHCKON nomMoLn. MNMockonbky
B TalBaHbCKOW cMapT-kapTe umeetcsa 32 kunobanTa namaTu, Tyga Xe, MOMUMO UAEHTUULIMPYHOLLMX
NNYHOCTb AaHHbIX, CTanM 3anucbiBaTb MEAMLMHCKYI0 MHAOPMALMIO, KOHTaKTHbIE agpeca U TenedoHsl,
HOMepa coumanbHOro cTpaxoBaHus. [nMC, NO Mepe MNOSABMEHMS HOBbIX MPUITOXEHUN, obelaHo
nobaenAtb M gpyrvMe paHHble. Ewe pganbwe no 3ToMy nyTM HamepeH wuatv Tavnang, roe
NOeHTUMKALMOHHbIE CMapT-KapTbl NNaHUpyeTCcs BblAaTb MOrofioBHO BCeMy 61 MWUMANMOHY rpakaaH,
npuyeM 3TU KapTOYKK yXKe coaepxaT BMoMEeTpUYECKUn MOAEHTUUKATOP NMMYHOCTU (OTNeYaToK nanbua), a
Takke MHOpMaLUo AN HANoroBbIX CryX0 1 coumansHoro obecneyeHns. B KOHTUHeHTaneHOM xe Kntae
B 2004 rogy Ha4yMHaeTCs CaMbl rPaHAMO3HbIN B MacluTabax nraHeTbl SKCNEePUMEHT - 3aMeHa BYMadKHbIX
nacrnopToB Ha cMapT-kapTbl ¢ NepcoHanbHbiM kogom OHK ana scex 960 MUNAMOHOB B3POCNbLIX rpaxaaH
[CAO3][WBO03].

B 3anagHon EBpone rnaBHbIM MOGOPHUKOM WAEHTUMMKALMOHHBIX CMapT-KapT OObI4HO BbICTyMaOT
MUHUCTEPCTBA BHYTPEHHWUX Aen. Hanpumep, B Benukobputanum - ato nuyHo rmasa Home Office Oosng



BnaHker. OgHako, Ha ceHTabpbckon, 2003 r., KOHepeHUMM MNpaBswen nendopuUcTCKor napTun B
noaaepKky BBoOA XauTeK-NacnopToB BAPYr aKTUBHO BbICTYNUIT U npeMbep-MyHUCTP ToHu Bnap, npexae
KpuTUKoBaBLLIMIN nogobHele naen. Kto cymen bnapa nepeybeants - HENM3BECTHO, HO TENEpb OH BCAYECKU
nblTaeTcs JoKasaTb Nybnuke, YTo KapTOYKU-MOEHTUMKATOPbLI - 3TO BOBCE HE YLUEMIIEHME TPaXKLAHCKUX
cBobop, a coBceM faxe HaobopoT - aPeEKTMBHBIN cnocob mx 3awwmTbl. Kakum obpazom? O4deHb NpocTo:
B HblHELLUHEM MWpPE MacCOBOW MUIpaLMu HaceneHust U y4acTMBLUUXCA NpobneM C Noadenkown NIMYHOCTU
MMEHHO nacropTa, No MHeHuto bnapa, obecneyat rpaxxgaHamM NOAMMHHYI0 CouuarnbHy CnpaBeasiuBoOCTb
[JLO3].

Bo ®paHuum B nepsbix umcnax oktabpsa 2003 r. MuUHUCTEPCTBO BHYTPEHHWX Aen o6bABUNO, 4TO
«COBEpLUEHHO Ge3onacHasi» 3MNeKTPOHHAA KapTovka uaeHTudumkaumm rpaxxgaH 6yaet ncnonb3oBaThes B
aTou cTpaHe k 2006 rogy. B umne kapTbl OygyT cogepxaTbCs «nepcoHarnbHble AaHHble, CTaHO4APTHbIE AN
Takoro Tuna [OKYMEHTOB, M cucTeMa KpunTtorpaduyeckon ayTeHTUmkaummy, rapaHTupyroLlas
NoAnvHHOCTbL nacnopTta. Ha npsimon Bonpoc, byaeTt nu Tam 3anvcaHa 1 buomeTpudeckas MHopmMauus,
MUWUHUCTEPCTBO AAET YKIIOHYMBLIA OTBET, CCbINAsiCb HA PaHHIOK cTaauto pa3paboTku LLU-kapTodku. B 1o xe
BpeMS XOpOLLO M3BECTHO, YTO agMuHUCTpauma EBponerickoro Coto3a B LenoM npeanpvHMMaeT BecbMa
3HEprnyHble Warn ang BblpaboTku «COrnacoBaHHOrO U eQUHOro Noaxoda B TOM, Kakasd buomeTtpuyeckas
MHdopMaLMs OOMKHA XpaHUTbLCA B (BU3OBbIX) JOKYMEHTaX rpaxgaH TpeTbUx CTpaH, nacrnopTax rpaxaaH
EBpocoto3za M B KOMMbIOTEPHbLIX WH(OPMAUMOHHBIX cucTemax». Habniwogaa 3a npoucxogalmm,
€BpOonenckMe NpaBo3alLNTHUKN 13 opraHusauum Statewatch KoHCTaTMpytoT, YUTO «HbIHE EBpPOCOI03, Kak 1
CLA, cTonb xe yBrneyeH naeern BBoga CUCTEMbl MAacCOBOro Hag3opa, koTopas ropasgo 6onblie noxoxa
Ha NONUTUYECKMI N CoLMarbHbIN KOHTPOIb, HeXenn Ha 6opbby ¢ Teppopuamomy» [EDO3][TRO3].

Ha 3Tn 06BUHEHMS 3aLUUMTHUKOB rpaXaaHCKUX cBOOOA BNacTy HEM3MEHHO OTBeYaloT NpMMepPHO Tak: «Bce
JenaeTca BO UMS YeroBeka, Bce And Onara 4venoseka». [ns Bcsikoro ObiBwero rpaxgaHunHa CCCP
YeM-TO OYEeHb 3HAKOMbIM BEEeT OT 3TUX CrOB...

Jlnyo kak ynoctoBepeHune unu Noyemy 6uomeTpma Tak HpaBUTCA
BNactaM n 6usHecy

B Minority Report, Mpa4yHom dpaHTacTnyeckom cuneme CtmeeHa Cnunbepra, rmaBHbIM «yYAOCTOBEPEHNEM
nM4YHOCTM» ntogen Oyaywero ABMASKOTCA UX rnasa - BCe onepauuu uaeHTudukaumm u onpeneneHuns
MOMHOMOYMI Ha AOCTYN OCYLLECTBASITCA KOMMNbOTEPAMU MO PUCYHKY ceTyaTkn. [oaTomy, 4Tobbl YATK OT
Be3JecyLuux CTpaxen nopsiaka, NoACTaBfEeHHOMY FfaBHOMY repol NpUXoaUTCa caenaTb HernerarnbHyHo
onepauuto Mo 3amMeHe rna3. B Xu3HM >xe peanbHOW B KayecTBE aHanorMyHoro 9KBMBarneHTa
«yHMBEpCanbHOro uaeHTudumkaTopay», Noxoxe, BCe Yalle MbiTalTca ucrnonb3oBatb nvuo. OgHa u3
rMaBHbIX TOMY MPUYMH - ONS ONO3HAHMS 4YerioBeka Mo nuuy TpebyeTcs 3HAYUTENbHO MEHbLUEe €ero
yyacTme U COTPYOHUYECTBO, HEeXenu Ansl OMNo3HaHus Mo ApyruM OGUOMETPUYECKMM XapakTepUCTUKaM.
Bonee Toro, nageHTUMUKaALUIO NO NMLY MOXHO AenaTb NPakTU4eckn He3aMeTHO. Mpuyem TyT Anst CMEHbI
NNYHOCTM M nnacTuyeckasd onepauusi He CrAWLLKOM MNOMOXET - BO BCSIKOM Chnyyae, Tak 3aBepsioT
HEKOTOpbIE CNeLManmncTbl, COBMeLLatoLmne HayKy n bGusHec no npogaxe NnogobHbIX CUCTEM OMO3HAHKS.

OavH 13 Hambonee 3amMeTHbIX, T. €. Yale Apyrmx yrnoMmmHaemblx B Npecce, SKCnepToB nogobHoro poaa -
o-p xkosed ATuK, ocHoBaTenb, NPE3NAEHT U UCMONHUTENBHLIN ANPEKTOP BUOMETPUYECKON Kopnopauum
Visionics, a nocrne CpaBHUTENbHO HeOABHErO CNUSAHUS/YKPYNHEHMS - Tenepb U rnasa 6onee MOLLHOM
dupmbl Identix. ATuk 1 ero konnerm paspabotanu usBecTHylo cuctemy Facelt - cneunanusuposaHHoe
nporpaMmHoe obecneyeHne OnNs pacrnosHaBaHWsl §vU, aBTOMATUYECKUM BbIAENSIEMbIX B Kagpax
BMAEOCHEMKMN TENEKaAMepP CrEXeHWs, N ANa NOCMNeAYLWEro novcka atmx nuy, B 6asax gaHHbIX O Noasix,
HaxogAwmMxcs B posbicke. Boobuie-To rosops, 6asa gaHHbIX MOXET ObiTb, KOHEYHO, Kakas YrogHo -
3HaMEHUTLIX JOAEN, BaXHbIX FOCTEN, XUIbLOB AOMa - MPOCTO HaMbOomnbLUMM KOMMEPYECKM CMPOCOM



Nnosnb3yrTCA MMEHHO CUCTEMDI NosMLENCKOro NPUMEHEHUA.

Cnepsiwas cuctema CKaHMpOBaHWA NUL, U3narasi B HECKONbKMX dopasax, paboTaeT cnegyowmum obpasom.
BugeocurHan ot kamepbl NOCTOSHHOTO HabnogeHns npeobpasyeTca B NOCNEA0BaTENbHOCTL LIMAPOBbIX
doTorpacuin. lNporpamma CckaHMpOBaHUA BblgensieT Ha doTtorpacdomm nuua n NPOBOAUT U3MEPEHUS
nvueBbIX MapamMeTpoB, UCMOMb3ys B KadecTBe 0a3bl oTcyeTa rnasa «obbekTa». COernaHHble 3amepbl
CpaBHMBAIOTCA C COOTBETCTBYHOLIMMU NapameTpamu doTorpadun, npeasapuTenbHO HaKOMMNEHHbIX B
6ase gaHHbix. Korga obHapyxnBaeTcs «bnunskoe» COOTBETCTBME, ONepaTopy CUCTEMbl MOJaeTcs curHan
Tpesorn. B nporpamme Visionics FacelT, B YacTHocTh, npouenypa cpasHeHusa doTorpadui BoIrnaauT
Tak. [IBa doto cooTHocATcA Apyr ¢ gpyrom no wkane ot 0 go 10. 3gecb «O» o3HavyaeT oTCcyTCTBME
coBnagenun napameTtpoB, a «10» - upeanbHoe coBnageHue. B FacelT no ymonuaHuio B kavectBe
MOpoOroBoro 3HaveHust aAna «b6nm3koro cxoacTea» BblbpaHo 8,5. Boobuwie xe roBopsi, nopor
noacTpanBaeTcs onepaTopoM, U NOCNEACTBUSA HENPaBUIBHOMO Bbibopa pellalowmnm 06pa3oM BAMSIOT Ha
apdeKkTMBHOCTL Nporpammbl. Ecnv 3agatb nopor CrMLWIKOM BbLICOKMM, TO «MfIOXMX PeBAT» OTNOBUTH
npocto He ypaetcd. Ecnu 3agatb CRUWIKOM HU3KUM, HAOOOPOT - cucTeMa HavvHaeT GuTb TpeBory
HenpepbIBHO, CUYMUTAs «MITOXUMUY BCEX NOAPSIA.

Ho paxe ecnu nopor BbICTaBEH OYEHb aKKypaTHO, CUCTEMA, KaK MokasblBaeT NpakTuka, BCe paBHO
owmnbaeTcss JOBOMBHO YacTo, AaBasi OObIMHO HEBEPHOE MONOXUTENbHOE Ono3HaHue. Mpouncxogut aTo,
rmaBHbIM 00pasoMm, M3-3a Jarnekoro OT upearna kKadecTBa aHanuaupyemon cotorpacumn. Ha owmnbku
BMNMSIET MHOXECTBO COMYTCTBYIOLMX (DaKTOPOB: M3MEHEHUSI B OCBELLEHUM OObekTa, YTO 3a NpegMeTbl
OKa3blBalOTCSl Ha 3agHeM (DOHE, KOHKPETHOE MOSIOXKEHWE Nuula U ero BbIpaXKeHWe, Hanunyne O4KOB,
pacnosioXXeHne CHUMaloLLEe Kamepbl U Ka4eCTBO AaBaeMoM et KapTUHKU. Bce 3To cnocobHo peluatoLmm
0o6pa3oM BMMATbL Ha UCXO4 ONO3HAHWUSI N OTHOCUTCS He TONbKOo K dhoTorpacmsim oT Buaeokamepsbl, HO U K
«39TanoHam» 13 6a3bl gaHHbIX [RS02].

HecmoTps Ha aT10, no ybexaeHuto ATuka, cuctema FacelT HamHoro achdpekTuBHee Apyrnx cpeacTs B Aene
MOVIMKM MPECTYMHMKOB W TEPPOPUCTOB, MOCKOMbKY Te OObIMHO He MpefoCTaBnsloT 3apaHee CBOU
oTneyaTku nanbLUeB UMM CHUMKM Pagyxku rnasa, a BoT ¢oTtorpacpum HamHoro nerde pasgobbiTb npu
CKPbITOW OnepaTuUBHOW Cbemke «obbekta». TexHonmorusa Facelt He nccnegyet «Tekywun» BuA nvua.
3peck paboTta BefeTca Hah aHanNUTMYECKUMU 3aMepaMu XapakTepHbIX JIMLEBbIX 3NIEMEHTOB U KX
B3aMMHbIMW COOTBETCTBUSAMM. [MoaTOMy, roBopuT ATMK, ecnu gobaBuTb yCbl, OYKM U [axe caenatb
CTaHAapTHYIO MMNacTUYecKylo onepauumio, 3T0 He M3MeHsieT yHOaMeHTarbHbIX NULEBbLIX NapameTpos.
Bonee TOro, mMccnegoBaHus MOKa3biBalOT, YTO PACMOfIOKEHUE XapaKTEpPHbIX OCODEHHOCTEW Ha nuue
YyeroBeka ABNAEeTCA CBEPXM3DObITOUYHBLIM. BaxHbIX YepT ropasao GonbLue, YeM HYXHO A5 MONOXUTENbHON
noeHTndpmkauum B Facelt. CneynanucTsl BbigensaoT Takmx ocobeHHocTen okono 80, B TO BpeMs Kak ans
OMno3HaHWsA nNporpamme TpebyeTcs Bcero nuib 14. HekoTopble 3 0COBEHHOCTEN MOXHO «3abnoknpoBaThb
nMUEeBOW PaCTUTENbHOCTLIO» WU U3MEHUTb C MOMOLLLIO CUIMKOHOBLIX WMHBLEKLUUW, TEM He MeHee,
3aBeps0T B Visionics, nepsoHavanbHoe nuUO BCE elle MOXHO BbISBUTb M «BOCCTaHOBUTb WCXOAHYIO
nuyHocTby [JAOT].

Ho Ha camom pene Bce 3TV [fdeknapauuy Mo MPEeUMMyLecTBY OAHA /UWb Teopust Oa LyMHast
MapkeTuHroBasi TpeckoTHsl. Cuctemy Facelt npogatoT B pasHble cTpaHbl He MepBblil rofd, B peKnaMHbIX
penusax He rHywascb pasamum Tuna: «bnarogapa [OaHHOW TEXHOMOrMM exeHedenbHO B Mupe
3a[1ep)XMBAETCHA HECKOMNbKO W3BECTHbIX TEPPOPUCTOB», OOHAKO HA CaMOM [erfie KOHKPETHOro rnpumepa
OTr10Ba XOTsi Obl OAHOMO «M3BECTHOIO TEPPOPUCTa» OOLLECTBEHHOCTM HE NpeacTaBuiv HX pasy.

C Opyroi e CTOPOHbI, MMEETCH MHOXECTBO CBUAETENLCTB, YTO TEXHOMOMMMN pacno3HaBaHus nuu BoobLue
(n Facelt B yacTHOCTM) noOka ewe BecbMa He3penbl AN peanbHOro MNPUMEHEHUA B CUCTEMax
©esonacHocTu. Tak, Ha npoxoguBwen B depane 2002 roga B CLUA koHdepeHunn bBromeTtpudeckoro
KOHCOpLMyMa BbICTynan C AOKNaAoM OOUH U3 pykoBoaswux 4uHoB [leHTaroHa Aa-p CtmBeH KuHr,
npeacTaBMBLUNIA pe3ynbTaTbl TPEXMECSYHOIO TECTUPOBAHNSA B OAHOM U3 BOEHHbIX NnabopaTtopuii CucTembl
Facelt (kak ogHOW wu3 nydwumx B CBOeM knacce). PeaynbTaTbl  3KCMEPUMEHTOB  Ha
COTpyOHUKax-4o0poBoOMbLax nokasanu, YTo pearnbHble pabouve xapakTepucTuku npogykta Visionics u



6GrM3KO He COOTBETCTBYIOT TEM, YTO OEKNapupylTCcsa usrotoButenem. BepHasa noeHTndukaumsa YenoBeka
N3 MaccmBa YMNCNEHHOCTBIO OKOMO 3 COTEH npoucxoaumna nuwb B 51% cnyyaes. B ycnoBusax peansHoro
NPVYMEHEHNS NSl KOHTPOMS AOCTyna Ha OOBLEKT, MOHATHOE OEero, Takue XapaKTepUCTUKU OKa3biBalTCH
Mano noaxoaswmmu. B TeyeHne 2002-2003 rr. K TakoMy >Xe BbiBOAY MPULINUM U B agMUHUCTpaLUn
HECKONbKUX aMepukaHcknx asponopToB (prnopuackoro «lManm Buuy», 6GocTtoHckoro «JloraH»), rae
aHanorm4yHoe obopydoBaHne TeCTUpOBanoch Ha COTPyAHUKax. AnnapaTtypa u 30ecb BepHo cpabatbiBana
NVWb B MOJSIOBMHE CNy4aeB, AaBasi O4€Hb MHOTO FIOXHbIX OMO3HAHWIA, NMO3TOMY B KOHEYHOM UTOre OT ee
npuMeHeHus B aspornopTax bbino peleHo oTkasatbes [MZ02][HB02].

B aBsrycte 2003 r. nonuuenckoe ynpasneHwe ropoga Tamna, wrtat dnopuga, nocne AByX net
akcnnyaTaumm gemoHTmpoBarno 3a 6ecnonesHoctblo MO onosHaHua nuy Facelt, pabotaBee coBMecTHO
C Kamepamu HapyxHoro HabntogeHus. CeTb Takux kamep obecnedvBaeT Hags3op 3a nyonukon B
ropoackom napke passnedyeHun Anbop-cutu. [pegnonaranocb, YTO B koMnnekte ¢ 6Gas3om AaHHbIX,
copgepxawen 30 000 dpotorpacdmin n3BECTHLIX BAHOANTOB, MPECTYMHMKOB U cOexaBLunX M3 goma AeTen,
TEXHUKa NOBbICUT apdeKTUBHOCTL paboTbl nonvumun. OgHako, ABa roga paboTbl CUCTEMbI HE MPUHECTIN
HW OOHOro YCMewHoro pesynbrarta, Oydb TO aBTOMaTUYECKOE OMO3HaHWE pPa3biCKUBAaEMbIX WIUM apecT
nogospesaemsblx nvu [BRO3].

[MoBcemecTHble MOMbITKM BHEOPEHMS MPOrpaMM aBTOMATUYECKOro pacno3HaBaHWs IvL, Ype3BblH4anHO
TpeBOXaT NpaBo3alUUTHbIE OpraHM3aumm. YTo MMeHHO GEeCnoKOWUT MPaBO3aLUMTHUKOB, M Kak KOHKPETHO
CUCTEMbI ANCTAHLMOHHOIO OMO3HAHUSA YrpoXarlT NpaBy YeroBeKka Ha TawHy 4YacTHOW XusHn? OgHa u3
Hanboree o4YeBMAHbIX YrPO3 3aKMOYaeTCs B TOM, YTO C TEHEHMEM BPEMEHN 3Ta TEXHOMOMMS B COMETaHUn
C MOCTOSIHHO PacTyLLUM KONIMYECTBOM TeNekamep CrNeXeHus CTaHOBUTCS Bce Bornee BCENPOHMKAOLLEN U
HaBs34MBON. [MpakTuka nokasbliBaeT, YTO OAHaXAbl YCTAHOBMEHHAs, annapaTtypa nogobHOro poaa peako
COXpaHsieT 3a cobon Te yHKUMM, KOTOpble MpedHasHayanucb e nepBoHavanbHo. HoBble crnocoObl
npuMeHeHns obopyaoBaHMSA CreXeHuUs BO3HMKAalT, MO CyTW dena, caMu cobon, gaBas onepaTopam
CUCTEM W BRacTsiM 3axBaTbiBalolLee OLlylleHUne BCEeBeOEeHUs, Npu 3TOM MAM NOCTOSIHHO yTpayuBaroT
3MeMeHTbl TaWHbl FIMYHOM XXU3HW, Aae TOro He 3amMeyas. TUNUYHEWWWA nNpuMep - UCMOoSfb30BaHWe
Tenekamep Ha amepuKaHckux nnspkax. B cepeguHe 1990-x nx Havanu ycTaHaenueaTb Ans HabnogeHus
3a MOpeM M Ansa Npouux Hyxa meTteocnyxbbl. 3atem, 6naro annapatypa yXe Ha MecTe, KaMmepbl cTanu
CHabaTb NOBOPOTHBLIM MEXaHW3MOM W npucnocobunu ang nomowm cnyxbe npasonopsgka n beperoson
oxpaHe. HakoHeu, B 2002 rogy Ha nnshkax ®nopuabl u BupmxmHum kK Tenekamepam pewimnnu gobasutb u
cucTtembl pacnosHasaHus nuu [PBO3] [QAO03].

Opyras BaxHerwas npobnema - yrposbl 3roynoTpebneHuin cuctemoin. HepaBHee paccnegoBaHue,
npoBedeHHOE XypHanucTamu B [leTpoiTe, nokas3ano, YTO COTPYAHMKM MONUUMKU, UMelLme AOCTyn K
6asam gaHHbIX NPaBOOXpPaHUTENbHbIX OPraHoB B WTate MuuuraH, perynsapHo Mcnonb3yT ux ans cbopa
nHdopmaumm o6 MHTepecHbIX (AN HUX UNW UX ApYy3en) XeHLMHax, AN yrpo3 aBToBnagenbuam, Ang
CMEXKN 32 HEBEPHbIMU CynpyramMmv U Aaxe Ans 3anyrmBaHusl NonmMTUYECKUX ONMOHEHTOB. W peanbHOCTb
TakoBa, 4YTo Yem Gonblue nogen nonyvaet AOCTYyN K NOA0GHbIM 6aszam AaHHbIX, TeM BonbLue CTaHOBUTCA
BEPOSATHOCTbL 3noynotpebnexuii [MEO1].

Apentbl cucteMbl FacelT n el nogoBHbIX NBGAT nogyepkmBaTb, YTO Oasa LaHHbIX BedeTCs NUlb Ha
NPECTYMNHUKOB U HAXOOSALWNXCA B PO3bICKE WL, @ OTCKaHMPOBAHHbLIE CHUMKM «4E€CTHBIX JIIOAEN» B HEWN HE
coxpaHsaTca. OgHako OnbIT MCMOMb30BaHUSA 3TOW Xe CUCTEMbl ANs pacno3HaBaHMs aBTOMOOWUIBbHBIX
HOMepPOB B aspornopTax cBuaeTenscTByeT o6 obpaTHOM - Ha MOCTOSHHOW OCHOBe 3anomwuHatoTcs BCE
3aMKCUPOBaHHbIE HOMEpPA MALUWH, 3ae3XaBLUMX Ha TEppUTOPUIO 00BbEKTa. AHamNOrMYHyl0 npouenypy,
KCTaTu, paccmaTpuBaloT JIOHAOHCKME BriacTu B oTHoweHun BCEX maliuvH, Hanpaensowmxcs B LIEHTP
ropoga (bnaro, Tenekamepbl CNeXeHUs1 yXke YCTaHOBIEHbI HA BCeX Noabe3aHbIxX aoporax) [JRO1].

PacnosHaBaHue e nuuy No caMol CBOeW MNpupode SIBMsieTcss 0cobo BbiAaloLencs TexXHonornen ans
310ynoTpebneHnit, NOCKOsbKy NMPUMEHEHME 30eCb BO3MOXHO B MaccuBHOM ¢hopme, 6e3 onoBelleHus
HabnogaemMblX UK NONYYEHMS MX COrMacusl Ha yvacTve B npoueaype ono3HaHusi. CoBpeMEHHbIE Kamepbl
C xopollen onTukon Ge3 Tpyda MOryT cxeaTtbiBaTb nuua Cc paccTosiHuss 6onee 100 meTpoB, NO3aTOMy



yCTaHaBIMBaTb FIOD,O6HyPO annapartypy MOXHO MNMpakTu4eCkn He3aMeTHO B nobbIx MecTax. A 3Ha4UT, Kak
TOJ1bKO MOABATCA OJ1A 3TOro TeXHUYEeCKne BO3MOXHOCTU, NOABUTCA UCKYLLEHNE N COXPaHATb CHUMKK BCEX
nonasLnX B NnoJie 3peHnda Kamepbl.

M pa3 yx peyb 3awna o kamepax HabniogeHus, TO WUMeeT CMbICT OTMEeTUTb MBOMbITHYO
WHTEpHeT-Nybnukaunio Ha 3Ty Temy - GONblUyld aHanUTUYEeCKONW CTaTbld HEMEeLKOro uccregoBaTtens
Mapka Peccnepa «Kak oTbickuBaTb CKpbiTble kamepbl». OBCTOATENbHLIA Pa3roBOP O BCEBO3MOXHbIX
cMcTeMax Crnexku 3a OnukHuM npeacTouT B criedylolen rnase, 34eCb Xe MMeeT CMbICI NpUBEeCTU
NTOrOBOE 3akrloyeHne aBTopa, ryboKO 3aHVMMaBLUErocs uslyyeHuem cuTyauuu: «Vivente B BMAY, YTO,
BOMpPEKN LUMPOKO pacrnpocTpaHeHHOMY B OOLLeCTBE MHEHW0, CKpbiTble Kamepbl - 3To HE peakocTb»
[MRO2].

3abaBHble urpywkm nnu NoyemMy HaaeXxHoOCTb BMOMETPUYECKUX
CUCTEM - 3TO CMJIOLHON OOMaH

I'ocyp,apCTBeHHble CTPYKTYpbl, pagewuwune 3a noBcemMmecTtHOoe TMpuMeHeHune 6I/IOM€TpVI‘-IeCKVIX cucremMm
OMO3HaHuA, n KoMnaHun, NpogarLne Ha pblIHKE TakOro poaa annapaTtypy, BCAYECKN 3aBEPAIOT obuecTBo,
4YTO O3TO - BbiClUee [OOCTUXEeHUe COBPEeMEeHHbIX TexHomnormin 6e3o0nacHOCTU, OYEeHb HadeXHoe U
NnpakTn4eCckn He nogaaruieecd obmaHam 1 3]'IOYI'IOTpe6J'IeHVIFIM. PeanbHoe xe nonoxeHwe gen B 9TOW
obnactu, mMAarko roBop4, BbIrMaanT abcontoTHO nHave.

B Hauane 2002 ropga snoHckui kpuntorpad Llytomo MauymoTo B BbICLLUEN CTEMEHU HarnsgHo
NPOAEMOHCTPUPOBAr, YTO C MOMOLLbK NOAPYYHOr0 MHBEHTAPSA M HEOOPOrMX MaTtepuanoB M3 MarasvHa
«YMenble pyku» MOXHO 0bMaHyTb NpakTudeckn niobyto n3 GUMomMeTprmyeckux CMCTEM KOHTPOMs JOCTyna,
naeHTUrUMpyoLWmMX noaen no otnevaTky nanbua. MauymoTo 1 rpynna ero CTy4eHTOB B YHuUBepcuTeTe
Mokorambl He sBRsATCA npodeccnoHanamm B obractM TecTMpoBaHMs OUMOMETPUYECKMX CUCTeM, a
3aHMMalOTCA MaTteMaTUYeCKMMU acnekTaMuy 3awnuTbl MHopMauun. OgHako, Aaxe YUCTO NHbUTENbLCKOro
3HTYy3Ma3ma uccrnegoBaTernen XBaTuro Ha To, YToObl co3aaTh ABe kpariHe 3dpeKTUBHbIE TEXHOMOMMW AN
N3roToBMeHNs anbLUMBbIX AaKTUIOCKONMYeCcknx oTnedaTtkos [TMO2].

U3zomosrneHue ganbwueozo nansbya no memody Mauymomo:

(a) ynyqweHue kadecmea CHAMo20 omredYameka;



(b) cosdaHue yugposozo omnedamxka-obpasa ckaHUPOBaHUEM;

(c) cozdaHue u3 HeckobKUX 06pa308 MacKu 0511 omau8oYHOU hopMbI;
(d) 3anonHeHue hopmMbi KUIKUM KenamuHOM;

(e) ocmydumb ¢hbopmy 8 x0100UNIbHUKE U OCMOPOXHO 8bIHYMb «raneuys.

Mpn nepBom (TpuBManbHOM) cnocobe siNOHLUBI Aenany HENOCPEACTBEHHbIA CMENoK C Nanbla «KepTBbly,
OJ151 Yero Ncnonb3oBasncs 0ObIYHLIN MULLLEBON XenaTuH U OOPMOBOYHLIN NITACTUK, NPUMEHSAEMbIV aBMa- U
cyoomogenvctamu. Nonynpo3payHyio XenaTMHOBYIO NOSIOCKY-0TNEYaTOK MOXHO HE3AaMETHO NPUIennsaThb
K cobcTBeHHOMY nanbly M obmaHbiBaTb KOMMbIOTEPHYIO CUCTEMY [OCTyna [fgaxe B MpPUCYTCTBUU
nobnM30CcTn OXpaHHWKa. ATa HexuTpas TexHororns cpabotana B 80% criyyaeB npu TecTupoBaHum Gonee
JecsaTka KoMMep4yecknx npubopos GMOMeTpUYHECKON 3aLLmnThl.

Ho euwe Gonee addekTMBEH OKasancs «BbICOKOTEXHOMOMMYHbIA» Cnocod, paspaboTaHHbIA Fpynmnow
MauymoTo B BooayLueBneHun oT nepBoro ycnexa. Npu aTom meTode yxe He Tpebyetcsa cam naneu, a
MPOCTO akKypaTHO obpabaTbiBaeTcs OAMH U3 OCTaBMEHHBIX UM OTNEYaTKoOB (COrMacHO MCCreoBaHUsIM
3KCMNepTOB, YENOBEK eXeAHEBHO OCTaBMseT Ha pasnuyHbIX NpeaMeTax B CpeHEM OKOMo 25 oTYeTnmBbIX
«nanbynkoBy). B3sgB oTnevaTok «KepTBbl» Ha CTEeKne, uccrnegoBaTenu ynyuylwunu ero Kayectso C
MOMOLLBIO LIMaH-akpunaTHoOro agresvsa (MapoB cynep-knes) u ccpotorpadmpoBany pesynbtaT LmdpoBom
Kamepow.

3ateM C nomolibio CcTaHgapTHoW nporpammbl  PhotoShop Ha komnbioTepe 6bina noBbileHa
KOHTPACTHOCTb CHMMKA, MOCIe Yero ero pacneyatanu NpUHTEPOM Ha NPO3payHbI NICT-TPaHCNapaHT.
[na narotoBneHust e o6bEMHOro oTneyaTka MauymMmoTo Bocnonb3oBarncsa MetogomM cotonutorpacgumn: B
MarasvHe Ans paguontoduTenen CTyAeHTbl KynuivM CBETOYYBCTBUTEMbHYIO MeYaTHyl0 MraTy-3aroToBKY,
crnpoeumpoBany Ha Hee «narnbYvk» C TpaHcnapaHTa U BbITpaBUnNM OTNeYaTok Ha Mean. JTa nnarta crana
HOBOW POPMOW AN U3rOTOBNEHUS XXeNnaTUHOBOMO «danbLUNMBOrO nanbLua», KOTOPbIM OKasarncs HaCTOSbKO
XOpOoLW, 4YTO OOMaHbIBanm npakTU4eckn Bce M3 OnpoboBaHHbIX OMOMETPUYECKMX CUCTEM, Kak C
ONTUYECKUMU, TaK U €MKOCTHBIMU CEHCOpaMU.

Bonee Toro, nocne HeKoTopoM TPEHUPOBKU XenaTuHOBbI crenok no3sonun
uccrnenoBaTensM-noouTenam npeofdoneesats U 6Gonee NpPOABMHYTbIE CUCTEMBbI, 000OpPYAOBaHHbIE



«JEeTeKTopamMu X1BOMO MarnbLax», pearmpyroLMMm Ha BRAXHOCTb UMK 3NEeKTpudeckoe conpoTtmenexve. U
HEeT HMKaKOro COMHEHWs, YTO NpodeccnoHanam B 3ToM obnacTu ygaeTcs npofenbiBaTtb MHOro Gonblue.
Kopouye roBopsi, Nosib3ysiCb KOMMEHTapueM N3BECTHOro Kpunto-rypy bpioca LLUHanepa, MOXHO roBopUTb,
YTO MOMYyYEHHbIX Pe3yNbTaToOB BMOJIHE AOCTATOYHO Afs NMOMHOM KOMMpOMeTaLMn NogOOHbIX CUCTEM M OIS
TOro, 4toObl OTNPaBWTb MHOFOYUCHEHHbIE KOMMAHWW AaKTUIIOCKONUYeckon 6uomeTpum «nakoBaTb
BeLmnykn» [BS02].

CaMoe e HenpUusiTHoe, YTO HacTosILLUMM creumanuctam B obnactn 6uometpun Bce 3TN hakTbl M3BECTHbI
AaBHbIM faBHo. Llvpokass ny6nukaums B WHTepHeTe pe3ynbTatoB rpynnbl MauymoTo nossonuna
npueriedb BHUMaHME K 3Ha4YnTesIbHO oonee paHHEeMY nccrnenosaHuilo ronnaHgues ToHa BaH nep |_|yTTe n
MeposHa KomHuHra, yxe gaBHO paspaboTaBlumx COBCTBEHHYK TexHororuno, obmaHbiBatowyo 100% us
OOCTYMHbIX Ha pblHKe BMOMETPUYECKUX CUCTEM pacno3HaBaHWs oTrnevaTka narnbua. Bce nonbiTku aTMX
Y4eHbIX O0CTy4YaTbCA O0 KOMHaHMVI, N3roToBNAKLLNX o6opyp,OBaH|/|e, 3aKOHYUITUCb HNYEM, a MNoJly4YeHHbIe
UMM pesyrnbTaTbl NPOCTO BCAYECKMMM crnocobamm 3amanymeanuck [PKOQ].

Bcnen 3a adodpekTHOM paboTon AMOHCKMX uccrnepoBatenen m3 lMokorambl, Ha CTpaHMUax cpencTtB
MacCOBOW MHOpMaLUK cTanm NosBAATLCS COOBLLEHUS N O APYrMX NCCneaoBaTeNnbCKUX NPOeKTax, OYeHb
Cepbe3HO KOMMpoMeTUpyoLmMx GuomeTpmnyeckue cuctembl. Tak, netom Toro xe 2002 roga HemeLKun
KOMMBbIOTEPHBIA XypHan «c't» onybnvkoBan pesynbTaTbl COOCTBEHHOrO OOLUMPHOrO UCCnenoBaHus,
NoCBsILLLEHHOro u3yveHnto 11 cuctem GromeTpuyeckor BepudurKaumm Ha OCHOBE pacno3HaBaHUs NuL,
nanbLeB 1 pagyxHon ob6onoyku rnas nons3osatenewn [TZ02].

BblBOAbI 3KCNEPTOB XypHana BMOSIHE OOHO3HA4YHbl: OMOMETpMYECKMEe CUCTEMbI OIS NOTPeOUTEnNbCKOro
pblHKA MoKa 4YTO He AOCTUIMM TOr0 YPOBHS, KOrda B CMCTEMax AOCTyna UX MOXHO paccMaTpuBaTtb B
KayecTBe pearbHOW anbTepHaTUBbl TPAAULMOHHLIM MApPOnsiM U MepcoHarbHbIM MAEHTUUKALMOHHBIM
HoMepaM. Bce u3 n3yyaBLUMXCSt CUCTEM NPUXOAUTCSA paccmaTpuBaTh CKOpee kak 3abaBHbIe UTPYLLKK, a He
«CepbesHble cpeacTBa 3aWwuTb» (KaK 3asiBNSAOT MX U3rOTOBUTENM), MOCKOSbKY MPEOAONEHNEe Kaxaoro ua
YCTPOWCTB He BbI3BAIIO Y UccregoBaTenei CyLeCTBEHHbIX Npobnem. BaxHO nogyepKkHyTb, YTO 3KCMepThl
«C't» opuveHTUpoBanucb B MepBYID O4vepedb Ha caMble TpuUBMANbHble MeTodbl OOMaHa CUCTEM, He
TpebyoLwme CKonb-HUOYAb Cepbe3HbIX MPOGECCUMOHANbHBIX HABLIKOB. Tak, CUCTEMY OMO3HAHWUS L
FaceVACS-Logon Hemeukorn cumpmbl Cognitec yaaetca obmaHyTb gaxe C MOMOLLbK MOACOBbIBAHUS
doTorpadum 3apermcTpupoBaHHOIo NoNb3oBaTend, CHATOro NpeaBapuTensHo LMdpoBor kamepon. Ecnu
Xe B cucteme paboraet bonee 4yBCTBUTENBHOE (M MEHEE ApYXeNntobHoe K NoNb3oBaTero) NporpaMMHoe
obecneyeHre, aHanMaupyoLlee xapakTepHble NPU3HaKM ABWXEHMS XMBOMO YernoBeka, To And obmaHa
YCMELHO NPMMEHEH 3KkpaH MOBUNBHOTO KOMMboTepa-HOYTOYKa, AEMOHCTPUPYIOLLMIA BUOEOKMM C NMLOM
«KEepTBbI».




O6maH cuctemMmbl ONO3HaHUA NULa

Heckonbko 6onee cnoxHo 6bino npeogonets cuctemy Authenticam BM-ET100 cdupmbl Panasonic ans
OMO3HaHUA Pagy>XHOW O0BOMOYKM rnasa, NOCKOMbKy 3[4eChb WHMpaKpacHble AaTyMky pearnpoBanu He
TONbKO Ha XapaKkTepHbIA y30p M300paXkeHWsi, HO U Ha WMHYo rMyObuHy pacnonoxeHus 3padka. Torga B
CHVMKe rrasa, pacneyaTaHHOM Ha MaToBON Oymare NPUMHTEPOM BbICOKOIO pa3peLleHnsi, uccrnegosartenm
npofgenanu HebonbllOe OTBEPCTUE Ha MecCTe 3payka, Kyga M MOACTaBNsAnu COOCTBEHHbIA rmas npu
OMO3HaHWUW. JTOro yxuLpeHnst ona obmaHa cucTembl OKa3arnoch BMnosfiHe AOCTAaTOYHO.

O6MaH cucTeMbl ONMO3HaAHUA MO pagyXXHOM 0b6oro4kKe rnasa

Y10 Xe KacaeTcs cucTeM ayTeHTUdUKaLmm nonb3oBaTens No oTnevyaTky nanbua ¢ NOMOLLbIO €MKOCTHOrO
CeHcopa Ha «MbllUKe» WK KnasuaType, TO 34eCb CaMbiM TpMBMAmnbHbIM crnocobom obmaHa aBnsieTcs
MOBTOPHOE  «OXMBIIEHMWE» YXEe UMELWerocs oTnevaTka, OCTaBNEHHOro 3apermcTpupoBaHHbIM
noneb3osatenem. [ns «peaHvmauum» OCTAaTOYHOrO oOTneyatka WHorga ObiBaeT [OCTaTOYHO MPOCTO
noapiaTh Ha CeHcop, MO0 MPUNOXUTb K HEMY TOHKOCTEHHbIN MOSMATUMEHOBLIN NAaKeT, HaMOMHEHHbIV
Bogon. ogoBHble TplokW, B YaCTHOCTM, BeCbMa yAayHo onpobosaHbl Ha Mblwkax |ID Mouse cupmbl
Siemens, OcCHaleHHbIX eMKOCTHbIM ceHcopoM FingerTIP npoussoactea Infineon. Ewe addektnBHee
cpabaTbiBaeT 6onee TOHKas TEXHOMNOIUS, KOr4a OCTaBMEHHbIA «KepTBOW» OTrnevaTok Ha ctekne unu CD
nocbinaeTcs TOHKOW rpadduTOBOW NyAPOW, FMLUHMIA MOPOLLOK CAYBaeTCHd, a CBEpXy HaknagbiBaeTcs
nunkKasa neHTa, (OUKCUPYOLLAs XapakTepHbIn y30p NanunnspHbIX NMHUA. [puknagsiBaHne 3TOW JEHThI
obmaHbIBaeT He TONMbKO €MKOCTHble, HO U HekoTopble Gofee cTporve onTuyeckne ceHcopbl. HakoHeu,
MCKYCCTBEHHbIN naneuy, OTnuTbin B napaduHOBOW (hOpMe M3 CUNMKOHA, NO3BONWUN mMccnegoBaTensM
npeoaoneTb BCe U3 LWECTU NPOTECTUPOBaHHbLIX CUCTEM Ha OCHOBE AaKTUOCKONUW.



OO6MaH AaKTUNOCKONUYEeCKNX CUCTEM OMNO3HaAHUA

JTioGonbiTcTBa pagn aKcnepTbl «C't» HEMHOro mourpanyM He TONMbKO C JIOOOBBbIMW aTakamu Ha OCHOBE
«(panblMBLIX» YacTel Terna, HO U C bonee TOHKOW TEXHOSIOrMEn «MOBTOPHOrO BOCMpou3BeneHusi». B
3TOM cry4vae nognuHHasa GuomeTpunyeckas MHpopMaLms He3aMeTHO NepexBaTbiBaeTCA Ha KaHane mMmexay
CEHCOPOM U MpOBEpSIoLLE NMPOrpamMol, a 3aTeM BHOBb BOCMPOM3BOAUTCS B HYXXHbIA MOMEHT O[S
nony4YeHnst HerneraneHOro goctyna. Kak nokasanu aKkcnepumMeHThbl, KOMMYHUKaLUOHHbIA nopT USB, yepes
KoTopbI 06bIMHO noacoeauHsalTca Kk K GuomeTpudeckue patymku, nerko gonyckaet MoaobHble
MaHUNynaummn, NOCKOsbKy MHOpMaLUS 34eChb HUKAK He WwndpyeTces.

CnpaBeanvBocTy paau CrneayeT npusHaTh, YTO BCe M3 ONPOBGOBaHHbLIX CUCTEM OTHOCHATCS K CPaBHUTENbHO
HeOoporomMy pbiHKY MOTpebuTenbCkMX TOBapoB, T. €., rpybo roBopsi, He MpeaHasHayeHbl ANs 3almTbl
CeKpeTHbIX 00bekToB. C [pyro CTOPOHbLI, Y SKCMEePTOB >ypHana MpocTo He 6bino JdocTyna K
nccrneaoBaHNI0 AOPOrMX «HACTOSILLMX» CUCTEM, a, KpOMe TOro, BCe BbisIBIIEHHbIE criabocTi o6opyaoBaHus
OTHOCATCA HEe CTONbKO K COGCTBEHHO CEHcopaM, CKOJbKO K anropMTMam nporpamMmmHoro obecnedenust. U
ecnu 6onee molyHoe MO yxe cyllecTByeT, TO Nnovyemy He nprMeHsieTcsa? Kak u3BecTHo, npoussoautenu
BGUOMETPUYECKMX CUCTEM BCHAYECKM YKMOHAITCA OT BHATHLIX OTBETOB Ha nogobHble BOMPOCH,
npeanoyMTas HanupaTb Ha TO, YTO NlaGopaTopHble IKCNEPUMEHTbI BECbMa Aaneku OT YCIoBUiA pearnbHon
aKcnnyaTauuu.

B aBsrycte 2003 r. npuULLINO U3BECTUE, YTO N STOT apryMeHT NpPou3BOAUTENEN NbITNMBbLIE NccneaoBaTenu
AeMOHCTpaTMBHO pasgonbanu. B MepmaHun, Ha npoxoguBlieMm nog OTKpbITbiM Hebom 6mm3 bepnuHa
cnete xakepoB Chaos Computer Camp, cBOl uccnegoBaTtenbCckylo paboTy nNpogeMOHCTpUMpoBanu Asa
MECTHbIX yMmenbla, MMmeHylowme cebs Starbug m Lisa. HoBol komnpomeTauum BHOBb MOABEPrivCh
CkaHepbl, ngeHTuuLmpylowme nogen no otnevaTky nanbua, NOCKOMNbKYy MMEHHO Takoe obopyaoBaHue
BCE Yalle Ha4MHalT WCMOoMb30BaTb B TOProBbIX TOYKAX ONA 3NEKTPOHHOW perncrpaumm mnoKynok.
MeToamka npeogoneHuns cucteMbl paspaboTaHa AN pearnbHbIX YCMOBUA M No3BonsieT obmaHbiBaTbh
CkaHep Jake B NpUCYTCTBUM HAA3MpaloLLEero oka npoAasLa Ui oxpaHbl.

MeToa BecbMa geLleB U Npy HanMYMM HaBblka MO3BONSIET MNOAAENbIBATb OTNEYATOK, MO XapaKTepuCcTuKe
aBTOPOB, «Ha FETy» C MOMOLLbI TOHKOM MPO3paYHOM MOMOCKM M3 fartekca. TexHomnorus nogaenku ¢
HEKOTOpPbIMU MoAuMdUKaLmMsiMM NOBTOPSIET cnocod rpynnbl MauymoTo: oTneyaTok XepTBbl CHUMaeTcs C
NMOMOLLIbIO rpachMTOBOM MyApbl U FIMNKOW NEHTbI-CKOTYa; CO crienka (eLle nyyile, ¢ HECKOMbKUX CRenkoB)
Aenaetcs LMgpOoBON CHMMOK, KA4ECTBO NanuIINSPHOro PUCYHKa yny4dlaeTcs cneyunansHow rpadmnyeckon
nporpamMmmon, KoTopasi NepeBoauT M3obpakeHWe Ha MOKPbITYI0 CBETOYYBCTBMTESNbHbIM croem cornbry
neyaTHOW NnaThbl; NOCcre TpaBMeHNst Ha NnaTe ocTaeTca 00BbEMHbIV pernbed HYXXHOro nanbua, 1 No 3Town
dopmMe 13 XKMOKOro fnarekca M3roToBNAETCS NOXKHbIN oTneyaTok. [locne BbiCbixaHWs Hebonbluasa TOHKas



noriocka NpuKpennseTcs K nanbuy ¥ CTaHOBUTCA NpakTuiecku HesameTHa. pu Hagnexalliem HaBblke Ha
BCIO Npoueaypy nogaenkv yxoaut meHbLue 10 MUHYT.

Starbug u Lisa nogyepkHynu, 4TO UerneHanpaBfeHHO 3aHANUCbL pa3paboTKoM CBOEW aTaku Ans TOoro,
4YTOObI MPOAEMOHCTPUPOBATL CEPbE3HOCTb YrpO3bl U HEUCKPEHHOCTb M3rotoButenen. Moatomy cnocob
HEMELIKUX XaKepoB He TONbKO DasvpyeTcs Ha yXe M3BECTHbIX MpuMeMax, HO U NMPOOEMOHCTPMPOBaH B
peanbHOM aKkcnnyaTtauuu. Ytobbl He KOHNMKTOBaTh C 3akoHOM, Starbug u Lisa coenanu otnevatku
nanbueB Apyr Apyra U caenanu B MarasmHe KOMMNbOTEPHOrO 060pyaoOBaHMSA «KOHTPOSbHbIE 3aKyMKuUy» C
NnomolLLbo nogaenbHblx Haknagok [AHOJ].

Mud bl 6uomeTpun nnu Noyemy GMomeTpuyeckoe onosHaHue criegyet
3anpeTuTb

MpoeeneHHbIn B KoHUe 2002 roga B CLUA coumonornyeckuin onpoc nokasan, YTo npefynpexneHus
KOMMETEHTHbIX 3KCMEePTOB O HEJOCTaTOYHOW HageXHOCTU U HebGe3onacHOCTM BUMOMETPUYECKMX CUCTEM
naeHTUdrKaLmmM sIBHO He JOXOOAT 4O MAcCOBOIro CO3HaHUS amepuKaHCKoro obuiecTBa. ViccrnenoBaHue,
npoesefeHHoe no 3akasy biwopo cypnebHon crtatuctukm CLUA, cBupetenbctByeT, uyto oT 75 go 90
MPOLIEHTOB OMPOLUEHHbIX MO TenedoHy amepukaHueB xoTenu Obl BuMaeTb Oonbliee MpUMEHEHUE
OMomMeTpMM Kak B YacTHOM, Tak M B OOLLECTBEHHOM CeKTope. B 4acTHOCTW, pecnoHOEHThI MonararT, Y4To
cUcTeMbl BUOMETPUYECKOrO CKAHMPOBAHUS MOBLICAT 6E30MacHOCTL JXW3HW, ECMU UX MPUMEHSITb B TaKUX
obnacTtsx: npoBepka JNIMYHOCTM NO 6as3am OCYXAEHHbIX MPECTYMHWKOB Mpu Mokynke opyxus (91%);
BepudmKaumsa NMYHOCTI MpKU MNOKYMNKe No KkpeauTHon kapTte (85%); cHATME HanuyHbix B 6aHkomate (78%);
OOCTYyNn K AOKYMEHTaM C KOoH(uAeHuManbHoOM WHGOpMaUMEN, TakMM Kak MeduuMHCKasl kapTa Wnu
ouHaHcoBasi OT4YETHOCTb (77%); npoBepka OGuorpadumyecknx AdaHHbIX (76%). OTO Xe uccnegoBaHue
nokasblBaeT, YTO B MpeacTaBneHnsix obLwecTBEHHOCTM DMOMETPUS TECHO CBSA3aHa C 3aLLUMTON OT «Kpax
NNYHOCTUY», CUNBHO BO3pOCLUNX 3a nocneaHue rogsl [LRO3].

[octaToyHO 04eBMAHO, YTO MoAOOHble B3rnNsAbl OOLLECTBEHHOIO CO3HAHWS, HE MOHUMAIOLLEro
OCOBEHHOCTEN TEexXHOMorMu, SBNSAKTCA NPAMbIM  pe3yrnbTaTtoM BeCbMa YCMELHON rocyAapCTBEHHON
«MPOMBbIBKM MO3roB» 4yepe3 CMWU 1 LWyMHOro peknamHoro reasita KOMMepYecknx oupM, npoasuratoLLmx
310 0bopynoBaHWe B KadecTBe «Hambornee HageXHOro, COBPEMEHHOIO M YHUMBEPCAINbHOIMO CPeACTBa
©e3onacHoCTU».

MHTepecHo, 4To B HOoAGpe 2002 r., NpakTU4eCKM OAHOBPEMEHHO C COLMOMOrMYEecKMM OMnpoCcoM, B
cneumanu3vMpoBaHHOM XXypHane no 3awmute nHgopmaumm Info Security Magazine 6bino onybnvkosaHo
nobonbITHOe WHTEepPBbD € [DKMMOM  Y3liMaHOM, HECKOMNbKO MNOCNedHUX NneT BO3rnaBnsABLUUM
HaumoHanbeHbI LieHTp TecTnpoBanusa 6uometpum CLUA (U.S. Biometrics Test Center). JaHHbIi maTepuan
WHTEpeceH Mpexae BCero TeM, YTO 3TO - OYeHb PedKo BCTpeyaemble B Mpecce YeCTHble W 3[pasble
CyXAeHuss o BMOMeTpMYeckMx cucTemax 3aliMTbl C TOYKM 3peHus npodpeccuoHana, 3aHuMmaroLLero
Cepbe3HbI MOCT B omumnanbHbIX CTPYKTypax (TOYHee roBopsl, 3aHMMaBLLEro, NOTOMY YTO HbiHE Y3anMaH
yXe He Bo3rnaenset LieHTp 6uometpun).

B camMoMm KpaTKoM U3FOXEHUN CyTb OLIEHOK 3TOr0 aBTOPUTETHOrO aKcrnepTa BbIrNaauT Tak. Ewe B 1998
rogy [xvm YanmaH npegynpexgan WHAYCTPUIO, YTO cCAenaHHas el yCTaHOBKa Ha MpoBo3rnaileHuve
BruomeTpun B KayecTBe HaOEeXHOro cpeAacrtsa maeHTudukaumm - 310 owmbka, KoTopas OydeT MMmeTb
camMble HeratuBHble nocneacTeus. Bo-nepBbix, NOTOMy 4TO GUOMETpPUSA He SABMASETCA HagexHon. U
BO-BTOpPbIX, MOTOMYy 4YTO Ha camMOM [ene OHa BOBce He pAna ©GesonacHocTn, a pAns ygobctea
nonb3oBaTenen.

Mpowegwmne ¢ Ton Nopbl rogbl U HOBEWLUME TEXHOMOMMYECKME LOCTMXKEHUS HUYYTb He nokonebanu
no3numio YarmaHa, no-npexHemy yoexageHHoro, Yto buomeTpus BOBCe He nnoxa cama no cebe, npocto
Ha Hee BoO3MnaralT SBHO MNpPEXOEBPEMEHHble W 4Ype3MepHble Hagexabl. BbicTynas B npecce M Ha



KOHgepeHUUsX, YaliMaH nodyepKMBaeT, YTo MoKa elle Aaxe Ha rnoaxode HeT CKONb-HUGYyOb 3penbixX
NMPOTOKOMOB A1 CEepbe3HOro TEeCTUPOBaHUA BGUOMETPUYECKUX YCTPOMCTB, a B MPOU3BOACTBO MU
npuobpeTeHne Takoro poaa CUCTEM YXXe TOPOMNUBO BOYXMBAKOTCA MHOTME MUMNIMOHBI AOMNapoB.

OpgHum 13 Hanbornee 3ameTHbIX NOBOPHNKOB CPABHUTENBHO HOBOW TEXHOMNOMMUN SBMASETCHA NPaBUTENbCTBO
CWA: B BOEHHOM areHTCTBE nepenoBbix uccnegosaHnii DARPA  pasBepHyT 42-MUMMMOHHBIN
YyeTbipexneTHM MNPOEKT MO paspaboTke TexHomnorMm GUOMETpUYecKorn uaeHTUMkauun Ans oxpaHbl
noconbctB CLUA no Bcemy mupy; MuHMCTEpPCTBO OOOPOHBbI BbIPA3WUMO >KenaHue 3aKynuTb CUCTEMBbI
pacno3HaBaHus nuu, BbiAenswlmne u ugeHtuduumpylowme nogen ns tTonnbl. CAMCOK 3TOT MOXHO
npogomkaTb, NO MHEHWO Xe YaWmaHa, CTONb MWCTOBas Bepa nNpaBUTENbCTBEHHbIX 0OCCOB B
BrnomeTpuyeckme cucTembl pacrno3HaBaHUA B OMNPedesieHHONW CTerneHn Bbi3BaHa OTKPOBEHHbLIMU
npeyBenuyeHnssiMM B 3asiBNEHMAX NpousBoauTenen OGuomeTpuydeckoro obopyaoBaHUA - AOCTATOYHO
NMO3HAKOMMUTLCS C TEM, YTO OHU MPOBO3rNaLLAlOT Ha CBOMX CanTax 1 B peknamHbix penusax [AS02][AH02].

[pyron cepbesHbin akcnepT B obrnactu BMoMeTpuyecknx cuctem, aBcTpanumnckuin npodeccop Popxep
Knapk, naet B CBOMX 3aKMOYEHUAX CYLLECTBEHHO Aarblle U JOKa3blBaeT, YTO B COBPEMEHHbIX YCITOBUSAX
bromeTpus BoobLLEe AormkHa BbITb 3anpelleHa. B pabotax Knapka npoaHanvMsMpoBaHO, CKOMb MMraHTCckoe
KONMM4ecTBO Npobnem BO3HWKAET NPU LUMPOKOM BHeAPEHUM BUOMETPUYECKUX CUCTEM OMO3HAHWUS, CKOMb
CTPEMUTENBHO PacTeT CIIOXHOCTb Mep 3aLLMTbl 3TUX CUCTEM MPU MOSBIEHNM KOHTPMEP N HEODXOANUMOCTM
BbIpabOTKMN KOHTP-KOHTPMEP.

HensbexHbiM cregcTBMEM 3TOrO CTaHOBUTCS CHWDKEHME APYXEeMbHOCTM CuCTeM K Monb3oBaTtento,
BbICOKUI MPOLEHT NOXHbIX-NMOMOXUTENBHBIX U JOXHbIX-OTpULUATenbHbIX naeHTudnkaunin. Beneacreune
He3penocT! TEXHOMNOrMKn, NPOLEHT OTKPOBEHHOW XanTypbl, M 6rnvM3kO He Aenawolwer Toro, 4To CynaTt
HegobpOCOBECTHbIE U3rOTOBUTENW, B 3TOM CEKTOpEe pblHKa HaMHOMO Bbille, 4eM B Apyrux obractsx
WHOYCTPUM MHoTexHonoruin. LLnpokomy pacnpocTpaHeHutio OuMOMeTpuM Ha pblHKe cnocobeTByeT
ycTosBLWNACA B obLiectBe MU O TOM, YTO «3TO KpyTO». Bonpeku gpyromy pacnpoctpaHeHHOMY MUQy,
BuomeTpusa BoBCe He peluaeT npobnembl Noggenku uU Kpaxu numyHocTu. Bonee Toro, GuomeTtpus B
OENCTBUTENBHOCTM cama SIBMSETCS YacTbio 3TOW NpoGnemMbl, MOCKOMbKY YacTO NWb YNpoLLlaeT Takue
noagernku.

HakoHeu, ©OwvomeTpus 3aknagbiBaeT 4Ypes3Bbl4AaWHO MOLLHBLIA M OMacHbli  PyHOAMEHT  Ans
3roynoTpebnennii rocygapctea M Kopnopauui, KOTopble MOMyyarT YAOOHENWy TEXHOMOrMYeCKyHo
BO3MOXHOCTb YNpaensATb NpaBaMu JOCTyna v BooOLe npouenypamMmun naeHTudukaumm nobor otaensHo
B3ATOM NIUYHOCTW.

[Mpn aTom B coBpeMeHHOM 0bLlecTBe noka 4To abcontoTHO HMKaK He 0TpaboTaHbl MexaHN3Mbl 6OpbObLI CO
3roynoTpebneHnamm 6uometpuen. HeT HM OpUANYECKNX HOPM, HM 3aKOHOB, KOTOpble Gbl perynuposanu
BCTpavBaHne 6MOMeTpMM B TEXHOMOMMM 1 TOBapbl, NpoLecchl pa3paboTkm BUOMETPUHECKMX NPUMOXKEHWUN,
npakTuKy noBedeHus Kopnopauun n MpaBUTENbCTBEHHbIX BEAOMCTB B 3ToM obnactn. Kak 310 Hu
nopasuTenbHO, HO y obLlecTBa HeT BOOOLLE HWKaKMX CPeACTB ANS afeKBaTHOW 3awuTbl OT BuomeTpun.
EOouHCTBEHHOE, YTO eCTb - 3TO «AMCKYCCUM NO COOTBETCTBYIOLLUMM BOMpocaM» B MHAYCTPUU C yHacTUEM
NpaBuUTENbCTBEHHbIX YAHOBHUKOB.

MoTeHumManbHO BUomeTpUYeckMe TEXHONOMMN NpeacTaBnAlT Ansa obliecTsa YpesBbliHalriHy0 OMacHOCTb,
ecnn w panblle [onyckaTb WX Heperynmpyemoe wucrnornb3oBaHue. A notomy, yb6exaeH Knapk, go
BblpabOTKM  COOTBETCTBYHLUMX HOPM W 3aKOHOB, WCMOMb30BaHWE CUCTEM  OUOMETPUYECKOWN
noeHTudrkaumm cnegyet 3anpetuts [DVO3].

Heckonbko MHave Ty >Xe camMyl MbICllb O HEODXOAMMOCTM 3akoHodaTenbHOro 3anpeta GuomeTpumn
NpaBo3alNTHUKM  hbopMynvpyloT cnegywoowmm obpa3om. PacnosHaBaHue nuvy W BcAkad gpyras
BuomeTpuyeckass TeXHOMornst 6e30MacHOCTU He LOIDKHbI BHEAPATHCS OO TeX Mop, Moka He MoslyyeHbl
OoTBEThI Ha ABa Bonpoca. [epBoe, ahekTnBHa N AaHHas TexHonorna? oBopsa nHaye, CyLeCTBEHHO Nn
OHa MOBbIWAET Halwy 3awuTy u GesonacHocTb? Ecnn oTBET «HeT», TO AanbHelwee obcyxaeHue
yTpaumMBaeT cmbicn. Ecnn ke oTBeT «ga», TO crefyeT 3ajatbCA BTOPbIM BOMPOCOM: HapyllaeT v



TexHomnorusa uUenecoobpasHeln 6anaHc mexagy 0e3onacHoCcTbio M cBOGOAON. PaKTUYECKM, FOBOPSAT
npaBo3alUNTHUKK, BoOMEeTpUs He NoAXOAMT obLecTBy MO 06OUM K3 yKa3aHHbIX kpuTepues. [MocKombKy
TexHonorus paboTtaeT HeHadexXHO, OHa He CcrnocobHa CKoMb-HMOyAb CyLLEeCTBEHHO obecneunTb
6esonacHocTb. Ho mpu atom HeceT B cebe OYeHb 3HAYMTENbHYIO Yrpo3y rpakgaHckum cBobodam u
npaBam Ha TaviHy nmdHon xunsHu [QAO3].

Urpbl B yMHbIe KapTbl

BaxHenwen TexHonornen, nexawen B pyHOaMeHTe MNpPaKTU4eCKM BCEX HOBLIX XaWTeK-nacrnopToB W
NPOYNX COBPEMEHHBLIX MOEHTUPUKALNOHHBIX OOKYMEHTOB, SBMSKTCA WHTENNEKTyanbHble NNacTUKOBbIE
KapTO4kW, KpaTKO MMEeHyemble cMapT-kapTbl. B HacTosieM pasgene cobpaHbl JoCTaTovyHO rnybokue
TeXHMYeckne nogpobHOCTM O pearnbHOM cuTyaumm ¢ (He)6e3onacHOCTbI CMapT-KapT, Kak TEXHOMNOornm
CaMOro LUMPOKOrO HasHadeHus. MimeeT cMmbicn npeaynpeuTb, YTO ONA MOHMMaHUA OCHOBHOW 4acTu
OaHHOro MaTepuana nogpasymeBaeTcsl Hanuume y uutartens xots Obl 6a3oBbix 3HaHMW 00 OCHOBax
OYHKLMOHNPOBAHUSA 1 YCTPONCTBA KOMMbLIOTEPOB, a Takke HEKOTOPOro NpeacTaBrneHns o kpuntorpadum.

4 MUNNNOHA NOAONbITHLIX KPpOJTIUKOoB

Ha camom mnaneTte KIMHTOHOBCKOW rocagMuHucTpaumm, oceHbto 2000 r. B MuHmnctepctee o6opoHbl CLUA
Obln HayaT KpynHOMacLUTabHbIA BBOA HOBbIX XaWTek-Oenmken Ans uaeHTuduMKaumm nepcoHana Ha
OCHOBE TEXHOmNorMmM cmapT-kapT. B wutore cBbile 4 MUNMMOHOB 4YenoBek, paboTarwmx B BOEHHOM
BELOMCTBE, MOJSy4alT JIYHbIE YCTPOMCTBA C MMKPOMPOLLECCOPOM M MaMsTbiO, MOMyYMBLUME Ha3BaHUe
«kapTa o6Llero gocrtynay.

Takasi cmapT-kapTa LEeHOW Ookorno 8 [onnapoB M pasmMepoM MPUMEPHO CO CTaHAAPTHYH KPEeaUTHYHO
KapTouky obecreunmBaeT BOEHHOMY W TrpaXdaHCKOMy MNepcoHany He TOSbKO MPOXO4 Ha PeXuMHble
06BbEKTbI UK 3arpy3Ky B CEKPETHbIE KOMMbIOTEPHbLIE CETH, HO U HECET B cebe Maccy NIMYHON MHGopMaLum
0 Bragesnble: UMs, JOMKHOCTb U 3BaHWe, HOMEpP CoLManbHOro cTpaxoBaHusi, dhoTorpaduto. Bnaronaps
XpaHsiLeMycsi B kapTe «cepTudukaty» ee Bnagesiel, MOXeT CTaBuUTb LIMPPOBYIO MOANUCE MOL CBOEi
3M1EKTPOHHOW MOYTON U CNyKeGHbIMM NpUKasamMu.

Kpome TOro, ncnbITblBAOTCA U Takne BapuaHTbl MPUMEHEHMS, Kak BHECEHME B KapTy pacyeTHbIX CyMM 3a
efy B Cry)keOHOW CTOMNOBOW, XpaHeHWe MELULMHCKOM U CTOMATONOrM4Yeckon nHdopmMaummn, pesynbTathbl
CAayn HOPMAaTMBOB MO PU3MYECKOWN NOArOTOBKE U cTpenbbe... Kak Bbipa3uncsa TorgawHni 3amecTuterns
MUHUCTPa OOOpPOHLI MO KaapoBbiM BonpocaM bepHapa Poctkep, pykoBoacTBo [leHTaroHa «O4YeHb
BO30Yy)XgeHO OT BpoAe Obl Ge3rpaHuMYHbIX BO3MOXHOCTEW TexHonorum cmapt-kapt». K cepeguHe 2003
roga HempekpalaroLwmecs 3KCNepuMeHThbl C KapTamu obLero goctyna npyBeny K 3aHECEHU0 B NamsTb
ynna GuomeTpuyeckon MHgopMauum O Briagenble U K MOSABIEHWIO BO3MOXHOCTEW OECKOHTaKTHOM
naeHTurkauum, koraa Hopmauusa cHnTbiBaeTcd ¢ kapTbl anctaHumoHHo [REOO]BBO3].

MpaBo3alMTHbIE OpraHn3auMm ¢ CaMoro Havarna SKCNepMMEHTOB He pasfaensinv Bo30YXOEHUS BOEHHbIX
HavyanbHUKOB u3 [leHTaroHa, cnpaBegnvMBO YCMOTPEB B STOW akuMM 3aknagblBaHWE OCHOB ANs
NMOBCEMECTHOIO BHEAPEHUST LNPPOBLIX NOEHTUHUKATOPOB B HaUMOHamNbHbIX MacwTabax. B Tom xe 2000
rogy [Hasug BaHucap, OpUCT U3BECTHOM npaBo3awuTHOW opraHusaumu EPIC, npepgynpexpan, 4To
«BOEHHbIX OYEHb 4YaCTO UCMONb3YHT Kak NOJOMNbITHLIX KPOMMKOB B TEX CUTyauusX, Koraa onpoboBaHue
HOBLUECTB Ha rpagaHCKUX Nuuax npeactaBnsieTcs CIULIKOM COMHUTENbHbIM. [...] B koHe4yHOM cueTe,
ONacHOCTb 3akN4YaeTcsl B TOM, YTO JIOAEN CTaHET BO3MOXHbIM OTCNeXuBaTb Ha NOCTOSIHHOM OCHOBe. A
HakannMBaemble AaHHble 3aTeM MOXHO 3anpOoCTO UCMONb30BaTb AMNSA TaKUX Lienen, KoTopble BOBCE He
nogpasymMmeBanucb NepBoHa4anbHO».



Kak 3gecb ¢ 6e3onacHoOCTbIO?

He noanexuT COMHEHMIO, YTO MHAOYCTPUS CMapT-KapT NepexunBaeT HbIHE Nepuof MOLLHOro pacuseta. B
2002 rogy no BceMy Mupy ObIno NpoAaHo YyTb MEHbLUE 2 MUNNUapA0B UHTENNEKTyanbHbIX KApPTOYEK CO
BCTPOEHHbLIM MUKPOYMMOM, a B Onvkanwime rogbl 0Xugaetcs pocT 3TuX uudp B pasbl. [1puymHbl TOMy
NPOCTbI, KOflb CKOPO 06n1acTy NPpMMEHEHUS CMapT-KapT BCe BPEMS pacLUMPAOTCA: OT TenedOHHOM KapTbl
00 XeToHa ayTeHTudurkauumn nonb3osaTens MK, oT «3NeKTPOHHOro KoLenbka» Ans XpaHeHus LUMdpoBbIX
HanU4YHbIX 40 UMEPOBOro nacrnopTa-uaeHTudmnkaTopa rpaxagaH. MaccoBoe BHefpeHue cMmapT-KapT B
MOBCEOHEBHYHO XM3Hb COMPOBOXAAETCHA HEMPEMEHHbLIMU 3aBEPEHMAMU OULManbHbBIX NpeacTaBuTenem
WHOYCTPUM 1 BRiacTen 0 TOM, YTO Yun-KapThbl - 3TO Haubonee 6e3onacHas M3 CyLLEeCTBYHOLUUX Ha CerogHs
TEXHOSOMMI, MNOTOMY YTO TakMe KapTbl 4YPE3BbIYAMHO OYEHb CIIOXHO, MPaKTUYECKU HEBO3MOXHO
BCKpbIBaTb. Ho Tak nin o6cToaT gena Ha camom gene?

TunuyHaa cmapT-kapta - 9TO 8-OMTHBLIN MMKPOMNPOLECCOop, MOCTOSHHOE 3aroMuHalolee YCTPOWCTBO
(ROM), onepaTtuBHas namatb (RAM), anektpuyeckn nepenporpammupyemas namats (EEPROM wnu
Flash, roe, B 4acTHOCTM XpaHnTCS KpunTorpadhnveckmin KNveBon maTepman), nocrneaoBaTeNibHble BXOA U
BbIXoA. Bce 31O X034AMCTBO pasmMeLLaeTcs B OGHOM Yune, 3aKo4eHHOM B KOPMYC - 06bIYHO, NNacTUKOBYHO
KapTy pasMepoMm C KpeauTKy.

HpaBuTCs 3TO KOMY-TO UNWN HET, HO B AENCTBUTENBHOCTY BCKPbITUE CMapT-KapT - ABNEHMe BeCbMa AaBHee
N pacnpocTpaHeHHoe noBceMecTHo. Kak cBuOeTenbCTBYIOT cneumanuctbl, npumepHo ¢ 1994 roga
MpaKkTUYeCcKn BCE TUMbl CMapT-KapTOYHbIX YMMOB, MCMOMb30BAaBLUMXCSH, K MPUMeEpPY, B €BPOMencKkux, a
3aTeM B aMepuKaHCKMX W a3naTCKMx CuUcTemMax MnaTHOro TeneBuaeHws, Obinn yCrnewHO BCKPbIThI
Kpakepamn (T. €. KpUMMMHamnbHbIMW Xakepamu) MeTogamMum OobBpaTHOW WHXEHepHOW pa3paboTku.
CkoMnpoMeTUpoBaHHbIe CEKPeTbl KapT - CXeMa M KNoYeBoW Matepuvan - 3aTeM npogasasnvcb Ha YepHOM
pblHKE B BWAe HerneranbHbIX KMNOH-KApT Ans NpOCMOTpa 3akKkpbiTbiX TB-kaHanoB 6e3 onnatbl
KoMnaHuu-BelaTento. MeHee ocCBeLLEHHON B MNpecce OCTaeTcs Takas AeATenbHOCTb, Kak noajenka
TenedOHHbIX CMapT-KapT WUIN NEKTPOHHBIX KOLLIENbKOB, OAHAKO U3BECTHO, YTO 1 B 3TON obnacTu aaneko
He Bce B MNopsiake C MPOTUBOOEWCTBUEM B3fOMYy. VIHOAYCTPUM MNPUXOAMTCA PErynspHO 3aHMMaTbCH
OoBHOBMEHVEM TEXHOMOMMM 3aluMThl MpoLeccopa cMapT-kapT, Kpakepbl B OTBET paspabatbiBatoT 6onee
N30LLPEHHbIE MeToAbl BCKPbITUSA, Tak YTO 9TO COCTA3aHME eLle Jarneko He 3aKOHYEHO.

CmapT-KkapTbl B CBOMX MOTEHLMANBbHBIX BO3MOXHOCTSIX MMEIOT Lenbii psg O4eHb BaXHbIX MPEUMYLLECTB B
CpaBHEHUN C Jpyrumm TexHonorusmn. O6rnagas coBCTBEHHBIM MPOLIECCOPOM UM MAMSATbIO, OHW MOTYT
y4yacTBOBaTb B KpunTorpauyeckux npoTokonax obmMeHa uHdopmauuen, u, B OTNMYME OT KapTo4yek C
MarHWTHOW MOMOCKON, 34eCb XpaHUMble OaHHble MOXHO 3awuiiaTb OT HEaBTOPWM3OBAHHOIO AOCTyna.
CepbesHasas npobrnema nuwb B TOM, 4YTO peanbHas CTOMKOCTb 3TOM 3alUWUTbl O4YEHb 4acTo
nepeoueHuBaetcsa. [anee OyneT npeacTaBrneH KpaTkun 0630p Hambonee BaXHbIX TEXHOMOrMM,
NCNonb3yemblX NPy BCKPbITUM CMapT-kapT. 3Ta MHopMauus BaxkHa A51a Noboro YenoBeka, XenawLero
nony4nTb pearnbHoe NpeacTaBreHNne O TOM, Kak NMPOUCXOAUT BCKPbITUE 3aLUMLLEHHBLIX YCTPONCTB U KaKMX
3aTpar 31O CTOWT.

BckpbiTne 6biBaeT pasHoe

Knaccudukaumss MeTogoB BCKPbITUS CMapT-KapT MOXET HECKONbKO pasnunyaTbCs y pasHbiX aBTOPOB,
odHako Haubornee 4acTo BbIAENANTCA Creaylolne KaTeropum atak, KoTopble 0GblYHO MPUMEHSIIOTCS B
pa3sHbIX CoYETaHUsAX APYr C OPYIOM.



TexHONOrMn MUKPO3OHAUPOBAHUSA, C MOMOLLLIO MWUKPOCKOMA WM UrMbl MUKPONPOGHMKA Mo3BOnsoLmne
NoNy4nTb [AOCTYN HEMOCPeACTBEHHO K MOBEPXHOCTU 4uvna, rae artakylolwuin MOXeT pernctpupoBaTb
npoxoxgeHne OWUTOB MHopMaLMKW, MaHUMYNUPOBaTb VMU M BMELUMBATbCA B paboTy WHTerpanbHon
CXEMBbI.

MporpaMMHble aTaku, WCMONb3ylolMe OObIYHbIA KOMMYHUKALUMOHHBIA MHTepdenc npoLeccopa
cMapT-KapTbl W 3KCMMyaTupyloliMe  YA3BMMOCTM  3alUUThbl, BbISIBMIEHHbIE B MPOTOKONaXx,
KpunTorpacdouyecknx anroputmax U Apyrmx oCoBEeHHOCTSAX KOHKPETHOM peanusauum cxembl. Yem Gonee
3penoii SBNAETCS TEXHONOorMs 3aluTbl, TeM 4alle NpUXoauTCs coyeTaTb 3TOT MeTod C [OByMS
crieayoLMMmM MeToaamm aTak.

AHanu3 nobGoOYHbLIX KaHaroB YTeYKUM UHopMaLMKU, KOr4a aTakylolMi C BbICOKOW MO BpeEMEHMU
4YaCTOTOM CHMMAET aHaIoroBble XapaKTEPUCTMKN KonebaHui B NUTaHNN U UHTEPMENCHBIX COeAMHEHUSX,
a Takke niobble gpyrve aneKkTpoMarHMTHbIE U3NydYeHUsl, MOPOXAAeMbIE ArIEMEHTaMM CXeMbI NpoLeccopa
(TpaHaucTopamu, Tpurrepamu 1 T. 4.) B xoae obbl4HOM paboThbl.

TexHonorum nHayumupoBaHusi c6oeB, rae, HanpPoTUB, UCNOSMb3YIOT HeLUTaTHbIE YCIOBUSA JKChnyaTaumu,
4yTOObI BbI3BaTb OWMOKM B paboTe npoueccopa U OTKPbITb TakumM 0Bpa3oM [OMONHUTESbHbIE KaHanbl
J0CTyna K 3aLuLLEeHHON MHopMaunn.

Bce TexHOMorMm MUKpPO3OHAMPOBAHNSA MO CYTU CBOE SIBMSOTCA paspyllaloluMy atakamy. OTO 3HAYWT,
yTo Ans WX peanu3auuu TpeGyloTcs MHOrME Yacbl, WHorga Hedenu paboTbl B YCIOBUSIX
cneumanusnpoBaHHoi naGopatopuu, a caM MUccrieQyemblil Yun npu aTom paspywiaetcs. OcTanbHbie Tpu
KaTeropum OTHOCSTCS K HepaspyluallMm aTakam. MHaye roBopsi, Mocrie Toro, Kak 350YMbILMEeHHNUK
MOArOTOBWIN Takyld aTaky B OTHOLUEHUM KOHKPETHOro Tuma MpoLeccopa U YXe W3BECTHOW Bepcum
NporpaMMHOro 0GecrneyeHns, OH MOXEeT C JIerkoCTbio BOCMPOW3BECTU €€ B TeYeHVWe MUHYT UMn gaxe
HECKOMbKMX CEKyHO B OTHOLIEeHWW noboii Apyroi kapTbl Toro e Tuna. [Mpyu aToM aTakyemasi kapTa
usmyeckm He noBpexpaeTcs, a obopynoBaHWE, WCMONb30BAaHHOE [Ans artakW, OObIMHO MOXHO
3amMackupoBaTb Nof 06bIYHbIN pyuaep, T. €. CYUTLIBATENb CMapPT-KapT.

OueBnaHoO, 4YTO HepaspyllarLwme aTakm ocob0 onacHbl, MOCKONbKY HE OCTaBNAT 3a cobon crneaos
KoMmnpomeTaumn. Ho MOHATHO M TO, YTO cama Npupoda aTtak Takoro poda nogpasymeBaeT AeTanbHoe
3HaHWe Kak npoLeccopa, Tak U NporpaMMHOro obecneyeHnst KOHKPETHON KapTbl. C Apyro CTOPOHbLI, Ans
paspywanwmx atak MUKPO30OHOMPOBaHMEM TpebyeTca OYeHb Maro WUCXOOHbIX 3HAHWA O KOHKPETHOW
KOHCTPYKUMMW, MO3TOMY NPU OTHOCUTENBHO HebonbLoM Habope NpPMEMOB OHU OObIMHO cpabaTbiBaloT B
OTHOLUEHMN BECbMA LUMPOKOro psifia pasHbiX 4MnoB. Takum obpasomM, MOXHO FOBOpPUTb, YTO aTaka Ha
HOBYIO CMapT-KapTy OObIMHO HauyMHaeTcsa C paspyliarowen obpaTHOM MHXEHEpPHOW pa3paboTku,
pes3ynbTaTbl KOTOPOW MOMOralwT co3gatb bonee geweBble M ObICTpble Hepaspylawowme ataku. B
4YaCcTHOCTWU, MMEHHO Takasi MOCMNeLOBaTENbHOCTb COOLITUIA MHOFOKPATHO OTMEYeHa MpU BCKPbITUU KapT
YCMOBHOIO A40OCTyNna B cuctemax nnaTtHoro teneesugeHus [KK99J.

Paspywarolwime ataku

WTak, K aToMy Tuny atak MpPUHATO OTHOCUTb Takme Cnocobbl KOMMpOMETauuu CMapT-KapT, KOTopble
COMPOBOXAKTCA BCKPbITUEM KOpryca ycTpoucTtBa. [lybnuyHoe npenctaBneHne Takmx MeTOAOB,
NpMMEHseMblX B KpakepckoMm noAanonbe, Bnepsble, Moxoxe, ©Obino cagenaHo B 1996 roay
nccnegosatensamu ns Kembpuaxckoro yHuBepcuteta Poccom AHgepcoHoMm 1 Mapkycom KyHom B xoge
BTtoporo cemuHapa USENIX no anektpoHHon kommepuuun. Euie 6onee nogpoBGHO 3TUM TexHONorum
onncaHbl B coBMecTHou ctaTbe KyHa n Onusepa Kemmepnudra 1999 roga «lMpuHUMnBLI KOHCTPYMpOBaHUS
3alUMLLEHHBIX MPOLECCOPOB CMapT-KapT», a Takke B nocrnenylolen LOKTOpcKkon auccepTaumm KyHa,
KoTopasi, MpaB4a, B OTNMYME OT NepBbIX ABYX cTaTen B VIHTepHeTe He onybnuvkoBaHa. B camom kpaTkom
N3MNOXeHUN CyTb aTUX paboT npumepHo Takosa [AK96][KK99].



TvNWYHBIR YMNOBLIM MOAYfb CMapT-KapTbl UMeeT TOHKOe NNacTUKOBOE OCHOBaHWE pa3MepoM OKOMo
KBagpaTHOro CaHTMMeETpa C KOHTaKTHbIMW 30Hamu ¢ obewnx ctopoH. OgHa cTopoHa MoAyns BuAHa Ha
CaMON CMapT-kapTe W KOHTaKTUpyeT CO CuYMTbIBAaTeNneM; KpemMHueBas MaTpuua npukneeHa K Apyron
CTOPOHE OCHOBaHMUSA, NOACOEAMHASCb C MOMOLLbIO TOHKUX 30MO0ThIX MMM antoMUHMEBLIX MPOBOAOB. Ta
CTOpOHAa MnacTWHbl, FOe HaxOAMTCA YuM, MOKPbITa SMOKCMOHOW CMOSIOW, TaM YMMOBbIA MOAYMb
BKremBaeTcs B kapTy. BblHyTb uMn 13 kapTbl nerko. lNpexae aTo Aenanu ¢ NOMOLLbI0 OCTPOro HoXa unu
naHueTa, cpesasi NNacTyK ThifTIbHOW CTOPOHLI KapTbl 40 TEX NOp, MOKa He MOKaXeTCs 3NOKCUAHas cmona.
lMoToM Hayunnmcb BbICTPO BbIHMMATL YK, MPOCTO pa3orpeBas nNnacTMaccy A0 MArkoro CoctosHus. [anee
yOansoT 3NOKCUMAHbLINA CION, HAHOCHA HECKOMbKO Kanenb KOHLEHTPUPOBaHHOW a30THOW KMcnoTbl (» 98%).
Mpexae, Yem K1cnoTa ycnesaeT PacTBOPUTL CIMLLKOM MHOFO 3MOKCUAHOIO CNosi U 3aTBepAeTb, KUCMOTY U
CMOIy CMbIBaIOT aueToHoM. OTa npoueaypa nostopsieTcs oT 5 Ao 10 pas, noka NOMHOCTbIO He MOKaXeTcs
KpeMHueBas matpuua. Ecnn Bce 6bino caenaHo akkypaTHO M coeuHuTenbHas MpoBOAKa ocTanach
HEeNoBPEXAEHHOW, TO YMMN OCTaeTCs NOMHOCTLIO (PYHKLUMOHAMbHBLIM.

MonHoCTbIO (pYHKLUMOHANbHBLIK NPOLEecCCOop CMapPT-KapThl,
NSsIaCTUKOBBLIN KOPNYC KOTOPOW yaarieH Ansi 3KCNepuMeHToOB C
MUKPONPOOHUKOM.

Crnepyowmm aTanom, ecriv NpoLEeccop COBEPLLUEHHO HOBLIN U HENM3BECTHbIN, CTAHOBUTCS CO34aHMe KapThbl
ero cxem. Cenyac gns 3Toro obblMHO NMPUMEHSAIOT OMTUYECKUA MUKPOCKON M LMAPOBYIO Kamepy, C
MOMOLLIbIO KOTOPbIX AenatoT 00MbLUyl0, pa3MepoM HECKONMBKO METPOB, MO3anKy U3 BbICOKOrO pa3peLleHus
CHMMKOB MOBEPXHOCTM uuna. Y OOMbLIMHCTBA YWMOB WMEETCH 3alUTHBLIA MOBEPXHOCTHLIN CIION
(naccmBaums) U3 oKCMaa UM HUTPaTa KPEMHWUSI, KOTOPbLIA NPEAOXPaHSAET UX OT U3nyvyeHn obopynoBaHUs
n ancddysmm MoHoB. A30THas KUCMOTa Ha HEro He AEWCTBYET, NOSTOMY AN ero yaaneHus cneunanucTbl
NCNOIb3YyIOT CIOXHbIA METOL CYXOro TpaBneHunsa. Ho aTo He eanHCTBEHHAsi BO3MOXHOCTb AN AOCTyna K
NMoBEPXHOCTW. [pyruM MeTO4OM, OCODEHHO KOorga CXema B LiefioM M3BECTHa, SIBNSAETCA MCNONb30BaHUe



UrN-MUKPONPOBHUKOB, KOTOPblE C MOMOLLLIO YNbTPasByKOBOM BMOpaUMM yOansioT 3alUTHbIA Crioi
HenocpeaCTBEHHO MoA TOYKOW KOHTakTa. Kpome TOro, Ans nokanbHOro yaaneHust 3alliMTHOro Ccros
MPUMEHSIIOTCS Nas3epHble pe3aku-MUKPOCKOMbI, UCMOb3yeMble B TabopaTopusix KIeTouHoW Guonoruu.

OnucaHHasa TexHuKa BCKPbITUSA YCMELWHO npumeHsieTca nwobutendamu-kpakepamu. [anee xe Bkpatue
OyayT onucaHbl HEKOTOpble TEXHOMOMMW, [OOCTYMHble XOPOLWIO  OCHaLLeHHbIM  nabopatopusiv,
3aHMMawwmmca unsydeHnemMm nonynpoBOOHUKOB. B Mupe ceyac HacyMTbIBAlOTCA COTHM TaKux
nabopartopui - B yHMBEpPCUTETaX U MPOMBILLINIEHHbIX MCCNEeAOoBaTENbCKNX LIEHTPpax, K npumepy. Mimeetcs
JoCTOBepHas MHdopMaLms, YTo Hanbonee NPOABMHYTbIE Kpakepbl apeHAYT 3Ty TEXHUKY U TLATENbHO
n3y4yalT HOBEMWLUME MPOMBILLNIEHHbIE TEXHOMOrMM 0BpaTHOW MHXEeHepHoW paspaboTku (nogpobHee o6
3TOM B criegyrowem pasgene «BosHsa B nognornbe, BOMHa Ha Hebecax»).

MMKpO3OHAMpOBaHMe yuna, n3BJrie4eHHOro N3 CMapT-KapTbl

B Havane 1990-x rogoB B KaeeHnguuickon nabopatopum Kembpumka cosgaHa TexHonornss obpatHoro
BOCCT@HOBMEHUSA CXEMbl CITOXHbBIX KPEMHUEBLIX YMMOB, MO3BOMSAOWAA aKKypaTHO CHUMAaTb CIowu
MUKPOCXeMbI 0auH 3a apyrMm. OOHO M3 NPUMEHEHHbIX TaM HOBLLUECTB - TEXHUKA Nokasa npumecHbix N n P
CnoeB Ha ocHoBe adpdekTa LLOTTKM: TOHKasi NneHka u3 3050Ta UM nannagns HaknagbiBaeTCca Ha uun,
obpasysi oMo, KOTOpbIN MOXeT ObiTb BMOEH B 9MEKTPOHHOM fny4e. M3obpaxeHusa nocrnegoBaTenbHbIX
CMNOEB Ynna BBOOATCH B KOMMNbIOTEP, CrieuuansHoe NporpaMMHoe obecneveHne ovmaeT nepBoHayansHo
HeyeTkne obpasbl, BblAaeT UX SICHOEe NpefcTaBfeHWe M pacrno3HaeT CTaHOapTHble 3MEeMEHTbl 4una.
HaHHasa cuctema Gbina npotectupoBaHa Ha npoueccope Intel 80386 v psge apyrmx yctponcTts. Pabota
Hag BoccTaHoBneHneM 80386 3aHsna gBe Hegenwu, Npu4eM Ansi NPaBUNbHOW PEKOHCTPYKUUU OBbIMHO
TpebyeTca okono wectn ob6pasyoB ymna. Pesynbtatom paboT MoryT ObiTb AnarpamMmmbl MAcoK U CXEM UK
Oaxke Cnncok OMBNMOTEYHbIX S4EeK, M3 KOTOPbIX 41N Bblf CKOHCTPYMPOBaH.

B ycnoBusix, korga KOHCTPYKUMSI M MPUHLUMMBLI PYHKUMOHMPOBAHUS YMNa YXXe W3BECTHbI, CyllecTByeT
OYeHb MOLLHAs TexHororus, paspabotaHHas B LWUM ana uccnepoBaHus 4dmna B pabote paxe 6es
yoaneHusa sawmtHoro crosi. [Ana namepeHunsa paboumx xapakTepucTUK YCTPOMCTBA Hag HUM MOMeLLaroT
Kpuctann Huobarta nutua. NokasaTenb NpenioMreHust 3TON CyOGCTaHUMM U3MEHSIETCS MPU M3MEHEHUN
3NEKTPUYECKOro Nons, U NoTeHUnan HaxoasLwerocs nof Hel KpeMHUS MOXET CUMTbIBaTbCA C MNOMOLLBIO
yNbTPadnoneToBOro NnasepHoro fny4va, NpOXoAasaLLero Yepes KpucTans nog CKOmMb3sWwmM YriioM HaKroHa.
B03MOXXHOCTM 3TOM TEXHOMNOIMKN TAaKOBbI, YTO MOXHO CcYMTbIBaTb curHan B 5 B n ¢ yactoton go 25 MlTy. Mo
CyTM [pena, 3TO CTaHAapTHbIA MyTb Afs XOPOLUO OCHALLEHHbIX nabopaTopuii NMpu BOCCTaHOBIEHUU
KPUMTOKINIOYEN B YMnax, KOHCTPYKLUNSA KOTOPbIX N3BECTHA.



ViccnepoBaHne TEXHWKU pa3pes3aHnsi Ymna BedeT K 6onee obLuer (M cpaBHUTENBLHO MEHbLLE U3Y4YEHHON)
npobneme - atakam, KOTOpble BKNIOYAKT B cebsi akTUMBHYO MoauduKaumio UCCregyemoro yvna, a He
MpoOCTO MaccuBHoe ero uccregoBaHue. K mpumepy, ecTb BCe OCHOBaHWS Monaratb, YTO HEKOTOopble
yCneLuHble aTakv NMpaToB Ha cucTeMy nnaTHoro TB npoBoannmce ¢ Ucnonb3oBaHneM paboymnx cTaHUMN C
dokycmpoBaHmeM noHHoro nyyka (Focused lon Beam workstation - FIB). Takon annapaT MOXeT Bbipe3aTb
Tpaku B METaNnM3npoBaHHOM Crloe Ymna u oopMmnpoBaTh HOBbIE Tpaku unu nsonupyrowme crion. Kpome
Toro, FIB MOXeT MMMnaHTMpoBaTb MOHbI AN U3MEHEHMST TOSLUMHBLI CIOSi KPEMHUSI U JaXe CTPoOUTb
CKBO3HbIE€ Mepexodbl K MPOBOAALLMM CTPYKTYPaM B HUXKENeXalux cCrnosix yuna. Takue annapartbl CTOAT
HECKOJTbKO MUIIIMOHOB AONAapoB, HO, Kak MOKa3biBaeT NPaKTUKa, He CMLIKOM BoraTtble 3M0yMbILLIIEHHWKN
apeHayoT goporoe obopyaoBaHMe Ha HEKOTOPOE BPEMS Y KPYMHbIX MOYNPOBOAHNKOBBLIX KOMMAHWNA.

CHMMOK 3N1IeKTPOHHbLIM MUKPOCKONOM, A€ MOHCTPUPY oL UM
pe3ynbTaTtbl 06paboTku Ynna cpoKyCcMpoBaHHbLIM UOHHBLIM MY4YKOM
(FIB)

ObecneyeHHble TakMM WMHCTPYMEHTapMeM aTakM Ha CMapT-kapTbl CTaHOBATCA 0Gonee npocTbiMU U
MOLUHbIMWU. TUNMYHas aTaka 3akniovyaeTcs B OTCOEAMHEHUN NOYTM BCex npoueccoB LMY oT wuHbl, kpome
namatn EEPROM 1 Ton komnoHeHThl LMY, 4To reHepupyeT AOCTYN No YTeHuo. Hanpumep, nporpamMmMHbIi
CYETUYMK MOXET ObITb OCTaBMNEeH NOACOEANHEHHLIM Taknm obpasom, 4To obnactu namsTm CTaHOBATCS MO
NopsiAKY AOCTYMNHbI HA CYUTBIBAHUE MO Mepe NoAaun TakTOBbIX MMMYSbCOB.

Kak Tonbko 3TO cgenaHo, atakyluwemy TpebyeTcs nuilb OfHa urna MUKPONpPOOHUKa ANA CYMTbIBAHUSA
Bcero copgepxxmumoro EEPROM. B pesynbtate npouecc aHanmM3a CTaHOBUTCSA Goree nerkum, 4em npwm
MaccuBHOM MWCCNEeAOBaHWM, Korga OObIMHO aHanM3upyeTcsl TONMbKO Tpacca BbINOMHEHWs. Takke 3To
nomoraet u3bexartb YMCTO MEXaHWYECKUX TPYAHOCTEN OAHOBPEMEHHOW paboTbl C HECKONMbKAMMU
UrnamMm-mMuKponpoBGHUKaMKM Ha NMNHUSIX LUWHBI, LUMPUHA KOTOPbIX COCTaBNSET NULLb HECKOSbKO MUKPOH.

Program Counter load

load low high
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XX

LWMHa AaHHbIX (8 bit)

agpecHas wuHa (16 bit)

urna MMKponpooHMKa

CUrHan CUHXpPoHM3aLmu

EEPROM

X-yaaneHHoe coeanHeHve, *-co3faHHoe HOBOE CoeMHEHME

ModugbuyuposaHHasi amaka Ha Kpurnmorpouyeccop ¢ rnomouwbto paboyeld cmaHuyuu FIB, nossonsowas
neeko ocywiecmsumbs ocmyrn K 3acekpedeHHoMy codepxxumomy EEPROM, ucrnionb3ysi eQUHCMEEHHY0
uarny-MuKkporpobHUK

UHayumpoBaHue cb6oeB (rnuy-ataku)

B npuHumMne, cosgatensM BbIMUCIUTENBHOW TEXHWKWA OaBHO M3BECTHO, YTO K MHXEHEePHO-3aLULLEHHbIM
yCTpOCTBaM Tuna CMapT-KapT, KOTOpble 0GbIYHO Marlbl U KOMMAKTHbI, C LESb0 BbI30Ba BbIYUCITUTENBHOW
OWNGKM MOXHO MPUMEHUTb HEKOTOPbIE YPOBHM paguaLMoHHOTO OBGNyYeHWs WM HarpeBaHusl, nogady
HENPaBUIbHOTO HAMPSHXKEHUS MUTaHUS UMW HECTaHOAPTHYIO TAKTOBYH YacToTy. MI3BECTHO Takke U To, YTO
MpU BO3HUKHOBEHUWU COOSI B BbIYMCIIEHUSIX KOMMbIOTEPHOE YCTPOMCTBO MOXET BbidaTb MHGOpMauuio,
NnonesHylo Ons BOCCTAHOBMEHUS CEKPeTHbIX AaHHbiX. O[HaKo, HacKonbKo cepbe3Ha 3Ta yrposa B
OENCTBUTENBHOCTU, JONTOE BPEMS Maro KTO Noao3pesart.

B koHue ceHTabpsa 1996 r. konnektmB aBTopoB M3 Bellcore, Hay4yHO-uccrnenoBaTenbCKOro LEHTpa
amepuKaHckon komnaHum Bell, coobwmn o Tom, YTo 0OHapyXeHa cepbes3Has noteHumarnbHas crnabocTb
obLLero xapakrepa B 3alLMLLEHHbIX KpUNTOrpadmnyeckmx yCTpoOMCTBax, B YacTHOCTU, B CMapT-kapTax Anis
ANEKTPOHHbIX nnatexen. AsBTopbl - BoHd, [deMunno u JlunToH - Ha3Banu CBOW MeTOA BCKPbITUS
«KpUnToaHanu3om npu cbosx obopyaoBaHusa», CyTb XKe ero B TOM, YTO UCKYCCTBEHHO BbI3biBasi OLLUNOKY B
paboTe 3NEKTPOHHOW CXeMbl C MOMOLLbIO MOHM3AUUW UM MUKPOBOJSIHOBOrO OOMny4veHusi, a 3aTem



cpaBHUBasi COOMHblE 3HAYeHWsI Ha BbIXOAE YCTPOWCTBA C 3aBEeAOMO MNPaBUIIbHLIMW 3HAYEHUAMMU,
TEopeTMYECKN MOXXHO BOCCTaHaBNMBaTh KpMNTorpadmyeckyto MHpopmaLmio, XpaHsLLycs B CMapT-KapTe
[BDI7].

VMccnepoBaHnst yyYeHbIX Mokasanu, YTO HOBOW yrpo3e MnoABepXeHbl BCe YCTPOWCTBA, WUCMOMb3yloLliune
KPMNTOanropuTMbl C  OTKPbITBIMW  KMtoYaMu  Anst  WwWndpoBaHns mMHdopMauMn u - ayTeHTudmkaumm
nonb3oBatend. 370 MOryT ObITb CMapT-kapTbl, NPUMEHSAEMble AN XpaHeHUs AaHHbIX (Hanpumep,
3MEKTPOHHbIX AeHer); SIM-KapToukM Onsi COTOBOM TenedOoHUM; KapTOYKN, reHEPUPYHOLLNE SNEKTPOHHbIE
nognucu wunuM obecneuymBawlme ayTeHTUMKaUMIO Monb3oBaTens npuv yganeHHOM [JocTyne K
KopriopaTuBHbiM ceTaMm. [NpaBga, paspabotaHHas B Bellcore ataka 6bina npumeHumMa Onsi BCKpbITUSA
KItoYer MCKMIOUYNTENBHO B KPUMTOCXEMAX C OTKPbITbIM KNOYoM - RSA, anroputm umdcpoBon nognmcu
PabwvHa, cxema ngeHtudpmkaumm ®uarta-Llammpa 1 Tomy nogoOHbIE KOHCTPYKLUNN.

naBHbIM Xe pe3ynbTatoMm nybnukauum Bellcore ctano To, YTO K M3BECTHOWN, BOOOLLE roBOPS, B Y3KOM
Kpyry npobneme 6binio NpuBnedYeHo BHUMaHWe ropasgo Gonbluero yicna uccnegosatenein. VI meHblue
yem yepes Mecsl, nocrne nosieneHnsa cratbk BoHa 1 ero konner, B oktabpe 1996 r., cTano M3BecTHo un o
pa3paboTke aHanorMyHoOMm TEOPETUYECKOW aTakm B OTHOLIEHWU CUMMETPUYHbIX LWNGPOB, T. €.
KpMNTOanropuTMOB 3aKpbITUS AaHHbIX C OOLMM CeKpeTHbIM KrtodYoM. HoBbii meToq 6bin paspaboTaH
3HaMEHMWTbIM TaHOEMOM M3pannbCkux kpuntorpados Anm Buxamom n Agn Llammnpom, nonyyuns HasaHue
«OndbdepeHumnaneHbii aHanua uckaxeHunn» unu OAU (no-aurnuickm DFA).

Ha npumepe camoro pacnpoctpaHeHHoro 6royvHoro wudgpa DES a1 aBTOpbl NPOAEMOHCTPUPOBANN, Y4TO
B pamkax Tow e «bennkopoBckon» mogenu cbos B paboTe annapaTtypbl MOXHO «BbITALLWUTLY» MOMHbLIN
knoy DES m3 3awmeHHon cmapT-kapThl nyTem aHanu3a meHee 200 6nokoB wudpTekcta (6nok DES - 8
6awvT). Bonee Toro, BnocneacTeuMu nosBuncs eue psg pabotr buxama-llamupa ¢ onvcaHvem mMeToadoB
N3BMeYEeHUs Krya M3 cmapT-KkapTbl B YCMOBWSX, KOrAa O peann3oBaHHOW BHYTPU KPUMTOCXEME He
M3BECTHO nNpakTnyeckn Hudero [BS97].

Haunbonee 4acto kputuka B agpec AW, 0COBEHHO CO CTOPOHbI BbiMyCKalWUX CMapT-KapTbl UpM,
cBoaMnack K TOMy, YTO BCSl 3Ta MeTOAMKa HOCUT cyrybo TeopeTuyeckuii xapaktep. Begp HUKTO, geckars,
He NpoAEeMOHCTPMPOBan Ha MpakTuke, YTo COOMHble OLMOKM MOXHO BbI3blBaTb MMEHHO B KPUMTOCXEME,
npuyem KOHKPETHO B anroputMe passopavvBaHug Kroya...

Ho yxe BecHon 1997 roga nosiBUNIOCb OMMCaHWE HE TEOPETUYECKOW, a BecbMa MNPaAKTUYHOW aTakw,
nonyymBLUEN Has3BaHWE «yCOBEPLLUEHCTBOBaHHbLIN MeTod OAWM». ABTOpbLI aTaku, yXe yrnoMuHasLIMeCSs
kemOpumkckui npocpeccop Pocc AHOEpCoH 1 ero (B Te BpeMeHa) acnupaHT us MepmaHum Mapkyc KyH,
NPOAEMOHCTPUPOBanNM, 4YTO MOryT W3BMeKaTb K4 M3 cMmapT-kapTel MeHee 4yeM no 10 6Gnokam
wudpTekcta. B ocHoBy HOBOro metoda Obina MonoXxeHa MOAENb MPUHYAUTENbHBIX WCKaXXEHUR Wnu
«rnny-atak» (0T aHrnuickoro glitch - Bcnneck, BbIGPOC), peanbHO MNpPaKTUKyEMbIX Kpakepamu npu
BCKpPbITUX CMapT-KapT nnaTHOro teneesugeHus. o rnmy-atakamm NOHMMaTCA MaHUMYNALUN C TAKTOBOW
YacTOTOW WM HanpshKeHWEM MUTaHWUs CMapT-KapT, YTO MO3BONSAET BblAaBaTb Lamrbl C KIOYEBbIM
MaTepuanoMm Ha nopT BbiIxoda YcTponcTBa. OIOMDPEKTUBHOCTL [MMY-aTak MNpPOAEMOHCTPUpOBaHa
KEMOPUIKCKMMM aBTOpPaMM Kak Ha CMMMETPUYHBIX KPUMTOCXEMax, Tak M Ha BCKPbITUM anropuTMOB C
OTKPbITbIM Krito4oM [AK97].

AHanuns3 no60YHbIX KaHaNoOB yTe4YKN

Jletom 1998 r. mpuwno usBecTne euwe o6 OOHOM METOAE BCKPbITUS CMapT-kapT, Tawkke 6Gonee yem
yCneLwHo peannu3oBaHHOM Ha npakTuke. CoBceM Hebornbluas, cocTosilast u3 4 4yenoBek KOHCanTUHroBas
kpuntocdhupma Cryptography Research ns Can-®paHumucko paspabotana udpesBbldanHO 3pHEKTUBHbIN
aHaNUTUYECKUA WHCTPYMEHTAPUA ONA  U3BIMEYEHUS CEKPETHbIX KITHYEN U3 KpUMTorpadmnyeckmx
yctponcTs. No cnosam rnaebl dupmel [Nona Koyepa, kotopomy B Ty nopy 6birio 25 net, nccnegosartensm



«He yaanocCb HaNTX HWU OQHOWN KapTbl, KOTOPYK HEJb3A ObI10 Obl BCKPbITb».

Kouep, Hago oTmeTuTb, N0 obpa3oBaHuo BGMONOr, a XakepCTBOM 3aHMMarncs ¢ AeTcTBa Kak xobbu. He
UCKIMIOYEHO, YTO MMEHHO Buonornyeckoe obpasoBaHWe MOMOrNo eMy BbipaboTaTb COBCTBEHHLIN CTUIb
aHanu3a «4epHbIX AWMKOBY», OTHOCACL K HUM Kak K XXMBbIM OpraHM3mam W BHMMAaTEMbHO uccnegysi Bce
OOCTYMNHble MPU3HAKN WX ©KU3HEOeATeNnbHOCTU». B TpaaMuUMOHHOM aHanuse KpuNTOyCTPOUCTB U
3alUMLLEHHBbIX NPOTOKONIOB MPWHATO Npeanonaratb, YTO BXOOHOE W BbIXOAHOE COOOLUEHWUSI OOCTYMHbI
310YMBILLMEHHWKY, a Kakas-nbo MHopmaumns 0 XpaHUMbIX BHYTPW AaHHbIX (KPUNTOKMKOYAX, Hanpumep)
emy HemsBecTHa. OpHako, nboe 3MEeKTPOHHOE YCTPOWCTBO COCTOMT W3 KOHKPETHbIX 3fIEMEHTOB,
BblJAOLLMX B OKPY>KaIoLLYyO cpedy MHdopmauuio o ceoen paboTe. A 3Ha4YMT Ha CaMOM ferne aTakyloLen
CTOpOHe MoXeT OblTb [[OCTyNnHa W BCEBO3MOXHas noboyHas wHdopmauus, BblaaBaemas
KPUNTOYCTPONCTBOM: 3N1EKTPOMAarHUTHOE M3ny4eHune, curHanbl 06 owmbkax unm ob uHTepBanax BpeMeHu
MeXAy BbINOMHAEMbIMU UHCTPYKLMSAMM, konebaHna B NOTpebneHun anekTponMTaHus u apyrue AaHHble.

BoobLie roBopsi, Bce 3TO OYEHb XOPOLUO W3BECTHO BOEHHbIM W crneucnyx6am, rae paspaboTaHsbl
creunanbHble MeToabl paboTbl ¢ NOGOYHBIMM KaHamamy yTeuku MHdopmauuu, Ho Tema 3Ta - noj
KOZOBbLIM HavMeHoBaHMeM Tempest - CTPOro 3acekpeyeHa ¥ OTKPbITbIX NMyGnuKauWin 0 HEl OYeHb Mano
(noopoGHee cM. pasgen «My>XUMHbI C OLLENOMUTESNbHBIM OCHALLEHUEMY ).

Kouep n ero konneru, MOXHO cka3aTb, Nepen3obpenn CekpeTHble MeToAbl Crneucnyxb M Haydumnucb
BCKpbIBaTb 3alMTy CMapT-KapT C MOMOLLbIO MPMBIEYEHUSA annapata MartemMaTU4ecKonW CTaTUCTUKN Y
anrebpanyeckux MeTOLOB WUCMpaBfieHuMs ownboK ANns aHanusa ryKTyauun B MOTPeOneHnn 4mnom
anekTponuTaHua. [enanocb 3TO NpUMEPHO B TeyeHue nonytopa net ¢ 1996 no 1998 rop, korapa
crneumanuctbl Cryptography Research 3aHumanuce 3agadent o Tom, KakuMm obpasom MOXHO Obinio Obl
MOBLICUTb CTOMKOCTb MOPTATUBHBIX KpUNTOrpadu4eCcKknx XeToHOB, BKMOYasi cMapT-kapTel. He npenasas
CBOM WCCMNeoBaHWA LUMPOKOW Orfacke, OHW 3HAKOMWMM COOOLLEeCTBO Mpov3BoauTener cmapT-kapT C
paspaboTaHHbiMM B hvpmMe Bugamu atak, nonyumBwvMy HassaHus Al (npocTtor aHanu3 nutaHud) u
OAJ (oudpdepeHumanbHbii aHanua nutanus, unu DPA) [KJ99].

BrnonHe o4eBMAHO, 4YTO AdaHHble MEeToAdbl aHanmMsa 3acrnyXvBalT CaMOro CEepbe3HOro BHMMaHuS,
MOCKOJIbKY aTaku Takoro poa MOXHO NPOBOAMTL ObICTPO M UCMOMb3ys YXKe roTOBOoe 060pyaoBaHNE LIEHOM
OT HECKOSbKMX COTEH OO0 HECKOIbKMX ThiCAY AonnapoB. basoBble e KOHUenuunm HOBOW METOAUKM
BCKpbITMS cdopmynupoBaHbel B 6Gornee paHHeh WM [ocTaTodHO wu3BecTHon paboTte [lona Kouepa
«KpvntoaHanua Ha ocHoBe TawMepHoWn aTaku» [PK96], roe Obino NpoAEMOHCTPUPOBAHO, YTO MOXHO
BCKpbIBaTb KPUMNTOYCTPONCTBA, MPOCTO TOYHO 3amepsst MHTEpBarbl BPEMEHU, KOTOpbIE TEM TpebyloTcs Ha
006paboTKy OaHHBbIX.

Uto xe kacaetca [lAll-atak, TO 34eCb aHanUTMK HEenocpeacTBEHHO HabnwpgaeT 3a AMHAMWKON
notpebnexHus aHeprum cuctemon. KonmyecTtBo pacxofyemMon 3Heprum M3MEHSIeTCs B 3aBUCUMMOCTU OT
BbINOSTHAEMON MMUKPOMPOLIECCOPOM  MHCTPYKLUMK, a ANs TOYHOro OTChnexuBaHus dnykTyaumum B
notpebneHMn NUTaHms MOXHO UCMONb30BaTh YyBCTBUTENbHbBIN aMnepmeTp. Tak BbIBNATCA OonbLune
6nokn MHCTpykumi - umknbl DES, onepauun RSA u T. A., - NOCKOMbKY 3TV Onepauun, BbINOHAEMblE
NpoLIECCOPOM, UMEIOT BHYTPU cebsi CyLLeCTBEHHO pasnuuatrowmecs no suay dparmeHTol. Mpu Gonee
CWUIMbHOM YCWUMEHUN yaaeTcs BbiAENSATb M OTAENbHbIE MHCTPYKUMK. B To Bpems kak All-ataku rmaBHbIM
0b6pa3oM CTpPOSATCA Ha BU3yarlbHOM aHanu3e C Lenbilo BbiOeNeHust 3HauyMMmbix hriykTyauum nuTaHus,
3HaunTenbHo 6onee adpdpekTmBHbIM MeTod OAJT NOCTpOEH Ha CTAaTUCTUYECKOM aHanmu3e u TeXHONOormsax
ncnpasneHus ownbok Ans BbigeneHus nHopMaLmmn, UMeLLLEN KOPPENALNM C CEKPETHBIMU KITFo4YaMu.

Koe-uto HOBOe

B wuoHe 2002 r. 6bin obOHapogoBaH e€lWe OAWH MeTod BCKPbITUS CMapT-kapT M 3alUULLEHHbIX
MUKPOKOHTPOMNEpPOB, NOMyYnBLUNA Ha3BaHMe «aTaka ONTUYecKMM nHAayumMpoBaHuem cboes» (optical fault



induction attack). 3T1oT knacc atak Obln obHapyxeH M uccrnegoBaH B KeMOpuoKcKoM yHuMBepcuTeTe
pycckum acnupaHtom Cepreem CkopoboraTtoBbiM K ero pykosogutenem Poccom AHgepcoHoM. CyTb
mMeToga B TOM, YTO CCGIOKYCMPOBAHHOE OCBELLEHME KOHKPETHOrO TPaH3UCTOpa B SMEKTPOHHOW CXeme
CTUMYNVpyeT B HEM NPOBOAMMOCTb, YEM BbI3bIBAETCA KPATKOBPEMEHHbIN COOW. Takoro poga artaku
0Ka3blBalOTCH AOBOMBbHO AELUeBbIMA W MPaKTUYHLIMW, ONS HUX He TpebyeTcs CrOXHOro u [opororo
nasepHoro obopynoBaHus.

Hanpumep, camu kemBpuaKckne uccnegoBartenu B Ka4ecTBe MOLLHOMO MCTOYHMKA CBeTa MCNoNb3oBanm
(POTOBCMBILKY, KYMMAEHHYIO B MarasvHe nogepXaHHbiXx ToBapoB 3a 20 (yHTOB cTepnuHroB. [Ons
UNMCTpaumMmM MOLKM HOBOWM atakm Obina paspabotaHa MeToamka, NO3BOMAIOLWLAS C NMOMOLLBHO BCMbILIKA U
MMKPOCKOMNa BbICTABNATb B HY)XHOe 3HayeHune (0 nnm 1) mnobon 6mt B SRAM-namsaT MUKPOKOHTponepa.
MeTooomM «OMNTMYECKOrO 30HAUPOBaHMA» (optical probing) MoxHO wuHAyumpoBaTb cbon B paboTe
Kpuntorpadmyeckmx anropuTMOB UM NPOTOKOSIOB, @ TakkKe BHOCUTb UCKaXXEHWUSI B MOTOK YNpaBrsitoLLmX
KomaHg npoueccopa. [MOHATHO, YTO MNepeyvYnCrieHHble BO3MOXHOCTM CYLIECTBEHHO PacLUMPSOT yxXe
N3BECTHble «COOWHbIE» METOAbl BCKPbITUS KPUMTOCXEM W WU3BIIEYEHUS CEKPETHOW WHGOpMauun u3s
cmapT-kapT [SA02].

MHaycTpusa, Kak 0OBbIYHO, MbITAETCA BCAYECKU MPUHU3UTL 3HAYMMOCTb HOBOro MeToda BCKPbITUSA,
MOCKOJIBKY OH OTHOCKTCS K KIaccy paspyLualolmx atak, CoOnpoBOXAAILMXCS NOBPEXAEHNEeM 3aLLUMTHOrO
crosi B unne cMmapT-kapTbl. Of4HaKo, No cBUAETENbCTBY AHOEPCOHA, 3MT0YMbILWIIEHHUKN MOTYT 0GOMTUCH U
MUHUMAnbHLIM  (DU3NYECKUM BMeELLATEeNbCTBOM: KPEeMHUIA npo3padveH B WMHMPaKpacHOM [JuanasoHe,
MO3TOMY aTaky MOXHO MPOBOAWTL MPSIMO Yepe3 KPEMHUEBYH MOAMOXKY C 3a4HEN CTOPOHbI YuMna, CHSIB
NULWb nracTuk. Micnonb3ays e peHTreHOBCKOe U3NyyYyeHne, KapTy Y BOBCE MOXHO OCTaBUTb HETPOHYTOM.

Otumm xe cneumanuctamm u3 Kembpuaka COBMECTHO C y4YE€HbIMM KOMMbIOTEPHOW nabopatopun
NyBeHckoro yHuBepcuteta (Benbrvs) HegaBHO pas3paboTaHbl €elle HECKONbKO HOBbIX METOAOB
CUNTBIBAHUA MHpOPMaLMM 13 3aLUMLLEHHbIX YMNOB cmapT-kapT. ObWwum ansg gaHHbIX METOAOB SBMNSETCH
TO, YTO OHW WMHAYUMPYIOT NoAgfdawlimecss 3amepaMm W3MEHEHWs B aHaroroBbIX XapakTepUCTMKax Ayeek
namsaTn. Hanpumep, ckaHupys S4eriku cpoKyCUpOBaHHBLIM 1a3epoM UMM HaBoAsA B HUX BUXPEBbIE TOKU C
MOMOLLBI0 MHAYKTUBHOW CIMpanu Ha urne MMKpONpoOHUKa, MOXHO NOBLICUTb 3NIEKTPOMArHUTHbIE YTEUKN,
BblJatoLLMe 3anMcaHHOe TaM 3HadeHue GuTa, HO MpU 3TOM CamoO 3TO 3HAYEHWE COXPaHSETCS B siUelike
HeHapyLleHHbIM. CUIbHbIM OXMNaXAEHUEM 4Yuna B HYXHbIi MOMEHT BpPEMEHW MOXHO «3aMOpO3UTb»
COOEpPXNMOe WHTEPECYIOLEro permctpa M cuynmtatb U3 Hero (KN4eByk) MHAOPMaUMio, OBbIYHO
XpaHsLWLyCcs MM nepegaBaemMylo B 3alMdpoOBaHHOM Buae. OTa TEXHOMOrMUS MPUMEHMMa K CaMbiM
pasHbiM Tunam namatv ot RAM go FLASH 1 peanbHO npogeMoOHCTpUpoBaHa cumTbiBaHueM kntodven DES
n3 sayeek RAM 6e3 kakoro-nnbo gusmnyeckoro koHTakTa ¢ ymnom [SQO02].

[aHHast paboTa npoBefeHa yyeHbiMM MO 3aka3y npoekta EBpocotosa GSCard n ctaBuT nepea cobon
Uuenb Co3daHWsi CMapT-KapT Creaytolero roKoneHus, CnocoBHbIX MakcuManbHO MPOTUBOCTOSTb
COBpPEMEHHbIM aTakaMm BMoTb A0 «nonypaspyLuatwmx». CosgaHve abcontoTHON 3almUTbl, ECTECTBEHHO,
He 4ABNndeTCcA pearnmMcTudHbIM AnAa pearibHO NpUMeHAeMbIX yCTpOVICTB, OAHO M3 rMaBHbIX OOCTOUHCTB
KOTOpbIX - AeLIeBU3HA.

HarnagHo u y6enMTeano, HO - ANnNA CBOUX

ApceHan cpefcTB 3alMTbl CMapT-kapT Ha CErofHsILWHUA AeHb BecbMa pa3HoobpaseH. Paspyliatomm
MeTo4aM BCKPbITUS MOTFYT MPOTUBOCTOSTb EMKOCTHblE [AaTyMKM WM ONTUYECKME CEeHCopbl Mnof
CBETOHENpPOHMLaeMor 060onoYkon (4To Kpakepbl OABHO Hayymnucb ob6xoguTb), NMMbBO «cneuunanbHbIN
Knemn» - ocoboe NoKpbITUE ANst YUMOB, KOTOPOE HEe TONBbKO HENPO3paYyHO K obnagaeT NPOBOAUMOCTLIO, HO
Takke HaOEXHO MPOTUBOCTOUT MOMbITKAM YHUUTOXUTb €ro, ObblYHO paspyllasi KPeMHWUEBLIA CroMH,
HaxoOsALWMNCS nog HUM. Takue MOKpbITUS OTHOCATCA K dbeaepanbHomy ctaHgapty CLUA FIPS 140-1 n



LUMPOKO  WCMONb3YOTCA B aMEPUKAHCKOW  BOEHHOW  MPOMBILLNEHHOCTM, HO  MOBCEMECTHO
pacnpocTpaHeHHbIMK B ObITY UX Ha3BaTb HEMb3sl.

Pag Hepgoporvx u adpdektuBHbIX MeTodoB npoTtusogenctems metogam JANT n JAW wmssecteH no
paspabotkam Cryptography Research. B yacTHOCTW, co3gaHbl ocobble annapaTtHble M MporpamMmMHble
MeToabl, obecneymBaroLLme 3HAYNTENBHO MEHBLUMIA YPOBEHb YTEYEK KOMMPOMETUPYIOLLEN MHpopMaumn,
BHECEHMe LyMa B W3MepeHus, AeKkoppenupoBaHve (pasgeneHve B3aMMO3aBUCUMMOCTEN) BHYTPEHHUX
nepemMeHHbIX M CEeKpeTHbIX MapamMeTpoB, a Takke AeKOppPenupoBaHMe Mo BpPeMeHU KpunTorpadmnyeckmx
onepauun. 3Ha4yMTeNbHbIA Psif, HOBbIX METOAOB 3aLUMTbI NPEANOXEH KOMMbIOTEPHBIMU NabopaTopusamu
JlyBeHa n Kembpupxa (dice.ucl.ac.be; cl.cam.ac.uk).

PaspaboTtkon Mep 3awWuTbl CMapT-kapT OT BCKPbITUS, KOHEYHO e, 3aHUMAalTCA He TONbKO B
YHMBEpCUTETaX MM marneHbkux cdompmax Bpoge Cryptography Research lNona Kouepa wnu Advanced
Digital Security Research Onueepa KemmepnuHra. bBonblias pabota Begetcss U HEMNOCPEACTBEHHO B
CMapT-KapTOYHOW MHAYCTpWUW, rAe, npaBda, NpeanoynuTaroT 3Ty AenukaTHy Temy nyobrnMyHo He
obecyxpgaTtb. Ho MHorga koe-kakast MHGpopMaums BCE Xe NpocadmMBaeTcs. Tak, Ha Kpuntorpadunyeckon
BbiCcTaBke-koHdepeHuun RSA-2002 uHTepecHerwasi akcnosmuusa Obina yctpoeHa komnaHuen Datacard
Group, cneunanusnpyoLLlerica Ha paspaboTke cMapT-KapT.

Ha cBoeM BbICTaBOYHOM CTeEHAE COTPYAHMKN (OUPMbI pa3BepPHYIN HEKMNIA «NOMEBOW BapuaHT» HEOONbLLOMN
ANEeKTPOHHOW nabopatopun. bykBanbHO Ha rmasax U3yMreHHoOW nybnukM 4eEMOHCTPUPOBANOCh BCKPbITME
CMapT-kapT C MoMmoublo onucaHHbiX Bbiwe metogoB OAJT n OAW. O6opyaoBaHusa gns atux paboT
TpeboBanocb COBCEM HEMHOTO - ocuunnorpad), KOMMNbLITEP Aa HECKOMBbKO «CreLmanbHbIX KOpoboyeky.

[nsa saputenei npoLecc BCKpbITUS CMapT-KapThl Bbirnsaen npuMepHo Tak: «Cenvac Bbl BUOUTE Ha SKpaHe
ocumnnorpacda nocrneaoBaTenbHOCTb BepTUKanbHbIX  BCnneckoB. 3To  uuknbl DES-anroputma,
WwndbpytoLero nHopMauuio B Yune kapTel. [laBante yBenuuum paspellueHne KapTuHKA. BHyTpu Lmkna Bbl
BUOMTE MUKW XapaKTepHon ¢opMbl - 3TO S-O0KChl, Mpeobpasylome HyXXHbld Ham kniod. [daBante
3anycTum nNporpammy BCKPbITUS, KOTOpasi M0 OCOBGEHHOCTSIM 3TUX CUrHaNOB OTbICKMBAET BUTbI CEKPETHOM
MHdopMaLMK1, U BOT Yepe3 MUHYTY UMK ABE Mbl MOJTy4aeM KoY Ha BbIXOAE NPOrpammbiy.

3HaunTenbHO bonee cTorkun kpunToanroputm Triple-DES BckpbiBancs aHanormyHo, Ho NpUMEpPHO pasa B
3 pasa Gonblue No BpeMeHW. Te xe camble HEeCKONbKO MUWHYT yxoawunu y aHanutukoB Datacard Ha
OTbICKaHVWe napbl GonbWKMX NPOCTbIX 4mcern, obpasywwmux knwod B anroputme RSA. [na atoro He
MCMNomMb30BannCb, SICHOE AENO0, YXacHO TPyAOeMKue MeToabl hakTopusaumun (pasnoXeHus uucra Ha
MHOXUTENK), @ «NPOCTO» BHUMAaTENbHO aHanM3MpoBanNuCb peakumy Ynna cMapT-KapTbl Ha Hebonblune
BapbMpPOBaHUA B HANPSXXEHUN U YacToTe Npu Nogade NUTaHus...

Cambin abheKTHbIN, NoXanyw, TPHOK - 3TO M3BNeYeHne uMHdopMauunm u3 BecKOHTaKTHbIX CMapT-KapT,
Koraa BCKpbITUE YCTPOMCTBA M CUMTbIBAHWE CEKPETHOrO Kiova [enaeTcsi ¢ MOMOLLbIH crneumnansHoro
paguo4acToTHOro MHTepdenca - ANCTaHLMOHHO M abCcontoTHO He3amMeTHO Ans Bnagensua [CP02].

OpHo aeno yutaTb 060 BCEX 3TUX MeToaax B abCTpaKkTHbLIX UCCNEAOBATENbCKMX CTaTbsIX U COBCEM ApYroe
- yBMAETb, KaK QfaHHasi KyxHS yHKUMOHMpPYeT peanbHo. [lo cBMOETEenbCTBY CMNeuuanucTos,
OTKpbIBAOLLAACA KapTMHa AENCTBUTENMbHO BreyatnseTt. M 3acTtaBnseT oYeHb CEpbe3HO NMepeoCMbICIIUTb
peanbHyto 6€30MacHOCTb TEXHOMOMMN.

Bo3HsA B nognonbe, BOMHa Ha Hebecax

B Hauvane 2002 r. BnactamMu 'OHKOHra NPUHATO peLleHne 0 TOM, YTO HauuHas ¢ 11-neTHero Bo3pacTa Bce
XUTenm 3Toro ocoboro pernoHa Kntas AOMmKHbI UMeTb MAEHTUMUKALMOHHYIO CMapT-KapTy, CoaepXaLlyto
doTorpacduto, Ums, Mon, AaTy POXAEHWs, CTaTyC NPOXuBaHWUA U BuomeTpuyeckyro MHpopmauuo o6
oTneyaTtkax bonblwunx nansues obeux pyk. B npuHumne, xxutensm FOHKOHra Kk nacnoptam He npuBbIKaThb,


http://www.dice.ucl.ac.be/crypto
http://www.cl.cam.ac.uk/Research/Security/tamper/

nockonbKy nx Beenu ewe B 1949 roay, koraa ns 3aBoeBaHHoro Mao Li3agyHom Kutasa B aTy GpuTaHCKyto
KOMOHMIO XMblHYN MOTOK MWIPaHTOB, HE WCNbITbIBABLUMX 3HTy3Ma3Ma B OTHOLUEHUW KOMMYHWCTOB.
Torpa-To BNacTsM M MOHA400MIOCH CPOYHO pPasfenuTb Hapod Ha «MECTHbIX» M «MPUEKUX». YXKe
HECKONbKO NeT, kak [OHKOHr BHOBb cTan 4YacTtbld Kutas, ogHako ocCOoObIi 3KOHOMWYECKUA CTaTyc,
OTAENbHOE yrNpaBfeHne N XXEeCTKUA KOHTPOIb 32 UMMUIpaLMen Nyilb YNpoYnnun nacrnopTHYO CUCTEMY.

BeeneHune cmapT-kapT ¢ BuomeTpuyeckon nHopMmaumen B KayecTse MAEHTUMUKALMOHHBIX JOKYMEHTOB
HabupaeT macwTabbl BO MHOTMX TEXHOMOMMYECKN NPOABUHYTBIX CTpaHax mupa, oT duHnaHamm n Utanum
no Mananasum n AnoHun. Ho nonyTHO pacTyT onaceHusl, YTO TEXHONOMMN KOMMbIOTEPHOW naeHTudmkauum
JenarT CIULIKOM NPOCTbIMU 3M0ynoTpebneHns Kak Ha MOYBE XULLEHUS FINMYHOCTU, TakK U TOTanbHOW
CNexku 3a rpaxxgaHamu. [nst FToHkOHra 3To 0cob0 akTyanbHO, MOTOMY YTO, KaK XOPOLLO M3BECTHO, MUMEHHO
3aecb COCpPeaoOTOHEHO 3HaunNTEsNbHOE KONM4ecTBO KBanM@puUuUMpoBaHHbIX Kpakepos,
CrneLmanm3npyowmnxca Ha B3fIOME CMapT-KapT, UCMOMb3yeMbiX B CUCTEMAaxX NNaTHOro TeneBuaeHus,
3MEKTPOHHbIX NIaTEXen N MPOUNX KOMMEPYECKUX MPUMOXKEHMUSX.

HoBble 9neKTpOHHblE KapTOYKM-MAacnopTa rOHKOHILEB MpedHasHayeHbl, cpean mnpodvero, W Ans
YCKOPEHHOTO0  MPOXOXAEHWS  MOrPaHUYHOrO  KOHTpomns.  Yepes  aBTOMaTU4eCKME  «KMOCKM
camoobCnykmnBaHua» 3TO MOXHO AenaTb B 06X04 UYMHOBHUKOB U TPaaWLMOHHO ANUHHBIX ovepenen
npubbIBalOWMX WM oTbe3xawwmx. [Ona paboTel NOQOGHbIX KWOCKOB HE  MNpegyCMOTPEHO
LeHTpanu3oBaHHOM 0a3bl JaHHbLIX C OTneYaTkamu nanbLeB Bcex rpaxaaH (Mockonbky nogobHble 6as3bl
NPU3HaHbl CMAULLKOM YA3BUMbIMU AN NOCAraTenbCTB 3M0YMbILLNEHHUKOB), Tak YTO 34eCb MpOMCXoauT
nYWb CrivdeHne oTnevyaTka nanbua Bragenbla KapTbl C KOAOM, XPaHALWMMCS B NamMATM MUMKpocxeMmbl. Bee
aTn obcToATenbCcTBa nopoxpawT 6OnarogaTHyto MO4YBY AMs  3apOXAEHUSA HemneranbHOro  pbiHKa
NMOeHTUMUKALNOHHBIX cMapT-kapT. [puHMMasga B y4eT pearnbHOCTb NOAO0OHOM yrpo3bl, BNacTu OHKOHra Ha
BCSIKUI Cry4an UCKMOYNIN N3 KapTOYEK-NacnopToB MiiaHNPOBaBLUMECS MOHAYany yHKUUN BOOUTENbCKNX
npaB 1 OMGnMoTeYHbIX yoocToBepeHun. Mo Bcel BuaumocTu, gabbl He CTUMyNMpoBaTb COBCTBEHHBbIMU
pykamu pocT YepHOro pbiHka danbLumnsbix nacrnopTtos [HKO2].

XaWnTtek-nacnopTa Ha OCHOBE CMapT-KapT - A4ero rnoka YTo 4OBOSIbHO HOBOE, MO3TOMY MO COCTOSIHMIO Ha
koHeL 2003 r. B npecce u VIHTepHETE elle He MOoSIBNANOCh CKOMb-HNOYab OOCTOBEPHOM MHGOpMaLUn O
MacLuTabax 1 CTeNeHN Cepbe3HOCTU 3MoynoTpebneHmnin B 3Ton obnactu. 3ato 0 ApYron, TEXHONMOrMYECKH
BecbMa 6nm3skon cdepe - B3arniome CUCTEM CMYTHUKOBOIO NNaTHOro TeneBmaeHns - nybnvkaummn 6onee 4em
[OCTaTO4YHO.

Kak aTo paboTtaert

KonunuyecTBo oOHMX NULLb feranbHbIX NOAMNMCYMKOB CUCTEM CMYTHUKOBOrO TB nepeBanuso yxe 3a COTHIO
MUMnuoHoB. Pa3HooGpasHble, cnoHTaHHO poxaaslumecs ¢ 1970-x rogoB TEXHOMOrUMM 3aliuTbl CUrHana
MOCTEMNeHHO CXOAATCA W HblHEe, BO MHOrOM 6rnarofapsi cMapT-kapTam, YXe Moyt obpenu eauHbii
KOMMIEeKC cTaHaapToB, obecneuvBatowyx 6GecnpobnemHyio paboTy annapaTypbl B pasHbiX 4acTsx
NraHeThbl U B YCMOBUSX Pa3HbIX KOAUPOBOK.

YT0, B cambix 0bOLLMX YepTax, NpeacTaBnsieT cobo COBpeMEHHasi cucTtema nnaTHOro crnyTHUkosoro TB?
C To4kmM 3peHus TB-komnaHum n OObIYHOrO neranbHOro NOAMUCYMKa, cCaMoe rMaBHOe B 3TOW cUcTEME -
KapTa gocTtyna, T. e. cMapT-kapTta, npuobpetaemasi BMecTte ¢ TB-annapaTypow CNyTHMKOBOrO npuema,
nMbo OTAEenbHO (ecrnv KOMMIEKT M3 aHTEHHbI-Tapenku M NpueMHUKa-pecBepa yxe mmeeTcsl). Kapta
[0CTyna pa3mepoM NPUMEPHO CO CTaHAAPTHYIO KpeauTKy BCTaBMSETCH B CMOT pecuBepa U NpeacTaenseT
cOobON MOSTHOLEHHbI MUKPOKOMMBIOTEP C MPOLIECCOPOM, BCTPOEHHBLIM MPOrpaMMHbIM obecneyeHnem u
namsiteto.  [porpammHoe obecnedeHne, npowMTOE B CMapT-KapTy, YyhnpaeBnseT nNpueMoM W
JeKooupoBaHMeM MakeTa KaHanoB TOW KOMMaHWM, YTO BbIMyCcTMna kKapTy doctyna. locne ycTaHOBKM
06opyaoBaHUsa aboOHEHT BbIOMpaeT MHTEPECYHOLLNA ero Habop KaHarnoB, AenaeTt ux onnarty u Kakum-rnmoo



06pa3om - 06bI4HO MO TenedoHy - cBA3bIBAET pecuBep/kapTy ¢ TB-komnaHuein. MponcxoanT akTmemusaums
CMapT-KapTbl, OTKPbITUE OOCTYyNa K onfiad4eHHbIM KaHanam 1, oCTaTO4YHO 4YacTo, NPpMUBA3Ka K KOHKPETHOMY
npuemMHomy 060pyaoBaHUIO (Kak Mepa NMPOTUB KITOHMPOBAHMWSA KapT).

OpHa u3 xapakTepHbix 4epT nnatHoro TB - 370 Becbma GonblLOE KONMMYECTBO pa3HOOOpasHbIX CUCTEM
WndpoBaHWS, MPUMEHSEMbIX BellaTeNbHbIMA KOMMAHUSIMA B ThbICAYax CMYTHUKOBBIX KaHaroB.
M3rotoButensam >xe npmemHoro obopyaoBaHust - UMPPOBLIX Meaua-TEPMUHANOB - MO BCEMY MUpy
NPULLIOCh CTOJSIKHYTBCS C CEepbe3HON MpobreMo HECOBMECTMMOCTM CXEM YMpPaBIieHUS LOCTYMNOM K
nnaTHbIM KaHanam. PeleHa aTa 3agadya ¢ nomollbio ycTporictBa-gekogepa CAM (Conditional Access
Module, «mogynb ycrnosHoro goctyna»). MmeHHo B CAM B kadecTBe Kroya BCTaBMASETCH CcMapT-kapTa,
obecneynBatoLasa AoCTyn K NakeTy KaHarnoB.

MpuHumas cnyTtHukoBbIM curHan, CAM-Moaynb TpaHCiMpyeT KapTe BCH CIYyXeOHy MHdopmaumio,
nayLLyo B KaHane napannenbHo BuaeocurHany (MpMMEpPHO Kak TeneTekcT). Ha 3akpbITbiX kKaHanax B 3Tow
WHpopmaLmn ecTb, Cpean NpoYero, M Cxema BOCCTAHOBIEHUS (KpunTonapameTpbl) TenecurHana. OTm
KpuntonapameTpbl 3awmndpoBaHbl U MUMEHHO A11S UX pacluMdpPOBKM B CMapT-kapTe ecTb knouu. MNonyyms
or CAM-mogyns aTy wuHdoOpMauuio, kaptTa ee paclmdpoBbiBaeT COOCTBEHHbIM MPOLECCOPOM WU
Bo3Bpallaet Haszag. A CAM-moaynb, KOTOpbIA 4acTO HasblBalOT AEKOAEePOM, C TMOMOLLLID 3TOWn
pacwmngpoBaHHON CXeMbl BOCCTaHaBnuBaeT TenecurHan (y cmapT-kapTbel A9 CaMOCTOSTENbHOMO
paclingpoBaHns BUAEOU300paKeHNST HEOQOCTAaTOYHO BbIYUCIUTENBHOM MOLWLHOCTU). KpunTonapameTpbl
curHana uamMeHsTca kaxaple 10-15 cekyHa, HO 3alLMdpPOBaHbl OHW OOHUM KIKOYOM, KOTOPbIA XPaHUTCH B
CMapT-kapTe U MEHSeTCs 3HauYUTENbHO pexe. Bnpoyem, «pexe», NMOHATUE OTHOCUTENBHOE U MOXET
nogpasymMeBaTb CPOK OT HECKOSMbKMX Hedenb OO0 HECKOSMbKMX 4YacoB, B 3aBUCUMOCTU OT KOHKPETHOWM
TenekoMnaHum.

Mockonbky coBpeMeHHasi cmMapT-kapTa - cama no cebe HebOomMbLUOW KOMMbIOTEP, TO KOMMNaHWUs-BeLlaTenb
MMeeT BO3MOXHOCTb MnepefaBaTb Yepe3 CnyTHUK MO ChykebHoMy KaHamy ynpasnsiowme KoMaHgbl
KOHKPETHO A1 KapTbl, YTO HasbiBaeTcs «ynpasneHve Yepe3 acup» unm OTA (Over-The-Air). Tak MOXHO
3arpyaTtb B KapTy HOBbl€ KoY Uy AaBaTb KOMaH4y Ha UX caMoCTOSATENbHOE BHYTpPeHHee OBHOBMNEeHne
(B 3aBMCMMOCTU OT KOHKpPETHOM TexHomnorun). Kpome Toro, yepes acpmp ans TenekomnaHum oveHb yao6Ho
BKMIOYaTb-BbIKNIOYATb  KOHKPETHble  KapTOYKM  3a00SDKaBLUMX  MOAMUCYMKOB, MOCKOMbKY  Kaxaas
CMapT-KapTa UMeeT YHUKarnbHbIN HOMep-aapec.

Ecnn cMoTpeTb Ha TEXHOMOINI0 C TOYKU 3PEHUS MMPATOB, TO CaMblli OYEBUAHLIN CNoco® HemneranbHoro
NpocMoTpa 3alULLEHHbIX TB-kaHamoB - KNOHMPOBaTh feranbHyto kapTy. [ns 3Toro Ha cneumanbHOM
obopyaoBaHuM, MHOrga BecbMa [AOPOrOM, W3rOTOBMSETCS €€ MOMHbIA  aHamor, HEeOTNMYMMBIA MO
(PYHKLMOHaNbHBIM BO3MOXHOCTSIM OT opuriHana. PaboTtaTb Takon krnoH 6yaeTt 4o Tex nop, noka paboTtaeT
opurMHan. Yem-to 3TO HanoMWHAeT neyaTaHue anblUMBLIX AEHEr, TONbKO TEXHWYECKM npolle U
okynaeTcs beicTpee. Cpean Opyrnx cnocoboB B HacTosdwee Bpems y GonblIMHCTBA NMpaToB Hanbornee
nonynsipHa pasHoro poga amynsuus UPMEHHbIX cMapT-kapT. Yauwle Bcero 310 6GbiBalOT NMbO Tak
HasbiBaemble DPSC-kapTbl (digital pirate smart card - uwudpoBas nupatckas CcMapT KapTa,
LeneHanpasieHHO M3roTOBMNEHHAsA AN HeneranbHoro npocmoTpa), min6o MOSC-kapTel (modified original
smart card - moguduUMpoBaHHasi OpWUrMHanbHas CMapT KapTa, W3HayanbHO BbIMyLWEHHas Aans
odmumManbHON MOANUCKK, HO 3aTeM MoauduuMpoBaHHasi COOTBETCTBYOLWMM 06pasomM Ans npocMoTpa
WndpoBaHHbIX KaHanoB 6e3 onnarhbl).

KoHTpMmepbl Ha npumepe

KoHkpeTHble ¢opMbl MMpaTCKoN AeATenbHOCTU U OopbObl KOMMNaHWi nnaTHoro TB ¢ HeneranbHbIM
NMPOCMOTPOM UMEET CMbICNT PacCMOTPeTb Ha npumepe amepukaHckon DirecTV - kpynHenwen B mupe
dumpMmbl cnyTHMKOBOro TB ¢ yncnom nognncymnkoB nopsiaka 15 MMnnnoHos.



Mop anekTpoHHbIMK koHTpMepamun unu ECM (Electronic Counter Measure), BoobLe roBops, NPUHATO
noHnMmaTtb nobble MeponpusaTvs, AUCTAHUMOHHO MpoBoAuMbIE TB-koMnaHuaMn Onsg npensaTcTBOBaHUSA
nupaTckon gesarenbHocTu. OBbIYHO Mo 3TUM MOHMMAETCS BHEMMaHOBas MM MPOCTO y4allleHHasi CMeHa
Kpuntorpacdumdeckux knoden. OgHako B nocnegHee spems nog ECM ctany noHMMaTb HEYTO 3HAYUTENBHO
Bornee cywecTBeHHOE - MOAUMMKALMIO CXEMbI YCTPOWCTBA.

B aBaguatbix uncnax sHeapsa 2001 r. cpasy HECKONbKO KPYMHbIX KOMMAaHWA CryTHUKOBOMO TeneBnaeHus -
amepukaHckne DirecTV n EchoStar Dish Network, a Takke ncnaHckas Canal Satelite Digital - npaktuyecku
OOHOBPEMEHHO HAHECNM MacCUMpOBaHHble «ydapbl BO3Me3gus» MO MMPaTCKMM pecuBepam WU
cMmapT-kapTaMm, obecneymsarowmm BecnnatHbln NpocMoTp. [Npy 3ToM BbINK MCNONB30BaHbI ANEKTPOHHbIE
KOHTPMEpbI MO aKTMBHOMY BO3AENCTBUIO Ha annapaTypy, YTO OObIMHO NMPUHATO paccMaTpmBaTh Kak cyrybo
BOEeHHOe «UHpopmaumoHHoe opyxue» [KPO1].

Haunbonee adpekTnBHbLIE KOHTPMEPLI ObINTM NPOAEMOHCTPUpOBaHbl komnaHuen DirecTV. B cooTBeTCTBUM
C YCTOSIBLLENCA B OTpacnu TeXHONOrnen, 3aechb kaxaasi cmapT-kapta goctyna (paspaboTtka 6putaHckom
dupmbl  NDS) 3anporpammmpoBaHa COGCTBEHHLIM KOAOM, KOTOPbIA WMOEHTUMUMPYET neranbHOro
aboHeHTa 1 NO3BONSAET EMy CMOTPETh TOSIBKO T€ KaHarbl U3 CMYTHUKOBOrO LdpoBoro curHana DirecTV,
KoTopble onnadeHbl. Bce ocTanbHble kaHanbl OCTalTCA 3alMPOBaAHHBIMM U B TEOPUU CUMTaKOTCH
HeJoCTyrMHbIMK And npocmoTpa. OgHako, GykBanbHO C caMbiX MepBbIX MecsueB BelwaHus DirecTV B
1994 r., kpakepckum coobLiecTBoM Obina pas3BepHyTa LEATENbHOCTb MO obecneyvyeHunto nNmMpaTcKoro
npocmoTpa TernekaHanoB 6e30 Bcakon aboHeHTckon nnatbl. Ocobyto NONyNApHOCTL BECbMa NPUBLINbHbLIV
OM3HEeC no npogaxke NMUPATCKMX KapT M «Cepbix» pecuBepoB npuobpen B KaHage, roe y DirecTV Het
NVLUEH3MM Ha BellaHue U rge npojaxa KpakHyTbiXx kKapT Brnfnotb o 2002 roga He siBNSnach
npecTynneHnem.

B DirecTV, ecTecTBeHHO, NMOCTOSIHHO paboTaloT Hag YKpenneHuem 3aliuTbl cBoen cucteMbl. OgHako B
TedyeHne 2000-2001 rr. kpakepCkum noAnonbeMm Obinv B3MOMaHbl KPUMTOCXEMbl MPaKTUYECKM BCEX
NonynsipHbIX CACTEM 3aLUMTbl CMYTHUMKOBOrO BellaHusl, U B koHue 2000 r. MHOrMM yXe Kasarnocb, YTO
DirecTV B 3TOM HECKOHYaeMoW Urpe B KOLLUKW-MbILWKM Hadvana ©6e3HagexHo npourpbiBath. [upatam
yaanocb NoSIHOCTbIO AewmngpoBaTtb Becb curHan DirecTV, BknoYvas caMmble AOporne KaHasbl C onnaTon
3a Kakgbli NPOCMOTP U TPaHCNSALUMEN HOBENLLIMX KMHOMUINbMOB-xMTOB. OgHako B Havane 2001 roga no
nupaTckMM KapTam Obin HaHeceH yaap Takol CWflbl, YTO CTano siCHO - BONPOC O nobeantensax B 4aHHOM
NPOTMBOCTOSIHUM €LLe BECbMa Jarnek OT paspeLueHms.

naBHbIM obbekTom siHBapckon ECM-atakum DirecTV ctanm Tak HasbiBaemble H-kapTbl (Tvna MOSC),
Monb30BaBLUMECA Y MMPaToB Haubonbllerd MOonynspHOCTbIO BCREACTBUME CBOUX KOHCTPYKTUBHbIX
ocobeHHocTel. H-kapTbl npogaBanuncb B Komnnekte ¢ pecuBepamm ¢ 1996 oo Havana 1999 roga. 310
Obina ogHa M3 NCXOAHbIX CMapT-KapT, UMEBLLUAs B CBOeW 3awmte psg cnabocten, KOTopble No3BONUu
KpakepaMm npoBecTn OBpaTHYK MHXEHEpHYl pa3paboTky MMKpouMna, a 3aTemM Hay4nTbCs CaMum ero
nepenporpaMMmMpoBaTtb. 3OTO MNO3BOMUMNO TaK MW3MeEHATb Mofenb aboHEHTCKOM MNOAMNWUCKKU, YTOObI
CTaHOBMITOCb BO3MOXHbIM OTKPbIBaTb BCE KaHanbl cpasy.

Ho B TenekoMnaHusX HbIHE ToXe paboTatoT CBOW Xakepbl, KOTOPble BCTPOWUN B CUCTEMY MEXaHWU3M,
NO3BOJAOLLNA OOHOBMATL COAEPXKMMOE CMapT-KapT C MOMOLLbIO KOMaH, B TPAHCIIMPYEMOM CMYTHUKOBOM
curHane. 3TOT MexaHuam obHoBneHwun B DirecTV cranvM nNpuMeHATb ANs NMOUCKA U YHUHUTOXEHMS
«KPaKHYTbIX» KapT, 3anucbiBas B MUKPOYMN TakMe KOAbl, KOTOpble Hapywanu paboTy nub NUPaTCKUx
npoayktoB. Mo cyTu gena, HeneranbHble CMapT-KapTbl 3anupanncb B COCTOSIHMM BGECKOHEYHOro uukna.
MupaTckoe coobLLECTBO OTBETUIO HA 3TOT XOA HOBLIM YCTPOWMCTBOM, MOMy4YMBLUMM Ha3BaHWe unlooper
(cneuuwanbHbI NpPOrpaMMaTop-«PacUMKNOBLUMK» A1 BOCCTAaHOBMEHUSA MOBPEXAEHHbIX KapT). 3atem
Kpakepbl paspaboTanu nporpaMmMy-TposiHLA, KOoTopasli 3anucbiBanacb B cMapT-kapTy UM 3ddeKTUBHO
6roknpoBana BO3MOXHOCTM pecrBepa Mo OOHOBMNEHUIO COAEPXKUMOro KapThl. B Takon cutyauun DirecTV
OCTaBasocb NULWb pacchbifiaTb CBOM OOHOBIEHUSA C MOBLILEHHOW 4aCTOTOM, O4HOBPEMEHHO MPOBEpPSS,
4yTOObl OOHOBMNEHME HEMPEMEHHO NPUCYTCTBOBaNo B pecuBepe. JIMWb Ha 3TOM YCINOBMM BUOEOCUIHAn
nogaaeancs gekogupoBaHuio. OBHOBNEHWs CTanM MpPoOXoAuTb MpakTUYeckn Kaxabii mecsaud. lMocne



KaXxaoro Takoro anfemnTta, cnycTs NpUMMEpHO MUHYT 15, NMpaTbl U3rOTOBNSANU U PACNPOCTPaHANN Yepes
VIHTepHeT nporpammHyto 3annarky, 06XoasiLLy0 HOBYIO MOMEXY.

OpHako ¢ Havanom oceHn 2000 r. B noBegeHun DirecTV cranm oTmeyaTb HeyTo HoBoe. bawThbl
OBHOBMEHNA CTanu paccbinaTb 3HAYUTENbHO Yalle, NPaKTUYECKU exeHedernbHO, NpUYem No HEeCKOSbKO
nopumin 3apas, ABHO Hapyllasa OaBHO CNOXMBLUYOCS Tpaauuuio. Kpakepbl No-npexHeMy nerko ooxoaunu
BCE 3TV OBHOBMEHNS, HO HE OYEHb MOHMMAnM, K Yemy noLuso geno. Hekotopble nogymanu, YTO KOMNaHUs
pewuna B3sTb MX Ha U3MOP, 3acTaBnsas nepenporpaMmumpoBaTb CMapT-KapTbl NUPATCKON KIWEHTYpbI
npakTuyeckn HenpepbiBHO. Ko BceM 3TUM OBHOBMEHWsM B OOLLEM-TO MPMBBLIKIW, camu No cebe OHu
NpeacTaBnsany JOCTaToqHO 6eccMbiCneHHble Habopbl 6anT, HO X Hanuume Bbino HeobxoAMMo, YTOObI
KpakHyToe obopyaoBaHuWe Toxe MOrfo NpuHUMaThb BugeocurHan. oatomy Bonewn-HeBonen Bce ITU
6aviTbl NPMXOANMNOCH HaKanMBaTb U B MMPATCKMX NporpaMmmMax-npoLUmMBKaXx.

Ho 3aTem B HOsiGpe npoluen ewe oauH LMK O6HOBNEHWI, U TYT Kpakepbl YBUAENMW, B YeM Obln 3aMbICen
DirecTV. bnarogaps nocnegHen nopuum 6anT Bce paHee 3arpyXeHHble parMeHTbl koga 06beguHUNUCh
B eduHoe Luernoe, obpas3oBaB AMHAMWYECKYIO MPOrpaMMy WMWM «rornyeckyto 6omOy», ABMSHOLLYOCH
HEOTbEMIIEMOIM 4YacTbio CMapT-kapTbl. HoBasi guMHamuyeckass nporpamMma WM3MeHuna BCH CTPYKTYPY
paboTbl CTapon TeXHOMNornu, NpuaaB en AOMONHUTENbHYI0 MOLWb M TMBKOCTb. [upaTthbl yxXe NOHSANU, YTo
HoBble BO3MOXHOCTU aanu DirecTV achdeKkTMBHOE TaHOE OpPYXMe, HO KakuM MMEHHO obpa3om OHO ByaeT
NPVYMEHEHO, OCTaBaNIOCb HEMOHATHBIM.

Bce Bctano Ha cBou MecTa BOCKpecHbiM Bedepom 21 gaHnBapss 2001 r., korga Amepuka MOrosioBHO
npununna K TeneakpaHaMm, crnegs 3a matdamu ceoero ¢ytbonbHoro cynepkybka Super Bowl. Bpewms
«ygapa Bo3mMe3gusa» Oblio paccyMTaHO TOYHO U MMEHHO Tenepb Obin «HaxaT Kypok». B BugeocurHane
DirecTV npowna koMaHAa, KoTopasi pa3om Bblpybuna Bce nupatckne H-kapTel. 1o Mepe HacTynneHus
Beuepa Ha Bcen Tepputopumn CLUA, ata komaHaa faBanack elle HeCKOMbKO pas, Tak YTO NO HEKOTOPbIM
nogcyeTram B OAMH AeHb Oblnn «OTCTpeneHbl» OKono 98% Bcex KpakKHYTbIX KapT, YMCMO KOTOPbIX
COCTaBMsAno, no rpyobim oueHkam, okorno 200 Tbicay WTyK. Ha aToT pa3 6eCcKoHeYHbIN LMKIT, 3anvMparoLuin
4yun, Obln NponucaH B «OL4HOPA30BLINY pasgen namsaTv, B NPUHLMNE He Moa4aloLiMncs NMOBTOPHOMN
nepesanucu, 4YTO MNpeBpaTUNoO KapTy B abcontoTHo GecnonesHyto Bewp. [lpyvyem cneumanuctbl 13
DirecTV, paspaboTaBwuie 3Ty ataky, Nognucanu CBOK akumio C YNCTO XaKEpPCKOW FNyMivMBoOCTbio. B
KaXkgon HaBevyHO 3anepTon CMapT-KapTe nepBble BOCEeMb OanT nepesanucaHHOW nporpamMmbl Tenepb
ctanu yntatbes kak GAME OVER - «urpa okoH4YeHa».

Bnpodyem, urpa BoBce He okoH4yeHa. KpakHyTble cmapT-kapTbl DirecTV HoBoro nokonexus (HU-kapTbl)
Hayanu MosiBNSATbCA HAa CEePOM PbIHKE YyTb SN HE OAHOBPEMEHHO C MOCTYMSeHVWeM ferasnbHbIX KapT K
avnepam. [pyras coBpeMeHHas TexHOrorus nupaTtoB BooOLle He onupaeTcsi Ha KapTbl gocTyna, a
MOMHOCTBID 3MYyNUPYeTCs MNPOrpamMHO Ha MepcoHanbHOM KOMMbloTepe. TexHomormm Takoro poga
abConTHO HMKakK He MocTpaganu OT SSHBapCKow atakvi. KoHeuyHo, Tenepb NOCneayoT HOBbIe KOHTpaTaku
DirecTV, HO, KaKk KOMMEHTUPYIOT CUTYaLMIO YYaCTHUKM NPOTUMBOCTOSIHWSA, «3TO BOWHA, MpUYEM Takas,
KoTopas ByaeT ANUTbLCSA BEYHO».

Tpu UCTOYHMKA U TPU COCTaBHble YacTu NupaTcTBa

Cpeaun rmaeHbIX MPUYMH MacCOBOrO PacnpOCTPaHEHUs HerleranbHbiX CMapT-KapT BbIOENSATCS TpW,
KOTOpble JOBOSBHO YCMOBHO MOXHO Ha3BaTb COLMANbHOM, 3KOHOMUYECKON N TEXHUYECKOM.

CoumarnbHasa npuuvMHa 3aknovaeTcs B TOM, YTO B OOLLECTBE MMEETCS CNpOC, Ha KOTOPbIA Larneko He
BCerga ecCTb nerarnbHble npearnoXxeHud. n ato coBepLleHHO OLIeBMﬂHbIVI MCTOYHUK MacCOBOrIo
pacnpocTpaHeHus nupaTcTBa B chepe CnyTHMKOBOro TB, nockonbKy HenerasnbHbI MPOCMOTP - HEPEeAKO
€OVHCTBEHHBIN A nogen cnocob JocTyna K MHTEPECHbIM 3aKpbITbIM KaHanaM. Bbi3BaHO 3TO OrpOMHbIM
HEeCOoOoTBETCTBMEM MeXOy TEXHUYEeCKMMU BO3MOXHOCTAMWU annapaTtypbl W nNpaBoOBbIMM HOpMaMu



MEXroCcy4apCTBEHHbIX OTHOLWeEHWA. CnyTHMKoBoe TB - 310 He VIHTepHeT, 3gechb AN BellaHus Ha gpyrue
CTpaHbl HYXXHa NuUEeH3ns. N XoTs kaHanbl MHOMMX BellaTenen «BuaHbl» nNo Bcen EBpone, cBoo nognucky
OHW MOryT MpojaBaTb Wb pPe3vMAeHTaM OYeHb HEMHOrMX cTpaH. Mnu BoobLie ofgHOW CTpaHbl, rae
MMeeTCsl NUUEH3Ms Ha BelwlaHue. JIMUueH3ns e CTOMT HemanblX AEeHer M 4acTo COMpoBoXaaeTcs
YCNOBUAMKU K coAepxaHuio (nepesody) nepefad, npuydem B KaXOoW CTpaHe 3TW YCroBUSA pasHble.
MoaTomy, Hanpumep, amMepuKaHCKME KOMMaHUM He MMEKT nuueH3MM Ha Bewanue B Kanape (roe, B
4YaCcTHOCTU, BECbMa CTPOr1e 3aKOHbI O ABYSA3bIYHOM COMNPOBOXAEHMU Nepenady), a B Poccun BoobLe nuiub
O4VH oduumanbHbBIN onepaTtop NIaTHOrO ChyTHWKOBOro TB (MMpaTuTb KOTOPOro, €CTECTBEHHO, Aeno
abComnTHO NPOTMBO3aKOHHOE). 3aTo BCe OCTamnbHble COTHM [LOCTYMHbLIX TeriekaHarioB MOHEBOJIE
NpUAETCA CMOTPETh HeneranbHo, HO 1 cyaebHoe NpecrnefoBaHUe 3a 3TO BPSA NN KOMY rPO3uIT.

M3 nepBoit NpUYMHbLI eCTeCTBEHHBIM 06pa3oM BbiTeKaeT BTopasi, 9KOHOMUYeckasl. B onmncaHHbIX yCrnoBusix
chopmMMpoBarncs MaccoBbl Cepblii PbIHOK CO CBOMMMW, HbIHE YX€ BecbMa KPYMHbIMU, (PMHAHCOBbLIMM
UHTepecamy M MOLUHbIMK CTUMYyNaMu ANs NOOLpPeHns nupaTcTBa. Ha npogaxke pecuBepoB, Tapernok U
cMapT-KapT A5 HeNMUEH3MPOBaHHOIO NPOCMOTPa CryTHMKOBOro TB genatoTcsl HblHe AeCATKM MUINTIMOHOB
JONNapoB, a MOCTOSHHO NOAMUTLIBATL 3TOT PbIHOK MOXHO fUWb OOHUM MyTeM- (UHaHCUpYS
HenpepbIBHOE BCKPbITUE PErynsipHO OGHOBINSEMON 3aLUTbl CUCTEM BELLaHWS.

Ewe ogHa BaxHas - TexHWYeckasi - MpPUYMHA MacCOBOro nupaTtcTBa B TOM, YTO Aeknapupyemas
KOMMaHUSIMX 3alUTa CMapT-KapT CYLLECTBEHHO OTNMYaeTcsl OT 3aliuTbl peanbHol. HecMoTpsi Ha Bce
3aBepeHnst 0 «rapaHTUPOBAHHOWM CTOWKOCTM HOBOIO MPOAYKTa K BCKPBLITUIOY», NPaKTUKa NokasbiBaeT, YTo
Mpy HanmuyMM AOCTaTOYHO MOLLHOMO (hMHAHCOBOTO WMHTEpeca B3namblBaloTCcs ntobble kapTbl mto6oin
KOMMaHUW, NpUYeM 3a4acTyto NpY HeMocpeaCcTBEHHOM yYacTuUn UPM-KOHKYPEHTOB.

Urpa 6e3 npaBun

Jletom 2003 r. 6asumpytowlascsa B BenmkobputaHum TpaHcHaumoHanbHasa komnaHus NDS Group, oguH 13
rMaBHbIX B MMpe pa3paboTynkoB CMapT-KapT YCMOBHOMO AOCTyna Ans cucTemM nnatHoro TB, Beinyctuna
NHTepecHbIn npecc-penuad [NDO03]. 3aronoBok 3TOro JoKymMeHTa roBopuT cam 3a cebsa: «NDS oTBepraet
cynebHbIn nck komnaHum EchoStar kak 6e3ocHoBaTenNbHbIA U ONNOPTYHUCTUYECKUA» . CyTb e OOBUHEHMUN
mMeaua-komnaHmm EchoStar - snagetowen B CLUA BTopon no BenuumHe, nocne DirecTV, cnyTHMKOBOW
TB-cetblo Dish Network - n 6nm3ko poacTBeHHOW el amepukaHo-lwBewuapckon dupmMbl NagraStar
csoautcs K Tomy, 4to NDS TaHO 3aHMMaeTCs MPOMBILLNEHHBLIM LUMUOHaXEeM W B3MIOMOM CMapT-KapT
KOHKYPEHTOB, a A0ObITyl0 CTOMb HEYECTHbIM NyTeM MHAOPMaUMIO «CrnvBaeT» 3aTeM 4vepes3 MHTepHeT B
CETU NMMPAaTCKOro Noanorbs.

Yepes npecc-penu3 NDS rnasa komnaHuu Abe lNenen Aan BecbMa peLuMTenbHY OTNoBeAb BCEM 3TUM
0OBUHEHNAM, 3a8BMB, YTO €ro Mpma «He MMeeT Huyero obuiero ¢ nupaTckum B3nomom EchoStar vnu
Kaknx-nmbo gpyrux cmapt-kapT; NDS - Begywmin B Mmpe nocTaBLUMK CUCTEM 3awuTbl nnatHoro TB, agasHo
1 MPOYHO NPUBEPXKEHHBIN NCKOPEHEHWIO NpaTCTBa B MHAYCTpuK, a uck EchoStar/NagraStar - ato no cytn
Jena noBTopeHuWe apyroro 6e3ocHoBaTenbHOro cyaebHOro Aaena, 3aTesHHOro MPOTMB Hac OKOMO roga
Hasag U Cc Tex nop npekpaiieHHoro». U Boobwe, fobaensetrca B penuse, «ecnu Obl 3a JaHHbIMU
0OBUHEHNAMU pearibHO YTO-TO CTOSNO, BCE BbIACHWIOCH Obl AaBHbIM-A43BHO, @ Tak - 3TO NPOCTO
HecepbesHble NonbITkK cyaebHbIMu Tsxkbamu HaHecTn Bped NDS 1 nomeluaTe YECTHOWM KOHKYPEHLIMNY ...

3aechb cneayet 3amMeTWTb, YTO BCe 3TU FPOMKME, HO [IOBONIbHO HEUCKpeHHWe, Kak ByaeT nokasaHo aarnee,
CroBa CKpblBalOT 3a cOGOM BecbMa WHTPUTYIOLLYIO WCTOPUIO, KOTOPYH WMMEET CMbICn pas3obpaTtb B
AOCTYMHbIX NOApOoGHOCTSX. MBO Ha MpOTsKeHWM BCero MocrieqHero OecATUNeTUs cdepa nnaTHoro
TeneBuAEHNA AeMOHCTPUPYEeT BeCcbMa NapafoKcarbHyo KapTuHy.

Kak wn3BecTHo, B kayecTBe Hambonee y,EI,O6HOFO «Knto4ya» ans rmbkoro ynpaeneHua npocMoTpOM
3alluLieHHbIX TenekaHarnoB 34ecCb Bbl6paHa TEeXHONOorma cMapT-KapT, 1 No caMbiM pr6bIM noacyeTam



cenyac cetu nnatHoro TB no Bcemy mupy 3awmwaioT ot 80 Ao 100 MUNMAMOHOB TakuX YMn-kapT pasHbIX
cuctem. [lpm  9TOM, HecMmoTpss Ha y4vyactMe B CTONb  NPUOBLINBHOM OM3HECE  HECKOMbKUX
MHOFOMMUIIMaPAHbIX KOpMopauuvi, BKagbiBaloWMX Maccy Cuil M CPeAcTB B 3alUMTYy CBOMX KapToyek
Joctyna, bykBanbHO BCe OHU ObICTPO M 3P(EKTUBHO BCKPbLIBAKOTCA NMMpaTaMy, HABOOHSIOLMMU PbIHOK
KOHTpadhakTHOM npoaykumen. N 4to nokasaTernbHO, OCYLIECTBNAETCS B3NIOM CTOMb NpodeCcCnoHansHo u
CTPEMUTENBHO, YTO MOPOK MUPATCKME KapTbl HOBbLIX MoOAenen MOSBASITCA HAa YEPHOM pbiHKE Aaxe
paHbLUe, YeM Y odhmumManbHbIX NPOL4aBLIOB-PECENIEPOB HA MecTax. [pyrumMm crioBamu, MHOrAa 3TO MOXET
NPOUCXOAMUTb YyTb NN HE CUHXPOHHO C Nybnukauunen ropaoro npecc-pennsa KoMnaHumM cnyTHMKoBoro TB o
pa3paboTke M BbiMyCke HOBOW CBEPXHAAEXKHOW TEXHOMOMMM 3alnThl OT HemneraneHoOro 4ocTyna.

®akTbl TAKOBbI, YTO HapsAy C MpoAaakamu feranbHOro pbliHKA Ha YEpPHOM U CepoM PbIHKaX KpyTHATCA
MWIMMOHBbI TakMX e (N0 CyTW, MAEHTUYHbIX (PUPMEHHBIM) CMapT-KapT «TEMHOro» npoucxoxaeHwus. o
3TON NPUYUHE B MHTEPHET-COOBLLIECTBE YK€ MHOIO NeT XOAAT crnyxu, 6yaTo CToMb rpaHAMO3HBIN pacuBeT
nMpaTcTBa TanHO MOAMMTLIBAIOT CaMW Xe Koprnopauuu, Beaylime mexgy cobon OCTPyH KOHKYPEHTHYH
6opbby. Beab BCKpbITME CEKPEeTHOro Koda KOHKYpeHTa C nocrefylowert ero LMpokon nybnukaumen
AenatoT TB-kaHanbl conepHuka npaktuyeckn becnnatHbIMKU, @ 3HAYUT, TOMY HEMUHYEMO rPO3AT KPYMHbIE
yObITKM, @ ObITb MOXET U BOOOLLE pa3opeHme.

BblOBMHYTO HECKONbKO MNpPeanonoXeHun u o6 uHblX, 6onee TOHKMX MexaHu3max, obecneuvmBaroLLnX
HeneranbHoe oOoralleHne Ha MMpaTCcTBe ANs onpeferieHHbIX NPOCroeKk B PyKOBOACTBe TB-komnaHui.
OpHako, Bce aTO ObInM MWL CRyXM, a camMblX pasHoobpasHbIX U HenenbiX AOMbICNOB, Kak W3BECTHO,
rynsieT no Cetn 6onee yem gOCTaTOUHO. KOHKPETHbIX € CBUOETENbCTB AOMTOe BPEMS HU Y KOro He Oblino.
Ho BoT BecHon 2002 roga paspasuncs rpaHgumo3HbIn ckaHaan.

B TOT rog, a nmeHHo 12 mapTta, eBponerickasa rpynna komnaHui Canal Plus obbsBuna o Bo3byxaeHun
OTKpbITOro cynebHoro pasbupatensctea npotMe pmpmbl NDS Group, 06BUHMB KOHKYPEHTOB B TOM, YTO
OHW «3aTpaTunu 6onbluMe AeHbIM U pecypcbl» Ha B3NOM cucTeMbl cMapT-kapT MediaGuard ans 3awmthbl
nnatHoro TB Canal+. A B3nomaB, onybnnkoBanu KpUTUYHO BaXKHYH MHGOpmMauuio B UHTepHeTe, Yem
cnocobCcTBOBanM HaBOOHEHMIO pPblHKA MNMPATCKMMKM KapTamn WM TMraHTCKOMY pPOCTY HereranbHOoro
©ecnnaTHOro Nonb3oBaHUA CUCTEMOW. B nCKOBOM 3asiBnNeHun, conpoBoxaatowem ooBuHeHne, Canal Plus
OLEeHWa NoHeCeHHbIe B pe3ynbTaTe 3Toro yobITkn cymmon 1,2 munnvapaa Aonnapos.

DIRECTVUSACablevision

Sky ltalia

SkyLlIfe BCable TV INC Chine CCTV

Sichuan Cable Network China Network Systems Galaxy STAR
Chongging Cable- TV Guizhou Cable TV

Sky Colombia

Sky Chile

FLEINY LA



Meorpacua pacnpocrtpaHeHus cuctembl NDS VideoGuard

UTtobbl cTtan 6onee NOHATEH rpaHAMO3HbIA, BOUCTUHY rnobanbHbll XapakTep AaHHOro ckaHgana, Hago
nosicHUTL, 4To Canal Plus - 3To TeneBnsnoHHoe nogpasgeneHme hpaHKko-aMepuKaHCKOro meaua-ruraHTa
Vivendi Universal, a komnanma NDS, B cBot oyepeab, Ha 80% npuHagnexut Sky Global Networks,
nogpasaeneHno CNyTHUKOBOro TenesuaeHus megua-umnepum News Corporation aBctpanuinua PynepTta
Mepgoka. Ero News Corp. - 3TO COTHM ra3eT M XypHarioB Ha BCEX MATU KOHTUHEHTaX, KHWXHOE
nsgartenoctBo HarperCollins, B kMHomHaycTpum - koMnaHua XX Century Fox, B ceTsax TB-BeliaHus
komnaHum BSkyB B BenukobputaHuu, Fox Cable, Fox Broadcasting n Ha koHeu 2003 yxe daktnyecku
kynneHHasi DirecTV B CLUA, Star TV B Kutae u Sky Latin America B to>kHoaMepuKaHCKOM pervoHe.

B aton nmnepmmn NDS Group 3aHnmaeTcs pa3paboTkon u npoaBmXeHneM COOCTBEHHOW CMapT-KapTHOW
TexHonormm VideoGuard, ynpaBnsiowen [OCTyNnoM K KaHanam nnatHoro TB, a knueHTammn 3Ton
TEXHOMOrMM ABMSTCS He TOMbKO KOMNaHun camon News no BCeMy Mupy, HO U MHOTMe Apyrue KpynHble
dupwmbl, Takne kak DirecTV mnnm Discovery Communications. B o6Lien CnoXXHOCTU neranbHbIMU KapTamu
VideoGuard nonb3aytotcs cenvac B mupe cBblie 30 MUITITMOHOB NOAMUCHMKOB.

B wmegua-umnepum Vivendi Universal pa3paboTkol COGCTBEHHBIX CMapT-KapT YCMOBHOrMo JocTyna
MediaGuard 3aHumanacb @paHuy3sckada komnaHuss Canal Plus Technologies, TexHonornyeckoe
nogpasgenexHve Canal Plus. Kaptel MediaGuard Takke BeCbMa LUMPOKO pacnpoOCTpaHeHbl B MMpE U MO
obLwemy yncny nognmcymnkoB - 6onee 10 MUNIMOHOB - 3@aHUMAIOT TPETHE MECTO.

B cynebHom ncke chpaHLy30B ObINO 3asBEHO, YTO O LUMPOKOM pacnpoCTpaHEeHUM KOHTpadaKTHbIX KapT
poctyna k TB-cetam Canal+ crano wu3BectHo B koHue 1999 roga, nocne TOro, Kak koA,
komnpomeTupytowmin MediaGuard, 6b1n onybnukosaH Ha Beb6-cante kaHaackux xakepos Digital Reference
(www.dr7.com). Mo cnegam nybnukauum atoro koga crneuynanuctel Canal+, nmetowme cBa3N B XakepCKmx
Kpyrax, npoBenv co6CTBEHHOE paccnefoBaHue C Lenblo YCTaHOBMEHWS, kKakum obpa3oM Gbina noxuiieHa
MHOpMaUNs M KTO MMEHHO 3To caenan. PesynbTatbl e [AaHHOro paccrnegoBaHus OKasanucb
«LUOKMPYHOLLMMWY», TMOCKOMbKY BbIACHWMOCb, YTO 3a BCEW 3TOW ucTopmen cTtouT Komnanums NDS,
BCKpbIBLLAsa cmapT-kapTy MediaGuard B cBoem uccnefoBatenbckom nogpasgeneHun B N3paune, a 3atem
nepenpasuBLLas KpUTUYHbBIN pparMeHT koda B AMepuKy Ans pacnpocTtpaHeHus vyepes NHTepHeT [CMO02].

CynebHbin - uck, ob6BuHaAowmMrn NDS B TalHbiX OENCTBUSX, HaAMPaBIEHHbIX Ha  NOAPbIB
KOHKypeHTHocnocobHocTn Canal+ Ha pblHke UMEPOBOro TeneBuAaeHUd, Obin MogaH B aMepuKaHCKui
oKpy>xHon cyn wrtata KanudopHusa, nockonbky 3gecb, B CaH-PpaHUMCKO, HaXOAUTCS pervoHanbHas
wrab-keaptupa Vivendi Universal, a no coceactsy - B HOxHon KanudopHum - n amepukaHckoe
npegctasutenbcTBo NDS. CornacHoO amepuyKaHCKUM 3aKoHaM, B Clyvae JoKa3aTenbCTBa BMHbI OTBETYMKA
MO KOHKPETHO MNpPEeAbSBIEHHbIM OOBUHEHUSIM, Cyd MOXeT 0053aTb HapylwUTenst K BO3MELLEHUIO
HaHeceHHoro yuiepba B TpOeKpaTHOM pa3Mepe, He cuiTas U3gepXkek Ha Cyaonpov3BOACTBO.
TpexmunnuapgHble cyMMbl yuiepba OT MPOMBILLIIEHHOMO LUMUOHaXa OUIypUpyroT B cydax He 4acTo, U,
BMOMMO, MO3TOMYy Cyrybo KOMMepyeckuM LEerioM [aXe 3auMHTepecoBanacb KOHTppasBegka dpaHuuw,
pelumBLIas NpoBecTM cOBCTBEHHOE paccrnegoBaHme cnyymsLluerocs [JD02].

C pOpyron CTOPOHbI, BbIHOC BCEM 3TOM MCTOPMM Ha LWMpPOKoe nybrvyHoe obCyxaeHue MHOrMMu B
MHOYCTpWM ObIN BCTPEYEH, MSATKO roBopsi, 6e3 aHTy3anasma v ogobpenus. lMpuumHa ToOMy AOCTAaTOYHO
npocTta - B TOA UNWU MHON popMe OOpaTHOM MHXEeHEepHOW pa3paboTKoW, T. €. HernacHbIM BCKPbITUEM
nporpamMmm 1 o60pynoBaHNsT KOHKYPEHTOB, 3aHMMAOTCA Ha PbIHKE MPaKTUYECKU BCE CEPbE3HbIE UIPOKMU.
PasHmua coctoMT nuwb B TOM, 4YTO [JenaeTcs BMOCMAEACTBUM C A0ObITOM nodobHbIM Ccrnocobom
MHdOPMaLIMEN N HACKONBbKO AaneKko OHa «yTekaeT».

He cny4aiiHo nepBoe, 4To 3asaBuna B csoto 3awuty NDS, - 3To HamepeHue nogaTb BCTPEYHbIN UCK MPOTUB
Canal Plus, nockonbky Canal Plus Technologies Takke 3aHumaeTcs paboTamu NO BCKPbITUIO 3aLUUThI



YyXXMX CMapT-KapT M nepemMaHvnBaHueM K cebe Ansa 3Toro NporpamMUCTOB-XakepoB M3 Apyrnx gpupm. A
3aTesiHHbIN CyAebHbIV UCK - 3TO, MOJT, NPOCTO MeCTb Bornee yaa4nmMBoMy KOHKYPEHTY Nnocne HeyaaBLUMXCS
neperoBopoB O crnusiHum B Aekadbpe 2001 roaa.

Kak npokommeHTupoBan cutyaumio Aupa YuHKNep, rnaBHbid cTpaTer no 6e3onacHOCTM UPMbI
Hewlett-Packard, a B npownom aHanuTuk AreHTCcTBa HauumoHanbHol 6GesonacHocTn CLUA, nonHbin
OEeMOHTaX BCHAKOW HOBOM NPOAYKUUM KOHKYPEHTOB BXOAWT HbIHE B CTaHOAPTHYH KOpropaTUBHYHO
npakTuky. Hanpvmep, no cnoBam YuHKMepa, «kak TOfbKO HOBas MalUvHa NMOSBISETCS Ha PbiHKE, BCSAKWUIA
aBTOMNPOM3BOAMTENb B MUPE 3HAET, YTO NEPBLIMU NOKYNaTENsIMU HEMPEMEHHO OyayT CONEPHUKM, KOTOpbIe
no-tTuxomy pas3bepyTt ee Ao nocregHero 6onrta, 4ToObI NOCMOTPETb kak TaM Bce pabotaet». U Tomy
nmeeTcs 6onee 4YeM JOCTATOYHO MOATBEPXKOEHUN. FACHO, YTO FPOMKUIA MPELEAEHT C KpUMMHANm3auunen
obpaTHON MHXeHepHOW pa3paboTku CTaBUT B KparHe HEMNOBKOE MOMOXEHWEe O4YeHb MHOrMe conuHble
dupmbl. OgHako, cornawaeTcs YUHKIep, NOBCEMECTHas KOprnopaTMBHas MnpakTvka elwe He gowrna Ao
TOro, 4tobbl BbiknagbiBaTb Ha Beb-canTax pMpMEHHble CeKpeTbl KOHKYPEHTOB WM MHCTPYKLUM MO UX
KoMmnpomeTauuun. N Bpag Nu kakas-To M3 KOMMNAHUA 3axX04eT 3TUM MPOCHaBUTbCH, MOCKOMbKY yaap no
penyTauun ByaeTt HaHeCceH camblvi cepbesHbln [SU02).

HeB3upas Ha siBHble 1 ckpbiTble yrpo3bl NDS ToxXe npeagaTth ornacke MMEKLUNCa KOMIpoMarT Ha uctua,
komnaHms Canal Plus Bce e pewwunacb MOWTU Ha OTKPbITOE BbIACHEHWE OTHOLUEHWA, 4YyBCTBYS
COOCTBEHHYIO MpaBOTYy M pacnonarasi 3HaYUTENbHbIM KONMMYECTBOM yOeauTenbHbIX YMWMK MpOTMB
KOHKypeHTa. B nocnepylowme mecsubl YacTb 3TUX OOKYMEHTOB Obina 3anylieHa B npeccy u MHTepHeT,
NpoAeMOHCTpMpoBaB Nybnuke, HaCKONbKO TECHO NepenneTeHbl COBMECTHble aena 6onbworo TB-6msHeca
N XakepcKoro aHaerpayHga.

BooOue roBopsi, He ABNSIETCA CEKPETOM, YTO Hanbornee M3BECTHbIE XaKepbl, MO NPEUMYLLECTBY HEMUPbI,
yCneLHO BCKpbIBaBLUWE B NOANONbE YMn-kapTel TB-gocTtyna B nepsow nonosuHe 1990-x roqos, 1 cerogHs
3aHMMAalOTCS TeM e caMbIM, HO YXe BnonHe oduumansHo. HeogHOKpaTHO YNOMUHAEMbIN B AAHHOW KHUre
Mapkyc KyH coenan 3amMeTHyl0 HaydHyl Kapbepy, Onectdwe 3awmtme B Kembpuake [OKTOPCKyHO
OuccepTtauumio no cnocobam B3noma M MeTogaMm 3awntbl cMmapT-kapT. [Npuarene Kyna Onusep
KemmepnuHr tarke nepebpancsa B AHIMMIO M BO3rnaBnsdeT HebOomnblyl JNOHOOHCKY ¢upmy ADSR,
KOoTopasi 3aHMMaeTCs TeCTOBbIM BCKpbITMEM, pa3paboTkon CnocoboB 3alimTbl U TEXHUYECKUM
KOHCYIbTUpOBaHUEM h1pM, UCNONb3YIOLLMX CMapT-KapTbl.

MpuMepHO B TOM >Xe HanpaBneHuM Hamedanacb U cyabba 3HameHuToro xakepa bopuca ®nopuumua,
bonee wu3BecTHoro B WIHTepHeTe nog ncesgoHumom Tron. OH nonyyun oceHbto 1998 ropa
KOHdmAeHUnaneHoe, HO BrofHe odumumaneHoe npurnaweHve Ha paboty B NDS, ogHako OoBe Hegenwu
cnycta Obin HawaeH NOBeELLEeHHbIM B O4HOM M3 napkoB bepnuHa. Ewe oanH gaBHui 3Hakombl KyHa,
KemmepnuHra n dnopuunya, amepukarer, Kpnc TapHoBckn, 6omnee n3BeCcTHbI Nog ceTeBbIMU H1Kkamu Big
Gun u Von, B Hayane 1990-x 3aHumancsa B epmMaHnM CMyTHUKOBOW CBSA3bID Ha OAHOW U3 BOEHHbIX 6a3
CLUA, a 3aTem BepHynca B AMepuky. HbiHe yxe MHOrMMm u3BecTHo, 4To ¢ 1997 roga TapHOBCKM cTan
WTaTHbIM, XOTS U TavHbiM coTpyaHukoMm NDS, pabotas Tam nog nmeHem Mawk [xopax n no-npexHemy
COXPaHsisl TECHbIE KOHTaKTbl C KOMMbIOTEPHBIM aHaerpayHgom [SL02][BO02].

3HauMTenNbHO MEHbLLE U3BECTHO O TOM, YTO 3TW Noan - KemmepnuHr n TapHOBCKY, - ABNSSCb Haubonee
aBTOpPMTETHbIMK CcheuManucTamu B CBOen obnactv, paboTanu OOHOBPEMEHHO MO 3akasam cpasy
HECKOSbKMX KOHKYPUPYIOLLMX CTOPOH, @ MNOTOMY NMonanu B KpanHe 3aTpyAHUTENbHOE MONOXEeHue, Koraa
TariHble MaxvHauum ux paborogaTtenei Hayanu CTaHOBUTLCA AOCTOSHUEM FNAacHOCTU U cyaa.

Crapasck octaBaTtbcs YecTHbIM, OnmneBep KemmepnuHr B opmumanbHbIX NOKa3aHWaxX NogTBepaun, YTo OH
n ero compma nomoranu NDS obopygosats B Xawnde, N3pannb cneumansHyto nabopatopuio No BCKPbITUO
CMapT-kapT, OQHOBPEMEHHO 06yyasi COTPYAHMKOB adh(PEeKTUBHLIM MeToAaM B3noMa, pa3paboTaHHbIM UM
coBmecTHO ¢ Mapkycom KyHoMm. Brnocneactsum oT CcBOMX nogonedHblx B Xande KeMMepnuHr yaHan, 4to
NDS sakynuna napTtuto cmapT-kapT Canal+, KoTopble Yepe3 HEKOTOpoe BpeMs Obinn B Mi3paune ycnewwHo
B3nomaHbl. K KemmepnuHry nonan Ha O3HaKOMIMEeHWe COOTBETCTBYHOLLMI BHYTPEeHHUNn gokymeHT NDS c



n3BrieyeHHbIM 13 kapTbl MediaGuard kogom M onucaHMem MeToguku npeodoneHvst 3awmtol. Koroa B
KoHue 1999 r. aHanorvyHble MaTtepuanbl BCNNbiNM B VIHTepHeTe, Ha KaHaACKOM XakKepcKoM canTe
www.dr7.com, KemmepnuHr 6e3 Tpyga y3Han B HUX dannbl nabopatopumn B Xande. YyTb nosxe 3710 Xe
noaTBepavn emy u 3Hakombli 3 NDS, coobwwmBlni, 4To M3 W3pamns gaHHble MaTtepuarnbl Obinu
nepenpasnexbl B OxHyo KanudopHuio Kpucy TapHOBCKM, Ha KOTOpPOro BoO3naranacb 3agada no
COOCTBEHHbIM KaHanam 3anycTutb Matepuan B IHTepHerT.

Kak nokasanu nocnegywowme cobbiTnsi, n3dpaHHbIN «KaHamn» okasasncs He cnuwikom ygadveH - B 2000 r.
amMepukaHCcKas TamMOXHs 3agepkana npegHasHayaBllytocss TapHOBCkM onnaTy B pasmepe 40 Tbicsd
0onnapos, MOCKOJIbKY AeHbrn cnenosann ua3 KaHa,lJ,bI B Na4kax 6aHKHOT, ynpAaTaHHbIX B Kopnycax
pagvoanekTpoHHoro obopyaoBaHus. CobCTBEHHO roBOpsi, TOr4a-To U CTano U3BECTHO, YTO 3HAMEHUTLIN B
angerpayHge Big Gun saBnsietca TanHbIM coTpygHukom NDS, NockonbKy MMEHHO ywinble agBokaThbl
KOMMaHuM «oTMasanuy» B TOT pa3 TapHOBCKM OT KapaloLen pyku npaBocyams.

B utore xe B BbICLLEN CTENEHN ABYCMbICIIEHHOM MOMNoXeHnn okasanca Onuesep KemmepnuHr, NOCKONbKY
ero doupma pabotana no 3akaszam He Tonbko NDS, Ho n Canal+, u gpyrux doupm nnatHoro TB. Kpome
Toro, komnaHus ADSR npuHagnexut Kemmepnuury nuwb Ha 60%, B TO BpeMsi Kak OCTanbHOW JONen
Bnageet NDS, He >xenawwasa ee npoaaBaTb OCHOBHOMY X03sAMHY. B AOCTaToO4HO NoXoxemn cutyauum
okasancs u Kpuc TapHOBCKM, KOTOPbIN, Kak BbIACHUIIOCH B XO4€e CcyAa, Takke umen ¢ Canal+ cornaweHuve
Ha wuccregoBaHue 3aluTbl CMapT-KapT HoBoro nokornennss MediaGuard2, ogHOBpPEMEHHO SABMSACH
cotpyaHukom NDS. Cyasa no 3aseneHusm agsokatoB Canal+, TapHoBcku ToXe Bpoae 6bl cormacuncs
[aTb YeCTHble MOKasaHUs O CBOEM Yy4acTuM B WMHTepHeT-nybnukaumm koga B 1999 rogy, xoTa u He
CKpbIBarn, 4To doutcs.

Ho ewe 6onblwmnin MHTEpeC BbI3Bano MOSIBIEHUE B Me4YaTu MaTepuarnioB O cneumdunyecknx KOHTakTax c
XaKepCKMMU Kpyramum CO CTOPOHbI BbICLLEFO MeEHemXKepcKoro 3sBeHa B umnepun Pynepta Meppoka.
BeiBlwMI pykoBoadawmi YmH CkoTnaHa-Apaa, a HbliHe rnaBa cnybbl 6e3onacHocTn B komnanusax NDS n
BSkyB Pan 3gamc, Kak BbISSICHUIIOCh, IMYHO hMHAHCUPOBAan aHIMMACKUIA xakepckun Bed-cant The house
of ill compute (Thoic.com). Yepes Thoic wna 6onkas Toproensa KOHTpadakTHeIMU CMapT-kapTamMu JocTyna
k TB-ceTu rmaBHOro koHkypeHTa BSkyB B Benukobputanum, komnanum ITV Digital, ncnonb3sytowen kaptbl
MediaGuard. Ocobyto NMKaHTHOCTb 3TOW UCTOPMU NPUAAET TO OOCTOATENbCTBO, YTO KaK MOMHOMOYHbIV
npeactasutens News Corporation Pan 3gamc aBnsetca 4neHoMm coBeTa AMPEKTOPOB OpraHu3auum
AEPOC - EBponenckoi NpOMbILLIIEHHON rpynmbl N0 NPOTUBOAENCTBMIO NupaTtcTBy... [CLO2].

EctectBeHHO, Pan 3pgamc HemegneHHO CcTan KaTeropudecks oTpuuatb CBOK MNPUYACTHOCTb K
pacnpoCTpaHEHU0 NMPATCKUX CMapPT-KapT, OO bACHSSA 3aTpaTthbl B HECKOSbKO ThICAY DYHTOB CTEPIIMHIOB Ha
(hMHaHCUPOBAHNE COMHMUTENBHOIO canTa MCKIHYMTENBHO «COOPOM pasBedbiBaTENbHON MHOpMauun o
xakepckon gearenbHocTuy. OgHako Bnageney canta Thoic.com, HekTo JIn mbnuHr, kyaa-to 6eccrnegHo
ucyes, a cam 3OgaMC HaoTpe3 oTkasancsi AOOpPOBOMbHO pPackpbiTb LIMGPOBAHHYIO NEpPEnucky C
MMBnMHrom, NOCKoNbKy «He HaMepeH o0bcyxxaaTb onepaTUBHYIO AeATENbHOCTL (hupMbl». Ecnn xe yvecTb
n TOT dpakt, yto B coBeT AmpektopoB NDS k aTomy BpemeHwn Bxogunu Asa cbiHa Pynepta Mepgoka,
Ibkemmc un JlaxneH, To pasbupatensctBo B KanudgopHum obeliano nonyyuntbcsl 4pesBblHanHoO
WHTEPECHBLIM, NMOCKOMbLKY CyAOM YyXe Obln usgaH BepAaukT, 3anpewaowmn NDS yHuuToxaTth Kakne-nubo
OOKyMEHTanbHble MaTtepuanbl, a BbICLUEMY PYKOBOACTBY - BbICTynaTb CBUMAETENAMM MO OOBMHEHWIO,
npegbsaBEHHOMY KOMMaHUMN.

NTak, sBHO Ha3peBalia wyMHad pa360pKa, cynmBwad npoJsintb CBET Ha BeCbMa CKprTHbIIZ N TEMHbI
CEeKTOp unHAyCcTpumn passnequMVl. CeKTOp, roe pykosogutenm U COTpyOAHUKAU M3BECTHENLLMX KOMMaHWn
OKa3bIBalOTCA TECHENLIUM o6pa30M nepenneTteHbl C HeneranbHbIM KOMMNbOTEPHbIM aHgerpayHgom, a
nporpaMmMuUCTbI Kopnopau,mh N KpaKkepbl NMMpaTCcKoro Ou3Heca - OOHUMU U TEMU Xe nuuamu. IToT cya
obewan PacKpbITb O4EHb MHOIMe HeACHbIE BOMPOCHI, 6y/:|,opa>|<|/|BUJv|e MHTepHeT-COO6LLI,eCTBO.

Hanpumep, KTo cTtoan 3a BCKpbiTem cMapT-kapT TB-cetu Dish Network komnaHum EchoStar, BToporo
BaXXHeWLero urpoka Ha pblHKe cnyTHukoBoro TtenesugeHns B CLIA? Begb no pobbiteim Canal+



cBefeHuaM, Kpuc TapHoBcku ogHoBpeMeHHo ¢ kogoM k MediaGuard nonyyumn u ko k cmapT-kapte Nagra,
3akpbiBatowen kaHanbl EchoStar. Ecnv n 910 caenanu B Xawide, TO KTO e Torga cTonb 3hdekTuBHO
NMOCTOAAHHO BCKpbIBaeT cmapT-kapTbl camo NDS? Begb komnanusi DirecTV, kK npumepy, MHOro net
npuMeHsitowas pasHosugHocTb VideoGuard, yxxe 0o Toro otyasnack 60poTbCcs ¢ nMpartaMmu, 4YTo nowna
Ha paspblB koHTpakta ¢ NDS, pewuB 3aHATbCA pas3paboTkon cmapT-kapT COBCTBEHHbIMU CUNAMW.
(BmecTte ¢ HegaBHel nokynkon DirecTV Pyneptom Mepaokom STOT AemMaplu, NpaBaa, HblHE Y)XKe CBEPHYT).
HakoHeu, noyemy aHanus pasbpoca cepuiiHbIX HOMEPOB CMapT-KapT MoKa3biBaeT, YTO UX BblNycKaeTcs
YyTb NN He B Tpu pasa bornblue, Yem KonmyecTBo oduumnanbHeix aboHeHToB nnaTtHoro TB? U kyaa yxoaat
BCE 3TU AECATKM MUIIIMOHOB «PE3EPBHbLIX» CMapT-kapT?

YBbl, HAKAKUX OTBETOB Ha 3TW BOMPOCHI NOKa NOSy4YuMTb He yaanochk. Yxe Kk Hadany uoHa 2002 r., korga B
nmnepumn Pynepta Mepgoka yb6eamnuce, 4To yrpo3amMu 1 Yepes afBoKaToB 3aMsiTb CKaHAarnbHoOe Aerno He
yaaetcs, B xof Obin MylweH cambli pellarolmin aprymeHT - Gonbwne aeHbrn. B3ss B ydeT cumnbHble
dvHaHCcOoBblE TPYAHOCTW KOHKYpeHTa, kopnopauns News obbsasuna, 4to 3a MunnmMapa eBpo NokynaeT y
Vivendi Universal ntanesiHckyto komnanuio nnatHoro TB Telepiu. 3ta ceTb npuHagnexana Canal+ n uyTb
nu He Bonee Bcex nocTpagana oT NUMPaToB - MO HEKOTOPLIM NogcyeTam, cpeaun obLiero yncna sputenen
nnaTHOro CNyTHWKOBOro TenesuaeHuns B Mtanum nupatckumm kaptamm B 2001 r. nonb3osanvcb NOYTH Tpn
yetBepTM. OOQHMM Xe K3 rnaBHbIX YCNOBWW caenku cTtano To, 4to Vivendi obssanacb npekpatutb
cynebHoe pasbupartensctso B KanndopHuu.

C dupmon Canal Plus Technologies B HOBbIX yCnoBusix 060LUNUCL NPUMEPHO Tak Xe, Kak ¢ Telepiu, -
anpekumst Vivendi n ee Toxe BbiCTaBurna Ha npogaxy. B ceHTsope 2002 r. 3To nogpasgenenne kynuna
dpaHuy3ckas doupma paanoanekTpoHukM Thomson, HO HanpaBneHue cmapT-KapT YCMOBHOro goctyna
NpULLINOCE 30eChb He KO ABOpPY. TyT Xe B Ka4yecTBe NoTeHUManeHoro nokynaTens scnneina pupma NDS, u,
nNpon3onamn ata caerka, CToMb WYMHbIA He4ABHO CKaHAan okasasncs 6bl OKOHYaTeNbHO NOrpebeHHbIM.

Ho B koHeyHom wuTore, B aerycte 2003 r. texHomormio MediaGuard (n BCHO COMyTCTBYIOLLYIO €1
WHTENmNeKTyanbHytl0 cOBCTBEHHOCTb) Bbikynuna y Thomson weenuapckas dupma Kudelski. Mpuuem
Kudelski - aTo paspabotumk Tex cambix kapT Nagra, 4YTO 3akpbiBalOT, CPeau Mpoyvero, U nnatHble
TB-kaHanbl EchoStar. A umeHHo EchoStar, HanomHum, n ee coBmecTHoe ¢ Kudelski npegnpustne
NagraStar Bo3poawnnM yrpobrneHHbin Obino cydebHbii npouecc npotvB NDS 1 XaxayT HblHe
cnpaBefIMBOCTMU.

A NOoTOMY €CTb LaHC, YTO nNpaBaa 00 aTon TEMHOM NCTOPUN BCE Xe CTaHET N3BECTHA.



naBsa 9. CneanTtb Bceraa, cneguTb Besge

CTpaHuubl XXU3HU repos, 1961.

XBOCT BUNnsieT cooakomn

B 1961 rogy HOBbIA 3HEPrUYHbLIN MUHUCTP tocTuUuun PobepT (bob6un) KeHHean oO0BbSABMM «KPECTOBbIN
noxoa» MpPOTMB OpraHM3oBaHHOMW npecTynHocTu. Oupektop ®BP (monrve rogbl oTpuuaslnii cam pakT
cywectBoBaHna Macumm B CLUA) Tenepb, COOTBETCTBEHHO, TOXe MpoBo3rnacun 6opbby c
OPrMpecTYNHOCTLIO MMaBHbIM NpuopuTeTOM B paboTe biopo. B nogaepxky 6onee peumTenbHbIX 4EACTBUN
cvun npaBonopsifka ObinMyM  MOArOTOBIEHbI HOBbIE 3aKOHbI, MNPOXOXAeHWe KoTopblx B KoHrpecce
conposoxgan nm4yHo bob6u KeHHean. 3T 3aKOHbI CyLLECTBEHHO PacLUMPSANN U YCUNMBaNN IOPUCONKLNIO
®BP B cnyvasx paccnegoBaHusi 4EACTBUN MadMO3HbIX CTPYKTYP.

Beina 3geck, npaBga, OOBOMBHO Cepbe3Hasi, YpeBaTas OCNOXHeHuAMK npobnema - 'yBep yxe AaBHbIM
JaBHO M B LUMPOKUX MacliTabax MCronb3oBan TEXHOMOMMU CNeXku, oduumansHo cuntaswmnecs B CLUA
He3akoHHbIMKU. U Tenepb anpektopa PBP 6ecnokouno, 4to KeHHean HenpemeHHO 06 3TOM y3HaeT. Beab
TpaguUMOHHbIE MeToAbl MOACMNYLWMBAHMSA Pas3roBOPOB M MPOCMyLWMBaHUA TenedoHOB Nogo3peBaeMbIxX
00ObI4HO CONpPOBOXAanNMCh HemneranbHbIM MPOHUKHOBEHWEM B YacCTHbIE XUNULLA 1 oduchl AN YCTaHOBKU
3NEKTPOHHbIX «XKY4YKOBY.

Bce xe N'yBep 1 oanee, kak npexae, He cTan UcnpawmvBaTb paspeLleHns Ha YCTaHOBKY CMeLTEeXHUKU, HO
3aTo, C APYron CTOPOHbI, perynspHo npepoctaensn Pobepty KeHHean copepaTenbHble onepaTtuBHbIe
matepuanbl C WHdopmaumern, cobpaHHOM C MOMOLIb0 HerneranbHbiX MWUKPOGQOHOB MPOCITYLLKM.
Mpu3sHaBas LEHHOCTb MaTepManos, MUHUCTP FOCTULIMK BbIHYXOEH Gbin 3aKpbiBaTb rnasa Ha 6e33akoHue U,
Takum obpasom, NMoHEeBOIE OKa3bIBaNCs MACCMBHBIM COYYaCTHUKOM.

Y Oprapa 'yBepa MMENcst OrpOMHbIN OMbIT B YMENbIX MaHUNynsiuMax CTOMb OENIMKAaTHOW BeLUblo, Kak
TEXHUYEecKne cpeacTBa nonuvuenckoro HabnogeHus. Ceoto cdopmanbHyo (M, kak 0bblMHO, abcontoTHO
nMUEMEPHYI0) TOUKY 3peHUs MO 3TOMY BoMpocy Anpektop bropo cchopmynuposan JaBHO 1 onpeaeneHHo.
Euwe B nepBom yctaBe ®BP, nogrotoerneHHom B 1928 rogy, GbIIO MpONMCaHoO, YTO MOACNyLUMBAHUE
ABNSETCA «HEOOMYCTUMbIM, HE3aKOHHbIM... HE3TUYHbIM», a pykoBoacTBO blopo nogobGHbIX Mmep,
COOTBETCTBEHHO, He noTepnuT. Toraa xxe 3arap Nysep 3aBepun KoHrpecc, 4TO BCAKUIN areHT, YrnYeHHbIN
B TenedOHHOM noAcnywmsaHui, byget HeMeaneHHo yBorneH ¢ paboTel. Ha camom gene, KOHEYHO Xe,
BCe ObIfNIO COBEPLUEHHO MHaye. VimeeTcsi 4OCTaTOYHOE KONMMYECTBO CBUMAETENBbCTB COTPYOHWUKOB (B TOM
yucne un B cyge), pabotaswmnx B PEP B 1930-e rogpbl, 3aHUMaBLUMXCA KPYTIOCYTOYHBLIM NPOCAYLLWBAHUEM
TenedgoHOB 1 NonaraBWmxX 3TO BNofHe obblYHbIM genom bropo.

BecHon 1940 roga npesugeHT PysBenbTt, yb6exaeHHbli B TOM, YTO B CTOMb TPEBOXHOE BpeEMS
noAacnywmvBaHme TenedgoHOB CTano >XU3HEHHO HeobxoauMbiM Anst obecnevyeHnss HauMoHanbHOW
6GesonacHoCcTW, noLlen Ha cepbe3HOe HapyLleHue OeNCTBOBaBLUMX B CTpaHe 3akoHOB. lMpe3anaeHT TanHo
Hagenun MWHUCTPa KCTULMM HECBOWCTBEHHBIMU €My MOSTHOMOYMSAMU - pas3pellatb NoAcnyLMBaHUe
«nuy, nNnogo3peBaeMbiX B BeAeHUN NoApbIBHOW AesaTernibHoCcTu npoTuB CoeaunHeHHbIX LUTaToB, a Takke B
wnuoHaxe». Kak npusHan MHoOrve rofbl CycTd TOrgallHWA MUHMCTP tocTuumm ®dpsHenc buaoan, aTa
npesvaeHTCckas AWPEKTUBA «OTKpbINa LWMPOKME ABEepu Ans noacnywmBaHusa TernedoHoB noboro
YyeroBeka, 3anogo03PEeHHOro B MOAPLIBHOM AeATENbHOCTMY . PakTUYECKNM pe3ynbTaToM JAHHOIO peLleHus
cTano To, 4Yto dgrap N'yBep nony4mn BO3MOXHOCTM AN HEOrpaHWYEHHOro MpocnyLInBaHns noboro He



MOHPaBMBLLEroCA eMy YenoBeka - JOCTAaTOYHO ObIfo NWb 3aHECTU ero B KaTeropuio Nogo3peBaembixX
nvy. OgHaxabl YTBEPAMBLUUCH B YCMOBUSX 0COBOWN NpeaBOEHHON cuTyaumu, ata 6e3sakoHHas npakTuka
npofdormkanachk 1 B MOCNEBOEHHbIE AeCATUNETUS.

lMpuxoa K BRAcTM KaXgouW HOBOW rocagMMHUCTpauUMM HEeU3MEHHO conpoBoxganca ana [ysepa
npoBopavvMBaHMeEM NMPUMEPHO OOHON U TOW Xe KOMOMHauun. BeAakMin npesvaeHT u ero MMHUCTP CTULmMn
Ha croBax BbICTynanu 3a CTporoe cobniogeHue 3aKOHOB, a Ha [ene OXOTHO M 4vacTo npuberanu K
COBEpLUEHHO HeneranbHbiM MeTodam cnexkn OBP. [Npu Haubonee npuatHonm pgns  [lyeBepa
3M3EeHXay3aPOBCKON aAMUHMCTPALUN HOBBIM MUHUCTP tocTuumm epbepTt bpayHen gaxe Bbigan 'yBepy
ouLManbHY CaHKLMI0 HA UCNONb30BaHNE MUKPOMOHOB MPOCYLUMBAHMUS - HO TOMNbKO B Cy4asX yrpos3bl
HauuoHanbHonm 6e3onacHocTn. C npuxogom OpatbeB KenHeam ampektopy PBP yganock ycnewHo
pa3BUTb 3aKOHHOCTb 3NEKTPOHHbIX METOAO0B CIEXKU 1 HA paccnefoBaHnsi MHOrO poaa.

Mo cempeTenbcTBy Puyapaa HvkcoHa - eAMHCTBEHHOIO, KTO ObIn CMELLEeH C NPe3naeHTCKoro nocra us-3a
HerneranbHOro LUMMOHaXa 3a MONMMTUYECKMMU MPOTUBHUKaMK - 3arap yBep pacckasbiBan emy, 4To
KaXkabli npesnaeHT co BpemeH PyaBenbTta gaBan gupektopy ®BP nogobHble 3apaHus. MHade roBops,
TUXMI N HEPACKPLITLIN «YOTEprernTy conpoBoXaan Kaxayk rocagmvHucTpaumio CLUA no meHblien mepe
¢ Havyana 1930-x rogos. CkaHAan ke paspasuncs Tonbko nocne cmeptn 'yBepa Bcemoryliero. To xe
camoe OOKyMeHTanbHO noareepaun B 1975 rogy CeHaTCkMi KOMUTET MO pasBenke, YCTaHOBUBLLUUIA, YTO
npe3ngeHTbl TpymaH, OunseHxayap, KenHegu, OKOHCOH u HUKCOH, - Bce oHM ucnonb3oBanu ®BP ans
MOACNYLIMBAHUS U CIEXKN B LENSX, HE UMEBLUMX HUYETO OBOLLEro HU C HaUMOoHarnbHOW 6e30MacHOCTbI, HU
¢ 6opbbon ¢ npectynHocTblo. Mo cyTn aena, ®enepansHoe GHOPO paccrneaoBaHU UCMONBb30BANOCh Kak
nonuMTuyeckasl monuuus, npecregysa Tex naen, Ybu B3rnagbl 1 nAeoNorua He HpPaBUAMCh NMYHO darapy
'yBepy, nMbo ero HayanbCcTBY. BoBnekas kaxxgoro HOBOro npesvaeHTa B 3TO 3amaH4MBoe Ge33akoHue,
wed PBP ogHoBpeMeHHO nonyyan u 3EKTUBHOE NPUKPLITUE ANS NPOLOIDKEHNS HENErarnbHON CrEXKHU,
N MOLLHBIA KOMMpOMAT Ha NepBbIX 1L, rocy4apcTaa.

LLinunoHcknin 3oonapk

BceBO3MOXHbIE XWUTpble YCTPOMCTBA WM TEXHOMOrMM ANs Moucka BparoB, CKPbITHOFO HabniogeHus,
npocnywmBaHus 1 BoobLle ANs «ToTanbHOW MH(OPMALMOHHON OCBEAOMIIEHHOCTUY» BOT YXXEe MHOorue
AecATUneTVs BOOXHOBNAT daHTasnm aBTOPOB LUMMOHCKMX POMaHOB U KMHOMUIIbMOB. Ho nonyTHO Hag
MHOMMMMU U3 3TUX «(HaHTaCTUYECKUX» MPOEKTOB BOBCIO MAET BMOSHE pearnbHas paboTa B CEKPEeTHbIX
nabopatopuax cneucnyx6 M 3akpbITblX MCCleOoBaTeNbCKUX LEHTPOB, @ MOpo - M B OBbIYHBIX
YHUBEPCUTETaX UM KOMMepYeckux dupmMax. B atom pasgene gaetcsa kpaTtkuii 063op nogo6Horo poaa
crneumanbHbIX TEXHOMNOMUI, TaK UMK MHaYe CBA3aHHbIX C GUOMOrMYecKUMM OpraHn3mamMu.

Muenbl-OomMmbOouckaTenu



AMepuKaHCKOe areHTCTBO MepefoBbiX BOEHHbIX uccnegoBaHui, DARPA, duHaHcupyeT paboThbl
dedepanbHbIX U akageMUyecknx uccrnefoBaTenbCKMX LEHTPOB MO U3YYEHMIO MYen U BO3MOXHOCTEN
MCMnonb30BaHns ux boree TOHKOro, Yem y cobak, 0BOHSHUS B Cepbe3HbIX PO3bICKHBIX MeponpusaTusx. B
YaCTHOCTK, CMeLLMBas TPOTUMN C CaxapoM, YYEHbIM yOaeTCs HaTackuBaTb N4Yern Ha nouck B3pbiBYaTku. K
HaCeKOMbIM  MNPUKPENASIT  MUHUATIOPHbIE  pagvMovacToTHble  MeTku-ugeHtudukatopsl  (RFID)
M3roToBnsiemble LWBenuapckon hmpmbl Sokymat. B coyeTaHnn ¢ ceHcopaMu B yIibsiX, YNaBnvBaoLWMMu
3anaxy NPUHECEHHbIX Mn4Yenamm OnacHblX XMMUKaTOB, B MPUHUMNE CTaHOBUTCA BO3MOXHbLIM
aBTOMaTU3MpPOBaTb BECH NPOLIECC NoncKa U OBHapy>XeHNst MUH.

EcTb, NnpaBaa, 4OBOMbHO CyLecTBEeHHas Nnpobnema - nyenbl XOTb U TPYAontobumBbl, HO He NbAT paboTaTb
B Henorogy [SI03][MNO02].

Nomecb Apoxxen n TapakaHoB

OceHbto 2003 r. cTano M3BECTHO, YTO y4YeHble SiAEPHOro MccrnegoBaTenbckoro LeHTpa Sandia National
Labs, 3aHumalowmecs Takke BOMPOCaMU BbISBIEHUS OPYXXWS MACCOBOrO YHUYTOXEHWS, pasdpaboTanu
HEOObIYHYIO 1 CpaBHUTENbHO AELIEBYH) HOBYIO TEXHOMOIMIO ANS OTbICKAHWUS OMACHbIX XMMWUYECKUX WM
BuonorMyeckmx BellecTB. B camom KpaTKOM M3MNOXEHUU CyTb HOBOrO MeToa 3BYYUT OpPUrMHanbHO -
CKpelmBaHue JOpoxoken wn TapakaHoB. Ecnm 4yTb 6onee nogpobHo, TO, No cnosam OJHOrO U3
pykoBoguTenen npoekta [xeda bpuHkepa, TapakaHbl JaBHO NPUBIEKalOT uUccrnegoBaTenen CBOMMMU
«3KCNyaTaLuMoHHbIMU XapakTepUCTUKaMMy - KUBYYECTbIO M HAOEXHOCTbI0. K CnMHKaM 3TnX HacekoMbIX
MOXHO MPUKPENNATb CcrneunanbHble YCTPOMCTBA-CEHCOPbl, a8 3aTeM CKPbITHO 3anyckaTb TapakaHoB B Te
MecTa, rae ecTb MOAO3peHMEe Ha U3rOTOBMEHUE/XpaHEeHNe XMMUYECKOro opyxus. Ponb xe ygobHoro u
YYBCTBUTENBLHOIO CEHCOpa-MHAMKaTOpa MOryT Urpatb OPOXKM, MOCKONbKY reHeTUYECKon moandukaumen
KNeToK UX MOXHO HacTpamBaTb AN peakuumn Ha KOHKPETHbIE XMMU4eckme coeauHeHus. U ecnu B cpene
oBHapyXaTcs MOMeKyrbl MCKOMOrO BMAA, TO KMNETKM APOXOKEW U3MEHSIOT CBOK OKpacky. KoHeuHo, mpwu
TakoM MeTOAe pa3BeKu BO3HMKAET ecTecTBeHHas npobrema - BO3BpallaTb TapakaHOB ANA aHanv3a
AatymkoB. Moka 4TO OOHVMM M3 MPOCTbIX PELUeHU 3TOW Npobnembl y4eHbIM BMAMTCH UCMOMb30BaHWE
TapakaHoB-po6oToB [SV03].

YyTkasa cTpekosa u com Yapnu



[nga koro-to mgen y4deHbix M3 Sandia MOryT 3ByyaTb YMCTOW (DaAHTACTUKOMW, OAHaKoO LmMpokas nybnuka
nveeT oyeHb cnaboe npeacTaBneHWe O pearibHbIX AOCTUXKEHUsX B 06MacT LUMMOHCKUX TEXHOMOTUN.
Apyanwmn npumep Tomy - crneuumanbHas BbicTaBka B wTab-kBaptupe LIPY B JIaHrnu, npuypoyeHHas K
40-/ rogoBLMHE 34eLlHero YnpasneHus Haykum u TexHornorumn, obpasoBaHHoro B asrycte 1963 roga.
BbicTaBka aTa HegocTynHa Ans obblYHbIX floger ¢ ynuubl, oaHako 6narogaps NOAyYMBLLMM CheumnanbHoe
npurnaweHne KoppecnoHgeHTam WHMOOPMALMOHHLIX areHTCTB UMEETCs BO3MOXHOCTb MNO3HaKOMUTLCH
XOTS 6bl C HEKOTOPBIMU 13 NPEACTABNEHHbIX 30€Cb MHOMTOYNCIIEHHbIX LUMMOHCKNX FaaXeToB.

Ecnn roBopuTtb 0 poboTax-Hacekombix, To ewe 1970-e rogbl B LIPY co3gany mexaHU4eckyto CTpekosy,
HecyLlylo Ha cebe KpolleyHoe MoAcnyluMBaroLlee yCcTporucTBO. PacckasbiBasi MCTOPUIO 3TOrO 3KCroHaTa
no nopsigky, rvMabl CcooOLWalT, YTO CcHavana KoHCTpykTopbl LIPY cosganM  MuHMaTIOPHbIV
MUKPOOOH-NepeaaTynk, AOns [OCTaBKM KOTOPOro B HYXHOe MecTo TpeboBanacb Kakas-Hubyab
achbdekTuBHaA cuctema TpaHcnopTMpoBku. CHavana pewmnm noctponTtb poboTta-wumensd. OgHako Bckope
BbISICHAIOCH, YTO MONET LMENS - Belllb KpalHe 3K30TMYeckas U BECbMa CroXHasi A1 MOAeNnMpoBaHus,
noaTomMy OT 3TOM uaen oTkasanucb. OavH M3 NOBMTENEen-3HTOMOSOroB, Y4acTBOBaBLUMA B MpOEKTe,
NPeanoXun CTpekosy, pesynbTaToM Yero u cran MnepBbl feTalwmn poboT-NpoToTMN pasmMepoMm C
Hacekomoe. [nsa CcBOero BpeMeHM 3TO Obln BecbMa BblAAKWMWIACS annapaT-«MHCEKTOTONTEpP» C
KPOLUEYHbIM  «TOMMMBHLIM ~ ©GakoM»  [nsi  pakeTHOro  ABuratenss WM TOHKO  cpaboTaHHbIM
MacTEepOM-4acOBLLMKOM cheumanbHbiM MEeXaHM3MOM AN XronaHbsa Kpbiibiwkamu. [lonet cTpekosbl K
HY>KHOW TOYKe Hanpaensan nasepHein nyd. OgHako, BcS M3o0bpeTaTenbHOCTL KOHCTPYKTOPOB OKasanach
HanpacHoOW, MOCKOrMbKy poboToM 6blO HEBO3MOXHO yNpaBnsaATb gaxe npu cnabom BeTepke, a npu
Marnevem nopbiBe oH 6e3HagexxHo comBancs ¢ kypca. [ockonbKky camoe rnaBHoe B YCTPONCTBE Bbino He
nomneT, a AocTaBka MUKPOdOHa CTPOro B 3aJaHHY0 TOYKY, TO OT MPOEKTa NPULLIIOCE OTKa3aTbCs.

[pyroii BnevyaTnsoWwuin 3KCMOHAT BbICTABKU - 3TO AOBOJSIBHO KpynHbIM, 60 cM gnvHon, poboT-com B
pe3nHOBOM Koprnyce, u3rotoBneHHbi B 2000 r. u nonyumswni nma «Yapnu». OTO0T COM OOSmMKeH Obin
He3aMeTHO nnaBaTb Cpean APYrnx pbib, BLIMOMHAS CTONb OTBETCTBEHHOE 3afaHue, YTO CyTb ero fno cuwo
nopy OCTaeTCsi 3aCeKpPeYeHHOW W He packpbiBaeTcs MOCETUTENAM [JaXe 3aKpbiTOM BbICTABKW.
CoobuaeTcs nuib, 4To 3TO NpUMmep paspadoTok LIPY B obnactn nogsoaHom pobotexHuku [SGO3].

Po6oTt-com «Hapnu»

Kowka, rynsaswasa He cama no cebe



OTOro skcnoHaTa Mo LEenoMy psiay MPUYMH HET Ha BbICTABKE OOCTMDKEHUM LLMUOHCKOrO XO3AMCTBa B
JIaHrnn. XoTs cynepcekpeTHbI NPOeKT nof Ha3BaHMeM «AkycTuyeckasa kucay» (Acoustic Kitty) Toxe 6bin
COCTaBHOW - NMpUYeM [OBOSIbHO JOPOroCTOALEN - YacTbio McCredoBaTenbCknx paboT Ha caMOM paHHEM
aTane nctopun YnpasneHus Hayku n TexHonorun LIPY. MHdopmaums 06 3ToM XKyTKOBaTOM 3KCNEPUMEHTE
nonana B pyKM WMCTOPUKOB-UCCreoBaTenen passedku, B OOLIEM-TO, CryyanHo, cpeau uenow naptum
ctapbix apxusoB LIPY, paccekpedeHHbix B 2001 r. no 3anpocy yyeHblx Ha ocHoBaHuu 3akoHa FOIA (o
npase rpaxgaaH Ha gocTyn K uHgpopmauun). Cpean SOKYMEHTOB 06 yxKe M3BECTHbIX TalHbIX MporpaMmmax
LPY nog kogoBbiMn umeHamum ARTICHOKE n MKULTRA, 3KCNepMMEHTUPOBABLUMX C HAPKOTUYECKUMMN
BELLECTBAMU, N3MEHSIOLLMMUN YeNoBeYeCckoe Co3HaHue, okasancs n 063op npoekta Acoustic Kitty.

CyTb ero B ToM, 4TO B cepeuHe 1960-x roioB UHXEHEpbI 1 Y4eHble pa3Beacny0bl NbITanucb BCTPOUTL B
Teno XMBOW KOLUKM MOACINYLUMBAOLLYIO annapaTypy v nepegatyvk. C nOMOLLbH 3TOro u3yponoBaHHOro
KMBOTHOrO-«knbopra», HaTacKkaHHOro OBUraTbCA Ha 3BYK WM 3abupaTbCs Ha HYXHble MOOOKOHHMKM,
aMepuKaHCK1e LUMMOHbLI HAMepeBarnuvch BbiBEAATb Camble CEKpeTHbIe NnaHbl Kpemnsi.

HecyacTHoro kota ¢ 3aWwnTbiMK B MOTpoxa GaTtapenkaMu-MnkpooHaMM U C aHTEHHOW nepefaTyvka B
XBOCTE OOUH pa3 Aaxe BbIBE3NN HA «NOSEBbI€ UCMbITAaHUA» B NapK, rAe OH JOmkeH 6bin npnbnuantees K
aBym bGecegyowimmMm Ha ckamerike nogsMm. Ho edBa >XMBOTHOE BbIMYCTMIIM U3 HabMTOro 3MeKTPOHUKON
LUMUOHCKOTO aBTO(pyproHa, Kak OHO TYT e yrogwrno Mof Koreca Mpoe3XaBllero MUMO TaKCW.
CobcTBeEHHO, 3TUM nevyarnbHbIM NpouCLLIECTBMEM n 3aBepLumnacbh MHOTrONeTHSAS,
Hay4yHO-UccregoBaTenbCckass nporpaMMa  Begywewn  passBegcnyxkbbl  Amepukn, obowegwasacs
HanoronnartensLlmnkam B 15 munnmoHos gonnapos [GBO1].

MCCﬂeJJ,OBaTeJ'II/I-VICTOpVIKVI, 3HaKOMMBLLNECA C UTOTOBbIM OTHETOM O ﬂpO[J,eﬂaHHOIZ pa60Te, HE MOl He
06paTI/ITb BHMMaHMe, 4YTO MaTtepuanbl No4YTh COpOKaJ'IeTHeVI 0aBHOCTU pacceKkpe4yeHbl C 3aMeTHbIMU
Kyntopamu. 3HauunT, YacTb uccnegoBaHui He notepdana aktyalbHOCTU WU Oalieko He BCe W3 Koraa-to
COOAEeAHHOIo pacueHnBaeTCcAa Kak owmnbka.

HacTosiwaa wnmnoHckasn KpbICa

OueHb ckopo, BecHorm 2002 roga npuWO UW3BECTME, 4YTO HaBsA3uYMBas wuaes O  LUMUOHCKUX
XMBOTHbIX-Knboprax no-npexHemy npogornkaeT BymopaxnTtb YMbl aMepuKaHCKoro
BOEHHO-pa3BebiBaTENbHOrO coobuiectsa M paboTalwowux No ero 3agaHulo uccriegoBaTenen. YyeHble
SUNY, yHusepcuteTa wrata Helo-Mopk, onybnukosanu B Maiickom Homepe xypHana Nature cratbio ¢
OTY4ETOM O TOM, Kak OHM co3ganu uenoe Hebonblioe nogpasgeneHne M3 NatTv paguoynpaBrsemblX
«KpblcoboToB» (ratbots), T. e. KpbiC C BXMBMEHHbLIMW B MO3r 3MEKTPOAaMM Afsl AWCTaHLUOHHOMO
MaHUNynMpoBaHusi NOBEAEHNEM XNBOTHbIX.




Kpbico60T u ero cosaarenb

®PyHKUMOHUPYET KpbiCca-KMbopr cnegytowmm obpasoM. B «ueHTp yaoBONbCTBUSAY, T. €. B 0COObIN HEPBHbIN
y3er, HaxogsWnncs B CpeanHHo-NepeaHen Yactn Mo3ra, BXXUBIIEH MMaBHbIN CTUMYMUPYIOLLMIA S1EKTPOS,
a B HEpBHble Yy3Mbl NIEBbIX W MpaBblX MYy4YKOB YCOB KPbICbl BXWBMEHbI «MOBOPOTHbLIE» 3MEKTPOAbI.
XXuBOTHOE OYeHb BLICTPO OCBaMBaeT APECCUMPOBKY, KOraa Ang nosydeHus HOBOro MMMyrnbca BriaxeHcTsa
HaZO NMPOCTO CBEPHYTb B Ty CTOPOHY, C KOTOPOM NOCTynaeT ovYepeaHon ynpasnsowmin curHan. MNonyTtHo
AMMMPUYECKUM MYTEM Y4YeHble BbIICHUNW, YTO MpPWM MPOCTON HEeOOMbLIOW CTUMYNAUMM  LeHTpa
yOOBONbCTBUS KpbiCa NPOAOIXaeT ABMratbCs NpsmMo, a npu 6onee MHTEHCMBHOW roTOBA Ha «MOABUMM»:
npu BO3MOXHOCTU 3abupaeTca Ha OepeBO UNnu NecTHUUy, NpbiraeT € BbICOThl, 6eraeT no penscam wunu
BbIXOOUT Ha SIPKO OCBELLEHHblE Y4acCTKM (4ero B OObIMHOW XM3HW, Kak npaBwuno, genatb u3beraer).
MpaBga, ycTaHOBNEHO M TO, YTO MHCTUHKT CAMOCOXPaHEHUS B XMBOTHOM AENCTBYET BCE Xe MOLUHee, Tak
YTO C OMNacHOM Afs XXW3HU BbICOTbI KpbICYy-pobOTa He yAaeTca 3acTaBWUTb MPbITHYTb HUKAKUMMU
ANEKTPOCTUMYNALUMUAMUN KHUPBAHbIY.

AMepUKaHCKNE YYeHble, BEPOSTHO, OCO3HAaKT, YTO BCE 3TU WX HbIHELIHWE WU3biCKaHWs BeCbMa Mep3Ko
nonaxmealoT, MO3STOMY MMMW BCSIMECKM OTpULIAKOTCA Kakme-nnbo napanneny ¢ nevanbHO M3BECTHbIMU
akcnepumeHTamm 1960-x rogoB B yHMBepcuteTe Tulane, rae ¢ NOMOLLBIO BXMBMEHNUS B MO3T 3J1EKTPOAOB
nblTanucb ynpaensaTb MoBeAeHWEM uYernoBeka. [nsa nonyyeHuss xota 6bl Monyanueoro ofoGpeHust
obLLecTBEHHOCTM, NOA NPOEKT noaBefdeHa «bnaropogHas» naeonormyeckas 6asa - KpbiCbl-poOOThI, MO,
B NepCneKTuBe CNOoCOOHbI OKa3aTb HEOLIEHVMMYHO MOMOLLb NPY CNaceHny nogen us-nog passanuH 3gaHui.
To, 4TO pasBanuHbl 34aHWiA OBbIMHO B M3ObITKE 3anONHEHbI OBLIYHOM MULLEN KPbIC U 3acTaBUTb WX
paboTaTb B 3TUX yCrnoBusix OydeT kpariHe npobrnemaTnyHo - Ha 3TOM NpeanoynTatoT He POKYCUPOBaTbLCS.
Moka e MOoMHbIM XO4OM Pas3BepHyTbl PaboTbl MO MPUNAXMBAHWUIO K KpbicaM MUKpO-Tenekamep U no
MUHMaTIOPU3aLMK BCEW «3anfieyHon» pagno3anekTpoHKM 6ecnpoBOAHON CBS3N, YTOBbI CO BpEMEHEM ee
MOXHO ObINIO MMMNIAHTMPOBaTb HEMOCPEACTBEHHO B TENO XMBOTHOro. PUMHaHCUpOBaHME BCEW ITOW
KpbICMHOM paboTbl BeAeT, ectecTBeHHO, MuHucTepcTBo o6opoHbl CLUA [DG02].

Fna3a B HeBecax

BriornHe ecTecTBeHHOe enaHue BCAKOW BMacTu, Nosyyatlollen B cBoe pacrnopsbkeHue 3addekTnBHbIe
TEXHOIMOMMMN CINEXKM, - PACMPOCTPaAHNTL UX KaK MOXHO Lwnpe. Ho 4oBUTbCs 3TOr0 CpaBHUTENBHO MPOCTO -
Obinn 6bl OeHbMM - NUWb B BOEHHOM Jefie U B 3apy0exHoN pasBefke, rae A03BONEHbl NMPaKTUYECKM
nobble  OOCTYMHble (POPMbl  LUNWMOHAaXa. BHYTpM e BCSAKOW LMBUIM30OBAHHOM CTpaHbl, MMEoLLei
npeacTaBrneHne O Npe3yMnumMu HEBUHOBHOCTU, OBObLIMHO AENCTBYIOT BMOSIHE OnNpefereHHble NpaBoBble
HOpMbI, 3anpelyatrolime, BooOLLEe TFOBOpS, CIEXKY 3a rpaxaaHaMu, He COBEpLUMBLUMMU  HMKaKMX
npectynnexHvin. [ns obxoga 3ToM KpaliHe obpemMeHWTenbHOW Ans BrnacTu npobrembl M306peTeHo
MHOXECTBO BCEBO3MOXHbIX XMTPOCTEN U YNOBOK. Hanpumep, cHayana npuMeHUTb HOBYHO TEXHOIOMMIO B
OTHOLLUEHMU CTOMPOLIEHTHBIX MPECTYNMHUKOB WM MOLUEHHUKOB, y6eauB o6LLecTBO, YTO Tak - C HOBbIM
NPUMMSAOM - €My CTaHeT XWTb HaMHoro nydwe. Wnu, ckaxem, BBECTW HeKoe TMOCTOsIHHOe
«nonyoco60oe-MnomnyBoeHHOE» NOMOXeHWe Ans 3aluThl CTpaHbl OT TEPPOPUCTOB, PAAU YEro HaCeneHwuto,
SICHOE [eno, NpUAeTCs nepeTepneTb yTpaTy HEKOTOPbLIX rpaXkaaHCKMX npae u cBobod. HakoHeu, MOXHO
MPOCTO TWATENbHO 3aceKpeTUTb Hanbonee 3amaH4YMBbIE TEXHOMOMMW CIEXKM, a Aarnblue NpocTo AenaTb
BU[, YTO HNUYETO HEOBLIYHOIO HE MPOUCXOAMT.



Bonbwoun bpaTt cneauTt 3a To6oun

[na Hayana - npyumep OQHOrO M3 BeCbMa HeYacTbiX MOKa YTO CNyyYaeB WCMOMb30BaHWS CMyTHUKOBOW
BNOOBOW pa3Benky Onsi 00BUHeHUs1 YyacTHbix nuy B CLUA. deno npoucxogmno netom 2001 roga, korga
denepanbHasi BnacTb ctporo, 6onee yem Ha 300 Thicsd OONNapoB, Hakasana CeEMbl HepaamBbIX
apKaH3aCcCKnx hepMepoB 3a NOXHbIE 3asBNEHNS U1 OOMaHHbIM NyTEM MOJTYYEHHYHO CTPAXOBKY.

KpynHo 3acTpaxoBaB CBOM MNOMS Ha Cnydan Henorodbl W MAOXOro ypoxas, 3Tm depmepbl Bbbkaanu
HY>XHbIA CPOK W 3asiBUNM B CTPaxOBYH KOMMaHWIO, YTO BCNEACTBME 3aMOPO3KOB M Ype3MepHbIX 0CagKoB
ypoxan ux xnonka nornd dpaktuyeckm nogumctyto. CTpaxoBKy MM KOMMaHWs Bbinnartuna, npudeM ocobo
He BpaBascb B nogpobHocTm pJdena, 6Gnaro no pgencreyowum cendac B CLUA  npasunam
«CenbCKOXO3ANCTBEHHbIE» PUCKM KOMMNEHCMPYIOTCA Bbinnatamu us degepansHoro Grogxkerta. VIMeHHO
No3TOMYy AEeflOM 3auHTepecoBanuCb COTPYAHMKM MPOKypaTypbl, ObICTPO 3aMeTvBLUME B 3TOW UCTOPUK
HECTbIKOBKM - NyTaHWLYy B OTYETaXx O 3aKynke CeMsiH, Ha PpeaKoCTb NPUMMYHBIA ypoxan bepmepa-cocena u
Tomy nogobHoe. Ho aeno 6bino yxe aasHee, U AOCTOBEPHO BOCCTAHOBUTL KapTUHY, Kak noackasan OauH
n3 cBeaywux nogen, MOMMM Mulb CMYTHWKOBbIE CHUMKM (DEPMEPCKMX MOoSie 3a COOTBETCTBYHOLLUIA
nepuog.

Monavany cnegoBatenb NPOKypaTypbl OTAPAaBMUIT 3aMpPOoCkl B aMepuKkaHckue crneucnyxobl, 3aHnmarowmnecs
CMYTHWKOBOW pPa3BefKoOW, HO TaM cxody Aanv OT BOPOT MOBOPOT, 3asiBUB, YTO 3aHUMATbCA NOAOOHLIMU
BELLAMM BHYTPU CTpaHbl UM 3anpeLuaeT 3akoH. Torga crnefoBaTtenb pacluMpun MOUCK W Hawen To, YTo
HY)XHO- YNpaBreHne reonornyeckux Mu3bICKaHWW, rAe MOCTOSAHHO HakannuBalTCa UHpakpacHble
CMYTHWKOBbIE CHUMKK Bceln TeppuTopum LUTtatoB. CHMMKM genatoTcsa B nobyto norogy, U ¢ X MOMOLLBHO
cneumnanucTbl He TOMbKO MOFYT cKasaTb, BCMaxaHo Mofie UMM HET, HO AaXe Kakoro Tuna pacTeHus Tam
nocaxeHol. [locne Toro, kak B 6a3e AaHHbIX OblM NOAHATHI CHUMKWU HYXHbIX TEPPUTOPUIN 3@ HYXHble
AaTbl, 9KCNepPTbI-4eLMdPOBLLMKA N300paXKeHWIn yCTaHoBMIK, 4YTO cBbiwe 80% 3emnun «nocTpagasllen ot
3aMOpO3KoB» BOODLLE B TOT ro He pacnaxmpanocb... Korga Bce aTv dhakTbl ObinvM NpeacTaBneHbl Ha
cyae, epmepbl U UX aaBoKaTbl ObINM HACTONBbKO OLlapalleHbl, YTO AaXe He CMOrMu pewwnTb, UMeeT Nn
Tenepb CMbICA NogasaTb Ha anennaumo [DBO1].

Y Hac cBon Xab66n

Henb3s ckasaTb, YTO COBPEMEHHbI YPOBEHb TEXHOTOMIA CNEXKM ABNSAETCA KaKMM-TO 0COObIM CEKPETOM.
MpocTo OBbIKHOBEHHLIE MOAM, NPOMECCMOHANBLHO HMKaK He CBS3aHHble C AaHHOM 06NacTbio, CrMLLKOM
3aHATbl CBOMMW TEKyLUMMWU Jernamu, 4Tobbl MHTepecoBaTbCs WH(POPMALMOHHBIMKU MPOCNeKTamMu Wnu
Beb-caliTaMn MpM-U3roToBUTENEN Takoro poda annapaTtypbi.

BoT, ckaxeMm, kak 0OCTOAT cenyac gena C HOBEWWMMU CUCTEMaMMU BU3yanbHOro HabnogeHus,
yCTaHaBIMBaeMbIiMN HbIHE B BepPTONieTax nomunn n BOOPYXeHHbIX CUI. 3necb nporpecc B 3J1EKTPOHHbIX
N MEXaHMYECKNX TEXHOMNOrMsSX Mo3Bonun o6beanHNTb BngeokamMepbl N ONTUKY BbICOKOIo paspelleHusa C
MOLUHBbIMX cuUcTeMaMyn cTabunusaumm, YTO OaeT BO3MOXHOCTb, K npuMmepy, onpegendtb Homep
aBToMObUnNS NnpakTn4eckn c nobon BbLICOTHLI NorneTa, a orpaHn4eHna Ha JanbHogencTene annapartypbl
HaKnaabiBaeT NnLlb JTMHUA TOPU30OHTa U eCTeCTBEeHHaA AblMKa aTMOC(*)epI:I.

Begywuii  noctaBwmk cucteM  HabnogeHus  ana  nonuvumu,  komnaHust Wescam  (kaHagckoe
nogpasaeneHve dupmel Westinghouse) Heckonbko NeT Hasaa co3farna HoOBOe, TPETbE NOKOMEHWE CUCTEM
cTabunusauum, paamkanbHO NPEBOCXOAsLLEe NPEXHNE KOHCTPYKLMM Ha OCHOBE MEXaHUYECKMX racuTenen
BMOpaLumM 1 rmpockonoB. B HoBelllen cucteme Ha CMeHy BpaLlaloMMCs MEXaHWYEeCKMM rmpocKkonam
MPUWMAM KX OMNTOBOSIOKOHHbIE aHamnoru, rge Maneilve CMELEHUss B PachofioKeHUWM Kamepbl
BbluMcnaoTca bnarogaps nasepHbiM MMMyNbCcamM M NOCTOSIHHOMY MepecyeTy KOOPAMHAT KOMMbIOTEPOM.
Mocne Yero KOPpEKLUsI MOMOXEHUSI MPOU3BOAUTCSI C MOMOLLbIO HOBOW TEXHOMOMMMW «NPUBOAOB MAarHUTHOTO



KPYTSALLEro MOMEHTa», NPUKagbiBaloWMX ycunme B CTPOro onpeferieHHOM HanpaBfeHuMKn, OCTaBriss
CBOﬁOJJ,HbIM ABMXeHne BO BCeX OCTallbHbIX MIMOCKOCTAX. 3a nocnegHee BpemMma O co3gaHuu COBCTBEHHbIX
ONTOBOJIOKOHHBIX CUCTEM TrMpocTabmnnmnsaumm obbsaBunu tawke komnaHum Raytheon u FLIR Systems,
TOXe BbiMyckatoLme obopyaoBaHe HabnoaeHns Anst BOEHHOrO U MOMMLENCKOro NCMOSb30BaHMS.

MiMeHHO Gnarogapsi aToM cucteme crabunu3aumm Tenepb CTano BO3MOXHBIM MPUMEHATH MOLLHbIE
yBENnU4nTEIbHbIE INMUMH3bI, B pe3ynbTaTte 4Yero nonmuna crtana B WYyTKY Ha3bliBaTb I'Ipl/l60p «Hall Ha3eMHbIl
Xabbny, nmesa B BUOY, KOHEYHO, MOLLHENLLNI opbUTanbHbIN Teneckon acTpoHOMOB. [py cpaBHEHUN Xe
XapakTtepuctmk cuctembl Wescam co CMyTHMKOBbIMK pasBefblBaTeNbHbIMM CUCTEMaMKU HabnoaeHwus,
pagnyc ob3opa nOCnefHUX, €CTeCTBEHHO, OKa3blBAeTCs 3HAYUTENbHO LMpe, OAHaKko Kamepbl Ha
camoreTax u BepToneTax JaloT BO3MOXHOCTb ©KMBOMY» BUAEOCHEMKMN NMPOMNCXOASALLEro, a He TPaHCASALMIO
(POTOCHUMKOB, 4YTO CBOWCTBEHHO oOpbuTanbHbIM annapatam. CToumocTb HOBOro obopyaoBaHus
BUOEOCINEXEHUA [OBOMbHO Benuka - nopsgka 650 Teicsy gonnapoB Ans Havbonee npoaBUHYTLIX
mMopgenen, ogHako B Wescam HagelTcs Ha paclumpeHue GusHeca, NOCKOSbKY XUBOW UHTEPEC K HOBOW
TEXHOJOMMM NPOSBASIIOT HE TONBKO BOEHHbIE M NPaBOOXPaHUTENbHbIE OpPraHbl, HO TaKKe KNHOMHOYCTPUS 1
TeneBu3noHHbIe crnyxbbl HoBocTewn [|A02].

Kapa HebGecHas

YUpesBblyaiHO MOOHAs Ha CEerofHsIlHWMIA AeHb TexHororus - 6ecnunoTHble neTaTenbHble annaparhbl,
BIJ1A, obbl4HO MMeHyeMble «gpoHamu» (drones) nnu 6onee oduumansHo UAV, oT Unmanned Aerial
Vehicle. MogoGHble annapaTtbl - 34akMx feTalwmnx poboTOB - O4eHb NOGAT BOEHHbLIE BCEX CTpaH,
BblAENSOWMX MHOIO AEHEr Ha 060POHY, MOCKOSbKY APOHbLI MOTYT HAaXOAUTLCS B BO3AyXe OYeHb JoMnro (4o
CYTOK), @ UX NMoTepsl He COMpsKeHa C puckamu rmbenu netHoro coctaea. C kaxabim rogom BI1J1A Bce
BonbLUe NPUMEHSIOT ANS BO3AYLLIHOW pa3BedkM Ha MECTHOCTU, a B NocrneaHee BpeMs U s YHUUTOXEHUS
noaen NN TeXHUKM NPOTUBHMKA.

B Hosi6pe 2002 ropga 6ecnunoTHbI pa3BedbiBaTeNbHbIN camoneT Predator, AnCTaHUMOHHO ynpaBnsieMbli
LIPY CLIA 1 BOOpYXEHHbI AByMS NpOTUBOTaHKOBbIMKU pakeTamu Hellfire, yHnuToxun B MemeHe
aBTOMOOUNb M HaxoauBLIMXCS B HeM 6 uJenosek. [pegnonaraetcsi, 4TO 3TO ObIMM TEPPOPUCTbI
«Anb-Kangbi» BO rmaBe ¢ OAHMM M3 NMAEPOB 3ToW opraHusauum Kaegom anb-Xapetu no npossuily Aby
Ann. [aHHaa onepauus ctana MNepBbiM WM3BECTHbIM ClyvaemM npumeHeHus CoeauHeHHbiMu LTaTtamm
pa3BeacamoneToB-pobOTOB AN YHUYTOXEHUS TNtoded BHe 30Hbl 06oeBbix AewcTBuii. [epBble xe
COoO0LLEHNA O MPUMEHEHMM TakMX CaMOSIETOB-pa3BeaYMKOB AMsl YHUUTOXEHMS BOEHHbIX Lienen cranu
nosiBnATbCA B xoae 6oeBbix aencteuin CLUA 1 nx cotosHmkoB B AdpraHmuctaHe B Havane 2002 roga [WKO02].

anvHa: 8,2 m CkopocTb max: 225 km/y
BbicoTa: 2,1 M JanbHoCTb aencteus: 740 km
pasmax kp.: 14,8 m

Bec: 430 kr LieHa: 25 mnH $



BIJ1A Predator ¢ pakeTHbIM BoopyXXeHuem (crnesa)

MwuHnctp o6opoHbl CLUA [OoHanba Pamcdeng HaoTpes oTKasanca KOMMEHTUpOBaTb nogpobHOCTH
BOEHHON onepauun B VleMeHe, HO BbIPa3Wn BrOMHE OAHO3HAYHOE YAOBMETBOPEHWE M3BECTUEM O
npegnonaraeMomMm yHudtoxeHun Kaepa anb-Xapetu: «OH Haxoauncsa B po3bicke kak YneH Anb-Kangbl u
OblT OAHMM U3 TEeppopPUCTOB, NOAO3PEBAEMbIX B opraHu3auuun nogpbiea acmmHua BMC CLUA Cole.
MoatoMy 6binio Gbl OYEHb XOPOLLO, €CAM ero yaanoch BbIBECTM U3 Aena». To, 4To niogen B MemeHe
YHULTOXMIN abCOMIOTHO TaKUMU Ke TEPPOPUCTUHECKUMIN METOLAMM - Ha YYXKOW MUPHOW Tepputopun, 6e3
apecToB, pa3bupartenscTsBa 1 cyga, NpocTbIM 3anyckoM ABYX pakeT - 9Ta npobnema octanacb MNOSIHOCTbHIO
3a pamMkamm obCyxaeHus.

3ato B HoBoM o6opoHHOM OGlomxkeTe Ha 2004 rog amepukaHCKMe BOEHHble OTAEeNbHO Bblaenunun 1
MUNNapA 4onnapoB Ha AarbHellee pa3BUTUE TEXHOMNOMMU Kak BOOPYXKEHHbIX, Tak U NMPOCTO LUMMOHCKMX
BIJ1A. Bcem xopolwu ansg MUNUTapuMCTOB 3TU annapaTbl - He 3aQyMbIBasiCb NansT, Ky4a UM Bendr, Aa u
NoTepSATb UX, CIYYMCb YEro, He TaK XKaskKo - NeTYNKa-TO BHYTPU Y HUX HET, 3HAYUT U Cpocy MeHbLue. He
OYeHb YOOOHO NUWb TO, YTO CaMONeEeTbl-pObOOTbHI HE MOryT HaxoOuTbCA B BO3Ayxe [AOMroe BpPeMs U
perynapHo TpebytoT 3anpaBku roptoummM. BoT Hag aTor npobnemon n 6beTcsa HblHE BOEHHAs MHXeHepHas
MbIcnb. [pyuyem HebGe3pesynbTaTHO.

BIMNA Global Hawk

HayuyHo-uccnegosatensckuii LeHTp BBC CLUA AFRL (US Air Force Research Laboratory) douHaHcupyeT
cenyac cosgaHue Mo KpamHen mMepe ABYX BEPCUIA CaMOSIeTOB-LUMUOHOB C SiAEPHbIM ABUratenem Ha 6ase
TsKenblx GecnunoTHbIX neTatenbHblx annapatoB Global Hawk komnanmm Northrop-Grumman. Ha
npoxoguBwen B cespane 2003 r. KoHdepeHUMM aspoKOCMUYECKUX TexHororui B AnbOykepke, LIT.
Hbto-Mekcuko yyeHble AFRL npepctaBunv nocnegHve pesynbTaTtbl 3TOM paspaboTku, obelyarowme 3a
CYeT a4epHOro asuratens npoanuTtb cpok noneta bIMJ1A ¢ Heckonbkux YacoB 4O MHOTMX MECSILIEB.

BoobLue roeops, asponnaHbl ¢ 94epHbIM MOTOPOM - uaest He Hoeasl. Ewe B 1950-e rogsl n B CLUA, n B
CCCP nbitanucbk paspaboTaTb peakTUBHbIM ABUraTernb Ha SiAEpHOM TOMMAMBE ANS MUIOTUPYEMbIX
camorneToB. Ho OT MbICriM 3TOM B KOHLUE KOHLOB MPULLIIOCb OTKa3aTbCsl, MOCKOMbKY W KOHCTPYKLMS
nosfyyanacb HeroMepHo Tsbkenasl, fa W 3Kunax 3awmiiaTb OT SAepHOro peaktopa Ha 6GopTy Obino
cnvwkom poporo. OfHako HayyHas MbIClb He CTOMT Ha MeCTe, U HblHE aBMaTtopaMm BMECTO
TPagULMOHHOIO peakTopa SAEPHOro OeNneHus npeasioXkeH CylecTBEHHOW WHOW TWUM 3HeproreHepartopa
nog Ha3BaHUeEM KBaHTOBbIN HyKJ'IGOHHbIVI peakTop. 3,CI,er SHepruna noslydaeTcda 3a cHeT UCNosib3oBaHUA
PEHTreHOBCKOro M3fy4YeHus, KoTopoe CTUMYNUPYeT sapa pagvoakTUBHOrO radHmsa-178 k nepexony Ha
bonee HWM3KMe 3HEpPreTUYecKne YpOBHU W BbLICBODOXOEHWIO 3Heprun B ¢hopme ramma-uanyyeHus. B
camMoreTe-LWNUOHe Ha SAepHOM Xoay Tsra OyaeT co3gaBaThbCsi 3a CHET UCMONb30BaHNS 3TON SHepruun ans



dopMnpoBaHNA peakTMBHON CTPyM packaneHHoro Bosgyxa. Bcsa ata paspaboTka Gbina MHMUMUpOBaHa
BOEHHbIMM KOHCTpyKTOpamu nocne nybnukaumm 1999 roga rpynnel Kapna KonnuH3a u3 Texacckoro
yHMBepcuTeTa, KoTopas oBHapyxuna, YTo PeHTreHOBCKUM 0BnyveHvem rapHus MOXHO BbicBODOXAaTb
3Heprum B 60 pas 6onblue, Hexenn 3aTpadeHo [DRO3].

KoHeuHo, BCS1 9Ta KOHCTPYKLMS NMosydaeTcs U3psaHO paarMoaKTMBHOW, OAHAKO, Kak MbITAalTCA YCMOKOUTb
ny6nunKy amepmukaHckMe BOEHHble, Mpu ymenom obpalleHnn peHTreHOBCKME 1 raMMa-ny4y BOBCE He Tak
onacHbl Ansa obcnyxuBawLwero nepcoHana. Ho TyT >xe BO3HMkaeT M pgpyrad npobnema - Befb
GecnunoTHble caMoneThbl-LUNMOHbI BECbMa YacTo couBatoT, a radoHun nmeeT nepuog nonypacnaga 31 rog,
4YTO NO AaHHbLIM PaAMOSIOrOB 3KBMBANEHTHO BbICOKOPaAMOaKTUBHOMY LUe3unto-137. Opyrumu cnosamu,
YHUUTOXEHNE MOCTOSIHHO BUCALLEro B HebGe BpaXeCcKoro camoreTa-linMoHa CTaHOBUTCH 3KBUBAIIEHTHO
NnoapbIBY «rpsi3Ho GoMObI», HAQONMro OTpaBnsAoLWENn Bce BOKPYr. MOHATHO, 4TO nogobHas TexHonorus
cpasy nopoxaaeT Cepbe3Henlre MonuMTUYeckne BOMPOCbl O LONYCTUMOCTU ee npumeHeHus. Ha
NogobHbIE COMHEHUS Y aMEPUKaHCKNX BOEHHbIX HAXOAMTCS NOTPsCaloWmMn aprymeHT: «Hy, HaBepHoe 3To
Takas LTyKa, OT KOTOPOW Bbl 3aX0Tenu Obl AepxaTbCs noganblue, HO OHa Bac He ybbeT». OTO AOCMOBHas
untata wu3 KommeHTapueB Kpuctodepa XamunToHa, PYKOBOAUTENSA HbIHELHUX aMepPUKaHCKMX
nccnegoBaHun aaepHbix BINTA. MiHTepecHo Obino Obl yenbilwaTh, Kak 3aroBopun 6bl 3TOT YenoBek, ynaam
Takown caMorieT Npu UCNbITaHMAX BO3re ero cCobCTBEHHOrO Joma?

BceBuasiwee oko

B wmapte 2002 roga Ha «pasobnauntenbHoM» cante www.almartinraw.com, npuHagnexaiiem
amepwvikaHuy Ony MapTuHy, nosiBunacb CtaTbsi C HEYKITHXKMM, HO 3aQMpUCTbIM HasBaHneM «JleTawowmn
dhawwmam y TBoero noporay. bonbLyo YacTe cTaTbM 3aHUMan pacckas HeKOero aHOHMMHOIO MOJSIKOBHKMKA,
CBOMMM rnasamu yBuAeBLUErO Ha BOeHHoW apmapke Redstone Arsenal's Arms Bazaar HebGbiBanoe uyao
TEeXHUKM - annapat nog HassaHmem DCHD, nnn Domestic Control Hover Drone, 4To MOXHO nepeBecTy Kak
«napsiwmn poboT BHYTpPeHHero Hag3opa» [AM02].

dopmon aTOT BecnMnoTHBIN annapaT NpeacTaBnsaeT cobon Top (Mnu, roBops npowe, 6yonuk) ¢ oByms
COOCHbIMW BMHTaMWM MO LUEHTPY, AN YCTOWYMBOCTM MalUWHbI BpaLLaloWMMUCs B MPOTUBOMONOXHbIX
HanpaBneHusx. OH MOXeT BepTMKarbHO B3neTaTb M CaguTbCsl, a Takke 3aBucaTb Ha nwbol BbicoTe A0
200 m. leTaeT npakTnyeckn GecllyMHO, B ABMXKEHUE MPUBOOUTCSA SNIEKTPOMOTOPOM, UCTOYHUK SHEPTUU -
TONNMBHBIV 3NEMEHT, NO3BONAOLLNA HAXOAUTHLCS B BO3AYXE A0 TPEX YACOB. Takylo «feTaroLLyo Tapenky»
MOXXHO OCHacCTUTb CaMOM pa3HoObpa3HOW annapaTypon CrEeXeHUs, OT Ternekamep C MOLLHOW OMTMKOWM W
NpuBopoB HOYHOrO BUAEHWUSI OO HamnpaBneHHbIX MUKpodoHoB. Kpome Toro, nmetarowmin poboT MoxeT
KOMMIEKTOBATLCS OPY>XWEM HemneTanlbHOro MnopaxeHus ANns NUEHUsT NOABWKHOCTU NOOO03PUTENbHbIX
1L, MOLLHBIM FPOMKOrOBOpPUTENEM U TENECKONUYECKUM KPOHLUTENHOM, KOTOPLIN YBEHYAH CYMTLIBATENEM
CMapT-KapT - 4N NPOBEPKN MOEHTUDUKALMOHHBIX YAOCTOBEPEHWUIA rpaXKaaH.

[ncTaHUMOHHOE ynpaBrieHMe CUCTEMOW OCYLLECTBMSeTCS NMOBO C MOOUITbHOrO Ha3eMHOro MyHKTa
(aBTOMOOMINIA), MO0 yaoaneHHo Yepes CMyTHUKOBYIO cucTemy. o cBMOETENLCTBY OEMOHCTPUMPOBABLUEN
obopynosaHune kKomnaHum (B ctatbe MapTuHa ee umsa He Ha3BaHO), annapaT MOXHO KynNuTb XOTb cenyac
no ueHe ot 180 go 350 TbicAY gonnapos B 3aBMCUMOCTU OT KOMMEKTaUUN. ..

Uto Obl TamM HWM TOBOPWI HWKOMY HEBEAOMbIN MOMKOBHMK, 6€3 KOHKpPETHbIX CBEAEHWA O Mogenu wu
upme-n3roToBuTENE annapaTa-wnuoHa BcA 3Ta WMHGOPMauMs, KOHEYHO, BecbMa CMaxuBana Ha
0bblyHYyl0 «yTKY», Kakux B WHTepHeTe npyg npyaun. Mo aTon npuyvHe MOXHO 6binio 6bl NpocTo
CKEMTUYECKM XMbIKHYTb Oa W nontn cebe OGpoguTtb no Cetn panblie, ecnn 6 He NUYHOCTL aBTOpa
nybnukauum Ona MaptuHa. YenoBek 3TOT - ObiBwMiA cTapwwuin odpuuep BMC CLUA n BeTtepaH
BoeHHO-mopckoro passegynpasneHna ONI (Office of Navy Intelligence). B 1980-e rogbl MapTtnH 6bin
OOHOW U3 LeHTparnbHbIX (Uryp B CaMOM rPOMKOM MOSIMTUYECKOM CKaHAane TOW Mopbl - Tak Ha3biBaeMOM



aene «WpaH-KoHTpacy, roe ero camunusa curypupyet obbidHO B ogHOM psgy ¢ Onveepom [lopTtom,
xopopxem bywem-nanon n celHoM ero [hkebom bywem (¢ 1999 roga- ryGepHaTopoMm KMOYEBOro B
npe3ungeHTckux Boibopax wrata dnopuga).

AmMepukaHCKkMM Bnactam He 6e3 Tpyda, HO yAanocb BCe-TaKWM 3aMATb 3Ty HENPUrMagHY UCTOPWMIO,
ogHako y MapTtuHa, Taxeno Gonetowero B nocneaHue rogpl, NPOCHyNnacb COBECTb, U OH U3MMN Ayly B
kHure «3arosoplmkn. TanHbl uHcavgepa gena Wpad-KoHntpac» [AMO1]. 3Ta kHura - nunyHbIn OTYeT
yY4aCTHMKA  MHOFOMUCAEHHbIX  HeneranbHblX — Onepauui,  CaHKUMOHMPOBAHHBLIX  aMepUKaHCKUM
npaBuTenbLCTBOM. MapTuH cooblaeT Bce, YTO 3HaeT O TaWHO CaHKUMOHMPOBaHHbIX Bractamu CLUA
KpynHomacluTabHbIX akuusix B 06nactu npous3BoAcTBa M TOProBNM HApPKOTUKAMW, O TUFAHTCKOW
HerneranbHOW CeTW TOProBLEB OPYXMEeM M O MUNNNapOHbIX MOLLUEHHUYecTBax ¢ BaHKOBCKMMUK cyeTamu,
HeABWXUMOCTbIO U cTpaxoBaHueM. C nNpuxodoM K BnacTu npeacraButens «knaHa bywer» On MapTtuH
nocuvTan uenecoobpasHbiM yiTW, NO CyTW Aena, B NoAnonbe, a C MAPOM CTan oblaTbcs Yepes3 CBOW
Beb-canT.

MpyvHMMasi BO BHMMaHue BCe 3TM OBCTOATENbCTBA, OTMAaxHYTbCsl OT MHpopMaumm 0 HOBOW HEOObIYHOWN
TEXHONormm 6bino Obl, MArKO roBopsl, ONPOMeTYMBO. K TOMy Xe MOUCK OOMOSNHUTENbHBLIX AaHHbIX B
MHTepHeTe cBMOETENLCTBYET, YTO LUMUOHCKAs Tapenka-poboT, Noxoxe, BoBce He haHTasms. Tak, elle B
1982-88 rogax no 3akady Kopnyca wmopckon nexotbl CLIA paspabatbiBanca 6GecnunoTHbIN
passegbiBaTenbHbin - annapaT AROD (Airborne Remotely Operated Device - «AMCTaHUMOHHO
yrpaBnsemMoe rnetartenbHoOe YCTPOUCTBO»). Yxe aToT AROD umen xapakTepHble 4epTbl HblIHELHEero
poboTta ¢ BbicTaBkn B Redstone Arsenal: oopma HebonbLLIOW NeTalLwen Tapernky, YNpsaTaHHbIE B KOXYX
BMHTbI, 3NIEKTPOMOTOP, BepTuKarnbHble B3neT u nocagka. Npaesga, Ans annapatoB BTOPOro MOKOMEHUS,
KoTopble KOHCTpyupoBana HauuoHanbHas nabopatopusi Sandia, notpeboBanack 6onblwas nogbeMHas
cuna, WM 9MEeKTPOMOTOP  3aMeHunn  OeH3MHOBbIM  26-CunbHbiM  ABuratenem.  Jletawowmn
poboT-Habnogatens ynpaensncs ¢ NOMOLLBLI0 MaHUMYNSTOpa-4KOWCTMKA, a Napa Tenekamep Ha 6opTy u
LUIEM CO CTEPeOAMCIieeM y onepaTopa AaBanv BO3MOXHOCTb Afst MOSTHOLEHHOro o6bemMHoro ob63opa
mMecTtHocTU. AROD Obin UcnbiTaH B CBOOOAHOM MofieTe, OAHAKO MOCPEACTBEHHbIE aspoanHaMmnyeckue
KayecTBa M HEYCTOMYMBOCTbL annapaTa B BO34yxe NpUBENU K cBopaynBaHuio npoekta [RO99].

B Hauyane 90-x 3a TOT e MpoekT B3aAnacb kopropauus Sikorsky Aircraft, paspaboTaBwasa Takue
3HameHuTble BepToneThl, kak Comanche u Black Hawk. Yxe B 1992 rogy oHa npoaeMoHCTpypoBana B
«NpVBA3aHHOM» MoNieTe COBCTBEHHbIM NPOTOTMN GecnunoTHOro annapara, HasBaHHoro Cypher. No3xe
nosiBNsinacb MHAPOpMaLms Mo MEHbLUEN Mepe O YeTbipex ero MogMduKaumsix, O NONyTbiCAYE HaneTaHHbIX
4Yacos, a TaKke 0 AecATKe yCnelHbIX AEMOHCTPaUMIA Ha NPaBUTENBCTBEHHOM YPOBHE.

BIJ1A Cypher, 6azoBasa moaenb



BasoBasa mogenb Cypher umeeT guameTp 4yTb Oonee AByX METPOB, POTOPHYK CUCTEMY W3 OBYX
KOakcuanbHbIX BUMHTOB U 50-CunbHbIA OBuUratenb, MO3BONSAWLWMIA pasBmBaTh CKOpoCTb A0 80 y3nos
(150 km/yac) npu notonke 260 mMeTpoB, Bpems B nonete - Ao Tpex 4acoB. Mogenb Cypher Il (Dragon
Warrior), paspaboTaHHas c y4eTom TpeboBaHun Koprnyca MOPCKOW MNEXOTbl, MMEET 4YyTb MEHbLUWNA
AnameTp. EcTb mogndmkaums ¢ Kpbinbsamn - ona AerMcTBUA B NPUBPEXHON nonoce, a eCTb TOYHO Takas
Xe, HO 6e3 KpbiNbeB, - ANS pasBefku B YyCroBusx ropoga. MasectHo Takke o mogensix Mini-Cypher
OnameTpom okono meTpa u kpynHom annapate Cypher Il ons BOEHHO-MOPCKUX CUn.

Cypher n MOOUNLHbLIN NYHKT ynpaBrneHus (a), AeMOHCTpaUua B
®opTt-beHHuHre (b,c), mogenb Cypher Il (d)

Euwe B Hauvane 2002 r. Ha canTe kopnopauun Sikorsky cTpaHuubl 1 otorpadun, NOCBSLEHHbIE 3TOMY
NpoeKTy, COonpoBOXadana ropgas Hagnucb: «To, YTO Bbl BUAUTE, - 3TO HE HayyHasa dhaHTacTuka, 3To
GecnunoTHbIM NnetatenbHbii annapat Cypher ona BOEHHbIX M rPaXdaHCKMX NpuMeHeHun». VIHTepecHo,
4YTO MPMMEPHO OOHOBPEMEHHO C nybnukauven dna MapTuHa o «neTarlwem galum3me y noporay Bce
cTpaHuubl o Cypher ¢ canta www.sikorsky.com ncyesnu. Ho B HTepHeETe MO-NPeXHEMY MOXHO HaWTK
MHOXECTBO COOOLEeHNN 06 3TOM NpoekTe, B YaCTHOCTM 06 adodhekTHOM aeMoHcTpaumm B dopT-beHHuHre,
Ha NonuroHe Ans oTpabOoTKM BOEHHbLIX Onepauuin B ropoACcKo MeCcTHOCTU. AnnapaT yBEPEHHO NneTtan no
ynuuamMm Ha ypoOBHE OKOH OOMOB, CaWscCs Ha KpbllM U MEXAy 30aHUsIMK, B 3a30pbl OKOMO 4YeTblipex
mMeTpoB. McnbiTbiBanca oH u ¢ pa3seabiBatenbHon annapaTtypon. K npumepy, Cypher gemoHcTprpoBan,
KaKk B aBTOMaTM4YeCKOM pexmme MOXET OTbICKMBaTb M CONPOBOXAATb LEnuM BENUYMHOM C YenoBeka,
NPUMEHANCA OH M B YYEHMAX BOEHHOM MNOMUUUK, MOCBSLIEHHbIX OTpaboTke Mep NPOTUBOLENCTBUS
HapkoToproBuam. A gns MuHuctepctBa aHepreTukn CLUA poboT OTbICKMBaN Nog3eMHbIE COOPYXEHUS U
TYHHENU C MOMOLLBI YCTAHOBIEHHLIX Ha GopTy MarHutoMeTpoB(www.sikorsky.com/programs/cypher/,
www.sikorsky.com/programs/cypher/cypher_more.html, konum cm. Ha gbop.nm.ru).

M3 cambix nocnegHux cooblleHui (0O nepeBoda annapata B «3aCekpedeHHbley») crniedyeT OTMEeTUTb
npecc-penun3 Sikorsky, gatnpoBaHHbii uioriem 2001 roga m coobwarowmin 06 ycnewHbIX UCMbITaHUSAX
apoHa Cypher Il, cneumanbHo noctpoeHHoro ans Jlabopatopuin HoyHoro BuaeHus apmum CLUA (U.S.
Army Night Vision Labs). B pexume «ymHoro npubopa» pobOoT MOXeT CaMOCTOATENbHO B3neTtaTtb,
caguTbCcs u paboTaTb B BO34yXe, OPUEHTUPYSACH HA MECTHOCTM € nomoLLbio cnuctembl GPS. B kavecTse xe
OCHOBHOTO NPeAYCMOTPEH PEXUM PYYHOro ynpaeneHns ¢ MobunbHom HasemHol ctaHumm [SCO1].

Kopouye roBopsi, Oaxe Mpu MOBEPXHOCTHOM o0630pe pecypcoB CeTn MHOrMM  «paHTacTU4ECKUM»
nogpobHOCTAM B pacckase MONKOBHUKa-NpuaTens 3na MapTuHa HaxodsaTcs [OOKyMeHTarbHble
noaTBepXaeHus. BrnonHe Bo3MOXHO, YTO Gornee TwaTtenbHble NMOUCKM CYLLECTBEHHO AOMONHAT KapTUHY.


http://www.sikorsky.com/programs/cypher/
http://gbop.nm.ru/cypher.htm

Bnpo4yem, HeKOTOPbLIM N UCKaTb HUYEro He Hago. Begb Mo cBMAETENLCTBY BCE TOMO XKe MONIKOBHMKA, U3
3apybexHbix nocetutenen BbicTaBkm B Redstone Arsenal Hambonblnin uHTEpec K rneTatoLlen
Tapernke-poboTy NposiBUN rocTu-cneunanuctbl nd bputanuu, Kutasa n Poccuun.

Hy, a noka popaboTtka 6ecwymHoro netatwero pobora Cypher ngetr nopn 3aBecoW CEKPETHOCTU, B
ctpyktypax Bnactu CLUA TeM BpemeHeM MOHEMHOry BHegpsieTc ugesas o6  MCnonb3oBaHUK
OpoHOB-HabnogaTenen BHYTpM CTpaHbl. [Ona Havana - 4TOObl CAMWIKOM He nyraTtb obbiBaTenen -
BecnunoTHble neTaTernbHble annapaTtbl NPeAnoXeHO WCMOoNb30BaTb B OXpaHe rpaHuubl ¢ Mekcukon,
OTKyda B CTpaHy npubbiBaeT Haubornbllee YUCIO HemneranbHbIX UMMUIPAHTOB (a 3HauuT - Takke
HapKOTOProBLEB 1 TEPPOPMUCTOB). BbiCTynas nepen YneHamu ceHaTCKoro KommTeTa no TOProene, Hayke u
TpaHcnopTy, rmaBa YnpaerneHuss ©OesonacHocTu oTteyectBa Tom Pumpk obocHoBan HeobxoguMmocTb
npumeHeHnst BINJ1A oveHb npocTo: «Ecnn Mbl AENCTBUTENBHO HamMepeHbl NobeauTb TEPPOPU3M, TO HaMm
NPOCTO HEOBXOAMMO OCHACTUTL MX (MOrpaHMYHbIE NaTPynn) Takoro poga TexHonornen» [DTO3].

Ha Te6s, TexHuka, ynoBaem

Mocne 11 centsbps 2001 roga B CLUA, roe npuBbiknu cumMtaTb cebs TEXHOMOrMYECKMM aBaHrapaoMm
yernoBeyecTBa, BecbMa MONyNspHbl AUCKYCCUM Ha TeMy «YTO ewe MOXHO caenaTb, 4ToObl TexXHMKa
obecneynna rocyaapcTBy MakcumarbHyto 6e3onacHOCTb». KOHEeYHO, XBaTaeT 1 Takux niogen, aAnsg Koro
BMOMHE O4YEBMAHA HAMBHOCTb YMOBAHUM Ha TEXHONOINMYECKYID 3alMTy B YCMNOBUSAX, KOrga «none
CpaXkeHus» - BCIOAY, a BCAKWIN Cry4YanHbIN NPOXOXMIA - NOTEHUManbHbIN TeppopucT. N 4To BCce Nnpobnembl
CBOLATCS BOBCE HE K TEXHUKE, a K NoasaMm. ..

Ho nopo6Hble naemn cenyac HMKaK He Ha3oBeLLb NOMynsipHbIMU. Bnactu KpynHbIx amepukaHCK1x ropoaos,
HanpoTuB, NPy BCSIKOM yAOBHOM crnyyae ckaHOUPYHOT, YTO OHU NMO-NPEXHEMY CTOMb e 6e33alUnTHbI, Kak U
0o 11 ceHTabps M3BECTHO-KAKOro-roga, Tak Kak MM, AeckaTb, KaTacTpoduyecku He xBaTaeT AeHer Ha
YCTaHOBKY BCEBO3MOXHbIX CEHCOPOB, CUCTEM BbISIBIIEHWS U MyApeHOro 06opy10BaHNs pearmpoBaHust Ha
OnacHoCTb. B0O3MOXHO, B3ObIXalOT M3pbl, CUTyauusi CABWMHETCSl, KOrga HayHyT noctynate Te 3,5
Munnuapga nonnapos, koTopble benbii gom obelwjaeT BblAeNsiTb MECTHbIM BNACTSM Ha TEXHUYeCKoe
OCHalleHue.

A noka 4To nNpeameT BCeobLLEe MIPCKOW 3aBMCTU - 3TO BalUMHITOH, KOTOpbLIA Gnarogaps CTONUYHOMY
cTaTycy, CpaBHUTENBHO HEGOMNbLLOMY pasmepy U CONMOHON NomMoLuM M3 peaepanbHoro GogpkeTa aBnsaeT
cobon obpasel TEXHOMOrMYECKUX OTBETOB Ha TEppopuCTUYHECKMe yrposbl. [JoCcTaTouHO Nulb OKMHYTb
B30POM TPAHCMOPTHYIO cucTeMy ropoga. MecTHble BRnacTu, Hago ckasaTb, Bcepbe3 03aboTunucb
BesonacHocTblo elle B 1995 rogy, oTpearMpoBaB Ha ra3oByto aTaky C NPUMEHEHNEM 3apuHa B TOKUNCKOM
MeTpo, Korga norvbno gBeHaguatb YeroBEK M MOCTpadano HecKkonbKo Thicsd. Cpasy ke nocne 11
ceHTs0ps, B okTabpe 2001 roga, cTonuyHas agMuHUcTpaums 3anpocuna y KoHrpecca n npesugerta 190
MUNIIMOHOB Ha YykpenneHne 6esonacHoctn ropoga. B anpene 2002 roga - ewe 107 MURAMOHOB
Jonnapos. Ha aTu geHbrn 4ero TOMbKO He npuvaymanu. VI geTekTopbl nepemeLleHnii ans aBToOyCHbIX
MapKkoB M KENe3HOAOPOXHbIX AEMO - €Cnn KTO-TO BAPYr MomMbiTaeTcs 3anoXxutb GomMOy C 4acoBbiM
mMexaHnsmoM. W cneumanbHble GPS-nokatopbl, KOTOpble MOAAKT CuUrHan TPeBOru, ecrnv PewncoBbIv
aBTOOYC YKMOHSETCS OT MaplpyTa WM yrHaH cO CTOsHKW. Elle 3anyuweHa nunotHas nporpamma no
yCTaHOBKe LIMPOBbLIX KaMep crnexeHus B aBTobycax, a Takke 3agyMaH MNraH npoknagkM OnTOBOJIOKHA
Ans 06beanHeHNst BCcex cregsimnx Tenekamep Ha cTaHumsx MeTpo.

MeTtpo ctonuuHoro okpyra Konymbua BooOLe 3acnyxuBaeT OTAenbHOro pasrosBopa. [loctaTouyHo
ckasaTb, YTO 3TO nepBas MOA3eMKa B Mupe, KoTopas oOOopyayeTcs CEeHCopamMyv XUMWYECKOrO OpYXMs
(maxe B Tokmo HeT Huyero nogobHoro). [1Be noAasemMHble CTaHuMu ObinM OCHaLleHbl Takoro poga
patumkamu ewle 0o 11 ceHtsbpsa. Ewe gecartb ctaHumMii HavYanm ocHalwaTh B MEPBbIV XEe rof, «3aTsKHON
BOWHbI C TeppopuaMom», a 20 MMH. gonnapoB M3 ononHuTenbHbiX 107 MUANWMOHOB 3annaHMpoBaHO



NoTpaTUTb Ha NATHaAUaTb crneaylowmx ctaHumin. Co BpeMeHeM npegnonaraetcs obopyaoBaTh TakMMK e
ceHcopamu BooOLLe BCe CTaHUMM METPO, HO U Ha STOM MPOLLEeCC MOAEPHU3aLUN BOBCE HE 3aKOHYUTCS,
MOCKOMbKY B ByayLiem oxvgaeTcs nosiBfieHne AeTeKTopoB BMONOrM4eckoro opyxus, a 3HaumT - CTaHLuun
OyayT goocHawaTbes u umn. Kpome Toro, Ha cnyyvaim XMMMYecKow atakum Bce paboTHUKM MeTpononuTeHa
obecneunBaloTCs 3aLLUMTHBIMU KOCTIOMaMu U mackamu-npoTtusorazamm [MNO2].

EcTecTBEHHO, HaxXxoAATCA W Takue SKCMepTbl, KOTOpble B3MPaloT Ha BCHO 3Ty GECKOHe4YHyl M BecbMa
[OPOroCTOSILLYI0 CyeTy C ryboyailumm CKencMcOM M TOCKOW, MOCKOMbKY, MO UX YOEXAEHUI0, B NMPUHLMNE
HEBO3MOXHO CO3[1aTb TEXHUYECKYIO CUCTEMY paHHEro OnoBeLLeHNS 060 BCeX BO3MOXHbIX BMONOrnyeckux,
XMMUYECKUX UMK B3pbIBYATLIX yrposax. [ocTaToyHo B3rnaHyTb Ha npuvep Wspauns, roe He nomoraroTt
HVKaKMe TEXHONOorMu, a paau NpPeaoTBpalleHUst B3pbIBOB, MO CyTM Aena, Npuniock Obl TwaTesnbHO
06bICKMBATb KaXKd0ro NpoXoXero.

B kauyecTtBe cnaboro, HO 3aTo peann3yemMoro Ha npakTUke aHanora ToTanbHOro obbICKka BbICTYMAKT HbIHE
Tenekamepbl HabnAeHNs, KOTOPbIE BIACTU MbITAOTCS YCTaHaBNMBaTb BO BCEX MbICIMMbIX MyGrMYHbIX
MecTax. PasymeeTtcs, ganeko He BceM 370 no Hpasy. B noHe 2002 roga ropoackon coBeT BawumHrtoHa
obcyxgan nnaH co3gaHus MHTErpupoBaHHOW CEeTU Ternekamep HabnwaeHus, o0beanHALWEN Kamepbl
nonuuun, meTpononuteHa u wkon. B xoge atoro obcyxaeHus npaBo3awmtHas opraHusaums ACLU
(akTMBHO BbICTynawoLlasi NPOTUB LAaHHOW TEXHOMOrnM) HanomHwuna, 4to B JloHaoHe ana 6Gopbbbl C
Teppopuamom ¢ Hadana 1990-x rogoB yctaHoBneHo 6onee 150 Tbic. Tenekamep, ogHaKo 3a OECATOK neT
aKcnnyaTauum He OTMEYEHO HU €ANHOro Cryyas NOMMKM C UX MOMOLLbIO XOTb Kakoro-HMbyab 3aBansiiero
Teppopucta. (Bnocnegcteum, npaega, ACLU Bce ke npuLinioch nonpaBuTbCS, MOCKOMbKY OOHaXAbl, B
1993 rogy nocne B3pbiBa B yHMBepmare Harrods aHanvsa Bnaeo3anvcy NnpyMBen K HECKObKMM apecTam.)

BenukobpuTtaHuio, o4eBMAHO, criegyeT cuuMTaTb CTpaHOW C HaubomnbwyM OMbITOM WCMOSb30BaHUA
Tenekamep HabrogeHus. Xota 6bl notomy, 4to B 2002 rogy n3 25 MUNNMOHOB TakuMx kamep, B obLuen
CNOXHOCTW YyCTAHOBMNEHHBIX Mo Bcemy mupy, 10% (2,5 mnH) npuxoamnock Ha CoeauHEHHOE KOPONEBCTRO.
Mpuyem 3akymnku OCYLLECTBMAIOTCA B TakOM Temne, 4To elle yepes3 nsaTb net, B 2007 rogy aHanuTuKu
npeackasbiBaloT 10-kpaTHOE yBENUYEHNE YXXEe MMEIOLLIErocs KonuyecTea. [lpyrumm crioBamu, yxe Ha ogHy
BpuTanuio 6ygeT npuxoouTbCcs KaMmep CTONMbKO, CKOMbKO COBCEM HeAaBHO MX OblNo Ha BECb MUP.

B HacTosiee Bpems, cormacHo CTaTUCTuKe, cpeaHni BpuTaHCKUn rpaxkgaHvH nonagaeTt B None 3peHus
kamep HabniogeHuns cebiwe 300 pas B AeHb - Ha OXMBIEHHbIX ynvuax, B MarasvHax, Ha neppoHax
XenesHblX Jopor M NOoA3EMKW, B adpornopTax U aAMUHUCTPATUBHLIX 34aHusX. NosBrneHne Hegopornx u
yHKLUMOHanNbHO 6onee rmbkMx LUMAPOBLIX KaMep Ha CMEHY aHaroroBblM Ha3blBAKOT MMABHOW MPUYUHON
pe3Koro pocta HOBbIX TOYEK MOCTOSAHHOIO HabnogeHus. NomMnMo BCero NpoYvero, MHOXeCTBO LMpOBbIX
Kamep MOXHO CBOAWTb B €MHYI0 CETb M BECTU yaarneHHoe HabnogeHue vyepes VHTepHeT (TexHnyeckue
OCOBGEHHOCTU aHanoroBbiX Tenekamep Aonyckanu nepegady nuvb MO BblAEMEHHbIM MMHMAM  Ha
paccTosiHue He 6onee 170 kunomeTpos).

M3roToBMTENM HOBLIX CUCTEM HabMOAEHUS YxXe MNpeaBKylalT rpaHAuo3Hble NpubbINM OT CBOEro
Oun3Heca, NOCKONbKy BMECTE C NPUXOAOM WMHTepHeTa B KaXAbll AOM UM YXe BUAUTCA KapTuHa, Korga
Tenekamepbl CrnexeHus B U306UNnmM NosiBATCS He TONbKO abCoNOTHO BO BCEX OOLECTBEHHbLIX MecTax, HoO
N YyTb NN HE B KaXZOW KOMHaTe YacTHbIX xXunuwy,. Kakol n3 3aboTnuBbIX poauTenei, cnpalimBaT OHW,
oTKaxeT cebe B Heaoporom ygoOCcTBe npocneamtb 3a TEM, YEM 3aHATa HSHSA, Bbl3BaHHAs NocUAETb C
ManeHbkMM pebeHkom? Mnu npocTto 3arnsHyTb ¢ paboTbl B AeTCKylo, korga pebeHok nogpacteT? Wnu,
HaKOHeL, OKWHYTb B3IMSAOM OCTaBIIEHHYIO KBapTMPy, HaxogsiCb C CeMbel rae-Hubyab B OTMYCKHOW
noesgke?

Hackonbko o4eBuaHblI OTBETHI HA NOJOOHLIE BOMPOCHI, KaXXAOMY YENoBeKy elle NpeacTtouT pasobpaTbes
camocTodaTenbHo. [ns obuiecTBa xe B HacTosiLLee BpeMs ropasgo 6onee HacylHbIM SIBRSieTCA OpYron
Bonpoc. [1eficTBUTENBHO N1, Kak 3aBepseT NpaBMTENbCTBO, MOBCEMECTHO yCTaHaBNMBAEMbIE HA yNuuax u
B OOLLEeCTBEHHbIX MecTax Ternekamepbl HaOMOeHUs cokpallarT npecTynHocTb? [Mo ybexageHuto
QHIMMNCKOM  nonuuMuM, B 3TOM HE MOXeT OblTb HUKaKMX COMHeHWW. Jlormka aprymeHToB



NnpaBoOOXpPaHUTEJIbHbIX OpraHOB O4Y€Hb NPOCTa - HXN OAUNH HOpMaJ’IbeIVI npecTynHUK He CTaHeT 3aHMMaTbCA
YINUYHbIM rpa6e>K0M Unn Toproeatb HAPKOTUKaMK Nog NpucTalibHbIM B30POM TeElNeKamep.

Ho ¢ nogobHbIMM goBOAaMM COrfallalnTCa Janeko He Bce CneuvanucTbl Mo npecTynHocTu. Hanpumep,
BceoObemnioLLee uccrnegoBaHue BAMSHUS kamep HabnogeHwsi, NpoBeeHHoe HeAaBHO aHanuTUKkamu B
[nasro, nNpoAeMOHCTpPUpOBano, 4YTO Ha camMOM [efie Terekamepbl He COKpalwakwT KONM4ecTBO
NPecTynneHnin n He SABMASKOTCS Mepon, cnocobHom mx npepoTBpalliatb. B atom xe wmccnemoBaHum
JenaeTcs BbiBOA, YTO MPOCTOE YMyYlIeHUe OCBELLEeHMs OKa3biBaeTcsi bornee adeKTUBHBIM U MeHee
JOpOrocTosLLMM CNOCOOOM COKpaLLeHMs MPecTynieHMn B obLLIECTBEHHbIX MecTax. B yem xe peanbHo
TenekamMmepbl OKa3bIBaOTCS NOME3Hbl, Tak 3TO B YCKOPEHUN CPOKOB NpUbLITUS HApPSA0B NOMMLMK K MecTam
BGecnopsgkoB, CrnegcTBMEM YEro CTaHOBUTCA COKpalleHue TSKemnblX TpaBM MNPW MacCOBbIX Apakax
[JWO02][CCO3].

OpgHa 13 MHTepecHbIX uael, cama cobol poXAallWmMXcs Ha (poHe ToTanbHOro pPacnpoCTpaHEeHUs
LUMMOHCKMX TeneKkamep CrexXKu, - YTO BCe 3TO, KTO 3HaeT, MOXEeT okasaTbCa M Gnarom, BedylyM B
nepcnekTvee k 6ornee npo3payHoOMy M OTKPbITOMY OGLUECTBY Ntofeil, KOTOpbiM Heyero ckpbiBatb. Ho
KMHOYEBLIM YCIOBMEM 3TOFO [OJKHbI HEMPEMEHHO cTaTb OO6LLeAOoCTYMNHbIe MOHUTOPbI CIEXEHUs 3a
KabuHeTaMM MeHemMXepoB W [AMPEKTOPOB KPYMHbIX Kopropauuii, 3a oducamu pykoBoauTenein
MpPaBUTENbCTBEHHbIX M MPOYMX TOCYAAPCTBEHHbIX yuypexaeHui. Hanpumep, Bo dpaHumu nyGnunyHble
Beb-kamepbl YCTAHOBINEHbI HA SAEPHbIX 3MEKTPOCTaHUMSX, YTOObl Y rpaxaaH Bceraa Obina Bo3MOXHOCTb
y6eanTbCs - TaM BCe B NMOPAAKE M MO KOHTPONEeM.

Ho B Lenom, KOHe4HO Xe, 40 CTOMb pagnKkanbHOro nepesopavnBaHna nageun Bonbuworo EpaTa, NOCTOAHHO
Haxopgdauwleroca Hadeky, HU OgHO obuwecTBo, gaxe camoe OemMokpaTtunyeckoe, noka ewle He Oo3perno.
Brlpoqu, onpegeneHHble caBuUrm B 3ToM HanpasJieHUN 00603HaYMINCh BNOJSIHE OTYETIIBO.



maBa 10. AnbTepHaTUBbI €CTb Bceraa

CTpaHuubl XN3HU repos, 1965-2003.

Bce TanHoOe BbipoXxaaeTca

B Hosi6pe 2003 roga KomuteT no npaBuTenscTBeHHOM pedhopme KoHrpecca CLUA ony6nvkoBan 6onbLuoi
n odeHb cepauthin oT4eT[CRO3] o0 npoBedeHHOM 34ecb paccrnefoBaHUMM OAHOMO M3 3NU3040B B
aestensHocTn ®BP, yxoadwero kopHsaMu B Havano 1960-x roaoB. 3TOT JOKYMEHT, o3arnasneHHbln «Bce
cekpeTHoe BblpoxaaeTtcsa. O6 ucnonb3oBaHun younl B kadectBe MHgopmaTtopoB deaepanbHoro 0wpo
paccrnefoBaHuii», He TOMNbKO B NOAPOOHOCTSAX pacKpbiBaeT TLATENbHO CKpbIBAEMYHO NPaKTUKy BepOOBKM
opraHamu npaeonopsaka npodeccmoHarnbHbiXx 6aHANTOB-KUNMEPOB B KAYECTBE CBOMX «MOMOLLHMKOBY, HO
N OCTPO KpPUTUKYyeT aaMmHMCTpaumio bylwa 3a npensaTcTBoBaHue xody NapraMeHTCKOro paccriefoBaHus
[GJO1].

B otyete KomuteTa nokasaHo, Kak u3-3a HepasbopumBoctn PBP B BbibOpe  CcBOUX
NMHOPMATOPOB-KUINEPOB NPOUCXOAUT Tak, YTO Apyrve niogu NPOBOAAT BCIO OCTaBLUYHOCS XU3Hb UMK
NpexXaeBpeMEHHO yMupatoT B TIOpbME 3a MpecTynfieHusl, KOTOpbIX OHW He cosepwwanu. Kpome Toro,
HECKOIbKO 4YernoBeK Oblnn yOuTbl NuWwb 3a TO, YTO MPUXOAUNW B MPaBUTENBbCTBEHHbIE OpraHbl C
nHdopmaumen o npecTtynneHmax ocsegomutenen ®BP. MNpu 3TOM npaBUTENbCTBEHHbIE ChyXalune
pasnaranucb KOppynuuer HacToMbKO, YTO CaMu CTaAHOBUIUCH HEMOCPEOCTBEHHBIMW COYyYaCTHMKaMu
NpecTynneHni.

Ha npoTtsbkeHuM Bcel paboTbl NapnamMeHTCKOro CneacTBUS COTPYOHWKM  KOMWUTETA  MOCTOSIHHO
CTarnkMBanuCb C akTMBHbIM HEXeraHueM MWHUCTePCTBa HCTULMKM OTYUTbIBATLCS O COAESHHOM nepen
opraHom 3akoHogartenbHon Briactu. Kpome Toro, paccnegoBaHve KomuTteta Obio MCKYCCTBEHHO
3aJepXXaHo Ha MHOrMe Mecsubl U3-3a NonbITOK npesugeHTa bywa Bocnonb3oBaTbCA NpUBUNErMeEn rnasbl
WCNOSNTHUTENBLHOM BNAcT 1 He AONYCTUTb Bbi4ayuM LIEeNoro nakeTa KnioYeBbiX B 3TOM Aene JOKyMeHToB. B
KOHEYHOM cYeTe KOHIpeCCMEHbl BCE e MOMy4unu Te martepuarnbl, B KOTOPbIX HyXAanucb, a MOMbITKA
npes3ngeHTa Has3Banu <«MPUCKOPOHBIMU K M3NUWHMMKY». [lpy 3TOM, Cyds MO KOMMEHTapuaMm, AONns
HEeKOTOpPbIX 3akoHojaTernenm Tak W OCTanoCb, MNOXOXe, HEeBAOMEK, C Kakon 93To cTaTtu
npesngeHT-pecnybnmkaHey, CTonb OTYasiHHO MbITAaeTCA OrpaavTb OT OrMacku AesHUS agMUHUCTpauun
nemMokpaTtoB noyTtn 40-neTHen 4aBHOCTH.

Bcsa aTa uctopus 3akpydeHa BOKpYr NpOTUBOCTOSAHMS OBYX Hanbornee BNUSATENbHbIX rpynn Madum ropoga
BocToHa («UTanbsiHCKON» U «UPNaHACKoNy ), B pa3bopkax KOTOPbIX aKTUBHOE yyYacTue npuHumano n ®bP.
BckpbITble HbIHELWHMM paccrnegoBaHMEM [OOKYMEHTbl CBUMAETENbCTBYHOT, 4To Ograp [yBep nnyHO
KOHTpONMpoBan xon cobbITUA, NpUBeALWnX K dhakTu4eckon nukemgaumm B cepeamHe 1960-x rr. ogHom u3
BoCTOHCKMX Macbro3HbIX rpynn (knaHa [NaTpmapka) 1 K 3akpenseHuto Ha rnaBHbIX MNO3MLMAX MECTHOro
npectynHoro mupa 6aHabl Winter Hill, HekoTopble uYneHbl U gaxe rrnaBapy KOTOPOW Obinv TanHbIMK
ocsegomutensamun ®BP. B pesynbTaTe atoro croopa PEP He TonbKO MHOrMe rofbl 3aKkpbiBano rnasa Ha
NpecTynneHnsa «ceoen» Maduun, HO U 3aHUMAanNOChk COKPbITUEM YITMK O MHOTOYMCIEHHBLIX YOMNCTBaxX paau
TOro, YToObl BbIrOPOAMTL KunnepoB-nHgopmaTtopos [JEO2].

MoapobHoe un3noxeHne akToB O COTpyaHU4YecTBe GOCTOHCKOM Madmm n depepanbHOM MonvMuMmM B
1970-1980-e rogbl npeactaBneHo B obOcToATenbHOM KHure-paccnegosadmm [LNO3] duka Jlepa un
Ixepapoa O'Huna «YepHas mecca: npnaHackass 6aHga, ®BP 1 goroBop ¢ Absioniom». Havano xe



yepege Bcex ITUX IpsA3HbIX Aen Obino nonoxeHo B 1965 rogy, koroa B pesynbrtate cpenkn ®BP ¢
BanHanTaMu 4YeTblpe Yenoseka ObinnM ynpsaTaHbl MOXM3HEHHO B TIOPbMY 3a YOUMIACTBO aBTOPMTETHOrO
raHrcrepa Ogsapaa «Tegam» [luraHa, XoTa UMenucb 4OCTOBEPHbIE CBMAETENBCTBA O HEBUHOBHOCTM BCEX
3TUX Nofgen. EQUHCTBEHHON NPUYNHON UX «HEWTpanusauun» ctano To, YTO OHM, BO3MOXHO, pacnonararnm
Koe-kakon MHopmaumen o peanbHbix younuax. [1Boe n3 ocyXaeHHbIX Tak U CKOHYanucb 3a peLueTkow,
ABOe Apyrnx nposenu B TiopbMe 6onee 30 neT cBOEN X13HW NO CyTW Aena NuLLb 13-3a OQHOro, 3aBe4oMO
NOXHOro ceugeTenbcTBa cybbekTa no umeHu [xosed «CkotnHa» bapbosa.

Bap6o3a B gokymeHTax Ha umsa [yBepa npeacTaBfieH Kak «NpodecCUMOHanbHbI HAaeMHbIN KUnnep,
OTBETCTBEHHbIN 38 MHOXECTBO YOUNCTB M NPU3HaHHBLIN BCEMU NPaBOOXPaHUTENbHbIMU opraHamn Hoson
AHIMMM Kak Hamboree onacHbI M3 M3BECTHbIX MPECTYNHUKOB». B cyne Bbap6osa gaBan nokasaHus B
3awmTy cBoero npuatens, xenmca BuHceHTa dneMmu, KOTOpbIA B AENCTBUTENBHOCTU 1 youn OuraHa.
Kpome Toro, ®nemmn 6bin ocsegomutenem ®EP, rae 6binv B Kypce O BUCALLMX HA HEM MO MEHbLUEW
mepe 7 ybuiictBax. C MOMOLLbIO 3TOro Kkunnepa v eue AByX FOfoBOPE30B, YyTb MO3XKE CTaBLUMX
nHdopmatopamu PBP - CtueeHa «Ctpenka» ®nemmu (ctapwero 6pata xenmca) n kerimca «YUTHU»
Bangxepa - ®BEP akTMyeckn yHUYTOXMNO MadurosHbin 6ocToHckuin knaH lMatpuapka. B pesynbTtate
3TOro KOHTPONb 3a pakeTom B BocToHe nepelwen k [xenmcy banmkepy n «Ctpenky» dnemmu.

Mocne cypa no geny o6 ybunctee [QuraHa B oTHoweHun mkeua [koseda Bapbosbl Gbina 3anywieHa
denepanbHasa nporpamma 3allmTbl CBUAETENEN, ero nepenpasunu B KanudopHuto, rae Bckope bapbosa
coBepLumn ewe oaHo ybunctso. PEP BHOBL MPULLIO Ha BbIPYYKY, HENOCPEACTBEHHO NOMOrasno 3aiuuTe,
Bap6o3a nony4ymn HeGonbLIOW CPOK, a O ero 4OCPOYHOM OCBOBOXOEHUN XO4aTaNCTBOBAs He KTO-HNObyab,
a depepanbHbii npokypop. OgmH u3 cotpygHukoB ®BP, Mon Pwuko, BepboBaBwuMA B KayecTBe
ocsegomutenen kunnepos dnemmun n bapbosy, ynasa ¢ paboTbl B NpaBOOXpaHUTENbHbBIX OpraHax, cran
rmaBov cnyxobl 6e3onacHoctTn upmbl World Jai Alai, TecHo cBfi3aHHOM C OpraHU30BaHHOW
npecTynHocTelo. B nocnegHve rogbl, Korda aMepukaHCKoe NpaBoCyaMe BCe Xe pelunsno pa3obpaTbes C
BocToHckon uctopuen, Mon Puko nonan nop cneacteve B gene o6 younctee Pompxkepa Yunepa, rnasbl
World Jai Alai. Kak yctaHOBneHO crneacTBMEM MapriaMeHTCKOM KoMuccun, OaHaUTbI-MHGOPMAaTOpHI,
Korga-to B3siTble Mof oneky Oarapom [yBepoM, mpogorkany 3aHMMaTbCsl NPECTYNHOW AeATENbHOCTLIO
BMMnoTb 00 1990-x rogoB, COBEPLUMB HECKOMBKO AECATKOB YOUIACTB.

3aBepwmB MapnameHTCKoOe paccrefoBaHuss W COOTBeTCTByOWMe crywaHms B KoHrpecce, rnasa
KomuTeTa no npaButensCcTBEHHOW pedopme, pecnybnumkaHey [1aH BepToH BHeC Ha obcyxaeHue MNanatbl
npeacTaBuTENen 3akoHOMpoekT 06 yaaneHun umenun k. Sprapa NyBepa co wTtab-kBaptupbl ®BP B
BawwHrTroHe. lNogsoasa uTor BCKpbITbIM dhakTaMm, BepToH 3aaBun, 4TO OeATENbHOCTb fereHaapHoro
aupektopa ®BP - 310 hopmMeHHOe M3geBaTeNnbCTBO HaL 3akKOHOM: « COBEPLUEHHO O4YEeBMAHO, YTO Jarap
l'yBep 3noynoTpebnsn cBoum noctoM pgupektopa PBP. CuMMBoONuMka 3aHMMaeT BaXHOE MecCTo B
CoeavHeHHbix Lltatax, n 6bino ©Obl OWKWOKONM NpPOAOMMKaTb MNOYMTaTb YeroBeka, KOTOPbIA 4acTo
MaHWMynMpoBar 3aKOHOM A1 AOCTMKEHUS CBOMX NYHbIX Lenen» [AUO3].

HoBepue n CBobopa

B cepeanHe 1990-x rogoB ogHOM U3 CaMblX HarnsgHbIX 4EMOHCTPaALMn TOro, HACKOSNIbKO aMepuKaHCcKoe
obLecTBO He JoBepsieT cOOCTBEHHOM BNACTK, CTan MOSIHEWLWNIA Kpax MHULMATUBLI C «AEMNOHUPOBAHUEM
kpuntorpadpmdeckux knoden» (key escrow). CyTb AaHHOW WHMUMATWBLI, POAMBLUENCA B Hegpax
creLcnyx0, cBoaMnack kK TOMy, YTO BMECTE C NepCoHanbHbIMU KOMMNbOTEPaAMM LUMPOKME CIOW HacesneHus
nony4unu cBobOAHLIN [OCTYN K MOLWHbLIM CpPeACcTBaM LIMGPOBAHNUS MHGOPMaLUKU, a CUIbHYIO
Kpuntorpacmio  rocyaapCrBO  M3gaBHA MpUpaBHMBAET K  OMACHOMY BOEHHOMY  CHapSDKEHMIO,
pacnpocTpaHeHne KOTOPOro NMoaneXuT CTPOromMy KOHTPOI. A NMOTOMY, pelumnu cneucnyxobl, cnegyeT
HaBs3aTb OOLLECTBY TaKyld CUCTEMY, MPU KOTOPOM K KaKOOMYy CUITbHOMY LIMGpY OOMMKEH Ha 3Tane
N3roTOBIMEHUSA MpunaratbCa eule OOWH, crneuunanbHbiA KPUMTOKIY, MO3BOMAKOWNA  KOMNETEHTHBIM



opraHaM BCKpblBaTb NtoOy0 3alumMdpoBaHHy0 MHOPMaLMIO, eCNn BO3HUKHET Takas notpebHocTb. Hy a
4YTOObI 3TN cneumanbHble KPUMTOKMIOYN HaXOAMIUCh Yy BNacTen Bceraa nog pykou, u boina poxaeHa naes
006 MX LieHTpan1M3oBaHHOM XpaHeHWM (OeNOHMpPOBaHNN) B €ANHOM 0a3e JaHHbIX.

Maoes, uTo HM roBopu, Bbinia YpesBbl4aHO 3aMaHuMBasi. He paccumTtany BnacTu nulb OQHOMO - HACKONBbKO
CUIMbHO BCE 3TO He MOHpaBMUTCSA Hapody. Kak Tonbko MHUuUMatuBa C AenoHMpoBaHvMeM Obina 03By4eHa
KNMHTOHOBCKOW agMuHUCTpaumen, B obliecTBe nogHsancsa OykBanbHO yparaH MpoTecTOB. AprymeHTbl
NPOTMB 3K30TMYECKOro HOBLUECTBA ObINN BbIABMHYThHI CaMble pasHble, OT TEXHUYECKUX 40 MOparibHbIX, HO
NENTMOTMB Yy HUX OblN €fQuHbIA - NoOble BNacTHbIE CTPYKTYPbl COCTOAT M3 Nodewn, KOTopble MMEKT
CKIMOHHOCTb 3M10ynoTpebnsaTb AaHHOW UM BnacTblo. M BeCb npeLlecTBOBaBLUMA OMbIT CBUAETENbCTBYET,
YTO Yy rpaxgaH HeT abCoNTHO HUKAKMX OCHOBAHWIA LOBEPATb TaWHbl CBOEW JIMYHOWM XU3HWU rocygapcTBy
VWb Ha TOM OCHOBAHWK, YTO Tak emy npoLle obecneymBatb Bceobuyyto 6esonacHocTs [EF03].

MockonbKy HUMKaKoOro JoBEpUst HE MOSYYMIOCh, BCHO NpOrpaMMy AEMNOHMPOBAHUS KMtovel (C nexaBlwmnm B
€e OCHOBE TEXHMYECKUM pELLUEHMEM Mo HasBaHMEM «KIUMMNEP-4MM») NPULLNIOCL BNacTaM CBepHyTb. Ha
kakoe-To Bpemsi. A 3atem, B 2000-e rogbl NPUMEPHO C TOW XXe NOEENn, HO yXxe COBCEM MOA APYTMM COYCOM,
BbICTYMUNN  KPyMHEWLWne KOMMNbIOTEPHbIE UPMbI. Tenepb 0OOLWECTBY NPeasioKeHO [OOBEPUTLCS
Koprnopauusim.

NMnatdopme napTum - goBepsem... Unu Bce-taku HeT?

HaunHas ¢ neta 2002 roga perynsipHo npuxogaT M3BECTUA O Bce Gonee OTYETNIMBOM U KOHKPETHOW
MaTepuanusaumMm MHUUMaTUBLI NOA 3aBrnekaTernbHbIM, Ha NepBbii B3rnsa, Ha3BaHnem Trusted Computing
(TC). Ha pycckuin pgoxoaumMBee BCero aTO MOXHO nepesecTu kak «[oepsiiKo», ot [doBepsiembiin
Komnbtotep. CyTb [AaHHOM WHMUMATMBBI B TOM, YTO HECKONIbKO €T Hasag rpynna Beaywmx
UPM-U3roToBMTENEN KOMMbIOTEPHOM wHAycTpun - Intel, IBM, AMD, HP, Compaq u Microsoft-
obbeamHunack B kKoHcopuuym TCP A (Trusted Computing Platform Alliance, 1999), uto6bl «6onee
LUMPOKO BHeApATb JoBepue M BGesonacHOCTb B pa3HooOpasHble KOMMNblTEpHble nnaTdopmbl 1
ycTponcTea - oT MK 1 cepBepoB 40 KapMaHHbIX KOMMbIOTEPOB M LMdpPOoBbIX TernedgoHos». C anpensa 2003
roga Bce 3aTesiHHble paboTbl MO BHEOAPEHUIO JOBEPUS BEOYTCS NOA 3rnaon cneumnansHo co3gaHHon paaun
aToro «OTKPbITOWN NPOMBILLIIEHHOMN rpynnbi» Trusted Computing Group (TCG,
www.trustedcomputinggroup.org). o cocTosiHMIO Ha KoHeL, Toro >xe roga dneHamm TCG ABAANUCH yxe
cBbille 200 KomnaHuiA caMoro pasHoro npoduns n macwtaba.

Cyos no HasBaHMIO M Aeknapauusim, Lenb, MOCTaBMEeHHasl anbsHCOM, 3BYYUT OYeHb GraropofHo -
«COo3[aHue apxuTekTypHour nnaTtdopmbl Ana 6onee 6e3onacHoro kKomnetoTepa». BOT Tonbko no3uuun, ¢
kotopbix B TCG onpegenstooT «6e30nacHOCTbY, BbI3bIBAKOT CUMbHbIE BO3PAXEHUS Y O4YE€Hb MHOTUX
HEe3aBNCUMbIX M aBTOPUTETHLIX 3KCMEPTOB B obnactu 3awmTbl MHdopMauun. MoTomMy 4YTO MalUMHBbI,
cosgaBaemble no cneumdpukauuam Trusted Computing, 6ygyt 6onee «gosepsiemMbiMU» C TOYKU 3pEHMS
WHOYCTPUM pasBfiekaTeNnbHOrO KOHTEHTA WM KOMMbIOTEPHBIX KOprnopauun. A BOT y camMux BriagenbLeB
HOBbIX KOMMbIOTEPOB AOBEPUS K MallMHaMm CTaHeT 3HayYUTenbHO MeHblue. [MoToOMy 4YTO COBEPLUEHHO
O4YEBMOHO - B KOHEYHOM cyeTe cneundmkaumm «JoBepsan-Ko» nepemelLaroT BeCb KOHTPOSb 3a paboTon
MK oT nonb3oBaTens K TeM, KTO M3roToBUIT NPorpamMmmbl 1 co3gan dannbl no nuueHsumn TCG.

C neta 2002 roga, korga nybnvka BrnepBble y3Hana O CekpeTHOM npexae npoekte Microsoft nog
HasBaHueMm Palladium (coctaBHas yacTb uHuumatTmebl TCP A), B anbaHCe NPOUCXOAMT HernpepbiBHas
yexapga co cMmeHon HasBaHun. [Mpoekt Palladium, OAHO3HAYHO BbI3BABLUMIA HEraTUBHYK pPeaKkLuio
006LEeCTBEHHOCTN, BCKOPE CMEHUN CBOe 3BY4HOE MMsl Ha crnoThlikydee NGSCB (unTaeTcst kak «3HCK0», a
pacwundposbiBaeTcsa kak Next-Generation Secure Computing Base, 1. e. «6e3onacHasi BbluMcnMTenbHas
6asa cnepgyowero nokoneHus»). Koncopunym TCP A no kakMMm-TO, Jaxe He pasbsCHEHHbIM PSOO0BbIM
yyacTHMKaM, NnpuymMHam ctan HasbiBaTbesl TCG. B kopnopaumm Intel HoBbIV Kypc NpeanoYmTaloT HasbliBaTb



Safer Computing, T. e. «bonee 6e3onacHbIl KOMMbIOTMHM». Kopode, NOCKOMbKY 3a BCEM 3TUM
MenbTeleHNneM NPoAorHkKalT OCTaBaTbCA Te Xe CaMble LeHTparnbHble UIPOKM C MPEXHUMW Lenamu, y
MHOMMX CO3[aeTcs MOAO03pPeHMe, 4TO 3TO CBOEro poda AbiMoBas 3aseca. Mnm kak 6bl MaHeBpbl,
npu3BaHHble OTBfeYb BHUMaHWe NyonuMkm OT TOro, YTO Xe B OEWCTBUTENbHOCTU peanu3yloT CXembl
«[OoepsitKo» [DFO3][RJO3].

YTo 1 kak genaet Trusted Computing? Ecnun Bocnonb3oBaTbecs pasbsacHeHuamu Pocca AngepcoHa, yxe
3HakoMOro Ham npodpeccopa Kembpuaxa n BecbMa M3BECTHOrO B MUpPE KOMMbIOTEPHOM 6e30nacHoCTm
akcnepTa, To «JoBepsnKo» obecneynBaeT Takylo KOMMbLIOTEPHYHO NNaTtdopMy, B YCIOBUSIX KOTOPOW Bbl
yXe He MoxeTe BMewmBaTbCAa B paboTy NporpaMMHbIX MPUIIOXKEHUA, a MPUNOXEHUA 3TU, B CBOIO
oyepenpb, CMNOCOOHbI B 3aLLMLLEHHOM PEXUME CaMOCTOSITENIbHO CBSA3bIBATLCS CO CBOMMM aBTOpamMu Unu
Opyr ¢ opyrom. VicxogHeln MOTUB AN pa3paboTkM Takon apxmUTeKTypbl Obin 3agaH TpeboBaHusamK Digital
Rights Management (DRM) - «ynpasneHnuns umdpoBbIMM NpaBaMn» Ha KOHTEHT. Pupmbl 3ByKO3anucu u
KMHOKOMMaHWM XenawT NpogaBaTb CBOW AWUCKU U dawnbl Tak, YToObl X OblO HenMb3s 6EeCKOHTPONBLHO B
KOMMbIOTEPE CKOMMPOBATb, NEpPeKkoanpoBaTb UNn BbiNoXuTb B VHTepHeT. OgHoBpemeHHO «[oBepsanKo»
npefocTaBnseT BO3MOXHOCTM OYEeHb CUNbHO 3aTpyaHuMTb paboTy HenuueHaupoBaHHoro MO, T. e. B
noTeHumane sBnseTcs Cepbe3HbIM MHCTPYMEHTOM Ans 60pbbbl C NMPATCKUMM NporpaMMamMu.

HocTturalotcs Bce 3K Lenm codeTaHneM crneumarnbHbIX annapaTHbIX U MPOrpaMMHbIX CPeACTB, criegswmx
N OOKnafblBalOWMX «KOMMETEHTHLIM MHCTaHUMSIM» O TOM, YTO AenaeTcsl B komnbioTepe. BaxkHas ponb
3[eCb OTBOAMTCS 3anavMBaemMon B cuctemMHyto nnaty mukpocxeme Trusted Platform Module, kpatko TPM.
OTOT MoAynb GbICTPO NOMYyYUN B HApPoAe 3BYYHOE UMS «PpPUL-YMM» B YECTb CMOHCUPYEMOro KoMmnaHuen
Disney amepukaHckoro ceHaTopa ®puua XonnuHraa, nbiTaBwerocsa [obutbca 06a3aTenbHoro
BCTPauBaHUS TakMx MUKPOCXEM B KaXdblA BbiNyckaeMblli KOMMbloTep. B uenom xe cneumdpukaunsmm
TCG B Bepcun 1.1 (2003 r.) npegyCMOTPEHO NATb B3aMMHO YBSA3aHHbIX 3rieMeHToB: (a) dpuu-unn, (6)
«3KpaHupoBaHMe NaMATU» BHYTPM npoueccopa, (B) nporpaMMHoe sApo 0e30MacHOCTU  BHYTpU
onepauuoHHon cuctembl (B Microsoft ato wmmeHyoT Nexus), (r) sgpo 6es3onacHOCTM B KaXaowm
TC-coBmecTmom npunoxeHumn (B TepmmHonorum Microsoft - NCA), (g) nntoc nogaepxusarowas Bce 310
Jeno cneumanbHas OHManHoBas WHGPACTPyKTypa M3 cepBepoB 0e30MacHOCTU, C MOMOLLbH KOTOPbIX
(PUPMBI-M3rOTOBUTENMN HAMEPEHbI YNpaBnsaTb NPaBUIBHOW UM COrNacoBaHHOW paboTON BCEX KOMMOHEHT
[LGO2].

B cBoem wugeanbHOM (HamevyeHHOM wu3HadvanbHO) BapuaHTe TC nogpasymeBaeT, YTO KOMMOHEHTbI
KOMMblOTEpa AOIMKHbI MPU YCTAHOBKE aBTOMATMYECKM MPOXOAUTb «MPOBEepKy OnaroHagexHocTu» ¢
npuMeHeHneM Kpuntorpadu4ecknx MpoOTOKONOB, a WHAMBMAOyalbHble MNapameTpbl «kenesa» (nnar,
HakonuTenen) n MO (OC, gpariBepbl N Npoyee) B XELUMPOBAHHOM, T. €. CKaTOM M LUMPOBAHHOM BuAe
nponucaHbl B mogyrne TPM. Bcsa wmHdopmaumsa XpaHWTCA WM nepecbinaetcs Mexgy AoBepseMbiMu
KOMMoHeHTamu B 3awumndpoBaHHOM Buge. Opuu-unn Haa3mpaeT 3a npoueccom 3arpysku, gabsl MK nocne
BKITHOYEHUS Bbilen B npeackasyemyto paboyyto TOUKy, Korga ye U3BeCTHbl U 0006peHbl BCe KOMMOHEHTHI
«wkenesa» u MNO. Ecnn malmvHa 3arpyxaetcd B «MpaBUITbHOE COCTOSIHMEY», TO (opul NpegocTaBnseT
onepauuoHHON CUCTEME XPaHUMble B HEM KpunTorpaduyeckne Krwum Ans paclnMpoBKN HYXHbIX B
paboTe NpuUnoXeHUn n nx aaHHbIX. Agpo 6e3onacHocTy B onepaumoHHon cucteme (Nexus) obecneunBaeT
B3anMoAencTBne mexay dpuu-umnom un komnoHeHtamu 6esonacHoct (NCA) B npunoxeHusx. Kpome
Toro, Nexus paboTaeT COBMECTHO C «3KpaHWpOBaHHOW MaMsATbIO» B HOBbIX Mpoueccopax, YTobbl He
no3sonutb ogHMMm  TC-npunoxeHuam pabotate C  AaHHbIMW  (CYMTbIBAHWE/3anuCb)  OpYrvX
TC-npunoxeHun. 3Ta HoBas OCOBGEHHOCTb MNPOLECCOPOB Y pasHbIX W3roToBUTENEN KMeHyeTcs
no-pasHomy: y Intel - TexHonorusa LaGrande, a y ARM, k npumepy, TrustZone.

Ecnn xe 3arpyska BbiBena [1K B «HenpaBurbHOE COCTOsIHME», KOrda HOBbIM Xell He coBnan c
xpaHsawumess B8 TPM, To Moaynb He BbiAACT KPUMTOKMIOYM, @ 3HAYMT Ha MaluHe (B Ny4dlleM crnyyae)
MOXHO OydeT 3anyckaTb NUb «feBble» MPUITOXEHUS W OaHHble, HEe uMewlmMe cepTudukata Ha
TC-coBmecTMMOCTb. Mockonbky Ha Byayliee MbICIUTCS, YTO BECb AOCTOMHLIN KOHTEHT U BCE AOCTONHbIE
ero obpabaTbiBaTb nporpammbl HENpemMeHHO CcTaHyT TC-CoBMECTUMbIMK, TO cyabba KOHEYHOro



nosnb30BaTernid Nerko npeackasyema - genartb JiMb TO, YTO A03BONAT KOMﬂaHVIVI-I'IpaBOOGJ'Ia,EI,aTeJ'IVI.

MoHATHO, YTO AaXe B CTOMb KPaTKOM U3NIOXEHUM ONCaHHAs apXUTEKTypa He CynuT Bradenbly Gyayliero
KOMMblOTEpa HUYero xopollero. W cerogHs CknoHWTbL noden K rnokynke obopynoBaHusi M mporpamm,
peanv3aylolmx 3Ty TEXHOOMIO - Bellb, kasarocb Obl, COBEPLUEHHO HepeasibHas. Ho 3To cMoTps kak ee
noaatb.

B BoeHHOM gene, kak M3BECTHO, CyLLECTBYHOT ABe 6a3oBble MoAenv GOEBbIX JENCTBUN - B HACTYMNEHUN U
B 060poHe. Ho myapble kuTanupbl Koraa-To n3obpenu elle ogHy, BecbMma 3ahpekTUBHY0 MOAenb «BOWHbI
0e3 6osi» - npocaymBaHue. CyTb ee B TOM, YTOObl MHOTMOYMCINEHHBIMWU, HO BHELUHE HEMPUMETHbIMU U
pa3pO3HEHHBIMU FPYMNKaMM MPOHWKHYTE 32 NUHWIO (DPOHTA, pacnpenenuTbes B Thily MPOTUBHUKA, a yXe
3aTeM COrfacoBaHHO yAapwUTb U3HYTPWU MO KoYeBbIM TodkaM. MycTb Ha 31O noTpebyeTcs He oauH rog,
O0OHaKo 3(PPEKTMBHOCTb peLLaloLLero yaapa MoxXeT ObiTb O4eHb BbICOKOW, MOCKOSbKY «MPOCOYMBLUNXCS»
MOYTW HUKTO B narepe NpoTMBHMKA HE BOCMPUHMMAET Kak pearbHyt yrposy.

CoBepLUeHHO 04EBUAHO, YTO MHOYCTPUSA pa3BrekaTenbHOIro KOHTEHTa paccMaTpmBaeT none3oaTenen MK
B Ka4yeCTBe CBOUX «NPOTUBHMKOB» U ULLET pa3sHble - 0OOpOHUTENbHbIE, HACTyNaTenbHble, Kakme YyroaHo -
cpeacTtea anga 6opbbbl ¢ HUMK. CTOMb e O4YEeBUOHO, YTO dhflarMaHbl KOMMbIOTEPHOW MPOMBILLIIEHHOCTH,
[ONnroe BpeMsi MbiTaBLUMECHA COXPaHSATb B 3TOW Oopbbe HelTpanuTeT pagn UHTEPECOB COOCTBEHHbIX
npuobINen, yxxe caenanu cBol BblOoOp. BnomnHe siCHbI U MOTMBBLI, MOATOMKHYBLUME UX K «3aKPYYMBaHUIO
raek». Ynop Ha pasBrekaTesibHbl KOHTEHT HblHE BMAUTCS rMaBHbIM 3anorom ycnewHbix npogax MK, a
KOMMbIOTEP MOXET CTaTb «LUEHTPOM AOMallHMX pasBfievyeHuri» B gomax Oyayuwiero nvwb npu TOM
ycnosun, 4to GymeTt ycTpamBaTb MHAOYCTPUIO KOHTEHTa. B NpOTMBHOM criyyae BeCb Kyll AOCTaHeTCs
upmMamM ObITOBOM 3MEKTPOHUKM, MpeasniaratoliMM CBOK BEPCUIO «LEHTPa» Ha OCHOBE MNPOABMHYTbIX
pecvBepoB, UMPOBLIX MPUCTABOK UMN YEro-TO ellle, OTIIMYHOIO OT «HE B Mepy rMbKoro» komnbkoTepa.

B pesynbTtate poxpaetca anbsHc Trusted Computing u cooTBeTCcTByHOLWMNE cneumduKaumm Ha HOBYHO
apxuTekTypy. A napannensHoO MAayT akkypaTHble NPOLLyNbiBaHUS NOTpebuTens Ha NpeaMeT Toro, B Kakom
BMAE OH roTOB BCE 3TO 3arfoTUTb («KMacCOBbIN 3arnoT» HEOOXOAMM HEMPEMEHHO - NO rpybbiM OLEeHKaMm,
ONA 3KOHOMUWYECKM OMpaBAaHHOrO pas3BOpPaYMBaHUS BCEM HYXHOW MHdpacTpyktypel TC Tpebyetcs
HabpaTb «KpUTMYECKYtD Maccy» npumepHo B 100 MUNNMOHOB yCTPOWCTB - MK, KapMaHHbLIX KOMMNLITEPOB,
coToBbIX TenedoHoB). 3a nepBble rogbl «npocauynBaHua» Trusted Computing yxe oTMe4veHbl U
aHeKOoTUYECKME Kasycbl, U MPUMEPbI 3NEraHTHOrO MaHEBPMPOBAHWSI.

[naBHbIN aHekOoT - 3To To, Kak B Microsoft 3 roga B rog ynopHo HacTtavBaloT, 4YTO paspaboTka
Palladium/NGSCB abcontoTHO HMKaKoro OTHOLLEHUSI He nMena K 6bopbbe ¢ HeneranbHbIM KOMMPOBAHNEM
Windows. Korga Ha ogHoOM 13 KOHgepeHUMin kKoMneTeHTHbIN NpeacTaBuTens Microsoft B ouepegHon pas
03BY4UI 3Ty MbICIb, 3asBMB AaXe, YTO Koprnopauun BoodLle «HeBe4OMO, KakuM 06pa3oM 3Ty TEXHOSOTMIO
MOXHO NPUMEHATb NPOTUB MUPATCKOro KOMMPOBaHWS», OAMH M3 NPUCYTCTBOBABLUUX XakepoB (Xakep B
NCXOOHOM, HE KPMMMHAINbHOM CMbICAE, T. €. BECbMa CBeayLUuUi B CBOEM KOMMbIOTEPHOM AeNe YeroBek.) -
JTaku puH, B Mnpy 6onee n3BecTHbIN kak Mapk BpruceHo, BO3MYTUIICS HACTONbKO, YTO peLunsn NorUTU Ha
KpariHue Mepbl. OH nogan Ha odopMmneHne cpasy [Be NaTeHTHble 3asBKW, OMNMUCbIBalOLLME MeToAbl
npumeHeHnss NGSCB ansa 6opb0Obl ¢ konupoBaHveM nporpamm. OdopmrieHne naTeHToB - npoueaypa
gonrasi, HoO ecnu gdeno BbIropuT, To Microsoft npugeTtca nMbo oduumanbHO [OKa3biBaTb, YTO Y HUX
nmeeTcst B 3ToM obnactu npuoputeT (a 3HaYWUT, OHU OTKPOBEHHO nranu), nnbo npocutb y Jaku MpuHa
nuueHsnio (3aBedomMo 3Has, YTo ['puH ee HM 3a 4TO He gacT). JInbo, HakoHeLl, NPOAEMOHCTPUPOBaTbL MUPY
CBOK KpUCTaNbHYI YUCTOTY WM HUKOrda daxe He nbitaTeca cBsaAsbiBaTb NGSCB c 3awwmton MO ot
konuposaHus [PRO2].

B kopnopauun Intel maHeBpupoBaHue Bepetcs Gonee ToHko. TexHonorusi LaGrande BnepBble Gbina
npeacrtaeneHa nybnuke oceHbto 2002 roga, B pamkax copyma paspabotumkoB MK lNoHauany OGbino
o6bsaBneHo, 4To LaGrande OymeT BcTpauBaTbCsi BO Bce rpsgywime npoueccopbl dmpMmbl. OgHako
nybnuka, HecmoTpss Ha nocynbl 6Gonbwen 6e3onacHOCTM, cpearnpoBana Ha 3Ty HOBOCTb CKOpee
HeraTMBHO, Yem nonoxutensHo. B 1999 rogy y Intel yxe O6bin kpawHe HenpUSATHBLIA OMbIT, Korga



Kopnopauus Hayana gobaenate B npoueccopbl Pentium 11l yHVMKanbHbIA CEPURHBIN HOMEpP, MO3BOMABLUNIA
nHauBMayanbHO oTcnexueaTb ¢ CeTn kaxayto mawwuHy. NocnepoBaBwas 6yps nNpoTecTos, NpuU3bIBbI K
bonkoTy M obwun yuepd penytaumm sSIBHO MPOU3BENN Ha Koprnopauuio BrevatrneHue. [losTtomy Tenepb
nnaHbl oTHocuTenbHo LaGrande ckoppeKkTMpoBaHbl C y4eTOM HavanbHowm peakummn nybnmku. Ocexbto 2003
roga o6bABNEHO, YTO HOBasi TEXHOMOIMMS He ByaeT BHEAPSATbLCA TOTaNbHO U OPUEHTUPOBAHA B OCHOBHOM
Ha KOprnopaTuBHbLIN, a He Ha noTpeduTtenbckun pbiHOK. Ob6elaHo, 4YTO nonb3oBaTenb cam OygeT
BbIOUpaTh, HyxeH emy 4mn ¢ LaGrande unum xe 6e3 ato cuctemsl [MRO3].

Ho kak Obl HM NpOXOAMKM BCe 3T MaHeBpbl, CyTb UX ocTaeTca ogHa. Cneundukaumm Trusted Computing
NOCTEeNeHHO YCOBEPLUEHCTBYKOTCA U peanim3ylTCA B PbIHOYHbLIX TOBapaxX, a B Npodaxy MNOHEeMHOory
BbIBOOATCA HacTonbHble cuctembl (Hewlett-Packard), HoyTtOykm (IBM) n matepuHckne nnatel (Intel) ¢
3anasiHHbeiM B cxeMy dpuu-yunom TPM. lMoka 4To M3roToBUTENM 3aBEpPSIOT, YTO 3Ta MUKPOCXEMA He
MMEET HUKaKoro OTHOLWIEHMS K YNpaBfeHWo UMMPPOBLIMA MpaBaMuM HA KOHTEHT, @ MPOCTO CRYXWUT
HaZeXHbIM «cendhoM» Ons XpaHeHUs KpunTorpaduyeckmx Kroyven nons3osatend. Ho BnonHe o4yesmaHo,
YTO 9TO - TEXHOMOrUs «OBOMHOIO Ha3HAYeHUsI», Kak MPUHSTO FOBOPUTb B BOEHHO-MPOMBILLSIEHHOM
KOMMrekce.

To, yto npuHuunel Trusted Computing OTKpOBEHHO MNpOTMBOpeYaT UHTepecam obLiecTBa, Hanbonee
OTYETNMBO BUAHO MO peakuun NpakTMyeckn BCcex aKCnepToB B cdepe MHpobesonacHOCTH, He CBA3aHHbIX
C kopropaumsamMu. H1 oguH 13 HUX, HACKOIbKO MOXHO CyaAMUTb MO Npecce, He BbicTynun ¢ ogobpexnem TC,
a BOT NyOnWYHbLIX BBLICTYMMEHWA C OCTPOM KPUTUKOWM - CKONMbKO yrogHo. Tak, BecHon 2003 roga Ha
KpynHenwem B Mupe otpacneBoM c¢opyme - RSA Conference - no noeogy Palladium cneumansHo
BbICTYNanu «oTubl» KpunTorpadum C OTKPbITbIM KrodoMm Yutoung Ouddu n Ponanbn PamsecT. Kak
nogyepkHyn [Ouddun, uHTEerpaums cxem 6e30nMacHOCTM B KOMMbIOTEPHYKD apXUTEKTYpy - BeLlp,
0e3ycnoBHO, HensbexHas n HyxHas. OgHako, M30paHHbIM NOAXOL4 K PELLUEHUIO 3TOM 3agavvM B KOpHEe
MOPOY€EH, NMOCKOMbKY MbITAETCA YBECTU U3 PYK MOMb30BaTENs KOHTPOIMb 32 €ro COGCTBEHHOW CUCTEMOW.
HeTtanu TexHonoruum, npocounsumnecss B CMU, cBMOEeTENLCTBYIOT, YTO IMaBHbIE LENN HOBbIX MHULMATUB -
He CTONbKO 6e30MacHOCTb, CKOMIbKO PbIHOYHOE OOMWHMPOBaHWE BedylMx Kopropauui, Wu3onsauus
KMOYEBbLIX 3MIEMEHTOB KOMMblOTEPA M (PaKTMYECKM §NWIEeHVME MpaB Monb3oBaTensi Ha BRageHue
cobcTBeHHON mawmHon. Ho, nogyepkHyn Ouddun, UMEHHO X03aMHY AOMKHbI NPUHAAnexaTb Krun OT
COBCTBEHHOrO KOMMbIOTEPA, @ HEe roCyAapCTBY UMK KPyMHbIM kopriopaumam. PoHanbg PaviBecT BnonHe
cornacuncs ¢ MHEHMEM KOMmerun, NpM3Bas K LUMPOKMM OOLLECTBEHHbIM AebaTamM OTHOCMTENBHO OENCTBUN
nHaycTpumn. NoToMy UTO MMEHHO 0BLLECTBO (a He KpynHenwme Kkopnopaumum) A0mKHO onpeaensTb, Kakoro
YPOBHS NOAOEPXKKY CBOEN 3aluTbl OHO xenaeTt [MEO3].

[ocTtaTouyHO 04YEBMAHO, YTO YeM OorblUe YernoBek NoHMMaeT cyTb «[loBepsarKo», Tem onpeneneHHee ero
Hecornacue ¢ TakuM «JoBepveM». Ha cerogHsiLHWIM AeHb rMaBHbIM, NoXanyn, opnocToM NPOTUBHUKOB
Trusted Computing MOXHO cuMTaTb cneumansHO co3gaHHyo Poccom AHaepcoHom Beb-cTpaHuuy «Yacto
3agaBaemble Bonpockl 0 Trusted Computing» (www.cl.cam.ac.uk/~rjal4/tcpa-faqg.html). AHrnuncknin Tekct
CTpaHuLbl NepeBefeH 3HTy3nacTammn-gobpoBoONbLaMM Ha HEMELKKWUIA, UCMaHCKUA, dpaHLy3CKUA, UBPUT,
KNTaUCKMI - KOpo4ye roBopsi, Ha nontopa (NPUMEpPHO) AecAaTka pacrnpoCTpaHEHHbIX S3bIKOB MMaHEThI.
OcTtaeTtca nuwb HaOEeAaTbCsl, YTO UCTMHHAA cyTb TC Bce e JOoMAeT A0 pa3yma nokynaTtenen, 6ecnevHo
hOPMUPYHOLLNX HbIHE Arsi KOBAPHOW TEXHONOrMn Habop kputmndeckon maccel [RAO3].

CeTb cBOOOAbLI

MpumepHo ¢ cepeguHbl 2000 roga B WHTEPHeET-MuUpe Habntogancs B3pbIBHOM pPOCT MHTEpeca K
NMpUHroBbIM (0T peer-to-peer) ceTeBbiM TexHonormaMm. [naBHbiM o6pa3om, 3TO0 6blO  BbI3BaHO
dreHoMeHanbHbIM ycrnexom dannoobMeHHbIx ceTen Bpoge Napster n Gnutella, npegoctaBmBLINX Niogam
KpanHe 3h(PEeKTUBHLIN MHCTPYMEHT ANsl MOUCKOB M oOMeHa My3bikon B cdhopmate MP3. Ho cBobogHbIv
[OCTYN K My3blke - 9TO NMWb OAHA, BO3MOXHO, camMasi spkasi CTOpoHa HaMHOro 6onee 3HauMTENbHOW



obnactu - opraHusaumm cBobogHOro goctyna K mHdopmauun Boobule. ViHade rosops, cneuuanucram
cTanu KparHe MHTepecHbl cneuuduyeckne cnocobbl MOCTPOEHUSA NOMNE3HbIX NH(OPMALMOHHBLIX CUCTEM,
COCTOSILMX M3 OONbLUIOro KONMYECTBA pPaBHOMPABHbIX MallWH, COEOMHSIEMbIX OPYr C APYromMm He
MOCTOSIHHO, @ NULb BPEMS OT BPEMEHW, C MOMOLLLID BUPTYarbHbIX WHPPACTPYKTYP, CO3OAHHBLIX WU
HaCTPOEHHbIX MO, KAKOe-TO KOHKPETHOE NPUNOXEHNE.

Cny4unocb Tak (BEPOSITHO, HEeCry4YanHo), YTO OOHY U3 OCHOBomonarawwux pabot ans atom obnactu
nccnepoBaHum - ctateto [RA96] nog HassaHmem «Cepuc The Eternity» - npeacrasun Ha Pragocrypt 96,
MeXOyHapOo4HOW KpunTorpadmnyecknii KOHepeHuMM B cTonuue Yexum, Bce TOT XKe KEMOPUOKCKUIA
npocpeccop Pocc AHaepcoH. My3abikanbHbiM ceTeBbiM GyMoM B 1996 rogy eLle 1 He naxso, TOMYKOM Xe K
uccriegoBaHuaM AHOEPCOHa MOCHYXWUMM COBCEM Opyrne coObiTs - BECbMa HenpusaTHble MpeuedeHTbl
noAaBnieHns ogHow 13 oyHOamMeHTanbHbIX AeMoKpaTuieckux cesobos - ceoboapl cnoea - B IHTepHeTe. B
OOHOM M3 CrnydaeB KpalHe arpeccvMBHas LIEPKOBb CaMeHTonoruu 4vepes cyd gobunacb 3akpbiTus B
®PuHNAHOMM BecbMa MOMyNSPHOrO CepBUCa-nepechbiibLivKa, obecneynBaBLLErO aHOHUMHOCTL aBTopaMm
3NIEKTPOHHON NOYTHI (Yepe3 3TOT CepBUC MPOLLNKM NybnukaumnmM, KOMNpPoOMeTMpoBaBLLne xabbapancTos).
BTopon xe cny4an HenocpeaCcTBEHHO Kacancs yxxe caMmoro AHAEepCOHa, NOCKOMbKY eMy yrpoXanu cyaoM
agBokaTbl ©aHKOB, BCAYECKU CTapaBLUMXCS NMogaBuTb pacnpoctpaHeHue 4vepe3d CeTb mHdopmaummn o6
YySI3BUMOCTAX MallnH-6aHkoMaToB (CTaTbsi HA 3Ty Temy npuHecna AHLEPCOHY M3BECTHOCTb B Hadane
1990-x rogoB) [WG95].

Mpousolweglee BecbMa HarfsigHO NPOAEMOHCTPUPOBANO YY4EHOMY CEPbE3HOCTb MPOOMEMbI - TO, YTO
3MEKTPOHHbIE NMYyONMKaLMN OYEHb HECIOXHO MOOABUTL, €CNN 3TO 3a4eM-NMbo noHagobuTcs GoratbiM 1
6eaxanocTHbiM cunam. Takne nybnvkaumm oOblMHO pa3MeLLeHbl BCEMO NULLIb Ha HECKOMbKUX cepBepax,
BrnagernbLeB KOTOPbIX MOXHO MO0 3acyanTb, MO0 CUMON NPUHYOUTb K NOAYMHEHMIO. 10 OLWyLLEeHUsIM
AHOEepcoHa, cuTyauusi Bbirnsggena CToflb XE€ HEYHTHO, KaK, CKaXeM, C PYKOMUCHBbIMU KHUramu B
cpeaHeBekoBbe. Torga HOBble BpeMeHa CMOIM HavaTbCs NMULLb MOcne MOSIBNEHUs NevYaTHOro CTaHKa,
MO3BOSMBLLErO PaCcNpOCTPaHATb MAEU BOSIbHOAYMUEB CTOMb LUMPOKO, YTO 3anpeTuTb MX yXe cTasno
HeBO3MOXHo. [loatomy cepsuc The Eternity 3apogunca kak cpeactBo pasmewaTb 3NEeKTPOHHbIE
OOKYMEHTbBI HAacTOSMbKO BHE JOCAraeMoCTM LENKUX PYK LIEH30POB, HACKOMbKO BO3MOXHO.

Hackonbko aTa paboTa okasanacb akTyarnbHa Ans 3aluMTbl cBOOOAbI CNoBa, CBUAETENLCTBYET XOTHA Obl
Takon coBceM cBexun akt. bputaHckoe npaBocyave HedaBHO oOduMLManbHO MOCTAHOBUIIO, YTO MO
PELLUEHNIO Cyda OTHbIHE MOXHO BHOCUTb U3MEHEHWsI B COAEpXXaHWe OHITAaMHOBBLIX apXMBOB raseT, eCcnu
nybnukauusa codTeHa KneeseTon. VIHbiMu crioBamu, Goratenwmn onbiT TotanutapHoro CCCP - cTpaHbl ¢
NOCTOSIHHO U3MEHSBLUMMCS NPOLUSbIM - OKa3blBAETCSA OYEHb NPUBIEKATENbHbLIM AN HbIHELHNX 3anagHbIX
aemokpatuii. Ho HamHoro G6ornee MOLIHO CTpeMIeHME BriacTeln K LieH3ype U NoAaBreHuio cBOOGOOHOro
pacnpocTpaHeHusi MHopMaLumn nposiBunock B 6opbbe ¢ BeCKOHTPONbHbLIM pacnpocTpaHeHnem B CeTn
pasBrnekaTenbHOro KOHTEHTa - B MepBYK oyepedb, My3blkM M dunbmoB. [MoToMy 4TO, AeckaTb, 3TO
aHapxudeckoe 6e3006pasme nocsiraeT Ha camoe CBATOE U3 AOCTUXKEHUA LUBUIM30BAHHOMO obLecTBa - Ha
CBSILLEHHbI KONUPaWT.

O6cyxxaeHne HeTpvBManbHOW Npobnembl 3almMTbl NPaB Ha MHTENMNEeKTyarnbHyl0 COBCTBEHHOCTb B 3MOXY
uncpoBoro KONMpoBaHUa MHOPMaLMK YBeAET AaHHYIO KHUIY OYeHb Aareko B CTOPoHy. [1oaTomy 3gech -
NpocTo Ans 0603Ha4YeHUs NO3NLMM - OTPaHUYMMCS FULLb KPaTKOW M eMKOW (DOPMYIIMPOBKOMW, K KOTOPOW
0obbl4HO MpuberatoT Bce noAW, MpU3HaKOLWMe HeoTbeMIieMble MpaBa KaXdoro 4YenoBeka Ha AoCTyn K
3HaHuam: «MHOOPMALIMA OOMKHA BblTb CBOBOAHOM».

XecTkme n arpeccuBHble OEWCTBUS MHOAYCTPUU pasBIieYEHUA MO MOSABMEHU0 Havbornee MNonynspHOM
gannoobmeHHon cetn Napster MHOromy Hayyunu paspaboTyMKOB MUPUHIOBBLIX  TEXHOMOIMM,
3aHMMaloLUXCA co3gaHneM CeTen, HeQOCTYNHbIX Ans LeH3ypbl U NpoM3Bona BnacTten. Ha ocHoBe naen um
KpunTorpaduyeckux npotokornos Eternity Service cosgaHbl HECKONBKO CUCTEM, HAZEXHO, pacnpeaeneHHo
N B 3alLMLLEHHOM BUAE XPAHSLMNX OOKYMEHTbl Ha MHOXECTBE KOMMbIOTEPOB ceTu. Yalle apyrux cpeam
cuctem Takoro poga ynomuHawT Publius, Mojonation n Freenet (csl.cs.nyu.edu/~waldman/publius/,
www.mojonation.net, freenetproject.org). O nocnegHern n3 HKX, Kak 0 Hanbonee, BEPOATHO, 3HAMEHUTOM,



MMEET CMbICJ1 pacCka3aTb nop,po6Hee.

Freenet, kak npeacraensoT cuctemy ee cosgatenu [WFO03], - aTo cBobogHoe (C OTKPbITbIM MCXOOHBLIM
KOOOM) nporpammHoe obecneyeHue, KOTOpoe no3BonseTr nybnukoBate M nonyyvaTb WHopmaumioo B
VIHTepHeTe, COBEpPLUEHHO He onacascb UeH3ypbl. [na poctwkeHuss aton ceBoboabl ceTb Freenet
MOMHOCTBIO AELIEHTPanM3oBaHa, T. €. He UMEET HUKAKMX FMaBHbIX Y3M0B, @ BCE YYACTHUKK, NyOnukyoLwmne
1 notpebnsowme nHHoOpPMaLMIo, OCTalTCA MNOMHOCTBIO @HOHUMHBI. YCroBME aHOHUMHOCTU YfIEHOB CETH
3anoXeHOo B kavyecTBe (hyHOaMeHTanbHOM OCHOBbLI CUCTEMBI, MOTOMY YTO 6€3 npaBa Ha aHOHMMHOCTb He
MOXeT ObITb NoANMHHOW cBOoGOoAbl crnoBa. AHanornmyHo - 6e3 geueHTpanu3aunm ceTb Bcerga bypet
0OCTaBaTbCs YSI3BUMOWN B OTHOLLUEHMM CaMOro pa3Horo poja artak.

«OTUOM» BCEro npoekTa nNo npasy cyutTaeTca monofon nporpammuct NaH Knapk, ypoxeHew dy6nvHa u
BbIMNYCKHMK AMHOyprckoro yHueepcuteta, rge Freenet u pogunack B koHue 1990-x roqoB kak OCHOBHas
YacTb BbIMYCKHOW AunnomHon paboTbl. [ocne nybnukaumm npoekta B WHTepHeTe uaes nony4yuna
rPaHaMO3HY0  MONYMsiPHOCTb, K paboTaMm  HayanuM  aKkTUBHO  MPUCOEAVHATLCA  Apyrue
uccriegoBatenu-nporpammucTel, a ux 6asoBas cratbs «Freenet: pacnpegeneHHas cuctema ang
AHOHMMHOTO XPaHEHWs U MOoNy4eHus MHopMauun» ctana Havbornee umMtTupyemown nyénuvkaumen 2000
roga B obnacTtu KOMnbOTEPHBIX HayK (MO AaHHbIM cnyx6bl Citeseer) [CSOO].

Bce nepemelleHus uHdopmauuu mexagy ysnamum cetu Freenet 3awumdpoBaHbl M OpraHW3oBaHbl
NMoCpPeaCTBOM «CKBO3HOW MapLUpyTu3auumn» Yyepes Apyrue ysnbl, YTOObl MakCMMarbHO 3aTpyaHUTb Mobble
MOMbITKM MO BbISIBMIEHWIO TOrO, KTO WMEHHO 3anpalivMBaeT MH(OPMaLUI0O U KakoBO COAEPXKUMOE
KOHKpeTHoro dhanna. Kaxablh U3 y4aCcTHMKOB CETM BHOCWUT CBOW BKNag B WHAPACTPYKTYPY CUCTEMBI,
NpegocTaBnss YacTb MPOMYCKHOW MOMOChI CBOEro KOMMbiTepa And kommyHukauunm Freenet mn yvactb
MPOCTPaHCTBA Ha >XECTKOM AMCKE MalUMHbl («XpaHWnuLWe AaHHbIX») ONnd pasmelleHus davinos. B
OTNnM4YMe OT APYrux NUPUHIoBbIX hannoobMeHHbIX ceTel, BCAKMI y4acTHUK Freenet cam He 3HaeT, 4To 3a
MHOPMALNS NEXNUT Y HEFO B «XPaHWUNWLLE AaHHbIX». OTO COOEPKNMOE NOCTOSHHO MEHSIETCS, MOTOMY YTO
havinbl COXPaHSITCA UNN YHUYTOXAKTCH B 3aBMCMMOCTU OT TOrO, HACKOSIbKO BEMMWK Ha HMX Crpoc. Tak
4YTO HaMMeHee nonynspHble 0TOpakoBbIBalTCH, YTOObLI 0cBOOOAUTL MecTo Ans 6onee HoBoro unu Gonee
nonynspHoro koHteHTa. OpHOBpPEMEHHO KOHKpeTHble dannbl nepemeliarnTca Onmke K Tem
nonb3oBaTensiM, KOTOpble WX 4Yalle 3anpawuBatoT. Bce cogepXumoe XpaHunuw, TwaTenbHO
3almndpoBaHo, B TOM 4ucrie U Ans Toro, 4tobbl orpaguTb Briagenbla KoMnbloTepa OT npecnenoBaHuin
TeX CuI, KOTopble MOTyT NoXenaTb NOCTaBUTb HanonHeHne Freenet noa ceon koHTpornb [JBOO].

OTa ceTb MOXEeT WCMOoNb30BaTbCA MHOXECTBOM pasHbiX CMNocoBOB M He orpaHuyeHa TOSbKO NULLb
dyHKUMAMKU banoobmeHa, kak Apyrne NUPUHroBble cucTeMbl. [JaHHas cuctema OEeNCTBYET ckopee Kak
ocobbli MIHTepHeT BHyTpu Bcero NHTepHeTa. Hanpumep, Freenet MoXHO ucnonb3oBath ANs cO34aHuUs
BeO-calToB (MMeHyeMbIX 30ecb «CBOOOAHbIe calTbl»), Ans oOLeHus vyepe3 OOCKM OObsBReHwun, ans
pacnpocTpaHeHNsi KOHTEHTa, HaKoHELL.

HWKTO TOYHO He 3HaeT, CKONbKO Monb3oBaTenen HacuuTbiBaeT cerogHs cetb Freenet. B cambix obLymx
yepTax O MONYMsIPHOCTM NPOEKTa CBUAETENbLCTBYET TOT (pakT, YTO 3a BpeMsi ero CyLleCTBOBaHMS
nporpamMmHoe obecneveHne, Tpebyemoe ANl YCTAHOBKM Ha MalUMHEe-yYaCTHUKE ceTu, ckavanum bonee
OBYX MUNNMoOHOB yernoBek. M3BecTHo Takke, 4to MO Freenet vcnonb3yeTca Ons pacnpocTpaHeHus
cB0OOAHON OT LeH3ypbl MHOPMaLMM B TEX CTPaHax U pernoHax, rae MMeeTcsl O4eHb CUITbHOE AaBrieHne
Ha cBoboay cnoBa CO CTOPOHbI FOCYAAPCTBEHHbIX, PEMUIMO3HbIX N APYIMX oduumanbHbIX CTPYKTYP - B
yacTHocTK, B Kutae n Ha bBnmxkHem BocToke. B oktsibpe 2003 roga aBTOPUTETHLIN U yBaXKaeMblii XKypHarn
MIT Technology Review Ha3san WaHa Knapka B uMcne 100 rnaBHbIX MOMOAbIX HOBATOPOB, OKa3aBLUMUX
cBovmMK paboTtamu 1 nsobpeteHnammn HanbonbLlee BnNusHMe Ha Haw mup [TEOS].

TexHONOrMn yMHOM TOnMMbI



HapopgHas aHuuknonegus

B cepeauHe aHBapsa 2004 r. cBoeobpasHbin asonHon tobunen otmetnna Wikipedia (www.wikipedia.org) -
OecnnartHas OHnarHoBas SHUMKIIoNneaus «obo BCEM Ha CBeTey, rMaBHasi 0COGEHHOCTb KOTOPOM AaxXe He
B TOM, 4YTO OHa OecnnaTHa, a B TOM, YTO COOCTBEHHYIO CTaTbiO AN 3TOr0 M34aHus MOXET NPeasioXnTb
nobon xenawwmn. NHHOPMaUNOHHbIN DOHA, SHLMKNONeaUn OOCTUM KPYrfON U BeCbMa BHYLUNTENbHON
undpbl B 200 ThicAY (aHrmosi3blYHbIX) cTaTel, a 15 AHBapsi MPOEKT OTMETUST BCEro Ivllb TPETbIo
rogOBLUMHY CBOEro cyllectBoBaHus (B VIHTepHeTe Kaxabli rof CyLLeCTBOBaHUSA - Kak tobunen). 3a
npowenwee Bpema Wikipedia ycnena Habpatb cTonb  Gonblyld  NOMNYNSPHOCTL  Cpeaun
WHTEPHaUMOHanbHOW ayauTopuu, 4TO napannensHo Obina 3anyweHa MHOrossbldHasi Bepcus
3HUMKNoNeamn, cymmapHo HacuuTbiBatowasa Takke cablle 200 000 ctaTen Ha pasHbIX s3blkax NraHeTbl.
OpHoBpeMeHHO pa3BuBaeTCsl elle oauH poacTBeHHbIn npoekt Wiktionary (www.wiktionary.org) -
OecnnaTtHbIN MHOTOSI3bIYHLIN COBapb U Te3aypyc.

CTpemutenbHbIn pocT sHumknonegumn - 3a 2001-i1 rog O6bino coctaeneHo 20 000 craten, 3a 2002-i
nobaeneHo 80 000, 3a 2003 ewe cBbiwe 90 ThicAY (Bce UUpbl ANA AHMMOA3BIMHOIO M3OaHusa) -
06bsAcHAeTCH, 6e3ycnoBHO, TeM, YTO CTaTbM MOryT 406aBNATL U NOMOMHATL CaMy YMTaTenu, ceeayllume B
TOM MM MHOM npeameTe. Hanpumep, Bbl 6onblion nwobutens yicen dPrnboHayum, 3HaeTe O HUX YyMY
WHTEPECHENLUNX BELLEW U XOTENM Obl NOAENUTLCS CBOUMU MO3HAHUAMU C OKPY>KaoLWUMKU. QHLMKNoneans
Wikipedia - 3T0 1 eCTb TOT caMblili LLAHC, KOTOPLIN gaeTcsa BceM xenawwuM. Cioga MOXXHO NPOCTO 3anTu U
HayaTb NUcaTb, MPUYEM aAXKEe MMEHM BALLEr0 HACTOSILLEro HUKTO CrnpalnBaTth He GyaeT. BaxHo nuwb To,
4YTO Bbl MMeeTe Wu3NoXkntb. C MHTEPECOM MPUHUMAOTCA HE TOMbKO HayyHble CTaTbW, HO W
WHopMaTMBHbIE TEKCTbI Cyrybo ObITOBOM UNK NpakTU4eckon HanpasneHHocTu. K npumepy, ona niogen,
4acTo UCMbITbIBAOLWMX NPOBNEeMbl C 3KCMyaTauven KoMmnbkoTepa, MMeEeTCsl pas3fen NoA Has3BaHUeMm
«CuHUI akpaH cMepTu» (BeLlb, 3HaKoMasa BCAKOMY nornb3oBaTtento Windows), rae MoXeT OCTaBUTb CBOW
cnef B UCTOPUY BCSAKUIA TOMKOBbLIN (a MHOraa 1 6eCcTonkoBbin) CneLmanmeT. QHUMKNOoNeaMI0 eXeMecsa4yHo
MOMOSHSKT HECKONbKO ThICAY CTaTen camol pasHoobpasHOM TeMaTuKu, OT MarHUTHO-SIAEPHOro
pe3oHaHca 1 KOMET [0 Nnokepa 1 cepuana «CtapTpeky.

Camoe yauBuTenbHoe B 3TOM MPOEKTE TO, YTO HECMOTPSl Ha CBOK MOJSHYK OTKPLITOCTb W3gaHue
HenpepbIBHO MpupacTaeT Mo-HACTOosLWEMY coaepXKaTenbHbIMU CTaTbsiMU, HE CTAHOBSICb HU XEPTBOU
BaHO4anMama, HU TUraHTCKUM CKOMMEHMEM MOJHeWwen Yenyxu. [MaBHyld TOMY MpUYMHY BUASAT B
MOCTOSIHHOM y4acTuu OonbLIOro KonuMyecTBa [A0OPOBOMbLEB-«BUMKMNEQNCTOBY (Kak OHWM camu cebs
Ha3blBalOT), HEMPEPLIBHO Y4YaCTBYIOLWMX B KOPPEKUUW, [AOMUCLIBAHUM WM KOMMEHTUPOBAHUKM cTaTen
SHUMkKnonegun. Bokpyr u3gaHus ccopmMUpoBaniocb CBOEro  poda BCEMUPHOE TOBapWLLECTBO,
obecneymnBaroLLiee NOCTOSIHHO MOMONHSAIIOLLMIACS Ka4E€CTBEHHbIA KOHTEHT.

Becb aTOT TBOpYECKMI MPOLECC COBEPLUEHHO HEOBYCMbICIIEHHO HAnOMWHAET Co3daHue MpOorpaMMHOro
obecneyeHnsi C OTKPbITbIM MCXOOHbIM KOOOM. M CXOACTBO 3TO, KOHEYHO Xe, HecnydanHo. Mogenb
«Buknnegmm» BocnpomsBoauT krnoyeBble naen HebesbisaBecTHoro Npoekta GNU Puuapga Ctonnmena,
WHMLMMPOBAaBLLEro Korga-to cosgaHue otkpbiton Bepcun OC UNIX. Cam CtonnmeH Ha3san oveBUAHbIE
ycnexu pocta npoekta Wikipedia «no-HacTosiLeMy BOMHYOLLEN HOBOCTbIO», Cpean NOCTOAHHbLIX aBTOPOB
n3gaHna UrypupyloT aBTOPUTETHbIE YYEHble U3 aMEepUKaHCKUX YHMBEPCUTETOB U CO BCEro mMupa, a
KOMMbIOTEPHbIE pa3fenbl BeQyT HECKOSIbKO AECATKOB LUMPOKO W3BECTHbIX B NMPOdecCMoHanbHOW cpeae
NporpaMmMuCTOB.

B cootBeTcTBUM C nonoxeHusmu JimueHamm GNU o6 obLienocTynHOM JOKYMEHTaLMKN, BCE COAEPKUMOE
«Buknnegmm» BbINOXEHO BO BCeobLlee Nonb3oBaHWE, MOXET CBOOOAHO KOMMPOBATLCA M OOMOSMHATLCS.
OrpomHas ayguTtopus M OOMbLIOA LWITAT KOMMETEHTHbIX 4OOPOBOSBbHBIX MOMOLLHMKOB OAHOBPEMEHHO
SBMSIIOTCA rapaHTOM TOro, YTO B CTaTbsX MNPUCYTCTBYET MNULlb COAepXaTemnbHbli WH(OPMAaTUBHbIN
mMmaTtepuarn, a BCe NonbiTKNM BaHAanmMima, XynuraHctBa Ui 3NTOHaMepeHHOro NCKaXXeHUdA I/IHd)OpMaLI.I/II/I



MrFHOBEHHO MpecekalTcsa. JToMy cnocobCTBYeT cama CTPyKTypa 3HUMKIONEAMM,  MOCKOMbKY
pobaBnsemble OaHHble BbIAENSAOTCH Kak «CBEXWE W3MEHEeHWs», 3a KOTopbiMM cregat Haubonee
npuctanbHo. bonee TOro, u3HadanbHO B3ATbIN KYpPC Ha HeWTpanbHyl nogady WHgpopmaumu,
NPVHUUNMAnNbHO [AEKNapyMpoBaHHbIA  OpraHvM3aTopamMu npoekTa, obecrnevyvMBaeT ypaBHOBELUMBaHUE
KOH(MUKTYIOLLNX TOYEK 3PEHNS U COBMECTHYIO BblpaboTKy nonb3oBatensmm obLienpremnemMoro Barnsaa
Ha Kaxgbl CnopHbIM Bonpoc. Kak KOMMEHTUPYKOT 3TOT NpPOLEeCcC OTUbl-OCHOBaTeNM MNpPOoeKTa,
WUHTepHeT-NpegnpuHuMmartens xummn Yanc n cdunocod Jlappu CaHrep, camu YntaTenu «HenpepbIiBHO
penakTupytoT paboTy Opyr Apyra, U KaxeTcs yauBUTENbHbIM, YTO 3Ta CXxema MOXEeT paboTaTb - HO OHa
paboTaeT oyeHb xopowo» [WP04][JHO1].

MNpecneanysn bywa

TpexaHEBHbIN BU3UT amepukaHcKoro npesvaeHTa xopaxa bywa B BenvkobpuTtaHuio B Hosiope 2003 .
okasancs Ans 9TOW CTpaHbl BO MHOrMMX OTHOLLEHuAX cobbiTvem 6GecnpeueneHTHeiM. Hukorga npexae
WHOCTpPaHHble TOCTM [ake Camoro BbICOKOrO paHra He BblABUranu B KayecTBE YCIOBUA CBOEro
npebbiBaHNst Takve TpeboBaHWs, Kak: OUMIOMaTUY4EeCKUA WMMYHWUTET [ONS HECKOSIbKUX COTEH
BOOPYXXEHHbIX areHToB IMYHOW OXpaHbl Mpe3vaeHTa; 3akpbiTWe MWHWUA NOHAOHCKOro MEeTPOononuTeHa,
NPOXOAALLMX NOA4 MapLlpyTaMu rocTsi; NPUMMEHEHMEe NHOCTPaHHbIX BOOPYXEHHbIX cun (BepToneToB Black
Hawk u nctpebutenen BBC CLUA) anst npukpbITMa BU3MTa C BO34yxXa; @ Takke NpaBo Ha UCMOMb30BaHMe
cyrybo BOEHHOro aBTOMAaTMYECKOrO OpPYXWs («MWHMU-MYLUKMY») MPOTMB TOMMbl B Crydae BO3HWMKHOBEHMS
becnopsgkos [MBOS3].

K yectn GpnTaHCKOro MMHUCTEPCTBA BHYTPEHHUX Aerl, BO BCEX 3TUX TpeboBaHMUsIX amepukaHuam Obino
OoTka3aHo. B 4yacTHocTu, OblO TBEpOO 3asiBMEHO, YTO AN N0AEN C OpPYXMEM, B Clydae OTKpbITUS
CTpenbObI, He MOXET BbITb HMKAKOro UMMYHUTETA, N BCE BUHOBHbIE nuLa 6yayT HECTM OTBETCTBEHHOCTb
nepen GpuTaHCKMM cygoM. YTobbl XOTb Kak-TO NOACNACTUTL MUMONN XXECTKUX OTKA30B CBOEMY FTaBHOMY
COMO3HWKY, aHIMNACKUE BMNAacTW BCE Xe MOLWN Ha psg APYrMX CYLLEeCTBEHHbIX YCTYMOK ANs orpaxaeHus
BbICOKOrO rOCTA OT TONn npoTecTywowmx. B yacTtHoctn, cunamu nonuuuu 6Gbina obecneyeHa
3HaunUTErNbHaa «CTepunbHas 30Ha» BOKPYr Npe3naeHTa, a No MaplpyTam nepemelleHnii kaBanbkagbl B
LeHTpanbHom JIoOHOOHe NepeKpbIBanocb 4OPOXHOE ABWXKEHME C BbICTaBNEHMEM CreLmanbHbIX KOPAOHOB
BesonacHocTU Ana  yaepxuBaHus nybnvku Ha pacctosiHuu. OJHOBPEMEHHO «MNO  OnepaTUBHbLIM
npuYmMHam» ObINK OTKIHYEHbI BEG-kamMepbl, MOCTOSIHHO TpaHcnmpyoLwme B IHTEpPHET XN3Hb LEeHTPanbHbIX
panoHOB BPUTAHCKOWM CTONULbI.

HeunsBecTHO, kakoBa Obina pornb nocnegHero obCcToATENbCTBA, HO COBPEMEHHbIE KOMMYHUKALMOHHbIE
TEXHOMMOrMM N MONUTUYECKM aKTUBHAs MHTEPHET-OOLLECTBEHHOCTb Chirpany HebbiBanyto npexae porb B
opraHu3daumm akuuin npotecta B JloHgoHe npotuB bBywa v nonutukn ero rocagmuHucTpauun. [Ons
KoOpOuHauMM OeWCTBUA NPOTECTYIOLWMX [BOE aKTMBWCTOB OpraHv3oBanu creuvanbHbii Beb-canTt
www.Interwebnet.org, roe B peanbHom MacwTabe BpemeHW oTpaxanacb MWHdopMauusi obo Bcex
3aMeueHHbIX nepemelleHusax koptexa bywa no JloHgoHy. Cawt nonyyun HasBaHue Chasing Bush -
«lMpecnegya Bywa» - n noctaBun cBoen uenbl dukcupoBatb curHanbl ¢ MobuneHbix GPRS- un
Kamep-TenegoHOB O TeKyllemM MapLupyTe WU OCTaHOBKax, YTOObl C MOMOLLbLIO Cly4YaWHbIX CBUAETEenew
ObICTPO MpuBNekaTb B 3TO MECTO HaxOAALMXCH NOBMM30CTN aKTMBWUCTOB, KOTOpble MOrM Bbl «nogatb
rofioc» 1 CBOUM NPUCYTCTBMEM MOMELLATb BO3MOXHbBIM MOCTAHOBOYHBIM CbEMKAM «JIUKYHOLLNX FOPOXKAHY.
Vpoesa okasanace Ha peakocTb 3O(EKTMBHOW, U B MEPBbI Xe AeHb 3anycka Beb-cTpaHuubl Obino
3apernctpuposaHo cBbiwe 50 000 3axonoB.

George W. Bush thinks he can hide from an angry public. He's wrong.



IF YOU SEE GEORGE W. BUSH, EMAIL OR TEXT THE TIME AND LOCATION TO:

bush@interwebnet.org

MocTep o6uwecTBeHHOU kKamnaHum «lMpecneaya Bywa»

Ha npvmepe aTton pesatenbHocTu OecuenbHoe, No CyTW Aena, Npexae ABWKEHne «MobCcTepoB»
(mobuTener cnoHTaHHbIX COOPULL, OpraHn3oBaHHbIX Yepe3 CeTb) NOMyYnsio HblHE BMNOMHE OCMbICIIEHHOE
copepxaHue. KTo-To Ha3Ban 9T0 «BTOPbIM, YMHbIM Mob-nokoneHnemy. Bo3amoxHo, nMeHHo Grnarogaps
rpamMoTHOW KoopAWHauMW AeCTBUIN, NPOTECTYIWUM yAanocb cobpaTb 3aMeTHY, B HECKOMbKO COTEH
4yerioBek TOMNy C nnakatamu NpoTWB BOWHbI B Mpake Aaxe B KpowevyHoM Tuxom ropogke Camkdung,
Hac4YMUTbIBAKOLLEM BCEr0 5 ThiCsAY xuTenen. 910 poanHa npembep-muHucTpa ToHu bnapa, kyga bywa
MOBE3NN OTAOXHYTb OT MHOFOTBICAYHBIX TOMM AeMOHCTpaHToB B JloHaoHe. Ho BMecTo AecaATtka
cneumanbHO BbICTaBMEHHbIX PaAOCTHbIX BCTPeYalowWwmx, Npes3vaeHT BHOBb YyBMAen OOomMbluyto Tonmny
cepauTbix aHrmuyaH. KynbMuHaumen e akuui npotecta cTan rMraHTCKMin MUTUHT Ha Tpadanbrapckon
nnowaan  JIoHAOHa, COMPOBOXOABLUMIUCHA  HU3BEPXKEHMEM  chleumanbHO  MPUHECEHHOM  cTaTym
amepuKaHcKoro npesugeHTa. [ns Tex, KTo He CMOr JIMYHO MOMPUCYTCTBOBATb HA 3TOM MepONpusaTAM, B
Cetn Obin opraHu3oBaH «BMPTyanbHbIA Mapl npoTecTa» W3 TenedOoHHbIX 3BOHKOB, (hakcoB W
3MNEKTPOHHOW MOYTbI, 3aNOMOHMBLUNX BCe 06LLeAOoCTYNHbIE KOMMYHUKALUMOHHbIE NHUM noconsctea CLUA
B Benunkobputanum [BNO3].

UcKyccTBO ObITb Y€CTHbIM

«Bce nckyccTBO rocyaapCTBEHHOMO ynpaBneHnsi CBOAUTCH NULLb K OOHOMY UCKYCCTBY - OblTb YECTHLIMY, -
roBOpuWn Korga-to aBTop npoekTa [eknapaumm HesaBucumocty CLUA n TpeTnin npesngeHT 3TOW CTpaHbl
Tomac OxeddepcoH. CrnoBa, YTO HM FOBOPU, OYEHb KPACKBbIE, Y HET HUYETO YOUBUTENBHOMO B TOM, YTO
OAHNM M3 rMaBHENLLMX HaUunoHanbHbIX goctosHur CLUA, oa n BoobLie Bcen 4enoBeyeckon umMsmnmnsaumum,
NPUHATO CYMTaTb MPUHLUMNBbI HAPOAOBMNAacTUs N 6a30BbIX FpaXkg4aHCKMX cBODOA, 3anOXeHHble Koraa-To
IxeddepcoHOM 1 ero copaTHMKamMn B OCHOBY aMepUKaHCKOro rocyaapctsa. [lopa3utenbHoO MHoe: Kak Ha
aTom ©OnaropogHoM cpyHOAMeHTe Cymen BbIpacT B KOpHE WHOW obpa3 TUMMYHOTO COBPEMEHHOrO
NONUTUKa - IHKMBOro, 6GeCNPUHLMMHOIO, NIMLEMEPHOTO 1 KopbicToNto6usoro. Bnpoyem, oTubl-OcHOBaTENM
CWA 3pecb ckopee BCEro He MnpuyeM, MOCKOMbKY «MNOMWTUKA Kak TpPs3HOe [Jeno» - sBreHue
WHTEpHaLMOHanbHOe 1 pacnpocTpaHeHHOe NOBCceMeCcTHO. Ho 3aTo MMeHHO B AMepuke ecTb elle niau,
He TOJIbKO XOPOLLIO MOMHSILLME, HO U NbITaloLWMeCs BO3pOoaMTb GnaropoaHble 3aBeThbl NPEeAKOB.

B natHuuy 4 wiona 2003, SBHO B YeCTb rMaBHOMO npasgHuka ctpadbl, [Ha HesaBucumocTtu CLUA, fBa
COTpyOHMKa uccriegoBaTenbckoro LeHTpa Media Lab MaccayyceTcKoro TexXHONMOrm4yeckoro UHCTUTYTa



NpeacTaBuiM corpaxgaHam CBOW nogapok - Beb-caiT opengov.media.mit.edu nnm «NHdpopmaumnoHHas
OCBEJOMIEHHOCTb O npasutenbcTBe», kpaTko GIA, ot Government Information Awareness. 3Tta
MHUUMaTMBA CTana CBOeOOpasHOWM peakumen TOW 4acTM aMepPUKaAHCKOro obLiecTBa, KOTOPYK KpaunHe
BCTPEBOXWMNN MNEPCNEKTUBbI CKOPOro pasBopaynmBaHus MoOLWHOW depepanbHon cuctembl TIA ansa
MaccoBou cnexkun 3a rpaxgaHamu CLUA n nHocTpaHuamu. PaspabotaHHasa B Media Lab cuctema GIA
NO3NLMOHMPOBaHA KakK «CUMMETPUYHLIN OTBET Ha TIA».

B kadecTBe >xe rnaBHOW 3aJaudn, MOCTaBMIEHHOW Mepeq MNPOEeKTOM, ero aBTopbl Ha3blBalOT cO3daHue
€WHOro, BCEOOBHEMIIOLLEIO M MPOCTOr0 B WMCMOMb30BaHMU XpaHunvwa MHAOpMaumMn o OesATeNbHOCTU
BNacTen - KOHKPETHbIX niogen, BegOMCTB, OpraHMsauum u  Kopropauun, MWMEKLWMX CBA3W C
npaesutenbctBom CLUA. Ota 6asa gaHHbIX, ANd Hadana 3acesiHHas nHdopmaumen o 6onee yem 3000
rocy0apCTBEHHbIX [OeATEenen, HakannvMBaeT W COMOCTaBNAET CBEAEHUS O MNpaBUTENbCTBEHHbIX
nporpammax, nnaHax W nonntukax, no4vepnHyTble "3 MHOXeCTBa 06LIJ,e£I,OCTyI'IHbIX OHNaNHOBbIX
nctouHmkoB. Kpome TOro, oguMH u3 OCHOBOMOMarawwWmx NpuHUMNOB ¢yHKUMOHMpoBaHua GIA - aTo
NpefocTaBneHne BO3MOXHOCTU CaMUM rpaxkgaHam A00aBnsTb cloga coaepkaTernbHy MHopMauuo no
BCeM BOMNpocam, CBA3aHHbIM C O0eATeNbHOCTbIO BJ'IaCTeI7I, obecneuns npun 3TOM nNpaBo Ha aHOHMMHOCTb.
OQHOBpEMEHHO M BceM AesTensMm npaBuTeNbCTBa MpegocTaBrieHa paBHas BO3MOXHOCTb MPUHMMATb
y4yacTue B JaHHOM MnpoLiecce.

UpesBblyaiiHO MHTepeceH KOHTEKCT npoucxoasiiero, nockonbky B CLUA, Kak 1 B GONbLIMHCTBE Pa3BUTbIX
(NpeanonoXnTenbHO, AEMOKpPATUYECKNX) CTPaH, yXXe A0CTaTo4YHO AaBHO HabnogaeTcs pacTyLuiAi paspbIs
MeXgy BO3MOXHOCTAMW FpaxgaH Mo Haas3opy 3a [OeATenbHOCTbI0 CBOEro  MpaBUTENbCTBA U
BO3MOXHOCTAIMM TOCyAapcTBa MO Criexke 3a rpaxaaHamu. OGbluHble noayM UMEHT cerodHsi KpaiHe
orpaHuYeHHbI OOCTYN K BaXKHbIM MpPaBUTENbCTBEHHLIM OOKyMeHTaMm, crabo npeacTtaenas cebe, KTo
WUMEHHO MPYHUMAET KITOYEBbIE€ PELLUEHUS U KTO KOHKPETHO BMUSIET Ha UX NpuHsTHe. Mpu 3Tom AocTynHas
rpakgaHam MHGOPMaLUs 3a4acTylo OKasblBaeTCA BECbMa HEBHATHOW U CIOXHOW ANs ocMbicrieHus. C
[PYroi e CTOPOHbl OAHOBPEMEHHO MPOUCXOAUT OYeHb GbICTPOE HapacTaHue YCTPeMIeHun U cpeacTs
rocygapcTBa Mo Haa3opy 3a NIMYHON XKU3HBIO U AesATENbHOCTbIO CBOMX rpaXaaH.

Y 3TOro npouecca HeT YETKMX HauMOHambHbIX FPaHuL, UM OTYETNIMBOrO Havana no BPEMEHW, OOHAKO
0co00 3aMeTHO AaHHble TeHaeHUun ctanu nposienaTbest B CLUA nocne cobbituii 11 ceHTsi6psa 2001 roga.
B kayecTBe HarnsgHewnwen MWNnOCTpaLMM NPOUCXOAsLLero nocnyxuna obwbsiBneHHas B 2002 rogy
nporpamma defepansHoro npasutensctea TIA unn «ToTaneHas MHOpMauMoHHas OCBEAOMMAEHHOCTbY
(Total Information Awareness, nogpobHee cm. masy 1). Oco3HaBasi NPWYUHBI TPEBOMN NIOAEW,
NpaBUTENbCTBEHHbLIE YNHOBHUKM MHOFOKPATHO 3aBepsifiv 0bLLEeCTBEHHOCTb, YTO eANHCTBEHHas uenb TIA -
BbISIBNEHNE NMOTEHLMAlbHbIX TEPPOPUCTOB MYTEM CPaBHEHUSI OAHHbIX U3 MHOXECTBA roCyJapCTBEHHbIX U
YaCTHbIX WHOXpaHunuLy. Byayyun cBefeHHbIMU BMeCTe, 3TU [aHHble MOryT ykasaTb Ha XapakTepHble
noBefeHYEeCKNEe CTPYKTYpbI-NaTTEPHbl, CBUAETENBbCTBYIOLINE O TEPPOPUCTUHECKMX 3aMbICNax U OeSAHUNAX.
OpgHako, MHOMMe NpaBo3alLMTHUKM yeMmaTpuBatloT B TIA n ee mogndukaumsax Ypes3BbliYanHO HaBSA3YMBYIO U
MOLLIHYIO MOMbITKY MOHUTOPUHra rocyfapcTsa 3a YaCTHOW XXU3HbIO rpaXaaH - HauMHasa OT BCeX pacyeToB
Mo KPEeOWTHOW KapTOYKE WM MNNaHMPOBaHWS MOE340K [0 MOCEeLleHMst Bpaven u obpalleHus 3a
BETEPMHAaPHOW MOMOLLbIO.

B ycnoBusx, korga BNacTu paclumMpsaioT BHYTPEHHUI HaA30p M HapalLMBaOT B3aMMOAENCTBME C YAaCTHbIMM
WHCTUTYTamMy AN OOCTyna K NepcoHasnbHbIM AaHHbIM O HacereHuWu, HauMHaeT pacTM U noTeHuman
BO3MOXHbIX 3roynoTpebnexHun wuHdopmaumven. A  3HaA4MT, uUpe3BblaHO BaXHbIM CTAHOBUTCH
obecneyeHve cMMMETPUW, T. €. adeKBaTHbI POCT NOAOTYETHOCTN MPaBUTENBCTBEHHBLIX CTPYKTYP nepes
cBouMM rpaxgaHamu. COBEpLIEHHO O4YeBUAHO, 4TO ecnu 0as3oBbIi MPUHLMN OEMOKpaTUM - 3TO
«NpaBMTENbLCTBO, CO3A4aHHOE HapOoAoOM, U3 HapoAa U ANs Hapoday, TO BaXKHENLWMM MOMEHTOM SBNSeTCs
obecneyeHve obLiecTBa MHCTPyMeHTamu, obecneyvmBaloLMMW HaA30p rpaxgaH 3a MNpaBUTENbCTBOM.
Mpuyem 3aTpaTbl Ha 3TO AOMMKHbI ObITb MO KpaWHEW Mepe He MeHbluMe, Yem ANt UHCTPYMEHTOB,
MOMOraloLLMX NPaBUTENbCTBY CNEeAUTb 3@ JIMYHOM XNU3HbIO rpaxaaH.



BoT oT 3TMx, COBCTBEHHO, MPUHLMMOB U OTTONKHYNNCH B CBOel pabote coTpygHukn MIT Media Lab,
cosgaswme GIA, - 26-netHun acnupaHt MTW PanaH MakkuHnun, paspaboTaBlinii OCHOBY CUCTEMbI B
pamMKax cBOEW MarMcTepckon amcceptauumn, U ero HaydHbln pykosogutens Kpuctodep YumkceHTMUxamm,
poueHT rpynnbl Computing Culture B MIT Media Lab. MNMogbiToxuBasi cyTb 3aTtesHHon paboTbl, PanaH
MaKkkuHNM roBOPUT O HERW, Kak O CBOEro poda «rpaXJaHCKOM pa3sBeblBaTefbHOM yrnpaBrneHumy,
cMMmmeTpuyHoM otBeTe Ha ®BP wn LIPY, npepocTtaBnsioleM Hapogy WHCTPYMEHTbl M TEXCPEACTBa,
aHarnormyHble Tem, YTO MMeEKTCA Yy BNacTen: «Hawa uenb - paspabotaTb TEXHOMOMIO, KOTOpas HagenuT
rpaxgaH BO3MOXHOCTAMW CO3[aHWss COBCTBEHHOW pasBefcnyxObl, HakannmMBaloLlLlen, COPTUPYIOLWEN u
aHanuampyoLLen nHdopmaumo, cobupaemyo HapoaoM O CBOEM MPaBUTENBCTBEY.

Wtak, npoekt GIA - 3TO KOMMMNEKC NporpaMMHbIX CpeacTB, 0O0pasylwmx aOns rpaxgaH Hekun
WHCTPYMEHTalbHbIA Kapkac BceoObemniowen 6asbl OaHHbIX O OeATEeNbHOCTU BracTel. [MaBHbIN Xe
«M3IOM» TYyT B TOM, YTO CMCTEMa MOCTPOEHa Ha OCHOBE Tex Xe cambix maewn, 4to n Total Information
Awareness. OgHako uenb GIA npsAMO MPOTMBOMOMOXHA - NO3BOMUTbL BCAKOMY PSAOBOMY rpagaHuHy
NpoBepuTb NMtoboe NUUO B MpaBUTENBLCTBE. TOYHO Tak e 34eCb MMEETCS BO3MOXHOCTb MPOCMOTPETb
HaKonneHHble U3 pa3HblX NCTOYHUKOB AdaHHble, NpocneanuTb nocrneaoBaTesibHOCTb COGbITI/IVI, OTbICKaTb B
MHOpMaLMM CKpbITble crneundmryeckue CTPYKTYpbl, BbICTPOUTb «npodunu pucka». UHdopmaums ob
NCTOYHMKAX (PUHAHCMPOBAHWS NapfiaMeHTapMeB W  MOMUTUYECKMX KaMnaHuih, KOpnopaTuBHbIE,
CTyAeH4YeCKue 1 perimrmo3Hble CBA3N - BCE€ OaHHbIe I'IOJJ,OGHOFO poaa m3BnekakwTCca U3 0as3bl nerko u
ectecTBeHHO. Kopoye roBops, MeeTcsi BO3MOXHOCTb MOMyYnTb BCHO AOCTYMHYHO O MOMMTUKE, YNHOBHUKE
UNN BIMATENbHOM OM3HECMeHe UHopMaLUMio ANst MOTUBALUUM NOCIEeaYOWNX AEACTBUN.

BHelwwHe GIA BbIrMSAnNT Kak CcTaHAApPTHbIA Be6-calT, 0gHAKo B AEACTBUTENbHOCTU 3TO KOMMEKC BECbMa
NPOABUHYTLIX MHPOTEXHONOMIN, B paMKkax MacluTtabupyemor 6a3sbl JaHHbIX akTUBHO nepepabaTbiBaloLLnX
WHpopMaLMo, MNPUHUMAIOLLMX HOBbIE€ 3anMcu OT CaMblX pPasHbIX WUCTOYHMKOB UM pacCbiaroLmnx
yBEeOOMIIEHNsI O Mpoucxogsawmx cobbitusx. LleHTpanbHeiM mMomeHTOM B GIA siBnAeTca pacluvpsiemas
MoZenb AaHHbIX - 30eCb Bce npeactaBnseT cobon nmbo 6nok nHopmauumn, nnbo CCbinky-B3anMOCBS3b.
Takass mogenb Mo3BONSAET cUcTeMe pacTu B nobom HanpaeneHun, Bmellass B cebs BCsikue, Aaxe
HeBoOOpasuMble Ha 3Tane co3gaHus 0asbl HOBble BEAOMCTBA, OOJMKHOCTM U UCXOASAWME OT HUX
noTeHUmManbHble Yrpo3bl obLLECTBY.

Cosgatenn GIA ¢ 3HTy3MasmMoM npurnawarT BCeX Xenawwmx nNpuHATb yvacTue B MNpoekTe -
«NPOrpaMMm1CTOB, MOMUTUYECKNX aKTUBUCTOB BCEX HarnpaBneHHOCTEN, aABOKaTOB N KOro YrogHo eLle, KTo
3aMHTepecoBaH B pa3BuTum npoekta». OcHoBa noaxoda - MNpedocTaBuTb rpaxaaHam cpeagy M
WHCTPYMEHTApPUA, C MOMOLLbI0 KOTOPbIX OHM camu OyayT pellatb, YTO SIBMSIETCS 3acnyXuBaloLlewn
aosepusi MHpopmMauuen, a 4To HeT. Pa3paboTunkm yBepeHbl, YTO NMOAYEPKHYTO anonUTUYHBIN NOAXOo4 K
HanonHeHuio 6asbl NWLWb yBENMYMBaeT CTeneHb OCBEAOMIIEHHOCTM MyOnMKM O YMHOBHMKAax CBOEro
npaBuTENbLCTBA U O TOM, YEM OHW 3aHUMAIOTCH.

TexHonorusa HanomnHeHus 6asbl GIA oTyacTu cxoxa ¢ npuHUMnamMmu paboTbl NonynspHeIX B VMIHTepHeTe
nouckoBbix MawwuH Bpoae Google. [Mporpammbl-poboTel Mon3akT no Beb-canTam, cogepXxallimm
3Ha4MTENbHOE KONMMYeCcTBO MHpopmauum o nonutmkax. OCHOBHOE BHMMaHue yOenseTcs He3aBMCHMMbIM
nonuTnyeckum camtam, spoge nonynspHeix B CLUA «PackpbiTble cekpeTbl» (Www.opensecrets.org, rae, B
4YacTHOCTU, B COOTBETCTBUM C AeBu3om Follow the Money oTcnexmnsatoTCs UCTOYHUKM PMHAHCUPOBAHMS
nonutukoB) unm «lomocyn ¢ ymom» (www.vote-smart.org, rge cucTtemaTMyeckM HakanmBaeTcs
«MNOMUTUYECKN HEeCMeLLeHHas» MWHopMauus O KaHauMgatax W HblHe [OEWCTBYIOLWMX  HapOOHbIX
nsbpaHHuKax).

Kpome Ttoro, B GIA noctynaetr u Bcsikas cogepxatenbHas WHGOpMauus C CaWToB, BedyLUMXCH
npaBuTeNbCTBEHHbIMW BegomcTBamn. Elle oaWH BaXHbIA 3NEeMEeHT CUCTEMbl - HenpepbiBHOE
CckaHupoBaHue kabenbHon TB-ceTn C-Span, rae Ha NOCTOSIHHOM OCHOBE OCBELLAETCSt AeATENbHOCTb BCEX
BeTBen dpegepanbHon BracTu. Kak TOMbKO Ha 3KpaHe MOsIBNAETCA O4YepedHOn MOnuTWK, mporpaMma
CUMTbIBAET B MOSACHSAIOLEN HaanucK ero MMsa 1 NpuBA3bIBAET K HEMY CCbINIKY Ha HakonneHHoe B 6ase
pocbe. bnaropaps 4emy noceTuTenb cawvTa, KIAMKHYBLUMA B OKOLIKE C KagpoM U3  TeKyluen



TB-TpaHcnsumu, ewwe 0O OKOHYaHWUSE peYn MOXKET MOSyYUTb Ha BbICTYNAKLLEro NosHbIA «Npodunby (ecnm
TakoBOW WMEETCS, KOHEYHO), BKMo4Yas M [aHHble O TOM, KTO hMHAHCUpOBan KamnaHui Mo ero/ee
n3bpaHmio.

Ho nomumo wHGOpMauMM, HaAKOMMEHHOW W W3Ha4vanbHO «3acesHHOW» paspaboTuvMkamn K3
o6LLenoCTyNHbIX UCTOYHMKOB, ¥ GIA ecTb O4eHb BakHasi OCOOEHHOCTb, aHariorMyHasl, Tak ckasaTb,
areHTypHOMYy nony4YeHunio MHpopmauun cneucnyx6. HauymHas ¢ nepsoro gHa cant npegnaraet nybnwvke
BHOCUTb MMEILLNECH Yy Hee CBedeHWs O NpeacTaBuTensx BriacTu. Tak, 4yTobbl aTa nHdopmauus ctana
JOCTyMHa BCSAKOMY, 3axofswemMy Ha cant. Mo mHeHuto paspabotynka PanaHa MakkuHNM, KOMNbOTEpPbI
camu no cebe He cnocobHbl OTCNEeXMBaTb AEATENbHOCTb NpaBMTENLCTBA. XOTH OHWM MOMYT HakannmeaTb
yXKe CylecTBYyLWMne OaHHble, MHOXECTBO LEHHON MHAOPMAaLMU HEe XPaHWUTCA B CyLLEeCTBYOLMX Basax
OaHHbIX, HAX0OACh Kak Obl B «KONNEKTUBHOM CO3HaHUM» aMepPUKaHCKMX rpaxaaH. Tak yto GIA - aTo nyThb K
00beaUHEHNIO KONMMEKTUBHOIO 3HaHWS 1 NpeBpaLleHns ero B obLLea0CTyNHbIA pecypc.

[anHHbin noaxod K (bopMMpPOBaHMIO UWHTEpHeT-nybnvkauun, Boobuie roBopsi, He HoB. [lo cBouMm
NPUHUMMNAM OH CUIbHO HanoMuHaeT meTon, m3secTHbin B Cetm kak Wiki, korga cogepxumoe canta
MOCTOSIHHO MOMOJSIHAETCA CaMUMKM  MoceTUTenaMKU, Oo0aBnAlWUMU HOBYIO MHdopMaumio. Cambli
3HaMEHUTbLIN U YCMELUHbIA CalT Ha OCHOBE AaHHOro MpuHLMNa - 3TO pacCMOTPEHHasa paHee OHNanHoBas
sHuuknoneamst Wikipedia (www.wikipedia.org), NONHOCTbIO COCTaBfIEHHAsi CaMUMMK MOCETUTENAMU U
cogepxawas HblHe cBbile 200 000 ctaTen, C LUMPOKMM OXBaAaTOM pa3HOOOpasHbix obractern oT U3nku
00 [peBHerpeyeckon mucponormm. 34ecb HET HUKAKoro pPyKOBOASLLEro opraHa, KOHTPONUpYHoLLEero
«MPaBUMbHOCTbY CTaTel, OAHaKo KOPPEKTHOCTb QfaHHbIX 3PQEKTVBHO MNOAAEPKMBAETCH CaMUMKU
nonb3oBaTensiMu.

Mocetutenu canta GIA aHanoOrM4YHO UMEKT BO3MOXHOCTb CaMU aHOHUMHO BHOCUTb MMELLYIOCS Y HUX
WHopMaLIMIO O FOCYOapCTBEHHbIX AEATENsX WM NpaBUTENbCTBEHHbIX nporpammax. [Ons obecneveHus
aKKypaTHOCTM W TOYHOCTM [AaHHbIX, BHOCMMbIX B 06a3sy, cuctema aBTOMaTMYEeCKM CBA3bIBAETCHA C
COOTBETCTBYIOLUMN NPeACcTaBUTENSAMM BriacTen M npegnaraet MM NOATBEPAWTb WIM ONPOBEPrHYTb
nosiBuBlyocst B 0ase uHdopmaumio. Ho, kak M B aHanormyHbix darnnax-gocbe PBP, coobuieHHas
WMHpOpMaLNS HE YHUYTOXAETCS, €CNN UCTOYHUK COMHUTENEH UM CYyOBLEKT OTpULAET ee AOCTOBEPHOCTb.
OnpoBepxeHne npocto JobaBnaetca B ToT xe dann. MogobHO TOoMy, Kak MNpaBUTENbCTBEHHbIE
YMHOBHMKN 3asBNISIIOT, YTO Y YECTHbIX rpaXgaH COBEpLUEHHO HeT npuumH bostbes TIA, cosgatenu GIA ¢
rMYyMIIMBOWA  YXMbISTIKOM 3aBEPSOT, YTO U MNPaBUTENIbCTBEHHbIM YMHOBHUKAM C YUCTOM COBECTbIO
COBEpPLUEHHO HE CTOUT OnacaTbCs UX CUCTEMbI, MOCTPOEHHOW MO TOMY e NMPUHLMNY.

EcTtecTBeHHO, Npy TakoM MexaHn3aMe popMMpoBaHust 6asbl AaHHBIX UMEETCS BO3MOXHOCTb MOMELLEHUS
IHKMBOW, NpegHaMEPEHHO OUCKpeauTUpytowen nogen nHdpopmaumm (B nobyto cneucnyxby noctynatoT
noxHble f[oHocbl). OgHako B cucTemMe NpeayCMOTPEHbl LOCTaTOYHO rMOKMe MexaHu3Mmbl, gakolme
BO3MOXHOCTb NepenpoBepATb HAAEXHOCTb N JOCTOBEPHOCTb MCTOYHUKA. Tak e Kak 1 B 0ObIMHOM XN3HW,
roe HukTo, npebbiBas B 34paBOM yme, He BepuT OONTOBHE MepBOro BCTpedHoro, B 6ase GIA ntogsm
[aeTcsa BO3MOXHOCTb MPOCMOTPETb M OLEHWUTb AOCTOBEPHOCTb MPOLUMbIX BKMA4OB AHOHWUMHOTO
nHdopmaTopa, NPUBA3AHHbLIX K €ro NCEBAOHUMY.

BrnonHe oyeBMAHO, YTO BCA 3Ta 3aTes HUKAK HEe MOXET MOHPaBUTBLCA NPAaBUTENbCTBEHHLIM YMHOBHMKAM,
KOTOpble HENpemMeHHO MpunoXar YyCcunua Ans 3aKkpblTUs NpoekTa, MNPUKPbIBLUMCL CTaHOApPTHbIMU
AoBOOaMM «HaLMoHanbHOM 6e3onacHoCTU U cekpeTHocTuy. OgHako, ecrnvm BCMOMHUTb, YTO CyTb BMAcTy
npv AeMOKpaTum - CAyXuTb Hapoay, TO Yy rpaxaaH kak «pabotogatenern» umeeTtcst ropasgo bornbLue npas
Ha KOHTPOIb 3a NPaBUTENbCTBEHHLIMU CIYXaLLUUMU, XXMBYLLIMMM 3a CHET Haroros, HeXenu y YAHOBHUKOB -
npas Ha HaA30p 3a cBOUMK paboTogaTensamu, X1UBYLLMMU, OTMETUM, 38 COOCTBEHHbIN CYET.

Open Government InformationAwareness
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Cucrtema «MHpopmMaLmoHHaa ocBeAOMSIEHHOCTbL O NMpaBUTENbLCTBE»

A noTtomy rpaxgaHam noboi cTpaHbl, MHsILLEN cebsl geMokpaTUyeckoi, bbino bl 04EHb NONE3HO UMETL
MHOPMALIMOHHYIO cucTeMy, noxoxyto Ha GIA (Tem Bonee, 4To paspaboTaHa OHa Ha OCHOBE MPUHLMMOB
cBOOOAHOro NporpaMMHOro obecneyeHns). HaBepHsika XxuTensmM BCAKOro rocygapctBa Hebe3bIHTEPEeCHO
3HaTb, B KaKMX AOMax W Jayax XMBYT «CIyri Hapoday, B Kakmx KOMMAaHWUAX W Kyda e3asaT oTablxaTb MX
CeMbW, B KakuxX LUKOMax W cTpaHax yyatcsa ux getun. MopobHas uHdopmaums Bpems OT BpPEMEHU
npockakvBaeT B CpeAcTBax MacCoBOW MHopMauun, odHako, cobpaHHas M cUCTeMaTU3NpPOBaHHas B
OQHOM MecCTe, OHa rapaHTMPOBAHHO NPOM3BEAET HAMHOIO 60MbLWIMIA 3dhPeEKT.

KoHe4yHo He cnyyarHOCTb, YTO cpeam nocnegHuX, CamMblX rMaBHbIX BOMPOCOB Ha cTpaHudke GIA ¢ «yacTo
3agaBaeMbIMy BOMPOCaMUy» CTOUT Takom: «A 3aKOHHO N Bce 3T0?». W oTBeT Ha Hero o4eHb xopol: «3TO
JOMKHO ObITb 3aKOHHOY.

B kauyecTtBe ke MoparnbHOro ob6ocHOBaHMsi cBoel paboTbl pa3paboTyMKkM CUCTEMbI MPUBOAAT CriOBa
yeTBepToro npesmgeHta CLIA (M ogHOro ©M3 COaBTOPOB aMEPMKAHCKOW KOHCTUTYyLuu) [Hrenmca
MsguncoHa, koTopbii roBopun Tak: «3HaHue Bcerga OygeT npaBuUTb HEBEXECTBOM, W NOAM,
HamepeBawLMecss NpaBuUTb CODOK CaMu, AOMMKHbI BOOPYXUTb Cebsi CUMOW, KOTOpYK OaeT 3HaHue.
HapogHoe npaBuTenbcTBo 6e3 AOCTYNMHOW Hapogy WHdopmauum nubo cpefctB ee obpeTeHus - 3To
HWYTO, KPOMe nporora K papcy nnu Tpareammn. A 6biTb MOXET - K TOMY 1 gpyromy pasom» [WKO3][GAO3].



'naBa NocnegHan. PaboTta Hag owumnbkamu

O cmbicne kHurn, cobpasLielt nNog OAHOW OBINOXKOM MHOXECTBO TEKCTOB AOBOJSIBHO Pa3HOro CBOWCTBA,
BCSAKWMA 4nTaTenb, €CTECTBEHHO, cdopmupyeT cobCTBEHHOe MHeHue. Ho cam aBTop, OH e w
cocTaBuTeNb, XOTen Obl 3abnaroBpeMeHHO, mpexae 4Yem nocrnedHas crTpaHuua OyaeT nepeBepHyTa,
npegynpeauTs O TexX BbIBOAAX, KOTOpble caenaTb fierde BCEro M KOTopble OKaxyTcs 3aBedoMO
HEBEPHbIMU.

OwunbKa #1. 3ta KHUra o6 Amepuke.

MopaBnsitowee GONBLUMHCTBO MaTepuarioB WCCreAOBaHUS, CMOpy HET, OEeNCTBUTENbHO CAenaHO Ha
ocHoBe (hakToB M cOObITUI 13 XMn3HM CLUA. Ho npuymHbl TOMY nexaT UCKMIYUTENBHO B 0COBEHHOCTSX
HbIHELLHero aTana asontouun HTepHeTa, 6narogapsa pecypcam KOTOPOro noarotoBrieHa kHura. [pocTto
MMEHHO «aMepUKaHCKME» UCTOYHMKM NOYTK BCErga nonagatoTcs npy nomckax nHgopmaumm nepesiMi. Ho
npu XenaHum n Gonee cepbesHblX 3aTpaTax BPEMEHM BCE MPUMEPHO TO XXE CaMOe MOXHO Oblino Obl
HanucaTb Ha npumepe Poccuun, ®parHumm, Benukobputanum unu Kutas. Tam, kak rosoputcs, «Tpyba
NMOHMXe, Aa AObIM MOXMXKe», OOHAaKO TexHomormm, cneumduka paboTbl cneucnyxb u OesaTenbHOCTb
Koprnopauui, no 60nbLWoMy cHeTy, BCIOAY NPUMEPHO OONHAKOBBI.

OwunbKa #2. Ta KHUra ob yrposax TeXHONOrmn.

CKpOMHbIN chnHCKUIM NapeHb JInHyc TopBanbac, Bonet cyabbbl BO3HECEHHbIN B CTaTyC KyNbTOBOIO repost
xanteka n otua cesobogHor OC Linux, o6poHun kak-to gpasy: « TeXHONorMm He U3MeHsT o6LEecTBO -
3TO0 0OLWEecTBO M3MeHsieT TexHonormm». Cam OH npugyman 3TOT maccax WM Xe BbliMTan B Kakon
rNMy6OKOMBICITIEHHON KHWXKE - B CYLHOCTWU, HEBaKHO. BaxHO TO, 4TO TexHonornu camum no cebe He
ABMAAIOTCA HW NAOXMMU, HM Xopolwmmu. OHM TakoBbl, KakoBO MWCMOMb3ylollee W passumBaloLllee ux
obwectBo. N abcontoTHO ntobas «yrposa», ycmaTpvaemas B TON UM MHON MHAOTEXHONOMMM, C PaBHbIM
YCMNEXOM MOXET CTaTb HUYYTb He MeHbLMM 6naroM. Ecrin obLectBo 3Toro 3axoyer.

OwunbKa #3. Ta KHUra o JDKUBbIX BIacTAX, UMHUYHbIX cneucnyxbax u
XXagHbIX Koprnopauusix.

JTiobas Gonbliaa opraHMsaums M BoobLle BCsikad MHOrOYMCrieHHas OOLHOCTb ftogen - No HEKOTOPbIM
NpUKMaKam, HaumHas C KONMYecTBa NPUMEPHO B ThiCAYY YENOBEK - OOpPETAET CBOErO PoAa «KONNEKTUBHOE
CO3HaHMe» W HadMHaeT BecTu cebs Kak XMBoe cyLlecTBo. Jlyyle BCEero aTo BUAHO Ha BopoKpaTUYeCKmx
opraHm3aumax, npm TakoM 4ucne COTpPyAHMKOB nMpeBpalarwmnxcad B CaMoOOoCTaTOYHyl0 eaunHuuy,
KOTOpOW, B NpuHUMNE, Yxe He TpebylTcs AnA CyLecTBOBaHMS HU BXOASLUME CBEpPXy KOMaHAbl, Hu
ncxogsiLme BOBHe pesynbTaThbl paboTbl. bonblias opraHusaums BMosiIHE CNocobHa CyllecTBoBaTb cama
pagu cebs, 6ogatbesa ¢ cebe NogOOHBIMK 3a OrpaHUYEHHbIE PECYPChI, OXPaHATb 3aHATY0 TEPPUTOPULO U
nblTaTbCA ypBaTb YTO-TO y cocefelt. Kopoye - 60poTbcsi 3a BbKMBAaHME B COOTBETCTBMM C CYpPOBbLIMU
3akoHamu Buonoruyeckoro otTbopa.

Camoe HEeNnpuATHOE, 4YTO Yy 3TOro HaabNonorn4yeckoro cyulectBa BCE€ UHCTUHKTbI - 3BEPUHbIE, a pa3yMm -
YerioBEeYEeCKU, XOTS N KONMMEeKTUBHbIN. Ho Y BCAKOro otAaernibHO B3ATOro MHAMBMAyyMa, KakK HOCUTEeNA
YerioBEYECKOro CO3HaHWS, €CTb TO, YTO OTSIMYaEeT ero OT BCEX OCTalbHbIX XMBOTHbLIX - COBECTb. A Yy



BCsIkOW GorblUol 06WHOCTY nioden - 6yab To rocagMUHUCTpauus, cneucnyxba, LepkoBb, koprnopaums
U1 NonuMT1Yeckas NapTus - COBECTU HET U cama Mo cebGe oHa HUKaK He nosiBnaeTcs. Tak yx Nony4mnocs.

W, K Benuuaiiluemy coxaneHuio, NpakTUYecku BCerda YeroBek, NbiTaloWWUINCca 3aHATb BUAHOE MECTO B
nepapxMm BCSIKOM OpraHusauuu, HaudMHaeT OTOXAECTBNATb cebs, CBOe CO3HaHWe, C KOIEKTUBHbLIM
pa3ymMoM 3TOM O6GLIHOCTU. OpyrMumi CrioBamu, BLITECHSATb U MOAMEHSITb CBOK 4YeSlOBEYECKYl0 COBECTb
KMBOTHBIMW MHTEPECaMMN KOMMEKTUBHOIO CO3HaHMWS, KOTOpble B AAHHOM CIy4Yae HOCHAT BCEBO3MOXHble
GnaropofHble Ha3BaHWs TUNa: HauMoHanbHas 6e30nacHOCTb, MAaTPUOTM3M, YKPENEHNe Bepbl, NapTuiHas
AVCUMNIIMHa Unu kopriopaTuBHas aTuka. Elle Gonee nevyanbHO TO, YTO C MOAMEHOW COBECTU Ha
«0BLLEeCTBEHHbIE UHTEPEeChI» BCe Haubonee Mepakue YeroBeveckMe KadecTBa - anyHOCTb, KECTOKOCTb,
IDKUBOCTb, UMHM3M U T. [. - HUKyZa He UCYE3aloT, a HanpoTVB, Ha4YMHAaIOT LIBECTU MaxpOBbIM LIBETOM.

M aTO MOHATHO, Bedb [rMaBHbIMW (aKTOpamu, 3acTaBMSAWMUMKM YenoBeka OepXaTbCA «B pamKaxy,
ABNAOTCA COOCTBEHHAs COBECTb U CTpax HakasaHus. W koraa coBecTb 3arfnyLleHa, a Cry>KeHue «BbICOKUM
OOLLECTBEHHBIM MHTEpPEcaM» MOPOXAAET WNM3nt0 Ge3HakazaHHOCTW, NoAW HAYMHAKT TBOPUTbL 4epT
3HaeT 4Tto. COBECTb Yy HUX, KOHEYHO, HEe COBCEM Wc4yesna, a npuaaBneHa (MoauM BCce XKe OoCcTalTes
noabMKU, XOTb U GONbHBIMKU), TaK YTO OHM MPOAOIKAOT OCO3HaBaTb, CKOMb MEpP3KMe AenatoT Belu, a
NMOTOMY HauMHalOT BO3BOAMTL BOKPYT TBOPMMOIO MIIOTHYHO 3aBECy TalH U CTeHbl CEKPETHOCTU. W OT 3Toro
owyeHne 6e3Haka3zaHHOCTM BO3pacTaeT elle bonbLue.

Kopoue roBopsi, Ha caMoM fene aTa kKHura - o niasix. Ho, no npenmMyLlecTBy, He 0 NPOCTbIX NOAAX, a O
MyTaHTax. O BONbHbLIX MOAAX C XPOHWYECKU YTHETEHHOW COBECTbIO, MbICNSLMX cebs BblpazuTensMu
«0BLLECTBEHHOrO CO3HaHMAY. AGCONIOTHO BECCTLIKEro CO3HaHUS, Hao MOAYEPKHYTb.

MoxeT nokasaTbCsl, YTO HOBble WH(OTEXHOMOrMM, obecneymBaloliMe pPOCT BCEMPOHUKAIOLWENO W
MOCTOSIHHOTO Haf3opa, AenawT obLlyl CUTyauuio TONMbKO Xyxe. Beab nnyHble ceBoboabl Kaxmgoro
OTAENbHO B3ATOTO 4YesioBeka, MMEIOLero COBECTb, JIMWb YMEHbLUATCH, a OCBeOOMIIEHHOCTb
GeccoBecTHbIX Koprnopauuii u BnacTten Bce Gonblue HapacTaeT. Ho B AeNCTBUTENbHOCTM 34€eChb 3anoXeH
TMraHTCKUIA MOTEeHUMan K UCUENeHNo Hallero AyleBHOBoNbHOro obliectsa. A UMEHHO - K HageneHuto
KOJINIEKTUBHOIO CO3HaHWS, HAKOHEL,, U CBOEW «KOSNEKTMBHON COBECTLIOY.

Benb nmeHHO TakoBa poslb 06LECTBEHHOIO 4OCTYNa K MOBCEMECTHO PacnpOCTPaHSIOLWUMCS CpeacTBam
CNeXeHusl 3a BNacTbio - MHPOPMaLUUNOHHLIM Oa3am, Beb-gHeBHMKaM (brnoram), MOGUNbHLIM CpeacTBam
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XoueTcs HafesATbCs, YTO JaHHbIe uaev OOCTaTOMHO BHATHO NMPOUNIOCTPUPOBAaHbI HACTOSALLLEN KHUMOM.
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