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OT0 NpakTn4eckoe pykoBOACTBO MO XaKMHry Gbif10 OTMEHEHO NepBOHaYasibHbIM u3gaTenem u3 ctpaxa
nepepn cyaebHbIMu nckamu, ceazaHHbiMu ¢ DMCA. MNMocne caMmocToATensHON Nybnmnkauum KHUrM aBTopoMm
(3a aTO Bpems OH Npogan TbiCa4M 3K3eMNNSPOB Hanpsamyto) Hacking the Xbox Tenepb npeactasneHa Bam
No Starch Press.

Hacking the Xbox Ha4yMHaeTCHa C HECKOSbKMX MOLLIAroBbIX PyKOBOACTB MO annapaTHbIM MoguduKaumsm,
KoTopble 0byyatoT 6a30BbIM XaKePCKMM TEXHUKaM, a TakkKe BaXXHEeNLIMM HaBblkam obpaTHoW pa3paboTku.
3aTtem KHura nepexoguT K obcyxaeHuto mexaHnaMmoB 6esonacHocTu Xbox 1 Apyrux NpoABUHYTbLIX
XaKepcKkux TeM, NoAYepKMBas BaxHbIe NpeamMeThbl KOMMbloTepHoM 6esonacHoCTH 1 obpaTHOM pa3paboTku.
KHura BkntovaeT MHOrouMcneHHble NpakTuyeckne pyKoBOACTBA, TakMe Kak rge 4OCTaTb Xxakepckoe
CHapsXeHne, TEXHWKN Narnkn, CoBeTbl MO OTNadke 1 annapaTHbIN cnpaBoYHNUK Xbox.

Hacking the Xbox cTanknBaeTcs ¢ coumanbHbIMU U NONUTUYECKMMU BOMPOCaMM, CTOSALLMMY nepen
CErOAHSALIHMM XaKepoM, N 3HaKOMUT YMTaTenen ¢ noabMy 3a Xxakamm Yepes HECKOSTbKO MHTEPBLIO C
MacTepamMmu-xakepamu. OHa paccMaTpuBaeT NOTEeHUNanNbHOE BNUSIHNE CErOAHSILUHNX NPaBOBbLIX BbI3OBOB
Ha 3aKOHHYH 4eATeNbHOCTb No obpaTHOM pa3paboTke, KOTOpblEe AOMNONHUTENBHO U3y4aloTCA B rnase,
BHeceHHoM Lee Tien n3 Electronic Frontier Foundation (EFF), o npaBax n o6s3aHHOCTsIX xakepoB. KHura
3aBepLiaeTcsa 0bcyxaeHeM nocnegHux TeHAEHUMN 1 yasBuMocTer B 6e3onacHbix PC-nnatdgopmax.
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NocBsiLieHune

MamaTtn AapoHna LBapua.

Mucbmo uuTaTento

Hoporoi ynutaTtens!
Cnacubo, 4To 3arpy3unu u ymtaeTe 3Ty KHUTY.

No Starch Press u g pelwumnu BbinycTuUTb 3Ty 6ecnnaTHyro 3NeKTPOHHY Bepcuto KHurn Hacking the Xbox B
namsitb 06 AapoHe LLiBapue. YnTtasa aTy kKHWUry, 1 Ha4erCb, Bbl BCMIOMHUTE, HACKOMbKO BaXkHa cBoboaa ans
Xakepckoro coobLecTBa, U 3ax0TUTe nogaepxatb Te Aena, B KoTopble Bepun AapoH.

A cornacuncsa BbINyCTUTL 3Ty KHWUry BecnnaTHo oTyacTn NOTOMY, YTO oTHoweHue MIT k AapoHy He
KaXkeTCs MHE YeM-TO He3HaKoMbIM. B 3TOn kHure Bbl HaMAETe pacckas O TOM BpeMeHu, Kkorga g obin
acnvpanTom MIT 1 nsBnekan kntoun 6eaonacHocTy U3 opurnHanosHon Microsoft Xbox. Bbl Takke
npoynTaeTe O COKPYLUMTENBbHOM pa3oyapoBaHMmM, KOTOPOE A UCMbITan, NONy4YMB MMCbMO OT OPUANYECKOrO
otgena MIT: B HEM MHCTUTYT OTKasblBasrics NpuM3HaBaTh Kakyto-nmbo CBA3b C Moen paboTomn 1 hakTUYeckn
OCTaBnAN MeHs1 OOuH Ha oauH ¢ Microsoft.

PasHuua 6bina B TOM, 4TO Npenogasateny moel nabopatopuu, JlabopaTopum NCKyCCTBEHHOTO
nHTennekrTa, 6blnn Bo3aMyLLeHbl Takum obpatteHneM. OHM OTKPLITO NOLLUMW HanepeKkop puanyeckomy
otgeny MIT n noobewann onybnmkoBaTb MO paboTy kak odpuumanbHbln «MmemopaHgym Al Laby», Tem
cambIM aB MHe Bonee cunbHyto no3uumio B neperoopax ¢ Microsoft. Microsoft, noHnmasi Bo3MoxHyto
oTpuLaTensHyo peakumio obLecTBEHHOro MHeHUst Ha cyaebHoe npecrneaoBaHne Jo6pOCOBECTHOIO
akagemMmnyeckoro uccnegoBaTens, NpuLna co MHOM K UMBUNM30BAHHOMY B3aMMOMOHUMAaHWIO N0 STOMY
BOMpOCY.

MeHs neyanuT, 4To Tak Ha3biIBaEMOE aMepuKaHCKOe NpaBUTENbLCTBO HAapoaa, M3bpaHHoe HapodoM 1 Ans
Hapoga, NposiBNsieT MeHblle COCTpadaHusi U NPOCBELLEHHOCTM MO OTHOLLEHUIO K BMVKHEMY, YeM
kopriopauus. MockonbKy No3xe MHe CaMOMY AOBENOCH CTOSNIKHYTLCS C OPUANYECKUM AABMNEHUEM CO
CTOPOHbI APYr1X OpraH13auui, s CIIMLLKOM XOPOLLO 3Hato, HACKOMbKO YPOANUBLIM 1 BbIBOPAUMBAOLLUM
AyLy MoXeT ObITb CyaeOHbIN NpoLece ¢ BbICOKUMM cTaBkamu. K cyacTbio, B MOUX Cryvasix CTaBky Obinu
He TaK BbICOKW, @ MOMW NMPOTMBHUKM HE ObINKU CTONb MOTYLLECTBEHHbI, Kak NPOTUBHMKN AapoHa; Ha4ve s
TOXe Mor Obl nopgaaTbcs 6e3HaféXHOCTU U cTpaxy. Heckonbko neT Hasaz A Hayan 3aHoBO CTPOUTL CBOHO
XM3Hb 33 rpaHULLEN U HAXOXy HEKOTOPYHO TOMUKY yTeLLeHUs B MbICIN, YTO MOE NpOXMnBaHUe 3a py6exom
HEMHOr0 3aTpyaHSET BpyYeHNe MHe CcyaebHbIX JOKYMEHTOB.

Xota npasosas cuctema CLUA ctpemuTcs K npaBocyauio, €€ npasuna Co3galoT aCMMMETPUYHYIO BOMHY,
BraronpudATHyto s TeX, Y Koro ectb pecypcbl. OanH 13 cambix 3pEKTUBHBIX CMOCOOOB NPUHYANTL
HeBOoNbLIOro yYacTHMKa K UCXOAY, NPaBUIIbHOMY MW HeNpPaBUIIbHOMY, COCTOUT B TOM, YTOObI MPOCTO
UCTOLLNTL €ro pecypckbl 1 BoMto k 6opbbe gocyaebHbiMn maHéBpamu. Bes Bala xM3Hb OKka3bIBaeTCs Kak
OyaTo NoA 3NEKTPOHHBIM MUKPOCKOMOM: KaXKObl KPOLUEYHbIN U3bSH pa3ayBaeTcs 40 OXKECTOYEHHOM
OUTBbI X0O4aTaNCTB, OTBETHbIX XO4ATaNCTB, PacKpbITUSA 40Ka3aTenbCTB, MOBECTOK U MUCbMEHHbIX
nokasaHun, a kaxgoe gencreme gobasnseTt 4ecATKU ThiCAY 4OMNapoB K BalwmMm cyaebHbIM pacxoaam.

MpasuTtenscTtBo CLUA - 6e3ycnoBHO camblii XOPOLLO (PMHAHCUPYEMBIN U TPO3HBIN NPOTUBHKK B MUpPE, a
3aKOH 06 aBTOPCKOM MpaBe CBA3aH C Heobbl4anHO KPYMHbIMU, €CIW He XeCTOKMMM, Haka3aHusamu. A
HuKorga He 3Han AapoHa, HO YyBCTBYIO, YTO MacLuTab AaBneHns, KOTOPOMY OH NOABEPrcs, OTpasuncs B
€ro peLUeHUn YNTH U3 XKU3HWN.



A pasgensto mbeicnb Jlappu Jleccura o Tom, 4to npaesoBon cucteme CLUA Heobxoammo YyBcTBO cThiga. C
TOYKM 3pEHUS TaKOro CTOPOHHEro HabnaaTens, Kak s, KaXkeTcs, YTO HEKOTOPbIE NPOKYPOpPbI B
npaeutenbcTBe CLUA ogepXuMbl xenaHnem caenartb cebe Mmsi 3a CHET Ntogen, KOTOPbIX OHU
npecnegytoT. Mobeapl B genax gawT UM Npy3HaHve n penyTaumio, He0OXoaMMbIe AMsi NOBLILLEHUS U
Ha3HayeHunsa Ha Bcé Gonee rpomkme npoueccol. [nsg HUX 3TO He O NpaBocyauM - 3To 0 nobeae u
CaMOyTBEPXKAEHNN.

Takasi cuctema CTYMYSOB CNOCOGCTBYET 6eCCThIAHOMY 3anyrMBaHWUIO OTAENbHbIX Noaer 1 HeGombLIMX
opraHusaumi, y KOTopbIx XBaTaeT CMeNoCTU NOAHATLCS U caenaTh YTo-To Aep3koe. Y Nniofeit oTHUMatoT
BOJIIO 1 CUIbl BOPOTLCSA 3a TO, YTO OHU CUYMTAKOT NPABUMbHBLIM, MOTOMY YTO cam haKT npecrieqoBaHuns
MOXET CTaTb Haka3aHWeM He MEHbLUMM, YeM NpUroBop. B pesyrnbTaTe s onacarck, YTO anoxa
rpaXkgaHCKoro HeMoBUHOBEHUSA MOXET NOAXOAUTL K KOHLLY.

Kak nioau, kak oTaenbHble NMYHOCTU, KakK Xakepbl, Mbl JOMKHbI MPOTUBOCTOATL 3TOW TEHAEHLMUN 1
npodoskaTb Aenath To, YTO B rNy6GuHe cepaua cuMTaem npasunbHbIM. MicTopust AapoHa 3akoH4Ynnach
TparM4yecku, HO A HaeC b, YTO B 3TON KHUre Bbl HaMaETe 060APSAIOLLYI0 UCTOPUIO CO CHACTNBbLIM
koHUOM. Be3 npaBa pa3bupaTtb, NepefensiBaTb U UCCNEAoBaTb Mbl PUCKyEM CTaTb pabamu TEXHOMOMK; 1
YyeMm yYalle Mbl MoNnb3yemcs NpaBoM Ha XakepcTBo, TeM TpyaHee GyaeT 3T0 NpaBo Yy Hac OTHATD.

bunnie
CuHranyp, mapt 2013 roga

BnarogapHocTu

A xoten Obl HOGJ'IaI'O,D,apVITb MOWUX npenaHHbIX N 3a60TNMBbIX pOﬂMTeﬂeVI 3a TO, YTO OHWM BOCMUTaANN MEHA
YeJ10BEKOM, KOTOPbIM A CcTarl.

A Takke xoTen 6bl NO6NarogapuTb CETEBOE Xakepckoe COOBLLECTBO 3a COBEThI M PYKOBOACTBO, 0COGEHHO
TEX €ro y4acTHUKOB, KOTOPbIM NPUXOAMTCA AeiCTBOBaTh aHOHMMHO U3 CTpaxa rnepes npecregosaHnemM co
CTOPOHbI rocyaapcTBa U oTBETHLIMU MepaMu paboToaarens.

JIn TueH n3 Electronic Frontier Foundation, [xo3sed JTto n3 Boston College Law School, a Takke gokrop
Tom Hant 1 npodeccop Xan AbenbcoH 13 Jlabopatopum UCKycCTBEHHOrO MHTennekTa MIT 3acnyxuBatoT
ocobor bnarogapHOCTM 3a NOMOLL B NpoLecce nybrnvkaumm moen nepBoHaYvanbHOM CTaTbu O cucteme
©e3onacHocTn Xbox. bea nx nogaepkm n COBETOB A HMKoraa bbl €€ He onybrvkoBar.

A Takke B gonry nepeg komangon Xbox-Linux: Manknom Wtannem, Munowem Mepuakom, ®paHuem
JleHepom (cnacnbo 3a Takon NoapoOHbIA TeXHUYecKnin 063op!) n notTpsacawmm dHam MpuHom (OH xe
numbnut) - 3a TO, YTO OHM Janu Tak MHOrO NOHMMaHUS HoBeNLWMX xakos Xbox n npegocTaBnnu CTorb
WHTEepeCHbIN MaTepuan ang kHurn. OrpoMHoe yBaxeHue Bam, pebsaTa; npogomkanTe B TOM Xe gyxe. A
Takke xoten 6ul nobnarogaputb aHa [xoHcoHa (oH xe Siliconlce), ocHoBaTena BBS XboxHacker.net,
3a 3anyck XboxHacker.net BBS, 3a ero nitepecHble matepumansl Ansi KHAMM, a Takke 3a OYeHb NosesHbIn
TexHunyeckuin ob63op, coBeTbl 1 NoaaepXkky. Kpome toro, cnacmnbo Nepxapay ®apdeneaepy 3a
npegocTasneHHyto oTtorpaduto komaHabl Xbox-Linux.

Cnacunbo TumoTn YeHny u3 Via Technologies, Inc. 3a npegocraBneHHyo MaTepuHckyto nnaty P4AM266 ons
cpaBHeHus Xbox n PC u 3a ero yBnekaTtenbHbIv B3rnsg Ha nHayctpuio PC. A Takke xoTten 6bl
nobnarogaputh Xilinx 3a wepgpble noxepTBoBaHua FPGA B pamkax Xilinx University Program.

Bbl camu 3HaeTe, KTO Bbl, U 3HAeTe, YEM MOMOINN MHe: xor, adq, luc, head, visor, roastbeef, kgasper,
xerox, lordvictory, pixel8, EI (GCN), tom from HK n sween (Scotch!).



HononHntenbHble GnarogapHocTy cBsdaHbl ¢ unlimited edition aTon kHurn: bunn Monnok n3 No Starch
Press 3acnyxuBaeTt ocobow 6narogapHOCTU 3a TO, YTO CMENO B3SCH 3a NeYaTb U pacnpocTpaHeHue
kHuru; MNon KOH 3acnyxumBaeT ropsidert 6narogapHOCTM 3a MHOTOYMCIIEHHBIE UCTIPaBMNEHNST ONeYvaTok; a

Paanb [JopHdecTt n Tum O’'Pennu ns O'Reilly & Associates, Inc. Takke 3acnyxusatoT ocobom
BrnarogapHOCTK 3a NonesHble COBEThI Y NOAOEPXKKY.



NMponor. README.1ST

Urposas koHconb Xbox(TM) ot Microsoft(R) - 3ameyaTensHoe yCTpONCTBO, U HE TOMNBKO NOTOMY, YTO Ha
HeWn MOXHO UrpaTtb B HOBewWLwme Bugeonrpbl. MowwHasa n Hegoporasi Xbox noTeHumnansHO MOXeT
ncnone3oBaTtbcs Kak PC, yHuBepcanbHbIi Megnanneep unu gaxe seb-cepsep. K coxxaneHuto, KHUr,
CNOCOBHbIX HAYYNTb YMTaTENA MccrneaoBaTb U MOAUMULMPOBATL COBPEMEHHYIO 3MEKTPOHHYIO
annapatypy spoge Xbox, o4eHb Mano. BonbWNHCTBO y4EOHUKOB MO ANEKTPOHNKE OPUEHTMPOBAHbI Ha
TEOpUIo N MMEIOT Y3KyHo crneumanusaumio, Toraa Kak HacTosiLee xakepcTBo TpebyeT wmupokoro Habopa
NpakTUYECKMX HaBbLIKOB U 3HaHWU. Kpome Toro, Te HEMHOrne npakTu4eckne KHUr no annapaTtHomy
XaKUHry, KOTOpble BOOXHOBMANN MEeHs B A4eTCTBE, AaBHO yCTapenu u3-3a CTpeMUTENbHOro passuTus
TEXHOMOrMn. 3Ta KHUra npussaHa BOCMONHWUTL NOTPEOHOCTL B NPAKTUYECKOM PYKOBOACTBE MO MOHMMAaHMIO
n obpaTtHoi pa3paboTke COBpPeMEHHbIX KOMMbIOTEPOB: B HACTOSIbHOM KHUre AN HOBOrO NMOKONEHMWs
XaKepos.

[maBHas nonb3a xakuHra Xbox - ero obpasoBaTenbHasi LLEHHOCTb, UMW, Kak FOBOPUTCS, «Aal YenoBeKy
pblOy - OH BydeT CbIT OAMH AEHb; Hay4uM NTOBUTb pbiOy - ByaeT ChIT BCO XNU3HbY. [103TOMY 3Ta KHUra
cocpefoToyeHa Ha 3HAaKOMCTBE HauMHAKLWLMX XakepoB ¢ 6a30BbIMM NPUEMAaMM XaKMHra - Nankowu,
obpaTHOM pa3paboTkon, OTNaaKoN, - OAHOBPEMEHHO NPEeAOCTaBMNsAs annapaTHble CNpaBoYHble CBEAEHUS
N HabnoageHus, kKoTopble MOryT 6biTb NOMe3Hbl 6onee onbITHbIM Xakepam. Xbox nocnyxuna oby4varowmm
NpMMepPoOM M1 Ans coobLiecTBa cneLmanucToB No 6e3onacHoCcTH, U A4S XaKepcKoro coobLecTsa: He
NoTOMYy, YTO OHa ABMSIETCS BblaaroLwmmMmcs obpasuom 6e30nacHOCTH, @ NOTOMY, YTO 3TO 3aMETHbLIN
MacCOBbIN NPOAYKT KPYMHOW KOMMaHuW, Nnpeaceaartenib KOTOpow HegaBHO onpeaennn 6e3onacHoCTb Kak
O[HO M3 HaMpaBneHU e€ OeATeNbHOCTHU. M OnbiT Xbox nokasblBaeT, YTO CO3[aBaTb AOBEPEHHbIE
KNUEHTBbI B HEAPY>KECTBEHHOM NONb30BaTENbCKOM Cpeae TPYyaHO Aaxe KPYMHOM, XOpoLo hrHaHcMpyemom
koMmnaHun. OgHo 13 HabngeHN COCTOUT B TOM, YTO PUCK U CITOXHOCTb CO3AaHUSA AELUEBbIX AOBEPEHHbIX
annapaTtHbIX KNMMEHTOB 3afaloT BEPXHIOK rpaHuLly BaKHOCTU CeKpeTa, KOTOPbI MOXHO JOBEPUTb TaKOMy
knueHTckoMy obopyaoBaHuto. Kpome Toro, Xbox gaét nocnegoBaternbHbIn y4eBHbIN NpUMep: Ha MOMEHT
HanucaHus cyectBoBano noytn 10 MUIMIMOHOB NPaKTUYECKM OANHAKOBbIX YCTPOMCTB. CxoacTBO
apxutekTypbl Xbox ¢ 06bi4HbIM PC ewwé 6onblue nosbilwaeT obpa3oBaTernbHy LEHHOCTb XakuHra Xbox,
MOCKOSbKY 3Ha4YMTENbHAsA YacTb OOCYXXAEHMS B 3TOW KHUre HanpsiMyto NpMMeHMMa 1 k ropasgo 6onee
wmpokon Teme PC.

Ewé ogHa nHTepecHas ctopoHa xakumHra Xbox - nognonbHoe obLLeCcTBO annapaTHbIX Xakepos,
BO3HMKLIee BOKpYr Xbox. Jlloan, BanomasLime Xbox, n npuobpeTéHHas UMK aKCnepTu3a OCTaHyTCH
3HaYMMbIMK eLLE AOMro nocre Toro, kak cama Xbox npeepaTUTCA B NbIfbHYIO BELLb C ABOPOBOW
pacnpogaxu. [MoaTomy B 3TON KHUre co3HaTENbHO NPUCYTCTBYET coumarnbHbIn pokyc. A BKMOYMI B HEE
Npodunn HeCKOmbKMX 3aMeTHbIX NpeacTaBuTenen Xbox-xakvHra. Hagexaa B Tom, 4TOObl Yepes poneBble
MOAEenu BOOXHOBUTL MoAen B3ATb OTBEPTKY M NAANbHUK U HaYaTb XakepcTBoBaTh. [1pMBUTL Takowm
nccregoBaTenbCKUn AyX MOSOAbIM MOKONeHnsM OyaeT BaXXHO B 4ONTOCPOYHOM NepCcnexkTMBe ans
COXpPaHeHMs Myna TanaHTMMBbIX MHXEHEPOB, KOTOPLIA JOBEN TEXHOMNOMMYECKYH PEBOSIOLMIO 4O
HbIHELUHEro cocTosiHMSA. MHOrme cerogHsILLHME UHXEHEPbl HAYMHAMM C XakuHra n BO3HWU C NIOOUTENBCKUMN
pagnocTaHumsiMu, TenedoHaM1 1 KOMMbOTEPAMK, KOTOPbIE B T€ BPEMEeHa NOCTaBMANIUCE C MOSTHbIM
HabopoM CXeM M UCXOOHOro Kofa. ATOT 3anac UHXEHEPHOro TanaHTa HeobxoauMm Anst nogaepXxaHust
3[0POBOWN 9KOHOMUKM U CUNBHOWN HaLMOHanbHONM 6e30MacHOCTY B KOMMNBIOTEPHYHO 3MOXY.



PbiHOK UrpoBbLIX KOHCOen

2002 rop 6bin 0OTMEYEH NOTPACEHMUAMUN HE TOMNBbKO 3a PyHEXOM, HO U Ha TEXHONMOMMYECKOM PbIHKE:!
npogaxu PC nepectanu pactu, cepBepHbi BU3HEC COKpaTUICA, a TENEKOMMYHUKALMOHHbIW PbIHOK, 3a
HEMHOMMMU UCKITIOYEHNAMMN, BbIrMagen MpadyHo. HecMoTps Ha MeaBexui pbIHOK TEXHONOMMI, PbIHOK
annaparypbl, NPOrpaMMHOro obecrneyeHnsa n akceccyapoB ANns BUAEOUIP NEPEXn 3HaKoBbIN rog;: obLunm
06bEM npogax goctur 10,3 munnuapga gonnapos - Ha 10% 6onble, yem B 2001 rogy. 2 510
COMNocTaBnMO C npogaxamm 3sykosanucelBatowen nHgyctpum B CLLUA B 2001 rogy, coctasnaswmnmm 13
MUNIMapAoB 4ONNapos.

XOTHA pbIHOK BUAEOUTD BEMNWK, BECTU NPUBbLINBHBIN KOHCOMNbHLIN BU3HEC Ype3BblYaiHO TPYAHO.
MokynaTtenu Bugeonrp pasdbopunBbl, NOABEPXKEHBI Moge u 6epexnuebl. OHM TpebytoT
BbICOKOMPOM3BOAUTENBHOE, NMPUBIIEKATENbHOE KOHCOMBbHOE Kenes3o No LieHe XOpOoLLero CeMeRHOro yxXunHa
Unun BU3nTa K Bpavy. Takoe codeTaHne 6epexnnBocTu C OXMAaHNEM BbICOKONMPOU3BOAUTENBbHOW UIPOBOWA
annapaTypbl 3acTaBnseT NOCTaBLUMKOB KOHCOMEN npoaasaTtk CBOE obopyaoBaHue B yobiTok. B
pe3yrnbTaTe NOCTaBLUMKN KOHCOMEN MCNONb3YT BU3HeC-CTpaTermio «3aKpbITOM KOHCOMM»: KOHCOIb
NpoAaéTcd kak yObITOYHbIN TOBap-NpyvMaHka, a npubbifb NPUXOAMT OT ByAyLLMX NPOAAXK UTPOBbLIX
TanTnoB. Takasa 6busHec-ctpartermsa TpebyeT 6onbLUNX NepBOHAYarnbHbIX MHBECTULIMI B KOHCOMbHOE
obopyaoBaHuve n peknamy. [pon3BognTenb KOHCONMM OTBEYaET 3a co3aaHne pbiHKa AN CBOEro
obopynosaHusi, 4TOBbI pa3paboTymky Urp YyBCTBOBaNM cebsa AOCTaTOMHO YBEPEHHO, BKIaabiBas BPeMs 1
OeHbrn B nnatdopmy.

YnoBka-22 COCTOUT B TOM, YTO HUKTO HE XO4YET MOKynaTb KOHCOSb, A1 KOTOPOn Mano urp. Noatomy pmuck
C030aHnsA 1 pa3BEPTbIBAHMA MUSITIMOHOB €AMHUL, 000pYL0BaHUS, Kak U COTHW MUITITIMOHOB [01apoB
nepBoHa4varnbHbIX YObITKOB HA 3TOM 0DOpPYAOBaHUK, MOYTU MOMHOCTLIO NOXaTCsA Ha NPOU3BOAMUTENS
KoHconu. B pesynbTaTte Ha cerogHsiLLHEM PbIHKE UIPOBbIX KOHCONEN cerlyac eCTb TONMbKO TPY Urpoka:
Sony, Nintendo n Microsoft. N3 HUx Sony nmeeT orpoMHbIN OTPbIB Ha pbIHKe KoHconein, a Nintendo 3aHana
PbIHOK NOPTaTUBHbLIX YCTPOMCTB cBOEN nuHenkon Gameboy. Microsoft - HOBbIN UFPOK Ha PbIHKE UFPOBbIX
KoHconewn. 'oHKa 3a BTOpPOe MeCTO eLlé He pelueHa. B Havane 2003 roga npogaxun Gamecube
onepexanu npogaxun Xbox B AnoHun 1 Espone, Toraa kak Xbox coxpaHsna npeMmyLlecTso Haj
Gamecube Ha OrpoMHOM CeBepOaMepPUKaHCKOM PbIHKE.

[ns ycnexa 6usHec-Mogenu 3akpbiTo KOHCOMM peLuatoLLee 3Ha4eHne NMeeT naesi NpMesa3aTb
noTpebutenei K NOKynke TONbko 0f0BPEHHbIX UrPOBLIX TAUTIOB, C KOTOPLIX BbIMMAYMBAOTCS POSIITU.
VHbIMK crioBamu, NMpaTCTBO U HEYTBEPXKAEHHBIE UMPOBbIE TaNTIbl CNOCOOHbLI YHUYTOXWTE NPUBLINBHOCTb
OunsHeca. |_|03TOMy KOHCOJ1b AOJKHA NPUMEHATb MEXaHU3MbI 6630I‘IaCHOCTVI, 3aTpygHawuwmne
KOMMpoBaHMeE Urp, a Takke pa3paboTKy N pacnpocTpaHeHne HeyTBeEPKAEHHbIX urp. MNMpoean Sega
Dreamcast - nokasaTenbHbIi NPUMEpP TOro, YTO NPOUCXOAUT, Koraa MexaHU3Mbl 6e3onacHOCTU He
cpabartbiBaloT.

Dreamcast 6bina 3anyLieHa B AnoHum B Hosi6pe 1998 roaa. MNpoussoacTBeHHblE Npobrnemsl C
mukpocxemont NEC PowerVR2 DC, rpacmyeckum yckoputenem Dreamcast, orpaHmumnnm
nepBoHa4vanbHble nocTasku. Criegytowme Tpm roga ctanv anst Dreamcast HacToAWMUMKU aMmepuKaHCKUMn
ropkamu. NonynapHele urpsbl, Takme kak Soul Caliber, Dead or Alive 2, Resident Evil, Crazy Taxi n Shen
Mue, nogaepxmBanu nonynsapHocTb Dreamcast, Toraa kak 3anyck Sony Playstation2 nograunsan
npogaxu Dreamcast n B KOHEYHOM CYETE YBEPEHHOCTb pa3paboTymKoB NporpammHoro obecneyeHus. o
NpoHUK, ka4ecTBO rpadpukm Dreamcast 6bino paBHO kadecTBY paHHMX TanTnos Playstation2, Takux kak
Dead or Alive 2, nnn npeBocxoanno ero, HECMOTPS Ha OOMOSTHUTENBHYIO BbIYMCIIUTENBHYHO MOLLb
Playstation2. (Playstation2 TpyaHa B nporpammMmupoBaHunn, 1 paspabotynkam notpeboBanack napa ner,
4YTOObl packpbITh €€ NOMHbIN NoTeHuman.)

MocnegHun reo3ab B Kpbilky rpoba Dreamcast 6b1n 3a6uT BecHon 1 netom 2000 roga. Hemeukas
xakepckas rpynna Team Utopia o6Hapyxuna 4épHbii xoa B mask-ROM BIOS Dreamcast, no3sonssLumnin



Dreamcast 3arpyxatbcs co ctangaptHoro CD-ROM. HomuHaneHo Dreamcast ncnonb3syet ons
pacnpocTpaHeHus urp nponpuetapHein chopmat nog HassaHnem « GD-ROM». dopmaTt GD-ROM Henb3s
CKOMUPOBaTb CTaHAapTHbIMM NUwwyLmMmn CD- nnn DVD-npueBogamun. OgHako 4épHbin xog B8 ROM BIOS
Dreamcast no3sonunn nupatam B KOHLIE KOHLIOB co3aaBaTb MoHonnTHele CD-ROM-06pasbl Buageourp,
KoTopble 3arpyxanuck 6e3 kakon-nnbo annapatHon mogudmkaummn. Kto ctan 6bl nnatutb 3a urpy, ecnu
€€ MOXHO BecnnaTHo ckavaTb U3 MHTepHeTa? NocneaoBaBLLee MacCoOBOE NUPATCTBO CHU3WIIO MPOLaXM
urp, oTbmno y paspaboTyMKOB KenaHme BbiNycKkaTb NPOAYKTbI Afsl KOHCONMMW U HaHecro yuwepb 6usHecy
Sega. bbino npogaHo WecTb MUNANOHOB YCTPONCTB, U MPMMEPHO Yepes Tpu roga nocre 3anycka
Dreamcast cHsinm ¢ pbiHka. Tenepb Sega 3aHMMaeTCs UCKMIOYMTENbHO pa3paboTKoM Urp 1 BbiMycKkaeT
Urpbl Aaxke Ansi cBomx ObIBLUMX KOHKYpeHTOB Sony u Nintendo, a Takke anst Microsoft.

M3 onbiTa Dreamcast MOXHO 1M3BreYs MHOFO YPOKOB, HO FMaBHbI BbIBOA SICEH: CMOCOOHOCTL 3anyckaTb
KoA 13 noyTn 6ecnnatHbIX UCTOMHUKOB, Takux kak CD-R, DVD-R unu cetb, 6€3 CyLlecTBEHHbIX
annapartHbiX MoandrKaLnin - CMepTENbHbIA NoLenyn ans nboro KOHCONbHOro GusHeca, OCHOBAHHOIO Ha
Mogenu 3akpbiTor koHconu. [nsa Microsoft Xbox aTo xécTtkas npobrema, MOCKONbKy OHa NOCTPOEHa Ha
ctaHgapTHoMm PC-xenese, n3Ha4anbHO CNPOEKTMPOBAHHOM Kak OTKPbITOE M pacCUMTaHHOE Ha 3anyck
Koda, 3arpy>eHHOro u3 MHoXecTBa UCTOYHUKOB. [oaTomy cyabba Microsoft Ha KOHCONMBHOM PbIHKE TECHO
CBsI3aHa C YCNeXoM U CTOMKOCTbI0 cnucteMbl 6e3onacHocTn Xbox. MNoka cuctema 6e3onacHoCcTy
Jep>xanacb JOBOMBHO HEMSOXO: BCE HaraeHHble criabocTu TPebyoT YCTaHOBUTL MO MEHbLLEN MEpe He
TpebyoLLyto nNanku MoamduKaumo, aHHYNMPYOLLYI0 rapaHTuio. HeobxoaumMocTb annapaTHbIX
MogudvKaumin orpaHMYMBaET NpakTUYecKoe BrMSHWE 3TUX CriabocTel, NOCKOMbKY OOMbLUMHCTBO
nonb3oBaTtenen 6o0UTCA CHUMaTb KPbILLKY CO CBOEN TeXHUKU. OAHAKO HECKOMNBKO rPYMM - Kak 3aKOHHbIX,
TaK N HE3AKOHHBIX - OYEHb CUITbHO XOTAT 3acTaBuTb Xbox 3anyckaTb KO M3 NPOU3BOJSTbHBIX MCTOYHMKOB
0e3 annapaTtHbIX MoandUKaLNIA.

Xbox cTana epTBoK COGCTBEHHOrO An3ariHa: Bbibop cTangapTHoro PC-xenesa pe3ko noBbiIaeT
LlEeHHOCTb «OTKpbITON» XboxX Kak Ans xakepoB, Tak u Ansa nupatoB. Xbox aBnseTcst 4OBOMbHO NPUATHOMN
Lienbio OJ151 XaKkepoB BbIXOAHOIO AHS U NOOMTENen no Tom Xxe npudmHe, no kotopon Microsoft npuHsina
PC-apxutektypy ans Xbox: cyuiecraytowmne PC-nporpammel nerko nepeHocatcsa Ha Xbox. Kpome Toro,
cyllecTBYeT Lunpokas u rnybokas 6a3a sHaHumn o PC-xenese, noatomy kpusasi 06y4eHnsa xakmHry Xbox
He TakK KpyTa, KaK y Apyrmx koHconewn. C gpyron ctopoHsbl, Playstation2 n Gamecube nmeroT kpyTyto
Kp1BYIO 0OyYeHMs, a TakKe apXUTEKTYPHbIE OrpaHNYeHsl, MeLlatLwme nepeHocy OomnbLUNHCTBA
PC-npunoxeHun. Xbox Takxe nonynspHa y nupaToB U3-3a NPOCTOTbI NepeHoca CTapbIX UTPOBbLIX
3MYNATOPOB, a TaKkke 13-3a €€ N3BECTHOCTM N MPOCTOThbl MOMYYEHUS] COBMECTMMOIO OTNIago4HOro 1
TECTOBOro 000pyaoBaHUS.

Kpome Toro, cxoacTtBo apxutekTypbl Xbox ¢ apxuTtektypon PC genaet Xbox xopownm y4ebHbIM
CpeacTBOM. 3HaHWs, NOyYeHHbIE U3 9TON KHUMM, NPUMEHUMbI HE TOMBKO K BCTpansaeMomy
0060pYyAOBAHUIO UIN UTPOBBLIM KOHCOJAM; BObLUY YacTb 3TUX 3HAHWUI Bbl CMOXETE HaMnpsiMyto
npuMeHnTb K PC. K TOMy e OrpoMHble MaccuBbl 4OKYMEHTaL MK, MpUMEHMOon K Xbox 1 yHacnegoBaHHON
n3 mupa PC, yno6Ho nHgekcupytotcsi Be6-nomckoBmkamu. FoToBas JOCTYNHOCTb AOKYMEHTALMU NOMOXET
MOTUBMPOBAHHBIM YMTaATENAM Pa3BUTb 3HAHUS, COOEPXKALLMECS B STOW KHUTE.

Xbox Takke ABnsieTcs 6onee npuenekaTenbHbIM y4ebHbIM NPpUMepPoM, Yem 0BbIuHbIM PC. AnnapaTHble
Aetanu peanusauuii PC cnmwkom pasHoobpasHbl, YHTOObl MO HUM MOXHO ObIf1o COCTaBUTb NOMe3Hble
nowlarosble pykoBoAcTBa no xakuHry PC, Torga kak nowarosble pykosoacTtea ans Xbox rapaHTMpoBaHHO
TOYHbI ANS MUMMMOHOB YCTPOWCTB, KOTOPble YA0BHO AOCTYNHbI AN MNOKYMNKM NoYTH B NI060OM TOProBom
LEeHTpe Unv marasnHe 3neKTPOHUKW.



(o) XaKepax U XxakuHre

OTa KHUra o xakumHre B TpaguuMOHHOM CMbICIe: O npouecce N MeTogax nccnegoBaHuA. HeKOTOpre MOoryT
YAUBUTBCA, YTO B 3TOWN KHUre HeT rnas, NOCBALWEHHbIX KOMMPOBaHUIO UTP N ncnpaByieHNO KOHKPETHbIX
npoBepoK ©e30nacHOCTH - B KOHLIE KOHLIOB, pa3Be He B 3TOM CyTb XakunHra? Ha camom gene TEPMUH
«Xakep» 3a rogbl OBOJIbHO CUITbHO N3MEHUIICA MO Mepe TOoro, Kak pocna 0CBEOMIEHHOCTb 0bLLecTBa 0O
TEXHOJI0InAX, a CKIMOHHbIE K CeHCaluuAaM MacCcoBble Meaina npoaosnkarnun okpalinBaTb obuwecTBeHHOE
MHEHMEe O XaKkepax.

M3HavanbHO xakepom Obln YenoBek, KOTOPbIN yBre4YEHHO paboTan pagu NobonbLITCTBa U UCCNeoBaHus.
Bbinu annapaTHble Xakepbl, KoTopble Bpanu Ha cebsa 3agavy CHUMaTb KPbILLKU C KOMMNbIOTEPOB, YTOObI
ONTUMM3NPOBATBL UX KOHCTPYKLMIO (PaHHME KOMMbIoTEPbl CTPOUINCH U3 ANCKPETHBIX KOMMOHEHTOB,
MO3TOMY UX MOXHO ObIfI0 OCMbICNIEHHO MOANMULMPOBATb NPOCTLIMU UHCTPYMEHTaMu), 1 Obinu
NporpamMmHble Xakepbl, KOTOpble TPYAUNUCH Hag Cco3A4aHMeM MaKCUManbHO KOMMAKTHOMO U U3SALWHOro
KOoAa, NOCKONbKY BblYMCAMTENbHbIE pecypcbl Obinv CKyaHbl U MeaneHHbl. bbinn xakepbl, nccnegosasLuve
BCE 3aKOyrku TenedOoHHON CUCTEMbI, U Te, KTO UCCMneaoBan Kpbin 1 TYHHENW 34aHUNn YHUBEPCUTETCKUX
kamnycoB. [10BONbHO YacTo paHHWE Xakepbl 3aHUMaNUCb BCeMU 3TMMK BelllaMu. Xakepbl cB0O60AHO
Aenununce Apyr ¢ ApyroM CBOMMW HaxodKkamu Unn pesyrnbTtataMu (xakamm), NOCKOrbKy MX Harpaga bbina
He PMHaHCOBOW: OHa NpuxoAuna oT YAOBMEeTBOPEHNUS MHTENNeKTyanbHoro niobonbITCTBa U 3HTy3na3ma
CBEpCTHMKOB. B pesynbTaTte xakepbl CKIOHHbI Obinv 06beAUHATLCH B MEPUTOKpaTUYeCKue rpynnbl, rae
YNEHCTBO M NPOABMKEHWE NOMHOCTLIO 3aBUCENM OT CNOCOOHOCTM YenoBeka XxakepcTBoBaTb.

Mo Mepe pa3BUTUSA TEXHOMOMMIN N POCTa CKOPOCTU N MHTErpauum KOMMNbITEPOB Xakepbl OBHapYXunu, 4To
YCUNUSI, CBA3AHHbIE C annapaTHbIM XakUHIOM, YK€ He CTOSAT MoslydaeMbiX NpenmyLlecTB. VMIHTepecHble
4YacTu KOMMbIOTEPOB BbICTPO OKa3biBaNMNCh rNyBOKO BHYTPM repMETUYHO 3aneyvaTaHHbIX KepamMnyecKkmx
KOpMyCOB, BbITPABIEHHbIE B KDEMHUEBBLIX CTPYKTYpaX, KOTOPbI€ TPYAHO PacCMOTPETL AaXe B XOPOLUMWM
MUKpockor. CnoXHbIV annapaTHbIN XaK, CNOCOBHbIN yABOUTL NPOM3BOAMTENBHOCTL KOMMbIOTEPA, YXKe
Yyepes Mecsubl Tepsn cMbICn n3-3a 3akoHa Mypa. C Apyron CTOpOHbI, NPOrpamMMHbIA XakvHI Ha4van BCé
fornbLue cocpenoTaumBaTbCs Ha MPUITOXKEHMSX U BCE MEHbLLUE - Ha anropMTMax unm onTuMmnsauumn.
KomMnakTHOCTb 1nn M3sLWwecTBO NporpamMmmbl 0onbLue He UMENN MPAMOW BaKHOCTU, MOCKOSbKY NaMsiTh 1
npoLeccopHasi MOLLHOCTb CTanu AeléBbiMU 1 0BurnbHbIMU. KpoMe Toro, TEXHOMNOrsA KOMMNUASTOPOB TOXE
yny4ywmnnack 4o Takow CTEeMNeHW, YTO CKOMMUITMPOBAaHHbIN ko4 paboTan novtn Tak xe BbICTpo, kak
pykonucHeln accembrnep. K koHuy 80-x TEpMUH «xakep» cTan nogpa3yMeBaTb YesioBeka, KOTOpbIN
cnocobeH nucatb ToMma koga Ha C BO CHe 1 cos3gaBaTth bnecrsiwme npunoxeHns 3a ogHy Houb. Ctapble
annapartHble xakepbl MMH0 NpeBpaLLanmcb B NPOrpamMmmMHbIX XakepoB, NMMbo OTCTynanu B yHUBEPCUTETCKME
nabopaTtopun 1 Koprnopawmm, CnocobHble NoaaepKMBaTb NX AOPOTrNe YBIEYEHUS.

TepMUH «xakep» B TO BpeMsi BCE Yallle CBA3bIBanu C NoabMu, KOTOpbIe B3NlaMblBanu naponm u
nporpamMmel, 4To6bl MONYYNTL JOCTYM K MaLIMHAM U NPorpamMMHOMY obecrneveHmnio, KoTopble Have Gbinu
3aKkpbITbl. OTYaCTV 3a STOT cTepeoTUn oTeeYan onnueyz, BbiMyCTUBLUMIA NOTOK OUIbMOB, rae NoAPOCTKU
HECKONbKMMW HaXXaTUSIMU KIaBuLL NOABOAMIN MUP K TPaHW SAEPHOIO YHUUTOXEHWS, a OONHOKUE FreHnUK
co3faBanu y cebsi B noaBasie UCKYCCTBEHHO-MHTENMEKTYanbHbIX KWGEPMOHCTPOB. BTk coxanenmo,
rMnepbonMYHOCTb 3TUX KMHEMaTOrpaddnYecknxX CloXKeTOB Oblnia noTepsiHa NS LUMPOKOW NyGnnku, u 3To
MpayHoe BreyaTiieH1e 0 Xakepax B KOHLLEe KOHLIOB CTano AOMUHUPYHOLLEN YaCTblo XakepCKoro
cTepeoTuna. HeTo4HOCTb 3TOro cTepeoTuna cnocobcTBoBana NosiBNEHNIO TEPMUHA [51s XaKepos,
COCpPEeAOTOMEHHOTO FMTaBHbIM 06pa3oM Ha B3[IOME CUCTEM M MPOrpamm, - «Kpakepbl».

TexHornorust popM1pyeT COBPEMEHHOTO Xakepa He MeHbLUe, YeM XaKkepbl (DOPMUPOBANN TEXHOSIOTUIO.
HoBbIM NOKoNeHWsIM XakepoB NpUXoanUTCs ycepaHo paboTaTh, YTOObl MPOGUTLCA CKBO3b «APYXKENOOHbIE»
nonb3oBaTenbckue MHTepdenchbl, MeauiHbIA Breck U MapKeTUHIOBYIO MULLYPY, OKpYXXatoLLe
KOMMbIOTEPHbIE TEXHONOMMM CerogHsl. Bce nonb3yoTcst KOMMNbIOTEPaMU U OXKUZAIOT, YTO OHW OyayT
paboTaTb 6e3ynpeyHo U UHTYUTUBHO, HO Maro KTO MO-HACTOSALLEMY MOHUMAET, YTO NMPOUCXOAMT Noj
KanoTom.



TexHonorns BelYMCNEHNIN cTana HacTOmMbKO CAOXHON, YTO HauYMHatoLwme BCE 6oMbLue HanoOMUHAOT NPUTYY
0 cemu crienuax u cnoHe. OgHM HauYMHaKLWMe HAYHYT CBOE XakepcKoe nyTellecTBue ¢ uccrneaoBaHus
nHTepHeTa. [lpyrne HayHyT C nccrnegoBaHns onepauuoHHON CUCTEMbl HAa CBOEM KOMNbloTepe. TpeTbm
HaYHYT C TOro, YTO 3arNsHYT NOA KPbILLKY CBOEro komnbtotepa. Kaxabii 3 HUX MOXeT NoTpaTuTb rog Ha
nccnegoBaHne CBOEN rpaHu, HO K KOHUY AHS Y kaxaoro 6yaet oTY4ETNMBO MHOE NpeacTaBrieHre o
KOMMbIOTEPHBIX TEXHOMOMMUSAX.

KynbTypHbI pa3pbiB MeXay MONoabIMU Xakepamun 1 CTapow rBapauen ctan onst MeHs o4eBUAEH, Koraa
nepeokypcHuK MIT, camonpoBo3rnalléHHasl xakepckas 3sesfa, Npe3puTenbHo cnpocun: «Iae Bce
komnbtoTepbl ¢ Windows[98]? ... y Bac TyT Tonbko 3Tu yborme Sun, Ha koTopbix Aaxe AOL HeT! A gyman,
B MIT gormkeH GbITb XOpOLIMA AOCTYN B MHTEPHET». [OX0Xe, OH COBEPLLUEHHO HE MOHUMAar, YTO 3TU
«yborve Sun» BbINM BeCbMa MOLLHBbIMM paboynmm CTaHUUAMY Nog ynpasneHmemMm ogHOM M3 cambixX
HaEXHbIX OonepaLMOoHHbBIX CUCTEM B MUpe, 1 4TO 3a npegenammu AOL Toxe cyllecTByeT nHTepHeT; bonee
Toro, kamnyc MIT 6bin 0OAHUM N3 MECT POXAEHUA UHTEPHETA, UMeN npaBa Ha 6onbLuee KONMYecTBo
IP-agpecoB, Yem 6onbLlUMHCTBO ISP, n npaMoe nogkntoveHme K marncTpanmn MHTepHeTa.

[MPOHUKHOBEHNE KOMMBIOTEPHBIX TEXHOMOMIN B KaXXObIN YrONoK NOBCEQHEBHOWN XU3HWU YCUNUIIO
cTepeoTunel 0 xakepax. B yacTHocTu, meguinHoe n3obpaxeHme xakepoB Kak coBpeMeHHbIX PobuH N'ygos
KakMM-To ob6pa3zom HeobpaTMMO CBA3aNo XakuHr C acnektaMmu, kacaroLmmmucs 6e3onacHoCcTn unu goctyna
K KOMMbIOTEPHBIM pecypcaM. Tenepb CTEPEOTUNHbIV Xakep oTBevaeT 3a warez, Code Red wn ping flood,
Torga Kak «paspaboTumkuy» oTBedaroT 3a Linux n BSD. Xakepbl - 310 31337 doeds, KoTopble own your
box («BnagetoT TBOEN KOPOOKON»), @ annapaTHbIn Xakep pa3roHAeT CBON KOMMbIOTEP U MoguduumnpyeT
€ro Koprnyc HEOHOBBIMWU OFHSAMU. XakUHT CTan MOAHbIM, U1 MHOTME CTPEMSTCS COOTBETCTBOBATh
cTepeoTuny, cosgaHHomy meama. CerogHs o4eHb TpyAHO yoeauTb niogen, 4to s xakHyn Xbox
NCKIMIOYNTENBHO NOTOMY, YTO OHa Obina 34eck U €€ MOXHO ObINO XaKHYTb: 3TO ObINO CMOXHO, U 3TO BbINO
HOBbIM. TOYHO TaK e NasaM TPyLOHO MOHSTb, MOYEMY € TeX Nop s He paboTtan Hag Xbox. MNocne B3noma
6esonacHocTn Xbox BCE, YTO OCTAETCS, - 3TO CTaHA4apTHbIA PC, KOTOpbIA ANS MEHSI HE TaK YK MHTepeceH
kak 06bekT paboTbl 1 onNpeaenéHHO He CTOUT pucka cyaebHOoro ncka co cTopoHbl Microsoft.

NMonuntuka xakuHra

Mpungatue B 1998 rogy Digital Millennium Copyright Act (DMCA) BbiBeno kpuntorpadmio n3 obnacru,
OOCTYMHOW Xakepy: Tenepb 3aKOH NPSIMO FOBOPUT, YTO MCCeAoBaTh Kpuntorpadguieckne MeTodbl 3awuThbl
npas JocTyrna K NpounsBedeHNAM paspeLleHo TONbKO nccneaosaTensM, KOTopble «3aHATbl 3aKOHHbIM
KypcoM 0by4yeHus, paboTatoT No HarMy UM UMEKT COOTBETCTBYIOLLYIO MOArOTOBKY NMMBO ONbIT». Bl g
pesynbTate xakvHr Xbox ctan nonutTuyeckn 3apskeHHon TeMon. ATo BUTBa Mexay xakepamu v
3aKoHoAaTensMu 3a To, YToObl COXPaHUTb kKpunTorpadumio B Npeaenax 3akoHHbIX NpaB Xakepos.

HocTonHag noxsansbl peakumsa Microsoft Ha xakepoB Xbox - To eCTb OTCYTCTBME NpecnefoBaHns Unu
MOMbITOK 3aKPbITb MPOEKTbI MO XakuHry Xbox Ha cerogHAWHUN AeHb - Byaem HaaesaTbCs, NOCYXUT
npuMepom Ans ApYrux, KTo aymaeT ncnosnb3oate DMCA, 4ToObl OCTAHOBUTL XaKepCKyto OeATENbHOCTb.
HecmoTps Ha Bce cyliecTBytoume xaku Xbox, Microsoft no-npexHemy HacnaxgaeTcsa yCTONYMBBLIMU
npogaxamu urp. Becb nHTepec u wym, cosdgaHHble XxakmHrom Xbox, Mornm ysenuuuTb npogaxu Microsoft
curbHee, YeM NMpaTCcTBO UM HaBpeanno. (KoHevHo, 1 CouyBCTBYO Xxakepam, Mo3TOMy MOSt
WHTepnpeTaunsi cuTyauum npuctpactHa. bonee cyGbekTUBHBIN U MHPOPMUPOBAHHbIV HOPUONYECKUN
aHanua obpaTtHou pa3paboTkm MoXHO HanTu B rnaee 12, «Caveat Hackery», HanucaHHoM Jlu TneHom 13
Electronic Frontier Foundation.)

Camas TpeBoxHas ans xakepoB ctopoHa DMCA cocTtouT B TOM, YTO OH BOMMOWAET OWMOoYHOe
npeAcTaBneHune: 6yaTo eAnHCTBEHHbIE UCTOUYHUKM MHHOBALMI, MNONE3HbIX 0BLLECTBY, HAXOASTCS B CTEHaX
ncenenosaTtesibCKUMX UHCTUTYTOB U Kopnopaumﬁ. BHes3anHo ctano npecrynrneHunem nccnenosatb y cebs
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AoMa, pagu cobCTBEHHOrO YBrieYeHusi, KpunTorpaduyeckme MeToabl, MCNOMb3yeMble A4S 3alunTbl NpaB
poctyna. OrpaHnyeHue nccrneoBaHUn Takon TEXHOMOMMM TOSNbKO NPU3HAHHBIMU YYPEXOEHNAMU
NCKITIoYaeT BO3MOXHOCTb pa3paboTkvM TEXHONOrMn He3aBMCMMbIMUK NoabMy. bes ceoboabl nccnegosaTthb U
pa3pabaTbiBaTb TEXHOMOMMM B COGCTBEHHOM rapaxe rae cerogHs 6uinm 6bl Takve noau, kak bunn
XbtoneTT u [ans MNakkapg nnu Ctue [xo6¢ n Ctmue BosHsak? Bbinu 661 y Hac Linux n netBSD, ecnu 6ol
npaBo xakepoB CBOOOAHO BbipaxaTb cebs B kofe perynmpoBanocb 3akOHOM?

Ha kaxgyo cxemy 3almTbl aBTOPCKMX NpaB, NOGEXOEHHYIO XakepoM, NMPUXOAUTCS KTO-TO, KTO YCBOWIT
Ba)XHbIM YPOK O TOM, KakK caenarb fny4Llyto cxemy 3awuTbl. NMpuHUMaTh 3aKoHbI, perynvpyroLime
nccnegoBaHMe TEXHONMOMMYECKMX Mep, 3aLlmLLaloLLInX aBTOPCKUE npaea, U pacnpocTpaHeHme
pes3ynbTaToB Taknx NCCrnegoBaHuni - 3Ha4YMT NPUM3HaBaTh, YTO TEXHOSOMMS 3aluTbl aBTOPCKUX NpaB
CrioMaHa u HUKOorfa He MOXeT ObITb yrny4lleHa; YTO €AMHCTBEHHbIA BO3MOXHbIA UCXOA, €CINN NO3BONMUTb
0ObIYHbIM MOASAM NOHMMATb TEXHOMNOMMM KOHTPONSA aBTOPCKUX NpaB., - rmbens 3Ton TexHonoruu. A
npegnarat BO3paXKeHne NpoTUB Takoro obpasa MbICren: HEKOTOPbIE U3 NTyYLLNX SKCMEPTHbIX OT3bIBOB,
KOTopble A Nony4mn no ceBoen paboTe Hag xakMHrom Xbox, NpULLKN HE U3 akageMmnyeckoro coobLlecTsa.
OHu NpULINK OT OTAENbHbLIX XaKepoB CO BCEro Mupa - 0COBEHHO 13 3apybexHbIX CTPaH, - KoTopble Bbinn
cBob0OaHbI ccneaoBaTh U MOHUMATL TEXHOMOMMN KOHTpons goctyna. bonee ctporme 3akoHbl B CLUA 1
CKITOHHOCTb Kopropaumi K cyaebHbiM Tshkbam yXe oTpyuaTenbHoO ckasanuck Ha nonoxeHun CLLA B
obnactu aneKkTpoHHON 6e30MacHOCTU, 1 3TO TOMBKO Havarno.

CouuansHoe BnusaHne DMCA owyuiaeTcsa xakepckumm coobliectsamum no Bcemy mupy. Bo Bpems paboThl
Hag Xbox MHe MOCYaCTNMBUIIOCH BCTPETUTL BrECTALLMX XaKepoB Mo BCEMY 3€MHOMY LUapy.
AMepuKaHCKue xakepbl ObINM OOHUMU N3 CaMbIX HAMYyTraHHbIX B 3TOM rpynmne, N XOTs OHW Obinu
TanaHTMMBbLIMU UHXEHEPaMn, OHU HE XOTENU NPUMEHATbL CBOWM HaBbIKM K TaKUM 3aavyam M3 cTpaxa
npecnegoBaHus. B pedynbtaTe HEKOTOPbIE N3 CaMblX UHTEPECHbBIX pe3ynbTaToB B XxakuHre Xbox
nony4YeHbl €BPONENCKUMN 1 a3MaTCKUMKN Xakepcknmy coobuiectBamu. CyLLECTBEHHO, YTO 3T pe3ynbTaThl
Marno M3BECTHbI B AMepUKe, MOCKOMbKY Y TaKMX XakepoB NOYTU HET MOTMBALMM Npunaratbe YCUnNus, 4Tobbl
OennTbCA CBOUMU Haxogkamun ¢ amepukaHuamu. bonee Toro, MHorme 3apybexHble xakepbl CO3HaTENbHO
CTaparoTcs He BbiMyckaTb CBOM HAxXo4KW 3a Npeenbl CBOMX COOOLLECTB, B TOM YMCIe M3-3a CTpaxa nepeq
OTBETHbIMU AENCTBUAMU aMEPUKAHCKMUX KOpnopaunii. 3Ta «yTevka MO3roB» Marno NoOMoraeT yKkpennsatb
KOMMNETEHTHOCTb AMEPUKUN B CTOSb BaXXHOM TEXHONOIMMU, Kak cnpaBeaniuBbIn U 3 eKTUBHbLIN LUGPOBON
KOHTPOIb aBTOPCKMX NpaB. A B CErogHsiLLHEN rnodanbHON 3KOHOMMKE aMepUKaHCKNe Koprnopawummn He
MOTYT BbDKWUTb, Aenas Bua, YTo BeayT BU3HeC B BakyyMe.

KTO-TO MOXET yka3aTb Ha ycrneLuHyto nyonvkaumo Moen ctatbm o cucteme 6esonacHoctn Xbox kak Ha
npumep Toro, kak DMCA 3awmwaeT n npaBo Ha cBOOOAY CrioBa, 1 3KOHOMUYECKME UHTEPECHI B
TEXHOJOMMM KOHTPOMst aBTOPCKMX npaB. Mosi cuTyauust He Bbina TMNMYHONM AN OOMbLUMHCTBA XakepoB B
CLUA. MockonbKy 51 Toraa 6bi1 acnMpaHToM, Y MeHst He BbIno CeMbW, O KOTOPOW HYXHO ObIno Obl
3ab0TUTBbCA, NN 3HAYUTENBHBIX aKTUBOB, KOTOPbLIE 51 MOT Obl NOTEPATL, ecnn Obl OKa3ancs BTAHYT B
cyaebHbI npoLecc n3-3a cBoer paboThl. Y MeHd Takke Obina weapas oprandeckas nomollb Electronic
Frontier Foundation (EFF), koTopas nomorna npoBecTn MeHs Yyepes topuanyeckoe MMHHoe none. EFF
nomorna npeacTaBUTb MOK CTaTblo B MakCMMarbHO 3aKOHHOM CBEeTe, COOBLLMB MHE O MOMX MpaBax U
06s3aHHoCTsIX no DMCA.

Hanpumep, oT MmeHs TpebyeTca «4oOBpOoCOBECTHO NOMbITATLCA NONYy4YnTbL padpelwleHme [oT Microsoft] oo
obxopay. (61 (ObpaTtute BHMMaHue: TpebyeTcsa He paspeLleHne, a UMEHHO J0OPOCOBECTHAs MOMbITKA.)
EFF nomorna mHe coctaBuTb Takoe NUCbMO Ans nccnegosaHuns. MHe Takke npuwnocb 6opoTtees ¢ MIT
3a T0, YTOObI MOE nccrnegoBaHWe BbINo paspeLleHo K Nybnukauumn kak pabota adunmMpoBaHHOIo ¢
WHCTUTYTOM Nnuua. Bce npsimble ycunus no obpatHon paspaboTtke 6esonacHocTn Xbox ouHaHCMpoBanuch
N3 Moero cCo6CTBEHHOrO KapmaHa, BbINOSHANNCh B MOEN KBapTUpe 1 genanucb B Hepabo4dee Bpems, 3a
MO cOOCTBEHHBIV CHET. MIT cHavyana Bocnosnb3oBarncs 3TuM akToMm, YTobbl OTAENUTbL cedsi OT Moen
paboTbl, BbIHYAMB MeHs obpaTutbes 3a coBeToM K EFF. B koHue koHuoB MIT yctynun v paspeLwunn MmHe
onybnukoBaTtb CTaTblo Kak CTyaeHTy MIT nocne gonrmx yroBopoB CO CTOPOHbI COYYBCTBYIOLLMX
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I'IpO(bGCCOpOB M nocne T0ro, Kak 4 nony4yun ot Microsoft KOHCTPYKTMBHOE, HE yrpoxarwuiee nmMcbmMo no
nosoAgy Moero nccrieqosaHua.

Ceobopa cnosa He gormkHa TpeboBaTh opucTa, a cBoboaHasA MbICINb HE AOMMKHA CONMPOBOXAATLCA
nMcbMamm C paspeLleHnemM Ha uccriegoBaHue. A 6oporncs 3a nybnvkaumio cBoern ctaTby, MOTOMY YTO MHE
ObINo HeYero TeEpPATb M MOTOMY YTO 51 BEPUIT: 9TUM S 3asBMIA0 O CBOUX NpaBax kak xakepa. K coxanexuio,
cylecTByeT MOnyanvMeoe BOMbLUNHCTBO XakepoB, KOTOPbIM HYXXHO KOPMUTb CEMbU 1 KOTOPbIE MOTYT
notepsitb paboTy, 1 HE KaXXgoMy MOXET Tak noBe3Ttu, Yto EFF npngét emy Ha nomoLub.

KHura, KOTOpylo Bbl YnTaeTe, - elwé oamH npumep Toro, kak DMCA okasbiBaeT oxnaxgatoliee
Bo3gencTeme Ha cBoboay cnosa. MisHayanbHO 3akasaHHasi TexHUYeckum nagatenscteoM John Wiley &
Sons, Ltd., aTta kHura 6bina oTMeHeHa B NOCNeaHNA MOMEHT 13-3a onaceHni CyaebHbIX UCKOB 1 OTBETHOM
peakumm Microsoft. Takasi LeH3ypa paccTpamBaeT U 00eCKypaxnBaeT, U, BO3MOXHO, HEKOTOPbIE aBTOPbI
Ha 3TOM OCTaAHOBUNUCH Obl 1 NO3BONUNN CTPaxXy 3arnyLwnTb CBOW ronoc. A 6epy Ha cebsi ropUaNYeCKUn n
(PUHAHCOBBIN PUCK CAMOCTOATENBHOM NyOnmnkaLmMm 3Ton KHUMM, YTobbl 3as1BUTb O CBOEM MpaBe Ha
cB0obOHYO 1 BecnpenaTCTBEHHYIO peydb Kak xakepa. Bnpoyem, gaxe aToT NyTh HE cBOGOAEH OT
npenatcTeuii. [Npouecc npeaBapuTenbHbIX 3aka3oB KHUMM BbliT NPMOCTAHOBIEH HA BTOPOW AE€Hb, NMOTOMY
YTO NepBOHaYarbHbIA NOCTaBLLMK SNEKTPOHHOM koMMepumn, Americart, «oTkasancs npeocTaBuTb [MHe]
CEepPBUC KOP3WHbI 4151 NPOAAXWN XaKepCKNxX MaTepuanos... 15 4onnapoB B MecsiL, He OKYNatoT Afsl HAaC PUCK
oKasaTbCs YNOMsHyTbIMK B ucke no DMCAy.

£ nomkeH NnogvepkHyTh, YTO 3Ta KHUra He HapyLlaeT aBTopckue npasa Microsoft, a 3HaHus,
npeacTaBrneHHble B 3TON KHUre, HENb3s HaNpsMyo NPUMEHUTb Anst 06xo4a 3alumTbl aBTOPCKUX NPaB.
YT06bI COBEPLUUTL HapyLUaOLLLEee AEACTBME, YENMOBEKY NPULLNOCL Obl OTTOUMUTL HaBbIKM U NPUMEHNUTL
3HaYMTENbHbI 06BLEM AONONMHUTENBHOIO UCKYCCTBA U HOY-Xay, CrneLmanbHO HanpaBneHHoro Ha obxon
KOHTPONS aBTOPCKUX NpaB. YTBepPXAaTb, YTO 3Ta KHUra siBNseTcs MHCTpyMeHTOM o6xoaa, 6b1no Obl
PaBHOCUIIBHO YTBEPXOEHUIO, YTO BCE KHWUMM O NeYaTHbIX nnaTax, BctpansaeMom MO nnu kpuntorpadum
TOXe SIBMSATCS UHCTPYMEHTaMu obxopa.

O6bém gerictBust DMCA NpuMeHNTENBHO K «406POCOBECTHOMY MCMONb30BaHMIO» annapaTypbl - ewwé
ofHa BaXkHas nonmMTuyeckasi Tema ¢ OrpoMHbIMU SKOHOMUYECKMMM NOCNeacTBUAMNU. HeaakoHHO nn
mMogudmumpoBaTb Unn 06xoanTb KpUnTorpadmnyecky 3allmLLEHHYIO NOCNeaoBaTeNbHOCTb 3arpy3km pagu
3anycka anbTepHaTMBHOIO, 3aKOHHO NMPUOBPETEHHOIO NNM CO30AHHOIO NPOrpaMMHOro obecnevyeHns?
OTOT BONPOC MOXET ObITb OTHACTM pPeLLéH cyabbon xakepoB Xbox. CTporoe TONKoBaHUE UCKIHOYEHUS
DMCA ans obpaTtHon pa3paboTku "] hokasbiBaeT cumbHbie aprymMeHTbl B NOMb3y NPU3HAHWS Takmx
AencTBun no obxody He3akoHHbIMU. B yacTHocTh, obpaTHasa pa3paboTka paspelueHa TONbKo Ais
obecneyeHns COBMECTUMOCTU, F4e COBMECTMMOCTb O3Ha4YaeT «CNOCOBHOCTb KOMMbIOTEPHBIX MPOrpamMm
obmMeHMBaTbCS MHOpMaLUnen n CNocobHOCTb TaknMx NPOrpaMm B3aMMHO MCMNOMbL30BaTh MHOpMaLMIo,
KOTOPOW OHM 0OMeHANMchby». Ho 3To onpedeneHne coaepxuT ABe NoTeHUManbHble MUHbL. Bo-nepB.bix,
ob6xoa annapaTHbIX Mep 6e30nacHOCTU, BO3MOXHO, OTNnyaeTcs oT obxona mep 6e3onacHocTu
nporpammsbl (MO). TexHnyeckn 3To0 MOXeT OblTb HE OYEHb CUTbHbIA apPryMEHT, HO, HACKOMbKO MHE
N3BECTHO, 3TOT MYHKT eLé He NPOXOAWI opUaNYeCcKor NpoBepku. Bo-BTopbiX, Lenb Ha camom gene
COCTOMUT He B 06MeHe MHopmaLmer ¢ annapaTtHbiMM Mepamn 6e3onacHocTy, a B nx ob6xopae.

MocnegHun aprymMmeHT NPOTUB pa3peLleHnsi obpaTtHow pa3paboTkM annapaTHbIX MEXaHW3MOB
BesonacHocTu - NOBOYHLIV 06X0A aBTOPCKMX npaB. VIHdopmaums, nonyyeHHas B npouecce obpaTHou
pa3paboTku, MOXeT ObITb B paBHON CTENeHU NpUMeEHeHa Ans Co3AaHnsa yCTPONCTB 06x04a aBTOPCKUX
npas. MiHbIMK cnoBamu, pyHaamMeHTanbHOe MccnegoBaHue, KoTopoe obecrneynBaeT COBMECTMMOCTb, MO
KpanHen mepe B criyqae Xbox, MOXeT ObITb Takke KOCBEHHO MPUMEHEHO TEMU, KTO XO4eT co3aaTb
ycTpovicTBa ob6xoaa. Kak BbIACHAETCS, HEKOTOpble O4€Hb KOHKPETHbIE KOHCTPYKTUBHbIE HegocTaTku Xbox
no3sonsAT 06xoanTb 6e3onacHoCTb 3arpyskn, He 0b6s3aTenbHO No3BoNAs 06Xo0AWMTb aBTOpCKMe NpaBa,
XOTS1 3TW HEAOCTATKN MOTYT ObITh MCMpaBneHbl B bnivkanwem byayliem, CHoBa CTaBs Hac NULOM K Ny ¢
NCXOAHbIM BONPOCOM.
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Ecnun okaxeTcs, 4To «400pOCOBECTHOE UCMONb30BaHME» HE OXBaTbiBaeT 0bpaTHyto pa3paboTky
BesonacHocTn Xbox pagm 3anycka anbTepHATUBHBIX NPUMOXEHWUI, 3TO ByaeT nMeTb CepbesHble
3KOHOMUYeckme nocneacTens. Camoe 3HaunTenbLHOE N3 HUX COCTOUT B TOM, 4TO Microsoft cmoxeT
npodaBaTtb KOHEYHbIM MOSb30BaTENAM PUANYECKN OrpaHnyeHHoe obopyaoBaHue, NpuBa3biBas
nonb3oBaTenemn K cBoen nporpaMMHon 6ase. ATO MOXHO UCNONb30BaTb ANS CO34aHNSA HEPYLUMMOM
MOHOMONNN Ha KoMMNbloTepHoe obopyaoBanne u NO. Hanpumep, Microsoft morna 6bl npegnaraTb
cybcmaum noctasLiMKaMm, KOTOpble peLlaT 3aWwnTuTb CBoé 06opyaoBaHmne Tak, YToObl OHO 3anycKarno
onepauuoHHyto cuctemy Microsoft. OTOT pmHaHcoBLIV cTUMYN ByaeT nepefaH nNokynaTensam, y KoTopbixX
nosiBUTCS MOTMBaLMS NoKynaTe obopyaoBaHue co CkMaKon. MNocne Toro kak 3HauMTenbHas YyacTb
yCTaHOBMNEeHHoN 6a3bl 060pyA0BaHMSA OKaXeTCst NPUBA3aHHON K onepaunoHHbIM cuctemam Microsoft,
Microsoft cmoxeT ycTaHaBnMBaTb LieHbl Ha CBOW NPOAYKTbl HA pbiHke 6e3 KOHKYpeHLMKN, MOCKOMNbKY 3arnyck
nobown apyron onepawLmMoHHON CUCTEMbI Ha 3abNMoKMpoOBaHHOM 06opyaoBaHUM OyAeT HE3aKOHHbIM.

B peanbHocTn Microsoft, Bo3MoXxHO, Gbino 6bl TPYAHO peanvM3oBaTh TakoW CLEeHapui, gaxe ecnm bl
DMCA peicTBuUTENbHO OrpaHuyMBan 4oOpPOCOBECTHOE MCMONb30BaHUE annapaTypbl, MOCKOIbKY
rocyaapCTBeHHbIe 1 00LeCTBEHHbIE OpraHbl BHUMATENBHO Cneaqar 3a AeaTensHocTbio Microsoft Ha
npegMeT MOHononucTnyeckoro nosegeHns. OgHako Ha OPYrnx pasBMBaOLLMXCS PbIHKAaX, TaKMX Kak
cmapTdoHbl, PDA v npuctaeku set-top box, nonbiTka nocrasLumka NonyyYnTb NPEUMYLLECTBO Hag,
KOHKypeHTaMu Takumm AeMMUHrOBbIMU NPUEMaMM MOXET OKa3aTbCs BMOSIHE peanucTuyHow. o kpaviHen
Mepe, TakMe NpMEMbI MOXXHO UCMOMb30BaTh, YTOObI 3agepkaTb KOHKYPEHLMIO Ha Bpems cyaebHoro
npovecca, a 3Toro MoXeT ObITb JOCTATOYHO, YTOObI HAHECTW HEMONPaBUMBbINA BPEL, PIHOYHOMY
NONOXEHN KOHKypeHTa. IMEHHO n3-3a aTMx onaceHuin MHorme xakepbl Xbox co3HaTenbHO AencTBOBanm
Tak, YTOObI BbipaxaTb CBOW MONUTUYECKME YOEXKOEHNS NHXEHEPHBIMU YCUITUAMMN.

Aemop 3a ceoum paboyumM Mecmom.

Jlroan 3a xakamm

Ha npoTskeHnn 3Tol KHUMM S BKIOYaK NPoguiv pasnnyHbIX XakepoB, KOTOpbIE COrNacunuch aatb
NHTEPBLI0. ATOT HAbOP XakepoB HM B KOEM CIlydae He SIBNSETCA eANHCTBEHHBIM HabOPOM XakepoB;
hakTn4eckn aTo caMooTobpaBLUasics rpynna, NOCKOSbKY MHOMMe Xakepbl paboTaloT CKPbITHO U3 CTpaxa
npecnefoBaHuUsi Uy NOTOMY, YTO HAHSATbI KOMMNAHMSIMU C CUbHBIMK cBsA3sMK ¢ Microsoft. Lienb aTmx
WHTEPBLIO - HEMHOMO pacckasaTb O NAAX, CTOSLMX 33 XakaMu, U NPeACTaBUTb X MOTUBALMIO N METOAb,
4TOGbI CNOCOGCTBOBATL NMOHUMAHWIO U BAOXHOBUTL HOBLIX XakepoB NPUCOEANHUTBLCS K HaLIMM psigam.

[Mo3BonbTe MHE HayaTb 3TOT NPOLECC C NpeAcTaBneHms camoro ceds. A JHapro «bunnie» XyaH;
OONbLUMHCTBO NtoAen 30ByT MeHs bunnie. Ha MOMeHT HanucaHusa mHe 6bino 27 neT, s cbiH AHapto K. n
Maprapet XyaH. A poguncs u Belpoc B Kanamasy, wrtat MuyuraH, Ho cenyac xuBy B CaH-[uero, wtat
KanudgopHus, co ceoen 3amevartensHon HeBecTon Hukkn [hxactuc. HegaBHo s okoHumn MIT co cTeneHbto
PhD no anektpoTtexHuke. OgHa 13 NpuynH, No KOTOPOW MeHs BbiIOpany aBTOPOM 3TOW KHUMM O XaKUHre
Xbox, COCTOUT B TOM, YTO 5 OOHapY>Xun n onyonukosan Nepeyo M3BECTHYHO criabocTb B cucteMe
©esonacHocTtn Microsoft Xbox.

B uenom s xakepcTByt0 MOTOMY, YTO AOBOJSIbHO MPUATHO 3HaTb: YbSA-TO XM3Hb CcTana nydwe 6narogaps
TOMY, YTO A NOCTPOW. S YyBCTBYHO, YTO 0653aH NPMMEHATbL CBOWM TanaHTbl U Bo3BpallaTb obLecTBy TO,
YTO OHO Aarno MHe. MHe Takke HpaBMTCS BbI3OB UCCNeaoBaHNUs. A X04y NOHUMAaTb 3MEKTPOHUKY
HaCTOMbKO rNyBOKO, HACKOSLKO MOTY. YE€pHbIE ALWLMKM MEHS pa3gpaxaroT; HAYTO He nNpobyxagaet Moé
noBoNbLITCTBO CUIbHEE, YeM KOpobKa, KOTOPYIO MHE He pa3peLuatoT OTKPbITb UK MOHATL. B pesynbraTe y
MEHS eCTb JOBepUTENbHBIN MHTEPEC K KpunTorpadum n metogam 6e30nNacHoOCTy.

A 3aHMMaloCch annapaTHbIM XaKMHIOM MOTOMY, YTO MHE HPaBUTCS 3CTETMKA ANEKTPOHMKN; ECTb YTO-TO
yOOBNETBOpsioLLEE B TOM, YTODbI B KOHLE OHSA MMETb 0Csi3aeMblin apTedakT, B OTnnMdmne oT aheMepHbIX
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B6uTOB NPOrpaMMHOro koga. OT0 MOXeT 3By4aTb HEMHOrO [fyno, HO O4HO U3 MOWX 3aHATUI - pasbupaTb
3NEKTPOHHbIE YCTPONCTBA U «4NTaTb» NeyaTHble NnaTol. B 3anaxe coBepLUEHHO HOBOIO 3NEKTPOHHOMO
o6opyAoBaHWSA, TOMBKO YTO BbIHYTOrO U3 aHTUCTATUYECKNX NAKETOB, ECTb YTO-TO BOMHYOLLEE; Aymalo, 3TO
3anax pa3BopayMBaloLLErocst HOBOro NpuknioyeHns. OH MaHWT, Kak CTomnka YicTon ymaru: MHe
WHTEPECHO, 4YTO A caenaro ¢ 3TMMU NycTbiMy cTpaHunuamu. Ctonka 4ymucton 6enon Gymarn ctout nepeno
MHOW 1 BpocaeT BbI3OB: 3aMOSIHU MEHS MOSIE3HON MHOpMaLNEN.

Mos ntobo3HaTenbHOCTb 0ep€T Havano B getctee. Koraa mHe 6b1510 OKOro cemu neT, oTeL, Kynui KIoH
Apple Il. OH kynun ToNbKO MaTEPUHCKYIO MnaTy, No3TOMy Kopryca y Heé He Obino. A 4o cux Nop NOMHIO,
Kak OH BMepBble AocTan eé n3 Kopobku: 3enéHasa neyaTHas nnaTa, 6rnecrawme MUKPOCXeMbl 1 BCE 3TH
pa3HOLIBETHbIE PE3MCTOPbI U KOHAeHcaTopbl. MHe xoTenock ¢ Hel urpaTb! Kak 66l MHE HY Obino
nodonbiTHO ycTporcTeo Apple I, MHe He pa3peluany npykacaTbCa K MaTeprHCKoW nnate. PasymeeTcs,
3TO 03Hayvano, YTo BCAKWM pas, Koraa poavTeny He CMOTPEnu, 1 BblIHUMan MUKPOCXEMbI N3 UX NaHenek Ha
MaTEepPWHCKOW nnarte v genan rnynocTu Bpoge yCTaHOBKM UX 3aA0M Hanepén, 4tobbl NMOCMOTpEeTh, YTO
NPoOn3onaer.

Mocne Toro Kak s HECKOMNBbKO pa3 MOYTU YHUHTOXWUI KOMMNbIOTEP, POAUTENM KyNUM MHE Habop
paguontobutens 200-in-1 oT Radio Shack 1 moto nepByto kHUry no anekTpoHuke, Getting Started in
Electronics ®oppecta Mumca lll. nst MeHs 3TO ObINIO OTNINYHLIM BBEAEHUEM B SNIEKTPOHUKY, MOCKOSbKY
yOOBETBOPANO MOE XenaHue urpaTb CO CXEMaMu U KOMMNoHeHTamn. Mol asas Takke oTaan MHe CBOM
cTapbin ak3emnnap The Art of Electronics XopoBuua n Xvnna BMmecTe ¢ Napon KHUI 0 MUKpOMpoLeccopax.
A nognucancs Ha xypHan Byte, kOTOpbIi B Te BpEMEHa perynsipHo nybriMkoBan KONOHKM 06 annapaTHbIX
NpoeKTax co cxemamu 1 poTorpadousimm.

B KOHUE KOHLIOB 9 pa3Buil JOCTATOYHOE YYThE K 3MEKTPOHUKE, YTOObI HAYaTh MOHMMATb CXEMbI U
nnctuHrn ROM, BknoYéHHbIE B pyKOBOACTBa nonb3osaTens Apple Il. (A no-npexHemy cuuTato, 4To
KOMMbIOTEPbI AOIMKHBI MOCTABMNATHCA C MOMHLIMU CXEMaMM U UCXOAHbBIM KOAOM.) K BoCbMOMY Kraccy s
yXXe NoHMMan OCTaTO4YHO, YTOObI MOCTPOUTL COOCTBEHHYIO NnaTty pacwmpenus anst Apple Il. Ha nnate
6bin peyeBon cnHTesatop General Instruments SPO-256, koTopbii 51 kynun B Radio Shack. A takke
nobasun k Apple |l aHanoro-undgpoBon npeobpasoBaTternb U HanMcan NPUIoXeHne, NpeBpaTUBLLEE MON
Apple Il B roBopsLmin BonbTMETp. A Npogomnkan CTpouTb annapaTtHble YCTPONCTBA, U A0 NOCTYNNEHUs B
MIT cobpan cobcTBeHHbIN paboymnii BCTpanBaeMbiii KOMMNbIOTEP Ha MUKponpoueccope 80188.

B rogbl 6akanaepmata B MIT 51 yKNoHANcs oT pyTuHbl y4eOHbIX 3aaHui, cTposi 3abaBHble HeGonbLune
NPOEKTbI, Takne Kak QUCTaHLUMOHHO yrpaBrsembli BbikntoyaTenb CBETa U pearnpytowas Ha My3biKy
npasgHuYHas nogcseTka Ans moero 6patcrtea ZBT. VIMeHHO B 9T rogpl S BNepBble NO3HaKOMMUIICS C
OOCTYMNHbIMK ycnyramu npototunupoBaHus 1 CAD-uHcTpymeHTamu ansa PCB, Taknumu kak obcyxaaemMble
B npunoxeHun C, «Getting Into PCB Layout».

MosiBneHune ycnyr n3aroToBNEHUSA NeYaTHbIX NNaT, YKagblBaoLWMXCa B OLOMKeT CTyaeHTa konneaxa, -
3HaKoOBOE COObITUE ANs annapaTHbIX XakepoB. HakoOHeU-TO MHCTPYMEHT ANs MOHTaXa HakpyTKOM MOXHO
ybpaTb, a NOBEPXHOCTHO-MOHTUPYEMbIE KOMMOHEHTbI U CITOXHbIE CXEMbI OKa3blBalOTCA B Npeaenax
pocsaraemocTn obblYHbIX NobuTenen.

Ha npoTshkeHun MHOrmx neT st cTaparcst onncbiBaTb CBOW NPOEKTbI Ha CBOeN BeO-CTpaHuue
(http://www.xenatera.com/bunnie), YToObI KaXabli MOI U3BIEYb NOMb3Y N3 MOEro onbiTa. MHorne n3 Momnx
NPOEKTOB AOCTYMHbI CO cxemamu, Gerber-dharinamm n ncxogHsIM KOAOM, XOTS HEKOTopble u3 bornee
NMO34HUX NPOEKTOB ObINN KOHCYNbTALMOHHLIMU paboTamm, MO3TOMY, K COXaneHuto, 1 He MOTy NOAENUTLCS
3TMMU pesynbTaTamm C MUPOM.

lMoka y MeHs1 eCcTb Balle BHMMaHMWE, s XoTen Obl NPOSCHUTL OAWH MOMEHT. A He nonyunn cteneHs PhD B
MIT 3a xakuHr Xbox. XakuHr Xbox Ha camom gene Obin OTBEYEeHNEM OT MOen anccepTaumm, KOCBEHHO
CBSI3aHHbBIM C HEW, HO He LeHTparbHbIM s €€ TEMbI.
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Mos amccepTtaums o cynepkoMnbloTepax 8] 6bina NOCBsILLIEHa apXUTeKType Ans 3pdeKTUBHOW MUrpaumnm
Koda u gaHHbIX. MO MHTepecC K UrpoBbIM KOHCOMSIM NPOUCTEKaeT U3 NPUPOAHOro nobonbITCTBa KO
BCAKOMY 060pyA0BaHWI0 B COYETaHNM C MOOAEPKKON MOEro Hay4yHOro pykoBoauTens, Aoktopa Toma
Hawita. NrpoBble KOHCONM NpeacTaBnSAloT BEPLUMHY MPOM3BOAUTENBHOCTM Ha eAMHULY CTOMMOCTH, a
CTOMMOCTb CErofHs ABnseTcs CyLecTBEHHOM Npobnemon Ans cynepkomnbioTepoB. [1oaTomy meHs
MOOLLPSANM N3y4aTb BCE UTPOBbIE KOHCOMNW, YTODObI MOHATL, YTO S MOrY Y3HaTb O NOCTPOEHUN
3KOHOMMYECKN 3PEKTUBHOIO 060pyaoBaHus. To, 4To Xbox eLé 1 nmena MHTEPECHY CUCTEMY
BesonacHocTH, Bb1No BOHYCOM: NOCKOMbLKY rocyAapCTBEHHbIE BEAOMCTBA OYEHb MHTEPECYOTCS
CYNepKOMMNbIOTEPHBIMWN TEXHONOTMAMN, 6E30MacHOCTL CyNepKOMMbIOTEPOB BCErAa SBNSeTcs TeMOon Ans
paccMmoTpeHust. (Kctatu, Mom konneru no nccnegoBaTenbCKoN rpynne HanMcanm o4eHb NMHTEPECHYI0
CTaTblo O MOCTPOEHUN AOBEPEHHbIX KOMMBIOTEPOB; (9] pekoMeHayto npovnTaTb €€, ecrnim BaMm nobonbITHBbI
anbTepHaTUBLI KPUNTOrpadnyeckn 3aLnLLEHHBIM 4OBEPEHHBIM BbIMMCAUTENBHBIM NRaTdopmam, Takum
kak Palladium n TCPA.)

Moii ny4yLumnii coBeT HauMHaLWMM annapaTHbIM XakepaMm - GbiTb HACTONYMBLIMU U TLLLATENbHbIMW. BaxkHo,
YTO HaCTOWYMBOCTL U TLLATENIbHOCTL MPUXOAAT eCTECTBEHHO, ECN Bbl NOGWTE TO, YeM 3aHMMAaETECh.
Kpome Toro, 6bITb annapaTtHbIM XakepoM - 3Ha4UT oT4acTi BbiTb Gapaxonblumkom. Mokynate HoBoe
obopyaoBaH1e HENOMEPHO AOPOro, NO3TOMY Sl MPMBbLIYHO HaKaMMMBalo crioMaHHoe 1 oGecLieHeHHoe
06opyaoBaHMe U UHCTPYMEHTLI, AaXe eClu He 3Ha0 TOYHO, YTO MOTY C HUMM CAENaTb U CMOTY 1 UX
NoYnHUTL. OKa3blBaeTCsl, MOMbITKN YMHUTL U3MepUTeribHoe obopyaoBaHme camu no cebe sBRsOTCS
y4eGHbIM OMbITOM U MOTyT ObITb BECbMa BO3HarpaxaatoLwyMu, gaxe ecnv B uTore npuxoautcsa pasobpatb
3Ty NPOKNATYIO LUTYKY HA 3amnyacTy.

MpouunTtupyto BeiBlero esaHrenucta Apple n HelHelwwHero pykoBoauTens Garage Technology Ventures
"as KaBacaku: «eLlb Kak NTuua, UCNPaXHANCS Kak cnoH». KaBacaku ykasbiBaeT, YTO KONMMOpY KaxXabIn
OeHb cbepaeT akBuBaneHT 50% macckl cBoero Tena. NMosToMy ecTb Kak NTula 03HavyaeT, 4YTo y Bac
JOoIKeH BbITb GECKOHEYHbIN anneTuT K Hdopmauuu. MNMoanuceiBanTech Ha GecnnaTHble oTpacneBble
XXypHarnbl Mo 3MeKTPOHUKE, NpocMaTtpuBanTe Beb (HO M3bmpaTenbHO OTHOCUMTECH K CalTaM, KOTopble
npocMmaTtpuBaeTe: Bbl ECTb TO, YTO Bbl €4uTe), XoauTe Ha becnnaTtHble BbICTABKU M NOANMCLIBAWTECH Ha
KaxKObl KaTanor n nepnoguyeckoe nagaHune, oo KOTopbiX cCMoXeTe aobpaTthes; pa3bupante kaxgoe
3MEKTPOHHOE YCTPOMCTBO, KOTOPOE NPUHAANEXUT BaM M BalLMM OPY3bsiM, U MblITaNTECh Y3HATb BCE
BO3MOXHOE M3 ero KOHCTPYKLNN.

B annapaTHOM XakuHre nonoBMHy camblX TPyAHbIX NPOBNemM MOXHO pewnTb Ui 0bneryntb, NPocTo
BblOGpaB NpaBuIibHble KOMMOHEHTbI UMK NPUEMBI. «cnpaxHANCst Kak CrIoH» OTHOCUTCS K TOMY, YTOObI
AenuUTbCs MHOopMaLMENR U OTKPLITUAMK € ApYrMMuK xakepamu. CKorbko Gbl MHGYOPMaLWm Bbl HU
nepeBapunu, Bbl HUKOTAAa HE CMoXeTe 3HaThk BCE. CBOOOAHO AeNsiCb CBOMMM HaxXO4Kamu, Bbl
npurnaiwlaete coBeTbl U JOOPYI0 BOIO APYINX XakepoB, 1 3TO NPUBOAUT K cUHeprn ymoB. OCoGeHHO B
annapaTHOM XaKuHre, rge Bce pesyribTaTbl MMEIOT OCHOBY B OCsi3aeMbIx apTedakTax, CoKpbITUe BallmX
NPUEMOB 1 pe3ynbTaToB 03HAYaET NiLLb, YTO APYrve Moau B KOHLIE KOHLOB 3aHOBO M306peTyT Bally
paboty 6e3 Balueit nomown. C Apyroi CTOPOHBI, NPOSIBMANTE HEKOTOPYH PaACcCyAMTENBHOCTE B TOM, YTO
rOBOPUTE UK YEM AEeNUTECH: Y JOAEN OrpaHnYeHHas MponyckHasi CMoCOGHOCTb, U OHM ByayT cnywwaTb
BHMMAaTenbHee, ecnv Bbl AENUTECH pe3yNbTaTaMu, KOTOpble B KAKOM-TO OTHOLLEHWUW HOBbI UIK
WHTEPECHBI.

WTak, bepute oTBEPTKY, 1 HAYHEM XaKkepCTBOBaTb!

CHocku

[1] [Ha3ag] «Trustworthy Computing» Bunna lewitca, http://www.microsoft.com/mscorp/execmail/2002/07-18twc.asp

[2] [Ha3ap] NicTounmk: NPDFunworld.

[3] [Ha3ag] Xopoluasi HOBOCTb COCTOUT B TOM, YTO B NOCNeAHee BPeMsi TEXHOSNOMMN annapaTHOro XakuHra AOroHs0T 3akoH Mypa,
NpVBOASA K BO3POXAEHMIO annapaTHOro xakuHra. Mossunuck AOCTyNHbIE YCNYrn M3roTOBMEHUSA NevaTHbIX NaT, a poxaeHue
MHTEpHeTa ynpocTUno npouecc npuobpeTeHnst KOMMOHEHTOB. Kpome Toro, Takue cepBuChl, kKak NonynpoBoAHuKoBas dabpuika
Mosis n ycnyru FIB (focused ion beam, cpokyCrpoBaHHbIN MOHHbIV Ny4OK), HAYanNu NepeBOANTb XakUHI UHTErparbHbIX CXeM B
obnacte MHaHCOBO BO3MOXHOIO A5 OTAENbHbIX 3HTY3MACTOB annapaTHOro XakuHra.
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[4] [Ha3an] PogHu Bpykc, ampekTtop JlabopaTtopun uckycctseHHoro uHtennekta MIT, ogHaxabl ckasan, 4To ronnueByAckas uaes
YydakoBaToro nsobperarens, cosgarowero y cebs B noaBane UCKyCCTBEHHO-UHTENNeKTyanbHoe CyLLecTBO, NPUMEPHO
paBHO3Ha4Ha TOMY, Kak ecnu Bbl KTO-TO NocTpoun y cebsi Bo ABOpe peakTUBHbI naiHep Boeing 747.

[5] [Ha3aa] 17 U.S.C § 1201(g)(3), Factors in determining exemption. PasymeeTcs, 3HauyeHue BbipakeH!s «COOTBETCTBYOLLANA
MoAroToBKa MMM OMbIT» HE onpeAeneHo. A cunTaro, YTo fnyyllas NoAroToBka AN NpYKNagHbIX MCCnefoBaHui Kpuntorpadum
[OIMKHa BKINOYaTb HEKOTOPbIA NMPAKTUYECKUIA OMbIT XakUHra pearbHbIX KpUNTOCUCTEM.

[6] [Ha3apn] 17 U.S.C. § 1201(g)(2), Permissible acts of encryption research.

[7] [Ha3ap] 17 U.S.C § 1201(f), Reverse Engineering.

[8] [Ha3ag] TekcT moen PhD-gucceptauum MOXHO HanWTu no agpecy http://www.xenatera.com/bunnie/phdthesis.pdf

[9] [Ha3aa] «A Minimal Trusted Computing Base for Dynamically Ensuring Secure Information Flow» Ixepemun BpayHa n Toma
Hawita moxHo HanTu no agpecy http://www.ai.mit.edu/projects/aries/Documents/Memos/ARIES-15.pdf
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maBa 1. AHHynuMpoBaHue rapaHTumn

UHCTpyMeHTbI pemecna

AnnapaTHbIf XakvHI NoHa4vany MOXeT Ka3aTbCs MyratoLmMM M3-3a CIOXHbIX MHCTPYMEHTOB, KOTOPbIE
TpebyloTca AnA HEKOTOPbIX NPOoeKToB. K cyacTbio, 60MbLINMHCTBO Ga30BbIX MPOEKTOB MOXHO BbIMOMHUTD,
BMOXWB B UHCTPYMEHTbI COBCEM HEMHOIO AEHEr - CyMMY, CPaBHUMYIO C LIeHOW OHOW-ABYX Buaeourp. B
npunoxeHun A, «I'ge kynute 06opyaoBaHue», NpuBeaEH PEKOMEHAYEMbIN CMIUCOK HaYarbHbIX
WHCTPYMEHTOB 1 MHCTPYKLMMN MO UX 3aKa3y.

B aToli rmaBe peyb NOMAET 0 6a30BbIX MHCTPYMEHTAX, KOTOPble MOHAA00ATCA ANs CEPbE3HOro
annapaTHOro XxakuHra: o6 MHCTpyMeHTax, MO3BOIAIOLLMX BCKPbIBATb YCTPONCTBA, YCTaHaBNUBaTb U
CHMMaTb 3N1eKTPOHHbIEe KOMMOHEHTbI, ANarHoOCTUpOBaTb U NPO3BaHMBATb CXEeMbl, a TaKXXe NPOeKTUpoBaTb
neyartHble nnatbl. KayecTBEHHbIE BEPCMU MHCTPYMEHTOB U3 NEPBLIX ABYX MPYMN MOXHO KyMnWTb MO
JOBOJIBHO pa3yMHbIM LieHaM. [JuarHocTM4eckue 1 nameputenbHble Npubopbl, Takne kak ocuunnorpadbl 1
Jlorm4yeckme aHann3aTtopbl, CTOAT Ha BeC 30J710Ta, HO Bbl 06Hapy>K|/|Te, YTO 3TO 30J10TO O4YEHb Tﬂ)KéJ'Ioe, n
Takue Npmubopbl CTaHYT CEPbE3HON MHBECTULMEN. YTO KacaeTcs MHCTPYMEHTOB AJ1S1 MPOEKTUPOBaHUS
nevyaTHbIX NNaT, HEKOTOPbIE M3 NYYLUNX PELUEHMI MOTYT OKa3aTbCsl YAMBUTENbHO OOCTYMHLIMU.

"maBa 3aBepLUNTCS NOLLIAroBbLIM UINMOCTPUPOBAHHBIM PYKOBOACTBOM MO BCKPbITUIO Xbox. Bonee onbiTHbIE
annapaTHble Xakepbl MOTYT NPOMYyCTUTb CreayloLme napy rnas.

UHCTpYMEHTLI ANA BCKPLITUA YCTPOUCTB

MepBbIl Wwar B XaknHre 4ero 6bl TO HM BbINO - CHATb KPbILLKY. BOMbLWMHCTBO 3NEeKTPOHHbLIX NpnbopoBs
MOHO OTKpPbITb C NMOMOLLbIO Habopa KpecTOBbIX U MIOCKUX OTBEPTOK, HO CaMble MHTEPECHbIE KOPOOKM
notpebytoT Habopa cneumnanbHbIX 3aUTHbIX GUT.

PucyHok 1-1. Habop 3awwmTHbix 6MT. CrnieBa Hanpago: Nintendo 4,5 mm, security torx, ctangapTHbIl torx,
clutch, Robertson unu square, tri-wing, torqg, spanner u security allen nnu hex.

Ha pucyHke 1-1 nokasaHa nuHerka HEKOTOPbIX PacnpOCTPaAHEHHbIX 3aLUNTHBIX BUT. YANBUTENBHO, HO
Habopbl 3aLMUTHBIX BUT AOCTYNHBI NO LeHe n nx nerko gocrate. MCM Electronics
(www.mcmelectronics.com) npogaét Habop 13 105 3awmnTHbIX 6UT (HOMep 3akaza MCM 22-3495)
JelleBne ABaguaTtu gonnapos n Habop 13 32 npegmeTtoB (Homep 3akasa MCM 22-1875) gewesne
aecatn gonnapos. ATu Habopbl BNOMHE CTOAT BrioxxeHun. 3awuTHele 6uTbl Nintendo npogatoTcs
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oTaeneHo. KpynHyto 3awutHyto 6uTy Nintendo, ncnonssyemyto B Nintendo Gamecube, MOXHO KynuTb 3a
HeCcKonbKo gonnapos (Homep 3akasa MCM 22-1150, «4.5mm Security Bit»). MeHbLwas Bepcus aTon BuThl
(Homep 3akasza MCM 22-1145, «3.8mm Security Bit») Takke ucnonbayetcs B 6oree ctapbix cuctemax
Nintendo n nx nrpoBbIX KapTpuaxax.

Xbox ucnone3yeTt cTtaHgapTHble OUTbI torx (LuecTMkoHevHas 3Be3aa) pasmepoB T10, T15 n T20. O1m Guthl
OOBOSBHO PacnpoCTpaHeHbl U NPOAAITCH B XO3ANCTBEHHbBIX MarasuHax, Takux kak Home Depot. Bam
Takke MOXET NPUrOANTLCS MarHUTHbBIA YOJNIMHUTENb-AepXaTens ang 6ut, ytobbl gobpaTtbeca 4o napbl
TECHbIX MeCT BOKPYT x&cTkoro ancka n DVD-npusoaa B Xbox.

He npuMeHsiTe YpeamepHyto cuy, Koraa CHUMaeTe KpbILKy ¢ obopyaoBaHus. Ecnv Bam kaxeTcs, 4To
Bbl BbIKPYTWUMY BCE BUHTLI, HO KPbILLKa BCE eLLé AepXUTCH, CKopee BCero, Bbl IMGO NponyCTUNN BUHT,
nMBO HYXXHO HaXkaTb Ha Kakme-To PPUKLMOHHbIE 3aLénkn. Kpome Toro, BUHTBI YacTo NpsiHyTCs nog
PE3VMHOBBLIMU HOXKaMW Ha HXXHEN CTOPOHE YCTPONCTBA UIN NOA HaKNenKon. YToObl HAWTU BUHTHI,
CKPbITbI€ HaKnewmkamu, CUNbLHO NOTPUTE NOBEPXHOCTb HaKMnenku. Bel novyBCTBYETE MArKOE MECTO TaM, rae
nog Hen HaxoauTtcs BUHT. ([loBpexXaeHne Takowm Haknenkn ans ocTyna K BUHTY MIHOBEHHO aHHynnpyeT
rapaHTuio Ha obopygoBaHue, HO He 60MTeCk: BONBLUMHCTBO YCTPONCTB paccynTaHo Ha obcrnyxmBaHue,
NO3TOMY MPOCTOE CHATUE KPbILLKM PeaKo Bbi3biBaeT Kakue-nnbo noBpexaeHuns.)

MHorga Bam BCTpeTUTCS yrnpsimas cbopka, koTopasi oTkasbiBaeTcsl pa3bupatbes. Ecnm Kpbilwka nnm
naHenb OTrnGaeTcs Mo KpasiM UMK, KaXKeTCcsl, UMEET HEKOTOPYIO CBOGOAY ABUXKEHUS, €€ MOXeT
YAEPXUBaTb KaKON-TO (DPUKLIMOHHBI 3aMOK. PPUKLIMOHHBbIE 3aMKM 0BbIYHO NpeacTaBnsoT co6oM
KOHCTPYKLIMMN «SA3bIYOK M Masy», COPMUPOBaHHbIE TaK, YTO BCTABUTb S3bIYOK HAMHOrO NpoLLle, YeM BblHYTb
ero. B Takom cnyyae HanguTe s3bl4OK, Habnoaas, rae Kopnyc, Noxoxe, 3acTpsn, U HAaXMUTE Ha A3bIYOK
MareHbKOW MIOCKOW OTBEPTKOMN, OAHOBPEMEHHO OCTOPOXKHO NOATATVBas Kopnyc BBepx. Ecnu Takux
A3bI4KOB HECKOJbKO, BCTaBbTE KaKOM-HUGYOb KNWH, HAanpuMep ApYryto OTBEPTKY UMK CKPerKy, YTobbl
A3bIYOK He 3aLLENKHyIcA 06paTHO, NoKa Bbl OTKPbIBAETE OCTarbHbIE.

Ecnun KpbIlWWKa U1 naHenb He ABUraeTcda gaxke YyTb-4yTb Npn yBepeHHOM HaXXaTuKn, OHa TakXke MOXeT
ObITb NpUKIeeHa unu gaxe 3aBapeHa. Hanpumep, 6noku nutanna wall-wart (kBagpaTHble YEpHble
KOpOBOUKM, KOTOPbIE BKIYAKTCSA NMPSIMO B PO3ETKY) YacTo 3anevaTaHbl UMEHHO Takum obpasom.
Pasbopka Takoro o06opyaoBaHUsA MOXET 03HadaThb, YTO Bbl YK€ HMKOraa He cmoxeTte cobpaTtb ero obpatHo
B MUCXOAHOM BUAE.

MHCprMEHTbI AnA YCTAHOBKU U CHATUA KOMNOHEHTOB

OneKTPOHHLIE KOMMOHEHTLI KpenaTcsa K nnatam nankown. MNpu nanke nerkonnasBkui CNae, U3BECTHLIN Kak
MpWnNow, HarpeBaeTCs 1 pacTeKkaeTCca BOKPYr coeauHsembix metannos. [Npunon n metannsl obpasytoT
nokanbHbI cnnae. [locne ocTbiBaHMSA COeAMHEHUS KOMMOHEHTLI OKa3bIBAKOTCS 3NEKTPUYECKM U
MeXaHWUYEeCKN CoeaUHEHbI.

Ba3zoBble NMHCTPYMEHTLI ANd Narku - NasnbHUK, Npunon, nioc 1 onnéTtka ang sbinanku. (MuHueT ¢
TOHKUMW KOHYMKaMM TOXe OYeHb yaobeH ansa paboT ¢ KOMMOHEHTaMW Marioro Lwara UM Menkumm
petanamun.) MNasnbHKK - py4YHON MHCTPYMEHT, COCTOSALLNIA N3 HarpeBaTefbHOro 3fIEMEHTA U XKara; »aro
ncnonb3yeTcs ANs NaBneHns Npunoes TENONPOBOAHOCTLIO UIU NPSMbIM KOHTaKTOM, B OTNIMYNE OT
OPYrMX MHCTPYMEHTOB, UCNOSb3YIOLLNX rOpsiune rasbl UM UHTEHCUBHOE MHAPpaKpacHoe uanyyerHune. Tun
Xana nasnbHuka, TpebyeMbin 4nst oNTUManbHOM Nepegayn Tenna, 3aBMcuT oT cuTyauunn. Hanpumep,
nnockoe xano «chisel» unu «conical chisel» 6yaet pabotaTb ny4Lie, 4eM NPOCTOE 3a0CTPEHHOE Xarlo,
npu narnke 6onbLUIMHCTBA HEDOMBLUMX KOMMOHEHTOB MOBEPXHOCTHOIO MOHTaXa.

MasnbHUKM TOXE BblBalOT CaMblX pasHbIX KraccoB. Camble AellEBble CTOSAT OKOMNO AeCATN A0NNapoB,
NnocTaBnsTCs ¢ 6oNbINMU, HEYLOOHBIMU XXanamMu U He UMEKOT PEryNIMPOBKM TeMnepaTypbl: OHM NPOCTO
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HarpeBalTCHA HACTOMNbKO CUIIbHO, HACKOMNbKO MOryT. Bornee xopolune nasinbHUKKM CTOSIT AOPOXKE U UMetoT
AaTynK, KOTOPbIN aKTUBHO perynupyeT Temnepatypy xana. PerynupoBka Temnepartypbl genaet gencreme
NHCTpPyMeHTa Bonee npeAckasyemMbiM 1 NPOANEBAET CPOK CNYxXObl Xana. Y nyylmx nasnbHUKOB Takke
Lwupe BbIGOP Xarn, cpeamn KOTopbIX MOryT ObiTb O4E€Hb TOHKME, NPUroAaHble AN paboTbl C KPOLLEYHbIMU
KOMMOHEeHTaMK, BCTPEYaoLLMMNCS CEroaHs B BONbLUNMHCTBE 3NEKTPOHMKN. [ns NéErkoro NcnonbL30BaHus
AO0CTaTOYHO KauyeCTBEHHOro NasnbHWKa, BKII0OYaeMoro nNpsiMo B PO3eTKy, C XopoLumm xanom. OgHako
ecnu Bbl NNaHnpyeTe cobupaTtb NnaTbl ¥ BCEPbE3 3aHMMaTbCH annapaTHbIM XakMHIOM, COTHS 40OMNapoB
3a KayeCTBEHHbIN NasnbHUK C perynnpoBkon Temnepatypsl, Takon kak Weller WTCPT unu Weller WES50,
BMNOSIHE CTOUT BIIOXKEHWS.

Mpunou GbIBalOT caMbix pasHbIX BUAOB. [ns 6onbWIMHCTBA 3a4a4 4OCTAaTOMHO 3BTEKTUYECKOW MPOBOJSIOKM
npunosi Pb-Sn ¢ cepaevyHnkoM 13 no-clean nnv BogocmbiBaeMoro croca. OBTEKTUHECKUE CaBbl
XenaTtenbHbl MOTOMY, YTO OHU NEPexXoadaT HanpPSAMYH0 U3 XUAaKon dasbl B OAHOPOAHOE TBEPAOE
coctosiHve. Kester - KpynHbIi NporM3BoAMTENb NPUMOEB; UX CTAHAAPTHbLIE NMPUMNOW C CEPAEYHMKOM,
Formula 245 n 331, oba goBonbHo xopowu. Formula 245 ncnonb3yeT no-clean ¢ntoc, HO Npu XenaHuu
OCTaTKN MOXHO yAanuTb BaTHOW Nano4kon ¢ HebonbLIMM KONM4ecTBOM U3onponunosoro cnupta. Formula
331 umeeT pntocoBbI CEPAEYHUK, KOTOPLIA paboTaeT ¢ BONbLUMM KONIMYECTBOM MaTeEpPMaroB, Yem 245,
OpHako npu ncnonb3oBaHum 331 HYXXHO BCKOpe MOCHe Navku NpoMbITb MaTy BOAOW, MHA4Ye oCcTaTku
chntoca CTaHyT NUMNKUMU 1, BO3MOXHO, ByayT MewwaTs paboTte cxeMbl. MHOrne guctpmnbbioTopsl npogaT
npunon Kester; Hanpumep, Kester 24-6337-8802 (25-gauge npoBosoka npunos Formula 245 B kaTywike 1
dyHT) nmeet Homep getanm Digi-Key KE1410-ND. lNMpunown, npoagaBaembiin B 60NbLUNHCTBE Mara3nHoB
Radio Shack, Toxe BnonHe xopoLu Ans nanku, XoTs OH 06bIMHO OCTaBNASET NUNKNA YEPHBIA HANéT K
TpebyeT OUNCTKU OpraHNYeCcKMMU PacTBOPUTENSMMU.

rlleI'IOﬁ TakKKe MOXEeT NoCTaBNATbCA B BUAE NacThl, rae KpoLleYyHble Wapukn npmunos B3BeLleHbl BO
(*)J'II‘OCOBOVI maTpuue. MasinbHasa nacta MoXeT ObITb OYeHb nonesHa npn yCTaHOBKE KOMIMOHEHTOB
NOBEPXHOCTHOINoO MOHTaXa C MasnbIM LLarom. (D,OI'IOJ'IHI/ITeJ'Ibele cBeleHNA CM. B NPUITOXEHUN B, ((rlpMéMbl
nankmny».)

Ecnu nasiHoe coeguHeHue ynopHo He hopmupyeTcs, ntoc - NaHaues. Becerga gepxunte nog pykomn
HemHoro cntoca. Korga coegmHeHne obpasyeTcs HenpaBunbHo, Hebonbluas kanns cntoca, HaHeCEHHas
NpsiMO Ha coefMHeHne, 0bbIYHO UcnpaBnsaeT Npobnemy. Prockl Takke BbINyCKaOTCSt BO MHOXECTBE NacT
N XNOKOCTEN, Kaxkaasi M3 KOTOpbIX TpebyeT cBoero metoda ounmcTku. YaobHoe pelleHne ang HaHeceHus
dntoca - prroc-pydka, Hanpumep Kester 83-1000-0951, no-clean cntoc-pyyka Formula 951. 3ty
dritoc-pyyKky MoxxHo KynuTth B Digi-Key nog Homepom aetanun KE1804-ND Bcero 3a HECKOMbKO A0NMapoB.
Radio Shack Takxke npogaét dntocoByto nacty B THoOUKe, HO 3Ta nacTa rpasHas u TpebyeT oumcTku.

HakoHel, onnéTtku Ans BbiNanky NonesHbl Ans O4UCTKY NMHBbIX OrpexoB 1nm owmnboK narku, KOTopbIe Bbl
MoxeTe gonyctutb. OnnéTtka Ans BbiNalky - 3T0 TOHKas NeTéHas MeaHas NpoBoroka, 06bI4YHO
nponuTaHHas cyxum dniocoM. UTobbl MCnonb3oBaTh €€, MOMECTUTE €€ Mexay NasbHUKOM 1
CcoeVHEHMEM, KOTOPOE XOTUTE OYUCTUTD; KOrAa OMnéTka HarpeeTes, NULLHUIA NPUMNON Ha COeANHEHUN
BTSHETCS B Kanunnsipbl onnéTku. HecmMoTps Ha TO YTO ONMETKa MOXeT BbIThb YXXe nponuTaHa (rocomM,
HaHeceHue kannu dnoca Ha oNNéTKy nepesa UCMofib3oBaHWEM BCE paBHO NMoMoraeT NpoLeccy.
Chemtronics BbinyckaeT XOpoLUYo NMHENKY ONNéToK ANg Bbinankun; npumep getanu - Chemtronics 60-3-5
«No-Clean Solder-Wick» (Homep getanu Digi-Key 60-3-5-ND).

BasoByto TeXHUKY Naviku S 00Cyxaato B Ha4ane rnasbl 2, r4e Bbl HAy4YMTeCb yCTaHaBNmMBaTb cuHuii LED Ha
nepeaHto naHens Xbox.
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MHCprMeHTbI Ansa TeCtupoBaHnAa U ANarHOCTUKU

OneKTpoHHOE n3MepuTernbHoe obopyaoBaHMe CyLLECTBYET B TAKOM e MHOXeCTBe (POPM, Kak 1
3MNEKTPOHHbIE NPOAYKTbLI. [Ns HaunHatoLero 6a3oBbli UHCTPYMEHT U3 KaTeropmm «obasaTensHO NMETbY -
undpoBon MynbTUMeETpP. 3a NocneaHne HeCKonbKo neT undposble MynbTUMeTpbl (DMM) cTanu oveHb
PYHKUNOHANBHBIMU U OOCTYMHbLIMUW; TUMNYHBIA NMPUOOP CMOXET U3MEPSTb CONPOTUBIIEHNE, HaNpPsXKeHNe,
TOK, EMKOCTb, MOMAPHOCTb ANOAA U LENOCTHOCTb Lenu Mo LieHe OKONo nNaTuaecsatn gonnapos. Radio
Shack n Jameco (www.jameco.com) npegnaratoT JOCTaTO4YHO pa3yMHbIN BbIGOP MynbTUMETPOB
HavyanbHoro ypoBHs. (B npunoxenun A, «I'ae kynuTb xakepckoe obopyaoBaHue», eCTb pekomeHaaLums no
MyNbTUMETPY Ha4yasnbHOIO YPOBHSI.)

[1ns 6a30BbLIX NPOEKTOB Mo Moaudukaumm n coopke Habopor DMM nonesHbl Npu NpoBEpKe COeaUHEHUIA
Ha KOpPOTKOE 3aMblikaHue, a Takke Npu NpoBepke 6a30BOro COCTOSIHUS CXeMbl 4O M NOcre nogayn
nutaHusa. Pexxum npo3soHkn B DMM mMoxeT NnoOMoYb, KOrga Bam KakeTcsd, YTO Bbl UCNOPTUNN NasitHoe
coeanHeHMe.

B pexxume npo3BoHkn DMM n3gaéTt ToHanbHbIM CUrHam BCSKUIA pas, korga Mexay n3ameputesnibHbIMU
LynaMm CyLecTBYET HU3KOOMHBIN MyTb. [03TOMy (hyHKLUS NPO3BOHKK MONe3Ha Kak A1is MPpoBEPKU
LEeNOCTHOCTU NasiHOro CoeAnHEHNs, Tak U AN NPOBEPKM KOPOTKMX 3aMbIKaHWUA C COCEAHUMMU
coeguHeHnsaMK. He cnegyeTt MCMONb30BaTh PEXUM NPO3BOHKM ANS MPOBEPKN KOPOTKUX 3aMblKaHU B
Lenax NUTaHus, NOTOMY YTO Ha HEKOTOPbLIX MraTax Mexay NMTaHWEM U 3eMNEN BNOMHEe HOpMaribHO
MOXeT BbITb JOCTATOYHO HU3KOE CONPOTMBIEHME (NPUMEPHO AeCHATb OM), YTobbl cpaboTarn 3ByKOBOM
curHan npo3BoHkK. [oaTomy nepef nogayen nuTaHMs Ha NOOYH TOMBLKO YTO MOAUMMLIMPOBAHHYIO UK
cobpaHHyIo nnaTty UCMnonb3ynTe PeXMM M3MEPEHUS CONPOTUBIIEHMUS, YTOOLI NPOBEPUTL M yOeauTbes, Y4To
Ha NUHUAX MUTaHWUS HET NOMHOMO KOPOTKOrO 3aMblKaHWs (HYNEBOro CONpPOTUBIIEHNS).

[na obpaTtHon paspaboTkun 1 bonee NPoaBMHYTLIX MPOEKTOB 6a30Bble MHCTPYMEHTLI, KOTOPbIE Bam
noHapoo6sATcs, - ocumnnorpad v nHorga normyeckuin aHanusatop. Ocumnnorpadbl NonesHbl ANs 3axsaTa
noapobHo hopMbI ANEKTPUYECKUX curHanos. C NoOMOLLbO ocuuniorpada MoXHO AMarHoCcTUpoBaTh
nNpobnemMbl CUHXPOHU3aLUW, LLYMa 1 NOMEX.

BaszoBble onpegenstoLlmne xapakTepmucTmk ocumnnorpaga - Konm4ecTso KaHanos unv ¢opmM CUrHanos,
KOTOpbIE€ OH MOXET OTOOpaxaTb OAHOBPEMEHHO, U Er0 MakCMarbHas SfieKTpu4eckas nonoca
nponyckaHus. KayectBeHHble ocumnnorpadbl 06bI4HO UMEIOT YeTbIpe KaHarna v nonocy cebiwe 500 MIy;
Jelwésble nnu 6eiBwMe B ynoTpebneHnn ocuunnorpadbl 4acTo MMEKT TOMNbKO ABa KaHana u rge-to ot 20
0o 100 MINy nonesHon nonockl. [MaBHOE orpaHnYeHne BCcex ocumnnorpacoB COCTOMT B TOM, YTO OHU
MOryT OTODOpaXkaTb TOJNIbKO KOPOTKUA oparMeHT 3NEKTPUYECKOro curHana.

INornyeckne aHanusaTopbl NONe3Hbl ANs 3axBaTta 60nbwmx 06bEMOB LMAPOBbLIX AaHHBLIX. OHK
obMeHMBatoT CnocobHOCTL 3axBaTbliBaTb YOPMY CUrHaNa Ha LUMPOKME BO3MOXHOCTIN aHanusa u
perncTpauun aaHHblX. lornyeckne aHanmsaTopbl NOME3Hbl ANA ANAarHOCTUKM CROXHBIX LIMGPOBBLIX LLWH U
cxeM. basoBble onpefensaoLme xapakTepUCTUKA FTOTMYECKOro aHanuaatopa - KonmyecTBo L poBbIX
KaHarnoB, KOTOpble OH MOXeT ANCKPETU3MPOBaTL, MakcuMarbHas YactoTa QUcKkpeTnsaumm u
MakcumanbHas rnyobuHa BbIOOPKU. TUNUYHBIA COBPEMEHHBIN JTIOTMYECKUI aHanM3aTop MOXeT MMETb
HEeCKOMbKO AEeCATKOB KaHaroB, YacToTy AMCKPeTU3aumMmn B COTHU Merarepy U rnybrHy BeIGopkM B napy
merabanT. Cpean Opyrmx BO3MOXHOCTEN NOrMYECKUX aHanm3aTopoB - MporpaMMmpyemMble anropntMel
3anycka u cnocobHOCTb OBHapyXuBaTb MUTYN UK runt-MMMynbChbI.

K coxaneHuio, cpeHsas LeHa HoBOro ocuunnorpada unm normi4eckoro aHanusaTtopa coctaBnseT ot
TbICAY A0 AECATKOB ThiCAY A0NMapoB. XopoLlas HOBOCTb COCTOUT B TOM, Y4TO BOMbLUMHCTBY NPOEKTOB He
noTpebyloTCst camble HOBbIE U NyYllne U3MEPUTENbHbIE TEXHOOMMK, NO3TOMY MOXHO 0BONTUCH
nogepxxaHHbiM obopyaoBaHvem. Pagnontobutensckne 6apaxornkum - OTNNYHbIE MeCTa, rAe MOXHO AELLIEBO
nopgobpaTb CTapbin ocumnnorpad uny aHanusaTop; Ha eBay Toxe Bpems OT BpeMeHU BCTpevaroTcs
xopoluve npeanoxenHus. Ecnv Bam npuxoamTcs Belbnpath MeXay nokynkon ocumnnorpadga u
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rfiorm4yeckoro aHanuaaTopa, s Obl pekoMeHZOoBan cHavYana Kynutb ocuunnorpad: normiyecknii aHanmnsaTop
Janeko He Tak yHuBepcarneH, kak ocuunnorpad, n obbsidHo gopoxe. Ocumnnorpad MOXHO yroBopuTb
3axBaTWUTb OFPAHNYEHHbBIN OO BEM NTOTMYECKMX AaHHbIX, TOr4a Kak TOrMYyecknii aHanmsaTop HUKorga
Henb3s MCNonb30BaThb ANs U3MEPEHUs aHanoroson opMbl curHana. Kpome Toro, noctponTb
camofenbHbIN NTOrMYecKMin aHanuaaTop ¢ ncnonb3oBaHnem FPGA u cneumanbHbIX nnaT npoLe, 4em
nocTpouTb ocumnorpadg conoctaBumoro kadyectesa. CamogernbHble Nnormdeckue aHanu3atopbl MOXHO
OTHOCUTESNBHO OELLEBO CTPOUTb AN BbICOKOKMACCHbLIX BEICOKOCKOPOCTHLIX MpuMeHeHui. (B rmase 8
OMUCaHO, KaK s NOCTPOMI camoferbHbIA NOrMYecknii aHanmaaTop 48 NpOoCnyLUMBaHNS KpUTUYECKOM
BbICOKOCKOPOCTHOW LLUMHbI B XbOX.)

B kpanHeMm criydyae o4yeHb NpoCcToe YCTPOMCTBO 3axBaTa UUGPOBbLIX TPACC MOXHO NOCTPOUTL NPUMEPHO U3
petanen Radio Shack Ha natbaecaT gonnapos. OgHaxabl MHE NPULLITOCh 3aXBaTWUTb AaHHbIE Ha NOPTY
knasuatypbl PS/2, HO y MeHs He BblNo HMKaKoro M3mMepuTensLHOro 06opyAoBaHUs, a JaHHbIE HYXXHO BbIno
3axBaTuUTb HeMeaneHHo. MakeTHas nnaTta ¢ HECKONIbKUMM CBETOANOLHBbIMU LLKANaMu, NOAKITHOYEHHBIMM K
Habopy 8-OuTHbIX pernctpoB (getans 74HCT574), caBuraowux gaHHble, pelumna 3agady - Bce
KOoMnoHeHTbl 5 Kynun B Radio Shack. PeanbHas KOHCTPYKLMSA AOBONbHO NPOCTa, HO NMOCKOSbKY eé
NPUMEHEHNE OYEHb OrpaHNYeHo, 1 U30aBnto Bac oT NnogpobHocTen. CyTb B TOM, YTO Bbl MOXETE CTPOUTb
COOCTBEHHbIE YCTPONCTBA A1 3axBaTa LMGpPOBbIX AaHHbIX; 06 3TOM CTOMT nogymartb, Npexae Yem
BbIKIaAblBaTb HECKOMbKO ThICAY JOMMNapOoB 3a NOrMYeCckuin aHannsaTop.

MHCprMeHTbI AnA NPpoeKTupoBaHus

MocnegHun Habop NHCTPYMEHTOB, HEOOXOAMMBIV ANS 3aBEPLUEHUS KOMeKL MM Ntoboro xakepa, - 310
Habop anNeKTPOHHbBIX MHCTPYMEHTOB npoekTnpoBaHusa ana PC-nnat n FPGA. Tema npoekTnpoBaHus
PC-nnat u FPGA obcyxaaetca B NPUNOXKEHUSX, HO 34eCb CTOUT YNOMSIHYTb, YTO Ka4eCTBEHHbIE BEpCUn
Takux MHCTPYMEHTOB MOXHO MONyYnTb NoYTK GecnnaTtHo. B pesynbTtaTte MOXHO CNpOoeKTUpoBaTh 1
NMOCTPOUTL MOMTHOLEHHYHO NeYaTHYHo NnaTy Co CNOXHbIMU PEKOHMUIYPUPYEMBIMIU annapaTHbIMM
KOMMOHeHTaMu gellesne ctommoctu Xbox - BKroyYast CTOMMOCTb MHCTPYMEHTOB NPOEKTUPOBAHMUSA U
N3roTOBIEHUS.

MpoekTupoBaHue PC-nnaT paHbLue 6bi0 04eHb JOPOrUM NPeaNpPUATUEM: MHCTPYMEHTbLI CTOMUMMU ThiCAYM
Jonnapos, a NPOCTON NPOU3BOACTBEHHbIV 3aMyCK NnaTbl CTOU HECKOMBKO COTeH aonnapos. CerogHs
HOBUYOK MOXXET U3rOoTOBUTL NMPOCTYIO NnaTy Ha obLLy0 CyMMY MEHbLUEe CEMUAECATU Aonnapos. Ons
npoektupoBaHusa PC-nnat Altium, paHee Ha3sbiBaBLiascs Protel, npogaét nHctpymenT CircuitMaker2000.
XoTsa 1 He ncnonb3oean CircuitMaker2000 wnpoko, MOE nepBoe BrneYyaTNIieHNe TakoBO: OH OYEHb MOXOX
Ha Tenepb CHATLIN ¢ npou3BoacTBa Protel 99SE ot Altium. 3arpyaute 6ecnnatHyto 30-4HEBHYHO
OEMOHCTPALVOHHYH BEPCUIO NN X BECNNAaTHYHO CTYAEHYECKYH BEPCUIO (C OrpaHUYeHnsIMn), KoTopas
naeanbHO NoaxoauT Ansi NepBoro npoekta nnarhl, ¢ http://www.circuitmaker.com. lNocne Toro Kak Bbl
CNPOEKTUPYeTE CBOK NEPBYH MaTy C NOMOLLbIO 6ecnnaTHOro MHCTPYMEHTA, €€ MOXHO U3roTOBUTDL Y
noctaBsLmka Bpoge Sierra Proto Express (http://www.sierraprotoexpress.com) npumepHo 3a 30 gonnapos
3a nNnaTty Ha MOMEHT HanMcaHus, NpyY MMHUManbHOM 3akase B ABe nnatbl. Kak BuauTe, ueHa 6onblue He
SABNSETCA CepbE3HbIM BapbepoM, U S NpPMU3bIBat0 Bac NonpoboBaTb NOCTPOUTL OANH-ABA NPOEKTa Ha
COOCTBEHHbIX NeYaTHbIX NnaTax.

FPGA - Field Programmable Gate Arrays, nporpaMmMmmpyemble Nofb30BaTeNeM BEHTUNbHbIE MAaTPULbI -
SBNAIOTCSA peLleHneM st HeQopPOororo NPoToTUNMpPoBaHns kpemHust. FPGA coctout ns 6onbLioro
MaccuBa BEHTUMNEN N 3NIEMEHTOB XPaHEeHUs C NporpaMmmMmpyemMbiMy coeanHeHnsmu. B pesynbtate FPGA
MOryT peanu3oBbiBaTb BCEBO3MOXHbIE LIMGPOBbIE YCTPOWCTBA, OrPaHNYEHHbIE TONTbKO EMKOCTbIO
BeHTMNen 1 nposoaHukoB camon FPGA. Bonee kpynHbie FPGA, EMKOCTbIO B HECKOSbKO MUITITMOHOB
BEHTUMEN, MOryT cofiepXaTb Liernble CUCTEMbl BMECTe C MUKponpoLeccopamu u nepudpepuen. FPGA
Takke oveHb goctynHbl: Xilinx Spartan || FPGA Ha 100 000 BeHTunen ctout okono 20 gonnapos npu
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nokynke nowTy4Ho. U yto ewé nydwe, ana FPGA Xilinx moxHo 6ecnnaTtHO nonyyYnTb HEOrpaHUYEHHbIe
cpeabl npoekTupoBaHus n cuHTesa! Y Xilinx ectb 6ecnnaTtHbIn NpoaykT nof Ha3saHueM «ISE WebPacky,
OOCTYMHbIN Ha UX cante (www.xilinx.com), KOTOPLIN BKIOYAET Takme BO3MOXHOCTH, Kak cuHTe3 Verilog n
VHDL, reHepaums HDL testbench 1 nporpammHoe obecneyeHne ans aHannaa sHepronoTpedneHus.
Verilog - C-nogobHbIV A3bIK annapaTHOro NPOeKTUPOBaHNS; ero MOXHO NpeacTaBUTb Kak CTPOro
TUNN3MPOBAHHBIN, MHOTONOTOYHbIM C. 3TO OTNMYHAsA HOBOCTb A1 NPOrpaMMHbIX XakepoB, KOTOpble
xoTenu 6bl nonpoboBaTk cebs B annapatype. CyLecTBYOT JaXe open-source coobLlecTBa annapaTHOro
NPOEKTMPOBaHMS, TakMe Kak WWw.Opencores.org, rae MOXHO ckavaTb Ko MUKPOMPOLECCOPOB U ApYrnX
WHTEPECHbIX LMPOBLIX KOMMOHEHTOB, ONAThL Xe becnnaTHo.

CtaTtuyeckoe 3neKTpuM4ecTBO: younua cxemM. Ctatmyeckoe anekTpuyYecTBO, TakKe N3BECTHOE
kak Electro-Static Discharge (ESD), - 6u4 nHTerpanbHbix cxem. CoBpemeHHble |C 0cobeHHO
YyBCTBUTENbHbI K ESD; HECKONBKMX BOMbT 4OCTAaTOYHO, YTOObI YHUUTOXWUTb OTKPbITbI
TpaH3ucTop. MNMocKonbKy Bbl HE YyBCTBYETE pas3psifbl CTaTUYECKOrO 3f1IEKTPUYECTBA 40 AMana3oHa
COTEH WK ThICAY BOSbT, Bbl MOXETE YHUUTOXAaTb Takne yCTPOMCTBA, AaXe He 3Hasi 06 3ToMm.

XopoLuasi HOBOCTb COCTOUT B TOM, YTO 60OMbLUMHCTBO MMKPOCXEM CTPOSATCH CO cneumanbHbIMM
CTPYKTypamu, NomorarLmmm caenatb ux 6onee ycronumebiMn k ESD. Tem He meHee nydiue
A0BPOBOMLHO He y4acTBOBaTh B MX NpoBepke. YTo6bl HenTpanu3oBaTb CTaTUdecKkoe
3MNEeKTPNYECTBO Ha CBOEM Terne, BCerga KacanTechb 3a3eMNEHHOro MeTann4eckoro npeameTa
nepepg Tem, Kak npMkacaTbCs K nevyaTHon nnarte unn mmkpocxeme. OTKPbITLI METaN Kopnyca
KOMMblOTEpa, NOAKMIOYEHHOIO K NPaBMbHO CMOHTUPOBAHHON BbLITOBON PO3eTKe, - XopoLuas
OoTrnpaBHas ToYKa.

HoweHune aHTuctatuyeckoro bpacnera, OCTYNHOrO NOYTH B IIO6OM KOMMBIOTEPHOM MarasuHe,
cBedéT K MUHMMYyMY puck noBpeantb Xbox paspsigom ESD. Ytobbl 6pacneT 6bin adhpekTmBeH,
OH JOMKeH BbITb MOAKMIOYEH K 3a3eMMNEHHOMY OB BLEKTY.

Ecnu BaM HpaBUTCH XUTb Ha rpaHn, paboTta BOCMKOM Ha He NOKPLITOM KOBPOM 6ETOHHOM nony
Takke ObygeT AepxaTtb Bac 3a3eMnéHHbIM. [onble 6eTOHHbIE NOMbl YAMBUTENBHO NpoBOASALLNE,
BMMOTb 4O TOrO, YTO OT ANMUTENBHOIO KOHTAKTa C ANEeKTPOHHLIM 060pyA0BaHNEM, NOAKMOYEHHBIM
K HENpaBWnbHO CMOHTMPOBAHHbLIM PO3ETKaM, MOXHO MOMYYNTb yaap TOKOM Unu oxor. JlIuHoneym
W AepeBsHHbIE MOSbl TOXE MOryT ObiTb 3EKTUBHBIMM TOYKaMK 3a3eMINEHUS, B 3aBUCUMOCTUN OT
TUNa NAMTKM UK BOCKA, UCMONb30BaHHOIO Ha nosy. YTobbl rapaHTMpoBaTh 4OCTAaTOUHYIO
NPOBOAMMOCTb MOfia, MOXHO HAHOCUTL CheLuunanbHble NPOBOASALLME BOCKA UMK CNPeV.

Pa3bopka Xbox

Tenepb, Koraa mMmbl 06CyAMNM HEKOTOPBLIE MHCTPYMEHTbI, KOTOPbIE MOHAA00ATCA BaM 4118 XaKuHra,
[aBaiTe 3anMEMCcH XakMHrom. MNepBbin war B xaknHre Xbox - oTKpbITb KOPOOKY. BOT MHCTPYMEHTHI,
KOTopble NoHafo06sTCs, YTOObI CHATL KPbILLKY:

* BuTbl Torx T10 1 T20 (6KTbl B dhOpMe LLUECTUKOHEYHON 3BEe3Abl).

* PykosaTka-otBEépTKa ANs 6uT.

* AHTUCTaTnyeckue cpeacTtea 6e3onacHocTh (cMm. «CTaTnyeckoe aneKkTpu4ecTBo: youmiua cxemy).
* ManeHbkas nnockas oTBE€pTka (MonesHa, HO He 0bsA3aTenbHa).

NB. Nepepn Tem kak HadaTb pa3bupatb Xbox, umenTe B BUAY HECKOBLKO BELLEN: BO-NEPBbLIX, NpU
pa3bopKe Bcerga ecTb HEKOTOPbIN PUCK HEOOpaTUMOro noBpexaeHus, a pasbopka Xbox
aHHynupyeT Bally rapaHTuio. Bo-BTopbIX, 06s3aTenbHO NnpoynTanTe BeCb pasgen LenmkoMm,
npexae Yem npogormkatb. W B-TpeTbux, Nnofnyvyante yaoBONbCTBUE.
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LWWar 1. CHayana 6e3onacHocCTb

Otknounte Xbox ot cetu. Ecnu octaBntb Xbox nogkmoYEHHON, Bbl NOABEPrHETECH ONACHOMY, BO3MOXHO
CMepTENbHOMY, HanNpPsHXXEHUIO.

LWWar 2. BblkpyTUTEe BUHTbI KOpnyca

MepeBepHuTe Xbox BBEPX HOM U OCMOTPUTE HUKHIOK CTOPOHY. BEPXHIOK U HVXKHIOK MOMOBUHBI
BHELLHEeN 000noYKN yaepXKMBatoT LECTb BUHTOB, N BCE OHW CKPbIThbl N0 HaKnenkamu nim pe3vHoBbIMU
HOXXkamu. Ha pucyHke 1-2 nokasaHo MONoXeHWEe BCEX MECT PaCMOfIOKEHUSA BUHTOB.

PesunHoBble HOXKM npukneeHbl K Xbox cunbHbIM kneem. [ns CHATUS Hoxek 0bbluHO noTpebyeTca
HebornbLUasa NOMOLLb NOCKON OTBEPTKU. Ha pucyHke 1-3 nokasaHa ata npoueaypa. Nocne Toro Kak Bbl
noaAeHeTe Kpan pe3vHOBOW HOXKW, OTOTHWUTE €€ Ha3az Kak MOXXHO poBHee, YTOObl COXpaHUTb KIEeNKyHo
MOAJSIOXKKY Ha HoXxKe. Ecnn gencTBoBaTh akkypaTHO, MO3XKe Bbl CMOXETE NPUKPENUTb HOXKY 0O6paTHO, XOTH
nocne napbl UMKIOB CHATUS KNewn noTepsieT NMNKOCTb. B kayecTBe 3amMmeHbl MOXHO KynuUTb Pe3NHOBbIE
HOXKM B NMOBOM XO3IMCTBEHHOM MarasvHe 1 NpUKpenuTb UX, ecnu Bbl ncnonsdyete Xbox Ha
MOBEPXHOCTU, KOTOPAs CKONb3Kas UM YyBCTBUTENbHA K LlapanuHam.

Wcnonbayinte 6uty Torx T20, 4TOObI BbIKPYTUTL YETbIpE BUHTA, KOTOPbIE HAXOAUMUCE NOA4 PE3NHOBLIMM
HOXKaMW. BUHTBI 4OBONBHO AMNMHHBIE, HO pe3bba y HUX KOPOTKas, MO3TOMY BbIKpYYMBAHME LOMKHO
NpovTK ObICTPO.

lNocnegHue aBa BMHTA CKPbIThl NOA4 HAKMENKOWN C CEPUNHBIM HOMEPOM M HaKMenkon cepTudunkaumm
npogykTa. Ha pucyHke 1-4 nokasaHO pacrnonioXeHne 3aTUX BUHTOB.
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PucyHok 1-2. PacnonoxeHune BUMHTOB kopnyca Xbox. OT0 BUA HMKHEN CTOPOHbI XbOX.

UToObl HaNTK KX, CUNBHO NPOBEANTE nanbuem no obLuer obnacTu, rae AOMKHbI HAXOAUTLCA BUHTLI. Haa
OTBEPCTUSIMU BUHTOB HaKMelka crierka npogasutcs. INpokonuTe Haknerky OMTon u caBurante nnm
noBopaynBanTe 6uTy, Moka OHa He NonagéTt B OTBEPCTME BUHTA, 3aTEM BbIKpYTUTE BUHT. ECrin Bam BaxHa
KOCMEeTU4ecKas LenoCTHOCTb HaKMNeekK, yaepXMBanTe Haknemnky Ha MecTte, noka BbIKpyYMBaETE BUHT,
MHa4e OHa OTOrHETCS I NOPBETCS.
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PucyHok 1-3. icnonb3ynTte ManeHbKyro NAOCKY OTBEPTKY, YTOObI NOAAETh Kpal Pe3NHOBbLIX HOXEK
Xbox, 3aTeM akkypaTHO OTOTHUTE UX.

PucyHok 1-4. PacnonoxeHue BUHTOB, CKPbITbIX HAKMNernkaMu ¢ CepUiHbIM HOMEPOM U cepTuduKkaumnen
npoaykra.

CosgerT. [lepxkunTe non pyKkoi HeGOmbLUON NIOTOK UIW NIacTUKOBbIA NaKeT AN XpaHEHNUS! BUHTOB,
yTOObI He NOoTepsATb UX. BUHTLI, yaepxusatowme Xbox, 4OBOMbHO cneunduyHbl, U BaM MOXET
oKasaTbCs TPYOHO KYMWUTb NOAXOOSALLYI0 3aMeHY B MECTHOM X03AMCTBEHHOM MarasuHe.
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War 3. CHUMUTe BEPXHIOK KPbILLKY

K 9TOMY MOMEHTY Yy BaC OOJTKHbI ObITb BbIKPpY4€HbI WeCTb O4UHAKOBbIX OANTUHHbIX BUHTOB. |_|OBepHI/ITe
Xbox npaBuUbHOM CTOPOHOWM BBEPX, OCTOPOXHO BO3bMUTECH 3a KOPOOKY C OOKOB OTKPbITbIMU NAaAOHSIMU U
nonpobynTe CHATb KPbILLKY NErkum nokadnsaHnem. Ecnvm aTum cnocobom KpbliLlKa He CHUMaeTcs,
BO3MOXHO, BaM HY>XHO «CABWHYTb» KPbILKY, NogAesas Kopnyc nansuamu c3agu. B HekoTopbix pegkmx
crnyyasix Bam Takke npuaéTcs nogaeTb e€ OTBEPTKOM cnepeam, HO Aenante 3T0 OCTOPOXHO U Msrko. Ha
pucyHke 1-5 nokasaHbl HEKOTOPbIE TOYKM, KOTOPbIE MOXHO MCNONBb30BaTh, YTOObLI MOMOYb CHATBH KOPMYC.

PlllcyHOK 1-5. HeKOTOpre MeCTa, rae MOXXHO nogaesatb Kopnyc, YTOObI OTKPbITb YNPAMYHIO KPbILLKY.
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He cpbiBawiTe KpbILLKy KOpnyca cunon. Ecnv onncaHHble Bbile cnocobbl NogaeBaHns He A4al0T HUKAKOro
nporpecca, BO3MOXHO, nocne nyénukawmm aTon KH1rm 6bin gobasneH 4ONONHUTENBHbIN BUHT.
MonpobyriTe HAaNTU BMHT, OLLYNbIBas HAKIENKN Ha 3aHeN cTopoHe Xbox.

LWar 4. NepemecTnte AUCKOBLIE NpUBOAbI

Tenepsb, Korga Bbl BHYTPK, Bbl AOMXHbI YBMAETL ABa NPUBOAA, YCTAHOBMNEHHbIE HA YEPHBLIX NNACTUKOBLIX
canaskax. Ytobbl nony4mTb 4OCTYN K MaTEPUMHCKOW NriaTte, Bam HYXXHO nepemMectutb (He obssaTtenbHO
CHATb) AnckoBble npusodpbl. OTkNoYaTh Kabenn NPYBOAOB HE HYXXHO, HO HYXHO BbIKPYTUTb BUHTHI,
yaepxuBaloLmne canasku npuBogos.

Canasku ygepxusatotcs Tpems sBuHtamu Torx T10. Ha pucyHke 1-6 nokasaHo pacnonoxXeHue 3Tux
BUHTOB. OfMH cnpsaTaH nog cepbiM neHTouHbIM IDE-kabenem okono 3agHen Yactu kopnyca, a Ba
yTONSIEHbI MPMMEPHO Ha OIOVIM HIDKE MOBEPXHOCTU NPMBOAOB OKOJSO NEpPedHEN YacTu Kkopnyca. YTtobsl
YBUOETb YTOMMEHHbIE BUHTLI, BAM MOXET NOHAA0bUTbLCA (DOHAPUK UMK NPsIMOE BEPXHEE OCBELLEHNE.

YTonneHHble BUHTbI MOTYT OKa3aTbCsl HEMHOTO CIIOXKHbIMW, €CMN Y Ballew OTBEPTKM HET MarHUTHOro
aepxatens 6uT: 6uta BygeT CTPEMUTBLCS COCKONb3HYTh, NMOKa Bbl MO3NLMOHUPYeTe eé Hag BuHTOM. buta
TaKke AOCTATOYHO Mara, Y4Tobbl NonacTb B MPOCTPAHCTBO MEXAY BUHTOM M NNacTUKOBLIMY canaskamu.
Ecnu canasku npyBoAoB OCTaTCA HEMOABWXKHBLIMU, XOTSl BaM KaXXeTCS, YTO BUHTbI BbIKPYYEHBDI,
nepenpoBepbTe, AENCTBUTENBHO NN OHU BbIKPYYeHbl. Bbl 4OMKHBbI 6bITb CMOCOGHLI crerka NPUNogHSATbL
canasku 6e3 YpeamepHoro ycunus.
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PucyHok 1-6. PacnonoxeHue Tpéx BUHTOB canasok npusogos. O6patute BHUMaHWE, YTO Cepbliii
neHTouyHbIn IDE-kabenb npunogHAT ana gotorpadun. Kopobka cnesa - XECTKMIA ANCK, kopobka cnpasa -
DVD-npuBsoga.

lMocne cHATWSA BUHTOB HY>XHO 0CBOBOANTbL kKabenb NUTaHWS XXECTKOIo AMcKa, MHaye OH byaeT mewwartb
CHATUIO canasok npmeogoB. Kabenb nuTaHns - 3T0 YEPHO-KENTO-KPACHbIV XIYT NPOBOAOB C BHELLHEN
CTOPOHbI XECTKOro Ancka. XXEcTkum Anck - yCTponCcTBO crneBa Ha pucyHke 1-6. Kabenb yaepxnsaeTcs B
BbleMKe BAOMb Kpas canasok. OcTopoxHo ocBoboanTe kabenb M3 BbIEMKM Tak, YTOObI HA HEM NOSBUIOCH
napy AtonmoB cBo6oaHoro xoaa. Ha pucyHke 1-7 nokasaHo NPUMEPHO, CKONbKO CBOOOAHOIO XoAa AOIMKHO
ObITb NOCNE 3aBepLUEHUS.
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PucyHok 1-7. OcBobogute kabenb XECTKOro AMCKa U3 yaepxuBatoLlern Bolemkn. Korga oH 6yget
cBoboeH, Y Bac AOMKHO NOMy4nThCsa napy ANMOB cBOOOAHOro xoaa kabensi.

Korga kabenb 0cBOBOXAEH, Bbl CMOXETEe MOOHSATL XECTKUIA ONCK U3 ero nocagoyHoro mecta. [NogHumunTe
XKECTKUI Anck n nonoxute ero nosepx DVD-npueoga. O6enmn pykamu nogHumute DVD-npusog u
XKECTKMIN ONCK N3 KOPMyCa U OTKMHbTE MX Hapyxy Tak, 4Tobbl OHM cBMCcanu cOOKy, Kak Moka3aHo Ha
pucyHke 1-8. Kabenwu, coeamHstowme npnBoabl, AOMKHbI Nerko nepernbarbcst 63 ConpoTUBEHUS.
(Cnepgute 3a xénTbiM kabenewm, BbixoasawmMM M3 3agHen yactn DVD-npuBoga: ecnu Bbl He byaeTte
OCTOPOXHbI, €70 NErko BblAePHYTb U3 pasbeéma.)

29



PVICVHOK 1-8. lNonoxeHne ANCKOBbIX npnBoaOB C COXpaHEHNEM INEKTPUYHECKNX coeguHeHnn ans
TECTUPOBAHNA N BKCNEPUMEHTOB.

Tenepb nepef Bamu NOSHbIN BUA MaTepuHcKon nnatel Xbox n 6rnoka nutaHus, Npu 3TOM HU OOUH U3
NPUBOLOB He OTKIOYEH. Takast KOMNoHoBKa byaeT nonesHa npu TectupoBaHmm Xbox nocne nobbix
annapaTHbIX MoguduKaumi.

Bcerga nomHute o 6110ke NUTaHWS: HA HEM €CTb HaMpsXXeHWsl, KOTopble MOryT TpaBMUPOBaTh NN youTb
BacC Npu NPUKOCHOBEHUN. [TOMHWTE, YTO OH HAXOAUTCS «MNOA HaNpPsKeEHNEM» BCE BpeMsi, noka Xbox
noakmntoYveHa K cetn, gaxe ecnu cama Xbox BbikrtoyeHa. Takke obpaTtute BHUMaHUE, YTO HWXKHSAS YacTb
canasok XeécTkoro ancka n DVD-npuBog nmeroT BTOPUYHOE Ha3Ha4YeHUe: OHM 00pasyoT BO3ayLUHbIE
kaHanbl BHyTpu Xbox. AnutenbHasa paboTta Xbox ¢ npyBogamm, OTKMHYTbIMW B CTOPOHbI, MOXET MPUBECTU
k neperpeBy Xbox. TO4YHO Tak xe cnegute 3a 6onbLLIMMK antoMnHMeBbIMU pagmaTopamu Ha CPU n GPU.
Bo Bpems paboTbl Xbox OHU MOTrYT CTaHOBUTBCS HEMPUATHO FOPSAYUMU - NOTEHLUMAMNBHO AOCTAaTOYHO
rops4nMmm, 4Tobbl 06GXeuYb Bac.

[nsa npoekTa B cnepytowen rnase (3ameHa LED Ha nepegHeit naHenu Xbox) Bam He HYXXHO OTKNoYaTb
XECTKMe AMCKN, XOTSA caenaTtb 3TO NpeanoyTUTensHO. 3TO He A4acT BaM CO3[aBaTh Ype3MepHbIe Harpysku
Ha kabenu nNpu MaHUNynAuusax ¢ kopnycom Xbox.

LWar 5. CHumMuTe aMcKoBble NpMBoAbl (HeobsA3aTernbLHO)
Bo mHorux cny4yadax Bbl 06Hapy>|<MTe, YTO MOJTHOCTbIO CHATb OUCKOBbIE NPUBObI y,u,o6Hee 1 besonacHee
ANnd Bawero o6opyaoBaHus.

YTtobbl caoenaTb 9TO, CHavana oTKNouYuTe cepbivi NeHToYHbIn IDE-kabenb oT maTtepuHckon nnatbl Xbox.
3aTeM OTKITUNTE OT MaTEPUHCKON NNaThl XXENTbIN Kabernb U3 OTAEeNbHbLIX MPOBOAOB, NOAKITHOYEHHbIN K
DVD-npuBogy. OTOT XENThIN kabenb NnogaéT nutaHne Ha DVD v nepenaét matepuHckon nnaTe
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nMHopmaumto o coctossHum notka DVD-npmBoaa. He TsHUTe 3a oTAenbHbIN NpoBoA B XXENTOM kabene n3
OTAEeNbHbIX MPOBOAOB, MHAYE Bbl MOXETE BblAEPHYTb NPOBOS, U3 ronoBku kabens. MNpegnovtuTenbHbIN
crnocob cHATL Kabernb - B3ATbCA 3a 6enbii pa3beéM 1 NOTAHYTh; O4HAKO €CNU BalUW NanbLibl HE4OCTATOYHO
Marnbl, YTOObl MOMECTUTLCA B TECHOM MPOCTPaHCTBE, MOXHO B3ATLCHA 3@ BECH XXIYT NPOBOAOB U
OCTOPOXHO MOTAHYTb, YTOBbI CHATL pa3dbéM. OTnoxute DVD-npuBoa B CTOPOHY.

3aTteM oTKnIoYMTE pasbEeM NUTaHUA XECTKOro Ancka. Bel obHapyxuTe, 4TO pa3bém OYeHb NAOTHO CMANT B
XECTKOM Ancke. Ecnun npocTo TAHYTb pa3bém HanpsMyto, Bbl pUCKYETe NopaHUTLCA 06 ocTpble Kpas
Kopnyca, koraa pasbémM ocBoboamTcs oT ancka. YUTobbl n3bexatb TpaBMbl, UCMONb3YNTE ManeHbKyo
NIOCKY0 OTBEPTKY U akKypaTHO nogaeHbTe pa3béM OT KOpryca XXECTKOro ANCKa, Kak NoKa3aHo Ha pUCYHKe
1-9.

PucyHok 1-9. lNogaesaHue pasbéma nNuTaHus XECTKOro AMcka Nniockon OTBEPTKON.

Tenepb MOXHO MOJTHOCTLIO CHSATL COOPKY ANCKOBbLIX NpUBOAO0B. Cepbit NneHTouHbI IDE-kabenb BCé ewwé
OyaeTt coeauHATb oTAeNbHble BrIOKU NPUBOAOB; NPU XXENaHUM Bbl MOXETE CHSTb U €ro, HO 3arOMHUTE ero
opveHTauuIo, YTOObI NO3Xe NoAKMYNTL NpuBoAbl K Xbox obpaTHo.
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O6GpaTtHasa cb6opka Xbox

Tenepb, koraa Bl pasobpanu Xbox, nepexoauTe K CreayoLnMm pasaenam, rae eCTb HECKOMbKO
WHTEPECHbIX NPOEKTOB, KOTOPbIE MOXHO Nonpo6osaTtk. Koraa sakoHunTe, npodnTaiiTe 3TOT pasaen: 3aech
npuBeneHbl 3amevaHus o ToM, kak cobpaTbk Xbox obpaTHO.

Mepea TeM kak YTO-NMBO NpuKpennsaTb K Xbox, nepeBepHUTE €€ BBEPX AHOM U OCTOPOXHO BCTPSIXHUTE,
4yTOObl Y6EaNTLCS, YTO BHYTPU HET CBOOOAHBLIX BUHTOB MY AeTanemn, KoTopble Bbl MOrfx ClyYamHo
ypoHUTL B Xbox. CBOBOAHbIV BUHT CTAHET KOHLLOM BalLIeli UTPOBOI KOHCONW U NpeacTaBnseT
NOTEHLManbHy0 NoXapHY ONacHOCTb, MO3TOMY 3Ty NPOBEPKY CTOUT BbINOSHUTbL, ECINX Y BaC €CTb XOTb
Manenwmne COMHeHuUs.

MepBbin Wwar npyn obpatHon cbopke Xbox - CHOBa NOAKNIOYMTL AUCKOBbLIE NpUBOALI. ECnn Bbl criegoBanu
npoueaype u3 npeabigyliero pasgena, DVD-npuBog v XXECTKUI OUCK YXKe AO0SMKHbI OblTb COEANHEHDI
cepbIM neHTo4YHbIM IDE-kabenem. Ecnv aTo He Tak, NOAKMYNTE KOHel kabens ¢ HauMeHbLMM
KOnM4eCcTBOM CrnMboB K XXECTKOMY AMCKY, a 3aTeM NoaknounTe cpegHui pasbém kabensa k DVD-npusoay.
Kabenn nogknoyaloTcs ToMNbKO B OAHOM HarnpaBrneHun; obpaTvte BHUMaHME Ha BbICTYN Ha pasbEeMe U
NonoXeHne BbIEMKMN HA pa3bémax NMpUBOLOB.

MoakntounTe ocTaBLUMINCS CBODOAHbIV KOHeL, ceporo neHTo4vHoro IDE-kabenst kK MaTepuHCKoM nnarte
Xbox. Kabenb nogkntovaeTcs K MaTEPUHCKOM NnaTe TONbKo B OAHOM HanpasneHuun; obpatnute BHMMaHue
Ha BbICTyn nocepeaunHe IDE-pa3béma 1 BbIEMKY Ha rHe3[e MaTepUHCKON nnatbl. Tenepb NOAKMUNTE
xénTbih DVD-kabenb k maTtepuHckon nnate Xbox. 3ToT kabenb Takke BCTaBMSETCA B pa3bém
MaTepPUHCKOW MNnaTbl TONbKO B OAHOM OpMEeHTaLUun, Ny HEro TOXe eCTb BbICTYMbl Ha kabene u
COOTBETCTBYHOLLME BbIEMKM Ha rHE3e MaTepuHCKon nnaTtobl. Tenepb yctaHoBuTe DVD-npmBoa B Xbox.
lMpoBepbTe, YTO OH CTOMT 3anoAnnLUo N PoBHO, Habntaas, kak notok DVD-npuBoaa ¢ norotunom Xbox
pacnonoxeH OTHOCUTENBHO Kpasi kopnyca. Ckopee Bcero, Bam npuaérca nonpoboBaTb YyCTaHOBUTL
NpvBOA Nnapy pas, Npexae YeM OH CaAeT npaBuibHO. Ecnv Bbl 3anyTanucb B OpyeHTauUmMm pasHbIX YacTew,
ncnonb3ynte crubbl Ha cepom neHTo4yHom IDE-kabene kak nogckasky.

Bbl noyTtn 3akoHuMnn. OnyctuTe XECTKUIA OAUCK Ha MecTo psigoM ¢ DVD-npuBogomM. OTOT NpuBoa,
BEPOSATHO, TOXe NPUAETCS HEMHOMO NokavaTb, YTOObI OH BCTan Ha MecTo. [puBoa AomkeH 6bITb Ha
ogHom yposHe ¢ DVD-npmBogom 1 3anoanuuo ¢ kpaamu metannumyeckoro EMI-akpaHa BOKpyr kopnyca
Xbox. lNMpoaeHbTe kabenb NUTaHUSA XECTKOrO AUCKa Yepes ero YAepK1BatLLYyo BbIEMKY B TOTKe NpuBoaa
N NOAKMUYMTE ero K XXECTkoMy AMcKy. UTobbl co3aate HaaéxHoe coegmHeHne, BaM noTpebyeTcs
NPUNOXNUTb K pa3bEMy JOBOSIbHO 3aMETHOE YCUIME; Koraa pasbeém NMoSTIHOCTbIO BOMAET, Bbl LOMKHbI
NMoYyBCTBOBAaTb NETKWIA LWeNYoK. HakoHel, npoaeHbTe cepbit NeHTo4HbIN IDE-kabenb vyepes ero
nepBoHaYanbHbIN yOepKUBAIOLLMI KPHOYOK Ha canaskax npuBooB.

Ha atom aTane nonesHo noakntoumTtb Xbox K ceTu, COeanHUTL €€ C TENEBU3OPOM U NPOBEPUTL, UTO Xbox
3anyckaeTcs npaBuibHO. Tak MOXHO BeCKOHEeYHO JONro 3anyckaTb XboX CO CHATOM KPbILLKOW, MOCKOSbKY
BCe oxfaxaarowime kaHanbl, 06pa3oBaHHble HUXXHEN YacTbto cana3ok npusoaos 1 DVD-npuBogom,
HaxogaTca Ha mecTe. Ecnv npuBoabl nogkntoyeHbl K Xbox HenpaBurbHO, KOHCOMb BCE paBHO 3arpy3nTcs,
HO BbiBeAET coobLeHMe O TOM, YTO Balla KOHCOb TpebyeT obenyxnsanus. Ecnv noasuTcs aTo
cooOLeHne, BHUMATENbHO NPOBEPbTE COeAMHEHMUSI.

Tenepb nopa 3akpenuTb NpMBoAbl BUHTaMK. K 3TOMy MOMEHTY y Bac JOJKHO ObITb OEBATE BUHTOB: TpU
KopoTkux BuHTa T10 Ansa canasok NpMBOAOB U LLECTb ANUHHBIX BUHTOB T20 Ans Kpbiwky kopnyca. He
MaHWKynTe, ecnu y Bac He xBaTaeT napbl BUHTOB UMK ecnu napa okasanach nuwHen. Xbox Bcé pasHo
OyaeT gepxatbCs, faxe ecnv Bam HeAOCTaéT O4HOMo-ABYX BUHTOB. YCTaHOBUTE BUHTHI U KPbILLIKY
Kopnyca B nopsigke, 06paTHOM UX CHATUIO. (ECNK HY>XHO HanNoOMHUTb, Kyaa OHM ugyT, cM. choTorpacmm
paHee B 3TOM pasgene.)

[Mocne ycTaHOBKM KpbILKK kopnyca Xbox CHOoBa rotoBa K UCMOSib30BaHUIO!
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naBa 2. MbiwneHne BHYTPU KOPOOKMU

O6paTHyto pa3paboTKy MOXHO NPeACTaBUTb Kak O4YEHb CIIOXHYH), HO O4YeHb BO3HarpaxaatoLLyo urpy.
YTto6bl nobeanTb, BAM NOHaAoOMTCA HEMHOIO MacTepcTBa U HEMHOro ygaun. U, kak B ntobon urpe, 4tobbl
pa3BuTb HaBbIKW, HYXXHO NPOCTO UrpaTth, UrpaTb U UrpaThb.

MepBbIn Wwar B pa3BuTym BawmMx HaBbIKOB Xakepa - BbipaboTaTb MHTYMLMIO OTHOCUTENBHO MaTtepuana. B
crny4yae annapaTypbl XOPOLLMIA CNocod NoYyBCTBOBATb BELLM - CHUMATb KPbILLKW CO BCETO NOAPSA U
NblTaTbCA MNOHATb, YTO NpeacTaBNAOT cobow Bce KOMMOHEHTbI U YTO OHM MOryT aenatb. Takxe nonesHo
3aka3aTb OyMakHbI KaTanor y nocraBluka getanen, Takoro kak Digi-Key, Jameco unm Newark
Electronics, n npocto nuctatb cTpaHuupbl B cBo6oaHOe BpeMsi. CHavana YTeHve Katanora getanen MoxeT
oyLaTbCA Kak YTeHne crnoesaps, HO No Mepe TOro Kak Bbl 6yp,eTe CMOTpPETb Ha BCE Oonblliee KONMNYECTBO
neyaTHbIX NAaT, Bbl MOCTENEHHO OOHapPYXXUTe, YTO BCE Ha4YMHaeT obpeTaTb CMbICH.

Criegyowmi no curne MHCTPYMEHT crneuumanmcTa no obpaTHow pa3paboTke - CONocTaBneHne ¢
wabnoHamu. Bce nHXeHepbl annapaTypbl orpaHUYeHbl OAHUMK U TEMU XKE 3aKoHaMW NpUpoabl, U Bce
WHXeHepbl annapaTypbl UCMOMb3YIOT OOHW U Te Xe BUAbl CTPOUTENbHBLIX BNOKOB. VHXeHepbl Takke NiobaTt
MOZYJIbHOCTb M MOBTOPHOE UCMOMb30BaHME CYLLECTBYHIOLMX KOHCTPYKUMIA. B pe3ynbTaTe ognH MOTMB
KOHCTPYKLIMM MOXHO HalTu BO MHOMMX pa3paboTkax. Pacno3HaBaHMe NPOeKTHbIX MOTMBOB MO3BOSIUT BaM
onpeaenaTb PyHKUUIO CXeM Aaxe B TOM Cryvae, ecnv Bbl He y3HaéTe HM OQHOro Homepa getanu. TOYHO
Tak ke B 0OpaTHON pa3paboTke MOXHO NPOABMHYTLCSA OOBOSBHO Aaneko 6e3 hopmanbHoro
3NEeKTPOTEXHNYECKOrO 06pa3oBaHUS.

MocnegHun MHCTPYMEHT cneumanucta no obpatHow paspaboTke - akcnepumeHTMpoBaHue. Korga
WHTYMLMS 1 CONoCTaBrneHne ¢ wabnoHamu He pacKkpbIBalOT CEKpeTbl CXeMbl, NpuxoanTcs npuberatb K
MPO3BOHY W BO3MYLLEHMWIO CUCTEMbI U NbITATbCH BbIBECTU PYHKLMIO Ha8 OCHOBaHWW Habnogaemblx
peakumn. XoTs 9KCNepMMeHTMPOBaHNe MOXeT NPUBECTM K 0TKa3y annapaTtypbl, MOXHO YTELIUTbLCHA TeM,
4yTO BonbLuas YacTb NOTPeBbUTENLCKON annapaTypbl paccyuTaHa Ha NPO3BOH W TECTUPOBaHME Kak
obs3aTenbHyto YacTb npon3soAcTea. Kpome Toro, B cnydae Xbox MOXXHO HEMHOIO YCNOKOUTBLCSA TeM, YTO
HoBasi Xbox CTOMT OTHOCMTENbHO Hegoporo. Mokynka AByx KOPOOOK 3apaHee U OTHOLLEHWE K O4HOMW U3
HUX KaK K «KepTBEHHOW» NOMOraeT CHATb NCUXONOornyeckuin bapbep, KOTOpbIA MHaYe Mor Bbl BOSHUKHYTb
nepea arpeccMBHbIMU 3KCMEPYMEHTaMu C annapaTypomn.

OTa rnmaBa No3HaKOMMUT Bac C OCHOBaMK obpaTHOM pa3paboTku, yaensas OCHOBHOE BHMMaHWe 6a30BbIiM
npuémam, TaknuM Kak YTEeHUE neyaTHbIX NnaT Ans pasBuTuS UHTYUUMK, a Takke YaCTUYHO OXBaTUT
NPOMEXYTOYHbIE NPUEMBI, HaNPUMEpP COMOCTaBMNEHME C LWabnoHamm 1 pacno3HaBaHne 6a30Bbix
NPOEKTHbLIX MOTUBOB.

YTeHue neyaTHOM nnaTthbl

lMepBoe, 4YTO Bbl BUAUTE, KOr4a CHUMAETE KPbILLKY C TUMUYHOTO 3MIEKTPOHHOIO YCTPONCTBA, - 3TO NeyaTHas
nnata. OBbIYHO OKpaLUEHHbIN B 3€MEHbIN UMK KeNTOBATO-KOPUYHEBLIN LIBET, 3TOT MHOMOCIIOMHbIN
C3HOBWY M3 MeM, CTEKITOBOSIOKHA M SMOKCUMAHON CMOSbl COAEPXKNT B CBOUX AOPOXKKAX TOUHbIN CMIUCOK
COeaVHEeHUN cxembl. IHbIMK crioBamu, cnegysi No A0POXKKaM, MOXHO TOYHO OnpeaennTb, Kak NogKMioYEH
KaXKabl KOMNOHEHT. Pa3melleHne KOMMNOHEHTOB 1 pa3BodKa JOPOXEK TaKKe coaepXaT NoACKa3Kuy,
CrnocobHble faTb MOHUMaHUE Xxo4a Mbiciy paspaboTymka.
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OcHOBbI NeYaTHbIX nnart

TunnyHasa neyaTHasi nnaTa COCTOMT U3 HECKOMBbKUX CMOEB MeaX C PUCYHKOM, pas3aenéHHbIX TOHKUMU
nMCTammn CTEKINOTKaHW, NPOMUTAHHOW 3MOKCUOHOW CMOJTON. LiBeT HeoGpaboTaHHOM nevaTHoW nnaTbl
6enoBaTbIii UMK XENTOBATO-KOPUYHEBDLINA, C MEAHBIMW AOPOXKaMMW; OOHAKO MOYTU BCE NevaTHble MnaTbl
MOKPbIBAOTCHA TOHKUM MONMMEPOM, Ha3biBaeMbIM NaafibHON Mackon, KOTOPbIN NpuaaéT nnatam
NPUBbIYHBIA 3eNEéHbIN LBET. PacnnaBneHHbIN Npunor He NPUCTAET K NasiNbHOW Macke, MO3TOMY BO BPEMS
NPOM3BOACTBA NULUHWIA NPUMNOW HE MPUIUNAET K NNaTe 1 He BbI3bIBAET KOPOTKUX 3aMblKaHUA. B nasinbHoOM
Macke eCTb OTBEPCTUSA ANsi COeQUHEHUIN C KOMMNOHEHTaMN. TN OTBEPCTUSA OObLIYHO UMEIOT cepebpucTbin
LBET U3-3a TOHKOIO MOKPbITUSI OSTOBOM UIN MPUNOEM, HAHECEHHOTO OIS NpeoTBpaLLEeHNs OKACTIEeHUS
Meau 1 yny4lleHus nasemocTy.

MoBepx NasinbHOM Mackn 0ObIYHO HAaXOAMUTCS crnow 6enbix HagNMCen, HasbiBaeMbIl LUENKorpadue.
Kaxxabll KOMMOHEHT Ha nevYaTHOW nNnaTe UMeET KOHTYP U YHUKarNbHOE NO3ULNOHHOEe 0603HavYeHne Ha cnoe
wernkorpadgpum. O6o3HavYeHne NO3BONSET NOAAM ObICTPO CBSA3aTb KOMMOHEHT Ha NeYyaTHOM nnarte ¢
KOMMOHEHTOM Ha cxeme. Bbl MoXeTe ncnonb3oBatb 0603HaYeHne, YTobbl N0 CXeme NMEHOBaHUS
KOMMOHEHTOB MPeAnonoXuTb (PYHKLMIO KOMNOHeHTa. B Tabnuue 2-1 kpaTko npuBeaeHa cxema
WMEHOBaHUS KOMMOHEHTOB, ncnons3yemas B Xbox.

CoBeT. MatepuHckasn nnata Xbox coaepxut yaobHyo KOOpAMHATHYK CUCTEMY, HanevYaTaHHYo
no KkpasiM NnaTtbl Ha crnoe wenkorpadui. Ha ctopoHe KOMNOHEHTOB koopauHaThl gyt oT A oo G
no 6okam n oT 1 4o 8 BAONb BEPXHErO U HKHEero kpaés. ObpaTHasi CTOpoHa Nnatbl UMeeT
koopauHatbl oT M go V no 6okam. Obpatute BHUMaHue, 4To Oykebl |, O, Q 1 S nponyLueHbl,
NMOTOMY YTO UX MOXHO cnyTaTb ¢ uncppamm 0, 1 n 5. MNMo3MLyMOHHbIE 0603HAYEHNST KOMMOHEHTOB
Ha maTepuHckon nnate Xbox 3ako4MpOBaHbl C MCMONb30BaHNEM 3TOM KOOPANHATHOW CUCTEMBI;
Takum obpasom, J7D1, otnagoyHbiv nopt LPC, MOXHO HanTh Ha BEpPXHEW CTOPOHE B
koopanHatax 7D. B aTon kHuUre ata koopauHaTHasi cucTema BMeCTe C NO3ULMOHHLIMMW
0603HavYeHnsAMN OyaeT YacTo UCMONb30BATBLCA AJ1S CCbISIKU Ha KOHKPETHBIE KOMMOHEHTbI.

Tabnuua 2-1. Cxema nmeHoBaHUA KOMNOHEHTOB Xbox.

O6o3HayeHue Tun KOMNOHeHTa

C KoHgeHcaTtop

R Pesnctop

u WHTerpanbHas cxema unv TpaHaucTop
L MHaykTop

RP PesuncTtopHas c6opka

Q TpaHauctop

CR Ovon

J Pa3béM mnu nepemblyka

RT CamoBoccTaHaBnMBaloLMAca NpeaoxpaHnTerb
Y KBapueBbli pe3oHaTop

CoeavHeHna mexay CriosiMmn NPOBOLHUKOB BbIMOJTHATCSA 3aMNoSIHEHHBIMU MELbIO OTBEPCTUAMMU,
Ha3blBaeMbIMU NEPEXOOHBIMWN OTBEPCTUAMM, UnK vias. NMoCcKonbKy CTOMMOCTb NeYaTHOW NnaTthl PacTéT ¢
KONMMYeCTBOM COEB, BOMbLUMHCTBO NOTPEOUTENLCKUX SNEKTPOHHBIX YCTPONCTB NPOEKTUPYHOTCA TaK,
YTOObI KONIMYECTBO CMNOEB ObINIO MUHUManNbHBIM. PagnonpuémHukn 1 ayamoycunmTenn oobIi4HO
NCnonb3yloT OAHOCTOPOHHME NNnaThbl, TOr4a Kak HoBenLe MaTtepuHckue nnatel PC MoryT umeTs Ao
LIEeCTW nnmn BoCcbMM cnoéB. MaTepuHckas nnaTta Xbox umeet veTbipe crosi. [1Ba BepXHMX cnos
npegHasHadeHbl Ans nepegadv MHpopmMauum Mexay MMKpocxemamu, a Ba BHYTPEHHUX CIlost
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npegHasHadeHbl Ans nogayun nutanusa. Ha nepsbi B3rnsg matepuHckas nnata Xbox OygeT kasaTbces
Henpo3pavHor, NOTOMY YTO BHYTPEHHNE CUITOBbLIE COW MO CYTWU NPEACTaBnsaOT cOB0M CrMOLHbIE NUCThI
Megu. XopoLlas HOBOCTb AN obpaTHOM pa3paboTku COCTOUT B TOM, HYTO Mbl MOXEM NPOCMNeAnTb Kaxaoe
coeguHeHne Ha MaTepuHckon nnate Xbox 06bIYHbIM BU3YyaribHbIM OCMOTPOM, NMOCKOSbKY BCE CUTHarbHbIE
CNOW HaxoOATCAa CHapPYXXN HEMPO3payvHbIX CUMOBbIX CNOEB. KoHcTpykuma Xbox oTnuyaeTcs ot
MaTEPUHCKMX MraT, KOTopble MPAYYT ABa UIN YeTbIpe CUTHarbHbIX CIOS BHYTPW CUMOBbLIX CIOEB.
CKpbITble cUrHanbHbIe CIOM MOTYT 3aTPYAHATb TPACCUPOBKY curHanoB. (O6paTuTe BHUMaHWE, YTO
peLueHne cnpaTaTb CUrHanbl BHYTPU CUMOBLIX CMIOEB 0ObIMHO NPOAUKTOBAHO He 6e30nacHOCTLI0, a
hbn3MKOV B3aMMOLENCTBMS 3NIEKTPUYECKNX CUTHAIOB MEXAY CNOsIMU neYyaTHOW nnaTtbl.)

[oBonbHO nerko npocneauTe curHan. HaunHas ot coegMHeHns NICXOOQHOTro KOMMOHEHTa C NnaTown,
cnepgyvite No MeQHOWM AOPOXKe. Ecrniv Jopokka nepecekaeTcs C KPYrom, eCTb XOPOLUWIA LAaHC, YTO CUrHan
npoomKaeTcs Ha NPOTUBOMONOXHOW CTOPOHe Nnatbl. Ecnn aopoxka 3akaH4MBaeTCsa U COeANHEHMUS C
Opyrov CTOpOHOM nnaTthl HET, €CTb XOPOLUUI LWaHC, YTO SOPOXKKa NOAKNIYEeHa K OOHON M3 CUNOBbLIX
NSIOCKOCTEN.

Tap layer
Power layer
Internal signal layer ——

Internal signal layer __

Power layer —_

Bottom layer — il

~— 16/Mbit SDRAM chip

PucyHok 2-1. NonepeyHoe ceveHne TUMMYHOW NeYaTHoOW nnaTbl.

MonpoGyiTe. MonpobyrTe NpocneanTb HECKOMBbKO CUrHANoOB Ha MatepuHckon nnare Xbox. Ha
MaTepuHckon nnate Xbox B3rnsiHUTe Ha pa3bém J8C1, 40-koHTakTHLIN IDE-pa3bém B cekTope
8C. MNouTn Bce curHanbl ot IDE-pasbéma nayt k ogHon mukpocxeme, MCPX, Ha MaTepuHCKon
nnaTe Yepes HECKOSbKO pe3nCTOpHbIX COopok. Kakow BbiBOA Bbl MOrnM Obl caenatb 06 aTon
Mukpocxeme? ObpaTuTe BHUMaHKE, YTO HEKOTOPbIE JOPOXKM, Bbixoadwme n3 IDE-pazbéma,
neTnsaT Tyaa-ctoga. 3To NPUéM, UCNonNb3yeMbli AN NOMbITKN rapaHTUPOBaTh, YTO BCE
NPOBOAHVKN UMEIOT OAMHAKOBYH ANuHY. [lononHutensHoe ob6bscHeHne cM. BO Bpe3ke «lMoyemy
OOPOXKM NevYaTHOM NnaTthbl NETNAIT NOBCOAY ?».

KOMMNOHEeHTbI

Tenepb, Koraga y Bac eCtb HebonbLION OnbIT TpacCuUpoBKU CUrHana Ha3az, nopa y3HaTb, KaK BbIrnAgAaT
HEeKOTOopble ©a30Bble KOMMOHEHTbI.

I'quemy AOPOXKHN ne4yaTtHoW nnaTbl NETNAOT HOBCIO.EIy?. Mocne N3y4eHUA HeCKOJIbKnX
neyvyaTHbIX NnaT Bbl, BEPOATHO, Ha4yHETe 3amMeyaTb, YTO LOOPOXKN Ha nevaTtHon nnaTe 4YacTto
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neTnalT NOBCIOAY, MHOTA4A HECKOSBKO pa3 yxoasa Tyda u obpaTHO nepes NoAKMYEHMEM K MECTY
HasHavyeHus. ITO KaxxeTcs BeccMbICNeHHbIM, Korga npsimasi 4OPOXKa cripaBunack 6bl ¢ 3agadven.
OpaHako Ha nevaTHow nnaTe peako BCTPETUTCH CTPYKTypa, pa3meLLE&HHas no NerkoMbICIeHHON
npuxoTn paspadoTtunka. OkasbiBaeTCsl, CKOPOCTb CUrHaNOB B 6ONbLUMHCTBE BbICOKOKTACCHbIX
3NEKTPOHHbIX YCTPOWCTB, OKOMO 1/4 cKOpOCTU CBETA, Mara Nno CPaBHEHMIO CO BPEMEHEM,
TpebyembIM curHany, 4Tobbl NpUbLITL B MYHKT Ha3Ha4YeHus. Hanprumep, 3a oguH TakT
npoueccopa 1 My curdan Npongért no neyatHow nnaTe Bcero 3 aronma (oguH TaktT Ha 1 1Ty
ONNTCS OQHY MUNIMapPAHYO CEKYHAbI, UNW O4HY HaHOCcekyHAy). MoaTomy fBa curHana,
BbIXOAsILLME N3 OQHOWN MUKPOCXEMbI, NPNBYOYT K MECTY Ha3Ha4YeHUs B JOBOJIbHO pasHOe BpeMs,
€CNnn ANWHbI AOPOXKEK CUIbHO oTnnyatoTes. Ytobbl 6opoThbes ¢ 3TUM, pa3paboTynkm 4oOaBnsa0T
[OMNONHUTENbHbIE N3rMbbl B 6oree KOPOTKYO AOPOXKY, YTOObI ahdheKkTMBHAA ANNMHA LOPOXKKM
cTana Takon xe, kak y bonee AnMHHOMN.

KoMMOHeHTBI KnaccnmumpyoTcsa kKak NacCUBHbIE N akTUMBHbIE. [[pyb0 roBopsi, NacCMBHbIE KOMMOHEHThI HE
MOTyT yCUnuBaTb CUrHars, No3Tomy obbI4HO UMEIOT TONBbKO ABa BbiBOAA. VIHOrAa HECKOMNBbKO MAacCUMBHbIX
KOMMOHEHTOB ynakoBaHbl BMECTE, MO3TOMY OAMH KOPMYC NacCUBHbLIX KOMMOHEHTOB ByaeT MMeTb
HECKOINbKO BbIBOAOB. K MaCCUBHLIM KOMMNOHEHTaM OTHOCSTCS KOHAEHCATOPbl, PE3NCTOPbLI U MHAYKTOPSI.
Camble pacnpocTpaHEHHbIE MAaCcCUBHbIE KOMMOHEHTbI HAa MaTepuHCKon nnate Xbox - KOHOAEHcaTopbl.
KoHaeHcaTopbl XpaHAT SHEPIUIo B BUAE INEKTpMYecKoro 3apsaa; B Xbox OHM B OCHOBHOM UCMOMNb3YOTCH
ONA CrNaXmBaHUA fnokanbHbIX KonebaHun NUTaHns, BO3HWUKAOLWMX NPpY NepeKnioYeHny LmdpoBom
CMOS-noruku, n onst nogaBneHnsi BbICOKOYaCTOTHOrO LWyMa.

inductor

'épacitnrs *‘.—a—f’

_rr”rrf

F N

_resistors "o
-‘.; —

PucyHok 2-2. TvnnyHble NaccuBHbIE KOMMNOHEHTHLI B XboxX.

[pyrve KpynHble NacCUBHbIE KOMMOHEHTLI, BCTPeYalLLmecs Ha MaTepuHcKkor nnate Xbox, BknovaT
WHAOYKTOPbI U pe3uncTopbl. KpynHble NpoBOMoYHbIE ToOpouaanbHble (KOnbLUeBble) MHAYKTOPbI,
BCTpeyvarLmecsa Ha matepuHckon nnaTte Xbox, BCe ABNAKTCH YacTblo NOACUCTEMbI NMUTaHUA. HOYKTOPbI
XPaHAT SHEPIMIO B BUAE MArHUTHOrO NOTOKa. OnekTpMyeckme CBOMCTBA MHOYKTOpPA OOMOMHAT CBOMCTBA
KoHaeHcaTopa. KombnHaumm MHAYKTOPOB Y KOHOEHCATOPOB C TPaH3UCTOPHLIMU KItoYaMu Mexay HUMK
NCNoMb3ylTCH AN NOCTPOEHUS OYeHb 3PP EKTUBHBIX PETYNATOPOB NUTaHUA. BoNbLUIMHCTBO pe3ncTopos
Ha MaTepuHckon nnaTte Xbox ucnonedyetcd nMbo A NornoweHnst M3bbITOYHOM 3HEPTUN HA OKOHEYHBbIX
y4acTkax CUrHanbHbIX JOPOXeEK, MMBo AN cMeLleHnst NpoBoAa K onpeaenéHHOMY NOrMyeckomy YpOBHHO.

EcTtb oBa cnocoba ono3HaTb NacCMBHOE YCTPOMCTBO Ha MaTepuHckorn nnate Xbox. Mepsbint - no popme
kopnyca. PacnosHaBaHve opMbl KOpMyca OCyLLECTBUMO, MOTOMY YTO 6a30BbIX pa3HOBMAHOCTEN
naccuBHbIX AeTanei oyeHb Mano. Ha pucyHke 2-2 ectb dpoTorpacun KOHAEHCATOPOB, UHAYKTOPOB U
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pPe3nCTOPOB, KOTOPbIE MOXHO YBUAETbL HA MaTepuHcKkon nnate Xbox. Bropon meTtopg - npountatb Hagnuch
pAaaoM C getanbio Ha MaTepMHCKOVI nnarte " BbIBECTU (byHKLI,VIIO getanum no Nno3NUMOHHOMY 0603Haquvno,
ncnonb3ys Tabnuuy 2-1 Kak pykoBoACTBO.

Y10 AenaloT BCe 3TU Pe3UCTOPbl U KOHAEHCcaTOopPbl Ha LudpoBon neyaTtHom nnarte?. MoTus,
KOTOpPbIN Bbl 3aMeTUTE HA MHOIMX NeYaTHbIX nnartax, - npeobnagaHne pe3ncTopos 1
KoHAeHcaTopoB. KoHaeHcaTopbl NOBCIOAY, MOTOMY YTO OHWM MOMOTalT CBECTU LUYM K MUHUMYMY 1
cTabununsnpoBaTtb HanpsxxeHus NuTaHus. OHU TpebyroTca NOTOMY, YTO MeAHbIE NNOCKOCTH,
ucnonb3yemble Ana pacnpegeneHvs nutaHns, uMetoT HebonbLIoe CONPOTUBIIEHNE 1
WHOYKTMBHOCTb. OTW HebonbLUME Napa3nTHble NapaMeTpbl MOTYT Bbi3BaTb GonbLune Npobnemsl,
Koraa yepes uenb NUTaHusa nepeknoyaeTcsa 60nbLion Tok. ToYHoe pasmelLieHre 1 Belbop
KOHOEHCATOPOB CUMTAETCH B HEKOTOPOW CTeneHn YépHon marnein. Ecnmn Bo Bpems paboTel ¢
neyaTHOWM NNaTon Bbl CNy4anHO CLUMOETE OOUH U3 KPOLLEYHbLIX KOHAEHCAaTOPOB Pa3MepPOM C
NecYMHKY, eCTb LLIAHC, YTO BaM yaacTtcs obontuch 6e3 ero 3ameHbl. OgHako npu Takom gedekre
Hanbonee BeposTHas Npobrema, C KOTOPOW Bbl CTONTKHETECH, - NEPUOAMNYECKME NPOOIeEMbI
HaOEXHOCTH.

MNMoka koHAeHcaTopbl NoBCOAY 06ecneynBatoT NokaribHOe XpaHeHUe SHepPrm Ans Bcex
KOMMOHEHTOB, PE3NCTOPbI YAANSIOT U3BLITOYHYIO SHEPTUIO. BbICTpbIE CUrHanbl Ha MaTEPUHCKOM
nrnaTte HeCyT MHOFO SHEPTUW, U ECMM 3Ta SHEPIUS He paccenBaeTcs Y NPUEMHMKa
KOHTpoONMpyembiM 06pa3oM ¢ MOMOLLIbIO pE3MCTOpa, 3HEPrMsl CUrHana oTpasuTcst obpaTHo K
nepenatyuky 1 Bbl30OBET I'IpO6J'IeMbI. 3To sABNEeHue noxoxe Ha 3BYK B CMTOPTUBHOM 3arne. Korp,a
Bbl FOBOPUTE B MYCTOM CMOPTMBHOM 3arie, BO3HUKaeT 3x0. Ecnv roBoputb cnvwkom GbicTpo,
AN HEe CMOTYT Bac MOHSATb, MOTOMY YTO X0 Ha4YHET MeluaTb Ballen peun. OgHako ecnu
NOKPbITb CTEHbI CNOPTUBHOIO 3ana HeHOVI, ) (o] 6y,u,eT nornowaTtbcsA I'IGHOI7I, 1N Bbl CMOXeTe
roBopuTb 6€3 nomex ot co6CTBEHHOIO axa.

Pe3ncTopbl NOX0XKM Ha akyCTUYECKYHO MeHy, KOTOPYH Bbl MOMECTUNN Bbl HA CTEHBI, YTOObI
3arnyLWwmnTb 3X0 M NO3BONUTL CXeMaM pasroBapuBaTb APYr C APYroM Ha BbICOKUX CKOpOCTSX. B
oTnnymMe ot BonbLUNHCTBA KOHOEeHCaTopOoB, eClii BO BpeMA 3KCNepuMeHTOB Bbl cnyqa|7|Ho
CLUMGETE OONH N3 TaKUX PE3NUCTOPOB, ero NPUAETCA 3aMeHNTb, YTOObI cxema paboTtana
npasBunbHo. Takne «TePMUHUPYIOLLME PE3NCTOPLI» YacTo yNaKkoBaHbl Mo YeTbIpe U BOCEMb
LUTYK B KOPNYC, NO3TOMY MOYTU MOXOXN Ha HebonbLine MHTEerparnbHble CXeMbl. Pe3I/ICTOprIe
COOPKM MOXHO OTNMYNTBL OT OPYTMX KOMMOHEHTOB MO TOMY, YTO OHM GriecTdAwme, cnerka
OyrpucTble, UmetoT Genyto pamky, a pSAoM ¢ HUMK ByaeT No3nUMOHHOE 0603Ha4YeHNe ¢
npecukcom «RP». Mpu TpaccupoBke curHana vyepes pe3anctopHyto cOopKy JOBOMNBHO Ge3onacHo
npegnonaratb, YTO CUrHarbl MPOXOAAT MPSAMO HAaCKBO3b, TAaK YTO COEAUHEHNE HA OOHOW CTOPOHE
MOET NPSMO K BbIBOAY HEMOCPEACTBEHHO Ha OPYro CTOPOHE.

AKTMBHbIE KOMMOHEHTbI MOTYT YCUNUBAaTb CUrHarnbl 1 UMEIOT Tpu nnn 6onee BbiBogoB. Cambii NpocTon
aKTMBHbBIN KOMMOHEHT - TPaH3UCTOP, C TPEMS, @ MHOrAa U YeTbipbMS BbIBOAAMU (MHOTAA AUCKPETHLIE
TpaH3ucTopbl «KMOSFET» umetoT aBHbIN 4eTBEPTLIN BbiBOg «body»). Camble CrOXHbIE aKTUBHbIE
KOMTMOHEHTBI - MHTerparnbHble cxembl, Takme kak CPU 1 MUKpocxeMbl mamsATn, C COTHAMU, MHOTAA
TbiCiMaMU BbIBOAOB. VIHTerparnbHble CXeMbI BbiNMyCKalOTCS B LLIMPOKOM pa3HOOOpa3nmn KopnycoB, 1 MHoraa
coeauHeHNs CKpbITbl MOA KOPNycoM, Kak B crniydae kopnyca Ball Grid Array (BGA). M'pacmnuecknin umn,
MCPX n CPU Ha maTepuHckor nnate Xbox ncnonb3aytoT kopryca BGA. PucyHok 2-3 nokasbiBaeT
nonepeyHoe cedeHne BGA-ycTpoincTBa, packpbiBasi CKPbITblE COEAUHEHUS MO HUM.
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PucyHok 2-3. Bug B nonepevHom ceveHumn getanu B kopnyce BGA (GeForce2), yctaHOBNEHHOM Ha
MaTepUHCKON nnare.

OnpegennTtb YHKUMIO KOHKPETHOW MHTErpasnbHOM CXeMbl CIIOXKHEe, YeM onpeaennutb PyHKUMIo
NaccMBHOrO yCTponcTBa. PYHKUMOHANBHO OAUHAKOBBIN KPEMHUIA MOXHO KYNUTb BO MHOXECTBE KOPMYyCOB,
KOTOpblE MOIYT BbIMMAAETb O4EHb NO-Pa3HOMY. B HEKOTOPBIX Criydasix MOXHO yragatb yHKLUUIO
yCTpovicTBa, Habnogas, K Yemy OHO MOAKIHOYEHO UK KakK OHO BbIMNSAMT, HO CaMbli HAAEXHBIN MeTOof -
npounTaTh HOMEep AeTanu Ha MUKpocxeme u Hantu ero B Bebe. (OBbIuHO y AeTarnewn eCTb Kakon-To
norotun unun npedukc Homepa geTanu, MOEHTUOULMPYIOLWLUA NPOU3BOANTENS; 0 MOXHO MCNONb30BaTb,
4YTOObI HaTK BonbLuUe AaHHbIX 06 YCTPOWCTBE Ha canTe npou3soauTensd.) Ecnu Bl He y3HaéTe norotun
unu npedmrkc Homepa getanu, nepevncrieHHble HUXe CepBUChl MOMOTYT BaM HaWTU (OYHKUUM aeTanew.

1. www.findchips.com MoXxeT NpUHATL HOMep AeTanu Ny dparMeHTbl HOMepa geTanu 1 novckatb
coBnageHuna B 3anacax MHOMMX AUCTPUOBIOTOPOB. BOMbLIMHCTBO pacnpoCTpaHEHHbIX AeTanen
nosisutcsa B FindChips, a npegoctaBneHHble CCbISIKM YacTo NPMBEeayT Bac HE TONIbKO K KpaTKOMY
onucaHuIo AeTanu, HoO U K MHdopMaLuK O LeHe 1 3akase.

2. www.google.com MHOeKCUpyeT BCE B Bebe, 1 HoMepa AeTarnen He aBnsTcs uckndenem. Google
Takke MOXHO UCMONb30BaTb, YTOOLI MOMOYb HAWTU CaNTbl NPOU3BOAUTENEN, ECNN NCKaTb BYKBLI B
noroTune NAKOC onucaTenbHbIN TEPMUH Bpode «semiconductors». Ha cante nponssoguTens sam,
BEPOATHO, MOHAA0OUTCA HAaWTKN CNELManNn3MpoBaHHbIN NOWCK AeTanen, CNpsaTaHHbIA BHYTPW canTa,
unun nepenTn Ha nogcTpaHuuy semiconductor products, 4ToObI BLINOMHUTL NOUCK MO HOMEPY AeTanu.
®yHKUMA NOMCKa Ha rMaBHOW CTpaHuULEe carlTa KOMNaHMM MHOr4a Haxo4MT HoMepa AeTanen, Ho Yale
NHOEKCMPYET TONbKo BecnonesHble KOpNopaTUBHBIE U MAPKETUHIOBbLIE CTPaHULLbI.

3. Ecnu HM 0guvH 13 aTUX cepBMCOB HE NPMBOAUT Bac K Lienn, NonpobyiTe oTOPOCUTL HEKOTOPLIE
npedukesl 1 cyddukcel B Homepe getann. B Hawem npumepe M29F080A 3anpoc TOnbKO Mo HOMepPY
netanun 29F080 npmBenéT Bac Ha BEG-CTpaHULIbl HECKOSbKMX MPOU3BOANTENEN, BbIMyCKaOLLMX
aetanu, pyHKUMoHansLHo coBMecTuMble ¢ aetanbto STMicroelectronics.
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M29F080A Homep peTtanu

70N1 Knacc ckopocTu

5881K Kop napTtuu

0141 Koa paTobl

SINGAPORE CTpaHa npoucxoxaeHus

ST JNloroTun npousBogutens (STMicroelectronics)

Pin 1 marker MeTka BbiBoAa 1

PucyHok 2-4. AHaToMusi TUnMdHOro HoMepa getanu IC. Cxema npeacraensieT cobon ycrnoBHoe
n3obpaxeHne Mmkpocxemol B nosvumm U7D1 Ha maTtepuHckon nnate Xbox.

MonpobyiTte. daBanTte nonpobyem HaTn HoMmep aetanu Xbox. Hangute U7D1 Ha MmaTepuHCKOM
nnate Xbox. PucyHok 2-4 nokasbiBaeT, YTO Bbl MOXeTe 0OHapyuTb. Homep getanm o6b4HO
ABMAsieTCA caMbiM ANMHHBIM HOMEPOM Ha MUKPOCXEME, U OH YacTO HaYMHaAETCs C OAHOMO WUn
ABYX OYKBEHHbIX CMMBOSTOB. MUKPOCXEMbI MAaMATU U NPOLIECCOPbI TaKXKe YacTo MMEKT nocre
Homepa geTanu cydduKC Knacca cCKopocTu nnu kavectsa. Kpome Toro, no4Tn BCe MMKPOCXEMbI
umetoT kog Aatbl. Koabl gatel 06bIMHO NpeacTaBnsaoT cobon YeTbipéx3HavyHoe Yncro popmaTta
YY-WW, rae YY - rog nsrotoeneHust mmkpocxemsl, a WW - paboyasi Hegens. B Haluem npumepe
aetanb M29F080A 6bina usrotosneHa Ha 41-n Hegene 2001 roga B CuHranype n uMeeT knacc
ckopoctn 70N 1. OcTaBweecs yncno, 5881K, - kog napTum, 3Ha4YE€HNEe KOTOPOro 3aBMUCUT OT
NpoW3BOAMTENS, HO B OOLLIEM Cry4ae CBA3bIBAET MUKPOCXEMY C KOHKPETHOW KPEMHMEBOMN
NNacTUHOWM UMM HOMEPOM OTCREXUBaAHUSA NAPTUU KPEMHUEBbLIX MacTuH Ha dabpuke. Jlorotun
«ST» ykasblBaeT, UTO NPON3BOANTENL 3TOM MUKpocxembl - STMicroelectronics, 1, kK c4acTblo,
CalT 3TOro NPOM3BOAMTENSA MOXHO BbICTPO HanT Yepe3 Google UM NpocTo yragaTtb, MOCKONbKY
URL komnaHuu - www.st.com. Beoa Homepa getann M29F080A B none novcka Ha rrnaBHon
CTpaHyLie NpMBOAUT NPSIMO K pe3yrnbTaTam nouvcka, BKroyawwum nogpobHeie datasheet n
onuncaHus aTon getanm - 8 Mbit Uniform Block Single Supply FLASH ROM.

KOHTpO.ﬂbeIe TOYKMN

Moyt BCe nevyaTHble NnaThl B NOTPEOUTENLCKOW SNEKTPOHMKE UMEIOT CTPYKTYpbl, NpeAHa3Ha4YeHHble A5
YCKOPEHUsI TECTMPOBaHWSA rOTOBOW NMaThbl HA 3aBOAE. OTU KKOHTPOIbHbIE TOUKMU» CYLLECTBYHOT, YTOObI
CNpaBnsATLCS C HEMPUSITHOW pearnbHOCTLIO MPOM3BOACTBEHHbIX AedekToB. Xbox He sBnseTcs
WCKIMHOYEHMEM B OTHOLLEHUW KOHTPOJbHBIX TOYEK U NPOM3BOACTBEHHbIX AedeKkToB. HuxHAS cTopoHa
mMaTtepuHcKkon nnatbl Xbox ycesiHa COTHSMM KOHTPOSIbHBIX TOYEK - KPOLLEYHBIX CEpebpUCTBIX KPYXKKOB, -
KOTOpble NO3BOMAOT KOHTAKTHOMY LLLYNYy NOMYyYMTb AOCTYN MOYTU K K&XO0MY UHTEPECHOMY CUrHany
BHYTPU XbOX. OTW KOHTPOINbHbIE TOYKM - XeMNaHHbIA NOAAPOoK cneuuannucTam no obpaTtHon paspaboTke u
nasm, xenawwyMm MmoamduumMpoBaTh CBOK annapaTtypy, NOTOMY YTO OHW 06ecneynBatoT Nérkuin 4ocTyn
K curHanam, KoTopble uHa4e mMornu 6bl noTpeboBaTb MUKPOCKONa 1 TBEPAOW PYKU.

Habop KOHTPONbHbLIX TOYEK NPO3BaHMBAETCS Ha NPOM3BOACTBEHHON NMHMN BECH CPaA3y C MOMOLLbIO
obopynoBaHusi, HasbiBaemoro «bed of nails tester». 3To HazBaHMe ygayvHo: TecTep Tvna bed of nails
COCTOUT U3 COTEH NOANPYXMHEHHbIX CTPYKTYP «pogo piny. MaTepuHckas nrnata coBMeLlaeTcsi ¢
ncnblTaTenbHbIM CTEHAOM U NPUXMMaETCA MEXaHUYECKUMU MIYHXepamMn U BakyyMHbIM 32KMMOM.
AHanorM4yHo Bbl MOXETE NCMOMb30BaTb POgo-pins Ansi COBCTBEHHLIX MOAMMUKALNA MaTEPUHCKON MnaThl
Xbox 6e3 narku, nCnonb3ysi KOHTPOSIbHbIE TOYKWN. Bam noTpebyeTcst M3roToBUTb COOCTBEHHbIE NEYaTHbIE
nnatbl (CM. NPUINOXEHNE), HO pe3ynbTaTtoM OyaeT nnarta, KOTOPYH MOXHO YCTAaHOBUTL, MPOCTO MPUKPYTUB
€€ BUHTaMu, - nanka He TpebyeTcs!
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ApxuTtekTtypa Xbox

Mpexage yem norpyxaTbCs B NPUMEPbI CONocTaBneHus ¢ wabnoHamu, HamM NoHazobuTcAa aTanoH
wabrnoHa. Bocnonb3yemcs 3ToM BO3MOXHOCTbIO, YTOObI M3y4nTb BHYTPEHHIOW apxuTekTypy Xbox kak
3TanoH WwabnoHa, a 3atemM cpaBHUTL apxmuTekTypy Xbox ¢ PC v Apyron nrpoBor KOHCOIbIO.

O6Lwasn opraHusauus

Xbox nmeet CPU knacca Pentium-Ill, paboTtatowmn Ha yactoTte 733 MI'y. Homep «S-Spec» Ha CPU
6nvxke Bcero k Mobile Celeron. CPU nogkntovéH yepes ctangapTHyto Front Side Bus (FSB) P6 133 MI'y k
rpacpmyeckomy npoueccopy (GPU) n kombrnHupoBaHHo Mukpocxeme northbridge noa HassaHnem NV2A
oT nVidia. E€ 6nvxanwmn pogctBeHHnK B mupe PC - mukpocxema nForce IGP ot nVidia. Mockonbky
noruka northbridge n GPU o6beguHeHbl B ogHoi Mukpocxeme, CPU u rpadmyecknii npoueccop MoryT
COBMECTHO MCMOonb3oBaTh 06LLMi 6aHK NamATh. DTO Ha3blBaeTCA «YHUMPULMPOBAHHOW apXUTEKTYPOW
namsatuy (UMA).
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Game Controllers,

PucyHok 2-5. ApxutekTypHbI BUA Xbox Ha BepxHEM ypOBHeE.

[No cpaBHEHMIO C TPAOMLMOHHON apXUTEKTYPOWN C pasaesibHON BUOeonaMAaTbio U OCHOBHOW namsaTbio UMA
JelleBrne B NPON3BOACTBE, MOTOMY YTO YCTPaHSIET BbiAENEHHYI0 BuaeonamsiTb. OfHaKo B HEKOTOPbIX
cutyaumsax UMA nmeet Bonee HU3Ky0 NpoM3BOAUTENBHOCTbL, NMOCKONMbKY BBOAUT KOHKYPEHLIMIO 32 JOCTYN
K mamsATy Mexay rnaBHbIM MPOLECCOPOM 1 rpacdMyeckum NpoLeccopom. Ytobel YacTnYHO ocnabute aTty
KOHKYPEHLMI0, CUCTEMHYIO NaMATb YacTo AENAT Ha HecKomnbko 6aHkoB. Hanpumep, nForce IGP genut
namaTe Ha ABa 6aHka, k kotopbiM U GPU, n CPU mMoryT He3aBucrMmo obpallaTsCs Yepes KOMMYTUPYIOLLIYIO
CeTb.
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PucyHok 2-6. doTorpadumsa maTepuHcKorn nnatbl Xbox ¢ NognnMcaHHbIMU OCHOBHbLIMU KOMMOHEHTaMM.

GPU nogknto4éH K MMKpOCXeMe «BCE-B-0QHOM» nog HasBaHuem « MCPX» yepes GbICTPYIO Y3KyHO LUNHY
HyperTransport. MCPX ob6begnHAeT MukpocxeMy southbridge n noutun Bce nepmudepuiiHblie yCTponcTBa
Xbox, Bkntodas USB-koHTponnepsl, yctapesuunn nHrepdgenc boot ROM, ayanonpoueccop Dolby digital,
IDE-koHTpOMnnep MaccoBoro xpaHeHus, ethernet-koHtponnep n nHtepdencsl K PyHKUUAM ynpaBneHus
cUcTEMON.

CBA3HOCTb BCeX OCHOBHbIX 6rokoB Xbox nokasaHa Ha pucyHke 2-5, a pucyHoK 2-6 nokasbiBaeT
pacnonoxeHue aTnx 6noKoB Ha peanbHoOn MaTtepuHckon nnate Xbox.

®dyYHKUMOHaNbHbIe NOAPOGHOCTHU

B cnepyrowmnx pasgenax npeacraBreH KpaTknii 0030p YacTemn, CoOCTaBNALWmMX apxutekTypy Xbox. Mbl
yaensiem ocoboe BHMMaHue getansm, Heo6xoaMMbIM A9 NOHMMaHUS TOro, Kak BbINOMHATL 06paTHyto
pa3paboTky MmexaHnamoB 6esonacHocTn Xbox.
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CPU

CPU (Central Processing Unit, LeHTpanbHbIi NpoLeccop) - BbluMcnmMTeNsHoe cepale obbl4HOro
KomnbloTepa. Tema apxutekTypbl CPU cama no cebe 3acnyxmBaeT oTAENbHOW KHUMN, MO3TOMY Mbl
paccMOTpMM TOMbKO Martepuvarn, HeobxoauMbIN Ans NOHMMaHWa obpaTtHow paspaboTkn Xbox. B
YaCTHOCTW, Mbl UCCeayeM, Kak nony4mTb KoHTponb Hag CPU Xbox.

CPU uuTaeTt nocnegoBatenbHOCTU UHCTPYKLNIA, XPaHSALLMXCA B NAMATH, - NPOrpaMmsl, - KOTOpble
ykasbiBatoT CPU BbINOMHATE pasnuyHble BbIMUCIIEHNS UNN MPUHMMATb PELUEHUSA HA OCHOBaHWM
OOCTYMHbIX AaHHbIX. IHCTPYKLUMM XpaHATCA B NaMsiTU Kak Yncna, HasbiBaemble opcodes. Opcodes
npuHUMaloT operands Kak apryMeHTbl. [1porpaMmMucTbl UCNONb3yT BYKBEHHbIE MHEMOHUKM MpU
HanMcaHMM HU3KOYPOBHEBOIO MALUMHHOMO KoAa, YTobbl HE NOMHUTL COTHU Yncen opcode. Hanpumep,
OOVH BUA UHCTPYKUUM BblMUTaHUSA WwWinpuHonm B 6ant umeet opcode 0010.1000 (aBonyHbIn) unn 0x28
(wecTHagLaTepUYHbIN) U MHEMOHKKY «SUB». Tpebyembii opcode BblYMTaHUSA MEHSIETCS B 3aBMCMMOCTH
OT NCTOYHMKA W LUMPUHBI AaHHBIX BblYMTaHns. OTcnexunsaTb BCe NpaBuia COOTBETCTBUSA opcode 1
operand TpygHO, MO3TOMY MpOLECC NepeBoja MHEMOHUK 1 operands B HOMepa MHCTPYKLWIA BbINOSHSETCS
nporpaMmmon, HasblBaemown assembler. AHanornyHo npouecc nepesofa HOMEPOB NHCTPYKLNA 0BpaTHO B
MHEMOHMKN BbiNonHaeTcs disassembler. CywecTBeHHO, YTO OOMbLUMHCTBO NPOrpaMm He NULIEeTCs Ha
A3blke assembly; 06bIYHO MCMONBb3YeTCA A3bIK GONee BbICOKOro YPOBHsi, Hanpumep C. 3Tu
BbICOKOYPOBHEBbLIE A3bIK/ MEPEeBOAATCSH B MALLUUHHbIE MHCTPYKLMM C MOMOLLBI0 compilers.
AsTomMaTtumyeckasa decompilation MaWMHHBIX MHCTPYKLMIA 0GPaTHO B A3bIK BbICOKOTO YPOBHS MOXET ObiTb
TPYyAHOW, NOTOMY 4TO npouecc compilation - ocobeHHo optimized compilation - ot6packiBaeT 60nbLUyt0
YacTb BbICOKOYPOBHEBOW CTPYKTYPHOW MHGOPMALMK, COAEPXKaLLencs B UCXOOHOM Koae.

[Mpoueccop oTcnexuBaeT, kakas MHCTPYKLMSA BbINOSHAETCH, C NoMoLLbHo instruction pointer (IP). B
HEeKOoTOpbIX KoHTeKcTax |IP Takke HasbiBatoT program counter (PC). IP 06b14HO npogBuraeTcs no
nporpaMme Ha OfHYy MHCTPYKLMIO 32 pa3, ecnv TOombKO He BCTpeTutca branch instruction. Branch
instruction gaét nporpamme BO3MOXHOCTb NPUHATL peLleHue, npoepsasa AaHHble BHYTpu CPU 1 nepexoas
K HOBOMY MECTY B 3aBMCMMOCTW OT pesynbTaTa nposepku. NoHnmaHue asmxeHus instruction pointer -
LeHTpanbHasa YyacTe obpaTHon pa3paboTkm Xbox. BoaMoxHOCTE MaHunynmpoBaThk IP paBHO3Ha4Ha
KOHTPOIO Hag TeM, 4To Xbox MOXET 1 He MOXeT Aenatb. Mepbl 6e30MacHOCTH, peann3oBaHHbIE B
nporpaMmmHon apxutektype Xbox, nNbITaloTCa rapaHTMpoBaTh, YTO IP BCcerga ncnosiHsaeT TOMbKo Kog,
onobpeHHbI Microsoft, Bceraa kpuntorpadmyecky npoeepsist oparMeHT Kofda Ha NOASIMHHOCTb Nepes ero
3anyckoMm.

[BOMYHbIE U WeCcTHaguaTepuyHble Yucna. Lindgposbie cxemMbl ncnonsb3ytoT 1 1 0 ans
npegcraBneHns yncen. 3ta AgBonyHas, unm «base-2», 3anMcb oTpaxkaeT cnocob, KOTOPbIM
3NEKTPMYECKNE CUTHArbI MCMOMb3YHTCA ANs NPeACTaBNeHNs YNCen: ABa uana3oHa YPOBHEN
HanpshKeHUs NCMONb3YTCA AN onpeAeneHns O4HOro TOrMYECKOro COCTOSIHUS UMW OpYroro.
MOXHO MOCTPOUTL ANEKTPUYECKNE CUCTEMBI, NPeACcTaBNALLME UH(OPMALIMIO C MOMOLLbIO
bonee yem BYyX YPOBHEN HAMPSHKEHMUS, HO TOMBKO LIEHOM MOLLHOCTM U CIIOXHOCTW.
CoBpeMeHHble MOAEMbI, HANPUMEP, NCMONb3YOT HECKOMLKO YPOBHEN HanpsbkeHust u pasoByto
NHcopmaLmto, YTOObI NPeACcTaBnATL HECKONbKO BUTOB AaHHbIX 32 OAHY €AVHULY BPEMEHW.

CocTaBneHue uncen u apudmeTrka B JBOMYHON CUCTEME CNEAYIOT TEM Xe nNpaBunam, 4To u
npuBbIYHOE AecAaTuyHoe («base-10») npeactaeneHne. B gecatnyHom cucteme Hymnm
NCMNOMb3yTCA KaK 3anofTHUTENMW, YTOObl MOMHUTL, Korga uMdpa nepenonHunack. Hanpumep, 1
fonbLue 9 NpMBOAUT K NEPENONHEHNIO, MOTOMY YTO HET O4HON LMdpbl 6onblie 9. MosTomy
yncno 10 dmkempyeT, 4To y Hac BbINO OQHO NEpPENnoSTHEHNE CaMON NPaBON OECATUYHON NO3ULIUN.
AHanornyHo B gBon4Honm cucteme 1 6onblie 1 paBHo 10, NnockonbKy camas 6onbluas OgMHOYHas
umdpa B ABOMYHOM cucteme - 1.
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Taknum 06pa3om, B AeCATUYHOWN CUCTEME 3HaUYEHNE HYeTbIPEX3HAYHOro AeCATUYHOro Ynucna
d4d3d2d1 MOXHO pasnoXuTb Tak:

d4 * 1073 + d3 * 10”2 + d2 * 10”1 + dl1 * 1070
=d4 * 1000 + d3 * 100 + d2 * 10 + d1 * 1

AHanormyHo ‘-IeTpréX3Ha‘-IHOG 0BOMYHOE 4Yncno b4b3b2bl MOXHO pasnoXuTb Tak:

b4 * 273 + b3 * 272 + b2 * 2”1 + bl * 2”0
=b4 *8+ b3 *4+b2*2+bl*1

Hanpuwmep, uncno 1010 =18 + 04 + 12 + 01 = 10 B B€CATUYHON cUCTEME.

CneguTb 3a Yncrnamm B NpsiMon ABOMYHOW 3anucuy ObICTPO CTAaHOBUTCS HEYAOOHO; Hanpumep,
ANS NpeAcTaBneHns AecATUYHOro 968 HyXXHO AecATb ABOMYHBLIX Undp. YToObl SKOHOMUTE MECTO
Ha 9KpaHe, BOMYHbIE YnCna NepeBoaATCA B BOCbMEPUYHYIO UNW LWIEeCTHaALUaTEPUYHYIO 3arnuchb.
BocbmepuyHbin hopmar, unm «base-8», 6bin nonynsipeH B paHHMEe OHU KOMMbIOTEPOB, HO C TEX
nop ctan pegkoctbto. LLecTHaguaTepuyHas, nnmn «base-16», 3anuch sBngeTcsa akTU4eckomn
cuctemon Hymepauuu. B wectHaguatepuyHom cucteme 16 uudp, noatomy hex-undpsl,
COOTBETCTBYIOLMNE AecATUYHbIM Ymicnam oT 10 go 15, npepcraeneHsl 6ykBamm ot A go F.
Tabnuua 2-2 KpaTKo Noka3biBaeT Npeobpa3oBaHne Mexay OBOMYHOMW, ECATUYHON U
LecCTHaauaTepmMyHon cucteMamu aAng nepsBblX 16 NONOXUTENbHbIX LenbIX Yucen.

YUTtobbl OTNMYaTh WecTHaauaTepuyHble Yucna oT AECATUYHBIX, MHOTUE NCMOMNb3YI0T cornalleHne
a3blka C, rge ©x[ number] npeacraBnseT WecTHagUuaTepUYHoe Yncno, a [number] HEABHO
SIBNSAETCA AECATUYHbLIM YMcrioM. [ns ABouYHbIX Yyncen B C HET NMOXOXEro ctaHgapTa, No3ToMy
HekoTopble ucnonbaytoT ctaHaapT Verilog, [digits] 'b[number], rae [digits] - konuyecTBO
umdp B ABon4dHOM ymcne. Cyddgukc «b» nocne ctpokm u3 1 n 0, Hanpumep 1010.1100.1110b,
Takke mcnonb3yeTcsa Ansg 0603HavYeHns ABOUYHOro Yncna. ObpaTnte BHUMaHME, Kak «.»
ucnonb3oBaHa Ans rpynnupoBKY ABOUYHbLIX LMdp B Habopbl NO YeTbipe; 3TO nomoraeT
MbICIIEHHO NEePeBOAMTb ABONYHOE YMCIO B LWEeCTHaauaTepmnyHoe: OxACE.

JleouyHble u wecmHaduamepuyHble Yucrna (rnpodormKeHUe).

| Bin | Dec | Hex | Bin | Dec | Hex |

J=]=]=]=l=]=I

| 0000 |0|0]|1000|8]8]|

| 0001 |1]1]1001|9]9]

|0010|2[2]|1010 10| A|

[0011|3[3]1011[11|B|

| 0100 |4 |4]1100 12| C |

|0101|5|5]1101 |13 |D|

|0110|6|6] 111014 | E |

[0111 77| 1111 | 15| F |

Ta6nuua 2-2. Tabnvua npeobpaszoBaHUsA Mexay ABOMYHOW, AECATUYHOW U LWeCTHaALaTEPUYHON
cuctemamum.

Cepaue CPU - kpolleyHasi, Ho o4eHb bbicTpas namsTh, Ha3biBaemas register file. Heckonbko parmeHToB
OaHHbIX MOTYT 3anucbiBaTbCs B register file n cuntbiBaTbCA U3 HErO KaXabI TakT npoleccopa. [JaHHble 13
register file nogatoTca B ucnonHuTenbHbIn 6noK, HasbiBaeMbin arithmetic logic unit (ALU). ®yHkuums,
Bblumcnsiemasa ALU, ynpaBnsieTc MHCTPYKUMUAMM, U3BrekaemMbIiMmn U3 namstu. MNMocne obpaboTkm gaHHbIX
ALU oHu MoryT 6bITb NMG0 3anucaHbl o6paTtHo B register file, nnbo coxpaHeHbl B namsThb.

44



BaxHasa pyHKUMSI NPOM3BOAMTENBHOCTU MOYTU Kaxkgoro coBpemerHHoro CPU - yckopuTens gocTyna K
namsTu, HasbiBaeMbln cache. Caches - aTo HebornbLUne BbICTPble NaMATH, XpaHSALLMEe KONUK AaHHbIX 1
doparMeHTOB MHCTPYKLMI, KOTOpblE, BEPOATHO, OyayT mcnonb3oBaHbl sapom CPU B 6nvkaniiem
oyaywem. Caches megneHHee register files, Ho ObICTpee OCHOBHOWM NamsATW; aHanorM4yHo caches xpaHaT
fonblue aaHHbIX, YeMm register file, HO MeHbLUE AaHHBIX, YeM OCHOBHasi NamMsATb.

OpHa BaxxHasa ocobeHHocTb cache CPU Xbox, o koTopon cneayeT 3HaTb, COCTOUT B TOM, YTO 3TO
writeback cache. Writeback caches no3eonsioT konuam gaHHbIX, XxpaHawmmesa BHyTpu CPU, pacxogutbcs
C TeM, YTO CYLLECTBYET B OCHOBHOW NamsATU. OTa BPEMEHHAsi pa3HuLa MOXET YCNOXHUTb NOMbITKA
TpaccupoBaTb BbinonHeHne CPU, Habntogas Tonbko BHewHu Tpaduk namatu. Cache memory Takke
MOXeT MCNOoNb30BaTbCS security routines, YTobbl CKpPbIBaTb MPOMEXYTOYHbIE pe3yrbTaTbl BbIYUCIIEHUA OT
TOro, KTO HabnaaeT WKHY NamMATK.

CeBeprle N KOXHble MOCTbI

TepmuHbl Northbridge n Southbridge - pasroBopHbie TepMuHbI, cneundmndHble ans apxutektypbl PC. OHu
OTHOCSTCS K ABYyM 6a30BbIM BCMOMOraTeNnbHbIM MUKPOCXEMaM, BCTPEYAKLLMMCS NPaKTUYECKM B KaXKOOM
PC. Mukpocxema Northbridge coeguHsier CPU ¢ OCHOBHOM NamsiTblo, @ Takke ¢ NnobbiMu
BbICOKONPOW3BOANTENBHBLIMW LUMHAMK paclimpeHus, Takumm kak AGP n PCI. Mukpocxema Southbridge
BUCUT 3a MuKkpocxemon Northbridge n cogepxuTt BCto 4ONOAHUTENBLHYIO Nepudeputo, BCTPeYaloLLyocs B
TunudHoMm PC: parallel, serial, USB, mouse, keyboard, IDE controllers, audio codecs n mHoroe gpyroe.
PaspeneHue apxutektypbl PC Ha 3T Tpy ocHoBHbIX Mmogyna - CPU, Northbridge n Southbridge -
nossonsieT paspabotynkam PC cmelwmBaTh 1 coyeTaTb pa3Hble BUAblI apXUTEKTYP NamMsaT ¢
pa3Hoobpa3HbiM BbIOOPOM MPOLECCOPOB U Nepudepun.

CoepavHeHne mexay Habopamu mukpocxeM Northbridge n Southbridge otnuuaetcs ot chipset k chipset. B
cnyyae Xbox B ka4ecTBe COeAMHEHUS Mmexay PyHKUMOoHanbHbIM 3kBmMBaneHTom mukpocxem Northbridge n
Southbridge ncnonb3syetcsi BbicOkoNnponsBoanTenbHag y3kasa napannenbHas wuHa HyperTransport. LnHa
NUMeEET LIMPUHY BCero 8 BUT B kaXx4oM M3 ABYX HanpaBrneHun, Ho Taktnpyetcs Ha 200 MI'y, a gaHHble
CUMTBIBAIOTCA Ha KaXXAoM (PPOHTE TakTOBOro CMrHana, noaTomy adpeKkTMBHas nMkoBas CKOPOCTb
nepegayu coctaenset 400 M6anTt/c B kaxxgom HanpasneHun. Mukpocxema Northbridge coeanHeHa ¢ CPU
yepes wWuHy Front Side Bus (FSB). B cnyvae Xbox FSB - 310 64-6uTHas wuHa 133 MU, ucnoneayioLas
noruyeckue yposHu AGTL+.

3HaHWe 1 NOHMMaHNe BUOOB COeOUHEHNA MEXOY MUKPOCXEMaMM KPUTUYECKN BaXXHO B 0bpaTHOM
pa3paboTke, NOTOMY YTO BUA COeAMHEHUS ONpeaensieT, HAacCKONbKO TPYAHO NepexBaTbiBaTb AAHHbIE,
naywme Mexay pasHbiMu KoMNoHeHTamu. MNogpoBHOCTN OTHOCUTENBLHO Goree NpoCcTon Ans
noaknoveHns wuHel, HyperTransport, obcyxaatotca B rnase 8, «ObpaTtHas paspaboTka 6e3onacHoCTm
Xbox».

B Xbox Southbridge - aTo Mukpocxema, paspaboTtaHHas nVidia, nog HasBaHnem MCPX; oHa sBnseTca
nponssogHon ot nVidia nForce MCP Multimedia and Communications Processor. Mukpocxema
Northbridge Takke 6bina paspaboTtaHa nVidia n HasbiBaeTca NV2A GPU. U Northbridge, n Southbridge
Obinn narotosrneHbl TSMC (Taiwan Semiconductor Manufacturing Corporation). NV2A o6beanHseTr GPU
(Graphics Processing Unit) 1 TpagmMuMoHHbIE KOHTPOMIEPLI NAMSATU U LUNHBLI PACLUNMPEHUS,
BCTpeyatowmecs B bonbunHeTBe mukpocxeM Northbridge. Kak o6bscHsanocs paHee, 06beanHeHne
rpacmyeckoro npoueccopa un Northbridge no3sonseT cucteMHbIM paspaboTymkam o6bEANHNTD
rpadonyeckyto NnaMaTb C OCHOBHOW MaMAThLIO, LLIEHON HEKOTOPOW NOTEPU NPOU3BOAUTENBHOCTMY.
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RAM

MatepuHckasn nnata Xbox ncnonssyet 64 MB DDR SDRAM B kayectBe ocHoBHoM namaTn. DDR SDRAM
o3Ha4aeT Double Data-Rate Synchronous Dynamic Random Access Memory. bnarogaps o6beanHeHuo
CUHXpoHM3auum n MmetogoB DDR coBokynHas nponyckHas cCnocoBHOCTL OCHOBHOM namsTn Xbox
pocturaet 6,4 [GanT/c.

RAM B ocHoBe npeactaBnsieT cobon Tabnuuy nHgopmarmm, ungekcupyemyto CPU. Kaxxaas siverika B
RAM nmeeT yHMKanbHbIA MHOEKCHBIV HOMEpP, Ha3biBaeMblli €€ address, u, kak nogpasymeBaeT Ha3BaHue
«random access», B RAM HeT orpaHuMyeHuin Ha NOpSAOK 4OCTYNa K AaHHbIM. (1

TepmuH «dynamic» npumeHseTcs K RAM, KOTOPYHO HY>XHO MOCTOSHHO OOHOBMSATh, YTOObLI COXpPaHUTb
LenocTHOCTb AaHHbIX. Hanpumep, RAM, ncnonedyemas B Xbox, OMmKHa CUMTbIBaTb M 3anncbiBaThb
00paTHO KaXxayl A4YenKy NPUMEPHO TpMaLaTh pas B cekyHay. [oTeps npomM3BoAUTENBHOCTM HE Tak
nrnoxa, Kak 3By4mnT, MOCKOSbKY B COBpPeEMEHHbIe MukpocxeMbl DRAM BCTpoeHo cnevmansHoe
obopynoBaHue, NomoratoLLee onTMMU3NPoBaTh NpPoLecc.

Mpedmke «synchronous» o3HavaeT, 4to BHyTpM DRAM npouenypa Aoctyna K faHHbIM pa3buTta Ha cepuio
waroB. Kaxgbli U3 3TUX LWaroB HE3aBMCUM U MOXET MPOUCXOANTb NapannensHo, Tak YTO HECKOSbKO
3anpocoB AaHHbIX MOrYT OQHOBPEMEHHO HaxoanTbCHA B 06paboTke. BHellHWIN BpeMa3aaatowmii curHan,
M3BECTHbIN Kak clock, ncnonbsyeTcsa Anst CUHXPOHU3aLUUKN NepeMeLLeHns 3anpocoB AOCTYNa K JaHHbIM
Yyepes pasnuyHble warn BHyTpu DRAM. B pesynbTate 3anpockl A4OCTyNa K AaHHbIM NPOXOAST Yepes
KaXkObl Lar, kak Boga no Tpybe, n 3ToT NpMéM Takke usBecTeH Kak pipelining. Synchronous DRAM
nMeloT bonee BbICOKYHO MPOMYCKHYK CNOCOBHOCTb, YeM MX NPeALIeCcTBEHHMKM, MOTOMY YTo pipelining
nossonsieT obpabaTbiBaTb HECKOMNBKO 3anNpoCcoB 0AHOBPeMeHHO. OaHaKo BpeMsi OT NepBOro BbiAaBaHWs
3anpoca kK SDRAM [0 nosiBNeHus AaHHbIX Ha BbiIXxoAe - access latency - He ynyywaeTca pipelining.

TepmuH «Double Data Rate» oTHOCUTCS K TOMY, Kak CUHXPOHHbIE AaHHbIE NepeaatTCca OTHOCUTENbHO
cuHXxpoHu3upyoLero clock. Popma clock coctont 13 noeTOpstoLLErocs WabrnoHa BLICOKMX U HU3KUX
curHanoB. B TpagnumoHHbIX cuctemax gaHHble NepefarTcst TONbKO Ha nepexoge opmel clock ot
HM3KOro YPOBHS K BbicOKOMy. B cucteme DDR fgaHHble nepefatoTcs U Ha nepexofe OT HU3KOro K
BbICOKOMY, N Ha nepexone OT BbICOKOro K HM3KoMmy. [oaTomy npu To xe vyactoTe clock MoxHo nepenaTb
BABOe Oonblue aaHHbIX. MHEMOHUKaA NPOU3BOANTENBHOCTH, YKa3biBaeMas noctaswmukamm DDR SDRAM,
Hanpumep DDR266, 0OTHOCUTCS K CKOPOCTU nNepefayu, Tak Yto paktnyeckast yactota clock pasHa
NonoBMHEe MHEMOHMWKN NPOM3BOAUTENBHOCTU, TO ecTb 133 MY B aTOM cny4ae.
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ROM

Kaxxgomy KOMMbIOTEPY HYXHa Kakas-TO NOCTOsIHHAsA, unu non-volatile, namatb Ana XxpaHeHns nporpammbl
3anycka, unm boot program. DDR SDRAM, obcyxaéHHas Bbilwe, He NOAXOANT ANs 3TOro NPMMEHEHUS,
notomy 4to Bce AaHHble B DDR SDRAM TepsoTcs Npu CHATUM NUTaHus. Tekywme Bepcumn Xbox BMecTo
atoro ucnonb3ytoT FLASH ROM ans xpaHeHnst AaHHbIX, KOTOPbIE JOMKHbI COXPaHATLCS Aae npu
BbIKITto4eHHOM nuTaHun. ROM o3HadvaeT Read-Only Memory, a FLASH oTHOCKTCSI K KOHKPETHOMY CTUIHO
3fleMeHTa XpaHeHUs, KOTOPbIV ANEKTPOHHO nepenporpammupyeTcs. FLASH-namate ygo6Ha B PC,
NMOTOMY YTO KOHEYHbIV NONb3oBaTeNb MOXET NepenporpaMMmnpoBaTh €€ Ansa ncnpasneHus owmbok B boot
code. OgHako B Xbox nporpammupoBaHne FLASH ROM koHeuYHbIM Monb3oBaTenieM HaMepeHHo
oTkMtodeHo. CurHan 3anncu, HeobxoanMbIN AN NPOrpaMMUPOBaHUSA, OTKIMOYEH NYTEM OTCYTCTBUS
nepemMbIYkW, PacrnonoXeHHOW Ha 0BpaTHON CTOPOHE MaTEPUHCKON NnaTtbl XboxX B NO3NLMM KOMMOHEHTA
R7R4 (gononHutenbHble CBEAEHMS CM. BO Bpe3ske «BknioveHme annapaTHoro nporpammmpoBanuna FLASH
ROMp»). B cnyyae Xbox nepenporpammupyemocTts FLASH B ocHoBHOM mncnonb3ayetcs Microsoft kak
yao6cTBO BO BpeMs pa3paboTku 1 npomM3BoacTBa. BnonHe BeposaTHO, YTO Yepes HECKOMNbKO MecsLeB
Xbox 6ygeT ucnonb3oBaTb 6onee gelwépble XECTKO NpownTble «mask ROMsy, kak Tonbko Microsoft
PELLNT, YTO roTOBa BbiCEYb CBOI boot program u kernel B KamHe (Mnn B KPEMHMM, B 3aBUCMMOCTM OT
06CTOATENLCTB).

Boot ROM nmeeT kntoyeBoe 3HaveHne B obpaTHon pa3paboTke noboro KoMnboTepa, MOTOMY UTO
COOEPXUT KPUTUYECKUI KO, OTBEYaloLWMI 3a nHnynanmsaumio scen cuctemol. B cnyyae Xbox boot
FLASH ROM wurpaert eLlé 6onee BaxHy posib, MOTOMY YTO YaCTUYHO OTBEYAET 3a peanunsaLmio CTporon
nporpaMmmHon cuctembl 6esonacHocTn. TouHasa ponbs FLASH ROM B cucteme 6e3onacHoctu 6yaet
006bsACHEHA MO3XeE, HO cenvac BaXkHO 3anoMHnTb, YTo FLASH ROM ynpaenseTt nivumanmsaumen
annapatypbl Xbox, a Takke CoOOepXXUT HavanbHbI 06pas kernel onepaLOHHON CUCTEMBI.

BkntoyeHne annapatHoro nporpammupoBaHus FLASH ROM. BoccraHoBneHue curHana,
koTopbi Microsoft oTkntoumna, 4Tobbl NPeaoTBpaTUTe BHYTPUCUCTEMHOE NPOrpamMmmMupoBaHme
FLASH ROM, - goBonbHo npoctas npoueaypa. CurHan 3anucu FLASH ROM 6bin oTkio4éH
OTCYTCTBMEM OAHOr0 pe3ucropa, komnoHeHTa R7R4, pacnonoXeHHOro Ha HUKHEN CTOPOHE
MaTepuHckon nnatbl Xbox B cektope 7R. MOXHO npunasaTb Kycodek npoBoAa Mexay ABYyMS
cepebpucTbiMU NoLWaaKkaMm pe3ucTopa Uy gaxe NpocTo 3aMKHYTh NroLwankmM 6onbwmm
KonmyecTtBom npunosi. ObpaTuTe BHUMaHue: gaxe ecnv nporpammupoBaHne FLASH ROM
BKITIOYEHO B annapaTtype 3TUM UCTpaBlieHMEM, Y Bac BCE eLLE HET NporpamMmmbl, KOTopas
OENCTBUTENbHO BhINOMNHAET NepenporpaMMmmnpoBaHue. 3anyck Takor nporpamMmmbl ABRASIETCS
ropasgo 6onbLlen TpyaHOCTbLIO U3-3a KpunTorpanyeckon NporpaMMHON CUCTEMB
©e3onacHocTu, yctaHoBneHHon Microsoft.

Pa3Hoe

Xbox nmeeT HebonbLuon 8-6UTHBIN conpoueccop, Ha3biBaembln System Management Controller (SMC).
SMC - 370 NONHOLEHHbBIN MUHMATIOPHBIN kKoMnbloTep ¢ RAM, ROM 1 npoueccopom B 04HOM Kopnyce.
Mpoueccop BHyTpM SMC ncnonb3yeT apxutektypy PIC (Peripheral Interface Controller), nepsoHayansHo
pa3paboTaHHyto B [apBapackoM yHuBepcuTeTe npumepHo B 1975 rogy u agantnpoBaHHyto General
Instruments gns kommepyeckon npogaxu. Arizona Microchip Technology (Tenepb HasbiBatoLascs
Microchip Technology, www.microchip.com) npno6pena npogykroByto nuHenky PIC B 1985 rogy u ¢ Tex
nop npoaaét eé. SMC moxHo HalnTu B cektope 7B Ha Xbox, a ero nosuunoHHoe o6o3HaveHne - U7B2.

SMC cneguT 3a KHOMKOW NUTaHus Ha nepegHer naHenu Xbox, noatomy SMC gomkeH pabotaTtb gaxe
Torga, korga CPU BbikntoyeH. B pesynbtaTte 6mok nutaHusa Xbox umeeTt ManomoLLHyto nuHmio 3.3V
«standby», koTopas Bcerga aktuBHa, korga Xbox nogkntodeHa k cetn. SMC Takke oTBevaeT 3a
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ynpaBneHne OrHsAMM BOKPYT KHOMKU NUTaHnst Ha Xbox n ynpaensieT mexaHnsMom nssnedeHuns DVD.
HakoHeu, SMC nmeeT dyHkuuto, koTopas cnegut 3a coctosHnem CPU u nepesarpyxaet CPU B criyyae
cbos1. PyHkLMIO MOHMTOPUHIra SMC Heob6X04MMO OTKIKOUNUTbL, ECIM Bbl XOTUTE 3anycTuTb Ha Xbox
CcOBCTBEHHYIO onepaunoHHyto cuctemy. SMC obwaetcs ¢ CPU 4yepe3 MCPX no 1-6utHomy
nocnegosaTtenbHOMY UHTepdency, nssectHomy kak 12C.

Ewé ogHa BaxxHas ocobeHHocTb Xbox - otnagoyHbin nopt LPC. OtnagoyHbivi nopt LPC - 1o wnHa
WwmpuHonm 4 6uta, paboTatowas Ha yactote 33 MI'y. LPC o3HauaeTt «Low Pin Count», 1 n3Ha4anbHO OH
ObIn NpuayMaH Kak MeTop, NOAKMYEHUSA DOMbLLOro KONMYecTBa MeaSIeHHbIX YCTApeBLUMX YCTPONCTB,
Takux Kak knasmaTtypbl, serial ports, parallel ports n boot ROMs, k mukpocxeme Southbridge 4epes
NPOCTYH NPOMEXYTOUHYI0O MUKpOCXeMy npeobpasoBaHms. OTnagoyHbii nopT Ha Xbox,
NpeanonoXnTenbHO, NpegoCcTaBmeH Ana NPOU3BOACTBEHHOIO TECTMPOBAHNS annapaTHbIM NOAPAAYNKOM
Microsoft. Korga Xbox npubnwkaeTtcs Kk (omHanbHbIM CTagmam NpoussoacTea, oTnagoyHsin nopt LPC
ucnonb3dyeTcs Ans 3arpy3ku boot program, KoTopasi BbINOMHAET TECTbI, AMarHOCTMKY 1 burn-in
mMaTepuHckon nnatbl Xbox. OtnagoyHbivi nopt LPC nogpobHee obcyxaaeTtcs B rmase 11, Ho cendac
BaXXHO 3HaTb, YTO MOXHO 3acTaBuTb Xbox untatb cBON HavanbHbIM 06pa3 boot ROM yepes oTnagoyHbIn
nopt LPC, nogkntoums LPC-coBmecTumoe ROM-yCTpONCTBO 1 3aMKHYB OAWUH 13 BbIBOAOB AaHHbIX (DO) Ha
FLASH ROM Ha onpegenéHHoe HanpsbkeHne (HomMb BOMbT). 3TO, BO3MOXHO, Camblii MPOCTON Crocob
3acTtaBuTb Xbox 3arpyxaTb Ball COOCTBEHHbIN KOA - NPW YCIOBWK, YTO Bbl 3HAeTe, Kak 06ONTU CEKPETHBIN
boot code, sawmwatowmm Xbox.

ConocTtaBneHue c wabrnoHamu

Tenepb, korga Mbl 3HaKOMbI C apxMTeKTypol Xbox, y Hac ecTb ToYka OTCHETa Ans, BO3MOXHO, OOHOM0 U3
CaMbIX MOLLHbIX MHCTPYMEHTOB 0bpaTHOM pa3paboTkuy - conocTasrneHus ¢ wabnoHamu. CnocobHOCTb
AenaTb 060CHOBaHHbIE MPEANONOXEHNS 0 PYHKLMMN pasHbIX AeTarnen, MPocTo Habnoaas ux coeauHeHus,
pasmMeLlLeHne 1 opMy, - NEPBBLIN LIAr K TOMy, YTOObl CTaTb NEPBOKMNACCHBLIM CNeLuanicToM no obpaTHo
pa3paboTtke. YTOObI NPOAEMOHCTPUPOBATL CUIY COMOCTaBIEHMS C LIabrnoHamMu, Mbl CPaBHUM
mMaTepuHckyto nnaTy Xbox ¢ matepuHckon nnaton PC n matepuHckon nnaton Nintendo Gamecube.

Jlyqwnin cnoco6 cTtaTb XOpoLUMM pacno3HaBaTenem WabrioHOB - U3y4nTb MHOTO WabnoHoB. A pa3dupato
Kaxxayto eauHuly obopyaoBaHus, KOTOPYHO NOKynato, M BHUMAaTENbHO U3yyato nevaTHble Nnathl, NbiTasich
y3HaTb, YTO 3HAIOT Apyrve paspaboTynkm, «4mTasi» neyatHyto nnaty. Kaxgas nedyatHas nnarta
pacckasblBaeT UCTOPMIO CBOETO NpoLecca NPOEeKTUPOBaHNS; peaKo BCTPETUTCSI CTpaHHas 0COBEHHOCTb
CXEMbl, Y KOTOPOW HET KaKoro-To NpeAnosiaraeMoro HasHa4yeHus.

BaxHo. Npu pasbopke noboro anekrpoHHoro obopyaosaHmsa obs3aTenbHO CHavana oTKIYmTe
€ro OT CeTV U NOAoXKANTE MUHYTY, YTODObI 3apsAa Ha KPYMHbIX KOHAeHcaTopax B 6rioke nuTaHus
paccesancs. Takke oba3aTenbHO UCMONb3YyNTe HaAnexalune Mepbl KOHTPOMS CTaTUYeCcKoro
3NEeKTpMYeCTBa, ONUCcaHHble B rnase 1!
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CpaBHeHue: Xbox n PC

CxogctBo Xbox ¢ PC - 6naro ansa xakepos, Nockonbky nnatcopma PC o4eHb XOpoLo 4OKYyMEHTMPOBaHa.
Kaxxgas getanb B Xbox nmeeT aHanor B TunmdHoMm PC, nosToMy no4yTtn Ha niobon BbICOKOYPOBHEBDIW
BOMPOC MOXHO OTBETUTb, MPOCTO Npo4nTas o noxoxewn aetanu PC. MNosToMy nonesHo BHMMAaTeENbHeEE
paccMoTpeTb CXOACTBa Mexay MaTepuHckon nnaton Xbox u ctaHgapTHom matepuHckon nnaton PC. Ewé
OOHO MPENMYLLLECTBO COCTOMT B TOM, YTO 3Ha4YMTENbHasA YacTb MHOPMALIMM B 3TOW KHUe HanpsiMyto
npuMeHuma k PC, Tak 4TO Bbl CMOXETE f1erko NpUMeEHsITb TO, YeMy Hay4mTech nNpu xakuHre Xbox, Bo
MHOXECTBE CUTyaLMN.

Bnuwxkanwme poacteeHHnkn Xbox - cuctemMbl Ha 6ase chipset, CNONb3yOLWKUX YHUDULMPOBAHHYIO
apxuMTeKTypy namsaTu, Takue kak nForce ot nVidia nnn ProSavageDDR ot Via Technology. ApxuTtektypHas
cxeMma, NpeAcTaBlieHHas B NpeabiayLiemM pasgene, obina BbiBegeHa YTEHMEM OnyOnMKOBaHHbIX
cneumdukaumn Xbox n matepmanos, 4OCTYNHbIX Ha canTe nVidia o chipset nForce. B atom pasgene mbl
cpaBHuM Xbox ¢ maTtepuHckon nnaton P4AM266 Ha 6a3e Via Technology ProSavageDDR. 3geck Xbox
CpaBHMBAETCS C MaTEpPUHCKOM nNnaton Ha chipset He oT nVidia, 4ToObl NOAYEPKHYTb LUMPOKOE CXOACTBO
Xbox ¢ PC.

Ha pucyHke 2-7 nokasaHa ¢oTorpacdusa matepuHckon nnatbl PC, Via P4AM266. XoTa chipset nsrotosneH
OPYrM MOCTaBLUMKOM, CXOACTBa Mexay P4M266 n Xbox nopasutensHsl. [loutn Becb matepwuan,
paccMOTPEHHbIN B NpeablayLem pasgene, NpMMEHUM K aTon matepuHckorn nnate PC. OcHoBHble
pasnuuus - HECKOMbKO pa3sHbIX NOPTOB U pa3bEMOB, a TAKXKE HanMymne BbICOKOMPOM3BOAUTENBHbIX NOPTOB
pacwupeHuns PCl n AGP. Via PAM266 Takke He nMeeT IBHOro oTnago4vHoro pasbéma LPC, nockonbky
BCS ycTapeBLiasi nepudepus Hanpsimyto peannsosaHa LPC-mukpocxemon multi-1/0.
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PucyHok 2-7. MatepuHckas nnata Via P4AM266 co BcTpoeHHoW rpadoukon.

KoHTtpacTt: Xbox u Gamecube

Nintendo Gamecube nHTepecHa B cpaBHeHuun ¢ Xbox. Gamecube - MalumMHa, CNpOeKTUPOBaHHasA aAns Ton
xe uenu, 4to n Xbox, - urp, - Ho ¢ y4€TOM CoBCeM Apyroun cunocodpun npoektnpoaHus. N Xbox, u
Gamecube 1cnonb3yloT 0AHYy 1 Ty Xe o6yt apxuTtektypy: CPU, rpaduyecknii conpoueccop, HEMHOro
NamsiT N HECKOSbKO BCMOMOraTerbHbIX MUKPOCXEM, HO Ha 3TOM CXOACTBO 3akaHunBaeTcs. KOHCTpyKumsA
Gamecube feMOHCTpUpYeT NpucTanbHOe BHUMaHWe K eTansim u ctoumocTn. MatepuHckas nnata
Gamecube Mana v npocTa, KONM4ecTBO KOMMNOHEHTOB CBEAEHO K MMHUMYMY, a pagnaTtopbl U Tennosas
KOHCTPYKUMsI 04eHb NPOCThl. YucTtas, npamas passogka 6onblunHcTBa gopoxek PCB Ha maTepuHckon
nnate Gamecube oTpaxaeT ToT daKT, 4To NoYTK Kaxaas IC cneymnanbHO CNpoeKkTUpoBaHa AN
Gamecube. B pesynbtate Gamecube siBnsietcsa ropasgo 6omnee akoHOMUYHOW nnatdopmMon Anst
npounssoacTea, YeMm Xbox.

O6wyto opraHusdauunio Gamecube MOXHO pacno3HaTb, BbIBOASA PYHKLMIO KaXKOoN MUKPOCXEMbI 13
©a30BoOV MapKeTUHIoBOM MHAopmauun, Nnpegoctasnsiemort Nintendo. JononHuTenbHble NoapobHOCTM 06
apxutekType Gamecube BbIBECTU TPYAHO, MOTOMY YTO OHAa MCMOMb3yeT Tak MHOMO 3aKa3HbIX
KOMMOHEHTOB, HE MMeLMX aHanora B ctaHgapTHoM PC. o pncyHKy 4OpOXeK Ha MaTepuHCKON nnaTe
MOXHO ObI10 Obl NPenoNnoXnTb, YTO KPYMHas MUKpocxema B LieHTpe nnatbl, unn «Flippery, senseTcs
3KBMBANEHTOM MHTerpuposaHHoro rpadguyeckoro Northbridge B PC. 310 noytn BepHo. Knoyesoe
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OTNINYME COCTOMUT B TOM, 4TO X0Ts Flipper o6beanHaeT 1 KOHTponnep namsaTh, U rpadmyeckmn
KOHTpoOnnep B 0O4HOM Kopnyce, rpadunyeckas pyHKUUS BCE paBHO MMeeT COBCTBEHHYIO BblAENEHHY0
NamsiTb, BCTPOEHHYIO B Ty e MUKpocxemy. Takasi opraHu3aums no3BonseT rpacdumyeckomy engine
ncnonb3oBaTh NaMsiTb C OYEHb BbICOKOW MPON3BOAUTENBHOCTLIO, LIEHOW TOrO, YTO NaMsATb OKa3biBaeTcs
HEMHOro MeHbLLe, YeM ecnu 6bl Mcnonb3oBarnachk NamMAaTb BHE MUKPOCXeMbl. MeHbLIni pasmep
BCTPOEHHOW NaMsATN OTYACTU KOMMEHCUPYETCS NCMNONb30BaHNEM Ype3BblHaHO ObICTPON BHELLHEN
namsTu.

Gamecube He ncnonb3yetT DDR SDRAM, kak Xbox; BMECTO 3TOr0 OHa MCMOMb3yeT TO, YTO HAa3bIBaETCA
1-T SRAM. 1-T SRAM - ato DRAM-namMaTb, UMUTUPYIOLLAS OY€Hb BbICTPbIN TUN NaMATW, U3BECTHbIN Kak
Static RAM (SRAM). SRAM mnmeeT ropasgo MeHblume 3agepxkn random access, yem DRAM, n el Takke
He TpebyeTcst 0OHOBNATL Kaxayto avenky namaty 30 pa3 B cekyHay, kak DRAM. PeanbHasa marus Toro,
kak DRAM moxeT npuTtBopATbes bbicTport SRAM, 4OBOMBLHO CROXHA U BLIXOAUT 3a paMKuM 3TOW KHUMM, HO
OonbLue MHopMaL MK MOXHO HanTHU Ha canTe npoussoanTens 1-T SRAM, www.mosys.com.

~ Memory Card Slots
q :

] Game Controller
| Connector

ATi
Gfx, I/0O,
Audio,

_ i
0" Northbridge!

=< L

PucyHok 2-8. MatepuHckas nnata Gamecube BMecTe ¢ nnarton perynstopa nutaHus. MatepuHckas
nnaTa NPMMEepPHO BABOE MeHbLUE MaTepuHcKor nnaTel Xbox.

Gamecube Takke nmeeT eLweé oaMH BUA4 NaMaTh, U3BECTHbIN kak ARAM, KoTopkIn MegneHHee namsat 1-T
SRAM 1 ucnonb3yeTtcs ANs XpaHEHUS BELLEN Bpoae ayanoCaMNIIoB, He TPEBYOLLMX BbICOKOMOIOCHOrO
poctyna. PasHopogHasi apxuTekTypa namati o3HadvaeT, Yto Gamecube MoXeT BbhknumaTb bonee
CTabunbHbI 0OGBEM NPON3BOANTENBHOCTU U3 KaXKA0M NOACUCTEMbI, YTO BaXKHO ANS CBEAEHWS 3aepeK
KagpoB K MUHUMYMY. OfHaKO KOMMNPOMMUCC COCTOUT B TOM, YTO Gamecube MOXeT ObITb CroXHee
NporpaMMmnpoBaTh, a HENPaBWUIbHOE YNpPaBrieHNe HECKOSTbKMMU oparMeHTamMm NamsaTn MOXKeT NPUBECTU K
npobrnemam Npon3BOANTENBHOCTY.

Eweé oaHo BaxHoe pasnuume mexagy Gamecube n Xbox coctout B ToM, YTo Gamecube notpebnsaet
ropasgo MeHblue aHepruu, Yem Xbox. MNMoTpebneHne aHeprn Ha NepBbIN B3NS4 MOXET KasaTbCs
HeBaXKHbIM, NMOCKONbKY 06€e KOHCOMNW pacCYnTaHbl Ha NOAKINIYEHNE K po3eTke, HO Gonee HU3KUI
3HepreTnyeckmn npodmne Gamecube TpebyeT MeHbLLErO KONMYecTBa KOMMOHEHTOB Tennonepeaayn v
MEHbLUMX ONOKOB NUTaHWS, SKOHOMS CTOMMOCTbL. Ha pucyHke 2-8 ons cnpasku npuBegeHa doTorpacums
perynaTtopa nutaHua Gamecube; perynartop nuTaHus 3aHUMaeT Jonto o6bEma 6roka nuTaHusa Xbox
NSIKOC NIOKaNbHbIX MMMNYMbCHBIX PErynaTopoB Ha MaTepuHckon nnate Xbox.
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CnpaBegnmBocTu pagu oTMeTuM, 4to Gamecube AeiCcTBUTENbHO NMeeT HEOOMbLLIOW BHELLHWIA
npeobpasosatens AC to DC, Torga kak Xbox npuHumaeT ceTeBoe nuTaHue NpsiMo BHYTPb KOHCOMMW.
Kpome Toro, anekTpoHHbIE KOMMOHEHTbI AErpaanpyoT ropasgo GbicTpee Npy NoBbILWEHHbIX
TemnepaTypax, kak onucbiBaeT npasuno Appennyca. Hanpmumep, noBbileHne paboyven TemnepaTtypbl Ha
10 rpagycos Lienbcusa npyumepHo yaBamBaeT 4acToTy OTKa3oB KOMMNoHeHTa. [Moatomy Gamecube gomkHa
ObITb HagéxHee Xbox ¢ rogamum, nockonbky Gamecube BbligensieT MeHbLUe Tenna, a eé cucrema
yrpaBreHus TENMOM HE XYXXe, a BO3MOXHO U nydile, yem y Xbox.

HakoHeL, nHTepecHo oTMeTuTb, 4To Gamecube nosciody ncnosnb3yeT nponpueTtapHble |/O-nHTepdenco.
dopmart urposoro gmcka - mini-DVD, a DVD reader nogkntovaeTcs K MaTEPUHCKOM NnaTte yepes
nponpueTapHbii pa3beém. Micnonb3oBaHme DVD-HocuTens MmeHbLuero pasmepa noseonset Nintendo
CHU3MTb 3aepXXKy MONCKa AaHHbIX, YTO 03Ha4vaeT Bonee KOPOTKOe BpeMs 3arpy3sku urp. Mirposble
KOHTpOMMepbl 1 KapTbl NaMATU Takke UCNOMb3YIT NponpueTapHbii hopmat curHanos. Bcé B Gamecube
B HEKOTOPOWN CTENEHN MOXOXe Ha 3HaKoMbI HaM PC, HO HNYTO He BbINo HanpPsMYIO BKITOYEHO B
KOHCTPYKUMIO 63 N3MeHeHWIA.

MomMumo onNTUMM3aLnM TEXHOMOIMYHOCTI 1 cTonmocTu Gamecube, ncnonb3oBaHNE B OCHOBHOM
npornpueTapHbIX MUKPOCXEM M CTaHAAPTOB AenaeT KOHCOMb HaMHoro 6onee TpyaHown Ans obpatHon
pa3paboTku, yem Xbox. Hanpumep, o6paTnte BHUMaHue, 4Yto Ha pucyHke 2-8 8 Gamecube HeT
o4eBngHon mukpocxembl ROM. MoaTtomy, 4ToObl X0Ts Obl HA4YaTh CMOTPETh Ha kog Gamecube, HyXHO
pasbickaTb 1 nssnedbs ROM, cKpbITbI rae-TO B O4HOM N3 MUKPOCXEM Ha MaTepuHckon nnarte! 3T1o oanH n3
penkux criydyaes, korga 6e3onacHoCTb Yepes HesicHOCTb paboTtaeT. [axe ecnu 66l HA Gamecube BoobLLe
He ObIno 6e30NacHOCTU, CTOMMOCTb U YCUNNsi, HEOOXOAMMbIE ANsi 3anMcy COBCTBEHHOrO Koda Ha
3akasHon DVD-¢opmat Nintendo, npocTo He CTOAT TOro Ang OTAENbHOro 3HTy3nacTa.

CHocku

[1] [Ha3ag] Ha camom gene SDRAM MoryT MMeTb HEKOTOpbIE OrpaHUYEHUst Ha WaBnoHbl JOCTyNa K NaMsiTv (Takue kak page
modes n burst modes) no npuymHam npoussogutensHocTy. Mpo3suile «randomy» npegHasHadeHo Ansa otnuuusa RAM ot namsTen
ctuns First-In, First-Out (FIFO) n Last-In, First-Out (LIFO), rae goctyn K AaHHbLIM BbINOMHAETCA MO CTpOroMy Habopy npasun
yrnopsiAo4MBaHus.
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naBa 3. YcTtaHoBKa cuHero LED

Tenepb, koraa Bbl CHSAMU KPbILLKY co cBoel Xbox, nopa BbINOMHWUTL Napy HavarnbHbIX NPOEKTOB.
Crnepytolime rnaebl NPOBeAyT Bac Yepes HECKOMbKO 3fieMeHTapHbIX MOAMMUKaLMA U PEMOHTOB, KOTOpPbIE
MO>HO BbINOMHUTb Ha Xbox. 3T NPOEKTbI CNPOEKTMPOBAHbI U HANUCaHbI AJ15 YATaTenen, y KoTopbIX Mano
onbiTa annapaTHOro XaKkvHra Uy ero HeT coBceM. Bonee NpoaBKHYTEIE TEMEI, CBA3aHHbIE ¢ XDOX, MOXHO
HaiiTV B CriedytoLuX rnasax.

B aTown rnaBe Bbl y3HaeTe, kKak 3aMeHUTb 0bbl4HO 3enéHbii LED Ha nepegHert naHenu Xbox cuHum LED.
OTOT NpoeKT TpebyeT MUHMMAanNbHOWM NankK; bonblUasi YacTb YCUINUI NPUXOOUTCSA Ha CHATME NepeaHen
naHenu n coopkn cxembl LED. HauHéM!

NB. CtangaptHast Xbox ncnosnb3yeT KOMOUHUPOBaHHbIN 3enéHo-KpacHbin LED, Ho kpacHbin LED
NPUMEHSIETCA TOMbKO ANA UHAMKaUMM ycnosun owmnbku. MNpoueaypa, onicaHHasi B 3TOW IMaBe,
npeBpaTuUT nHaukatop nepeaHen naHenu Xbox 8 LED Tonbko cuHero LBeTa. NpaBunsHon
3aMeHoM Gbin Obl CUHE-KpACHbI kKoMOMHMpoBaHHbIN LED (T-1, nuH3a guameTtpom 3 mm). OgHako
UX TPYOHO HaWTW, NO3TOMY MPUBELEHHbIE 34EeCh UHCTPYKLUN UX HE UCTMIONb3YIOT. VIHCTPYKUMN
AagyT Heobxoanmble 6a3oBble 3HaHUS, YTOObI Bbl MO UMMNPOBU3MPOBAaTL U BHEOPUTL
cobcTtBeHHoe LED-pelwieHune, ecnu 3axotute.

Y10 noHagobuTcH

Hwxe npvBenéH cnucok o60pyaoBaHus, KOTopoe NoHaAo0UTCs A4S 3aBepLUEHNs 3TOTO NPoeKTa:

* HN3koBaTTHLIN NAANbHUK C TOHKUM >KarioM.

* [punon.

» ®ritoc 1 ouncTUTENDb Xana nasnbHuka (HeobsiI3aTenNbHO).

* ManeHbkasi nnockas oTBépTka.

» OTBépTKa Torx c 6uton T-10.

+ [1Ba HM3KoBONLTHLIX (3 BonbTa) cuHux LED B kopnyce T-1 (3 mMm).

* ManspHas neHTa gns yoepxmBaHus getanen Ha MecTe BO BpeMs Namku.

Bbl moxeTe 3ameHnTb LED Ha noboi uBeT, KOTOpbI BaM HPaBUTCS, HO OH [OSHKEH BKIOYATLCS NpuU
HanpspKeHUU okono 3 BOMbT Y UMeTb Kopnyc ctuns T-1. byabTe BHMMaTenbHbl Npu nokynke LED, notomy
4YTO MHorve cuHme n 6enble LED paccuntaHbl Ha paboTy Tonbko npu 5 BonbTax. 34ecb UCNoNb3yeTca
LED Lumex SSL-LX3044USBC, koTopbii MOXHO KynuTb Yepes Digi-Key (www.digikey.com); Homep
aetanu 67-1747-ND. (Ons Tex, kTo 6epexéT bioaxeT, Digi-Key moxeT otnpaBute LED 4vepes first class
mail MoutoBow cnyx6el CLUA. ObpaTuTe BHUMaHue, 4To 3a 3akasbl B Digi-Key meHbLue 25 gonnapos
B3MMmaeTca cbop 3a obpaboTky 5 gonnapos.)

Ecnun orpaHuyeHmne Digi-Key Ha MMHMManbHbIV 3aKa3 sBnsieTca s Bac npobnemon, Mouser Electronics
(www.mouser.com) Takke MMeeT NMHENKy cnuHux LED, n y Hux HeT MuHMManbHoro 3akasa. [Npumep
Aetanu - cuiuin LED Kingbright B kopnyce T-1 ¢ npo3payHon BOAAHOM NMH30M; cknagckon Homep Mouser
- 604-L7104PBC/H pnsi bonee sipKon BeEpCUMU C HEMHOTO Goriee BbICOKMM HaNpsXKeHUEM Unm
604-L7104QB/D ansi Bepcuu, paboTatoLen npu 6onee HU3KOM HaNPSXKEHUN, HO C MEHbLLEN 3asiBNIEHHON
APKOCTbIO.

Bbl Takke MOxeTe ucnonb3oBaTh ABYXLUBETHbIN LED, ecnu xotute coxpaHute dyHKUMoHansHocTb LED
Ons nHOuKaumm ycrosuin owmnbkn. Xbox Tpebyet apyxuBeTHbin LED ¢ o6wum katogom B kopnyce T-1 ¢
Tpems BbiBogamu. K coxaneHnuto, AByxuBeTHble LED ¢ cMHUM anemMeHTOM B MeHbLueM kopriyce T-1 oueHb
TPYAHO HanTW.
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CHaTtne nepenHen naHenun Xbox

MepenHsia naHenb Xbox - 3To hopMoBaHHas geTtanb u3 ABS-nnactvka, yaepxmpaemMas YeTblpbMs
BuHTamu torx T-10 n Tpemsa dopMoBaHHbIMU PPUKLMOHHBIMU 3aMKaMU. DNEKTPOHUKA B NepeaHen naHenu
noakntovaeTcs K matepmHckon nnate Xbox yepes oguH OeBATUNPOBOAHBIN pa3beéM, KOTOPbIA NPOXOAUT
yepes OTBEPCTME B METASNTMYECKOM 3KPaAHE 3NEKTPOMArHUTHBLIX NMOMEX.

OTtkponTe Xbox, Kak ykasaHo B rnaee 1. [NogHumuTe n nepemectuTe XEcTknn amck n DVD-nprBog BBEPX
W K 3aiHEN YacTn KOPOOKN POBHO HACTONBLKO, YTOOLI OTKPbITh NEpefHUN Kpa MaTepuHckon nnatbl Xbox.
Bam He noTtpebyeTtcsa oTcoeanHsiTb kakne-nnbo kabenu gMckoBbIX NpMBoaoB. PucyHok 3-1 nokasbiBaeT,
Kak JorkHa BbirnsgeTb Xbox nocrne aTux wwaros.

PucyHok 3-1. Pacnonoxmre guUcKoBble NpMBOAbLI TaK, YTOObI NepeaHMI Kpan MaTepPUHCKON nnatbl Obin
OTKpbIT.

NB. B ctapbix Mmogensix Xbox psgom ¢ nepegHen Yactbio Xbox 6yaeT BepTUKanbHO
yctaHoBneHHasa PC-nnata. 3ty PC-nnaTy MOXHO CHATb, B3SIBLUMCH 3a MaTy U BbITAHYB €€ u3
pa3béma. Bbl MOXXeTe 06HapyXWTb, YTO CHATNE BEPTUKArbHO yCTaHOBNEHHoW PC-nnathbl
nomoraeT npu NonbiTke 0CBOOOANTL CpegHUA (PPUKLMOHHBIA 3aMOK NepeaHen naHenu. He
3abyabTe BepHyTb PC-nnaty Ha MecTo, korga 3akoHunTte!
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BbikpyTuTe YeTbipe BUHTA, yaepKmBaroLwmx cOopky nepegHen naHenu Ha mecte (cM. PucyHok 3-2).

/
J

PucyHok 3-2. PacnonoxeHue 4eTbIpéx yaepXunsatoLLmMx BUHTOB Ha cOopke nepegHen naHenu.

OTcoeanHnTe NpoBOAHON pa3bEeM NepeaHen naHenu oT MaTepuHckon nnatbl Xbox, Kak nokasaHo Ha
pucyHke 3-3. Pasbémy JOMKHO TpeboBaTbCsi TONIbKO YBEPEHHOE, paBHOMeEpPHoe ycunuve. (He
BblOEprMBaniTe pasbem pbIBKOM, MOTOMY YTO MOXETE NOBPEANTb MPOBOAA.)
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PucyHok 3-3. OTcoegmHnTe NpoBOAHONM pa3bém nepeaHer naHenum ot MaTtepuHckon nnatel Xbox.

Tenepb crnoXxHas YacTb: PPUKUMOHHbIE 3aMKN. PPUKLIMOHHDIA 3aMOK - 3TO KPHOYOK U3 NacTuka,
yaepxuBarowuii getanun sMecte. Kptoyok cchopMmnpoBaH Tak, YTo ero fierko BCTaBUTb, HO TPYAHO
n3eneyb. OcBoboxaeHne PpMKUNOHHOIO 3aMKa 0ObIYHO TpebyeT Kakoro-To uarnba nnu HaxaTmsi Ha
nnacTuk.

MepeaHo0 NaHenb yaepXkuBakoT TpU PUKLMOHHBIX 3aMKa: Mo OAHOMY Ha KaXKOoM Kpato nepeaHeit
naHenu n oguH nocepeamvHe, NPOXOAALLMIA Yepes MeTannM4Yecknii akpaH aNeKTPOMarHMTHbIX NOMeX.
CHavana ocnabbTe pUKLMOHHbIE 3aMKM Ha Kpasix C MOMOLLbIO MITOCKOM OTBEPTKM C TOHKMM KarioM, Kak
nokasaHo Ha pucyHke 3-4. T 3aMKM OYEHb TYre, U BaMm, BO3MOXHO, NPUAETCA ocBobOXaaTh UX No
4acTaM, HauYMHasa ¢ BepxHei YacTu. BcTaBbTe KOHUYMK OTBEPTKU B NPOCTPAHCTBO COOKY Mexay NaHenbio U
OCHOBHbIM KOPMYCOM 1 noadeBanTe, noka He NoYyBCTBYETE JIErkoe noaatnveoe ABwxeHue. Yoepute
OTBEPTKY M NOBTOPUTE NPOLIECC OKOJO HUXKHEN YacTu koprnyca. MoxeT noTpe6oBaTbCs HECKOINBKO
NONbITOK, NpeXae Yem 3aMoK ocBoboanTCS.

56



PucyHok 3-4. OcnabbTe kpanHue ppuUKLMOHHbIE 3aMKN nnockon oTBépTkon. (1) HauyHnTe paboTath
CBepXxy W ABUrantTechb BHU3; (2) koraa naHenb 0CcBO6OANTCS, OHA AOIMKHA OTOrHYTLCHA HaPYXKy OT Kopnyca.

He npuvknagbiBaiTe K KOpNycy Ype3mepHyHo Cumy, MOTOMY YTO MOXeTe TPECHYTb UMW Hagpe3aTb NnacTuk.
Korpa kpawi nepeaHe naHenu ocBo6OXAEH, Bbl CMOXETE OTOTHYTh ero oT koprnyca. [osTopute aToT
npouecc ans obonx kpaés.

Koraa o6a kpast ocBOBOXAEHbI, NOTAHUTE BBEPX CPEAHUN (DPUKLMOHHBIN 3aMOK (MOoKasaH Ha pucyHke 3-5),
1 nepegHsa naHenb AOMKHA OTLLENKHYTHCS.
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PucyHok 3-5. bonbLuor naney HaxXnmaeT Ha CpeaHUn PPUKLMOHHBIN 3aMOK.

Mocne ocBoboXxaeHUs nepegHen naHeny NpoAeHbTE NMPOBOAHON pasbeéM NepeaHen naHenm Yepes
OTBEpPCTUE B METANMNYECKOM 3KpaHe 3MeKTPOMarHUTHbIX NOMEX U MONOXUTE NaHenb nnawms Ha cTon
BHELLHEN CTOPOHOW BHUS.

CHATMe nevyaTHOM NnaTbl NepeaHen naHenun

C6opka nepegHen naHenu Xbox cogepxuT HeGoNbLUYO NevaTHyo NnaTy, YaepXMBaeMyt Ha MecTe
OOHVM YAEPXMBaKOLWUM 32>KMMOM PPUKLMOHHOIO 3aMKa, Kak nokaszaHo Ha pucyHke 3-6. Manbuem mnu
OTBEPTKON HaXXMUTE Ha PPUKLMOHHBINA 3aMOK U BbITSHUTE COOPKY NedaTHoW nnaTtbl nepegHen naHenu u3a
eé noxxemeHTa.
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PucyHok 3-6. NogHuMmnTe cOopKy nevyaTHOM Nnatbl U3 nepegHen naHenu. (1) HaxmuTe Ha A3bI4OK
PPUKLMOHHOIO 3amka, Npu HeobXo4MMOCTU NCMONb3Yst OTBEPTKY, (2) 3aTemM NnogHUMUTE COOPKY U3
nepegHen naHenu.

Monoxwute c6opKy NeyaTHOM NnaTbl HA CTON 3eNEHON CTOPOHOM BHM3. Bbl OMKHbLI yBUAETH ABA
npo3payHbix LED 1 gBa Nnocknx KHOMOYHBIX NepekntoyaTens.

Tenepsb, Korga cbopka neyaTHoOM NnaTbl CHATA, Nopa ycTaHoBUTbL cuHuin LED. [Inga atoro notpebyeTcs
HEeMHOro Narku, No3TOMY BKMNOUMTE NAANbHUK N AanTe eMy HarpeTbes. [OMHUTE, YTO BaXXHO
MCMNomnb30BaTh NAANbHMK C TOHKAM XarnoM U OYUCTUTENb XKana nasnbHyKa, YToObl MOAroTOBUTL XKarno
nepepn ucnonb3oBaHneM. CM. npunoxeHue A, «I'ge KynuTb xakepckoe 060pyJoBaHUE», ECIN BaM HYXHbI
Kakme-nnbo 13 aTux NpeaMeToB; Bbl CMOXETE YKOMMNIIEKTOBATLCHA YyTb JOPOXKE CTOMMOCTM BUOEOUTPbI.
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YcTtaHoBKa cuHero LED

Ypanute o6a cyuwecteytowmx LED kycaykamu 3anognumuo. CoxpaHuTe Kak MoXHO Gonblue
MEeTannMYecKknx Hoxek, Bbixogawmx n3 LED, noTomy 4Tto nosxe Bbl MCMONb3yeTe UX ANsi KPENMeHUs
cuHero LED. PucyHok 3-7 nokasblBaeT, Kak ofKHa BbIrNsaeTb NevaTtHasa nnarta nocne 3aBepLueHus.

PucyHok 3-7. CpexbTe cywecTtBytowme LED co cbopkm nevatHon nnatel. (Beepxy) cpexbte LED kak
MOXHO Brnvpke K kopnycy; (BHM3y) LED yganéH. Vicnonb3ywTte aTy npoueaypy Ans yganenus obonx LED.

YTto6bl NOMOYb Narike, MPUKIENTE NeYaTHYH NnaTy K NSIOCKOM MOBEPXHOCTU KYCOYKOM MansapHOW NEHTDI,
4TOObI OHa He ABuranack. Pacnonoxute cuHne LED Tak, 4ToBbl X HOXKU Kacanucb MeTanm4yeckux
octaTkoB cTapbix LED Ha cbopke neyatHon nnaTtel. (PrucyHok 3-8 nokasbiBaeT, kak onpeaenutb
nonspHoctb LED n nx npaBunbHyt0 opneHTaLmio Ha cOopke neyaTHowm nnatbl. Ecriv Bbl HE yBepeHbI, kak
onpeaenuTb nonapHocTe LED, cm. Bpesky «AHaTomusi LED».)

MpukneriTe NnH30BYO YacTb LED manspHowm neHTomn, YToObl OHM HE NepeKaTbiBanuch, Nnoka Bbl MX NasieTe.
Bam notpebyeTcsi corHyTb unm obpesatb Hoxku LED, koTopbIi 6yAeT yCTaHOBIEH Ha NpaBoi CTOPOHE
nnaTtbl, NOTOMY YTO XENTbIA NPOBOAHOM pa3beM byaeT mewaThb.

BaxHo. BHumaTensHo cnegute 3a nonspHocTbio LED. Ecnn yctaHoBuTb LED 3apom Hanepén,
CBET uanyyatbcs He 6yaeT. Ecnu Bbl HE yBepeHbI, Kak onpeaenuTb nonsapHocTb LED, cm. Bpe3ky
«AHaTomus LED».
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PucyHok 3-8 Takke nokasbiBaeT NONAPHOCTb U pyHKUMIO WwiTaTHbIX LED Xbox. CMenbiM yntatensm
npegnaraeTcs UMNPOBU3NPOBaTb M YCTaHOBUTb Heckonbko LED unu kopnyca LED noBepxHOCTHOro
MOHTaa, YToObl NOMbITaTLCS NOSYYNTh DObLUE LIBETOB U OYHKLUMOHANbHOCTU. MoxHO ycTtaHoButb LED,
HemHoro 6onee KpynHble, 4eM kopnyc T-1, ncnonb3yembin B Xbox, ecnu cHayana ctounTb kpasi LED.

EJECT / POWER

LED2: green / red
LED1: red / green

Pacnonoxute cuHue LED noBepx coefuHeHuin "green" LED,
KOPOTKOW HOXKOW K cepeAuHe.
KpacHbii npoBof LED He ponxeH KacaTbCA APYrux MpoOBOAOB.

PucyHok 3-8. PaamelleHne cuHnx LED Ha cbopke neyaTHow nnatel nepegHen naHenu. Obpatute
BHUMaHue Ha aHTUcuMmeTputo uBeTtoB LED Ha kaxgon cTopoHe nevaTHoum nnarbl.

Mocne Toro kak Bbl ABaxabl NpoBepunu nonspHoctb LED n ybeannmck, 4To kopoTkast Hoxka obomx LED
ynmpaeTcs B OCTaTOK LieHTpanbHon HoXKn ncxogHoro LED, npunasnte LED Ha mecTo. PucyHok 3-10
nokasbiBaeT navnky LED Ha mecTe. (Ecnu Bbl HMKOrga paHbLle He nasnu, nepea NpoaoHKEHNEM MOXET
ObITb MOME3HO Npo4nTaThb Npunoxexue B, «Mpruémbl nankmy.)

Mepen vcnonb3oBaHWeM NassbHWKa pacniaBbTe HEMHOTO NMPOBOSIOYHOIO NPUMOS, YTOGb! yoeauTbes, YTo
»Kano gocrato4Ho ropsyee. MpoBonoYHbIA NPUNON A0MKEH NNAaBUTLCA MIHOBEHHO, ECIM XKarno
AOCTaTOYHO ropsiyee. Ecnu nasinbHUK CIINLLIKOM XOMOAHbIN, Bbl HE CMOXETe CCHOPMMPOBaTL XopoLlee
coeaVHEHWE 1 pUCKyeTe NoBpeanTb NeyvaTHyto nnary.

HepxuTe ropsiyee xano nasinbHuKa y HOXKM cuHero LED v npykumainTe HOXKY K MeTann4yeckomy
ocTaTKy Ha cOopke neyaTHou nnaTol. [loka HOXKa HarpeTa, HaHeCMTe HEMHOrO MPOBOMIOYHOIO NPUMos B
TOUKY, rae Hoxka cuHero LED BcTpedaeTcsa ¢ metannnyecknum octaTkom. [1oBepXHOCTHOE HaTsKeHue
pacnnaBfeHHOro NPUNOs AOMKHO 3aCTaBUTb NPUMOW CMOYUTL HOXKKU cnHero LED n meTannuyeckui
ocTaTok Ha cbopke nevatHon nnatbl. ECnun aToro He npoucxoauT, ybepute nasnbHUK, HAHECUTE Ha
coeanHeHne HeMHoro drtoca 1 nonpobyiTe cHoBa.

AnaTtomusa LED. LED, vnu light emitting diodes, - nonsipusoBaHHble yCTPOWCTBA, KOTOPbIE
NponyckatT TOK TONbKO B OQHOM HamnpaBneHun. To 03Ha4aeT, YTo OHU He ByayT paboTtaTs,
ecnu NocTaBuTb UX 3a40M Hanepén. PucyHok 3-9 nokasbiBaeT aHatomuio LED. Bonee kopoTkas
HOXKa CO CTOpOHbI kopnyca LED, rae ecTb HeGonbLuas nnockasi rpaHb, HasbiBaeTcs cathode.
Ytobbl LED pabotan, cathode gormkeH ObiTb NOAKMIOYEH K NoTeHuuany 6onee oTpuuaTensHoOMy,
YeM Apyras HoXxka, anode.

flat mark (most cases) -> nnockaa mMeTka (B 6ONbWMHCTBE KOPMyCOB)
shorter lead -> bonee KOpoTKaA HOXKa
cathode (negative) -> KaToA (OoTpuuaTENbHbIN)

PucyHok 3-9. Anatomus LED.

PasHble LED 06b14HO TpebytoT pasHoro forward voltage gns BkntoveHusi. KpacHele LED 06bi4HO
TpebytoT 1,7 BonbTa, 3enéHble LED - okono 2,1 BonbTa, a cuHue LED - 3,5 BonbTa v Bhiwwe.
PaHHue cuHme LED TpeboBanu noutn 5 BonbT forward voltage, HO nporpecc TEXHONOMMN CHU3UI
NX HanpshkeHue, yNpoCcTUB MHTErpaLuio B MMTaeMyto OT 6aTtapen 1 HU3KOBOMbTHYIO SNIEKTPOHUKY.
Mokynas LED gnsa atoro npoekta, nomHuTe o Tpebyemom forward voltage. Ecnn yctaHoBUTL
cvHun LED Ha 5 BomnbT, ero cBeToBOW Bbixog byaeT o4eHb TYCKIbIM, MOCKOSbKY MaKCUMarbHoe
forward voltage, cosnasaemoe gpansepamn Xbox, coctaBnseT okono 3 BOMbT.

He pepxwute xano nasnbHWKa y MeTaninyeckoro octatka AnMTenibHoe BpeMs, MHaye OHO pacniaBut
Npunou, yaepXnBarLLnin oCTaTok Ha MecTe. Bbl NoMETe, YTO NasitHoe coeauHEHNe ocTaTtka C nnaTomn
pacnnaBumnoch, Korga ocTaTok Ha4YHET cBOOOAHO kavaTbes. Ecniv aTo cnyuntcs, gepxute xano
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nasinbHWKa y NnaTbl U MeasIeHHO OTBOAMWTE XKaro B CTOPOHY. MepeTackMBaHue xana npegoTspaTuTt
BbITArMBaHWE ocTaTka U3 nnaTtbl BMecTe C nasnbHUKoM. MogoxanTe, noka ocTaTok OCTLIHET, U COTHUTE
€ro o6paTHO B HY>KHOE MOSOXKEHME.

PucyHok 3-10. Navika LED Ha mecTe. ObpaTtuTe BHUMaHue, kak nnata u LED 3akpenneHbl manspHown
NEHTOMN.

Mocne Toro kak Bbl Npunasnu Bce YeTbipe coeanHenns Ha aByx LED, ob6pexbTe nuwHue Hoxkn LED
HaCTONMbKO KOPOTKO, HACKOITbKO CMOXETE, HE OTpe3as MeTannmMyeckme octaTtku. [oToBasi nnara goImkHa
BbIFNA4EeTb NOXOXe Ha pucyHke 3-11.

PucyHok 3-11. [oToBas cbopka nnatbl.
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OGpaTHasa cbopka nepegHen naHenum

3awénkHute cbopKy neyaTHow nnaTbl 06pPaTHO B NEPEAHIO NaHernb, COBMECTMB BEPXHUE Kpasi No4
YAEPXKUBAKOLLMMI 32KMMaMn 1 BOABWB NNaTy BO PPUKLIMOHHBIA 3aMOK.

Tenepb BO3bMUTE BCHO COOPKY NepeaHen naHenu u cocteikynTe eé ¢ Xbox. CHayana nponyctute
NPOBOAHON pas3bEém Yepes UCXOAHOE OBarlbHOE OTBEPCTUE B 3KPaHE 3EeKTPOMarHUTHLIX nomex. 3atem
BAABUTE NepefHioo naHenb B Xbox, 1 BCe Tpy PPUKLNOHHBIX 3aMKa AOMKHbI 3aLENKHYTLCS Ha MecTe.

CHoBa nogknooynTe NPoBOAHOM pasbém nepegHen naHenu K matepuHckon nnate Xbox. Pa3zbém umeet
Takyto (popmMy, 4TO BCTABUTb €ro MOXHO TOMbKO B OQHOM HanpasneHnu, HO NNacTuK, NCMOSb30BaHHbIN
npu OpMOBKe paszbema, MSrkMIn, 1 Bbl MOXETe BCTaBUTb €ro 3ai0M Hanepésa, ecnun HaxMETe 4OCTaTOYHO
CUIbHO, BO3MOXXHO HaHecs eMy HeobpaTumoe nospexaeHune. [NposepbTe NpaBUnbHYO OpUEHTaLMIO,
COBMECTMB OTCYTCTBYIOLLMIN KOHTAKT Ha rHe3ae nnaTbl C OTCYTCTBYIOLLUMM NPOBOAOM Ha pa3béme, Kak
NnokasaHo Ha puUcyHke 3-12.

"B

PucyHok 3-12. [pn3Hakm opueHTaumMm NpoBOAHOIo pasbema nepegHen naHenn. CTpenku ykasbiBatoT
NonoXeHne NycToro NONspU3yHLLEro KOHTaKTa.

Ecnu y Bac ctapas Xbox, ycTaHOBUTE BepTUKarnbHyto cbopKy neyaTtHow nnaTel obpaTHo, BAaBMB €€ B
pa3béMbl. DTa NevaTHas nnata siBnseTcs MHTepdEenCcHON KapTon UrPoBbIX KOHTposnepoB Xbox, NOSTOMY
BaM TOYHO HYXHO, YTODObI OHa Oblna ycTaHOBMEHa NPaBuibHO.

Tenepb Bbl rOTOBbI NPOBEPUTbL HEAABHO MOAUMMLMPOBaHHYO COOpKY nepeaHer naHenu. BepHute
OUCKOBbIE NPUBOALI B X OTCEKM U YyBeanTech, 4To UX kabenb NUTaHUS U NIEHTOYHbIN kKabenb HaaéXHO
nogkntoyeHsl. Mogkntounte Xbox K ceTH, U Bbl AOIMKHbI YBUAETbL CUHEE CBEYEHUE, NCXOAsILLEeE OT
nepegHe naHenu Xbox. (Ecnuv Bbl HE BUAUTE OXuaaemoro, He naHukynte. Cnegyoowmn pasgen,
«OTnagkay, npeanaraeT peLleHns HEKOTOPbIX BO3MOXHbIX Npobnem.)
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Korga Bbl yaosneTBopeHbl Moandukauuen Xbox, Boikniounte Xbox 1 BepHUTE YeTbipe YaepXKnBatoLmnx
BMHTa Ha cOopKy nepeaHen naHenu. (Bam notpebyetca cHoBa CHATL ANCKOBbIE MPUBOALI, YTOObI
nony4nTb AOCTYN K OTBEPCTUSIM BUHTOB.) BepHuTe AnckoBble NprBoapl, BKNoUnTe Xbox ewé pas, 4Tobbl
NpoOBEPUTBb, YTO BCE paboTaeT HopMarbHO, a 3aTeM cobepuTe ocTanbHyto YacTe Xbox, kak onncaHo B
rnaee 1.

OTnapgka

MHorga 4To-To MOET He Tak. 1o Moemy onbITy, YTO-TO MAET He Tak Yalle, Yem HaobopoT. Camoe BaXHOE,
YTO HY)XXHO MOMHMUTb, ECMM YTO-TO He paboTaeT: He naHukynTe! CoxpaHsinTe ICHOCTbL ymMa, HabnopaiiTe,
4YTO UMEHHO MOET He TakK, U NomnblTakTecb BbIABUHYTbL MMNOTE3Y O NPUYMHE HEUCNPaABHOCTU. [INsa cnpaBku
Tabnmua 3-1 cogepXXMT CMUCOK PacnpoOCTPAHEHHBIX NPOBEM 1 UX BO3MOXHbIX NPUYUH. MNMpunoxeHue E,
«OTnagka: noAckasku 1 coBeTbl», CoaepXmT bonee rnybokoe obcyxaeHne METOA0B OTNAOKN.

Ta6bnuua 3-1. PykoBogcTBO No OTragke ycraHoBku cuHero LED.

Mpo6nema Bo3moxHas npuunHa

Xbox He BkntovaeTcs. lMpoBogHON pa3béMm nepeaHen naHenu HenpaBubHO
BCTaBIEH.

Xbox He BkntovaeTcs. Xbox He noakntoveHa K ceTu.

Xbox He BKMoYaeTcs. MpoBoAHOM pa3beEM nepeaHen NaHenn NOBPEXAEH UK

noBpexaeHa cbopka nevyaTHOWM NnaTtbl NepegHen NaHenu.

Xbox BkntoyaeTcs U paboTaeT npaBunbHo, Ho 13 LED He OpuH nnu Heckonbko LED ycTaHoBneHbl 3a00M Hanepéa.
BbIXOOWUT CBET UM CBETUTCH TOINbKO MOMOBMHA CBETOBOIO
Kpyra BOKpYr KHOMKu eject.

Xbox BkntoyaeTcsi U paboTaeT npaBunbHo, Ho M3 LED He OawvH nnu Heckonbko LED ycTaHoBneHbl Ha MeTannuyeckue
BbIXOOWUT CBET UMW CBETUTCA TOSBLKO MOMOBMHA CBETOBOIO ocTaTku kpacHoro LED BMecTo MeTannmyeckmx octaTkoB
Kpyra BOKpYT KHOMKM eject. 3enéHoro LED. lNMposepbTe 370, BKMoUnB Xbox 6e3

NoAkntoYéHHoro Buaeokabens. 3T1o 3actaBut Xbox oTnpaBuTb
MUrarLLMiA CUrHan n Ha KpacHble, U Ha 3enéHble LED.

Xbox NpoxoanT HavanbHy aHMMaLMo, HO KOHCOSb Pasbémbl xécTkoro amcka unu DVD ocnabnu. MposepbTe, 4TO

ykasblBaeT, YTo TpebyeT obcnyxmnBaHus. cepblIfi NNEHTOYHbBIN pa3beM MOMHOCTLIO BCTABMEH B KaXAbIN
npy1BOA 1 YTO Pa3bEM NUTAHWS KaX[0ro NpyuBoAa NOMHOCTLIO
BCTaBIEH.

Xbox npoxoauT HavanbHy aHMMaLumio, HO KOHCOINb Ha ctapbix Mmogensx Xbox npoBepbTe, YTO BEpTUKarnbHas

ykasblBaeT, YTo TpebyeT obcnyxmnBaHus. MHTepdpencHas nnata UrpoBbIX KOHTPONNEpoB Obina

npaBuUIibHO yCTaHOBNEHa 06paTHO.

Xbox BkntoyaeTcs, HO UrPOBbIE KOHTPOINIEPbl He OTBEYalOT. Ha ctapbix mogensix Xbox nposepbTe, YTO BEpTUKanbHas
MHTepdericHas nnarta UrpoBbIX KOHTpOrnepoB bbina
npaBuIbHO YCTaHOBIEHa 0bpaTHo.

Xbox BKMNoYaeTCsl, HO UrPOBbIE KOHTPONIEPbl HE OTBEYAIOT. lMpoBepbTe, YTO MPOBOAHON pa3béM Mexay nepeaHen
naHesnblo U MaTepuHcKon nnaton Xbox npaBunbHO BCTaBMEH.

Xbox BkntovaeTcs, Ho DVD He nssnekaetcs. MpoBepbTe, 4TO pasbeM nuTaHns DVD npaBunbHO BCTaBMNEH.

Ha atom pykoBOACTBO no ycTtaHoBke cuHero LED 3akaH4vBaeTcs.
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NnmaBa 4. Coopka USB-apanTtepa

Cbopka kabenen - oba3aTenbHas YacTb annapaTHOro xakuHra. MHorve moamdukaumm 1 3KCNeprMeHThbI,
BbINOMHAEMbIE C annapaTtypon, noTpebytoT cneumnanbHoro kabens, 4Tobbl aganTMpoBaTb NMeLNECs
pasbeMbl K TOMY, UTO BaM HY>XHO.

B aToli rmaBe BbI y3HaeTe, kak cobpaTb USB-kabenb-agantep gnst Xbox, Bellb, HEOOCTYMHYIO B
OONbLUMHCTBE PO3HUYHBIX MarasnHoB (XOTS OTAEeNbHbIE OHNaVH-NpoaasLbl, Hanpumep Lik-Sang
(www.lik-sang.com), gencTBUTENBLHO UMeIT 3TOT ToBap). USB-aganTtep no3sondeT noaknodaTb K Xbox
ctaHgapTHble USB-xabbl, knaBmaTypbl 1 MblliK Ans 3anycka Linux. (3ta rmaea B doopme y4ebHOoro
npvMepa npeacraBnseT OCHOBbI HaAEXHOM cOopku kabenew; onbiTHbIE annapaTHbIE Xakepbl MOryT
¢cBob60AHO NpocMoTpeTb €€ Berno nnu NPonycTuTb.)

UcxoaHble MaTepuanbl

[lnsa aToro npoekTa noTpebytoTcs cneayowme matepuarnsbi:

» OgvH 3anacHom pa3pbIBHOM kabernb UrpOBOro KoHTposiepa Xbox unu yanmHuTens UrpoBoro
kKoHTponnepa. (Cm. PucyHok 4-1.)

» OaviH yanuHnteneHbin kabens USB type A unu posetka USB type A female. (doTtorpadums poseTtkm USB
type A female nokasaHa Ha pucyHke 4-2.)

* [MasanbHKUK, Npunon n drtoc.

+ [InaroHanbHble Kycaykv U MHCTPYMEHT AN 3a4MCTKU NMPOBOAOB.

* I3oneHTa.

* (HeobsasaTenbHO) TepmoycagovHasa Tpyoka 3/8 gtovima u TepMOoKnen.

* (HeobGsa3aTenbHO) aepxaTtenb «TPEeTbs pyka» AN nanku.

MowaroBoe onucaHue B 3TOM rMaBse UCNOMb3yeT 3anacHon pa3pbiBHOW kabenb (AOCTYMNHbIN B N0GOM
marasuHe sugeourp) n USB-yanuuutens. Ecnv Bbl XOTUTE MCNONb30BaTh YTO-TO OPYroe, CM. NPUIOXeHne
F, «CnpaBo4Huk no annapatype Xbox», rae npyBegeHbl pacivMHOBKN Pa3fINYHbIX Ppa3bEMOB,
npumeHsemMbix B Xbox.
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PucyHok 4-1. (CneBa) yanvHutenbHbIn kabenb urposoro koHTponnepa Xbox. (Cnpaea) pa3pbiBHOM
kabenb Xbox.
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PucyHok 4-2. Pasbém USB type A female.

Crparterus

Mpwn cbopke USB-kabensi-agantepa Xbox OCHOBHas naest COCTOUT B TOM, YTOObI pa3pe3aTthb nononam
paspbiBHOW kabenb Xbox n USB-yanumHUTens U coeauHUTbL NpaBuibHbIe KOHLLI ABYX kabenen. K cyacThlo,
ans USB-coBmecTnMbIX Kabenen cyllecTByeT cTaHgapTHas cxema npoBogoB. KpacHbli - nutaHue +5V,
YépHbli - Ground, 6enbili - Data (-), a 3enénbin - Data (+). YTo6bl coeanHuTb Kabenu, NpocTo coeanHuTe
npoBofa ofuHakoBbIX LBeToB. (ObpaTute BHUMaHue, 4to kabenb Xbox 6ygeT umeTb AONOMHUTENbHbIN
XENTbIN NPOBOS, HECYLLUIN KONUIO composite video sync signal ans ncnonb3oBaHus B UrPOBbIX
nHTepdercax Tuna light-gun. ATOT ONONHUTENBHbLIN XENTLIV NPOBOA MOXHO 6€30MacHO NTHOPMPOBAaTL.)
OTa rnaBa noLaroBo NpoBeAET Bac Yepes CoeaUHEHME NPOBOAOB M repmMmeTusaunto kabens.

BaxHo. HekoTopble nponssognTtenn USB-kabener He cobnogatoT cTaHAapTHYO CXeMy LIBETOB
USB. Camoe pacnpocTpaHéHHOe OTKNOHEHME - NepecTaHoBKa 6enoro 1 3enéHoro NnpoBoaoB,
XOTS B pedKMx cryyasx LBETOBOW KO UrHOpMpyeTCcs MONHOCTLI0. Bcerga nonesHo ncnonb3oBatb
n3mepuTenb NPO3BOHKKU, YTOOLI NpoBepuUTh, 4YTo Baw USB-yanuHuTens 4encTBUTENBHO
CoOTBEeTCTBYET LiBeToBOMY koay USB.

67



Peanusauus

CHavana paspexbTe paspbiBHON kabenb Xbox psagom ¢ koHUoM pa3béMa Xbox (npumepHoO B 2 gronmMax ot
Hero) u paspexbTe USB-yanuHutenb psagom ¢ koHuoM female-pa3béma. BeibpocbTe male-nonoBunHy
USB-yanuHuTens u nonosuHy kabens Xbox ¢ MeHbLUNM pa3bEMOM.

3aTtem guaroHanbHbIMK Kycadkamu caenante Hagpesbl AnvHon 1/2 gronma B U3onsiummn kaxkaoro kabens,
Kak nokasaHo B kagpe 1 Ha pucyHke 4-3. OTorHuTe n3onaumio Hasag, YTobbl OTKPbLITb MPOBOAA, KOTOPbIE
OyayT 3alUMLLEHbl N1ETEHLIM METaNIMYECKUM SKPaHOM U MeTannmyeckon donbron. OTorHuTe
MeTannmyeckyto onnétky u onbry Hasag 1 CpexbTe NIULLIHIO U30NSALMIO U 3KpaH. 3a4ymcTuTe KoHUbI
KpacHoro, 3enéHoro, 6enoro n 4épHoro NPoBOAOB Tak, YTObbI 6bIN0 BUAHO okono 1/8 Atonma ronoro
npoBogHuKa. (He 3auunwianTe XENTbIN NPoBOA B pa3pbiBHOM kabene Xbox.) OkyHUTe ronble KOHUbI
NPOBOAHMKOB B HEMHOrO nasinibHoro dntoca. (CM. PucyHok 4-3.)

PucyHok 4-3. (1) Coenaiite Hagpesbl B U3onsaumm kabens u (2) oTorHute m3onsaumio, Ytobbl OTKPbITb
npoBoAa u akpaH BHYTpU. (3) CpexbTe NULIHMI 3KPaH U N30nauuo 1 3adnctute 1/8 arorima ¢ KOHLOB
npoBogoB.. (ObpaTnTe BHMMaHWE, YTO XENThIN NPOBOA B kabene pa3béma Xbox cnpaBa He 3aunileH.) (4)
HakoHeu, oKyHUTE 3aunLLieHHble KOHLbl MPOBOAOB B NasiNbHbIN (nioc.
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Ecnu Bac 6ecrnokonT NpoYHOCTb Unu 6e3onacHocTb cbopkn kabens-agantepa, HageHbTe Ha OAMH U3
kabenewn oTpe3ok TepmoycagodHon Tpybkm annHon 1-1/4 aronma. (Moaxe aTa Tpybka bygeT HageTa
MOBEPX rOfbIX NastHbIX COEAMHEHWUIA 1 3anofHeHa TEPMOKIeeM, YTobbl caenaTe COEAMHEHNE NPOYHbIM.)
OKkpaHupoBaHue He sBNsieTcs 06s3aTenbHbIM, HO 6e3 ycuneHus Tepmoycankon kabenb 6yaeT He Takum
NPOYHbIM; OH 6y/:|,eT noaBepxeH nosyioMke npu noBTOPAOLLNXCA M3rmdax unm HaTsHKeHUu.

Mpopomxkante npouecc cOopkn kabens, cnanBasi BMeCTe NpoBOAa OAMHAKOBLIX LIBETOB, Kak NoKa3aHo Ha
pucyHke 4-4. lNycTb opyr NOMOXET yAepXXMBaTb kabenu Ha MecTe, Noka Bbl UX NasieTe, NN UCNONb3ynTe
WHCTPYMEHT «TpeTbs pyka» (Homep 3akasa Jameco 26690) ¢ 3axxmmMamMun «KpoKOAMI», YTobbl yaepxusaTb
kabernb Ha mecTe. Bce nasiHble coeguMHEHUS OOMKHbI BbIFMSAETb rmagkMuMmm un onectawmummn. CUnsHo
NOTSIHUTE 3a KaXX4oe CoeanHeHne, YToObl NPOBEPUTDL, YTO Narika xopolas. ObepHuTe HebonbLIOM
KyCOYEeK M30SIEHTbI BOKPYT OTKPbITLIX COEANHEHWUI, YTOObLI MPeJoTBPATUTb KOPOTKOE 3aMblkaHUE MEXOY
OronéHHbIMK coeguHeHnsMK. MNpoBepbTe kabenb, Npexae YeM NEPEXOAUTL K CrieayroLeMy Lwary, roe
coeguHeHuns ByayT OKOHYaTeNbHO 3aKMYeHbl B 060MOYKY.

PucyHok 4-4. (1) lNepen nankon HageHbTe Ha kabernb KyCOK TepMoycanodHom Tpyoku. (2) Cnasnte
npoBoAa BMecTe, UBeT K LBeTy. (3) ObepHunTe NpoBoaa M30MneHTon, YToObl NpeaoTBPaTUTb KOPOTKOe
3ambikaHue. [poBepbTe kabenb. (4) HaHecuTe HebonbLUMe kannm TePMOKIes Ha NPOBEPEHHbIN kabens,
4yTOObI yaepxaTb M3OMNEHTY 1 NPOBOAA Ha MeCTe ANs crieayloLlero wara.
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Mocne Toro kak kabenb NpoBepeH 1 NOATBEPKAEH KaK UCNPaBHbLIV, Nopa NOMECTUTb BOKPYT NasHbIX
COeAVHEHMNN NPOYHbIV KOXYX AN MeXaHWYeCKOro yCUneHus, kKak nokasaHo Ha pucyHke 4-5. Hanecute
napy HebonbLUMX Kanernb TEPMOKIEs NOBEpPX OTKPbITbIX NasHbIX COEANHEHUN, YTOBLI yaepxaTb UX Ha
MeCTe U He AaTb UM 3aMKHYTbCSA ApYr C APYroM, COBUHbTE TepMOyCcadouyHyto TPyOKy noBepx nasHbIX
coeVHEeHUN, 3aTeM 3anonHuTe obe CTOPOHbI TPYOKM TepmokneeM. Tpybka AoMmKHa ycecTb OT Tenna Kres
n ccpopmmpoBaTb TBEPOLIVM NOCTOSAHHBIN OBMeratLLmMn KOXyx NoBepx coeguHeHus. (Tepmoknen Takke
OEeNCTBYET KaK pa3rpyska HaTsXKeHWUs AN coeamHeHus, nosTomy kabenb ByaeT npoyHbIM B 60nbLINHCTBE
06bIYHbIX YCMOBMI 3KCnnyaTauuun.)

XoTs kabenb NonHOCTbIO0 paboTtocnocobeH 6e3 0O6paboTkn TEPMOKIIEEM U TEPMOYCaA04YHOM TPYOKON, Bl
BCE paBHO MOXETE YNy4LWTb CTabUNbHOCTb COEOUHEHUS, ECMM 3TUX NPEAMETOB MO PYKON HET.
M30MneHTy MOXXHO akkypaTHO 06epHYTb BOKPYTr OTAENbHbIX COEAUHEHWI KaK MMNPOBU3NPOBAHHOE
MeXxaHU4YecKoe ycuneHue.

Tenepb, koraa Bbl 3akoH4UMnM agantep USB - nrposow nopT Xbox, rmasbl 11 1 12 onucbiBalOT HEKOTOPbLIE
warun, Heobxoammble Ans yctaHoBku Linux Ha Xbox, 4To6bl Bbl MOrNn NCNONb30BaTh CBOW HOBLIN
aganTep.
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PucyHok 4-5. (1) HageHbTe TepMmoycagouHyto TpyOKy NoBepX COeAUHEHNS N HAYHWUTE 3aMnONHATL TPYOKy
TepmokrieeM. (2) Tepmoknen 3actaBuT TEPMOYCaZ0UHY0 TPYOKy cxaTtbes. (3) KOHeYHbIN NpoayKT -
MOCTOSIHHBIN ODNeratLLmnn KOXyX, KOTOPbIVA BbIAEPXUT DOMbLUYIO YacTb Harpy3ok. (4) doTtorpadums
KOHEeYHOro NpoAykTa, nokasbiBatoLlas KoHubl kabenern Xbox n USB.
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FnaBa 5. 3ameHa cnoMaHHOro 6yoka nuTtaHus

B HecuyacTnnBoM - 1 Ha yaOMBIIEHNE YACTOM - criyyae, korga Xbox nomaetcs nocne ncrtevyeHns ero
TPEXMECAYHOW rapaHTK, eANHCTBEHHbIN ourLmanbHbIi CNOCob NOYMHMTBL ero - 3annaTtutb Microsoft 3a
peMoHT. [laxke camble NPOCTbIe UCMPaBIEHNSA MOryT CTOUTL BonblUe cTa A0NNapoBs, TO eCTb MPUMEPHO
NOMNoBWHY NepBOHAYanNbHON LieHbl KOHCONW. B pesynbTate s Nony4nn MHOXECTBO NUCEM OT MOAEN C
BONPOCaMM O TOM, KaK YNHWUTb CIIOMaHHbIE BITOKM NMUTaHUA U )XECTKUE OUCKN.

K coxaneHuto, 3aMmeHa CroMaHHOro XXeCTKoro aucka tTpedyet obxoaa cuctembl 6esonacHocTn Xbox,
MOCKOJIbKY YHUKarbHBIN K4 UCMONb3YEeTCs AN NPUBA3KA MaTepPUHCKMX nraT Xbox K KOHKpETHOMY
XKECTKOMY OMCKY. YCTaHOBKa HOBOIO XeCTKOro aucka notpebosana 6bl modchip, KOTOpbIA MOXeT
nepenporpammupoBaTtb 1Unn 06onTn BIOKNPOBKY xecTkoro aucka. Kpome toro, Tpebyetcs konus
YCTaHOBIEHHOIO Ha 3aBoJe nporpamMHoro obecneyenms Xbox, a pacnpocTpaHaTb UK KONMPOBaTb €€
He3aKOHHO Aaxe AN uenen pemoHTa. [1osToMy Tema 3aMeHbl XKeCTKOro gucka Xbox Criviikom
LLIeKOTNMBa, YTOObI 06CYyXaaTh ee B 3TOM TeKCTe. YutaTensam pekomeHayeTcs nonckatb B ceTu nobom ns
MHorouncneHHbix FAQ no 3ameHe XeCTKMX AMCKOB.

C opyron CTOpoHbI, O510K NUTaHMS, UCMONb3yeMbI B XbOX, O4EHb MOXOX Ha TOT, KOTOPbLIA NCMOSb3YETCs B
cTtangaptHom PC. EcTb MHOro Be6-CalToB, r4e MOXHO KyMWUTb TOYHbIE 3aMeHUTENN BNOKOB NUTaHUSA
Xbox, Hanpumep Llama.com (www.llama.com/xbox/Repairs/repairs.htm), XboxRepair.com
(www.xboxrepair.com) u Firefly-HK (www.firefly-hk.com), unm moxHo nonbitatbcs cobpaTb Takow 6ok
CaMOCTOoSATENbHO U3 cTaHgapTHoro PC-6noka nutaHus!

YunTbIBas 4acToTy OTKa30B GIIOKOB NUTaHWS, A MOKaXy BaM, Kak NpUcnocodbuTb cTangapTHeii PC
ATX-6nok nutaHusa gna Xbox. MNoaxoad, onucaHHbIV B 3TOM pa3sgene, He TpebyeT nanku, LieHon
HeobXxo4MMOCTM NepeknioYaTb AOMNONHUTENBHbIV BbIKMoYaTeNb, YTOObI BKMoUNTL Xbox. Mpunoxexne C,
«Getting Into PCB Layout», onucbiBaeT NpocToi NPOEKT, KOTOPbIA MOXHO cobpaTb, YTOObLI MONYYNTb
yoobcTBO 6€3 AONOMNHUTENBHbIX BbIKNOYaTenen nutaHns. KoHe4yHo, nerye Kynutb TOYHbIN 3aMEHUTENb
onoka nutaHmsa gnst Xbox 1 Mcnonb3oBaTh YacTy Npouenypbl, NpUBEAEHHON B 3TOW rMNaBe, YTOObl MOMOYb
cebe c ycTtaHoBkon. OgHako B NPSMON 3amMeHe MeHblLUle 06pa3oBaTenibHON LLEHHOCTU, YEM B aganTauum.
Ecnu Bbl pewnte agantuposatb ATX-6nok nutaHus Ans ncnonb3osaHus ¢ Xbox, Bbl Hay4uTech genatb
00GXMMHbIEe Kabenu, a Takke HEMHOTO y3HaeTe 06 SMEKTPOHHOWM TEOPUM U O TOM, Kak paboTaeT Xbox.

Euwe ogHa npuunHa agantupoBath cTaHgapTHbin PC ATX-6nok nutaHmsa Kk Xbox - obecneuntb KOHCONU
gononHutenbHyto MowHocTb. OEM (original equipment manufacturer, nponssoguTens opurmHansHOro
0060pyaoBaHUA), UMK «LUTATHbINY, 6NOK NMTaHNa Xbox Bbl4aeT POBHO CTOMbKO MOLLHOCTU, CKOSbKO eaBa
xBaTtaeT gns notpebHocrter Xbox. MNogkntodeHre 4ononHUTENbHBIX MPUBOAOB UM BEHTUNSATOPORB K B
ocTanbHoM HemoanduumposaHHomy Xbox moxeT neperpy3nts OEM-6nok nutaHus Xbox n npuBecTtu K
€ro BbIropaHuio.

O6patuTe BHMMaHME, YTO Ha MOMEHT HanUcaHus 3Ton KHUrK Gbina BbinyLleHa HoBas annapaTHast
peBusns Xbox (n3sectHas B coobuectse B3nioma Xbox kak «v1.2»), y KOTOPOW, No-BUAMMOMY,
YCTaHOBIEH CTaHA4apPTHbIN pazbem ATX-0noka nuTaHmMs BMecTo (hMpMeHHOro pasbema 6roka nutaHus
Xbox, onucaHHOro ganee B aTon rnase. [pexae Yem npogorkaTtb npoueaypy agantauuu, yéeamrecs,
4YTO pasbem Grioka NuTaHusa Bawero Xbox COOTBETCTBYET pa3bemMy, ONMCaHHOMY B 3TOW rnase. Pasbem
6roka nutaHusa Xbox, npegnonaraemMbivi B 3TOW rnaBe, MMeeT ABEeHaALaTb KOHTAKTOB B OOWH psag, Torga
Kak bornee HoBbIM pa3beM 6noka nuTaHna Xbox nmeet 20 KOHTAKTOB, pacrnonoXeHHbIX B ABa psiaa no
pecatb. Kpome TOro, gaxke HECMOTPS Ha TO YTO NocneaHAa annapaTtHas pesusnsa Xbox nveet
ATX-nogobHbI pasbeM, OH He 00s13aTENBHO SNEKTPUYECKN COBMECTUM CO cTaHAapTHbIM ATX-6r10koM
nuTaHus. beino 6bl pasyMHO M3MEPUTb Hanps>KeHNa Ha pasbeme NUTaHUsA 1 CPaBHUTbL UX CO
cneundukaumen ATX (www.formfactors.org/developer/specs/atx/atx2_1.pdf), npexae 4em nbiTaTbCs
COeANHUTbL cTaHaapTHbIM ATX-0M0ok nuTaHmst ¢ Xbox, MMetoLmm HoBbIn ATX-NogobHbIA pasbeMm.
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BaxHo. 3ameHa 6roka nuTaHus MOXeT NOABEPrHYTb BaCc BO3AENCTBMIO OMACHbIX HanpsiKeHWUN.
Mepen cHaTuem 6rnoka nuTaHus Bcerga oTknodanTe Xbox OT HACTEHHOM PO3ETKM M NOAOXKANTE
MWHYTY, 4TOObI HaKOMNMEHHbIN 3apag paccesancs. Kpome Toro, HenpasunbHas yCTaHOBKa
CMEeHHOro 6r10ka MMTaHUst MOXET MPUBECTM K NOCTOSHHOMY, AaXe B3PbIBHOMY, MOBPEXAEHUIO
KoHconu. BeinonHanTe aTy npoueaypy TOMbKO B TOM Cry4yae, eCrnv Bbl YyBEPEHbI, YTO B0k
NUTaHNA PaspsXeH U BbIKITIOYEH, N €CMX Bbl FOTOBbLI MPUHATHL PUCK AarnbHENLIEro NoBpexaeHns
BaLlen KOHCOMMW.

IdnarHocTnka cnomaHHoro 65okKka nuTtaHus

Ecnun Baw Xbox ncnbiTbiBaeT NpobrieMbl ¢ BKNIOYEHMEM, CHa4Yana HeobxoaMMo AnarHocTMpoBaTth
npobnemy 1 HaNTU UCTOYHMK OTKa3a. HeT cMmbicna 3ameHATb 6rOK NUTaHUs, Koraa HeMCNPaBHOCTb Ha
CaMoOM [erie HaXOAMTCsl BHYTPU KOHCOMW Ui B HACTEHHOW po3eTke. BbinonHuTe cneayowime
AunarHocTU4Yeckue Lwarum, YtTobbl NPOBEPUTL, YTO BUHOBHUKOM AENCTBUTENLHO SABMSieTcs 610K NUTaHus
Xbox, a He YTo-TO gpyroe.

1. MpoBepbTe, YTO anekTpuyeckas po3eTka paboTaeT, NOAKNIOYMB K Her namny. McnonesynTte namny
MUHUMYM Ha 100 BaTT, YTOObI TOYHO MMUTUPOBATL Harpy3sky Xbox.

2. BudyanbHO OCMOTpPUTE LUHYP NUTaHMs Ha nepernbbl 1 nopesbl.

3. MNMpoBepbTe, YTO BUNKa LWWHYpa NUTaHUS NNOTHO BCTaBneHa B rHe3no nutaHusa Xbox, u 4yto Xbox Bce
PaBHO He BKNIOYAETCH, HECMOTPS Ha 3TN NPOBEPKW.

4. BusyanbHo ocmMoTpuTe BHyTpeHHOCTb Xbox Ha criefdpbl 00yrnmBaHns nnv pasopBaHHble KOHAEHCATopbI.
Ecnu cnegpbl 06yrnmeBaHnsa BUOHbI HA MaTEPUHCKON nnaTe, BO3MOXHO, BaM NpuaeTcs 3amMeHuTb
MaTepuHckyto nnaty Xbox (To ectb Kynutb HoBbI Xbox). Ecnn cnegpl obyrnuBaHmst ecTb Ha 6rnoke
nMTaHus, ckopee Bcero, 6rioKk NUTaHus Obin NOBPEXAEH M MOXHO HauyuMHaTb ero 3ameHy. (MomHuTe,
4YTO OTKa3 brnoka NMTaHWsa Takke MOXeT NoBPeaNTb MaTEPUHCKYIO NnaTty, NO3TOMY BCe eLle eCTb
BEPOSTHOCTb, YTO Xbox He 3apaboTaeT nocne 3ameHbl O510ka NUTaHKs.)

5. MNpoBepbTe, YTO OCHOBHOW pasbeM Goka NUTaHWA 1 pa3beM yana nnatbl nepegHen NnaHenm NoTHO
nocaxeHsol. (PacnonoxeHve pasbema ysna nnatbl nepegHen naHenm nokasaHo Ha pucyHke 3-3 B
rnaee 3, «Installing a Blue LED».) Beikntovatenb nutaHms Xbox coemMHeH ¢ MaTepuUHCKON nNnaTomn
Yyepes pasbeM y3na nnatbl nepegHen naHenu.

6. Moka Xbox BbIKMOYEH, HO BCE eLle NOAKMIOYEH K CETU, C MOMOLLbIO BOMbTMETPa NpOBEpPbLTE, YTO
nexypHoe HanpsbkeHue 3.3V (3.3VSB) HaxoguTcsa B npegenax cneundmkauun. MamepbTe 3.3VSB,
Kacascb LLyMNoM LIeCTOro npoBoja B pa3bemMe 6noka nuTaHus, cuntas oT KoHua, brnvpkaniero K
nepegHer naHenu, n nNoboro 13 YepHbIX NPOBOAOB Ha pasbeme NuTaHusA. HanpsikeHnsa 6noka
MUTaHUSA MOXHO N3MepATb, BCTaBNSAA KOHYMKH LLYMOB BONbTMETPa B CBOGOAHOE NPOCTPaHCTBO MexXay
npoBogamMuv NUTaHWs U pasbemMoM NuTaHus. (BHyTpu kopnyca pa3bema NnUTaHus MaTePUHCKOW Nnatbl
BOKPYT MPOBOAOB NUTaHUA eCTb MeTannumyeckas obonma.) Ecnm sHayeHme 3.3VSB He HaxoguTcsa
mexay 3.14 n 3.47 BonbTa, BO3MOXHO, BaM HY)XHO 3aMeHUTb BJ10K NUTaHKS.

7. HaxkmuTe KHOMKy nuTaHnsa Ha Xbox, 4ToObl «BKIOUYUTEY» ero (NpeanosnoxuTensHo, ecny 6ok NMTaHus
cnomaH, Xbox mano 4to cgenaet). Ecnu 6nok nuTaHns WymMnT unm ObIMAT, OTKIOYUTE KOPOOKY OT
ceTu 1 nepexoauTte K 3ameHe 6roka nuTaHus. Ecnm kopobka kaxeTcs MepTBOW, U3MepbTe Kaxxaoe 13
OCHOBHbIX HanpshXeHWi, NoCTynarLwmx oT 6noka nutaHns. Ha xxentoM npoBoge AOMMKHO ObITb
HanpsbkeHue mexay 11.4 n 12.6 BonbTa; Ha kpacHoM nposoge - mexay 4.8 n 5.25 sonbTa; Ha
opaHxeBOM npoBoge - mexay 3.14 n 3.47 BonbTa. (Bce 3T HanpsiKeHNss OTCUMTBIBAIOTCS
OTHOCUTENBbHO YepHOro Npoeoaa.) Takke NpoBepbTe, YTO HanpsxeHue Ha curHane Power OK
(pacnonoxeH Ha KoHTakTe 12, camoM JanbHeM OT nepegHeln NaHenu KoHTakTe) Boiwe 3.1 BonbTa.
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Ecnu Bce NYHKTbI CMUCKa Ha npep,blp,yu.l,elh CTpaHuue npoxoadT npoBepkKy, BeCbMa ManoBepOATHO, YTO
npo6ne|v|a B BawleMm 6roke nutaHus. [anblie cTouT NpoOBEPUTb SNEKTPUHECKYIO N MEXaHNYEeCKYHO
LLeJTOCTHOCTb BblKIHo4aTena nutaHnaA (CM. rmaBy 3, roe oObACHSIETCS, KaK CHATb nnaTy C BbIKN4vaTenem
I'IVITaHVIFI) n pa6OTOCFI0006HOCTb MaTepVIHCKOIZ nnatbl. OgHaKO ecnu Bbl AeNCTBUTENBHO Habnoaanm
NPU3HaKM OTKa3aBLUero Onoka nuTaHna, YiTanTe ganblue.

3amMeHa 6noka nutaHusa

O6wasn cTtpaTernss 3ameHbl 6rioka nMTaHusa Xbox coctouT B TOM, YTOObI aganTMpoBaTbk CTaHO4apTHbIA PC
ATX-6nok nuTaHusa ons ncnonb3oBaHus B Xbox. BoT cnncok obopyaoBaHus, KOToOpoe BaM NoHagobuTcs:

* CtangapTHbii ATX-6nok nutanus. bnok nutaHua 1-U nomectuTcsa B npeaenax npoekuun kopryca Xbox,
HO, BEPOATHO, ByAeT HEMHOIO CIIULLIKOM BbICOKMM, YTOObI 3aKpbITh KOPMYC.

* (HeoGs3aTenbHo) YanuHutenb kabens nutannsa ATX-maTepuHCkon nnaTbl. YANUHUTENW CUIIOBOTO
kaberns MOXHO KynuTb Y MHOTOYMCIIEHHBIX NpoAaBuoBs, Bkntovas PC Power and Cooling
(www.pcpowerandcooling.com). Mogudukauns yanuHutenbHoro kabensa ana Xbox Bmecto kabens
ATX-6roka nMTaHusa NO3BoONISIET BaM CHOBA UCMONb30BaTh ONOK NuTaHus B cTaHgapTHom PC, korga
Bbl OygeTe roToBbl BbIOPOCUTL CBOM XbOX.

* OBXMMHON UHCTPYMEHT. YHMBEpPCarbHbIN 06XMMHON MHCTPYyMeHT Molex (apTukyn Digi-Key
WM9999-ND) HacToATenbHO pekoMeHayeTcs, HO OH HeMHoro goporoi (okorno $35). Bonee aelesbii
OBXUMHOW MHCTPYMEHT, Hanpumep Jameco 159265, MOXHO KynuTb NPUMEPHO 3a TPETb LIEHbI, HO UM
TpyAHee nonb3oBaThCs, U BaM, BO3MOXHO, NpUAETCA nponamBaTtb 06XunMbl, YUTOObI 40OUTHCS HYXXHOM
NPOYHOCTN COEANHEHWSI.

* OguH 12-no3NLUMOHHBIN Kopnyc pasdbema ¢ waroM 0.156" (To ectb apTukyn Digi-Key WM2313-ND) nnu
OBa CTblkyeMblX 6-NO3MLIMOHHBIX Kopryca pasbeMa ¢ warom 0.156" (To ecTb apTukyn Jameco
104731). 3TOT KOpPNYC NCMNOSb3YETCS Kak 3aMeHa pas3bema nutaHus Xbox.

* TpuHaguaTb OGXUMHBIX KOHTAKTOB ANsl CUIOBOro pasbema c warom 0.156" (To ectb apTukyn Digi-Key
WM2313-ND unu apTtukyn Jameco 78318).

* [1Ba kpeMHuMeBbIX BeinpaAMutTensHbix guoga 1N4001 nnn ny4dwe B kopnyce DO-41 (To ecTb apTuKyn
Digi-Key 1N4001DICT-ND wunu aptukyn Jameco 35975).

* IHCTpyMeHT ansa cHaTtua nsonauuun. MNMogonaet nobon ctpunnep, KOTOpbIn MoxeT paboTaTb C NPOBOAOM
18 gauge.

* Kycauku. MNMogonayT nobble gnaroHanbHble KyCayku.

* N3oneHTa.

Crparerus

WHTepdpenc ctaHgapTHoro ATX-6noka nutaHmMa o4eHb NOXoX Ha nHTepdenc 6noka nutaHnsa Xbox. Xbox
Tpebyet +3.3V, +5V, +12V, gexypHoe nutaHue +3.3V, a Takke ABa ynpasBnsowmux curHana: «power OK»
n «power onx». CurHan power OK nokasbiBaeT, Y4TO BbIXOAHOE NMUTaHWe OT 6roka NMTaHus CTaburbHO U
npaBubHO OTPErynupoBaHo, a curHan Power On siBnseTcs ynpaensaoowmm curHanom ot Xbox, KoTophbin
BKIlOMaET U BbIKTo4aeT 6nok nutaHnsa. Tunuyubin ATX-610k nutaHma nmeeT Bbixogbl +3.3V, +5V n +12V
C [OCTaTO4HOM curnon, 4Tobbl nuTaTh Xbox, a Takke umeet curHan power OK, COBMECTUMbIN C
mMaTepuHckon nnarton Xbox. OgHako ATX-6nok nutaHus hopmupyeT OexypHoe HanpsbkeHue +5V BmecTto
aexypHoro HanpsbkeHusa +3.3V, a curHan Power On nmeeT NonsipHOCTb, 06paTtHyto Tol, 4to y Xbox. O6a
3TUX HECOBMECTMMbIX MECTA MOXHO YCTPaHUTb CMOCOOOM, KOTOPLIN He TPeByeT nawku.
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[Ba nocnegoBaTenbHO COeAMHEHHbIX AMOAA UCMOSb3YTCS, YTOObI CHU3UTL AEXYPHOEe HanpshkeHne +5V
00 HanpsbkeHns 4yTb MeHblue +3.6V. Curhan Power On k ATX-6110Ky NMTaHWSA N0 YMOMYaHWIO HaxoauTes
B COCTOSIHWUM «BKO4YEHO», MO3TOMY OH OCTAHETCH HENOAKMNIOYEHHbIM, Aenas 6nok nuTaHusa Bceraa
BKITHOYEHHbIM, AaXe eCrnv KOHCOMb BbIKMNoYeHa. OTO He co3aaeT Npobrem Ans aNeKTPOHWKN KOHCOMW, HO
MOXeT acTeTudeckun cmywatb. Mpunoxenue C, «Getting Into PCB Layout», onuckiBaeT npyMmepHbIv
NPOEKT, KOTOPbIN MOXHO peann3oBaTb, YTOObl 000MTK 3TM HECOBMECTMMOCTU Bonee nssiLHbIM obpasom.
OpHako NPOeKT, N3MOXEHHbIN B MPUOXeHUN, NoTpebyeT OT Bac BMOXWUTb HEKOTOPbIE YCUNUS B BuAe
navku n paspaboTku nnatbl.

Mcnonb3oBaHne oMoaoB Ansi MOHMKEHUS HanpshKeHUMn

Xbox TpebyeT gexypHoe HanpskeHve nutanns +3.3V, Ho ATX-6M0K NUTaHWs BblgAET TOMBbKO AEXYpHOE
HanpsbkeHue nuTaHusa +5V. «paBUnbHBIM» pelleHneM 3Tor Npobremsbl Bbino 6bl UCcnonb3oBaTh
cTabunmnsaTtop HanpsPKEHUs!, KOTOPbIN TOYHO NpeobpasyeT +5V B +3.3V, HO Lienb 3TOro xaka - 3aMeHUTb
6rOK MUTaHMSA C MUHMMarbHBIM KONMYECTBOM MalKu.

AnbTepHaTUBHOE peLLEeHNE - UCMOMb30BaTh ABa Anoaa, YToObl yMEHbLUUTL NUTaHne +5 BOMbT 0
«40CTaTto4Ho 6nmn3koro» NuTaHus +3.6 BonbTa. Mbl MOXeM caenaTtb 3To, MOTOMY YTO HanpshkeHWe Ha
NpoBOASALLEM B MPSMOM HanpaeneHnn gnoge norapndmMmyeckn NnponopunoHansHO TOKy Yepes amos.
Opyrumu cnoBamu, ans 60NbLUIMHCTBA TOKOB HanpshkeHne Ha AuMoAe novty noctosiHHo. OkasbiBaeTcs,
KpeMHMeBble ANoabl MOYTN eANHO0DOPa3HO NMEKT NpsiMoe nageHue HanpskeHus okono 0.7 BonbTa, Tak
YTO ABa TakmMx guoga nocriegoBaTensHo cbpocar 1.4 BonbTa.

Ounopapl, ncnonesyemole B 3ToM xake, 1N4001, cnocobHbl NpoBOAUTL TOMNBKO 1 amnep Toka, MO3TOMY He
NCMNoMb3ynTe 3TOT MPUEM B APYTrMX NPUIOXKEHUsIX, KOTOpbIM TpebyeTcsa bonbLuon Tok. K cyacTbtio,
AexypHoe nuTtaHue ans Xbox AomKHO NoTPebnsaTh NMLb KPOLLUEYHBIN TOK, MO3TOMY BbiropaHue ANOAO0B
He aBnseTca npeameTom 6ecnokoncTBa.

B kayecTBe 3aKMOYUTENBHOMO 3aMeYaHns: HanpshkeHne, copacbiBaeMoe AMOA0M, HEMHOrO konebneTcs B
3aBUCMMOCTM OT BEJIMYMHBI TOKa Yepes3 Hero, No3TOMY He UCMONb3yNTe 3TOT NPUEM B MPUIOXKEHMSX,
KOTOpbIM TPEOYIOTCS TOYHO CTabUNN3MPOBaHHbIE HaNpshxeHUs. B npumeHeHnn ans Xbox Mbl nogaem
HanpsiKeHWe HEMHOTO BbilLie HOMUHAnNA, HO, K cYacTbio, UMdpoBas Nnoruka, nuTaroLLascst oT 3Toro
NCTOYHMKA, criocoOHa NepeHoCUTb 3TO YCroBUe.

Mpoueaypa

Mpouenypa 3amMeHbl 6r1oka NuTaHusa Xbox COCTOUT M3 OBYX YacTen:

1. Mogndukaums ctaHaapTHoro ATX-kabens nutanus B kabenb nuTaHns Xbox.
2. YpaneHue ctaporo 6noka nMTaHusa n ycTaHoBKa HOBOTO.
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Co6opka kabensa nutaHua Xbox

HayHuTe ¢ oTpesaHusa CyLLecTBYOLEro pasbeMa MaTeprMHCKon nnatbl OT kabena ATX-6noka nuTaHus,
Kak nokasaHo Ha pucyHke 5-1. Bbl MoxeTe npeanoyecTb BbIMOMHUTE 3TY MOAMMUKALNIO C
NCMNOMb30BaHNEM YANMHUTENBHOrO Kabensa nutaHnst ATX-maTepuHCKON nNnathbl, YTOObl COXpaHUTb
ATX-pa3sbeM nuTaHna Ha brnoke nutaHua gnst Byayuiero ncnone3oBaxus. lNpoueaypa ngeHTnyHa gns
obownx BapnaHToB, HO hoTorpachmmn B 3TOM rNaee caenaHbl C UCMOMNb30BaHMEM YANMHUTENBHOrO Kabens
ATX-maTepuHcKon nnathbl.

PucyHok 5-1. OTpexbTe pasbem oT kabena ATX-6mnoka nutaHus.

Tenepb npukpenuTe 0GXUMHbIE KOHTaKTbI K cnegyowmm gecaty nposogam ATX-kabensi, kKak nokasaHo Ha
pUCYHKe 5-2:

» OavH xenTbin NpoBof,

» Tpu KpacHbIX NpoBoaa

» OOQunH opaHXeBbI NPOBOA
* YeTbIpe YepHbIX nposoaa
* OauH cepbii NpoBoAa
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PucyHok 5-2. lNpukpenneHne 06XXMMHOMO KOHTakTa K koHUy nposoga. (1) CHumnte npumepHo 1/8"
n3onsAumMm ¢ koHua nposoda. (2) Mpn Heob6xoAMMOCTM OTAENUTE HOBbIN OGXKMMHOWM KOHTAKT OT
yaepxuBatoLen nonocsl. (3 n 4) BctaBbTe NpoBOg B 0GXXUMHOM KOHTAKT Tak, 4To6bl 1/16" naonsaumm
Haxogunacbk Mexay 6onee OMHHON Napor 0GXMMHBIX nanok. (5) OBOXMUTE MIONALNOHHYIO YacTb
(6onee anuHHyto Napy) o6xMMHbIX Nanok. (6) MNokasaH NpoBof, y KOTOPOro obxaTa TONbKO N30MALNOHHAsA
YyacTb. (7) OBoXMUTE NPOBOAHUKOBYIO YaCTb OBXKUMHBIX fanok. (8) MoToBbIM OGXKUMHOW KOHTAKT.
lMpoBoAHMKOBBIE OBXMMHBIE NanKn AOMKHbI ObITb NNOTHO 3arHyThbl HA OFrONEHHbIN NPOBOA ANS XOPOLLero
KoHTakTa. [poBepbTe 0GXMMHOE coeanHeHWe, TBepPAO NOTAHYB 3a KOHeL, KOHTakTa.
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Ecnu Bbl ncnone3yete 6onee aelesbii 06XMMHOW UHCTPYMEHT, y BAC MOTYT BO3HUKHYTb TPYAHOCTU C
BbIMONIHEHNEM JOCTaTOYHO NMPOYHOro OBXUMHOIO coeanHeHus. B aTom cnyyae 3aBepLlumTe coeanHeHune,
npunasis 06XXMMHOM KOHTaKT K Nnposody. Npun nanke ncnonb3ynte obunbHOE KONUMYECTBO Tenna, MHave
MPUNON He MONHOCTLIO MPOHMKHET B NPOBOA M OBXXUMHON KOHTAKT. NasnbHUK OIMKEH HaXoanUTbCS B
KOHTaKTe C coeguHeHneM NpUMepHO NATb CeKyHA A0 M NOoCre HaHeCeHNs NpUnos.

Ha cdroneToBom npoBoAe (AexypHbli npoBoa +5V) npukpenvTe ABa AMoAa nocnenoBaTenbHO Mexay
KOHLOM NpoBoAa 1 06XXMMHbLIM KOHTakToM. MNpoleaypa, nokasaHHas Ha pucyHke 5-3, ncnonb3yeT 4acTu
0BXXMMHbBIX KOHTAKTOB 4J151 COeQMHEHNSA ANOA0B, NO3TOMY Narika He TpebyeTcs. (O6paTute BHMMaHue, 4Yto
avoabl SBNSOTCS NOMASPHLIMU YCTPOWCTBAMU: OHW He ByAyT NPOBOAUTL SMEKTPUYECTBO, ECINN
yCTaHOBIEHbI 3a40M Hanepes. [Anoabl A0MmMKHbI BbiTb YCTaHOBMEHbI KAaTOA4aMM (KOHLLOM C HAHECEHHOWN
Mofiocon) B CTOPOHY MaTEPUHCKOW MnaThbl.)
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PucyHok 5-3. NMpukpenute aBa gMoaa nocrnegoBaTeNbHO MeXay KOHLIOM hMoneToBoro Nnposoaa u
0BGXXMMHbBIM KOHTAKTOM, KOTOPbI BXOAMT B padbem nutaHusi. CTpenku nokasbiBakoT NpaBUsbHYHO
OpMEHTaLMIO NONSAPU3YIOLLIEN JIMHWUM, HAHECEHHOW Ha KOHeL, Avoaa. dTa npoueaypa m3pacxogyer B
obLLEel CNOXHOCTU TPU 00XXMMHbIX kKOHTakTa. (1) Mpukpenute oguH AnoL K 0OXXMMHOMY KOHTaKTY,
pacnonoXue NOMSIPU3YHOLLYHO NOJIOCY PSAOM C OOXMMHBIM KOHTakTOM. (2) PaspexbTe 0GXMMHOM KOHTaKT
nononam, 4Tobbl yaanuTe NNacTMHYaTbI KOHTaKT. (3 1 4) Pa3amecTtnte guoabl BHYTPU 06XKMMHOIN YacTu
pa3pe3aHHOoro KoHTakTa, obpallasi BHUMaHue Ha NonsipHOCTbL AnodoB. (5) uoabl nokasaHbl nocne
obxuma. (6) MNpukpenuTe guoapbl K KOHLY dMONEeTOBOro NPOBOAA, UCMONb3yS TY e NpoLeaypy CO BTOPbIM
pa3pe3aHHbIM OOXXMMHBIM KOHTaKTOM.

3aTem obmoTaWTe Bce Heucnonb3yemble npoBoda Ha ATX-kaberne 1305eHTon, YToObl NPeaoTBPaTUTDL
nodble cny4varHble KOPOTKME 3aMblKaHUs, KOTOpble NOBPeaAT GroK NMTaHMs 1, BO3MOXHO, XboxX.
Ob6s3aTenbHo Takke obmoTanTe anoapl nsoneHton. (Cm. PucyHok 5-4.)
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PucyHok 5-4. ObmoTalTe Hencnonb3yemble NpoBoAa 1 ANoAbl N30NEHTON, YTOOLI NpeaoTBpaTUTL
ClnyYyarnHoe KopoTKoe 3aMblKkaHue.

HakoHel, BCTaBbTe roToBble OOXMMHbIE KOHTaKTbl B Kopnyc pasbema 0.156". OBXMMHbIE KOHTaKTbI
3abuKcmpyoTCa BHYTPU Kopryca, koraa 6yayT NONHOCTLIO M NpaBuIibHO BCTaBneHbl. (CM. PucyHok 5-5.)
BcTraBnante nposoga B nopsgke, ykaszaHHOM B pUCYyHKe 5-1.
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PucyHok 5-5. BctaBka 06XMMHOIo KOHTakTa B KOpMnyc pasbema.

HekoTopble npoaasubl He NpoaatT 6onee KpynHbIN 12-N03NLMOHHBIN KOopnyc pasbema. B atom cnyyae
ncnonb3ynTe ABa 6-NO3NLMOHHBIX KOpryca pasbema 1 yaenute ocoboe BHMMaHUE NOpPsiAKY, KOTOPbIA Bl
BblDepeTe Ana CThIKOBKM pasbeMoB. Takke obpaTtuTe BHUMAHNE Ha PacnosioXeHne KoHTakTa 1
OTHOCUTESBHO NOMSPU3YIOLLEN KPOMKM pa3beMa. KOHTaKT 1 pacnonoXeH B BEPXHEW YacTu pa3bema,
Koraa nonsipuaytoLlas KpoMka HaxoauTcs crneBa U Bbl CMOTPUTE Ha pa3beM CO CTOPOHbI, C KOTOPOW
BCTaBNATCA NpoBoda (Bug cBepxy). [MockonbKy O4eHb Nerko NepeBepHyTb pa3bem 1 TEM UIN NHbIM
cnocobom Bce aTo 06paTuTh, UCNOMb3yNTE CyLlecTByOWnn pasbeM Xbox kak obpaseu. Xentbie,
KpacHble, OpaHXeBble U YepHble NPOoBoAa OOMKHbI COBNaAaTh Npu CpaBHEHUUN APYT C APYTOM.

Tabnuua 5-1. Tabnuua pasBoaku Ansa nogknoveHus kabena ATX-6noka nuTaHus Kk pasbemy nuTaHus
Xbox (Bua co CTOPOHbI BXO4a NPOBOAOB, C NONSApM3yoLWMM pedpom crneea).

KoHTakTt LiBeT

1 Yellow

2 Red

3 Red

4 Red

5 Orange

6 Diodes + Violet
7 Black

8 Black

9 Black
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KoHTakT LiseTt
10 Black
11 Empty
12 Gray

Monapuaytoee pebpo HaxoauTcs crneea.

Oeaxabl npoBepbTe cBO paboTy nocne 3aBeplueHns cbopku kabensa 6noka NMTaHWs, NOCKOrbKy nobas
owmnbka MOXeT NPUBECTM K MOCTOSAHHOMY, HEMOMPAaBNMOMY MOBPEXOEHNIO KOHCONU. PUCYHOK 5-6
nokasblBaeT, Kak JAOMKEH BbIMMSAETb rOTOBbLIV y3en pazbema. [1py HanuumMm Bbl MOXeTe UCMONb30BaTh
KabenbHyo CTsKKY, 4TOObI cobpaTh HEUCNoNb3yemble NPOBOAA B NMYYOK, YTOObI OHU HE MeLlanu u
CNny4arHO He 3aKOPOTUIM UIK He ObIN NOBPEXOEHDI.

PucyHok 5-6. [oToBbI y3en kabens.

YcTtaHOBKa CMeHHOro 65oKka nutaHus

Tenepsb, Korga Mbl MOATOTOBUMM CMEHHbIV BTOK MUTaHUS, HYXXHO 3aMEHUTb UM CTapbli, CIIOMaHHbIN.
CHayvana cHumuTe Bepx kopnyca Xbox, kak onvcaHo B rmase 1, «Voiding the Warranty», 3atem
OTCOEAMHUTE pa3beM NMUTAHUA KECTKOro AMCKa U NOAHUMUTE XECTKUIA ANCK 13 Kopryca. Bam He HyHO
OTCOEaMHATL cepbiit NEeHTOYHbIN IDE-kabenb, NOAKMIOYEHHbIN K )XeCTKOMY AMCKY.
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NB. Ha atom aTane npoBepbTe, 4TO XbOX OTKIHOYEH OT CETU 1 YTO Y HEro Obinia BO3MOXHOCTb
NOCTOATb Kak MUHUMYM MUHYTY, 4TOBbI paccesTb Mobon CoOXpaHeHHbIN 3apsaa B 6rioke NUTaHus.
PaboTta ¢ Xbox, koraa oH nogknto4eH K CETU UK BCKOPE NMOCre TOro, Kak OH Oblf OTKITHYEH,
ypesBblvarHO onacHa. Xbox HaHeCET HENPUSITHBLINA, BO3MOXHO CMEPTESbHbIW, YAap TOKOM, eCIU
Bbl KOCHETECH Nt0BON YacTu Broka NUTaHWs rofnbIMU pykamu 40 TOro, Kak OH pacceeT
COXpaHeHHbIN 3apsa.

1. OTkntounTe pasbem G6roka nuTaHusa Xbox, B3siBLUMCE 3a BECb MYYOK CUMOBBLIX NPOBOAOB 1M TBEPAO
NoTsIHYB 3a kabenb, yaepusas Kopobky apyrov pykoin. [Npu cHaTum kabensi cneguTe 3a OCTPbIMU
MeTannmMyecknmMmn KpasiMm Kkoprnyca u paguaTopos.

PucyHok 5-7. PacnonoxeHue gByx KpenexXHbIX BUHTOB Orioka NTaHus.

2. BoikpyTute aBa BuHTa T-10 torx, KoTopble yaepxmatoT 6nok nutaHns Xbox Ha mecte. (Cm. PucyHok
5-7.)

3. BbiHbTE 6ok nuTaHusa ns kopnyca Xbox, cHayana npunoaHsB TOT KOHeL, 6rioka NMTaHUs, KOTOpbIv
onuxe k nepegHen yactu Xbox.

4. CpaBHUTe CO34aHHbIV BaMu kabenb ¢ kabenem 6roka nutaHusa Xbox, ob6sa3atenbHO coBMeLLas
nonsapuaytoLime pedpa. KpacHble, Xentole, OpaHXeBble U YepHble NPOBoAa AOMKHbI COBNaaaTh
Mexay OByMsi pa3beMamu. (OTa NpoBepka NOMOXET yoeanTbes, YTo Bbl He noBpeanTe Xbox 13-3a
oWmnbKM pa3Bogkn Ha Kabere.)

5. MoakntoumTe Bawl y3en kabens ATX-6noka nutaHus K pasbemy nutaHusa Xbox. >KenTein nposog
OOJDKEH COoBMadaTh C KOHTAKTOM, Gnvxanwmnm K nepegHen Yactm Xbox. NMoMHUTE, 4TO HUYTO He
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MeluaeT BaM BCTaBUTb Kabenb NUTaHUS CO CMELLEHNEM Ha OAMH UK ABa KOHTakTa. Ecnu Bbl BUanTE
OrOJSIEHHbIV KOHTAKT Ha pa3beMe NUTaHus, Bbl BCTaBUNN Kabenb CO CMELLEHNEM Ha OAMH KOHTaKT.
[lBaxkapl NpoBepbTE 3TO COCTOSIHME, MOTOMY YTO OHO MOXET HaBCeraa NoBpeanTb annapaTHoe
obecnedeHne Xbox n/mnm 6nok nuTaHus.

6. Mopgkntounte xecTkn guck Xbox K 0ogHOMY U3 pa3beMoB NUTaHUS AMCKOBLIX NpuBogoB ATX-6noka
nutaHus. XKecTknii ANCK UCNOSb3YET pa3beM, UOAEHTUYHbBIA CTaHAAaPTHOMY pasbemy NUTaHWUs
avckoBoro npveoga PC, noaTomy HUKakon Mogudumkaumm He TpebyeTcs.

7. MNpoBepbTe, YTO HMKaKME NPOBOAA HE 3aMKHYTbI Ha KOPMNYC M He nonanu B fIonacTu oxnaxgaroLmx
BEHTUNATOPOB. Tenepb Bbl rOTOBbLI BKAOYMTL XbOX.

PaboTa co cCMeHHbIM OJIOKOM NUTaHuA

BonbwnHcTBO ATX-6NM0KOB NTaHMSt NOCTaBNSAOTCA C BbIKMNoYaTeneM NuTaHnsa Ha HuX. [NepeBeauTe aToT
BblKMtovaTenb B nonoxeHue off, 3atem nogkniounte ATX-610K NUTaAHKA K CETU, a 3aTEM nepeseauTe
BbIKItoMaTENb NMUTAHUA B nonoxeHue on. B a1oT MomeHT ATX-6110Kk nnTaHus nogacT nutadne Ha Xbox,
JaXe HECMOTPS Ha TO YTO CUCTEMHBIN KOHTpornnep Xbox cumTaeT KOpoOKy BbIKITIOYEHHOW. B pesynbTarte
oxnaxpaatoLime BeHTUNATOpbl BHYTpY XboX AOMKHbI BpallaTbCs. Tenepb HaXXMUTE BbIKIOYaTeNb NUTaHUS
Ha nepegHen naHenn Xbox. B aToT MoMeHT Xbox AosmkeH BKAOYMTLCA HOpMarbHo. Ecnu Tak,
nosgpasnsito!

BaxHo. B HekoTopbIx Bepcusix Xbox oTcyTCTBYeT BeHTUNATop pagvatopa ana GPU. Ecnm Ha
MaTepuHcKomn nnarte Bawero Xbox HET BEHTUNSATOPA, YCTaHOBMEHHOrO HEMOCPEACTBEHHO Ha
O[HOM M3 YWMOB, 3HA4YUT, Y Bac UMeHHO Takon Xbox. Xbox 6e3 BeHTUNsATOpa pagmatopa ans
GPU cKknoHHbI kK neperpesy Npu onpeaeneHHbIX YCNoBUsiX, U AN HaaeXHoW A0roBpeMEHHOM
paboTbl OHU JOMMKHBI IKCMyaTUPOBaTLCH C AMCKOBLIMU MPUBO4AMM, YCTAHOBIEHHLIMU Haf,
MaTepPUHCKOM nnaTton. HWkHMe CTOpOHbI AUCKOBLIX MPUBOAOB 06pa3yoT CMCTEMY BO3AYLUHbLIX
KaHaroB, KOTopasi HanpaenseT BO34yX OT OCHOBHOIO BEHTUNsITOpa kopnyca Xbox nosepx
pagnatopa GPU. (Baw kabenb ATX-6mnoka nuTaHms He NO3BONUT AMCKOBbLIM MPUBOAaM
YCTaHOBUTbLCH BPOBEHb C KOPMYCOM, HO 3TO HE ABMNSETCS CEPbe3HOM NPUYNHON ANs
BecnokoncTBa € TOYKM 3peHUs HanpaBreHnss BO3AYLLHOro NoToka.)
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PucyHok 5-8. HuskonpoduneHbii 1U ATX-6n0k nuTaHms, NogkntioveHHbIn kK Xbox ¢ ncnonb3oBaHueM
MOOUMLMPOBAHHOIO yONUMHUTENBHOMO Kabens ATX-6noka nuTanHus.

Korga Bbl OygeTe rotoBbl BbIKMOUMTb XbOX, Bbl MOXETE MPOCTO LLESKHYTb BbIKMoYaTenemM nuTaHns Ha
ATX-6noke nutaHus. inn Bbl MOXeTe cHavana MCMnonb30BaTh BbIKNOYaTeNb NUTaHUSA Ha NepeaHen
naHenun Xbox, 4To0Obl BbIKMIOYUTL NMMTaHne Xbox, a 3aTem BbIKIToUNTb ATX-0110K NnUTaHuA.

CoBeTbl N0 oTNnagke

Ecnu nocne 3ameHbl 6n1oka nutaHua Xbox He BKIOYMICS NpaBuibHO, NpoBepbTe Kabenb 6noka nutaHus,
NCMonb3ys KOHTPOSbHbIV CNUCOK B pa3gerne B Ha4yane 9Tou rna.bl, KOTOPbIN Ha3biBaeTcst «[duarHocTuka
crnomMaHHoro 6noka nutaHus». Camas BeposiTHas npobrnema, ¢ KOTOPOW Bbl CTONKHETECH, - NIIOX0e
06XXMMHO€e coeMHeHne Unu Noxo nMbo HenpaBubHO NPUKPenneHHbIe Anoasbl. [1noxoe oGxumHoe
coefVHEHME TakkKe MOXET NPMBECTU K NpepbiBUCTON paboTe, npu koToporn Xbox BKNOYAETCH, HO YacTo
3aBucaer.
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Ecnn Xbox BkrtovaeTcs, HO MO KAKON-TO NpUYMHE OCTaHaBNMBAETCS BO BPEMs MOCNeAoBaTeNlbHOCTU
BKItoveHus, cM. PucyHok 3-1 B pasgene «Debugging» B koHUe rnaBbl 3 Ans cnncka BO3MOXHbIX Npobnem
n nx npuymH. MNpunoxenue E, «Debugging: Hints and Tips», conepxut 6onee rnybokoe obcyxaeHve
NPUEMOB 1 METOLONOMMN OTMAAKN.

Ecnun Xbox paboTaeT npaBuibHO, HO MHOTAA 3aBUCaeT, BO3MOXHO, y Bac Xbox 6e3 BeHTUnsaTopa
pagnatopa Hag GPU. Cwm. npumedanune Caution Ha NpOTUBOMNOMOXHOW CTPaHuLE, ONMCbiBaloLLEee 3Ty
npobnemy. Ytobbl ucnpaBuTb 3Ty NPobremMy, BaM, BO3MOXHO, NOHaaobutca Ao6aBuTb AONOMHUTENbHbIN
BEHTUNSATOP WK YNYYLWMWTb CYLLIECTBYIOLLYH CUCTEMY BO34YXOBOAOB C NMOMOLLBIO NMcTa Bymaru u Knemkom
NEHTbI.
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naBa 6. Jlyywasa urpa Xbox: B3nom 6e3onacHoCcTu

Cnepyowmn Wwar 3a npegenamMmv Moandukauum n TOHKON HACTPonkK annapatypbl Xbox - 3To nonyyeHue
KOHTpons Hag annapaTypou Xbox. K coxaneHuto, nony4mTb KOHTPOIb HaA annapaTypon He Tak Nnerko, Kak
MOXHO nogymaTb. [MpoeKTMpoBLLMKN XDOX BIIOXUNN MHOTO MbICIW B 3alWUTy annapaTypbl OT N30LLPEHHbIX
nporpamMMmHbIX aTak, a Takke oT 6oMbLUMHCTBA NPOCTbIX annapaTtHbix atak. MexaHnsmbl 6e3onacHocTy
Xbox aBnsalTca apTedakToM ee apXMTEKTypbl ynpaBneHns LumdpoBbIMU NpaBamu.

NB. B npuHuune, npumeHeHne annapaTypbl Ansa uenen «fair-use», Hanpumep Ans 3anycka
cobcTBeHHbIX homebrew-nporpamm, He JOMMKHO ObITb HE3aKOHHbIM. OaHaKo cBA3b Mexay fair
use, 3alLMLLEHHON annapaTypol N OTHOCUTENBHO HOBLIMM 3akoHaMm 06 obxoae cpeacTB
KOHTPOIs1 aBTOPCKMX MpaB Bce eLle HescHa. [naea 12, «Caveat Hacker», obcyxpaet
ropugundeckme Bonpockl B3noma nogpobHee.

EcTtb MHOro cnoco6oB 0601ty Mepbl 6e3onacHocTn Xbox. B aToi rnaee v B rnaee 8, «Reverse
Engineering Xbox Security», 9 paccka3sbiBalo NCTOPUIO CBOUX MPUKITIOYEHWI NO KAPTUPOBaHUIO CUCTEMbI
6esonacHocTn Xbox. A nuLy He TonbKko 06 ycnexax, HO U 0 Heydayax, C KOTOPbIMU CTOMKHYIICS, YTOObI Bbl
MOIM y4nTbCs Ha MoeM onbiTe. naea 9, «Sneaking in the Backdoor», 06bACHAET HEkOTOpbIE NOAXOAb,
ncnonb30BaHHbIE Apyrnmn ans obxoga mep 6esonacHoctn Xbox. [nasa 7, «A Brief Primer on Security»,
naet 6asy, Heobxoaumyto, YTOobObI OLLEHMTb MaBbl 8 1 9.

MNMepBble BCTpeun ¢ napaHouaarbHOM KOHCTPYKLUMen

Korga Xbox 6bina aHoHcupoBaHa BecHow 2000 roga, no coobLLEeCTBY SHTY3MacToB annapaTypbl
npokaTunacb BosfiHa Bo36yxaeHus. MpnynHon aToro Bo30yxaeHust Obin He TONbKO UFPOBOK NOTeHUMan
Xbox, HO 1 ee noTeHuman kak BbICOKONpon3BoauTenbHoro ceteBoro PC apxmTekTypbl X86 rno gOCTYMHOMN
ueHe $300. CHKXeHUS LieHbl Yepes HECKOSIbKO MecsILLeB Mocre ee NosBIeHNs C TeX Nop onycTUmm
ctoumocTb Xbox Huxe $200. CxoacTtBo Xbox ¢ x86 PC o3Hauano, 4to orpoMHasi 6a3a cyLLecTBYOLLMX
MPUIOXEHNIA U 3HaHUA MOra, B Teopum, BbITb NErko NepeHeceHa Ha KOHCOb.

BnepBhle S 3arnsiHyn BHyTpb Xbox B koHUe Hos16pst 2001 roga, korga Mosi AeByLUka (Tenepb HEBeCTa)
nogapuna MHe ee Kak paHHWUIA poXAeCTBEHCKMIA Nodapok. A HeMeneHHo B3sncs 3a aeno. Ytobbl
nony4YnTb KOHTPONb Hag annapaTtypon Xbox, nepBas 3agada - nssneds boot ROM u npoaHanuaupoBaTtb
ero cogepxxmmoe. BecnomHuTte M3 obecyxaennsa apxmtekTypbl Xbox B rmaee 2, yto boot ROM Xbox
COLEPXUT BECb KOA ANsl YCTaHOBEHUS onepaunoHHon cpeabl Xbox.
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Cnam3utb ROM

Tun ROM, ncnonb3syembivi B Xbox, - 9TO aNEKTPUYECKM CTMpaemasi u nporpaMMmpyemMmasi pasHoBMaHOCTb,
n3sectHasi kak FLASH ROM. FLASH ROM 006bI4HO BbIMycKaeTcsl B OQHOM M3 HECKOJIbKUX TUMOB
kopnycoB, 1 Xbox ncnone3yeT oaMH U3 camMbix nonynspHbix kopnycos, TSOP (Thin Small Outline
Package). OH pacnonoxeH B cektope U7 Ha BepxHen CToOpoHe MaTepuHckon nnatbl Xbox, a No3vMuMoHHOoe
o6o3HaveHue getanu - U7D1. Kopnyc TSOP o4yeHb nerko yaHaTb, MOTOMY YTO 3TO OAMH U3 HEMHOIMX
KOPMyCOB MMUKPOCXEM, KOTOPLIN MMEET NPSAMOYrofibHYH (hOpMYy M BbIBOALI TOMLKO Ha Y3KUX Kpasix
Kopnyca. bonbLUMHCTBO Apyrnx KOprycoB pasMeLlaloT BbiBOAbI HA ANMHHOM Kpae Ui Ha BCEX KpasiX,
4YTOObI MaKCMMN3NPOBaTb CBA3HOCTb, HO FLASH ROM nmeeT oTHOCUTENBHO HU3KMe TpeboBaHus K I/O Ha
nnowagp kpemHus. beicTpas npoBepka 6a3oBoro Homepa getanu, 29F080, yepe3 NOUCKOBYIO CUCTEMY
Web nogrteepxgaert, 4To 3Ta getanb gencreutensHo asnsetca 8 Mbit FLASH ROM.

EcTb HECKOMBKO MPMEMOB, KOTOPbIE MOXHO UCNONb30BaTk, YTOOLI cunTaTth (snarf) cogepxxmumoe FLASH
ROM. Moaxon 6e3 nanky - KynuTb TECTOBbLIN 3aXKMM, KOTOPbIV 3awlenknBaeTca Ha FLASH ROM, u cuntatb
ero cogepxumoe, nogasas nutaHune n ynpaenss ROM yepes TeCcToBbIN 3aXnM, B TO BpeMs Kak ocTasribHas
YyacTb Xbox BblkntoveHa. MNoaxoasaLmn TECTOBbIN 3aXXMM ANS 3TOW Lienm MoXHO npnobpectun y Emulation
Technology, www.emulationtechnology.com. (Y nogxoaa ¢ nepexBaToM Yepes3 TECTOBbIV 3aXXUM eCTb
Heckonbko nNpobnem, camas 6onbluas U3 KOTOpbIX - BOSMOXHOCTb HaBcerga noBpeanTb MUKPOCXEMbI,
noakntoveHHble kK FLASH ROM, koTopble He nony4yatroT nuTaHue Yyepes TecToBbin 3axxum. OgHako B
cnyyae Xbox 3710, Noxoxe, He ABnseTca npobnemow, u Te, KTo npobosan 3ToT noaxoAd, Aobunuce ycnexa.
M YsHauansHo st He Bblbpan aToT noaxof, NOTOMY YTO He XOTeNn PUCKOBaTb NOBPEXAEHNEM MaTepPUHCKOW
nraTbl U NOTOMY YTO HE MOF NO3BONUTL cebe TecToBbIl 3axknM 3a $300, HeoGXxoaMMEIN Ans 3Tol paboTbl.)

[Opyron nsobpeTartenbHbIn NOAX0A - NPUNaaTb NpoBoAa K TeCToBblM Toukam Bokpyr FLASH ROM, 4Tobbl
nogcnywueatb Xbox, korga oH cumTbiBaeT cogepxmnmoe ROM. MNogcnywmBaHne MOXHO BbINOSTHUTE MO0
NOAKITHYEHNEM MPOBOAOB K CNeLManbHON nnarte, kKoTopas MoXeT uHTepdericpoBaTtbest ¢ ROM, nubo
Ncnonb30BaHNEM FTOrMYECKOro aHanua3aTopa Ang 3axeaTa JaHHbIX N0 Mepe goctyna k Hum CPU Xbox.
MocnegHun noaxopn Takke Gbin yCnewHo UCnosb3oBaH, U hakTudeckn HekoTopkle back door B
nocnegoBaTenbHOCTM 3arpy3kn Xbox Obinv 0GHapyXeHbl kak CrieAcTBUE 3TOM METOLOMNOMMN. 2] g peLumn
He NCMNonb30BaTh U 3TOT NOAX0M, MOCKOMbKY Y MEHS He DbINo NTOrM4ecKkoro aHanusaTopa, Koraa s nony4ynn
cBon nepBbIn Xbox, a npunamBaHne Bcex NPOBOAOB MOXET ObiTb O4E€Hb YTOMUTENBHbLIM, CIIOXHbBIM 1
noasepXeHHbIM owmnbkamM. Mor noaxoa Obin 6onee TpagMUMOHHBIM: NPocTo cHATb FLASH ROM un
BCTaBWTb ero B cuntbiBatens ROM. A Takke nocTaBun Ha MaTepUHCKYIo NnaTty naHernbky, 4Tobbl
oyaywue cHATMe 1 nporpammupoBaHe ROM 6binmn oveHb GbICTPbIMU U HAOEXHBIMU.
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PucyHok 6-1. CHsatne Xbox FLASH ROM nasnbHMKOM-MMHLETOM.

CHatne FLASH ROM cnocobom, KOTOpbI COXpaHAET LIeNOCTHOCTb ero BbIBOAOB C MESKUM LLIarom,
NPOCTO, ECNU Y BaC €CTb NPaBUSIbHbIE MHCTPYMEHTLI, U MOYTU HEBO3MOXHO C HENPaBUIIbHBbIMU
MHCcTpyMeHTamu. Kntoy B Tom, 4Tobbl HarpeTb Bce BbiBoabl FLASH ROM ogHOBpeMEHHO; KaK TONbKO
OOCTUTHYT paBHOMepHbIn Harpes, FLASH ROM npsiMo oTBanutcsa oT matepuHckomn nnatbl. OueBuaHo,
CTaHAaPTHbIV NasbHUK KapaHA4ALHOro TUMa He CMOXET HarpeTb BCe BbIBOAbl OAHOBPEMEHHO.
MpaBWnbHbBIN MHCTPYMEHT AN 3TON paboThl - MAANBHUK B CTUME «LLMMLIOBY» UMK «NMHLETa», Kak MokasaHo
Ha pUCyHKe 6-1 HxKe. ITU NaANbHUKN NMEIOT ABa HarpeBaTenbHbIX 3EMEHTa, NO3TOMY MOTyT HarpeBaTb
06€e CTOPOHbI MUKPOCXEMbI OAHOBPEMEHHO. Kpome Toro, nasnbHUK 4OMKEH MMETb NlonatoobpasHoe
ano, 4OCTaTOYHO LUMPOKOE, YTOObI HAarpeTb ANMHY MUKPOCXEMbI 3a OAMH pas.

MasnbHUK C TaKMMK BO3MOXHOCTAMW MOXET CTOUTb HEMAIIO (COTHW AO0NMNapoB), HO 3TO ONpaBAaHHOe
BIOXXEHWE, NOCKONbKY OH OKa3blBAETCs NMOME3HbIM B CaMbIX Pa3HbIX CUTyauusix. A UCNonb3yio NasnbHUK
Ersa SMT Unit 60A, KOTOpPbIN Kynni C XOPOLLIEN CKUAKON Ha CTEeHAE TOProBOW BbICTABKW, M OH ObICTPO
oKynun cebs Yepes Heckonbko paboT no cbopke nnaT, KOTOpbIE st B3AST HA CTOPOHE, NOKa 3aKkaH4YnBarn
CBO cTeneHb. bonee JoCTynHLIN NasnbHUK OT Xytronic MOXHO KynuTb Yepes Jameco (#168410)
npumepHo 3a $70, HO A UM He Nornb3oBancs, MO3TOMY He MOTy NOPYYUTLCH 3a ero kavecTso. Jpyroi
OrooKeTHBIN NoAXon, O4eHb NPOCTON U NPAMONMHENHBIN, - UCNOSMB30BaTh CNaB ANs BbINanky, Kak
onucaHo B npunoxeHuun B, «Soldering Techniques». (O6paTuTe BHMMaHWe, YTO NOAXOASLLAA NaHernbka
ana ROM Bl orHocuTensbHo JdelieBa - MeHblue $20 - XoTH ee ycTaHOBKa AeNCTBUTENBHO TpebyeT TBepaoit
PYKM 1 Kakoro-nnbo onTMyYecKoro yBenmMYUTENbHOIo YCTPOMCTBA.)

Mocne Toro kak ROM cHAT, a ero BbIBOAbl O4MLLEHBLI 1 OCMOTPEHbI, EF0 COAEPXKNMOE MOXHO CHMTaTh B
cunteiBatene ROM. KoHeuHo, cuntbiBaTenn ROM MOXHO KynuTb, HO cbopka cobCTBEHHOrO Bcerga
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SABNSIETCA XOpOLWMM y4ebHbIM onbiToM. HeMHoro nountats o nporpammatopax ROM, koTopble s cobuparn,
MOXHO Ha moeM Beb-cawnTe, http://www.xenatera.com/bunnie. Mon opurnHaneHbI nporpaMmmaTtop
Flashburner 1 - NPOCTOE YCTPONCTBO, KOTOPOE flierye NoHsITb U cobpaTtb, YEM ero BTopas peBu3ns
OHO MeHee MOLLHOE.

Bl o

OpHako ecnv Bawa Lernb - cuntbiBaTe ROM Kkak MOXHO ObiCTpee, NpOCTO cpa3sy Kynute CYUTbIBaTENb
ROM. Xopowwii cunteiBatens ROM - BaXHbI MHCTPYMEHT B Habope noboro cepbesHoro annapaTHoro
xakepa. Needham's Electronics (http://www.needhams.com) genaeT oTnn4YHyo NMHENRKY
nporpammartopos/cunteiBatenen ROM, nogxogawmx 4ns WMPOKOro AnanasoHa 6toaKeToB.

BcTpeua ¢ Microsoft

Mocne n3BneyeHuns cogepxumoro ROM cnefyrowmi war - NogenuTbLCa ero CoaepXXMMbIM ¢ pyrumm
Xakepamu aAnga aHanusa. inu HeT? B TeyeHne aBeHaguaTtu YacoB nocne nyonukaumm cogepxmmoro ROM
Ha MoeM Beb-caliTe s MoNy4mn 3BOHOK OT MHXeHepa Microsoft ¢ BexxnunBow Nnpocbbon yaanuTb nx
3aluyMLLeHHoe aBTOPCKMM NPaBoM codepxumMoe ¢ Mmoero Beb-canta. KoHeuHo, 1 HemeaneHHo yaanun mx
COAEepXunmoe Co CBoero Beb-canTta; MHe cregosarno fny4lle NoHMMaThb 37O A0 TOro, Kak g BoobLe ero
onybnukosarn.

OT0 nepBoe cTonkHoBeHMe ¢ Microsoft ObIno oTpes3BnsALWUM NpeaynpexaeHnem, 4To reverse
engineering Xbox He ByaeT noxox Ha nobon Apyron NpoekT reverse engineering 6bIToBOro Nnpmbopa.
EcTb 3akoHbI, KOTOpPbIE 3aLUMULLIAIOT acnekThl reverse engineering, 1 OrpOMHbIV MaccuB 3akoHa 06
aBTOPCKOM MpaBe, KOTOPbIN 3alyuLiaeT Bragenbla HTennektyansHon cobcteeHHocTH (IP). CoBMeCTHbIN
reverse engineering Xbox npu ysaxeHun npas Microsoft - 310 topmanyeckoe MuUHHOE none.

C opgHow cTopoHbl, Microsoft fomkHa MMeTb BO3MOXHOCTb MUHBECTUPOBATb B NPOAYKT U PUCKOBAThL B
Hagexae Ha npubbinb. OgHako NPUBLINBEHOCTL HE rapaHTUpOBaHa 3akoHOM. Hanpumep, npogaxa
KOHCOren ¢ orpoMHbIM yBbITKOM, Kak 3To cgenana Microsoft, B Hagexae npogaBaTtb NporpaMMHoe
obecneyeHune, 4TOObI KOMMEHCUPOBaTL pasHULy (kak «loss leadery), - puckoBaHHOE NpeanoXeHune, n
3aKOH He rapaHTupyeT, 4to Microsoft B kOHUE KOHLOB AommkHa BbinTy Bnepeq. C Apyron CTOPOHbI, Mbl, Kak
Xakepbl, UMeeM NMpaBo BO3UTbCA («fair use») ¢ annapaTypow, KynneHHOW 3a Hawn COBCTBEHHbIE TSXKENO
3apaboTaHHble aeHbru, u ecnu Microsoft xoueT B cylHoCTM NnpoaaBatb Ham PC ¢ OrpOMHOW CKMOKOW, 3TO
HopmarnbHO. Kynnm nn Mbl JOCTAaTOYHO Urp (OKOSO AECATU unun 6orbLue), YTOObl KOMNEHCUPOBaTL YObITKA
Microsoft Ha Xbox, NONHOCTbIO 3aBUCUT OT BU3HEC- U MapKeTUHroBow cTpaterum Microsoft.

Ha Mo B3rnsig, 6onbluoe oTHoweHne yobITkoB Microsoft k Bbipy4dke - HekoTopasi aHoMarnusi B 3Ton
nHayctpumn. Sony n Nintendo NpMMepHO BbIXOAST B HOJMb MO CTOMMOCTU annapaTypbl CBOUX KOHCOEN.
Kpome Toro, onepatopbl COTOBOW CBSI3 YacTO NpoAatoT cBou TenedoHbl ¢ yObITKOM, CONOCTaBUMbIM C
yobITkOM XbOX, HO TPEDBYIOT, YTOOLI aOOHEHT 3aKITHOUMIT KOHTPAKT, rapaHTUPYOLLIMIA BO3BPAT CTOMMOCTHU
TenedoHa; HapyLIeHNe KOHTpaKTa nogpasymeBaeT wrpadbl 3a pacTopXeHne. Bo3aMOXHO, 3TO oTpaxeHue
yBepeHHocTu Microsoft B GusHec-mogenu Xbox Live.

'oe-To nocepeanHe BCEro 3TOr0 HaxXoAUTCsl B3aMMoaencTeme Kpuntorpadnyecknx MexaHn3MoB 3aLunThbl
aBTOPCKOro npasa 1 npaea Ha fair use. Oka3sbiBaeTcs, Xbox LMPOKO UCMNOMb3YeT Kpuntorpadpuo ans
obecneyeHns 3aWnUTbl OT KOMMPOBAHUS, a TakkKe MONIUTUK UCTMONb30BaHNUS KOHCOMW, YTO MPUBOAMUT Hac K
Digital Millennium Copyright Act of 1998 (DMCA), oTHOCMTENBHO HOBOMY, HENPOBEPEHHOMY MacCuBY
3akoHa. Npu manom Konu4yecTse yCTaHOBMBLUUXCS CyAeOHbIX NpeLeaeHToB U 0bunmMm cepom 30HblI MexXay
OykBaMM 3aKOHa Bbl, Kak Xakep, OOJPKHbI OLEHMBATb MOTEHLMANbHY OTBETCTBEHHOCTb, C KOTOPOM
MoXeTe CTonkHyTbesl. naBa 12, «Caveat Hacker», nogpobHee uccnegyeT ropuanyeckme Bonpochl
B311OMa B HOBOM ThICAYENeTUM.
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AHanus cogepxuumoro ROM

Monyuus otnop ot Microsoft, Ho Bce ewwe nmes cogepxmmoe ROM Ha pykax, 8 NpUCTynun K ero aHanumay.
MoxxHo 6bIro 66l oxnaath, Yto boot ROM cogepxut npoueaypy annapaTHOW MHWLManMsaumm, 3a
KOTOPOW CNeayoT UHCTPYKLUUK, 3arpyatoLne onepaumoHHYo CUCTEMY, U, BO3MOXHO, CaM Koz
onepaumoHHOM cucTembl. Ho ¢ yero HayaTb?

Mporpammy BHYyTpY ROM MOXHO NpeacTaBuTb Kak Knybok NpsiXu: Kak TONbKO Bbl HANAETE HaYarnbHYyHO
TOYKY HUTU, Janblle Aeno N1lb BO BpEMEHW M YNOPCTBE, MoKa Bbl HE pa3mMoTaeTe knybok o
CepOLUEBMHBI.

K cuacTblo, HayanbHas To4ka npoteccopa Pentium B Xbox oueHb xopoluo fokyMeHTupoBaHa Intel. MNpwu
BKMOYEHUN MUTaHUSA NPOLIECCOP HAYMHAET BbINOMHATL KOA B CreLManbHOM XeCTKO 3a4aHHOM MecTe,
Ha3biBaemMoM reset vector. 3ToT reset vector Haxoantcsa no agpecy OxFFFF. FFFO, pagomM ¢ BEpXOM
namsitu. NMocMOTPMM Ha OaHHbIe, COAEPXKaLLMECsa No 3ToMy agpecy (B LWeCcTHaauaTepuyHom B1ae):

OxFFFF.FFF@ EBC6 8BFF 1800 D8FF FFFF 80C2 ©4B0 ©2EE

MepBble ABa GawnTta, EBC6, ABNSATCA UHCTPYKUMEN Nepexoda K MecTy OxFFFF . FFBS8. MNepBbli 6anT, EB, -
3TO KOHKPETHLIN opcode ans «jump, short, relative, displacement relative to next instruction»; BTopon
©anT, C6, - 970 8-6UTHOE 3HAKOBOE CMeLLeHne nepexoaa. [lpyrumm cnosamu, nepeoe, 4To genaet
npoLeccop, - NeEpPexoauT B Apyroe MecTo, YTO AenaeT BcAkasa 3arpy3oyHas nporpamMmma, NockomnbKy B reset
vector y Bac ecTb ToNnbko 16 6anT pasbera nepepn TeMm, Kak Bbl BbiNageTe 3@ BEPXHU KOHEL, NamMATH.
MockonbKy aTOT KO TUNUYeH Angd reset vector, ero gonycTnmo nepenevaTartb 34eCb B 06pa3oBaTeribHbIX
uensx.

CrnepfyoLLmm Kycok Koa - 3T0 YacTb, koTopas uHuumanuaupyet coctosHue GDT (Global Descriptor Table)
n IDT (Interrupt Descriptor Table) npoueccopa. GDT u IDT HacTpamBaloT cxeMy ynpaBneHus namsaTbio
npoueccopa u cxemy obpaboTku npepbiBaHUn. Bam He HY>XKHO MOHMMAaTL TOYHO, YTO AeNarT 3TN
perncTpbl, Ho ecnn Bam ntobonbITHO, Intel «IA-32 Intel Architecture Software Developer's Manual, Volume
3: System Programming Guide» nogpobHO 06bACHAET PYHKLUNIO STUX PEMMCTPOB. ITO PYKOBOACTBO
[OCTYMHO Ha pa3paboTtyeckom Beb-canTe Intel, http://developer.intel.com.

[locne HacTpoKkM 3TUX PErMCTPOB NpoLeccop BblTanknsaetcs B protected mode 1 nepexoguTt K
OXFFFF.FE@® - obractu poBHO Ha 512 GanT HUXKe Bepxa NamMsATh - U UMEHHO 3[0eCb Ha4YMHaeTCs
nHTEepecHoe. NMocne KopoTKoro pparmeHTa Koaa, KOTOpPbIN HACTpanBaeT CErMEHTHbIE PerncTpsl,
BbINOJTHAETCS NporpaMmMa, HasbiBaeMasi MHTeprnpeTaTopom jam table (B coobuiectBe Xbox Takke
n3BecTHas Kak nHtepnpetatop X-Code). Jam table - aTo oTpacneBon xaproH ansa Tabnuubl 3Ha4YeHU,
copepxallen opcodes Ans YTEHUI, 3anUcen 1 NPOCTbIX onepauni NPUHATAS PELLEHNIA, UCNONb3YeMbIX B
KOHTEKCTEe annapaTHbIX MHuumnanusauuin. Ans nHuumanuaaumm tunudHoro PC TpebytoTcsa coTHM
onepauuin, 1 jam tables nomoraroT cNpaBnATLCA C 3TOW CMOXHOCTLIO, He pasayBas 6a3y OCHOBHOMO koaa
nHuymnanusaumm. Ncnonb3oBaHue jam tables Takke nomoraet caenatb MHUUManu3auuio 6onee rmbkom un
CnocobHOM UMeTb eNno C HacTpanBaemMbIMy NONb3oBaTENEM annapaTHbIMW NapaMeTpaMu, Hanpumep
TMNOM 1 06BEMOM yCTaHOBMEHHOW NamaATh. B cnyyae Xbox nHtepnpetartop jam table HaunHaeT
Bblbupath opcodes jam table ns mecta psgom ¢ HmxHewn yacteto FLASH ROM. (MmenTe B BMAY, 4TO
opcodes, peanu3oBaHHble NHTepNpeTaTopoM jam table, 4oBoNbLHO MOLLHLI; UcnonNb3ysa opcodes jam table,
MOXHO 3anucbiBaTb U YATaTb AaHHbIE U3 NMtob6oro mecta B Xbox.)

Kak Tonbko nHtepnpeTartop jam table BbinonHAeT TepMuHanbHbIN opcode, npoueccop ounwaet MTRRs
(Memory Type Range Registers, ncnonosyemblie anst o6baBneHns KaWmnpyeMmocTi pasnmyHbix obnacremn
namsaTn) n HauymMHaeT paclwmdpoBbiBaTh 06nacTe namaT 16 kB, HaunHatowwytocs ¢ OxFFFF . A000. LLndp,
ncnonb3yembli 4ns paclungpoBku 3To 06r1acTu NaMaTu, BbIMAAUT 04eHb MOXoxum Ha RC-4, ¢
HEKOTOPbLIMW TOHKUMU OTNNYUAMUN. JTTIUCTUHT 6-1 NokasbiBaeT Wndp, BOCCTAHOBMNEHHbIV reverse
engineering B C-kof, ¢ nomoubto nHctpymeHTa IDA Pro kopnopauun Data Rescue (nogpobHee 06 aTom
WHCTPYMEHTE B CNEeAYOLMNX HECKOSbKUX rnaBax).
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// key initialization routine
unsigned char K[256]; // OxFFFFC80 in flash
unsigned char S[256]; // ©x10000 in SDRAM
for( i =0; i < 256; i++ ) {
S[i] = i;
¥
j=29;
for( i =0; i< 256; i++ ) {
// RC-4 would do j = (j + K[i] + S[i]) % 256
J = (3 + K[i] + S[J]1) % 256;
// swap S[i], S[j]

temp = S[i];

S[i]l = s[Jl;

S[3] = temp;
¥

// decryption routine
unsigned char cipherText[16384]; // OxFFFFA@00 in FLASH
unsigned char plainText[16384]; // ©0x400000 in SDRAM
for( index = 0x4000, i = 0, k = @; index > ©; index-- ) {
// xbox version
t = (S[i] ~ cipherText[k]) % 256;
plainText[k] = t;
// swap( S[i], S[t] );

temp = S[i];
S[i] = s[t];
S[t] = temp;
i= (i+ 1) % 256;
k++;
}

Nnctunr 6-1. Jekomnmnaumnsa pukTneHoro wndpa, HangeHHoro Bo FLASH ROM.

[aHHble, paclundpoBaHHblE 3TUM LUMKPOM, Ha caMOoM Aene SBNSTCs 6110KOM Koaa, KOTopbIN
BbINOJTHAETCA B KOHLE npouecca paCLIJI/Id.)DOBKVI, HO 3eCb 4YTO-TO UaeT O4eHb HenpaBUIlbHO.
PacwundpoBaHHbI kog - mycop. OH He paboTaerT.

aneMblﬂeKOAMpOBaHMﬂaﬂpeCOBnaMﬂTM

CyliecTByeT psa NpMeMOB, KOTOPbIE MOXHO MUCMOMb30BaTh, YTOObLI 06NacTM NamsATH KakMM-nMbo o6pasom
BbIFNA4enM nHaye, Yem ykasbiBano 6bl ux gusmyeckoe npegcrasnenve. [1sa npyuema, OTHOCALLUMECS K
aHanuay nocnegosaTenbHOCTU 3arpysku Xbox, - a1o aliasing n overlaying.

Agpeca namsitu aensoTcs aliased, korga ABa agpeca ykasbiBaloT Ha O4HO U TO Xe MeCTO NamsaTy;
0ObIYHO 3TO JOCTUrAETCA UTHOPUPOBAHMEM HECKOIbKUX BUTOB agpeca. YTobbl NpounniocTpnupoBaThb
aliasing, paccmMoTpum CMCTEMY, UCNONb3YOLLYI0 3-OUTHBIN agpec. B 3-OMTHOM cucTeme AOCTYMNHO TOMBKO
273 = 8 yHuKanbHbIX agpecyembix mecT: 000, 001, 010, 011, 100, 101, 110 u 111. Tenepb NPeANONOXNM,
YTO y Bac eCTb NaMsATb C YETbIPbMS MECTaMM; OIS Pa3fM4eHUs KaXaoro U3 YeTblpex MeCT €M HYXKHbI
Tonbko Aea 6uta: 00, 01, 10 1 11. Ecnu Bbl ucnonb3yeTe Hawy 3-6UTHYO CxeMy agpecauun ans
obpalLeHnst K 3TOM YETbIPEXMECTHOWM NamsATH, OOUH U3 BUTOB agpeca OOIMKEH UrHopupoBaTbes. Ecrin
urHopupyeTcsi ctapumni 6ut, To agpeca 000 n 100 oba otobpassatcs Ha mecto 00 B namsaTu. Opyrumum
cnoBamu, mecto 00 aliased k agpecam 000 n 100.

Memory overlaying - 370 npmvem, Npy KOTOPOM BHEMNOMOCHAasA MHOpPMaLms nCnonb3yeTcsa And seibopa
mMexay pasHbiMu 6aHkaMun namATn. MNpeanonoXxmnM, YTo Mbl XOTUM UMeTb BaHK cekpeTHon namaATu. [ns
3TOro Mbl BCTaBMSIEM CENEKTOP MEXAY HalmMmMu NyGrm4Hon n cekpetHon namatsmm nu CPU. 3ToT
CenekTop MoXeT BblbmpaTb, kakne gaHHble npeabsasutb CPU - n3 cekpeTHon namaTy unm us nyénmyHon
namsATK, Kak ykasaHo Ha pucyHke 6-2. B pesynbTaTe nporpamma, ynpasnsioLas cenekropoM agpecos,
Takke yrnpasnsaeT Tem, KTO MMeeT JOCTYyN K cekpeTHoMy 6roky. Ecnn komnbloTep 3anyckaeTcs, BbIMOSHSASA
KOA, PacronoXeHHbIN B ceKpeTHOM baHKke namsaTu, nporpamma B 06nacT CEKPeTHOro koga MoXeT
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NCMNomnb30BaTh 3TOT MEXaHM3M, YTobbl CKpbITb Ce0S, yCTaHOBMB CENEKTOP Ha NyOnuYHyo NamsiTe nepeq
3anyckoM nporpamMmm, pacnonoXeHHbIX B Ny6MYHOM namaTu.

PucyHok 6-2. Memory overlaying Ansi CkpblTUSE CEKPETHBIX obracTten.

Public Memory ---> selector ---> Data to CPU
Secret Memory ---> selector

secret / public selector control from trusted program
Memory address from CPU

Bonee Toro, opcodes jam table kaxyTcs noBpexgeHHbIMU. ITO siBNeHne Obino NOATBEPXKAEHO APYIMMU
Xakepamu, paboTaBLUMMK Hag NPO6IEeMON, YTO UCKMYano ownbky TpaHcnaumm koga. OyesmaHo, B Xbox
ecTb bonblue, YeM BUAHO rnasy.

Hauanu nossnsatbcs Teopum 1 cryxu, o6bACcHALLME 3TO CTPaHHOe noBeAeHne. HekoTopble nonynsipHbie
TEopWM BKIHOYanu:

* [NepemelunBaHne agpecHbiX W/unu NMHWI AaHHbIX. [4e-To agpecHble N NVHUNA AaHHbIX
WHBEPTMPOBANNChb UMM NepPecTaBnANUCbL HEKOTOPON (pyHKLMen oTobpaxeHns 1:1. dyHkuua
nepemelLMBaHns Morna 6biTb 3anporpamMmMmnpoBaHa B YMMNceTe Kak YacTb Npoueaypbl MHMLuanmnsaumum,
TakK YTO HavarnbHbIN 3arpy304HbIn 610K YnTancsa 6bl kak plaintext, Torga kak octanbHble AaHHbIE Obiny
Obl NnepemeLllaHsbl.

* BTopuyHbIn kpuntonpoueccop. Opyron npoueccop Ha Xbox Ha camMoM gerne BbINOSTHAMN NHULWanmsaumio
Xbox, a 3arpy3o4Hbiii kog B ROM - UKTUBHBIN.

» 3arpy304HbIl Ko, cofaepxaluuincs B npoueccope. lNpoueccop Ha caMoM aene uHnumanusnpyeTcs
KyCKOM KoZa, Haxo4sLMMCS Ha KpucTarne npoueccopa, a 3arpy3o4Hbin kog B ROM - UKTUBHBIN.

* 3arpy3ouHbIi kog, cogepxawmiics B uuncete. MNMpoueccop OyHKUMOHUPYET MAEHTUYHO CTaHO4APTHOMY
Pentium, HO uMnceT cogepXXuT 3arpy304HbIN KOA, KOTOPbIA NoaMeHSeT (PUKTUBHBIN Ko BHYTpM ROM.

MouTn onsa Bcex aTUX TeOpUI e4MHCTBEHHbBIN cnocod Aoka3aTb UMY ONPOBEPTHYTb NX - BbIMOSHATL
3KCMepMMEHTLI Ha annapaType. Hanpumep, 4tobbl yoeantecs, Uto SMC (System Management Controller,
8-OMTHBIN caMoJoCTaTOYHbIN MPOLLECCOP, KOTOPbLIV BCeraa BKMoYeH, koraa Xbox nogkmntoyeH Kk cetu) He
urpan ponu B 3aLUULLIEHHON NOCNEeA0BaTENBHOCTY 3arpy3kn MalLMHbI, Xakepbl 3axBaTUNun Tpaccbl opm
CUrHamnoB Ha Bcex BbiBogax SMC v npoaHanuanpoBanm Ux OTHOCUTENbHO OXnaaemomn
nocnegoBaTenbHOCTM cobbITUMI, ecnn 66l SMC urpan KnyeByo ponb B MHULMANM3auumn MallnHbI.

KntoueBoe HabnogeHne OT Apyroro xakepa cocTosso B ToM, 4To Xbox 3arpyancs ngeanbHo gaxe
Toraa, korga kop reset vector no agpecy OxFFFF . FFFO 6bin nameHeH. MoxHo 6bino 6bl oxugaTh, Y4To
€Crnu nepBasi UHCTPYKLMSA, BbINONHAEMas NpoLeccopoMm no agpecy OxFFFF . FFFO, Bbina noBpexaeHa, To
MawmHa ynageT. Hanpotus, mawmnHa paboTana 6esynpeyvHo. 3To HabntogeHne 6biro NpoBepeHo
Habopom 3KCNepMMEHTOB, rae pasnuyHble Yactu FLASH ROM HamepeHHO noBpexganuch. PesynbtaThl
nokasanu, 4YTo nospexaeHue yamsutenbHo 6onbwmnx obnacrtenn FLASH ROM He Bnnsino Ha 3arpysky
Xbox. B yacTHocTuH, BCA nocregoBaTeNbHOCTL 3arpy304HON nHMunanmusauumn ot OxFFFF.FEG@ o
OXFFFF.FFFF morna ObiTb 3aHyneHa, n Xbox 3arpyxarncs CoBepLIeHHO HOpMarbHO.

OpHa aTa Haxofka CUbHO nogaepXkueana Teoputo UKTUBHOTO 3arpy3odHoro 6noka so FLASH ROM.
OpHako ocTaBarics BONPOC, rAe XpaHWUTCA HAaCTOSILLMI 3arpy304HbIv kod. bbeino Tpu BapuaHTa: BO
BTOPUYHOM KpUMNTOMNpoLieccope, B NpoLieccope v B ymncete. Teopus BTOPUYHOIO KpunTonpoueccopa
6bina oTbpoLLeHa Ha OCHOBaHMK TOFO, YTO HA MaTEPMHCKON nnarte He 6blNo MUKPOCXEM, AOCTaTO4HO
MOLLIHBIX M AOCTATOYHO aKTVBHbIX BO BPEMS 3arpy3ku, 4Tobbl urpaTb ponb KpunTonpoueccopa.
XpaHeHue 3arpy3o4Horo 6y1o0ka B mpoueccope Takke CoYnM MeHee BEPOSITHbIM BapMaHTOM, YeMm
XpaHeHwue 3arpy3o4Horo 6noka B uuncerTe.

O0bocHoBaHMe 3TOro aHanm3a OCHOBaHO Ha 3KOHOMUMKe npou3sBoacTea MukpocxeM. MNpoueccop Pentium 111
O4YeHb CMOXEH, C MHOXECTBOM BPYYHYHO CMPOEKTUPOBAHHbLIX GTOKOB, U MOAMMUKALNS KPEMHUSA NS
BKITHOYEHUS 3aLLMLLEHHOTO 3arpy304Horo 6noka notpebosana 6bl 3HaYNTENBHBLIX UHXEHEPHBLIX PECYPCOB,
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a TaKke NepBoHaYanbHOMo BIIOXKEHMS OKOJI0 YETBEPTU MUMIMOHA A0MapoB TOSNbKO Ha MAcKw,
HeobxoauMble AN NPOM3BOACTBA 3aKa3HOro kpemHus. Kpome Toro, xoamnm cryxu, 4to Microsoft
n3HavanbHo Bbibpana ans Xbox npoueccop AMD u B nocrneaHuii MOMEHT nepekntovmnach Ha Intel. Ecnn
Obl 3aKa3Hble GrIOKM ObINM MHTErPMPOBaHLI B iAPO Npoueccopa, Microsoft He cMorna 6kl Tak nerko
nepekntoyatbcs mexay nocraswmnkamy CPU. C gpyroi cTopoHsbl, yunceTsl nVidia npoekTupytoTcs
MOAYINbHO C MUcnonb3oBaHueM silicon compilers, Tak 4TO TeXHMYECKM NMpoLle A06aBUTb Takne HapoCThl, Kak
3alUMLLEHHbIV 3arpy304HbIn 6ok, Kpome Toro, unnceT B Xbox siBnsieTcst 3aka3Houn coopkor nForce,
caenaHHou cneunanbHo ans Microsoft, agantupoaHHon umeHHo nog Intel front-side bus (FSB). B
pesyrnbTarte CTOMMOCTb J06aBNeHNs 3alMLLEHHOro 3arpy304HOro 6rnoka morna ObITb BKIHOYEHA B
WHXXeHepHbIe pecypchbl U Habopbl Macok, yXKe BblAENEHHbIe A1 TaKoro npoekTa.

PaboTas B pamkax TeOpuM, YTO HACTOSILLMIA 3arpy304HbIf KOA pacnornoxeH B cekpeTHom ROM overlay B
ynnceTe, OCTaBLUMECH BbI3OBbl COCTOSANN B TOM, YTOOLI onpeaenuTb, B kakon Mukpocxeme (Northbridge
unu Southbridge) xpaHuTcs koa, n kak n3enedb 3T0T cekpeTHbIi ROM. BO3HMKNO HECKOMBLKO CTpaTerun
n3BneyeHuns cekpetHoro ROM:

* NicnonbsoBatb yHKumio JTAG «boundary scan» Ha Pentium, 4ToObl moNbITaTbCA 3aXBaTUTb HaYarbHbIN
3arpy304Hbir kog. JTAG - anarHoctuyeckas LnHa, KOTopasa NO3BONSAEeT YNTaTbh U yCTaHaBNUBATb
COCTOSIHME KaXKOoro BbIBOO4A MUKPOCXEMbI Yepes cneunanbHbli NocneaoBaTerbHbIN NOPT. ITO OYEHb
MOLLIHbIA U YHUBEPCATbHbIA MHCTPYMEHT OTNagKu.

» 3oHauposaTtb FSB (Front Side Bus) npoueccopa, 4Tobbl NonbITaTbCa 3axBaTUTb 3arpy304HbI Ko, Koraa
OH BXOAMT B NpoLieccop.

* YcTtaHoBMTb memory sniffer, 4Tobbl NONbITaTbCA 3aXBaTUTb pacluM@POBaHHbIA NOTOK AAHHbIX, KOrAa OH
3anucbiBaeTcs B NaMATh.

* Vicnonb3oBaTb MMKPOCKOMMIO, YTOBOLI CYMTaTb COAEPKMMOE 3aLLMLLEHHON 3arpy304Hon obnacTm ¢
NMOBEPXHOCTMN MUKPOCXEMBI.

» 3oHAMpoBaTh WNHY Mexay Mukpocxemamu Southbridge n Northbridge, 4tobbl nonbiTaTtbcs 3axBaTuTb
3arpy304HbIl Ko, NepeaaBaeMblil MPOLIECCOPY YMNCeTOM. ITO cpaboTarno Gbl TONBKO B TOM Crny4yae,
€CIun 3arpy3o4Hble AaHHble XpaHATCS rae-To B Mukpocxeme Southbridge.

1]

PucyHok 6-3. OTtcytcTBytoLee nepexogHoe oteepctme JTAG. Obpatute BHMMaAHME, YTO B 3aNOSIHEHHOMN
mMegHow obnacTtu (6onee ceeTnasi obnacTe) ecTb OTBEPCTME TaM, rAe paHbLue 6bino nepexogHoe
oTBepcTue. DTO pe3ynbTaT U3AMEHEHMWS Pa3BOAKU NNaTbl B NOCeAHMI MOMEHT 6e3 nepepacyeTa
obnacrten 3anmBeku.
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Hu ogHy 13 aTnx Teopuii Hemnb3sa ObiNo NPOBEPUTL TPMBUATIBHO, MOSTOMY YCUnus no Banomy Xbox
MeJIEHHO 3aLUnu B TYNWK, KOr4a pasoyapoBaHHble Xakepbl OTKa3anuchb OT MOMbITOK
KpuntoaHanusmposaTb 06pa3 FLASH ROM. A 6bin 661 04HUM 13 CAABLUMXCS (B KOHLE KOHLIOB, MHE HY>XHO
ObINO 3aKOHYMTL M HaNMcaTb AOKTOPCKYIO AMCCepTaLmio BCEro 3a HECKONMbKO MecsLEeB), ecnm Obl He
COOOLLIECTBO peLUMTESNBHBIX XakepoB, NOAKAPMIIMBABLUNX MEHSI NOAAEPKKON.

Bo Bpems poxaecTBeHCKNX kaHWKyn B Aekabpe 2001 roga s nogaepkvean cBaA3b C ApY3bsSMU-Xakepamu
yepes IRC-kaHanbl n web fora. Xakepbl Co Bcero Mmmpa un ns Bcex crnoes obuiectsa HanonHanu IRC-kaHan
B3noma Xbox, u MHe HpPaBMOCh YYUTBCA Y HUX 1 6onTaTb C HUMK 0D MX Pa3HOM OMbITE, KaK TEXHUYECKOM,
TaK U NINYHOM.

HecmoTpst Ha To YTO A ObiN NOMOH PELUMMOCTU NPOBECTM BECHb SSHBapb 3a HAaNMCaHWEM CBOEN
PhD-guccepTtaummn 1  y36erats Banoma Xbox, MeHs BCe paBHO BTSHyNa MHTPUTYIOLLLE CNOXHasA
BesonacHocTb, NpuMeHeHHas B Xbox. Co BpemeHeM HeobxoanmMoCTb B annapaTyuke, KOTopbIn
npucoeguHnncs 6bl kK ManeHbkon rpynne hardcore-xakepos, 3aBucasLlumnx B IRC-kaHane, ctaHoBunach Bce
sicHee. K koHUYy stHBapsi coobLleHuns, koTophkle s crbiwarn o cxeme 6e3onacHocTn Xbox, ctanu crmvikom
WHTEPECHBIMU, YTOBbI X UTHOPUPOBATb.

A kynun BToporn Xbox 1 Ha4Yan CHUMaTb BCE €ro KrntoveBble AeTanu ¢ NoOMoLLbio TepmodeHa. Pasbop
Xbox 0 OCHOBaHUS CRY>KUI MHOMMM Lensm. Bo-nepBbix, CHATUE MUKPOCXEM OBOHaXUIO BCE LOPOXKM U
coeguHeHus Ha Xbox, Tak YTO S MOT NIErKO MPOCNEXUBaTb COEANHEHUSA MEXAY MUKPOCXEMaMM, UCNOSb3Ys
peXrM NPOBEPKM HEMPEPBIBHOCTU Ha CBOEM MyIbTUMETpe. Bo-BTOpbIX, 4 CMOr ONyCTUTb BCE MHTEPECHbIE
MUKPOCXEMbI B FOPSHYIO KMCIOTHYO BaHHY M CHSITb UX MITACTUKOBYIO MHKAMNCYNSUMIO AN aHanuaa nog
MUKpockonoM. HakoHel, nokynka Xbox n nonHoe paspbiBaHUE €ro Ha YacTu Aanu MHe CBOEro poaa
JOyLeBHOE CMOKOMCTBME, Korga Aerno A0oLWro A0 30HAMPOBaHUS U moandmkaummn paboTatowero Xbox.
(Reverse engineering noxox Ha cagoBoacTBo. CaxaTb caf ropasfo CroXHee, eCni Bbl NblITaeTech
COXPaHUTb PYKM N KONEHW YACTLIMM, TaK YTO MOXHO Cpa3y CMUPUTLCS U HavyaTb BansaTbCs B IPsi3u.)

Pe3ynbTaTthl paztopkm Xbox packpbinv HekoTopble Mepbl, koTopble Microsoft npegnpuHana gns sawmTl
KOpoOkKM OT annapaTHbIX xakepoB. Hanpumep, cHavyana a nposepun JTAG-coeanHeHust Ha Pentium CPU.
Bce JTAG-curHanb! 6binv ygo6HO BbiBeAeHbI K HABOPY Pe3nCTOpPOB PSSOM C MPOLECCOPOM, K KOTOPbIM
nerko NOAKMNIYMUTLCS, KPOME OAHOrO - curHana TRST#. TRST# urpaet KpUTUYECKYHo porib B
nHnymnanusaumm JTAG-nHtepderica. UHTepecHo, 4to TRST# Gbin NpmBsa3aH K BHYTPEHHEMY CITOK 3EMIM B
TpyAHoOOCTyNHOWM obnacTtu, HaBceraa aeaktuenpysa mexannam JTAG. [anbHenWwmn ocMOTP MaTeEPUHCKON
nnatbl Xbox BbIABAN HAMEKM Ha TO, YTO curHan TRST# 6bin Bbipe3aH B nocriegHnii MoMeHT. (Camas
Bonbluas nogckaska OTCYTCTBYIOLLENO via - OTBEPCTUE B CUINOBOW AOPOXKE, naeanbHO nogxogsiiee no
pa3mepy Ans via, psaoMm ¢ rpynnon via, BolaeneHHbix nog JTAG-curHansl, kak nokasaHo Ha pucyHke 6-3.)

Opyron ygap no JTAG-nogxoay onst uaeneveHus cekpetHoro ROM - 1ot dakT, yto JTAG scan codes Intel
ABNAOTCA 3aKpbITbiMU. Reverse engineering kKogoB 40 YPOBHS, HAa KOTOPOM s MOT Bbl UCNOMb30BaTh UX
ana n3eneyvYeHna CeKpeTHbIX 3arpy3o4HbliX AaHHbIX, ObIn KPYMNHbIM MNPOEKTOM CaM no cebe.

Otkasaswuck ot JTAG-noaxoaa, cnegyowmm MeToaomM ussnedeHuns cekpetHoro ROM 6bino cHATb
kopnyca ¢ CPU, GPU n MCPX, ocmoTpeTb ronble KpucTanmbl o4 MUKPOCKOMOM M NnouckaTthb Jitobble
CTpykTypbl-kaHamaatel ROM. YaaneHue kopnyca, unu «decapsulation», BbINOMHANOCH KynaHUem
MUKPOCXEM B AbIMsILLEN ropsiyent cepHom kucnote. (A He pekomeHayto npoboBaTth 3TOT Noaxo4 AoMa;
oOHaxabl A NPONUI TOKCUYHbIN, KOPPO3MOHHbIA PacTBOP Ha Bcero cebs, u, K cyacTbio, 6biNo cbeaeHo Moe
3alLMTHOE CHapsKeHWe, a He Koxa. [biMsLLasa cepHas KMcnoTa noXxvpaeT opraHU4eckuin matepuvan
BbicTpee ropsLwero nnaMmeHn.) JbIMALLY0 a30THYIO KUCMOTY, Takke O4eHb TOKCUYHYHO U OMAacHYHo, TOXe
MOXHO MCnorb30BaTh. XOTA CaM A ee He npoboBarn, coobLLeHNs yKasbiBatoT, Y4TO AbIMALLASA a30THas
kucroTa 6onee acpdekTMBHA NpU yaaneHUn aNoKCUAHOW MHKaNCynaumnmM, ocobeHHOo B cuTyauusix, rae
TpebyeTcs BbIBOPOYHOE yaaneHue kopryca.
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Mogxod pyyYHOro ocmMoTpa ¢ UCMOfb30BaHNEM TPaAULMOHHOIO MUKPOCKONa BUAMMOIO CBETa AaBar
HEKOTOPYIO HageXay; OQHAKO TeXHMKa orpaHmdeHa unaunkorn ceeta. Jaxe nyylas TexHonorus
MUWKPOCKOMWU BUAMMOIO CBETa HE MOXeT pa3pewwmnTb TpaHaucTtop 150 nm, NOCKONbKY camasi KopoTkast
ONnHa BOmHbI cBeTa - 450 nm (COOTBETCTBYET CMHEMY LBETY). S Hageancs, YTo CeKpeTHbIN kog byaeT
XPaHUTLCA HA MUKPOCXEMaXx C MCNONb30BaHNEM TPaAULMOHHONM CTPYKTYpbl array ROM, ¢
MeTannMyeckMMm nuHnsaMu, 3agarowmmm 1 nnm 0, BbITpaBNEHHBIMU B BEPXHUX METaIM4eCckux criosix,
KOTOpbl€ MOXHO MOEHTUMULNPOBATL ONTUYECKM MUKPOCKOMNOM. Cnonb3oBaHmMe XXeCTKO NPOLUNTOMN
cTpykTypbl ROM moTuBmpyetcsa ctoumocTeto: FLASH ROM n PROM Ha nnaBskux nepemblykax TpebytoT
OOMOSTHUTENbHBIX 3TanoB 06paboTkM U NPOU3BOACTBA, KOTOPbIE MOTYT 3HA4YMTENBHO A06aBUTh K
CTOMMOCTW CUCTEMBI, TOTAA Kak UCMOMb30BaHME BEPXHUX METanMYeckmx cnoes Obino 661 MOTMBMPOBAHO
yrnpaBrneHnem pUCcKoM CO CTOPOHbI NPOEKTUPOBLLMKA. BepxHne metannuyeckune crnom - camble rpybble
cnom (HacTonbKo rpydble, YTO ONTUYECKMI MUKPOCKOMN MOXET MX pa3peLunTb), a MOTOMY Camble AelleBble
cnow ansa nameHeHus, ecnu B ROM-koge ecTb owmnbka. Kpome Toro, Bo BpemMsi nepBoHavansHoro bring-up
BEPXHWUI CNOW nerdye Bcero paspesatb U NePEMKHYTb C UCMOMb30BaHMEM MaLLUHbI PEMOHTA MUKPOCXEM,
n3sectHou kak FIB (focused ion beam) machine. K coxxaneHuto, ObICTpbI B3rnsg Ha MUKPOCXEMY MOA
MUWKPOCKOMOM He BbISIBUIN Taknx CTPYKTYp.

B 9TOT MOMEHT €AMHCTBEHHOW OCTaBLUENCS BO3MOXHOCTLIO M3BreveHunst cekpetHoro ROM 6bino
30HAMPOBATh XMBYH annapatypy Xbox B nonbiTke 3axBaTUTb KOA BO BpeMS 3arpy3sku B npoueccop Xbox.
MoacnywwmeaHme koga Bbiwe mukpocxembl Southbridge n FLASH ROM o3Havano 3oHgupoBaHue nmbo
Front Side bus, nn6o wuHel Northbridge-Southbridge, nu6o ocHoBHOM LWNHBI NamsaTK. Mbl 06cyaum
KOMMNPOMMWCChI BbIMONTHEHUST STUX NOAXOA0B 30HAMPOBaHUS B rnase 8, nocne KOpoTKOro BBeAEHUS B
©a3oBble KOHLeNuMm 6e30nacHOCTU B CrieayoLLen rnase.

CHocku

[1] [Ha3aa] Y Andy Green ecTb OTNMYHasa cTpaHuLa, AOKYMEHTUPYIOLLAS ero onbIT C MOAX0A0M Yepe3 TECTOBbIN 3aX1M, No aapecy
http://www.warmcat.com/milksop/milksop.html

[2] [Ha3ap] Visor onucan cBovi onbIT C NOAXOA0M MOACMYLUMBAHWS NOrMYECKUM aHanM3aTopoMm no aapecy
http://www.xboxhacker.net/visor/aXventure1.txt

[3] [Ha3ag] Emulation Technologies (http://www.emulation.com) genaeT WMPOKyO NUHENKY AOCTYMHbIX NaHENEK UMEHHO AN
Takux uenewn. KoHkpetHas mogenb ans Xbox - S-TS-SM-040-A.

[4] [Ha3ag] http://www.xenatera.com/bunnie/proj/flashburn/fb.html

[5] [Ha3ag] http://www.xenatera.com/bunnie/proj/fb2/

[6] [Ha3ap] [nsa Tex, KoMy MHTEePEeCHbI apXUTEKTypa CynepKoMMnbIOTEPOB, MUrPaLms AaHHbIX U MOTOKOB, OTKa30yCTOMYMBOCTb,
BbICOKOCKOPOCTHbIE CETU C Mano 3a4ep>XKoi NN MacCMBHO MHOIOMOTOYHbIE MaLLMHbI, CMOTPUTE MO0 AMCcepTaumio No agpecy
http://www.xenatera.com/bunnie/phdthesis.pdf.
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naBa 7. KpaTtkoe BBeaeHune B 6e€30nacHOCTb

Banom Xbox TpebyeT B3noma 6e3onacHoCTu B JOMNOMHEHNE K annapaTHoMy v firmware-B3nomy, Kak Bbl
0BHapyxunu B npoLunon rnaee. Mbl pacCMOTPUM HEKOTOPbIE BO3MOXHbIE MOTUBbLI [OOABNEHNS CIOXHOW
6e3onacHOCTM K Takon 0ObIAEHHON BELLW, Kak UrpoBasi MallvHa, a 3aTeM norpysmmcs B 6asoBble
NPVHUUMBI U anropuTMbl, HEOOX04MMbIE ANst MOHUMAHWUS U OLLEHKN MexaHu3moB 6e3onacHocTu Xbox.

Komy BooOOLLe Hy>kHa 6e30nacHOCTb?

UrpoBas koHconb Ans 6onbLIMHCTBA MIOAEN - UrpyLuKa: Hegoporas noTpebuTensckas SnekTpoHuKa.
Mouemy Microsoft npowna 4yepes Takne My4eHusi, YToObI 3alMTUTb CBOKO cncTemy? B urpe B3noma
6e30nacHOCTM NOHMMaHNe MOTMBA 3aLlMLLaloLLell CTOPOHbI AOBOSIbHO YacToO NOMOraeT HaWTu cnabocTy,
KOTOpblE MOXHO MCMOSb30BaTh.

Kpuntorpadgus - 310 He 6e3onacHocTb. KpunTtorpadus - cpeactso ansa JoctuwkeHna 6e3o0nacHocTu, HO
HacTosiwasa 6e30nacHOCTb BKIOYAET BCHO CUCTEMHYIO apXUTEKTYPY, BKIKOYAsS KOHEYHbIX Nofb3oBaTenen.
Kak ckaszan Kevin Mitnick B HegaBHem nHTepBblo Slashdot, «. . . security is not a product that can be
purchased off the shelf, but consists of policies, people, processes, and technology.» Mg cumTal, 4YTo
6e3onacHoCTb yHAAMeHTaNbHO SABNAETCA coumanbHbIM NOHATUEM. Ha npakTuke Bbl MOXETE OTKPbITh
OKHa N OCTaBWUTb BXOLHYIO OBEpPb 3anepToi, U MM He CTaHyT MPOCTO 3ane3aTtb Yepes Balle OKHO Ui
B3namMblBaTb Ball ABEPHOM 3aMOK, XOTA 06e 3agayum OTHOCUTENBHO nerkv. 3anepTbie ABEpU U OTKPbITbIE
OkHa paboTaloT NoToMy, YTO 3anepTasd ABEPb B OCHOBHOM SIBISIETCSH CMMBOIIMYECKOW MEPOW; OHa
3acTaBnsieT HapyLWMTeNsa COBEPLUNTL CO3HATENbBHbIN aKT HapyLUeHWs, YTOObl BOATU B OM, U OAHOMO 3TOro
A0CTaTo4vHO, 4TObbl OTAENUTL NPECTYNHMKOB OT 406ponopsaaoyHbIX ntogen. KoHconb Sony Playstation
MMeeT XOopoLUMi NpumMep 6e3onacHOCTN TUMa 3aMKa Ha BXOAHOW ABepu. MexaHu3m, ucnonb3yembin s
3aLUNTBI UX UIP OT KOMMPOBAHWS, MPOCT, HE BKIOYaeT Kpuntorpadumio n nerko 00XoamTcs ¢ NOMOLLbIO
nerko ycraHaBnvMBaeMblX, HE4OPOrnxX annapaTHbliX Moandukauun. HecmoTps Ha aTo, undpbl npogax
yKasbIBalOT, YTO MOKynka urp Playstation He Bbilna n3 moapl; 3aMOK Ha BXOAHOW ABepu paboTaer.

Microsoft ucnonbsyet Bapuaumnio 6€30nacHOCTU B CTWUIE 3aMKa Ha BXogHoW asepun. Bugeourpol ana Xbox
pacnpoCTPaHATCA C UCMONb30BaHNEM (MOKa YTO) Hekonupyemoro popmata DVD-9, ogHOCTOPOHHEro
OBYyXCnomHoro cpopmaTa Hocutens. Nonb3oBaTtenbckn 3anuckiBaemble DVD, ¢ opyro CTopoHbl, Bceraa
nmetoT popmat DVD-5, 0AHOCTOPOHHUI OOHOCHOMHbIN hopmaT HocuTens. DVD-9-coBmecTumble
nyLwyLe NpMBoAbl BPsi4 SN CKOPO CTaHyT AOCTYMHbI M3-3a CITOXHOCTM CO34aHMs 3anucbiBatoLLEN
CUCTEMBI, CNOCOBHOW NpoXuraTe OAMH crov 6e3 Bo3aencTBns Ha LenoCTHOCTb APYroro crosi. Takum
obpasom, pacnpegensas aaHHble 6e3onacHOCT Mexay AByms criosmu gucka DVD-9 n Tpebys, 4Tobbl
ncnonHsembli dann urpel noctynan ¢ Hocutena DVD-9, Microsoft umeeTt 4oBONBbHO 3PdEKTUBHBIV 3aMOK
Ha BXO4HOW ABepu cBomx Buaeourp. PasymHo Tpebys dpopmat DVD-9, Microsoft B 3HauuTensHOM cTeneHun
BbIHyaMna noboro NnoTeHUManbLHOro KoNMpoBLLMKa Urp nonacte B 06nacTb, rae Heobxoanma kakasa-nmoo
annapartHasi Mmoandukauus.

Moyemy xe Torga Microsoft puckHyna BNOXUTBCS B TaKyt CINOXHYO cxeMy 6e3onacHoctn Ha Xbox?
["maBHas motnBauma Microsoft gencTBuTenbHO B nogaBneHnn nupaTtcrTea? BnonHe BO3MOXHO, YTO Ha
caMoM [ere nepBrnYHag NpuynHa ocTarnbHON YacTh cnuctembl 6e3onacHocTy Xbox - 3alLMLLEHHbIX
3arpy304HbIX CEKTOPOB, NOAMMUCaHHbBIX MCMOSTHAEMbIX halifioB, OTHOLLEHWI JOBEPUST U
3amnpoBaHHbIX/ayTEHTUDULMPOBAHHBLIX CETEBLIX MPOTOKOMNOB - NIEXMUT HE B aHTUNNPATCKUX Mepax.

OpauH BO3MOXHbIA MOTMB BCel 3Tol 6e30MacHOCTM - NpeaoTBpaTUTbL UCToNb3oBaHWe koHconu Xbox ans
nobbIx uenew, kpome urp. KoHconb Xbox HaxoamTesa B yHMKarnbHOM NonoxeHumn noyty Ha 100 npoueHToB
wraTHoro PC. B otnnune ot Gamecube u Playstation2, cyliecTByeT orpoMHbI MaccyB NPOrpaMMHOIO
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obecneyeHuns, KOTOpoe, KaXeTcH, AOIMKHO NPocTo paboTaTtb Ha Xbox npu npaBunbHOM
nporpammupoBanumn BIOS. Xyxe Toro, Microsoft TepsieT Ha annapaTtype CBOelr KOHCONU HamMHoro 6onbLue
[OEHer, YeM ee KOHKYpeHTbl. HekoTopble oLeHUBaloT, YTo ee YobITk MoryT gocTurate $200 Ha KOHCOnb,
€CIny cYnTaTh NOCneAHIo Po3HUYHYIO LieHy $199. MoaToMy B nHTepecax Microsoft nonbiTaTbes
rapaHTMpoBaTb, YTO OHa He nNpogaeT cybcmamposBaHHble kopobku GNU/Linux. OgHako gaxe aTo,
BEPOSITHO, He rnaBHas uenb Microsoft. 64 MB ocHoBHoM namsitu Xbox, OTCYTCTBME KIlaBuaTypbl Unv
MbILLKN N3 KOPOOKM M [OBOMbHO MEAEHHBIN MO CEroAHSLLHMM MepKaM NpoLieccop AenakT ee MeHee
npuenekaTensHol, YeM, Hanpumep, PC Microtel 3a $200, goctynHein B Walmart B koHue 2002 roga.
Kpome Toro, y Microsoft rny6okue kapmanbl; ecniv 6bl Xbox nonyyuna pbIHOYHYH TAry n obowuna Sony
Playstation2 no npogaxam, Microsoft npuwnocs Obl NuLLb NepeBapuTb HECKOSBLKO MUNIMAPAOB A0N1apoB
nepBOHaYarnbHOro yobiTka - OTHOCUTENBLHO HEGOSbLLYIO CYMMY MO cpaBHeHUIo ¢ npumepHo $40 billion
[OEHEXHOW ropon, Ha KOTOpoW oHa cuauTt. Taknm obpasom, BMosHE BO3MOXHO, YTO KpUTUYECKasi MUCCUS
6esonacHocTn Xbox - He NpegoTBpaLLEHNE anbTEPHATMBHOIO NCMOb30BaHWSA KOHCOMN U He
CAepXUBaHWe nNupaTcTea.

BoamoxHO, peanbHas npuynHa crnoxHom 6esonacHocTn Xbox - obecneyeHne ycnexa Xbox Live,
OHITaHOBOro urpoBoro cepsuca Microsoft. MapkeTuHroeasi uymmxa Microsoft n PR-3asiBneHus
yKasbIBaloT, YTO OHa AenaeT cTaBky Ha ycnex Xbox Live kak gBuratens npogax annapartypbl. bonee Toro,
Xbox Live - nognncoYHbIn cepBuUC, U Yepes rof nocne ero 3anycka nonb3oBaTensam npuaeTcs nnaTutb
exemecayHyto nnaty. Ecnn Microsoft cmoxeT nogcagmTtb cBoMX noanmcynkoB Ha Xbox Live, Torga 6usHec
Xbox BHE3aMnHO BbIMMSAWUT JOBOSTbHO NPUOLINBHBIM, AaXe eCnu 3Ha4YMTeNbHas CymMa OeHer TepsieTca
3apaHee Ha annapatype. Pokyc, KOHEYHO, B TOM, 4TOObI NnoacaanTb nonb3osartenen Xbox Ha Xbox Live.
OnucbiBaemas kak «Disneyland of on-line gaming», uenb Xbox Live - npegocraBmTb XOpoLLO
WCMOSHEHHbIN N YECTHbIN UrPOBON ONbIT. LieHTpanbHO 4nsa LeHHOCTHOro npeanoxeHust Xbox Live To, 4to
TaMm HeT unTepoB. YUTobbl rapaHTUPOBaTb, YTO HUKTO HE YMTEPUT, NOMNb30OBaTENEN HYXXHO 3aCTaBUTb
ayTeHTUUUUPOBaTLCA Yepes peecTp, nogaepxmsaemoln Xbox Live, a nx urpoBoe COCTOSAHUE SOMKHO
OCTaBaTbCs 3aLUULLIEHHBIM U HEN3MeHsAeMbIM. Kpome Toro, MrpoBoe nporpammMHoe obecneveHme OOMKHO
ObITb HenaTyeHbIM. Elle BaxkxHee TOT (pakT, UTO HY>XHO BCEro HECKOMbKO YMTEPOB, YTOObI UCMOPTUTL
UrpoBOM ONbIT BCEN NONb30BaTENbCKOM 6a3bl. BHE3anHoO 3awwmThl BXOAHOW ABEPU, Npeasiaraemble
dopmatom DVD-9, BeIrnAasaT HegoctaTouHbiMuU. LLlaHckl NpoTuB Bac, ecnuv Bbl CTaBuTe ycnex busHeca Ha
Moparb 1 YeCTb Nofb30BaTEeNbCKON 6asbl U3 MUNNMOHOB ABagLaTUNEeTHNX hardcore-reiMepoB My»CKOro
nona c pasyMHbIM 06BbEMOM KOMMbIOTEPHOWN rPaMOTHOCTU, pacnpeaeneHHbIX nosctogy. Annapartypa
JormkHa ObITb 3acnyXuBatoLLEN JOBEPUS, CETEBbIE COEQUHEHUS 3aLLNLLEHHBIMU, @ UCNOSHSEMble dbanbl
noanncaHHbIMK 1 3anevyaTaHHbIMMN.

YTBepxaeHue, 4To annapaTypa 4OMmKHa ObiTb 3acny>xuBatoLLen JOBEPUS, CTOUT NOBTOPUTB. [pu
nonb3oBaTenbckon 6a3e, KOTOPOW HENb3s OOBEPHATb, €AMHCTBEHHbIN CNOCOD YCTaHOBUTL OTHOLLEHWE
JOBEpUsi C KNMEHTaMM - ECINU CEMS AOBEPUS CYLLECTBYET B KaXXAOM 3K3eMNspe annapartypbl.
CnepoBatenbHo, Microsoft gomkHa BKNoUMTb B KaX4o0ro KnneHTta Kycok tamper-proof annapaTtypsl,
KOTOPbIN BKITOYAET Kakon-nmbo Bug attestation. Attestation - 3To cnocoGHOCTb AOKa3aTb, YTO HEKOTOPLIV
hparMeHT AaHHbIX, HANPMMeP JIMYHOCTb UrpoKa UM UTPOBOE COCTOSIHWE, AENCTBUTENBHO CreHEePMpPOBaH
He3ansaTHaHHbIMY NporpamMmMHbIM obecneveHeM 1 annapatypoi. Tamper-proof annapaTypa He o6sa3aHa
HanpsaMyto peanu3oBbiBaTb (pyHKUuio attestation, HO OHa Kak MMHUMYM AOSMKHA rapaHTUPOBaTh, YTO
CcMCTEMa HaxoaMTCA B 3aciyXMBalLLEM J0BEpUsi COCTOSHUM nepen attestation.

EcTtb MHOro cnoco6oB rapaHTUpoBaTh, YTO annapaTypa 3acnyxusaeT gosepusi. Metog rpybon cunel -
caenaTtb BeCb (bparMeHT annapaTypbl (hramyeckn 3almileHHbIM. ABToOMaTu4eckme BaHKoBCKMe
aBTOMaThl ABNSAOTCHA MEPBOKMIACCHBIMU NPUMEpaMK annapaTypbl, KOTopas (M3nYecK/ 3aLuLLEeHa.
3anevyaTaHHble B TOMCTbIA NIMCTOBOW METan 1 NOKPbITble AAaTYNMKAMU BTOPXKEHUS, OHU TPYAHbI ANS
PU3N4eCKoro NPOHMKHOBEHUSA 1 Moaudunkaumm annapatypbl ATM. Ho xoTa aTo addeKkTMBHO, 3TO
HenpakTU4YHOE N JOPOroe peLleHne ans NrpoBon KOHCOMMW.
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Bonee akoHOMWYHOE peLleHune - UCNoNb30BaTh HEOOMBLLOW KyCOK AOBEpPEHHOM tamper-proof annapaTypsl,
KOTOPbIN MOXET AenaTb «M3MepeHnsi» Ha ocTanbHoOM cucteme. Takoro poga namepeHust obbl4HO
BbIMNOSHAOTCA C MOMOLLLIO KpunTorpaduieckon xaw-gyHkumn. Ecnn Bce atn namepeHns gosepus
COOTBETCTBYIOT OXUAAEMbIM 3HAYEHMAM, TOrAA MOXHO GbINo Obl 3aKNIOYMTL, YTO BCS CMCTEMA
3acnyxvBaeTt goBepusi.

£ roBopto «MOXHO 6b110 BbI», MOTOMY YTO 3Ta CXema BCe elle ya3BmMMa Kk man-in-the-middle-atakam, roe
Xakep oTnpaBnsieT NoaaeribHble KOPPEKTHbIE AaHHbIE B OTBET Ha 3anpoc U3MEpPEHNS.
Man-in-the-middle-aTakm oTHOCATCS Kk 06LLEMY KIaccy aTak, rae NPOTUBHUK MOXET CBOGOAHO M3MEHSITb U
KOHTpONMpoBaThk UHOpMaLM0, NepefaBaemyo Mexay AByMs cTopoHamu. M3-3a cnaboctum
man-in-the-middle HeT cmbicna ncnonb3oBaTh YpE3BbLIYANHO CMOXHBIN tamper-proof-moaynb ons
BbINOSHEHNS] CUCTEMHBIX 3MepeHuin. OQHOM KOPNyCMPOBaHHOW KPEMHUMEBOW MUKPOCXEMbI, BEPOSITHO,
[0CTaTOYHO, NOCKOMbKY 00ObLIYHO ferde nepexsaTntb U NogaenaTtb AaHHbIE U3MEPEHUIA, NPOXoasLLue no
neyaTHOW nnarte, Yem NPOHMKHYTb B SMOKCUMAHLIN KOPMYC MUKPOCXEMbI U MOAMMULMPOBATL CXEMY
MMUKPOCXEMBbI.

Cwucrtema namepeHus 4oBepUsS MOXET ObITb peann3oBaHa ¢ UCMNoSb30BaHNEM MOAXOA4A Mmeasure-once.
HauunHas ¢ nocnegoBaTenbHOCTU XOMOAHOMN 3arpy3ku npoueccopa, Kaxabin parMeHT Kofa nsmepsaeTcs
Ha JoBepve nepep BbiNonHeHneM. Ecnv npoueccop H1Korga He BbINOMHAET HeJOBEPEHHbIN Ko, Toraa
4yeMy TyT He JoBepATb? OTa cxema TpebyeT odeHb npocToro tamper-proof annapaTHoOro moayns -
tamper-proof ROM, KOTOpbIN XpaHUT KOA4 XONOOHOW 3arpy3ku, «ceMsi» oBepus. Tun kpuntorpaduu,
ncnonb3yemow Ansi npouecca N3MepeHns 1 NpoBepKU, OObIYHO SBNAETCS KOMOMHaUMen Xawen n
Kpuntorpadum ¢ oTKpbITLIM KrtodoM. Kpuntorpadus ¢ OTKpbITbIM KITKOYOM NpeanovTuTensHa Aanst 3Toro
NPUNOXEHNs, NOTOMY YTO 3aKpPbITbIN KN4, TpebyeMbl AN reHepaunm KOpPEeKTHOro cerMeHTa Koaa,
ABMNSAETCA CEKPETOM, XPaHUMbIM TONbKO MOCTaBLUMKOM annapatypbl. OnaTh xe, 3Ta cxema ys3BuMa Ko
MHOrMM Bugam man-in-the-middle-aTak, a Takke K YACTO KpUnTorpapuyecknm atakam 1 atakam Ha
peanusaumio CUCTEMBI.

KpaTkoe BBeaeHue B Kpuntorpaduio

ci-pher (n): 1 a: ZERO b: one that has no weight, worth, or influence : NONENTITY. 2 a: a method of
transforming text in order to conceal its meaning - compare to CODE [2]

LLindpel camu no cebe He aatoT 6esonacHocT. TovHee, Wndpbl AatoT 6€30MacHOCTb TONBKO €CNW KoY
3alUyLLeH, ecrnv anropuTMm cureH n ecnu B cuctemy Het back doors. Ecnu kTo-To Bpyunt Bam CD-ROM,
3aWMdPOBaAHHbIN CUMbHBIM LMEPOM, U 3anpeT Bac B MArKOW KOMHaTe C CynepkoMnbiTEPOM, COMHLE,
BEPOSITHO, yCreeT cTaTb CBEPXHOBOW, Npexae YeM Bbl cmoxeTe paclumdposats CD-ROM. C gpyroi
CTOPOHbI, ecnu 6bl Bbl MOrNK HabnaaTb ¥ 30HAMPOBATL MaLUUHY, Noka oHa paboTaeT Haj
wudposaHmem CD-ROM, wudposaHue notepsano 6bi cMbicr. Bbl Mornun 66l Nony4mTb Koy
wuncppoBaHmns, noacnyLwas knasnatypy. nu Bbl Mornu 6bl BIFPY3UTbL COAEPXKMMOE NaMAaTH KOMNbloTepa
1 nonyunTb plaintext, He 3Has knoya.

Curtyaums ¢ Xbox noxoxa Ha nocrnegHtow. B koHeyHoM cueTe Xbox JosmkHa obpallaTbes K nporpammam,
npeacTaBneHHbIM €M Ha KOPPEKTHBIX AUCKax, u 3anyckatb ux. bonee toro, Pentium CPU, ncnonssyemsiii
B XboX, HE MOXET OTNMYNTb aBTOPM3OBAHHYIO MHCTPYKLMIO OT HEABTOPM30BAHHOW MHCTPYKUMW. HakoHeL,
nonb3oBaTenb UMEET MNOSHbIA AOCTYN ANS 30HAMPOBaHWS U Moandukaummn annapatypbl Xbox. Takum
obpasomM, gaxke ecnun Xbox Ucnonb3yeT curbHble Wndpbl, 6€30NacHOCTb KYen COMHUTENbHA, U B
cucTeme MoryT 6biTb back doors.

OTOT pasgen KpaTKo OnNULIET BUAbl KpunTorpadnuyecknx anroputmMoB, ncnosnbdyembix B Xbox. Mbl
cocpenoTouMMCs Ha NPaKTUYECKMX NOCNEeACTBMAX U BONPOCax peanusauumn aTux anroputmos. Bam HyxHO
MOHSTb 3TN aNropmUTMBbIl, YTOObI OLIEHWUTbL AOCTYNHbIE aTaku Ha cuctemy 6esonacHoctn Xbox.
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NB. A He NpMTBOPSIOCH, YTO paccmMaTpMBalo TEOPETUYECKNE acneKTbl KpunTorpadum; oOHX 3a
npegenamMmm Momx BO3MOXHOCTEN v 3a npegenamu obbema kKHurn. BMecto 31oro s otcbinato
3aMHTEPECOBAHHBIX YATaTENen K NnpeBocxofgHon kHure Bruce Schneier, Applied Cryptography
(John Wiley & Sons); 6onbLuasi 4acTb MOMUX 3HaHWI NO KpunTorpadum B3ATa U3 3TON KHUN.
YuTartenu, yxxe 3HakoMble C Kpuntorpaduen, cmoryt 6erno npocMoTpeTb UM NPONyCTUTb
OCTaTOK 3TOW rnasbl.

Knaccbl Kpuntorpaduyeckux anroputmoB

EcCTb HECKONbKO BaXkHbIX KNnaccos KpVII'ITOFpa(bVI‘-IeCKI/IX anropnTtmMmos, UCNoJib3yeMblX B Xbox. 3T0:

» Xowm
* CuMmeTpUYHbIE LWIMGPBLI
* LLIndopbl € OTKPLITLIM KITHOYOM

X3awmn ObiBatOT HECKOMBKNX Pa3HOBUAHOCTEN. X3aLWKn KpunTorpadmyeckon pasHOBUOHOCTU UCTMONb3YOTCA
ansa cymmupoBaHus unm «digest» 6onblioro obbema gaHHbIX. CBOAKa SABNSETCA YMCNIOM PUKCUPOBaAHHOM
OnuHbI, 06bl4HO NpuMepHo oT 100 go 200 6uT, Toraa Kak UCXoAHbIe AaHHbIe MOryT BbITh NOYTU NGOro
pasmepa. Camoe BakHOE CBOWCTBO X3LUa - 3TO TO, YTO OH SABMSETCA OAHOHaNPaBi€HHbIM BblYMCIIEHNEM.
OpyrvMy cnoBamm, X3l fErko BbIYUCNTL, HO O4eHb TPyaHO (cM. 6okoByto BcTaBky «Very Difficult
Problemsy, 4ToGbl MOHATL, YTO MMEHHO 3TO O3HaYaeT) BbIBECTU NOCNef0oBaTeNbHOCTM AaHHbIX, Yelr hash
digest ngeHTu4yeH, nny onpegenuTb YTO-NNB0 06 NCXOOHBIX AaHHbBIX M3 X3La.

Cwvina x3aLwa NpoTuB Noncka ABYX NOCNEeA0BaTENbHOCTEN AaHHbIX, KOTOPbIE X3LLMPYKTCH B OOQHO U TO Xe
3HayeHwue, HasbiBaeTcs ero collision resistance, n B o6LeM XopoLwmin N-OUTHBIN X3 TpebyeT NpUMepHO
27(n/2) cny4aiHbIX nocneaoBaTenbHOCTEN AaHHbIX, KOTOPbIE HYXHO X3LUMPOBATb U CPaBHUTb, YTOObI
BbI3BaThb collision. [MOCKoNbKy X3LWKM NPOEKTUPYIOTCH TaK, YTOObI OblTb OYEHb NTErKMMM 4119 BbIYUCIIEHNS 1
OYeHb yCTONYMBbLIMY K collision, OHWM YacTo MCnonb3yTcA ANs OOHapYXeHWs, Obin M 3sMeHeH 6uT B
6onbLMX 06nacTsX 3aWwULLeHHbIX AaHHbIX. s MHOMMX NPUNOXEHUIA JOCTAaTOMHO BKIIOYNTL TOMBKO
3aLWMAPOBAHHbIN X3 COOBLLEHNSA BMECTO TpaThbl BbIYUCANTENBHBLIX YCUITMI Ha LUIMdpOBaHNE BCEro
COO0OLLIEeHUS.

CvMMeTpuYHbIe WKNpbI - 3TO anropuTMbl, Y KOTOPbIX KM4YuM WndpoBaHms 1 pacumdpoBKN MOryT ObITb
nerko nony4eHbl Apyr u3 apyra. B 6onbumnHCTBE CnyyaeB Koumn WNGpPoBaHUS U pacLluMdpoBKy
oauHakoBbl. CUMMETPUYHbIE Wndpbl ncnonb3ytoT mixing function, 4Tobbl 06beauHNTL key schedule ¢
AaHHbIMKU, 06paboTaHHLIMY HEKOTOPOKN KpUNTOrpadnyeckon yHKUMen. To CMeLLUnBaHNE MOXET
MOBTOPSITBCA HECKONBbKO pa3 HaJ oaHMM GNOKOM AaHHbIX, kak B block cipher, nnu moxeTt npoucxoantb
OOWH pas, kak B stream cipher. Bce 6a3oBble (pyHKUUN B CUMMETPUYHOM LINAPE BLIMUCTIMTENBHO NPOCTHI,
MO3TOMY CUMMETPUYHbIE LWNpbI ABNATCA NPeANOYTUTENbHBIM METOAOM LLUMGPOBaHNSA MacCoBbIX
AaHHbIX.
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TunudHble npumepsl mixing functions - XOR, MogynbHbIE CIIOXEHUS U MOAYNbHblE YMHOXEHNsI. Camas
npoctas dyHkums, XOR, nmeet cesoncTso, 4to nioboe yncno XOR camo cebs pasHo Hynto. Onepaums
XOR yvacto o603HauyaeTcsa cumBorioM . Onepauusa XOR Takke nmeeT Bce 0bblYHbIE CBOMCTBA
apudMeTUKN (KOMMYTaTUBHOCTb, aCCOLMATUBHOCTb, ANCTPUOYTUBHOCTD U T. A.), MO3TOMY:

(A B) B=A (B B)=A ©0=A

Taknm obpaszom, ecnu 6bl A Bbino cooblieHneM, a B 6bino kntovom, (A B) 6bino Okl ciphertext, a
plaintext MmoxHO 6bIno 66l BOCCTaHOBUTL, NPOCTO BbiNONHUB XOR ¢ B eLe pas.

Key schedule - 3To anroput™, KOTOpbI 6EPET OTHOCUTENBHO KOPOTKUI KMOY U pacLUMpsieT ero
MHpopMaLMo Ha ANVHHYI0 NocnegoBaTenbHOCTb 6uToB. Key schedules ncnonb3aytoTcs, YTOObI MOMOYb
paccesiTb AaHHble Krntoya no 6onblemy 6noky gaHHbIX, YTOObI CBA3b Mexay ciphertext un knoyom Bkbina
CKpbITa.

OueHb TpyAHble Npobnembl

KpunTorpadumyeckme gyHKLUM BCe OCHOBaHbI HA MaTeMaTUYeCcKnX anropuTMax, pesynbTaTbl KOTOPbIX
NEerko BbIMUCINUTL NPU HanNu4umM BCcex onepaHaoB, HO onepaHabl KOTOPbIX OYEHb TPYAHO BbIYUCIUTL, UMeS
TONbKO pe3ynbTaTt. besonacHocTb kpunTorpadmnyeckon yHKLMM - STO UMEHHO TPYAHOCTb BblYMCIIEHMS
3TUX OMNEepaHAOoB MNPU HaNMYUK TOMbKO pe3ynbTaToB. [laBanTe Ha MTHOBEHWE UCCNEAYEM, YTO 3HAYUT
«OYEHb TPYAHO».

PaccmoTpum cummeTpuyHbiv windp AES. OH ncnonbayeT 128-OUTHbIN KoY, 1 40 CUX NOP OH CUNEH
NPOTMB BCEX M3BECTHBLIX aHANUTUYECKNX KpunTorpadmyecknx atak, Hanpumep guddepeHLumanbHoro
NHEenHoro KpuntoaHanuaa. Korga s roBopto, YTO OH CUIEH NPOTUB aHanmaa X, s umeto B BUAY, YTO ANS
BOCCTaHOBMEHUs kntova unum plaintext ¢ ncnons3oBaHunem brute-force search notpebyeTtcst kKak MUHUMYM
CTOMBKO e onepauun, CKOMNbKO C Mcnonb3oBaHmeM aHanmaa X. Brute-force search - ato korga s1 6epy
04eHb ObICTPbI KOMMNBbIOTEP M NPOBYI0 KaXabI 3 24128 BO3MOXHbIX KItouen, YToObl BOCCTAaHOBUTL
UCXOAHbIE JaHHbIe.

BonbwnHCcTBO KpI/II'ITOI'pa(*)I/I‘-IeCKI/IX anropmnTtMos, LWMPOKO UCMNOJIb3yeMblX CerogHsA, CUibHbl NPOTUB BCEX
M3BECTHbIX TEXHUK KPUNTOAHAaIn3a, Nn03ToOMy BaXXHOE 4YMCIO And NOHMMaHuU4 - cuna brute-force-ataku.

Kak okasbiBaeTcs, bonee crapble anroputMbl, Takne kak DES, 56-6MTHbIN Wndp, He SBNSIOTCA OY4eHb
TpyaHow npobrnemoii. [10BONbHO NErko NoCcTpouTb MallunHy ¢ ucrnonb3oBaHmeM FPGAs (Field
Programmable Gate Arrays), KoTopas MOXET B3nambIBaTb KMOUU NPy IKOHOMUKE NPUMEPHO 2722
kntoyen/cekyHga/gonnap (2722 - npyumepHo YeTbipe MunnunoHa). ObpaTute BHUMaHWE, YTO 3TO YUCIO
pacTeT CO BPEMEHEM CO CKOPOCTbIO, 3KBMBaNEHTHON 3akoHy Moore. CeroHs, ecnv Bbl rOTOBbI X4aTb
NPUMEPHO Heaernto ANs Kaxaoro Kro4a, Bbl MOXeTe BOCCTaHOBUTb MX 3a LieHY XopoLueln MallnHbl. byaem
HageaTbes, 4YTo H6aHkn He ucnonbdytoT DES anga wndpoBaHns gaHHbIX cyeTos!

MpeemHuk DES, AES, - 310 Wwmndp, KOTOPLIN MOXET ncnons3osatb 128-, 192- nnn 256-6uTHble KNOYN.
OTW KMYM JOCTATOYHO BENUKK, YTOOLI cUMTaThCsl HENpoHMUaeMbiMn ang brute-force-atak (To eCTb OYeHb
TpyaHon npobnemoi). CornacHo AES Q&A, onybnukosaHHomy NIST
(http://csrc.nist.gov/encryption/aes/aesfact.html), mawmHe, focTaTo4YHO MOLLHORN, YTOBLI BOCCTaHaBNMBaTbL
oavH DES-kntou B cekyHay brute force (mpobysi B cpegHem 2255 kntovelt B cekyHay), BCe paBHO
notpeboBanock 6bl 149 TPUNNMOHOB NET, YTOObI BOCCTAHOBUTL 128-6UTHLIN AES-knto4. Mo niobumbiin
aHanua cunbl 256-6UTHbIX Kntoven npoTms brute-force-atak B3AT n3 Applied Cryptography Bruce Schneier.
B cBoeW KHMre oH UCNonb3yeT apryMeHT, OCHOBaHHbIN Ha KONMYecTBe 3Heprum, Tpedyemon ans B3rnoma
256-6utHoro kntoda. OkasbiBaeTcs, Aaxe ¢ TEPMOAMHAMUYECKN MAealNbHbIM KOMMNbIOTEPOM
notpebosanock 6kl 6onee 32 rogoBbIX IHEPreTUYECKNX BbIXOA0B HALLEro CornHua, 4Tobbl NpocTo
pocuntatb go 2192, He roBopsi yke 0 ToM, 4Tobbl caenaTb YTO-NMOO NonesHoe ¢ 3TMM cveToM. (A
OOIKeH NoAYepKHYTb, YTO BCE 3TO NpeanonaraeT, YTo camas adodekTnBHas aTaka - brute force. Kto
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3HaeT, MOXeT OblTb, KTO-TO 0GHapy»uUT crabocTb B anropuTMe, KOTOPYH MOXHO MCNonb3oBaTh s
ropasgno 6onee adhpekTMBHOM aTakn. HoBble TEXHMKM aHanm3a NoCTOSIHHO N300peTarnTCa U MegneHHOo
nogra4ymeatoT cuny wndpa.)

LLncppbl ¢ OTKPbITLIM KIHOYOM, C OPYro CTOPOHbI, OCHOBaHbI Ha LUMPOKOM pasHoobpasunm
TpyAHOOBpaTUMbIX MaTeMaTUYECKMNX onepaLmin, HanpuMep YMHOXEHUU NPOCTbIX YACEN U MOAYITbHOM
BO3BeOEHUN B CTENEHb. B pes3ynbTate NPpoCTPaHCTBO Krto4en anda MHOrmx LIJVI(*)pOB C OTKPbITbIM KI1t0O4OM
paspexeHo, N03TOMY ANs 3KBMBANEHTHOW 6e30MacHOCTU CUMMETPUYHOrO Wwudpa Tpebyetcsa 6onblue
6uTOB KNtoya. Hanpumep, anvHbl Kntoden B Wndpe ¢ oTKpbITbIM KMtodoM RSA obbIbHO cocTaBnsaoT
HECKOMNbKO ThICAY BUT.

TouHasa koppensuma mexay 6e30nacHOCTbIO ANMH OTKPbITbIX KNtovern RSA 1 gnvHamu knoyen
CMMETPUYHOTO Wndpa HemseecTHa. CumTaeTtcs, 4To 6e3onacHocTb RSA - 310 TpyaHOCTb dhakTopm3saLmm
npounssefeHnii 6onbLUNX NPOCTbIX YNCEN; OAHAKO MOrYT CyLLEeCTBOBATb M ApYrue atakvu Ha anroputMm, eLle
He obHapyxeHHble. [Jaxe Tak, ahpbekTnBHaa TpyaHOCTb hakTopmsaumm nponsseaeHms 6onbLLMX
MPOCTbIX YMEHbLUAETCs He TOMNbKO NPOrpeccoM BbIYUCIIUTENBHON TEXHOMOrMM (3akoH Moore), Ho n
NpOrpeccom Teopun Yncen, Hanpumep n3obpeTeHnem u coBepLueHcTBoBaHMeM Quadratic Sieve n
General Number Field Sieve.

B aBrycte 1999 roga rpynna uccnegosatenei ucnons3osana Number Field Sieve, 4tobbl hakTopmnsoBathb
512-6uTHOEe NpocToe Yncro 3a 7.4 kaneHgapHbIX Mecsua, BKovas Bpems, TpebosasLueecs Ans
HaCTPOWKM 3anycka gakTopmaaumm. 31 Kpome Toro, HoBble TEXHOMOMMM, TakUe KaK KBaHTOBbIE
BbluMcneHus, obellatoT caenatb BO3MOXHON hakTopu3aLuio NpocTbiX YMcen 3a NONMHOMUArbHOE BpeMs.
OpHako a1 6bl He cTan 3agepXnBaTh AblXaHue; BCE eLle AT Cropbl O TOM, BO3MOXHO NU MOCTPOUTb
KBaAHTOBbIN KOMMbIOTEP, AOCTAaTOYHO BOMbLION ANA (haKTOpM3aLun MHTEPECHOIO MPOCTOro Ynchna.

Ha cerogHawHun aeHb RSA Security, Inc. pekomengyeTt anviHbl kitoden 1024 6uta gns 6onbluMHCTBa
KoprnopaTuBHbIX NpumeHeHun n 2048 out ansa «extremely valuable keys». I Bruce Schneier oLeHuBaeT
BO BTOpOoM usganum Applied Cryptography, 4to anvHa oTkpbiToro kntova 2304 6uta gaet 6e30nacHoOCTb,
3KBUBANEHTHYO 128-OMTHOMY CUMMETPUYHOMY KItOYY, U YTO ANMHA OTKPLITOro krtova 1792 6uta
COOTBETCTBYET NPUMEPHO 112-OMTHOMY CUMMETPUYHOMY KITHOYY.

Korga Bbl untaeTe 0 cxeme 6e3onacHocTn Xbox, oepXkute B yMe 3T 6a30Bble OPUEHTUPLI O TOM,
HACKOJNbKO TPYAHO MOXET ObITb B3NIOMaTb 3TN cxeMbl 6e3onacHocTu brute-force-metogamm. CHoBa u
CHOBa Ha Xakepckunx oopyMax u gockax oobsBnNeHMIN NOSBNSIOTCS COOOLLEHUSI C BONMPOCOM: «NoyeMy Obl
HaM He Ha4aTb pacrnpegeneHHoe ycunmne no NOMCKy 3TUX Krnoyen?» Tenepb Bbl 3HAETE OTBET.

TunnyHasa kpunTorpaduyeckas QyHKUUA, ncnonb3yemas B cuMmMmeTpuyHom block cipher, coctouT us
Habopa TwaTenbHO CNPOEKTUPOBAHHLIX MOACTAHOBOK, NEPECTAHOBOK, CXXaTU U pacLUMpeHni. OTu
dyHKUMK criyxkart, 4Tobbl confusion u diffusion plaintext. ToHkne nameHeHust B Nt06ON YacTn
Kpuntorpadmdeckon yHKLMM 0ObIMHO OKa3biBaKT rybokoe BNusiHMe Ha 6e3onacHocThb Wwudpa.

ToT dakT, YTO KIHYM LIMGPOBaHMSA U pacuMPOBKN TECHO CBA3aHblI B CUMMETPUYHOM LWndpe, AenaeT nux
TPYAHBIMW AN UCMONb30BaHNsS B HEKOTOPbIX NPUoXeHusx 6esonacHocTn. Hanpumep, ecnu s xouy
pacnpoCcTpaH1Tb 3aliMgPOBaHHbIA JOKYMEHT B CMMCOK PACcChINKK, KaXabl B CMMCKE pacChbIiikn Takke
haKTU4ECKN AOMKEH 3HaTb MOW KIoY LWNPOBaHUSA, €CNM OH MOXET NpodnTaTh JOKYMeEHT. Kpome Toro,
HayaTb KOHTAKT C y4aneHHON CTOPOHOM TPYAHO, MOTOMY YTO B KAKOW-TO MOMEHT MHE HY>XHO nepeaaTtb en
kntoy. Kto-T1o, Habnogawowmi cpegy nepegadv, Mor 6bl yKpacTb KoY 1 YiTaTh, NogaensiBathb 1
N3MeHATb BCE Nnocrieayolme coobLLeHus.

LLindpbl ¢ OTKPLITLIM KIMHOYOM - 3TO anropuTMbl, UCNOMb3YIOLLME PasHbIe KIoUYM AN WndpoBaHns 1
pacwmncpoBku. [1o 3TON NpUYMHE NX TakkKe Ha3biBalT aCMMMETPUYHbIMU Windpamun. bonbLuoe
NPENMYLLECTBO LUMGPOB C OTKPLITLIM KITHOYOM B TOM, YTO OAMH M3 KITHOYEN MOXHO AepXaTb B CEKpeTe.
OT10 no3BonseT 0bMeHMBaTLCA AaHHBIMU C HE4OBEPEHHBLIMU NMONb30BATENAMU, HE AaBas HEOOBEPEHHOMY
nonb30oBaTento BO3MOXHOCTM NogaenbiBaTe UM YATaTb OPYron 3alUMLLEHHbIA KOHTEHT. ObpaTHas
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CTOpPOHa anropnuTMOB C OTKPbITbIM KITHOHYOM B TOM, YTO OHM 0ObIYHO TpebytoT 6ornee CROXHbIX BbIYUCIIEHUIA
N NO3TOMY MeAfeHHee CUMMETPUYHbIX W poB. LUndpbl ¢ OTKPLITEIM KIHOYOM TakkKe UMEOT TEHAEHLMIO
TpeboBaTb Honee ANVHHBLIX KIIOYen ANs 3KBMBaneHTHoW 6e3onacHocTu. B pesynbTate, ecnun HyHO
06MeHATbCS BOoMbLLUMM 06BEMOM AaHHBIX, WNEPbI C OTKPbLITLIM KIFOYOM YacTo MCMOSb3YTCA AN
WndbpoBaHMA KoYa Ans CUMMETPUYHOrO Wndpa, KOTOPbIN UCNonb3yeTcs ANs WMdpPOoBaHUA OCHOBHON
MacChbl AaHHbIX. QTOT K04 CUMMETPUYHOIO Wndpa MOXeT BbiTb YHUKaNbHbLIM A KaXKO40W TpaH3akumu, 1
NMO3TOMY €ro 4acTo Ha3bIBatoT «Session key».

Xaw SHA-1

SHA-1 - ato Secure Hash Algorithm, pekomeHaoBaHHbBIN heaepansHbIM NPaBUTENLCTBOM B Ny6nukaumm
FIPS 180-1 (http://www.itl.nist.gov/fipspubs/fip180-1.htm). MpnaymaHHbIi NSA 1 OCHOBaHHbIN Ha
anroputme message digest MD4 Ronald L. Rivest, SHA-1 paboTaeT ¢ coobLieHnsimum nobon anvHbl
MeHbLUe 2764 6uT n BbligaeT 160-O0UTHbIM pe3ynbTaT.

Anroputm xawa SHA-1 HaunHaeTcsa ¢ getepmMmHMpoBaHHOro 160-6MTHOro Ha4YanbHOro COCTOSIHUS; 3TO
COCTOSIHME CMeluMBaeTcs ¢ 6r1okoM 512 6UT gaHHbIX cCoobLLEeHNS B TedeHne YeTbipex payHaoB. Kaxabin
payHZ COCTOMT U3 CEpPUMN HENMMHENHbIX byHKUMIA, rotations, shifts 1 XOR. PeaynbTtaT payHaa
ucnonb3yeTcs kak seed Ansa BblMUCIIEHUS crieaytoLlero payHaa. B obwem cnyvae HyXXHO creHepupoBaTthb,
X3LWMPOBATb N «OOHOBPEMEHHO» CpaBHUTL 2780 crny4variHbix COOOLLEeHUI, YTOObI HAUTK ABa COOOLEeHNs,
MMEILLMX OOHO M TO Xe 3HayeHue xawa (To ecTb hash collision). Nonck gByx criy4amHbIX COOBLLEHNIA,
MMEILLMX OOMH U TOT Xe X3LW, n3BecTeH Kak «birthday attack», HasBaHHas No BepOATHOCTHOMY ABMEHUIO
«birthday paradox»: BepoATHOCTb TOro, 4TO ABa YenoBeka UMEKT OAUH U TOT e AeHb POXAEeHUS B
KoMHaTe 13 23 yenosek, 6onblie 50%. C apyron CTOPOHbI, HY>XHO CTEHEPUPOBATb, X3LUMPOBaTh U
cpaBHUTL 2160 cnyyanHbIx coobLLEHNA, YTOObI HANTU COOBLLEHNE, KOTOPOE X3LUMPYETCS B TO Xe
3Ha4YeHne, YTO N KOHKPEeTHoe coobLueHne. Taknm obpasom, cuna xaLw-pyHKUMM CUNBHO 3aBUCUT OT TOTO,
Kakum obpa3om OHa UCMonb3yeTcsl.

TEA

TEA, vnu tiny encryption algorithm, 6bin paspa6otaH David Wheeler 1 Roger Needham B Computer
Laboratory Kembpugxckoro yHuBepcuteTa. (Y paspaboTtynkoB ecTb BeG-cTpaHmua TEA no agpecy
http://vader.brad.ac.uk/tea/tea.shtml; 6onblias yacTb MaTepmana, NpeACcTaBlEHHOrO 34EeCh, MOYEpPHyTa C
3TOW CTpaHULLbI.)

Kak nogpasymeBaeT ero umsi, TEA - KOMNakTHbIA, ObICTPbLIN anropuTm WNgpoBaHus, NPUrOL4HbIA AN
LWndpoBaHMst NOTOKOB AAHHbLIX pearibHOro BPEMEHM U BCTPOEHHLIX NPUITOXEHUN, rae
NpoOn3BOAMTENBHOCTb NPOLIECCOpa U MECTO XPaHEHUS OrpaHNYEHbI.

void encipher(unsigned long *const v,unsigned long *const w,
const unsigned long *const k)
{
register unsigned long
y=v[0@], z=v[1], sum=0, delta=0x9E3779B9,
a=k[@], b=k[1], c=k[2], d=k[3], n=32;
while(n-->0) {
sum += delta;
y += (z << 4)+a ~ z+sum ~ (z >> 5)+b;
z += (y << 4)+c ~ y+sum N (y >> 5)+d;

wlo]=y; w[1]=z;
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Nnctnnr 7-1. Anroputm TEA Ha ANSI C.
VICTOYHMK: CM. NpuMeYvaHue o1,

PucyHok 7-1. CueHapuu ncnonb3oBaHus wudgpa TEA.

TEA B npuMeHeHWM Kak wuop:

128-bit key in

64 bits plaintext in
TEA cipher

64 bits ciphertext out

TEA, uncnonb3yemblil Kak X3W-QyHKUMA:

64 bit magic seed number + 64-bit key data[l], data[@] -> TEA cipher
previous hash block + data[3], data[2] -> TEA cipher

previous hash block + data[n], data[n-1] -> TEA cipher

hash value out

PucyHok 7-2. BHyTpeHHsAs cTpykTypa TEA. OTa anarpamma nsobpaxaeT ogaunH payHa TEA, koTopbin
noesTopsieTca 32 pasa ansa nonHoro wugpa. Key schedule onucan B 6nokax cnpasa Ang MCNOMb30BaHWS U
KaK Wndop, 1 Kak Xaw-yHKUNA.

A

<< 4 >>

Key word @ / Last Hash Block's A Key word 1 / Last Hash Block's B

— U1 — W

et delta 0x9e3779b9 ------ +
I I
Key word 2 / Low Message Word Key word 3 / High Message Word
I I
<< 4 >> 5
I I
A B

TEA nmeeT 128-01THbI KMtod 1 paboTaeT ¢ 64 OuTaMm AaHHbIX 3a pas, a Kaxabiin n3 ero 32 payHaoB
ucnonb3yet Tonbko shifts, XOR u additions. (Anroput™m, npuBeAeHHbIN B NMMCTUHTE 7-1 1 PUCYHOK 7-2,
ONTMMMU3NPOBaH ANs peanu3aunn Ha 32-6UTHbIX Npoueccopax obLero HagHadYeHus.)

Cuutaetcs, 4To ManeHbkMn anroputv TEA JOBONBHO 3alULLIEH NPU UCMOMNB30BaHUM AN WMAPOBaHUS U
pacwmndpoBkM aaHHbIX. OgHako TEA He ncnonbayetcs gns wndpoBannsa B Xbox; Ha camMom gene oH
ncnonb3yeTcs Kak xaw-yHKUMA npu paboTe wudgpa B MoanduumposaHHom pexmme Davies-Meyer.
O6nacTb, KOTOPYIO HY>KHO X3LLIMPOBATh, OENUTCSA Ha 64-0UTHbIE 6NOKK. BTN 6NOKM NCXOOHBIX OAHHbIX
NCnonb3ylTCsa Kak NonoBrHa Bxoaa kntova ansa TEA. [Jpyras nonosuHa Bxoga kntova depetcs us
pesynbTaTta npegsiaywen onepaumm TEA, a nepeaga onepauusa TEA ucnonb3dyeT magic number kak cBou
BXoQ.

PesynbTatom saBnsieTca 64-6uTHas xaLw-yHKUMS, Kak N306paxeHo Ha pucyHke 7-1. OToT xaw cnab
npoTtue birthday attacks, ocob6eHHO yunTbIBas BolUMCIIMTENBHYIO 3 dEKTMBHOCTL TEA, NOCKOmMbKY B
cpegHeM Hy)XXHO NpoBepUTb Tonbko 2”32 nap coobLieHnn, 4Tobbl HanTh collision. [axe HeCcMOTps Ha To
yTo birthday attack He npumeHsieTcsa B cueHapum ucnonb3oBaHmsa Xbox, Xbox BbINOMHAET X3LU ABaXAbl,
Kaxkapli pa3 ¢ gpyrmm seed magic number, 1 cuennsieT pe3ynbTaTthl, YTOObI CreHepupoBaTb OAHO
128-OMTHOE 3Ha4eHMe xaLla - BEPOATHO, B MOMbITke copBaTthb brute-force-atakn.

K coxaneHuto, y TEA ecTb cnabocTb B key schedule: kaxabin kntod TEA nMmeeT YeTbipe CBA3AHHbIX
knoya. [lpyrumum crioBamu, A KaXxA4oro Krova MOXHO CreHepupoBaTh TpU APYrnX Kriova, KoTopble gatooT
TOT Xe pesynbTart ciphertext npu Tex xxe BXoAHbIX AaHHbIX. [[eHepaums related-key Tak e npocTa, Kak
complementing pairs of key bits (bits 31 and 63 is one pair, bits 95 and 127 are the other pair). 310 genaet
TEA HenpurogHbiM AnNsi UCNOMb30BaHNS Kak XaLW-hyHKLMK, 1 3Ta cnabocTb XOPOLLO JOKYMEHTUPOBaHa B
ctatbe «Key-schedule cryptanalysis of IDEA, G-DES, GOST, SAFER, and triple-DES» John Kelsey,
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Bruce Schneier u David Wagner, npegcTtaBneHHol MHoro neT Hasag Ha CRYPTO 1996. MNo3axe aTa
cnabocTb Obina ncnonb3oBaHa kKomaHgon noa pykosoactesomM Andy Green, 4ToObl B3riomaTb BTOPYHO
Bepcuto cxeMbl 6esonacHocTn Xbox.

RC-4

RC-4 (Ron's Code nnu Rivest Cipher 4) - stream cipher ¢ nepemeHHol gnvHown kntova ot Ron Rivest.
Cepaue RC-4 - reHepaTtop keystream. Ero MOXXHO NpeacTaBuTb Kak Kpuntorpadmyeckun
ncesgocny4YanHoii reHepatop yncen (CPRNG). Beixog CPRNG XOR'MTcst no ogHomy 6aiTy C MOTOKOM
plaintext, 4TobbI creHepupoBaTh ciphertext. PaclumdgpoBka BeINonHAETCS NOX0XUM obpasom. ['py6o
rosopsi, reHepatop «seeded» 3HayYeHMeM (Kro4oM) AnNuHoM Ao 256 6ant (2048 6ut). Ecnu kniod kopoye
256 6anT, oH NOBTOPSIETCS, YTOOLI 3anonHUTL 256 6anT nepen UCnonb3oBaHNEM Kak seed; 3TO No3BonsaeT
KMoum nepemeHHon anuHbl. B Xbox kntoy nmeeT gnvHy 16 6ant (128 6uT), 1 noatoMy wndp HasBaH
RC-4/128.

typedef struct rc4_key {
unsigned char state[256];
unsigned char x;
unsigned char y;

} rc4_key;

void prepare_key(unsigned char *key_data_ptr, int key_data_len,
rcd_key *key) {
unsigned char swapByte, index1, index2;
unsigned char* state;
short counter;
state = &key->state[0];
for(counter = @; counter < 256; counter++)
state[counter] = counter;
key->x = 0; key->y = 0;
indexl = 0; index2 = 0;
for(counter = @; counter < 256; counter++) {
index2 = (key_data_ptr[index1] + state[counter] +
index2) % 256;
swap_byte(&state[counter], &state[index2]);
index1l = (index1 + 1) % key_data_len;
}
}

void rc4(unsigned char *buffer_ptr, int buffer_len, rc4_key
*key) {
unsigned char x, y, xorIndex;
unsigned char* state;
short counter;
x = key->x; y = key->y;
state = &key->state[0];
for(counter = 0; counter < buffer_len; counter ++) {
x = (x + 1) % 256;
y = (state[x] + y) % 256;
swap_byte(&state[x], &state[y]);
xorIndex = state[x] + (state[y]) % 256;
buffer_ptr[counter] ~= state[xorIndex];
}
key->x = Xx; key->y = y;
}

NMucTunr 7-2. Kog RC-4 Ha C, 13 opurmHansHon nybnvkaumm B Usenet.
MCTOYHMK: CM. NpuMeYaHue (61

Cuutaetcs, 4to RC-4 - cunbHbIN Wndp, XOTS eCTb HECKOMNbKO M3BECTHbIX criabocTten B anroputme key
scheduling, kKOTOpble MOXXHO UCMOMBL30BaTb B MIOXO CMPOEKTUPOBAHHBIX KPUMTOCUCTEMAX, TAKUX KaK
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WEP. Scott Fluhrer, Itsik Mantin u Adi Shamir gokymeHTUpytoT aTu crnabocTn B ctatbe «\Weaknesses in
the Key Scheduling Algorithm of RC4», npeactaesnernHon Ha Eighth Annual Workshop on Selected Areas
in Cryptography (August 2001). H1 ogHa 13 aTux cnabocTten He MOXET ObITb NPUMEHEHA NMPOTUB
peannsauun RC-4 B Xbox.

OpHako ecTb NnoTeHumnaneHasi npodnema B ToM, kak RC-4 ucnoneayetcst B nepBorn Bepcumn 6e3onacHocTm
Xbox. RC-4 ncnonesyetcsa Ha Xbox, 4Tobbl 3awmdpoBaTb NOTOK Xx86-k0Aa, 1 Hag paclMdpoBaHHbIM
KOOOM He BLINONHAETCS 3Ha4YMMOW MPOBEPKM, rapaHTMpytoLLen LienocTHocThb plaintext. 3To o3HavaeT, yto
n3meHeHus B ciphertext npuBegyT K UsSMeHeHUAM B Kofe, KOTOPbIV BbINOMHSET Xbox. Pokyc B TOM, YTOObI
BbIYUCIIUTBL N3MEHeHME B ciphertext, KOTopoe NpMBOAMT K OCMbICIIEHHON MoaMduKaumm koga. Nockonbky
RC-4 wudpyeT no ogHomy 6anTy 3a pas, a x86 opcodes mMoryT 6bITb 4NIMHON BCEro oavH 6anT, TpebyeTtcs
He Oonblue 28 = 256 ntepaumn, 4tobbl «brute force» MHCTPYKUMIO B O4HOM U3BECTHOM MECTE NyTeEM
myTauum ciphertext.

OnpegennTb, kakoe MecTo brute force'uTb, MOXeT ObITb XUTPO, HO S MOAO3PEBAID, YTO MHOMO
NMHopMaLmMmM MOXHO 6bino Obl NonyunTb, MyTUPYSa 6UTkl ciphertext n Habnogas, YTo NPONCXOAUT C
LWabrnoHOM BbIGOPOK MHCTPYKLMIA, OaXe NMPU BKIOYEHHbIX Kalwax. Llenb coctosina 6bl B TOM, 4TOObI
nonbITaTbCst MAEHTMULMPOBATL MECTO ONepaHAoB opcode nepexoa U U3MEHUTbL Ha3HadeHue nepexoaa
Tak, YToObI 3alLMLLEeHHas nNporpamMmmMa npbirHyna B He3allMLeHHY obnacte namaTu. MNpouecc 6bin Obl
MOXOX Ha Urpy B KITACCMYECKYI0 HACTONMbHYIO Urpy «Battleship». MimelTe B BUay, 4To ataka HacTOIbKO
nerka, 4Yto yragbiBaHune yepes kunobant koga Tpebyet makcumym 2418 ntepauun. MNMpouecc yragbiBaHus
MO>HO ObIno 66l aBTOMaTU3NPOBaTh, MHTETPUPOBAB NOrMYECKMI aHanmaaTtop ¢ amynsatopom ROM vepes
yMpaBnsioLWmMIA CKPUNT, BbIMOMHALLWNACA Ha host-koMmnbloTepe.

Uctopusa RC-4 Ha camom gerne AoBonbHO uHtepecHa. RC-4 6bin n3obpeteH B 1987 rogy Ron Rivest n
XpaHuncs kak kommepyeckas TanHa RSA Security, Inc. o Tex nop, noka He 6bin onybnukosaH B 1994
rogy aHOHMMHbIM COOBLLIEHNEM B CnucKe pacchinku cypherpunks (cm. nuctuHr 7-2). bnarogaps
goctomHcTBaM RC-4 - NpocToTe M YCTONYMBOCTM - OH Nonasn BO MHOXECTBO NpUIoXeHun, Bknovas WEP,
SSL, SQL n CDPD. XoTsa ucxogHei kog RC-4 LwmMpoko pacnpocTpaHseTcs 1 XOPOoLLO U3BECTEH, LWndp
BCE elle ABNSAETCHA MHTeNNekTyanbHon cobcTBeHHOCTEI0 RSA Security. A 661 He pekomeHngoBan
WHTErpnpoBaThb €ro B KOMMEPYECKUI NPOAYKT, MpeaBapuTenbHO He NonyyunB nuueHsnto y RSA Security.

PucyHok 7-3. Vicnonb3oBaHne RSA c session keys.

SENDER:
plaintext + session key -> AES (fast) -> ciphertext
session key + public key -> RSA (slow) -> key

untrusted transmission medium

RECEIVER:
key + private key -> RSA (slow) -> session key
ciphertext + session key -> AES (fast) -> plaintext

PucyHok 7-4. RSA, ncnonbssyembli anga peanusauumm digital signatures.

SENDER:

message -> hash

hash + private key -> RSA -> signature

message + signature -> untrusted transmission medium

RECEIVER:

message -> hash

signature + public key -> RSA -> hash

compare

if equal, message is likely to be authentic and unaltered
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RSA

RSA - 370 anropntm ¢ OTKpbITbIM KIOYOM, NpugyMaHHbein Ron Rivest, Adi Shamir n Leonard Adleman B
1977 rogy. B anroputme C OTKPbITbIM KITHOMOM MCMNOSb3YHOTCA ABa pasHbIX Krtoya, public key u private key.
Kak nogpasymeBaloT Ux Ha3BaHus, private key aomkeH XxpaHUTbCs B cekpeTe, Toraa Kak public key moxHo
cBoboHO pacnpocTpaHAaTb. MaTtemaTtuka, ctosiwas 3a RSA, kpaTko onmcaHa Bo BcTaBke « The RSA
Algorithm». Bam He Hy)XHO NoHUMaTb AeTanun matemaTnkm RSA, 4ToObl ynoBuTb, kak RSA ncnonbayeTcs
B KOHTekcTe Xbox.

Brute-force-aTaku B HacToslLLiee BpeMs CHATAIOTCS HEOCYLLLeCTBUMbIMUM NPOTMB RSA ¢ AnnHamun kntoyen
bonee npumMepHoO Thicsun 6uT. Takke obpaTuTe BHUMAHNE, YTO HEMb3S CIMLIKOM NErkOMbICNIEHHO
OTHOCUTbCSA K TOMY, kKak RSA nHTerpupyeTcs B kpuntocuctemy. ECTb HeKoTOpble ataku NpoTuB
NpOTOKONOB, Mcnonb3yowmx RSA, Hanpumep obmaH BragensLa private key, 3actaBnstoLwmn ero
noanucbIBaThb TWATENbHO CKOHCTPYMPOBAHHbBIE COOOLLEHUS, KOTOPbIE 3aTEM MOXHO MCMOMb30BaTh AN
BblBOAA private key nognuceiBatoLLEero.

LLncdppoBaHmne coobLueHms ¢ nomoLlbto RSA Tak e npocTo, kak npuMmeHeHne RSA k coobweHunto. OgHako
RSA-wngposaHue pabotaeT ¢ 6riokaMm coobLLEHUI, KOTOPbIE CITULLKOM KOPOTKM, a NPOoLecc
LWnbpOBaHMS CAIULLKOM MeAMNEHHbIN, YTOObI OblTb NpakTUYHbIM Ans 6onbluMHCTBA coobLeHun. MNoaTomy
RSA 06bl4HO ncnonb3yeTtca ans WudpoBaHUs 0QHOPA30BOro CIly4alHOro Krioya, Ha3blIBAeMOro session
key, ons GbICTPOro CMMMETPUYHOIO LIMdPa, Takoro kak AES, KoTopblli 3aTeM ucnone3yeTcs Ansi
WwndpoBaHMsi OCHOBHOIO COOBLLEHUS. DTOT NPOLIECC NOKa3aH Ha pUcyHke 7-3.

B pononHeHwne k wincpposaHunio RSA Bkntovaet digital signatures. Digital signature nossonseT ctopoHam,
obmMeHMBaLWMMCs coobLleHnsaMn Yepes HebesonacHyo cpeay, rapaHTMpoBaTh, UTO COOBLLEHMS He
nogaenaHsl U He naMeHeHbl. CoobLeHne He 06s13aHo ObITh 3awmndpoBaHo. TunuyHbIi npoTokon digital
signature pabotaet cnegytowmm o6pa3om: oTNpaBUTENb BbIYUCNAET X3LU OTNPABNAEMOro coobLueHuns.
3arem aTO0T x3wW WudpyeTcs private key otnpaButens u BkrnovaeTcs BmecTe ¢ plaintext coobuueHus.
Monyyatenb pacwumndpoBbIBaeT 3alMdPOBaHHbIA X3 coobLLeHns, ucnonedys public key otnpasutens, u
CpaBHUBAET 3TOT X3LU C NOKaNbHO BbIYUCIIEHHBIM X3LLEeM NosydyeHHoro coobueHus. Ecnm
pacLmnpOoBaHHbIA X3LL, OTNPABMEHHbIN C COOOLLEHNEM, N NOKANIbHO BbIYUCIIEHHbIV X3LU COBMaAatoT,
Torga nonyyartesib MOXET 3aKIHo4YMTb, YTO COODLLEHNE ABNSAETCA NOANMHHBIM U HEU3MEHEHHBIM. JTOT
npouecc obpucoBaH Ha pUcyHke 7-4.

Ecnun aToT npoToKon 3By4UT 45181 BaC CMOXHbIM, Tak U eCTb. ECTb MHOIo MecT, rae 4YTo-TO MOXeT NOWTU He
Tak. Y nony4vartens MOXeT ObITb NoxHas konus public key otnpaeuTens. Private key otnpaButenst mor
ObITb CKOMMPOMETMPOBaH. Y Xx3alla MoryT ObiTe crniabocTu. NpumeHenne digital signatures B
cocTasaTensHon cpefe TpebyeT BHMUMaHUA K eTansM Ha BCeX YPOBHAX CUCTEMHOIO NPOEKTUPOBaHWS.

B Xbox digital signatures ncnonbe3ayotcs, 4To6bl KOHTPONMPOBATL PAcCNPOCTPaAHEHME U NPOAAXKY NporpaMm
ans koHconu. Microsoft hakTuueckm KOHTpPONMpPYET 1 OTNPaBUTENS, U NoNydaTenst CoOOOLLEHUN.
Mony4yaTtenu - koHconu Xbox - 3anporpaMMupoBaHbl 3anyckaTb TONbKO nporpammel, digitally signed
Microsoft. B ugeansHom mupe ato rapaHTmpyeTt, 4To Microsoft umeeT nocnegHee crnoBo B TOM, KTO MOXET
U1 HE MOXET 3anyckaTb NPOrpaMMbl Ha KOHCOMW, a Xakepbl He MOryT MOAMMULMPOBATL Urpbl, YTOObI
BCTaBUTb BMPYChI, Trojan horses unu back doors. Saved games Takke 3anevaTbiBatoTCs C
ncnonb3oBaHWeM WNPOBaHNS, U B pe3ynbTaTe HOMUHaNbHO HEBO3MOXHO B3IOMaThb Urpy U YNTepuTb
nyTem naTyuHra executable nnm HaKpy4YMBaHMSA XapakTEPUCTUK BaLLEro NepcoHaxa.
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Anroputm RSA

Anroputm RSA 6bin 3anateHToBaH Massachusetts Institute of Technology n skcknio3nBHO nuLeH3MpoBaH
RSA Data Security, Inc B 1983 rogy. NateHT Ha anroputm RSA ¢ Tex nop nctek B ceHta6pe 2000 roga.
Takum obpasom, cerogHa RSA cBoboaeH ans ncnonb3oBaHus B N060M NpunoXxeHum. MHOro oTimnYHbIX
y4ebHuMKoB 1 06pasoBaTenbHbIX NpUMepoB ¢ RSA Tenepb MOXHO HanTh B Internet. BeinonHute nouck
Google no kntoveBbiM crioBam «RSA algorithmy, 4ToGbI HalkTKM HEKOTOPbIE N3 3TUX NPUMEPOB.

Anroputm RSA crnegytowmii (agantupoBaHo u3 http://world.std.com/~franl/crypto/rsa-guts.html):

1. Hangute gBa 6onblumx (ThiCA4M BUT ANWHON) NPOCTbIX Ynucna, «P» n «Q».

2. Boibepute «E» Tak, 4tobel E > 1, E < PQ, 1 E 661110 B3aumHo npoctbim ¢ (P-1)(Q-1). E He obsazaHo
ObITb MPOCTLIM, HO JOJMKHO ObITb HeYeTHbIM. Mapa E n PQ aensietcs public key.

3. Boiuncnute «D» Tak, 4tobsl (DE - 1) gennnock 6e3 octatka Ha (P-1)(Q-1). 3TO MOXHO BbINOMAHUTB,
Hanga uenoe X, kotopoe genaet D = (X(P-1)(Q-1) + 1)/E uenbim uncnom. D aBnsetcsa private key.

4. Plaintext «T» wndpyetcsa ¢ ucnonb3oBaHnem yHKLNN:

C = (TAE) mod PQ

5. Ciphertext «C» pacLmngpoBbIBaeTCs C UCMONb30BaHUEM DYHKLNN:

T = (CD) mod PQ

O6patute BHMMaHue, 4yto T < PQ. CoobuieHns 6onble PQ gomkHbl 6biTb pa3buTbl Ha
nocrneaoBaTenbHOCTb MEHbLUMX COOBLLEHWU, 8 O4YEeHb KOPOTKME COOBLLIEHNS AOMKHbI ObiTb AOMOMHEHbI
TLWaTernbHO BbIbpaHHbIMK 3Ha4YeHUAMK, YTOObI copBaTb dictionary attacks, cpeam npouvero.

OueBugHo, KNOYEBOKM BONPOC BO B3rioMe KoHconu Xbox - nx peanusaumsa cuctemsl digital signature. Xbox
ucnonbadyet SHA-1 hash ¢ 2048-6uTHbiM1M RSA-kntoyamu, 4To AenaeT waHc yenewHon brute force-ataku
OY4€Hb, O4eHb MarnbiM. KoHe4YHO, BEpOATHOCTb paBHa Hymo, €Cnuv Bbl HUKOrA4a He NpobyeTe, HO LUaHChI
cnoxeHbl NpoTue Bac (cM. BcTasky «Very Difficult Problems»). Bam Gonblue nose3eT, ecnv Bbl
nonbiTaeTech BbIUrpaTh B NnoTepeto. IT0 He ownbka; oTkpblTUe private key caenano 6bl konuposaHue urp
TpMBManbHbIM, a paspaboTumkam He Hy>KHO 6bino 6bl natTuTh Microsoft royalties (ropuanyecku oHn moryT
ObITb 00513aHbI, HO HET TEXHUYECKOW NPUYUHBI, MELLAIOLLEN UM). YUnTbIBasi, YTO STOT KIKOY, BEPOSITHO,
ctout ans Microsoft Heckonbko MUnIMapAoB 4ONNApOB, BECbMa BEPOSATHO, YTO HU OAMH YErNOBEK He
3HaeT BECb KITHOY LIENTMKOM, MOCKOSbKY TEXHUKM rubber-hose (M3buenns) n green-paper (nogkyn)
KpuntoaHanusa umetoT TeHAeHLMI0 ObiTb 4OBOMBHO 3achdeKkTUBHLIMK Ha Noasax. (He cOpackiBante co
cyeTOB HacToswwyto «brute force» kKak BO3MOXHOCTb, €CMK Bbl NblTaeTECh 3aLUUTUTL YPE3BbIYaNHO LIEHHbIN
cekpeT!) Takme NnpoaykThl, Kak cucTemMa yrnpasnenuns LeHTpom ceptudukaumm BBN SignAssure,
obecneunBaloT uanyeckyto 6€30nacHOCTb BbICOKOLIEHHBIX KITFOYEN 1 peanuaytoT cxembl secret-sharing,
TpeObyloLme HECKOMNbKUX AOBEPEHHbIX NOMb30oBaTeNen Ans akTuBaumMm MallvHbl.

Kak ynomuHanocb paHee, CyLLeCTBYeT HECKOSTbKO M3BECTHbIX XU3HECNOCOBHbIX aTtak NpoTuB RSA, HO He
BCE M3 HUX MPUMEHMMbI B cleHapum Xbox, MOCKONbKY OHM ONMPaKTCA Ha rpynnbl NONb3oBaTeNnen unm
TpebytoT chosen-ciphertext. Kpome Toro, cnncok cnabocTer LUMpOKO M3BECTEH, Y BONBLUNMHCTBO
peanusauwui digital signatures peanusyoT npaBunbHblE KOHTPMEPbLI A1 3aLLUMThbl OT TakUX aTak.

OcTanbHas KapTuHa

O hekTnBHaa cuctema 6es3onacHOCTM TpebyeT XOPOLLEro yNpaBneHus Knoyamm, CUbHbIX NMPOTOKOSOB
n, B cnyyae Xbox, pmsmyeckon 6e3onacHoCTy B AOMNOSNHEHME K CUITbHBIM LWMdpaM U X3LLaMm.

YHpaBneHme KInto4amMum, BO3SMOXHO, OHa U3 CaMblX TPyAHbIX 3a4a4 CUCTEMHON peann3auunn, ¢ KOTopbiMU
cTankueaeTcs nobowm aAPXUTEKTOP ©e3onacHoCTU. B KoHeYHOM cyeTe Kroun paCLLII/I(*)pOBKVI OOJTXHbI
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nonacTb B pykv nonb3oBaTens. MNonb3oBatensckuin MHTepdenc AOMmKeH ObiTb CIPOEKTMPOBAH Tak, YTobbl
cpegHui nonb3oBaTeNlb C MUHUMAalbHbLIM OBy4YeHUeM CryYyanHo He yTekan Krtodeyto nHdopmaumio. o
Mepe TOro Kak LUnpbl CTAHOBATCSA CUbHEE, CaMblvi NTErkUi NyTb aTaku BCe Yalle NPOXOAUT Yepes
nonb3oBaTtens. [oacnywmeaHue Yepes BuaeoHabnogeHve, social engineering nnu gaxe aHanus
WwabnoHa 3ByKOB, U3gaBaeMbIX KnaBnaTypon npu Habope napons, BeposTHO, AacT 6onbLue nHdopmaumm
Ha eauHuULy ycunus o passphrase, yem kpuntoaHanus. Kpyntorpadus ¢ OTKPbITbIM KIKOYOM YacTUYHO
nomMoraeT pewnTb Npobremy pacnpocTpaHeHus Knoyer, Ho fingerprints oTKpbITbIX KMOYen cnegyeT
CpaBHMBATb MNNYHO, YTOBLI UCKIIOYUTL BO3MOXHOCTb man-in-the-middle-atak. Kpuntorpadus ¢ oTKpbITbIM
KMOYOM TaKke He MeLlaeT KOMY-TO C (OU3NYECKM AOCTYMOM K KIMEHTCKOM MaluvHe noAcnylmsaTh
paclumMdpOBaHHbIN BbIXOA.

Kpome Toro, protocol attacks Haxogat cnabocTu B TOM, Kak MaHUNyNIMPYIOTCS KIMOYU U AaHHbIe, Unn B
TOM, KaK MCnonb3ytTcs cunbHble wndpbl. Ataka WEP Ha RC-4 1 ataka Mike Bond n Ross Anderson Ha
IBM 4758 Cryptoprocessor - o6a npumepsl protocol attacks. KpacHble donaru ons noteHumanbHbIX
protocol attacks - cuctembl, peanuaytone Mmepbl 0OpaTHOM COBMECTMMOCTU, N CUCTEMBI, pearim3oBaHHbIE
UHXeHepaMu, Ybsa OCHOBHas paboTa He aABnsieTcs crypto-security.

HakoHeu, B cucteme Bpoae Xbox, rae ogHa 13 Lenen - yctaHoBuTb trustable client, back doors n
buffer-overrun-atakun Takke ABNSIOTCA XKMU3HECTOCOOHBIMY aTakamm Ha trust state mawwmHbl. Hukakve
LLMPOKO UCMOMb3yeMble KOMMEPYECKME MPOLECCOPbLI HE BCTPaNBaloT NPUBUIIENN BbINOSIHEHUS B MOTOKM
WHCTPYKUUIA UK Tern gaHHbix. MpoLeccopbl cneno BbINOMHAOT 060N KyCoK KOAa, K KOTOPOMY UM
BENEHO NepenTn, He3aBMCMMO OT Toro, Obin N Nepexof Bbi3BaH transient hardware failure unu
BPEOOHOCHO pa3MeLleHHbIM KogoM. MNepnoanyeckme Xalm COCTOAHMSA MaluMHbl MOXHO MCMOMNb30BaTh ANS
NpOTMBOOENCTBUA 3TOMY HEOCTaTKy, HO Jaxe Toraa NPOBEpPKM COCTOSHUS MOXHO noaaenaTts.

Kak obcyxganocb B Hayane aTou rnaskl, ycTaHOBNeEHWe trust state knueHTa Takke TpebyeT Kycka
tamper-resistant annapatypbl, 4To6bl HecTu cems goepus. O6bem umsmyeckon 6e30nacHOCTM OOMMKEH
ObITb 4OCTATOYHbIM, YTOObI cAenaTe SKOHOMUYECKN HEBBIFOOHBIM OLHOKPATHOE NpeoaosieHne
6e3onacHOCTH, 1 4OCTAaTOYHO robust, YTOObI OAMH 3K3EMMNAP CNOMaHHOW 6e30NacHOCTM He OTKPbIBaI
TpuBMarbHble aTakmn Ha oCTalibHble KOHCOJIN. HeKOTOpre KOMMPOMMUCCHI NpU NPOEeKTNpoBaHNUA
dumsmyeckon 6esonacHocTu, a Takke pelieHus, npuHaTele Microsoft onsa aton uenu, obcyxaarTcs B
cnepylollen rnase.

Mopanb aToi rnaebl B TOM, 4TO 6e30nacHOCTb TPeBYET XOPOLLO CNPOEKTUPOBAHHOW CUCTEMbI. XOTS
Wwndpbl CTanu OCTAaTOMHO CUMbHbIMU, YTOOLI caenatb brute-force-atakm 6€CCMbICIIEHHBIMW, CUCTEMbI
BbIPOCIIN B CII0XKHOCTW. 3Ta CNOXHOCTb NOBLILLIAET BEPOSATHOCTL XMN3HecnocobHowm protocol- nnu back
door-aTaku, HO Marno 4YTo AenaeT, YToObl cnacTu Nnornb3oBaTesnen OT bonee TPaaULMOHHBIX aTak
noAcnylwmsaHus, rubber-hose n user-error.

CHoCcKu

[1] [Ha3ag] NHTepBbio Slashdot ¢ Kevin Mitnick.

[2] [Ha3an] Merriam-Webster OnLine Dictionary (www.webster.com).

[3] [Ha3ag] http://www.rsasecurity.com/rsalabs/challenges/factoring/rsa155.html

[4] [Ha3ag] http://www.rsasecurity.com/rsalabs/faq/3-1-5.html

[5] [Ha3an] Koa B3aT ¢ http://vader.brad.ac.uk/tea/source.shtml#ansi

[6] [Ha3an] Koa B3aT ¢ http://www.cc.jyu.fi/~paasivir/crypt/rciv/rc4article.ixt. BHeceHbl HebonbLLne n3MeHeHMs NpobenoB, YTobbI
BCe NOMEeCTUNOCh Ha ogHon cTpaHuue. OnpegeneHve dyHKUMM swap byte Taioke He BKITIOYEHO, HO Bbl MOXeTe Aoragatbesi, YTo
OHa JenaeT, No ee UMEeHW.
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NnmaBa 8. ObpaTHas pa3paboTka 6e3onacHocTn Xbox

B aTow rnase A onuuy, kak 1 no6eaun nepBoHavarnbHy NPOU3BOACTBEHHYO BEPCUIO CUCTEMDI
BesonacHocTn Xbox, BnepBble BCTpedeHHyo B rrnaBe 6. Cuctema 6e3onacHocTu Gbina obHapyxeHa
nocrie aHanusa FLASH ROM n noHMMaHus, YTo UCTMHHaA NocneaoBaTeibHOCTb annapaTHOM
WHMLManu3aumm n pacumdpoBKn 3arpy3oyHoro obpasa kaknum-to odbpasom ckpbita BHe FLASH ROM.
nmaBa 7 BBena HekoTopble H6a3oBble KpUMNTOrpadnyeckne NoOHATUS, KoTopble ByayT None3Hbl Ans
NMOHVUMAaHWSI COAEPXNMOro 3TOW rMasbl.

U3BneyeHne cekpeToB U3 annapaTypbl

CKpbITbI 3arpy304HbIn Kof B Xbox, Kak Oblfo 3aknoyeHo B rmaBe 6, MOXHO BOCCTaHOBUTL, NOACIyLUMBaAsA
oOHy u3 cnegytowmx WuH: (1) FSB, (2) ocHoBHY1O WMHY NamaTtn nnu (3) coegnHeHne
Northbridge-Southbridge.

®opmar Front Side Bus (FSB) npoueccopa Pentium, ncnonsayemoro B Xbox, JOKYMEHTUPOBaAH B
datasheets npoueccopa Pentium lll, goctynHeix Ha Intel Developer Website. FSB - oByHanpaBneHHas
64-6uTHasa WMHa AaHHbIX NPUMEPHO C NATLIOAECATBI0 aAPECHBIMU U YNPaBSIOWNMN CUrHanammu, BCce OHm
paboTtatoT Ha 133 MHz. LLinHa ncnonb3yeT cUrHanbHyt KOHBEHLIMIO, U3BECTHYHO Kak AGTL+.
MopcnywmBaHue 3TOM LWKMHbI - JOPOroe 1 TpygHOe NPeanpuaTe ns-3a 0omnbLIoro Yncna CUrHanos u
CNOXHOro gouanydeckoro popm-gakropa. XnusHecnocobHble Noaxoabl BKMOYAKOT: (@) yCTaHOBKY
npoueccopa B cneunansHyto emulator break-out socket, koTopas CTOUT MHOMME ThICAYM 4OMNAPOoB, UNn
(b) reverse engineering 3Ha4yeHuUs1 kKaxkaon [opoxkn FSB Ha maTepuHckon nnaTe Xbox 1 npunaveaHve
KOPOTKOro NpoBoAa-LLyna K KaxaoMmy 13 noyTtu cta curHanoB. Kpome Toro, TpebyeTcst normdeckuii
aHanuaaTtop, nogaepxmeatowmn AGTL+-curHanmsaumio. CoBOKYNHOCTb BCeX 3TUX haKTOPOB 3acTaBuna
MEHS UCKaTb ApPYryto OTNPaBHY TOYKY A58 NOACMAYLLNBaHUS.

Haw cnegyowuin kanangat Ha noacnyLlnBaHne, OCHOBHAsA LWUMHA NaMsTh, - 3To 128-6uTtHas wuHa
OaHHbIX MAC agpecHble 1 ynpaensawLwwme curHanel, paboTatoLlas Ha 200 MHz ¢ TaktupoBaHuem double
data rate (DDR). LLnHa namaTy ucnonb3yeT CUrHasnbHY KOHBEHLMIO, N3BECTHYHIO Kak SSTL-2. (QeTtanu
3TOM LWMHBI MOXHO BbIBECTU, NpoymTaB datasheet ansa getanu namatn Samsung K4D263238M,
JOCTynHbIN Ha Beb-cante Samsung Electronics.) HecmoTpsa Ha 6onee BbICOKME CKOPOCTH,
NoACNyLWMBaHMe OCHOBHOM LUVHBI NaMATH, BEPOATHO, fnerye, 4em nogcnywmnsanne FSB npoueccopa,
n3-3a MyCTbIX (3anacHbIX) NOCAA04YHbIX MECT NamMATH, CNPOEKTUPOBaHHbBIX HA MaTepuHckon nnarte Xbox.

OTHocuTenbHo Hegoporon ctaHgapTHbI 100-BeiBogHo TQFP-agantep (Thin Quad Flat Pack,
NPSAMOYronbHbIN Kopryc MukpocxeMbl co 100 BeiBogamu coopmbl gull-wing) MoxHO Bb1nio 6bl NpunasaTb K
NyCcTbIM NOCaA0YHBIM MecTaM namsaTn. ATu aganTtepbl Aany Obl yaobHbIE TOYKM 30HAMPOBaHNS ANS
NOAKITHOYEHUS NTOrMYECKOro aHanmaaTtopa. lNpobnema 3Toro noaxoaa B TOM, YTO MOXHO 3aXBaTWUTb TOJbKO
JaHHble, 3anncbiBaeMble B OCHOBHYO NamaTb. Kntoum pacungpoBkn 06bi4HO SIBNSIOTCA
read-only-gaHHbiMun, a read-only-gaHHble nokayT NpsiMo M3 ckpbiToro boot ROM B k3w npoueccopa,
HUKOT4a He COXpaHsAsCb B OCHOBHYIO NamsATb. Kak TomnbKko npoueccop 3akoH4MT ¢ cache line, copepxaluen
KntoY, oHa ByaeT nepesanucaHa, Tak YTo KN4 HUKOraa He A0MKeH nokuaaTe PU3ndeckmin nepumeTp
npoueccopa.
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NMoapobHee 0 BLICOKOCKOPOCTHOM nepeaayve nHgpopmaumm

MoacnylwmBaHme 1 MoanUKaUmUs AaHHbIX HA KOMMbIOTEPHbIX LMHAX - MOLLIHAA TEXHMKA, KOTOPOW TPYAHO
MPOTUBOCTOSITh. YTOGLI MOHATb, Kak NOACNYLWNBATL, BaM NOHAaAobuTCcsl HEMHOTO POHAa O TOM, Kak
LuMdpoBas MHopMaums nepegaeTcs BHYTPU KOMMbIOTepa.

EcTb ABe OCHOBHbIE KAaTEropun cUrHanbHbIX CTaHAapToB: single-ended u differential. Mepegava
LundpoBoKr UHopMaumn No NpoBoay TpebyeT nepeBoaa B (hmM3nyeckne BeNUUMHbI, Takme Kak
HanpshkeHue n Tok. Knaccmnyecku curHanbl onpegensanvcb B TEPMUHAX HanpsKeHWn, namMmepsiemblx
OTHOCUTENBHO 06LLEro ONOpHOro NoTeHumMana, HasbiBaemoro «groundy». Takon BAA cUrHanusauum
n3BecTeH Kak single-ended nnu unbalanced signaling. K coxaneHuto, naest onopHom To4km ground
paboTaeT ToNbKO TOrga, Korga CurHarbl MEHSI0TCH MeAIEHHO OTHOCUTENBbHO BPEMEHN UX
pacnpocTpaHeHusi. B peanbHOCTM Kaxgoe n3aMeHeHne noTeHumnana conpoBoXaaeTcsi NMOTOKOM TOKa.
3akoHbI Npupoabl TPebYOT COXpaHeHNs ToKa, TO eCTb AN KaX4oro notoka Toka B 04HOM HanpaBfieHun
[OImKeH ObITb MOTOK TOKa B o6paTHOM HanpaeneHun. B single-ended signaling oGpatHbIn TOK, Takke
M3BECTHBIN Kak return current, JOMKEH HANTK NyTb 0bpaTHO Yepes «ground». Ha o4eHb BbICOKNX
CKOPOCTSAX NYyTW BO3BpaTa Toka He 06A3aTernbHO crefyoT TOMY Xe NyTU, YTO U CUTHaNbHbIN TOK. OTOT
ancbanaHc NpUBOOUT K UCKaXXEHHOMY curHarny.

Differential signaling 6opeTtca ¢ aTon npobnemon, ncnonb3ys ABa NPoBOAa ANdA nepegadn curHana: oanH
NpoBOA UCMOMb3yeTcsa ANS CUrHaNbLHOro TokKa, a Apyron - Ang SaBHOro nyTtu return current.
OudpepeHumanbHbIi NOAX04 NO3BONAET PacnonoX1Tb MyTU CUTHaNa 1 Bo3Bpara Tak, YTobbl OHU
oTcnexwvsanu gpyr gpyra, rapaHtupysi cbanaHcupoBaHHOCTb NOTOKa Toka. PedynbTaT - 6onee HagexHas
cucTema nepefayun curHana ueHom yaBoeHust Yncrna npoBOaOoB.

KoHKpeTHbIN cTaHaapT nHTepnpeTauny HanpsXKeHn Kak normyecknx 3HavyeHun HasblBaeTtcs signaling
convention. MNo4yTeHHble curHanbHble KoHBeHumn TTL 1 3.3V CMOS 6binu n3obpeTteHbl B 3anoxy, korga
TpaH3uCTOpbl paboTany HacTOMbLKO MMoXo, YTo Tpeboranuck Gonbline pa3mMaxm curHana. B nocnegHee
BpeMs HabvpaeT NonynsipHOCTb MHOXECTBO HOBbIX M JaXe CTapbIX CUrHAINbHbIX KOHBEHLUIA, TAKNX Kak
SSTL (series stub terminated logic), GTL (gunning transceiver logic), LVDS (low voltage differential
signaling) n PECL (pseudo emitter coupled logic). 3T BbICOKOCKOPOCTHbIE CUTHANbHbIE KOHBEHLINN
YUUTBIBAIOT TOT PaKT, YTO ANEKTPUYECKME BOSHbI ABWXKYTCA MEANEHHO OTHOCUTENBHO CKOPOCTUK Nepegaym
OaHHbIX. OHY Takke YYUTbIBAKOT TOT GaKT, YTO ANEKTPUYECKUe BOMHbI HECYT SHEPIUI0, KOTOPYHO HYXXHO
paccesTb Npu 3aBepPLUEHNN €€ NMYTU, MHa4ye SHEPrUs OTPa3nUTCH U BbIZOBET MOMEXU C BXOAALLMMMU
BONTHaAMM.

B BbICOKOCKOPOCTHbIX MPUITOXEHMSAX NPOBOAA YacTo Ha3bIBalOT «transmission lines», 4Tobbl NOAYEPKHYTb
TOT (paKT, YTO 3TN BOSHbI ABUXKYTCA MEANEHHO MO CPaBHEHWIO CO BPEMEHEM Nepexoja curHana
(BpemeHeM, TpebyembiM curHany ansa nepexoga mexay coctosHvem «1» n «0»). (OBbpaTnte BHMMaHwe,
4YTO CpaBHEHWE CKOPOCTU AenaeTcs OTHOCUTENbHO transition time curHana, a He ero ob6uen signaling
frequency.) PacnpoctpaHeHHas owmnbka - gymaTtb, 4To effects transmission line MoXxxHO nrHopmposarts,
NMOTOMY YTO TaKTOBas YacToTa curHana Huskas. [laxe ecnu ectb TOMbKO OOUH nepexod B rod, npobnemoi
BCE PaBHO MOTYT BO3HWKHYTb, ECNN ANUTENbHOCTb 3TOr0 Nepexona 3aHUMaeT BCEro NUKOCEKyHAY (0gHy
TPUMMNOHHYIO CEKYHAbI).

XopoLuasa HOBOCTb 4S8 HOBUYKOB B TOM, 4TO nocnegHne FPGAs oT nocTtasLumkoB Bpoge Xilinx
NOCTaBMSATCS CO BCTPOEHHOW NOAAEPKKOM NOYTU KaXO0ro LLUMPOKO pa3BepHYTOro CUrHarbHOro
cTangapTta. [lpyras xopowas HOBOCTb B TOM, YTO CUTHarbHbIe CTaHA4APTbl CTAHOBATCH BCE Jyylle
OokymeHTupoBaHbl. Hanpumep, datasheets Xilinx FPGA unniocTprpytoT oxuaaemble NorioxeHue u
3Ha4YeHEe TEPMUHUPYOLNX PE3UCTOPOB ANS KXXA0ro NogaEePKMBAEMOro CUrHaNLHOro CTaHaapTa.
Cnenysi pekomengoBaHHbIM npakTikam B datasheet u application notes, moxHo ucnonb3oaTtb FPGA ans
NMOACNYLWMBaHMS LUMPOKOro AMana3oHa curHanos. [pocTo NoOMHUTE, YTO BaluyM OTBETBINEHMS ONS
noacnyLmMBaHns AOMKHbI OblTb Kak MOXHO KOpo4e, 1 Bbl He oumnbeTecs.
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TpeTuin noTeHUManbHbIM KaHAUAAT Ha noacnywmsaHue, coeauHeHne Northbridge-Southbridge, - 310 napa
ofHoHanpasneHHbIX 8-BUTHbIX AnddepeHLmanbHbIX WWH, Kaxaas BCEro ¢ OA4HUM ynpaBnsAloLwmum
CUrHanoM 1 OAHMM TaKTOBbIM curHanom. LLinHa ncnonb3yeT curHanbHyto kKoHBeHumto HyperTransport n
pabotaeT Ha 200 MHz ¢ DDR-TakTnupoBaHueM. CurHanbHasi KOHBEHUMS LUNHBI Obina BbiBegeHa 13
ny6nn4Ho gocTynHon nHdopmMaummn Ha Beb-cante nVidia o nForce, ymnceTte, TECHO POACTBEHHOM YUMCETY
Xbox. Heckonbko namepeHun ocuunnorpagpom, CBepeHHbIX C OTKPbITbIMU cheundukaunamm
HyperTransport, focTynHbIMKu Ha Beb-cante KoHcopuuyma HyperTransport, 6binm ncnonb3oBaHbl 4N
NPOBEPKMN NPEANONOXEHUS, YTO CUrHanbHasi KoHBeHuma HyperTransport fencTBUTENnbHO NCNONb3yeTCA.

LUnna HyperTransport peanusoBaHa Ha MaTepuHcKon nnate Xbox co BCeMy curHanamm napannenbHbIMu
N paBHOMEPHO PacnofioXXeHHbIMU, PeLLEHNE, BEPOATHO, MPOOUKTOBaHHOE BbICOKOW paboyen CKOpoCTbHo
WKWHbI. OTO AenaeT WWHY uaeanbHOWM Lenbio Ans NoAcnyLmMBaHus, 3a UCKIIIOYEHNEM TOro dhakTa, YTo OHa
paboTaeT Ha TaKoW BbICOKOW CKOPOCTM nepefaym gaHHbix. lNoacnylumeaHme WwWinHebl, paboTatoLlel Ha aTon
ckopocTu, TpebyeT ocoboro BHMMaHus K stub length gopoxek nogcnywmBaHus (4Tobbl COXpaHUTL
LLeNIOCTHOCTb CUTrHAsoB), a Takke TpebyeT JOBOMbHO 4OPOroro fIorM4eckoro aHanuaartopa wnm
cneumanbHOM CxeMbl aHanusaTopa.

B koHeyHoM cueTe coeauHeHne Northbridge-Southbridge 66110 BbibpaHo nepBow LWKMHON AN
NOACNYLWMBAHMSA, MOTOMY YTO y HEro ropasgo MeHbLUe MPOBOAOB, YEM Y OCTarnbHbIX, U MO3TOMY OHO
TpebyeT HaumeHbLLero konudectea navku. CoeguHeHune Northbrige-Southbridge nmeet Toneko gecats
YHUKanbHbIX CUrHanoB, Toraa kak u FSB, n ocHoBHas namMaTb UMET NPUMEPHO MO CTO CUrHaNoB Kaxaasi.
Marka BonbLIOro Yncna CoeamMHEHNIN He TONbKO NOTPebnsieT MHOro BpEMEHW, HO N CUMbHO YBENUYMBAET
pvCK annapaTHbIX OTKa3oB 13-3a solder bridges nnu noBpexaeHHbIX Aopoxek. Takum obpasom,
MUHUMM3aLUS Y1cna NasHbIX COeANHEHNA MUHUMU3NPYET PUCK CONYTCTBYIOLLErO NOBPEXOEHUS
MaTepUHCKOWN NnaThbl.

NMoacnywmBaHue BbICOKOCKOPOCTHOW LUUHbI

A npuHan pewenne o nogxoae noacnywmnsaHma HyperTransport B koHue aHBapsa 2002 roaa.
3HauynTenbHblE TEXHUYECKME BOMPOCHI 3TOro noaxoaa obinu:

* MNoaknioyeHne K BbICOKOCKOPOCTHON AnddepeHumanbHom WnHe 6e3 HapyLueHus signal integrity

* Mownck nnn cbopka logging tool, koTopbi Mor Obl NocneBaTb 3a ckopocTaMu AaHHbix 400 MB/s Ha wnHe
HyperTransport

» OnpepeneHne NoNsipHOCTU U Nopsaka 6utos avddepeHUmanbHbIX JOPoXeK WinHbl HyperTransport Ha
MaTepUHCKOW nnarte

MoaknioyeHMe K WKMHe NpU OrpaHUYeHHOM GrogxeTe

MepBble ABa Bonpoca TeCHO CBA3aHbl. IHCTPYMEHTbI aHanmaa v IormpoBaHmWs BbICOKOCKOPOCTHbIX LLUNH
00ObI4HO MMeT hUpMeEHHbIE MHTepdeNChl, KoTopble NoTpeboBanu Okl cneumansHOro agantepa K
MaTepuHckon nnate Xbox. NocneaHuit Bonpoc, onpegeneHne nonspHoOCTU 1 nopsigka 6utos, Tpebyet
TonbKo Bonbloro o6bema post-processing n data massaging nocne Toro, kak data logger nogkntodeH n
PYHKUNOHUNPYET.
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HyperTransport - OTKpbITbI CTaHAAPT, NONYYMBLLMIA NPU3HAHME B UHOYCTPUX, YTO O3HAYaET, YTO AN
LWMHbI JOCTYMHbI roToBble protocol analyzers u logging tools. OauH Takon npumep - HyperTransport
protocol analyzer ot FuturePlus. K coxaneHnuio, aToT protocol analyzer ctoun 6onblue $25,000 Ha MOMeEHT
BbINonHeHust paboTbl. Kpome Toro, protocol analyzer TpebyeT, 4ToGbI LieneBasi nnarta bbina cneunansbHo
cnpoekTnpoBaHa Ansa pasmelleHuns bus interface pod aHanusaTtopa npoTtokona.

BmecTto nokynku protocol analyzer 1 BnoxeHus BpeMeHu 1 yCunuin B ero agantaumio ans ncrnonb3oBaHnst
¢ Xbox g nocTpoun co6CTBEHHbIN YNPOLLEHHbIA. DTa 3ad4ava OCyLLEeCTBMMa, NOTOMY YTO MPOTOKON
HyperTransport goBonbHo npoct. Peanusauusa HyperTransport B Xbox ncnonb3yet gBe 8-6utHble
OLHOHaMNpaBMeHHbIE LUWHbI, OAHY ANa nepegayun u ogHy Ans npuema. Kaxagas wnHa MMeeT CBA3aHHbIN C
Hewn clock n strobe line. CurHanbHbI cTaHAapT TpebyeT, YTOObI KOPPEKTHLIE AaHHbIE ObINK NPeaCcTaBeHb
Ha kaxxgom cppoHTe clock. Hauyano HoBoro packet o6o3Ha4vaeTcs BbIXOAOM NUHWMIA AaHHbIX U3 idle state.
Strobe line pasnuyaet command u data packets. Bce sideband signals, TunnyHble ogna gpyrux WuH, Takue
kak address, read/write control, chip select n interrupt lines, obpabaTbiBatoTcs B HyperTransport ¢
ncnonb3oBaHuem in-band command packets. CnegoBaTenbHo, Bcero gecsitb AnddepeHumnanbHbiX
CUrHanoB (ABaguaTtb NPOBOAOB) - 3TO BCE, YTO HYXXHO AN1S1 NOACMYLUMBAHWS LUNHBI, OTNINYHAsA HOBOCTb A5
XaKepoB.

MpoTokon HyperTransport OCTaTOYHO NPOCT, HO Kak Hac4eT MoMcKa Yero-To, YTo MOXET N PN3NYECKN
nHTepdencmpoBaTtbes ¢ WnHom Xbox, n nocneeaTb 3a ckopocTamu 400 MB/s? VaeanbHbim
WHCTPYMEHTOM Ang noctpoeHus atoro HyperTransport bus tap 6bina 661 FPGA. OgHako B To BpeMs He
6bino goctynHo FPGA, koTopas morna 66l nocneBaTh 3a BbICOKUMU CKOPOCTAMW AaHHbIX, W, YTO BaXKHee,
He Obino FPGA, cepTudmumMpoBaHHOM NOCTaBLLMKOM AN ucnonb3oBaHus ¢ HyperTransport.
TeopeTtnyeckn FPGA Xilinx Virtex-1l nogowuna 6bl Ans aToro NpunoXeHusi, HoO NPOAYKT TOMBKO YTO BbIN
3anyLeH, n yctponcTtea 6bim YpesBbidaiHO 4OPOrMMU U TPYAHOAOCTYNHbIMK (cerogHs low-end Virtex-II
FPGA MOXHO KynuTb CyLLLEeCTBEHHO AelueBne cta gonnapos). Jlydwasa FPGA, koTopas y meHs Gbina nog
pykow B To Bpemd, bbina Xilinx Virtex-E FPGA, koTopyto 9 paHee BCTpoun B NPOTOTUMN NaTbl CETEBOro
MapLUpyT13aTopa CynepKoMMnbioTepPa Kak 4acTb CBOen anccepTtauun. [NnaTa ceTeBoro mappyrtmusaTopa
ucnone3oBana curdanusaumio CTT (Center Tap Terminated) ansa ceBoux ceTeBbIX MHTEPEENCOB, a TaKkke
umena Ha 6opTy npoueccop Intel StrongArm gna configuration, control n debugging purposes.

[Mo3ToMy BbI3OB CBENCA K BIICHEHMIO, Kak MHTepdencnposaTtb curHansl HyperTransport ¢ curHanamm
CTT, n kak BbxaTb npounssogutensHoctb 400 MB/s ns FPGA, koTopas He npegHasHavanacs anst pabothbl
Ha TaKnx CKOPOCTSIX.

CwvrtanbHas koHBeHUMst HyperTransport, kKak oka3anock, ABnsieTcst 6riM3kon poacTBeHHMLeN 6onee
pacnpocTpaHeHHoun koHBeHumu LVDS (low voltage differential signaling), onpeaeneHHon ctaHgapToM
TIA/EIA-644. OpaviBepbl HyperTransport cosgatoT curHan ¢ guddepeHumnansHbeiM padmaxom obbivHo 600
mV, LeHTpMpoBaHHbIM BOKpYyr common mode voltage 600 mV. LVDS-npnemHukn, ¢ Apyron CTOPOHBI,
MOTyT MOHUMAaTb AaHHble, UMetoLme anddepeHumnansHbii pasmax conbwe 100 mV n common mode
voltage rae yrogHo mexgy 50 mV un 2.35 V. Tak 4to LVDS-npuemHrku HanpsiMyto COBMECTUMBI C
aparisepamm HyperTransport! (XoTa Virtex-E nogaepxusaet npamont untepderic k LVDS-curHanam, g He
MOr 3TUM BOCMONb30BaTbCH, MOTOMY YTO UMeBLUMECS ¥ MeHs AeTanm Virtex-E yxxe Obinv cnpoekTnpoBaHbl
B CUCTEMY, XeCTKO pa3BeaeHHyto nog CTT-curHanbl.) Ecnn Bbl npoekTnpyete cobctBeHHyto tap board,
ny4ywmmM nogxogom 6beino 6bl Mcnonb3oaTh native LVDS-BoamoxHocTn FPGA BMecTo xaka, OnnmcaHHoro
3gecb. Kpome Toro, LVDS receiver gomkeH ObiTb pacnonoXxeH odeHb 6mnm3ko k matepuHckor nnate Xbox,
4YTOObI HE UCNOPTUTL LeneBble curHanbl. JnnHHbIN kabenb paccesan 6bl 3HepPrMio U3 NPoBOAOB M BHEC Obl
LWYM ¥ OTPaXeHUs, KOTopble MOrnK Bbl 3acTaBUTb CUCTEMY NepecTaTb PyHKLUNMOHMPOBAT.
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A KakK Hac4eT nogaum curHanoB Ha HyperTransport?

MpunoxeHne noacnywmMeaHus, oNnMcaHHoe B 3TOW rnase, TpebyeT Tonbko HyperTransport receiver.
MpunoxeHuns Bpoge «man-in-the-middle»-atak TpebyOT YCTPOCTBO, KOTOPOE MOXET Nepeonpeaensitb
cvrHanel HyperTransport 1 BCTaBnATb NOXHbIA OUT unm aBa. Takoe yCTPOWCTBO OCYLLECTBUMO, MOTOMY
yto HyperTransport, kak u LVDS, ncnonbsyet current-mode drivers. [lpyrumu cnosamu, gpavisepbl
CNPOEKTNPOBaHbI MOA4AaBaTh TONIbKO N3MEPEHHOE KONMMYECTBO TOKa B MPOBOA, HE3aBUCUMO OT
HanpshKeHusl, KOTOpoe OH co3aaeT. B HopMarnbHONM cuTyaunm 3To NpekpacHo paboTaeT, NOTOMyY YTO
nUMmnegaHc Nposoja npeBpaLlaeT TOK B HaNpsXXeHne B COOTBETCTBMM € 3akoHOM Ohm. OgHako Toku mMoryT
CYMMMPOBATbLCSA U B3aUMHO YHUYTOXaTbCS. AHTaroHMcTudecknn guddepeHumansHblii gpansep, KOTopbin
npvknageiBaeT overdrive current, yHU4TOXalOLWMA NpeanonaraeMblin CUrHar, MoOXeT ObITb MOAKIHOYEH K
nvHun HyperTransport. Takon overdrive MOXHO BbINOMHWUTbL C UCMONb30BaHUEM rMBKOro
nporpammupyemoro 1/O, npegoctansgemoro B FPGAs Bpoge Xilinx Virtex-E u Virtex Il

CambIM NPOCTbIM NPUMEHEHMEM TaKOro YCTPOWCTBA NepeonpeaeneHunst WiHbl Obirio 6bl yCTPONCTBO,
KoTopoe nameHsieT destination reset vector, korga oH nepegaetca CPU, no3sonssi Bam nonyynTb
KoHTpornb Hag Xbox. Destination reset vector 3akogmpoBaH B ogHOM GalTe, KOTOpbIN crieqyeT 3a opcode
«jumpy», pacnonoXxeHHbIM No agpecy OxFFFF.FFFO. Reset vector, BepoaTHO, nepefaeTtca vyepes
OEeTEPMUHNPOBAHHOE YNCIO TaKTOB MOCHE AeakTuBaumm reset, Tak yto timing element gns sTon ataku
MOXET COCTOSITb NPOCTO M3 timer, TakTupyemoro clock wnHel HyperTransport 1 CMHXPOHU3UPOBaAHHOIO C
reset-curHanom. Takast «man-in-the-middle»-ataka nobeguT gaxe KpuntTorpamnyeckn 3allmLLEeHHYH
peanu3aumio 3arpy304HOro 6roka ¢ OTKPbITbIM KITHOYOM.

PelweHne npobnembl goctasku curHanos HyperTransport B8 FPGA - nucnone3oBaTe MMKpOCXEMy
npeobpasoBaHus curHanos. LVDS - nonynsipHbii ctangapT ans uHtepdericoe LCD panel n backplanes,
NCNosib3yeMbIX B TENIEKOMMYHUKALMOHHBIX CUCTEMAX, MOITOMY AOCTYNMHO MHOXECTBO HEAOPOrmX
LVDS-to-CMOS converters. KoHeuHo, xxenaemas curHanbHasi koHBeHuusi - CTT, Ho 6ornee npucTanbHbIN
B3rnsa nokasbelBaeT, 4To uHTepdencmuposaHne CMOS drivers ¢ CTT receivers Ha camoMm gene He
sasnsietca npodnemon. CTT - current-mode signaling convention, koTopasi nogaet +8 mA nnm -8 mA B
transmission line 50 ohm, TepmuHupoBaHHyto Ha 1.5 volts. Receiver - guddepeHumanbHbI yeunuTens,
KoTopbI cpaBHuBaeT reference termination voltage c voltage transmission line. B Virtex-E ycunutens CTT
receiver cneunduUUMpPOBaH Kak paboTatoLwmn, Noka NpUHMMaemMoe HanpsbkeHne OTKIoHAeTcs bonee yem
Ha 200 mV BBepx unu BHU3 OT reference voltage. bonbwmHcTBo CMOS transmitters, ynpasnstowmx
CTT-TepMuHMpoBaHHON NuHMeNn, 6e3 npobnem cmoryT sourcing unu sinking 8 mA toka B Harpy3sky 50
ohm. Tarke CMOS transmitters He OMmMKHbI UMETb NPOGEM C ynpaBreHMeM NMPOBOAOM,
TEPMUHMPOBaHHBIM B (hMKCUpOBaHHOE HanpsbkeHune. Takum obpasom, ctaHgapTHyto LVDS-to-CMOS
converter chip MOXXHO ucnonb3oBaTh, YToObI B3siTb curHanbsl HyperTransport maTepuHckon nnaTel Xbox u
nogaTb VX B MnaTy, KOTOPYIO 1 paHee NocTpoun angd ceoen auccepraunn. Mukpocxema, KOTopyto s
BblOpan, obina Texas Instruments SN65LVDS386, a datasheets ans aToin MUKpOCXeMbl MOXXHO HANTW Ha
BebG-cante Texas Instruments.

Mpukpennenne LVDS-to-CMOS converter chip k nnate caenaHo BOCXUTUTENBHO NPOCTbIM YUCTON
pas3BoAKON, NCNonb3oBaHHOW Ang wuHbl HyperTransport Ha matepuHckon nnaTte Xbox. PucyHok 8-1 -
doTorpadus Toro, kak BbIrmagaT 4OPOXKKU WKnHBI HyperTransport. O6paTnTe BHMMaHWe, YTO BCE NpoBoAa
nayT napannensHO U paBHOMEPHO pacnonoXeHbl. HekoTopble nposoaa, Takue kak clock (TX CK/TX CX* u
RX CK/RX CX*) wu strobe line (TXD8/TXD8* n RXD8/RXD8*), Aaxke NognucaHbl 48 Hac ¢ OTMeTKamu
nonsipHocTu! OTa NpocTtas pa3Bogka NO3BONSET MCNoNb3oBaTh tap board, KOTopyto Nnerko
CNpPOEeKTUPOBaThb.

114



1N
s KT

LR S R

Gy

Hyperlranspo
7+ Bus

t

W,

.
o
s
/
s

='1|r —

=TT —

=T .

PucyHok 8-1. [Jopoxku WnHbl HyperTransport, kak oOHW pa3BedeHbl HAa MaTepuHckon nnate Xbox.

Tap board cogepxuTt Tonebko LVDS-to-CMOS converter chip, HemHoro circuitry power conditioning u
Habop OOpPOXeEK, BbiBEOEHHbIX MPSAMO K Kpato nnatbl, KOTOpble MMEKT TOYHO TaKOW e Lar, Kak LumMHa
HyperTransport Ha maTepuHckon nnate Xbox. [1ns MAeHTUYHOro wara, nerkoro BolpaBHUBaHUA U
MOHTaXxa 9 n3amepun pasmepbl aTUX Jopoxek ¢ noMoLsto digital caliper tool. PucyHok 8-2 unntoctpupyet
pasmepbl AopoXeK LWnHbl HyperTransport.

PucyHok 8-2. Pasmepbl gopoxek WinHbl HyperTransport Ha maTtepuHckon nnate Xbox.
«mil» - aTo 1/1000 gtonma, unu 25.4 MUKpPOHa.

12 mil 13 mil 12 mil
| trace | space | trace |

differential signal pair
6 mil trace

M3mepeHuns 6bino HeMHOro XuTpo caenatb. Mon noaxoa COCTOSAN B TOM, YTOObI M3MEPUTL OBLLYIO LUMPUHY
LUMHBI M pa3denuTb LUMPUHY Ha YACIO AOPOXKEK U MPOMEXYTKOB, YTODObI NONy4YnTb CPpeaHNIA OXuaaeMbln
Lwar v WnpuHy Jopoxku. 3aTtem g passen atu gopoxkn 8 PCB CAD program u pacneyatan layout Ha
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bymare B macwrabe 1:1. A cpaBHWN HaneyaTaHHbIE JOPOXKKM C AOPOXKaMM NNaTbl U caenan HeCKOMNbKO
PYYHbIX KOPPEKTUPOBOK. (OBpaTnTe BHUMaHUe, YTO MHOTME NPUHTEPbLI UMEIOT HEKOTOPYO HEBONbLLYIO
scaling error, noaTomy, ecnu Bbl NpodyeTe 370, OTKaNUobpynTe cebsi, pacnevyaTtaB HECKOMbKO AJIMHHbLIX
NMHWIA N3BECTHOW ANWUHBI U U3MepuB KX. NpUHTEPBLI MOTYT MMeTb pa3Hble OWNBKM MacTabnpoBaHms no
FOPM3OHTarNbHON 1 BEPTUKANbHOM OCAM, Tak 4YTO obs3aTenbHO nevyaTanTe NMMHUM B 0B60UX HanpaBreHnsix.)

I'IpoeKTmposaTb cobCcTBEHHbIE NnaThbl 0O0BOJIbHO NErko € npaBuiibHbIM NporpamMmMHbIM obecne4veHunem.
Bonblue y3HaTbh 0 TOM, Kak fenaTb COGCTBEHHbIE NMaTbl, MOXHO, NpodnTas npunoxeHne C, «Getting Into
PCB Layout».

Mocne 3aBepLueHnst npoliecca Bbibopa komnoHeHToB design u layout HyperTransport tap and signal
conversion board 3aHsinu Bcero elle Heckornbko YacoB. Cxemy Au3anHa nnatbl MOXHO YBUAETb Ha
pucyHke 8-6. 3atem nnarta Obifia 3roToBreHa Nno 3akaay, pasmelleHHoMy Yepes Internet. MHormne board
houses npegnaratoT 4OCTyNHbIE, ObICTPLIE YCITYTM U3rOTOBMEHUS NNar, npuHMMaroLwwme designs nnat B
dopmaTte Gerber file yepes email unu ftp upload. B aTom cny4ae a nonyynn ase konuu nnatbl 3a NSTb
OHel no ueHe $33 3a nnaty (cM. npunoxenune C, «Getting Into PCB Layouty, 4ns AononHuTensHowm
MHdOpMaLMM O TOM, KaK CTPOUTbL COBCTBEHHbIE MMaThl). ATa LieHa BKIKOYAET TOSbKO LiEHY Bbipe3aHus
nnaTbl B KBagpaTHbIA Kycok. OQHaKo MHE HYXHO ObIno, 4ToObl cTopoHa nnatbl ¢ HyperTransport tap
umena cneuunansHyto popmy, obneryaoLLyo MOHTaxX nnatbl 63 BMelaTensCTBa B CyLLECTBYIOLLINE
KOMMOHEHTbI Ha MaTtepuHckon nnate Xbox. MHe Takke HyHo 6bino, YToObI conpsiraemblii Kpan nnatbl
ObIn cKOLLEH Tak, YToObI NnaTa ycTaHaBnvMBanach nog HebonbLWmnm yrinom, Ans ynpoLLeHus 3agaym
npvnaveaHus tap board k maTepuHckon nnate. A ncnons3osan belt sander, 4To6bl BpyYHYHO BbINENUTD
Kpan B popMy, OnucaHHyto Ha pucyHke 8-3. Npu bopmoBKe nnaTa AomkHa bbina 6biTb OpUEHTMPOBaHa
Tak, 4ToObl abrasive belt belt sander cHayana koHTakTMpoBana co CTOPOHOW MnaTbl C 4OPOXKaAMU, YTOObI
npegoTBpaTUTL CPpbiBaHME MeOHbIX JOPOXKEK C NnaTbl. ByabTe 0CTOPOXHbLI MpU ncnonb3oBaHum belt
sander ons oopMoBKU MarneHbkMX nnat Bpoae tap board - belt sander ¢ Tem e ycnexom MoxeT
Cny4yanHo oTLWNMcoBaTh BalLM NanbLpl.

PucyHok 8-3. dopmuposaHue kpasa HyperTransport tap board.

front view:
clearance for motherboard components
bare traces brought out to board edge
motherboard

side view:
beveled edge for angled mounting
soldering iron tip

Mocne hopMupoBaHUsi CKOLLEHHOTO Kpasi Bce AeTanu 6binu npunasHel k nnate. (Cm. npunoxexue B,
«Soldering Techniques».)

[oToByto tap board Tenepb HyXHO BbINO NPUKPENUTL K MaTepuHckor nnate Xbox. STOT KPUTUYECKMIA Lwar
ObIn, BO3MOXHO, cambIM TpyAHbIM. CHavana matepuHckas nnata Xbox 6bina nogrotoeneHa ¢
NCMNOMb30BaHNEM MENKO3EPHUCTON HaXkaayHon Gymaru, 4Tobbl CHATL 3erneHyto soldermask, OTKpbIB
SPKYIO ronyo Meab LieneBbiX JOpOoXeK. 3aTeM Ha 3TU JOPOXKN Bbin HaHeceH flux, n ToHkuin crnon npunos
ObIST HAHECEH C UCMOSTb30BAHUEM FOPAYEro Xasa nasinbHUKa.

Mpoueaypa, KOTOPYHO S Ucnonb3oBan Ans npukpenneHus tap board k matepuHckon nnaTte, NokasaHa Ha
pucyHke 8-4. MoprotoeneHHas tap board 6bina npuxBayeHa K MaTtepUHCKON nnate B NpnonManTensHOM
MecTe 1 nog NpubnuanTenbHbIM YrioMm ¢ ncrnonb3oBaHvem ToHkoro (30 AWG) npoeoga, npunasiHHOro
MeXxay OOPOXKoM Ha tap board n maTepuHckon nnaton. [NpuxeaTtbiBaoLW M NPOBOA CIYXUT TOSbKO
BPEMEHHOM NOMOLLBIO ANA yAep)XaHus nnaTbl Ha MecTe 1 OydeT yaaneH, No3ToOMy He MMEET 3Ha4YeHUs,
eCcnn NpoBO/ 3aMbIKaeT HECKONbKO Aopoxek. [Nocne npukpenneHms NpoBoaa 1 OCTOPOXKHO
oTperynupoBan nosnoxexue tap board Ha maTepuHcKon nnate, Harpeeas NpoBos, YToObl 0CBOGOAUTL €ro
CBSA3b U M3bexaTb NnogbemMa MefHbIX AopoxeK. (A ncnone3oBan MMKPOCKOM, YTOObI MOMOYb ONpeaennTb
onTMMarbHoe BbipaBHMBaHWe.) Korga s Obin y4oBNEeTBOPEH NOMOXEHNEM NNaThbl, § HAHEC MPOYHYHO
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3aMOKCUAKY Ha joint Nnatbl, 4ToObI yaepXaTb BCe HAa MecTe. QMOKCUaKa JOIKHA OTBEPAETh U
cchopmumpoBaTh xectkun, stiff joint. (O6paTuTe BHMMaHWE, YTO HEKOTOPbLIE SMNOKCUAKN NPY HEMPaBUIIbHOM
NPVYMEHEHWM OTBEPXOAIOTCS B reflb; 3TO HEMPUEMIIEMO, MOCKOMbKY BCS MeXaHMYecKas LernoCTHOCTb joint
OOMKHa UCXoauTb OT AMNOKCUAKK, a He oT solder joints.) A ncnons3osan Miller-Stephenson Epoxy formula
907, 1 oHa cxBaTbIBaeTCA C 4OCTATOMHOMN NPOYHOCTLIO, YTOOLI 1 MOr NOAHATL Xbox 3a tap board n He
HapyLwuTb tap connection.

PucyHok 8-4. lNpoueaypa naviku tap board.

30-AWG wire soldered across bare traces to tack board at desired angle
. Apply epoxy and let cure

Remove tacking wire; clean up bridges

Solder all connections

A wnN R

[Nocne oTBepXaeHMS INOKCUOKN S yAanun BpEMEHHbIN NPUXBaTbiBaloOLMN NPOBOS, KOTOPLIN
ncnonb3oBasncsa Anga yaepxanus tap board Ha MecTe, U O4UCTUN FONble CONPSXKEHHbBIE JOPOXKKU
HebonbLlwnm KonmyecTBom solderwick u flux. MocnegHun war nankm gopoxek tap board k ronsim
OOpOXXKaM MaTEePUHCKON MnaTkl Tenepb HAYEM He OTNMYarncs oT namnky nboro surface mount component
Ha nnaTy; 60MNbLWMHCTBO CTAHAAPTHBIX TEXHUK, OMUCAHHbIX B NPUIOXeHUW B, HanpsaMyo NpUMEHSINMCH K
aTon cutyauuun. PucyHok 8-5 nokasbiBaeT, kak BbIrnaaut rotoBasa cbopka.

t L]
—4Connector to

A

J o] 1]

+3.3V Power

Ground wire \ Regulator

-~ Reset Wire

PucyHok 8-5. HyperTransport tap board, yctaHoBneHHas Ha maTtepuHckon nnate Xbox.
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COopka perucrparopa AaHHbIX

BTopon Bbi3oB noacnywmeaHus wnHbl HyperTransport - npuobpeteHne nnm cbopka logging device,
KOTOPbLIN MOXET NOoCrneBaTb 3a CKOPOCTbIO AaHHbIX 400 MB/s WnHbLI. YunThiBast Mo OO4XKeT, 51 peLuns,
YTO MOW €4VHCTBEHHbIVA BapMaHT - MOCTPOUTL logger, NOCKOMbKY MOKyMka nobbiX UHCTPYMEHTOB C
[0CTaTOYHON NPOU3BOAMTENBHOCTBIO AN 3TOM paboThl Gbina ganeko 3a npegenamMmm Moero GrogxeTa.

wenatera.com

burre

: HyperTransport Bus Tap

PucyHok 8-6. Cxema HyperTransport tap board.




Mpu cbopke logging device s octaHoBMIcA Ha ucnone3oBaHun Virtex-E FPGA, nHTerpupoBaHHom B nnary,
KoTopyto 51 noctpoun paHee. OgHako eaMHcTBeHHas npobnema ucnone3oBaHus Virtex-E FPGA B Tom, 4yTo
nponssoguTenbHocTb FPGA (kak cneundmumpoBaHo B databook) HegocTtaTouHa, 4ToObI MOcneBaTh 3a
wuHomn HyperTransport. K cuactbio, FPGAs xopolwuo overclock, noToMy 4YTO UX MPOU3BOACTBEHHbIN 3anac
OYeHb KOHCepBaTMBEH, a NpoussoautTensHocTb FPGA B 3HaunTenbHOM Mepe orpaHuyeHa sagepxkamm
pacnpocTpaHeHusi curHanoB B configurable wiring fabric. B pe3ynbTtate HekoTopbie KntoveBble
performance-limiting paths MoxHoO Bpy4Hyt0 naeHTUULUMPOBaTEL U KOMNEHCUPOBATL C UCNONb30BaHNEM
soft delay lines u selectively inverted clocks. Camble 4YyBCcTBUTENbHLIE K NPOM3BOAUTENBHOCTYM blocks
MOXHO hand-place ons ontummnsauumn 3agepxek, B To Bpems kak compiler n automated place-and-route
tool obpabaTbiBalOT HEKPUTUYECKME HYacTK CxeMbl. PucyHok 8-7 nokasbiBaeT obwuin design, KOTopbIn
ncnonb3oBarncs Ang 3axeaTa AaHHbIX Ha WwnHe HyperTransport.

PucyHok 8-7. bnok-cxema data logger, noctpoenHoro B Xilinx Virtex-E FPGA.

HyperTransport Data (200 MHz DDR) + HyperTransport Clock
-> Dual-edge triggered data demux
-> Quad-phase data demux
-> Align vs Clock Phase
-> 2 kB x 36 deep FIFO memory
-> logged data

RESET / HyperTransport bus reset line
-> 32-bit up counter
-> compare and trigger
-> data sequence count / alignment / read strobe

Clocking:
2x200 MHz SDR
4x100 MHz SDR

Adjust clocking phase on a bit by bit basis to compensate for FPGA delays.

Design noBonbHO NpocT no naee: B3atb high speed data ¢ wnHbl HyperTransport n TaktTupoBaTth UX B
yeTbipe a3kl clock YeTBepTHOM CKOPOCTU, CO3aaBast NOTOK AaHHbIX, KOTOPbLIA B YEThbIPE pa3a MeaneHHee,
HO B YeTblpe pasa wupe. ITo orpaHMumMBaeT Becb hand-placing n tweaking Tonbko nepBbIMN HECKONBLKUMMA
BxoaHbIMu flip flops. 3aTem gaHHbIe 3aHOBO BbIpaBHUBAKOTCS C UCMONb30BaHMEM Habopa delays u rotators
N coxpaHsTcs no ogHomy dparmeHTy B first in, first out (FIFO) memory. CurHan, 3anyckatowmi Havano
FIFO capture, reHepupyeTcs timer-comparator, KOTOpbI/ HAUMHAET CYMTaTb BBEPX C NEPBOTO reset.
OnuHHbIE OKHa JaHHBIX MOXHO 3axBaTbiBaTb, concatenating pesynbTaTbl HECKOMBKUX 3aMyCKOB, KaXAbIN C
capture trigger point, 3agepxaHHbIM OTHOCUMTENbBHO NpeablayLero. bonee no3gHaa onTMMM3aums,
npumeHeHHas K trigger circuit, - pyHkumst «do not store zeros» (DNSZ). B pexxume DNSZ gaHHble,
coctosawume n3 ogHmnx 0, He coxpaHsitoTea B FIFO. 3To nomoraeTt otcemBaTh Bce idle data Ha WwnHe
HyperTransport. MNonyyatowmecs data traces asnsatotca time-stamped cepuen 32-6MTHbIX words.

Camon TpygHow yactbito agnsanHa FPGA data logger 6bina kanvbposka delays Ha input paths. Delay
calibration 6bina BbINONHEHa € NCNOMb30BaHMEM ocuuniorpada ans 30HANPOBaHNSA ManeHbKoro OkHa
OaHHbIX Ha wnHe HyperTransport. Wire delays u byte-wide rotations nogctpansanuce oo tTex nop, noka
30HAMPOBaHHbIE AaHHble He coBnanu ¢ log data. 3Tomy npoueccy nomoran ToT akT, 4To BO Bpems idle
times pacnpocTpaHeHHas nocnenoBaTeflbHOCTb KOMaHA MOBTOPSiNach Ha LUMHE KaXKable HECKOMbKO COTEH
MUKPOCEKYHZ, 4TO cnyxwuno calibration reference.
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Onpep,eneHMe nopsgaka n nonsaApHoOCTU LWNHbI

®durHanbHbIN BbI3OB NOCIE NTOrMPOBaHMSA OAHHbIX - BbISICHUTb NOPSAOK CMrHanoB Ha wuHe HyperTransport
n nx nonsipHoctn. ObpaTuTe BHUMaHME, YTO XOTS ABa CaMbIX BaXKHbIX cUrHana wuHbel HyperTransport Ha
MaTepuHckon nnate Xbox nognucaHsbl A8 Hac, OCTaBLUMECs BOCEMb NUHUA AaHHbLIX UMEIOT
HEOAHO3HaYHYH NOMAPHOCTb U NOPSAOK BMTOB.

[MpaBunbHas NONAPHOCTb BOCbMU CUrHaNoB AaHHbIX Obina onpegeneHa HabnogeHnem wabnoHa 6utos
idle bus data. LLnHa HyperTransport npoBoant 6onbLuyto YacTb BpemeHu B idle state, Tak uto 3710
HeTpyaHo. Ecnu idle pattern gomkeH ObiTh all Os, Toraa no6as bit position, nokasbiBatoLwasica kak 1,
UMeEeT MHBEPTUPOBAHHYIO MOMSPHOCTbL. ITO ObINO NcnpaeneHo B hardware BcTaBkon inversion term B
FPGA Ha cooTBETCTBYHOLLEM NPOBOAE.

OnpegeneHue npaBuIbHOIo Nopsaka butos, ogHako, HAMHoro TpyaHee. PaboTtas B npegnonoXeHun, 4to
OaHHble, Nnpuxoasine Yepes WuHy HyperTransport, JOMKHBI B 3HAYUTENBbHOW YacTy NPUXOAUTL M3
FLASH ROM, 6bin BbinonHeH 1's count Ha byte by byte basis. Teopusi cocTounT B TOM, YTO NOPSAAOK LLUNHbI
siBnsieTcsa pure permutation, To ecTb UMcno ABouYHLIX 1 B BanTe coxpaHaeTcsa Mmexay AaHHbimu FLASH
ROM 1 paHHbIMK, 3axBadveHHbIMK logger. LLabnoHbl 1's counts Gbiny BbIPOBHEHBI APYT C APYroM, YTOObI
onpegenutb candidate regions of correspondence mexagy FLASH ROM u logged data. K cyacTbto, nepsbie
Heckonbko words, npuxogawmx Yepes wnHy HyperTransport, senstoTca HekoTopbiMu chipset-specific
initializations, pacnonoXeHHbIMX pAgoOM € HWXKHeN YacTbio FLASH memory, noatomy nouck Habopa
patterns, koTopble NPaBUNBHO BbIPABHUBANUCL, HE 3aHAN CNULLKOM MHOro BpemeHu. Habop bytes ns
kaxkgoro ROM u logger 6bin cBeaéH B Tabnumuy, 1 ¢ NOMOLLbI0 KOpoTkon C-nporpaMmmel ctonbupl 6utos
TpaHCMOHUPOBANUCh, Noka He Obin HangeH NopPSAoK, MPU KOTOPOM Bce row values coBnanw.

OcMmbicneHue 3axBavYeHHbIX AAaHHbIX

Tenepb, Koraa KoppekTHble data traces nseneyeHsbl, octaeTcs npobnema paclundpoBKN CMbICNa BCEro
atoro. MNpexae Yem AaenaTtb 370, AaBanTe Pe3loMUPYEM, YTO Mbl 3HAEM O AaHHbIX, COBPaHHbIX 40 CUX Mop.

» Temporal correlation. 3anornpoBaHHble AaHHbIE B MAKPOCKOMNNYECKOM MacluTabe fOMmKHbI UMETb
CUITbHYI0 BPEMEHHYHO KOPPENSALMIO C OXNOAEMON NOCNEA0BATENBHOCTLIO COOLITUI MHULMaNM3aLnm:
jam table initialization, 3aTem decryption step, 3atem execution from RAM. O6nactu log traces,
COOTBETCTBYIOLLMNE KaXOOMY U3 3TUX COOBLITUIA, MOXXHO ONpeaenvTb, NPoCTo Habnwaas, korga
npoucxogat 6onblimne bursts of activity, 3a koTopbiMu criegytoT 06nacTy TULLUHBI.

* Transaction lengths. Nockonbky npoueccop Pentium nmeeT n data cache, u instruction cache, Bce
fetches Ha wuHe HyperTransport Kk FLASH ROM unu ckpbitomy boot ROM fosmkHbl npuxoanTtb B
bursts of traffic YeTHOI ANWHBI.

» Guaranteed ordering. CobpaHHble AaHHbIe time stamped u XpoHONOrMYeCKn KOPPEKTHbI, MO3ITOMY eCrnv
nepByto MHCTPYKUMLO, fetched B reset vector, moxxHO naeHTudmumpoBaTh B data logs, nonoxeHune n
CTPYKTypa OCTaBLUNXCH MHCTPYKUMIA MOTYT ObiTb BbIBEAEHDI.

M3HavanbHO 51 npeHebper NpoBepKOM MaKPOCKOMMYECKOW OpraHmM3aumnmn AaHHbIX, NPUXOASALLNX Yepes
wuHy HyperTransport, n 3To co3gano MHe HekoTopble Npobnemsbl. YnpoueHHas block diagram logging
machine Ha pucyHke 8-7 npegycmatpuBana 6ol reset log FIFO kaxagpbivi pas, korga reset BbinonHsaeTcs Ha
wuHe HyperTransport. 370 KaXxxeTcs XOpoLLen naeemn, OAHaKo N3HAYaNbHO S HENPaBWUbHO NPEANONOXMI,
41O reset WuHbI HyperTransport BbINOMHAETCS TONbKO OAMH pa3 nNpu nogaye nutaHus. B peansHocTn
reset WnHbI HyperTransport BeiNnonHAeTcs BTOpoK pas nocre wara jam table initialization. MNoaTtomy, koraa
A BNepBble Hayan CMOTpeTb traces, Bce, YTo 4 Buaen, 6bino encrypted data nntoc pocceinb Koaa, HU4ero
13 4Yero Henb3si ObINo pearnbHO BbIPOBHATb KakMM-nMbo nornyecknum obpasom ¢ boot vector.
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MpencTtaBbTe, Kak aTo ObINO paszodapoBkiBatoLle! A coenan war Hasag v Habnogan cobbITUS LWKHBI
HyperTransport Ha ocumnnorpade ¢ pasBepTkon B MUNNNCEKYHAAX Ha AeneHuve. A ysuaen, 4to 6bin
bonee paHHU reset pulse, n nocne HacTporiku trigger mechanism Ha 3axBaT TONbKO NepBoro pulse boot
instruction 6110 nerko ngeHTdULMpoBatb. LecTHaguaTte 6anToB nNo agpecy OXFFFF.FFFO B secret
ROM okaszanucb ngeHTU4YHbI TeM Xxe wectHaguatn 6antam Bo FLASH ROM. C atoro momeHTa 5
OTCNnexuBan Tekyllee 3Ha4YeHne program counter, BbINOSHAS MHOMO rpA3HOro tracing u disassembling ¢
bookkeeping, 4TobbI 1 MOr NoMecTUTb kaxabiv instruction block B npaBunbHoe Mecto B namaTu. Kaxabiv
cache line fetch coctoan us 16 nnun 32 nocneposatenbHbIX bytes namaTun, 4To AaBano xapakTepHbln time
stamp pattern data logger, nomoraeLuni npoueccy reverse engineering.

Ewe UHCTPYMEHTbI pemMecria: MHCTPYMEeHTbI aHarin3a nporpaMmmMmHoOro obecne4yeHus

B kakon-TO MOMEHT BaLUNX XaKePCKNX OMbITOB Bbl HEU3OEXKHO CTONKHETECh C HEOOXOANMOCTbIO
aunsaccembnupoBaTtb ko assembly language. MeHst NO3HAKOMUAN C OTIMYHBIM MHCTPYMEHTOM 151 3TON
paboTbl HekoTopble Apy3bs software hackers B ssHBape 2002 roga, Korga s BbIMOSHAM reverse engineering
6esonacHocTn Xbox. MHcTpyMeHT HasbiBaeTcs «IDA Prox or lifak Guilfanov, npogaetcsa DataRescue
Corporation (http://www.datarescue.com/idabase/). IDA Pro cnocobeH ansaccembnmpoBaTb HE TONbKO
x86 code, HO 1 orpomMHOe pa3Hoobpasue koga embedded processors. Kavectso BbiBoga IDA Pro Takke
OYeHb BbICOKOe: code segments aBToMaTUYECKM aHHOTUPYIOTCS U OpraHusytoTea Ansa yntaemoctu. IDA
Pro Takke nmeeTt WMpokMin Habop nonesHbix 1 3abaBHbix tools. HekoTopble 13 MoMX NOOUMMBIX BKITHOYAOT
cnocobHocTb aBToMaTmdecku pattern match code library signatures c function calls n cnocobHocTb
nepexoauTb Mo jumps HaXxaTueMm KrnasuLLn.

OpyrMm MHCTPYMEHTOM, KOTOPbIN Gbin BecbMa yaobeH Bo BpeMs code analysis, 6bin HackMan. HackMan
- freeware ot TechnoLogismiki Corporation (http://www.technologismiki.com/hackman/). HomnHanesHo 310
«hex editor», To ecTb file editor, no3sonsaWMA HaNpsIMyO MaHUMyNMpoBaTb binary data, HO y Hero ecTb
MHOXECTBO YHUKarnbHbIX BO3MOXHOCTEN, BbIXOAALLUMX Aaneko 3a npeaens! npocToro editing. Hanpumep,
HackMan nveet BcTpoeHHbIn disassembler. Disassembler He Takon mMoLHbIR, kak IDA Pro, HO oH
interactive ¢ hex editor. 310 Nno3Bonuo MHe GLICTPO TecTupoBaTb candidate cache lines Ha valid code,
noka s tracing through data logs, ogHoBpeMeHHO cobupast comHanbHbIN binary image secret ROM.

lMocne HeckonbKMX YacoB NpocemBaHus traces B nonckax cache lines y MeHs1 ObIno 4oCTaToOvHO KOAa,
4yTobbI NogaTh ero B disassembler. (Cm. 6okoBYO BCTaBKy 06 MHCTpYyMEHTaxX aHanu3a nporpaMmMHoro
obecneyeHnst 4nst AONOSTHMTENbHOM MHdopMmauum o disassembler, KOTOpbI 1 UCNONb30Bar.)

Mocne HekoToporo data massaging 1 CyLLeCTBEHHOM NOMOLLM OT Heckonbknx on-line hacker friends mbl
onpegenunu, 4To ncnonbayemsbin wudgp - RC-4/128. RC-4 - symmetric cipher, n knto4 gomkeH 6bin
XpaHuTbes rae-1o B Xbox, HO y MeHst BbInu TPYAHOCTU C NOMNbITKOM naeHTMdnumMpoBaTh kniod B data
stream. Knitou, kasanocb, 3aHuman cache line fetches, kotopbie 6binm shared ¢ kyckamu koga, KoTopble B
TO BpeMms 9 He mor mapped to a definitive location.

MockonbKy HOYb 3aTsArMBanach, a 1 ycrtaBan cMOTpeTb Ha hex digits, 4 pewwumn nonpoboBaTk KOe-4To, YTO
HMKorga He JofmKHO Bbino cpaboTaTth. A agantuposan nporpammy pactumndgposku RC-4, ytobbl
pacwmndpoBbiBaTh target image Bo FLASH ROM c ncnonb3oBaHueM krtova, derived from sliding window
BHyTpu data log. 310 foBONLHO brute-force-noaxon, NOckonbKy OH TpebyeT AecsaTkM Tbicsay decryptions
(no ogHom ans kaxgoro byte B log) Ans novcka no Bcemy data stream. A aBTomaTnsmpoBan npouecc,
Hanpaeue output RC-4 decryption B histogram routine. Ecnu kntou He coBnagan, output gomkeH 6bin 6bITb
cTtatuctnyeckn «white». Opyrumn cnosamu, histogram output gormkeH Obin nokasaTb, YTO Bee values
npumMepHo equally probable ansa Hecosnagatowero kntova. OgHako ecnu KoYy 6bin NpaBubHbBIM,
histogram gomkeH 6bin 6bITh biased, ¢ HekoTopbIMK values 3HauUMTENbLHO Gonee NoNynsipHbIMKU, YEM BCE
ocTanbHble values.
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B KOHLIe KOHLOB 51 3aKOHUYUI nporpammy trykeys ang BbinonHeHus atoro brute-force search okono 5 AM.
C MyTHbIMM rria3amu 1 yctarnbli, S pewwmn gatb nporpamme test run nepeq t1em, kak 6pocuTb BCE HA HOYb.
MpencraBbTe OLWENOMIIEHHOE BbipaXeHne MOero nuua, Koraa s CMoTpen Ha output nporpamMmbl, Moka oHa
nepemManbiBana candidate data stream:

$ ./trykeys.exe ms4.bin binout.full

O6pas3 FLASH ROM HasbiBaeTcsa ms4.bin, a binary data logger trace HasbiBaeTcsa binout.full.
Mporpamma trykeys naeHtuduumpoBana ctatmcTnyeckn otnuyatoytoca histogram (co cpegHum
3Ha4veHneM 96 n mmHMMansHon BelicoTon bucket 5) ana pacwndposkn ROM image ¢ ucnonb3osaHueMm,
Kak test key, AaHHbIX, HaunHaoLWmMxcsa co cMmeweHunsa 8745. 3atem s nsonuposan candidate key 13 data
stream n npoaHanuaupoBan paclundpoBaHHbIi output ¢ ncnonb3oBaHmeM candidate key. Output
BbIFNSA4en Kak pearnbHbli, KOPPEKTHBIN KOA. A Hawen KN4 B CKpbIToM boot sector, xpaHswemcs B
Southbridge chip! Yepes Heckonbko AHEN, NOCre TOro kak 4 HEMHOIo Nnocnan v HarHan LKOMbHYH paboTy,
51 3aKOHYUN KOpPPEKTHbIN aHanu3 data stream n cobpan image Bcero secret boot sector.

Mmesn RC-4 key cekpeTHoro boot code Ha pykax, s nony4umn cnocobHocTb reHepupoBaTb FLASH ROM
images, koTopble MOrnu 6biTb NPUHATHLI N6bLIM Xbox Toro BpemeHu. Crnieactene B TOM, YTO BeCh trust
mechanism Xbox MOXHO 6bIf10 HapyLWKUTb, NPOCTO Nepeonpenenve unu samendns ROM Ha MaTepUHCKOM
nnate Xbox. 3To gocTuraeTcs ncnonb3oBaHnem test structures, npegoctaeneHHbix Microsoft ans
nepeonpeneneHns FLASH ROM Bo Bpems Npon3BoACcTBa B LieNsSX TECTUPOBAHUA 1 anarHocTuku. Xbox
OOIMKHbI CXOOUTE C NMPOM3BOACTBEHHOW NNHWMN CO CKOPOCTBIO OOWH KaXable napy CekyHa, Mo3TomMy
Microsoft cnpoekTtupoBana Habop quick-connect test points, nossonstowmx FLASH ROM override.
CnocobHocTb 3arpy3uTecs B alternate ROM image ueHHa ans 3anycka production test programs c
ncnonb3oBaHuem native Xbox CPU. ®duanyeckas cTpyktypa peanunsaumm nHtepderca Xbox LPC
Mo3BoMsieT NOMb30BaTENSAM, a TAaKKe KOHTPaKTHOMY npoussogutento Microsoft, yctaHaBnvBaTb
npaeunbHo cnpoektupoBaHHoe FLASH ROM override device 6e3 kakon-nnb6o namku.

IOpmJ,qucxue BbI30BbI B3J1IOMa

OrnagpiBasice Ha3ag, B3nom Xbox Obin MeHee TpyAeH TEXHUYECKUN, YEM coumanbHO 1 topuaundecku. MNocne
N3BMneYeHns cekpeTHoro knoya u3 Southbridge chip s BCTpeTuncs co CBOUM Hay4YHbIM PYKOBOAUTENEM,
Prof. Tom Knight, B8 MIT Artificial Intelligence Laboratory, 4tobbl 06cyamTh cBOM pesynbtaThl. Mow
pyKOBOAUTENb yKa3arn, 4To Mosi paboTa, BO3MOXHO, HapywaeT DMCA, nostomy oo nybnukauum Ml
cBsa3anuch ¢ lopugudeckum otaenom MIT 3a koHcynbTaumen. MIT Legal B kKOHLE KOHLLOB OTBETUST, UTO
DMCA genaet geno CnULKOM PUCKOBAHHBLIM M YTO 51 AOMMKEH NyGnNmnkoBaThCs kak YacTHOe Nunuo,
HeCMOTps Ha To YTo Mosi paboTa 6bina BelinonHeHa B MIT kak yacTb MOero uccrnegoBaHus computer
architecture. A1 oTyasncs, gymas, 4To HUKOr4a He cMory Nno3BonuTb cebe opucTa n HUKorga He cmory
onybnukoBaTtb CBOU pe3ynbTathl, HO 3atem Prof. Hal Abelson cBsasan mens ¢ Electronic Frontier
Foundation (EFF). B pesynbTate Lee Tien u Joe Liu n3 EFF n Boston College 6b1nv Ha3Ha4YeHbl nomMoratb
MHe nybnukoBaTb Moo paboTy. MNocnenoBanu mecsiLbl 06CyaeHUA U NO3NLMOHMPOBaHUS. JTO Obina
BbuTtBa Ha ABa (ppoHTa: Mbl AOMKHbI Bbinn yoeants MIT npuHATL paboTy, OAHOBPEMEHHO NbITasdAChb
ymmnpoTteopuTb Microsoft. Yepes yeTbipe mecaua MIT kanuTynmpoBan nocne o6o4pstoLLero review Moen
paboTbl Microsoft n nogaenstoLLen NogAEPXKKA MOUX Konrer u npodgeccopoBs no nabopatopumn. MIT
peLnn, 4To s Mory nybnukoBaTb CBOK paboTy kak cTygeHT MIT, BMecTo Toro 4tobbl AenaTb 3TO Kak
Hes3aBKCKMMas CyLLHOCTb. PesynbTaTtoM natu mecsiues opuandeckoro stalemate cran technical
memorandum Al Laboratory, 3a kKoTopbIM nocnegoBana akagemmyeckasi npeseHtauus paboTtbl Ha
koHdepeHuun Cryptographic Hardware in Embedded Systems (CHES) B aBrycte 2002 roga.
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XOTSl KOHEeL, 3TON UCTOPUU MOXET ObITb CHACTNMBLIM, BCE MOTIO ObiTb COBCEM UHAYe, ecnu Obl He
noaaepkka Moero pykosoauTens, moen nabopatopumn n TanaHTnmebix topuctos EFF. DMCA nposogut
He4YeTKyt NMHUIO Mexay rogue hacker m legitimate researcher; BoamoxHo, 6e3 ogobpenus MIT s He cmor
6b1 yooeneTBoputhb research exemption DMCA, n moe uccrnegoBaHue HuKorga He Obino Obl
onybnunkosaHo, nnu oHo Morno 6l BbITb onybnvkoBaHo u ocnopeHo Microsoft. CBoboga cnosa oTHOCKTCSA
KO BCEM, @ He TOMbKO K TeM, KOMy MOBE3M10 cMaeThb B ivory towers yBaxaembIX akageMnyecKknx
yupexaeHun. EcTe 6ecumcneHHoe MHOXECTBO OpYrux, KTo Takke pabotan Hag Xbox ¢ OTiMYHbIMK
pesynbTaTtamu, HO UX ronoca HaBcerga ocTaHyTcs MonyaTh 3a 3aHaBecom DMCA.

OueBungHo, cnocobHocTb NepeonpeaennTtsb trust mechanism, ucnonssyemsinn B Xbox, UMeeT nunkue
topnanyeckne nocneacTems. XoTs MOMM HaMmepeHueM 6bino B OCHOBHOM YAOBMETBOPUTL CBOE
NoOOoNLITCTBO 1M BO BTOPYHO o4epeb 3anyckaTb COOCTBEHHBIN KoA Ha Xbox B pamkax Mowux fair-use rights,
Apyrve niogn NMeLoT XenaHue KONMpoBaTh Urpbl, a Takke N3MEHATb 1 NepepacnpoCcTpaHAThb
3almLLEHHBIN aBTOpckMM npaBom kernel code Microsoft. Mockonbky wndp cnen kK CBoemy NPUMEHEHNIO,
n3erneveHne RC-4 key BkntoyaeT Bce NpUITOXeHUs oanHakoBo. B pesynbTtaTe s cBssancsa c Electronic
Frontier Foundation (EFF), 4to6bl OHM nomornun mHe pas3obpaTtbes ¢ OPUANYECKUMU BONPOCAMMU.
KOpuanyeckuin npouecc MeAneHHbIN 1 TshXernoBecHbIN. A n3enek knod B oeepane 2002 roga, u
noTpeboBanocb NOYT 4O MIOHS, Npexae YeM MHe paspeLunnm onybnukoBaTb pe3ynbTaTbl MOEro
nccrefoBaHus Ha NOAXOAsALWEM akageMnyeckoM hopyme.

Hukorga 9 He ucnbITbIBan CTOMNbKo Wyma ns-3a 128 bits. Digital Millennium Copyright Act (DMCA) of 1998
HaBcerga nsmeHun naHgwadT annapaTHOro B3rnioMa. Reverse engineering paHblLue 6bi 3alMLLEHHBbIM
OEeVCTBUEM, CHMTABLUMMCS YacTbio TOrO, YTO AeNaeT PbIHOK 300POBbIM U KOHKYPEHTHBIM. Tenepb BO3HS C
KpunTorpacuyeckon cucteMmorn 6esonacHoCcTn n ee obxop Ans ocyllecTrneHus Bawwumx fair-use rights B
NPMBaATHOCTN COBCTBEHHOrO AOMa MOXET NPUHECTM BaM TbICAYM LONMapoB wTpadoB u lawsuits. A
HacToATeNbHO pekoMeHayto npounTaTh rmaey 12, «Caveat Hacker», 4To6bl Bbl MOHMManu ceou
topugudeckme npasa u 06a3aHHOCTH.

Be3sonacHocTb yepe3 HeACHOCTb

TexHuka, ncnonb3oBaHHas Microsoft B nepeoi Bepcum 6esonacHoctn Xbox, ABNAETCA OTNUYHBIM
npumMepom security through obscurity. CuneHbii wndp, RC-4/128, 6bin ncnons3oBaH Ans wWndpoBaHnus
ROM image, 4To6bl NnpegoTBpaTnTh aHanus cogepxumoro ROM unu cosgaHue cobeTBeHHbIXx ROM.
OpHako RC-4/128 - symmetric cipher, uTo o3HauaeT, 4uTo Xbox gormkeH cogepxatb decryption key, Takke
npuroaHbIn Kak encryption key. 3toT decryption/encryption key - BaxHbin coparmeHT nHdopmalmm, buried
inside secret boot ROM. CokpbITne aToro kntovda - security through obscurity: kak TONbKO KMoy HangeH,
Wwndp TepSET CMbICN K BCA 6e30nacHOCTb NoTepsiHa.

HacTtosiwasa 6e3onacHocTb TpeboBarna 6bl, YTOObI Nofnb3oBaTeslb UMEN AOCTYN K KaXKOOMY OTAENbHOMY
parmeHTy Xbox 1 BCe paBHO He MOr 3alingpoBaTb COBCTBEHHbIN koppekTHbIM FLASH ROM image. 310
noapasymMeBaeT, YTO KaKOM-TO CEKpeT JOIMKEH XpaHUTbCs BHe Xbox. Kpuntorpadus ¢ OTKPbITbIM KIHOHOM
Obina n3obpeTeHa MMEHHO Ansi Takoro cueHapus. Ecnm 6bl Microsoft ncnons3oBana wndp ¢ OTKPbITHIM
KNoYoM ansa wudposaHuna nnu nognmck boot code Xbox, Toraa s3HaHue Bcero cogepXxmmoro secure boot
ROM 6bIno 661 6ecnonesHo, NOCKOMbKY rMaBHbIA CekpeT, private key Microsoft, octaeTca 6e3onacHo BHe
Halllel JOCsAraeMocTh B KakoM-Hnbyab xpanunuiie B Redmond, Washington.

OpHako ecTb 1 NoNoXuTenbHasa ctopoHa. Cnegytowas rmaBa NpeacTaBnsieT HaxoaKkM MOUX KOMner,
MHOIMe U3 KOTOpbIX BKIOYaOT 0OHapyxeHue back doors B nocnegoBatenbHOCTM UHMLManu3aumm Xbox.
OT1un backdoors nossonsT BaM 3anyckaTb COBCTBEHHbIV ko Ha Xbox 6e3 BkntovYeHusa goctyna K
3aluLLEHHBIM aBTOpCKMM npaBoM works Microsoft n 6e3 BkntoueHust konnposaHua urp. Cnegyrowas
rnaea Takxe npegcraBuT Xbox security version 1.1, koTopasi 6bina B3romMaHa BCEro 3a HECKOMbKO AHEWN
Andy Green B UK.
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NnaBa 9. NpobpaTbca Yepes YepHbIN Xoa

MonHbIV ArManasoH XM3HecnocoOHbIX aTtak Ha Xbox CRULLKOM MHOroYmcrieH, YTobbl onMckiBaTh €ro B 3TON
kHure. Xbox ocHoBaHa Ha apxutektype PC, CrioxXHON, SBOSMIOLMOHNUPOBABLLEN apXUTEKTYpe, n3HadyanbHO
CnpoekTnpoBaHHOM 6e3 Mbicnn o0 BesonacHocTn. MHOrMe Knaccnyeckre annapaTtHble AbIpbl
6esonacHocTn, ucnonb3yemble xakepamu smart card, Takve kak modulation power supply, sideband
attacks u clock glitching, Hackonbko MHe ussecTHo, Ha Xbox gaxe He 3aTparmsanuce. (bonbLie
nHdopmaumm o6 aTux crnabocTsix 6€30MacHOCTU MOXHO HaWTU B MaTepuanax KoHgepeHuum
Cryptographic Hardware in Embedded Systems (CHES), B cepuu Lecture Notes in Computer Science
(Springer-Verlag).)

K coxaneHuto, NnponsBoauTenu KoHconen n sawmeHHsix PC He o6ecnokoeHbl annapaTHbIMK
cnabocTammn 6e3o0nacHOCTH, MOTOMY YTO annapaTHble aTakm «CIIMLLIKOM TPYAHbI ANsl CpeaHero
notpebutensay 1 NO3ToMy NpeacTaBnsaoT Manyto yrpody. XoTs BEPHO, YTO UccredoBaHWe aTtakm Tpebyet
YMENOro xakepa C npaBuiibHbIMU MHCTPYMEHTaMU, peannsaumnsi aTakm MoxXeT ObiTb OYEHb AeLLeBOV U
nerkon. MHe BCnOMWHaETCA NpuUTYya, rge MexaHuK, Bbl3BaHHbIA MOYNHUTL BaXKHbIN KYCOK CITOMaHHOMO
0obopyaoBaHnst, TPATUT Yac Ha U3ydeHne CUTyaumMm U PEMOHTUPYET MaLUMHY, NOCTy4YaB MO HEN TOYHO B
npasunbHoM MecTe. Monyyne cyeT Ha $1,000, Bnagenblbl MalWHbLI TPEBYIOT OB BSACHUTbL, NOYEMY
NoCTyKMBaHMe CTOUT Tak goporo. MexaHuk otBevaeT: «[MoCTyKnBaHUe CTOUT AecaTb LleHTOB. 3HaHue, rae
noctyyatb, ctout $999.90.» Cneacteme 3Tol NPUTYM B TOM, YTO BbIMOSHUTL NOCTYKMBAHWE AN peMOHTa
MaLUMHbl MOT Obl KTO YrOAHO, UMEst KOHKPETHbIE MHCTPYKLIMM.

ATaku 6e30MacHOCTM YacTo Takue xe: TPYAHO BbISICHUTL, NErko NoAennTLCA U peann3osaThb.
Mpoun3BoauTensm 3aluLEHHON annapaTypbl Takke crieayeT 6ecnokonTbCs 06 OCHOBHOM MPUHSATUAM
peakTUBHbIX NONUTUK K XaKepcKUM BTOpXeHMsIM. MHorve xakepbl paboTaloT TalHo 1 AepXKaT CBOW
MeTO[bl U Pe3ynbTaThl B TULLIMHE, YTOBbI MOCTaBLLMKM HEe MOrMK pa3paboTaTb NpaBuIbHbIE KOHTPMEPbI.
3TU xakepbl Takke noaaepkmBatoT GMGNMOTEKY M3BECTHLIX atak U back doors, packpbiBasi TONbKO MO
O[HOVi 332 pa3, TaK YTo MOCTaBLLMKM C peaKTUBHbLIMM NONUTUKaMK annapaTHol 6e3onacHocTy Bceraa
UrpatoT B JOrOHAKN.

Mpeablaywas rnaea onvcana Mot eavesdropping-ataky Ha mexaHuam 6esonacHocTn Xbox, koTopas B
KoHLe koHUoB aana RC-4 key, ckpbIThin B 61oke secret code. OTa rnaBa onmncbIBaeT HECKONBbKO APYIrmX
aTak, JOCTynHbIX Ha Xbox, KOTopble ObINv NpUAYMaHbl MOMMUW KOMJIEraMu, a Takke aTaky, BbIMOSIHEHHYHO
Ha nepecMoTpeHHON cxeme besonacHocTn Xbox, Aanee Ha3biBaemown security version 1.1.

‘-Ieprle XoAbl U Ablpbl 6e3onacHocTU

Knacc back door-atak Ha Xbox ncnonb3dyeT dpyHOaMeHTanbHyo crabocTb B TOM, Kak annapaTypa
nHuumanuanpyetcs secret boot code.

KOMMeHTapMﬁ O cornaweHnax mMmeHoBaHusA

Xakepckue coobLiecTBa YacTo nsobpeTtatoT COOCTBEHHY TEPMUHOSOMNNIO 1151 BaXKHbIX MOHATUI, KOTopasi
MOXET OTNIM4aTbCs OT coobLLECTBA K COOBLLECTBY U OT OTpac/ieBON CTaHAAPTHOW TEpMUHOMOrMK. Hike
npuBeaeH CMMCOK TEPMUHOB, NPUHATBLIX coobliecTBoM Xbox-Linux. JTlobble OTKNOHEHMS OT
TEPMUHOMOIKM, KOTOPYIO 1 UCMOMb3YH B 3TON KHUre, OTMEYEHbI.

» X-code: opcodes jam table; opcodes, ucnonssyemsie secret Southbridge (MCPX) boot ROM gns
MHULManu3auum annapatypbl Xbox.
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» 2BL: Second boot loader. 3To koA, koTopkin pacwmndposbiBaeTcs secret boot ROM. OH HasbiBaeTcs
second boot loader, TOTOMYy 4TO OCHOBHasi OTBETCTBEHHOCTb 3TOr0 KoAa - pacumdposaTth U
pacnakoBaTb kernel image.

* Flash Boot Loader: B security version 1.1 3To npomexyTo4HbIi boot loader mexay secret boot ROM u
2BL. FBL nposepsietcs lightweight hash npoTtus hard-coded value BHyTpu secret boot ROM. B
pesynbtate FBL Henb3sa namennts 6e3 nameHenus silicon MCPX. FBL oTBevaeT 3a npoBepky digital
signature Ha Bcex kpuTudecknx yactax FLASH ROM.

* Kernel: kog kernel Xbox. OH xpaHutca B FLASH ROM cxatbimM 1 3alumdpoBaHHbIM.

* Version 1.0 security: opurmHanbHas cuctema 6esonacHoctu Xbox, ncnonesaytowasa RC-4 encryption Ha
2BL.

* Version 1.1 security: BTopas cuctema 6e3onacHoctu Xbox, ncnonssytowas TEA hash gnsa nposepku
obnacrtenn FLASH ROM. Camas paHHsis manufacturing date, 3amedeHHas Ha kopobkax ¢ version 1.1
security, npumepHo asryct 2002 roga.

Ota cnabocTb NponcTeKkaeT M3 TOro gakTa, YTo annapaTHasa MHUUManM3aums BbiNonHAeTCH Yyepes
MoLLHBIN interpreter opcodes jam table, KOTOPbLIN XpaHWUT CBOM KOMaHAbl B HENpoBepeHHOM cleartext.

PucyHok 9-1. Opcodes jam table no oTHoweHuo kK octansHon FLASH ROM.

FLASH ROM contents (simplified):
jam table opcodes (unencrypted)
opcode argument 1 argument 2
opcode argument 1 argument 2

opcode == memory read/write, PCI read/write, IO read/write, etc.

2BL (encrypted)
kernel (compressed, encrypted)
decoy code

secret code (in Southbridge)

ATtakum Visor Jam Table

OpvH knacc atak Ha Xbox BknoYaeT MogmdurKaumio nocneoBaTenbHOCTY annapaTHon nHMuuanmnsanmn.
BcnomHuTe, 4TO annapaTHas nHuumanmnsaumsa Xbox BbINOMHAETCA NOCPeacTBOM interpreter opcodes,
KOTOPbIN Nofy4YaeT CBOU KOMaHAbl U3 He3almdgpoBaHHon Yactn FLASH ROM, Ha3biBaeMon «jam table».
Ce#a3b 3anucen jam table c octaneHo FLASH ROM unnioctpmpoBaHa Ha pucyHke 9-1. 3anucu jam table
XpaHATCS Kak Tporkn opcode, argl, arg2 okono cambix HM3kux agpecos FLASH ROM. JoctynHble
opcodes BkrtoyatoT yHKUMM memory read n write Ko BceM address spaces B apxutekType x86.
Mockonbky jam tables xpaHaTcs He3alwMdPOBaHHLIMU U HUKOTAa He NPOBEPSATCA Ha MoauduKaLuuio,
opcodes MoXHO BCTaBUTb B jam table, koTopble MoryT «seed» namatb Xbox rogue instructions unu
modified hardware state nepeg RC-4 decryption 2BL n3s FLASH ROM.

OpaHo npumeHeHne mogudmkaumm jam table - BocctraHoBuTh plaintext kernel 6e3 3HaHna RC-4 key. Xakep,
N3BECTHbIN TONbKO Kak Visor, nepBbIM onvcan MHe 3ToT noaxon. BoT kpaTkoe nsnoxeHune nogxoana Visor:

1. BarpyanTte Xbox 06bI4HBIM 06pa3oM. YacTb 06bIYHOIo Npouecca 3arpy3kv NOMeCTUT paclunpoBaHHbIN
kernel image B OCHOBHYO NaMsTb.

2. CoxpaHsia nutaHne Xbox, nepekntodnte cogepxummoe jam table FLASH ROM Ha anbTepHaTMBHYIO
Tabnuuy, KoTopasi KonupyeT 06r1acTn OCHOBHOW NaMsiTu B MECTO, KOTOPOE Nerko HabnoaaTb,
Hanpumep Ha wnHy FLASH ROM.

3. BoinonHute soft-reset CPU Xbox. OTo 3actaBnseTt annapartHyto re-initialization 6e3 cTtupaHusa 0CHOBHOM
namsTu.
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4. 3anvwmnte cogepXXumMoe OCHOBHOM NaMATN MO Mepe BbIMNOMHEHUS MOAMMDULNMPOBAHHON NporpaMmebl jam
table.

Dynamic switchover cogepxumoro FLASH ROM, Tpebyembiii Ha ware 2, MOXHO BbINONHNTL NOCPeaCcTBOM
ROM emulator unu ncnonb3sys oversized ROM ¢ nuwHummn address bits, nogkntoyYeHHbIMM K 6aHKy
nepeknoyaTenen.

Visor Takke onucan, kak jam table MOXXHO nCNoNb30BaTh Kak YacTb CAOXKHOIO Xaka Aris NofnyyYyeHus
KoHTpons Hag instruction pointer (IP) Xbox. YToBbl ny4lue NoHATL 3TOT Xak, Mbl AanblUe uccnegyem, kak
secret boot code obpabartbiBaeT cnyyan invalid FLASH ROM image.

Mocne pacwndposkn 2BL B FLASH ROM image secret boot code nposepsieT magic number B mecte
okono koHua 2BL. Ons invalid FLASH ROM image aT1o uncno He coBnagaet v 3actasnset CPU nepentu k
KOPOTKOM NocreaoBaTenbHOCTU MHCTPYKLUMIA, PacnonioxXeHHOW no agpecy OxXFFFF . FFFA. 3ToT Habop
WHCTPYKUUIA NpoAomKaeTca Ao caMoro nocnegHero agpecyeMmoro Mecra B omsanyeckon namatu, location
OXFFFF.FFFF. Kak Tonbko CPU BbINONHAET 3Ty nocnegHoo nHetpykuuto invalid ROM image, oH gomkeH
ynacTb 1 OCTaHOBUTb BbiNOSIHEHNE KU3-3a code segment boundary error, koraga IP rollover from
OXFFFF.FFFF to 0x0000.0000. OgHako 3Toro He npoucxoauT; Hanpotue, CPU cyactnmeo nbitaeTcs
BbINOMHWTL FHOOYI0 MHCTPYKLUIO, KOPPEKTHYIO MITN HEKOPPEKTHYHO, PACMONOXEHHYIO N0 aapecy
0x0000.0000. HoMMHanNbHO 3Ta UHCTPYKUMNA HekoppekTHa, n CPU Bce paBHO OCTaHaBnNuBaeTcs M3-3a
instruction fault. OgHako KOPPEKTHYIO MHCTPYKLMIO MOXHO MOMECTUTb Tyda BO BpeMs
nocriefoBaTenbHOCTM MHUUManu3auum jam table Xbox, ucnonessysa opcode memory write jam table. Takum
obpasomM, noepexgas unm ctmpas encrypted FLASH ROM image n mogudmumpys jam tables gns BctaBku
jump instruction k Bawemy cobcTBeHHOMY He3awmndpoBaHHOMy kogy BoO FLASH ROM, moxHO nony4unTb
koHTponb Hag CPU IP Xbox, Hukorga He kacasack wudpa unm niobor noxoxen technological measure,
effectively controls access to a copyrighted work. CnegoBatenbHoO, 3TOT XaK, BO3MOXHO, fieraneH no
DMCA. A roeBopto «Bo3MOXHO», notoMy 4To DMCA yacTo aBnsieTcs pacnibiB4aTbiM 3aKOHOAATENbHbIM
aKTOM, U cyAebHbIX NpeLeaeHToB A58 NPOSICHEHUS HEOQHO3HAYHOCTEN Marno. ApPryMeHT B MOMb3y
3aKOHHOCTW 3TOro NOAX0Aa COCTOUT B TOM, YTO HUKaKOM cyllecTBeHHbIN copyrighted code Microsoft
HWKOrAa He paclmngpoBbIBaETCA U He BINOMNHAETCA. EAMHCTBEHHOE UCKMNoYeHne - YyacTb secret boot
ROM, koTopasi 4oImKHa BbIMOSNHATLCA, NOTOMY 4TO oHa hard-wired B silicon Southbridge. Cwm. rnaBy 12,
«Caveat Hacker», ana 6onee rny6okoro obcyxaeHusi opuanyeckmx BONpPOCOB, C KOTOPbIMU CErOaHS
CTankvnBaeTCsl xakepckoe coobLlecTBo.

ATtaka MIST Premature Unmap

McTouHuk: npeseHTaumnsa Andy Green Ha 19th Annual Chaos Communication Congress o B3fiome
6e3onacHocTn Xbox.

YTobbI 3awmTnTL secret boot code Ha criyyan, ecnv xakep nony4mT KOHTponb Hag Xbox, secret boot code
B Southbridge chip unmaps itself Hesagonro go Beixoga. pyrumu cnoBamm, OH HaBcerga ckpbiBaeT cebs
OT CUCTEMbI, KOrfa 3akaH4nBaeT BbIiNosiHeHWe. [10aTomMy nonb3oBaTenbCckasi nporpamMmma, nbiTaloLascs
obpaTnTbes K tobomMy 13 BepxHux 512 bytes namatu, ysuant decoy block Bo FLASH memory BmecTo
secret boot code. Michael Steil, pykoBoantens npoekta Xbox-Linux, o6Hapyxun cnocob ncnone3oBatb
3Ty BO3MOXHOCTb.

Mpouecc unmapping BLINOMHAETCS 3anncbio B 0x8000 . 8008, hardware register B PCI configuration
space. basoBag cTpaTterus - BknioumTb opcode jam table, koTopbI NULLIET B 9x8000 . 8008 1 unmaps
secret boot code [0 3aBepLUeHMs NocneaoBaTenbHOCTM UHMLManu3aumm. MNMockonbKy K3l B 3TO BpeMs
BbIKITHOYEHbI, Npoueccop HadvHeT fetching n executing instructions 13 decoy block. K cuactbto, decoy block
MOXHO CBODOAHO MOAMULMPOBaTh, MOCKONbKY OH siBnseTca Yactblo FLASH ROM. OpgHako 3arso3gka B
TOM, yTO interpreter jam table 6nokupyeT 3anncu B location 9x8000 . 8008, Tak YTO 3TO HE JOIMKHO
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pabotaTb. OgHako bug B decoding PCI configuration space B Southbridge chipset 3actaBnsieT unmap
instruction responding to multiple aliased addresses. B yacTHocTw, bitfield «function» nrHopupyetcs.
MoaTomy 3anuch B 0x8000 . 8X08, rae X He paBHoO 0, Takke genaeT TPIoK, U 3TU 3anucu He GnoknpyoTcs
interpreter jam table. CnegoBaTeneHo, 4TOObLI NONy4nTh KOHTPONb Hag CPU IP ¢ ucnonssosaHnem MIST
hack, HyHO MmoaudmumposaTe decoy block Bo FLASH, utobbl OH cogepxan Bawl kof, 3atem obaButb
cooTBeTCTBYHOLWMI opcode jam table, yTobbl unmap secret boot ROM Bo Bpemsi annapaTtHom
WHMLManu3aumm.

Microsoft HaHoCUT oTBeTHbLIU yaap

OTtkpbITHe security holes nobyanno MHornx NpeanonoXxuTb, 4To Microsoft ObICTPO CMEHUT CBOKO CXxemy
©esonacHocTu. B aBrycte 2002 roga Xbox ¢ HOBOM MaTEPUHCKOW MNAaTon TUXO Havanm nosiBNATbLCSA B
AscTtpanun. lNepBoe odmumanbHOe CIIOBO O HOBOW cucTeMe 6€30MacHOCTM NPULLIIIO 13 MaroBEPOATHOIO
uctouvHuka: nVidia, nponssoanTens YUNCeToB, Ucnonb3yembix B Xbox. lNocne HenpumeyaTensHOro
BToporo kBaptana 2002 roga npegcrasutens nVidia ykazan 3To Kak NOCMNEAHIO U3 HECKONBKUX MPUYMH,
noyemy KsapTar npoLlen nioxo:

What we said about Xbox was that we reached a volume discount milestone, further reducing the
margins. And that we will be taking an inventory write off in Q2 related to the amount of Xbox
MCPs that were made obsolete when MSFT transitioned to a new security code (by way of the
MIT hacker) and excess in nForce chipsets that we built in anticipation of higher demand of
Athlon-based PCs.

- Derek Perez, PR Director, nVidia

WcTouHuk: ctatbsa The Inquirer, http://www.theinquirer.net/?article=4735.

O6paTtHasa pa3paboTka 6e3onacHocTu v1.1

WcTounuk: npeseHTtaums Andy Green Ha 19th Annual Chaos Communication Congress o B3rnome
6esonacHocTn Xbox.

KoHkpeTurka nameHeHuin security code He Bbina packpbita go okta6psa 2002 roga, Koraa xakep no MMeHu
Andy Green Hayan uccrnegoBaTtb nepsble Xbox version 1.1, goctynHele B United Kingdom. BHewHue
dumsmdeckne otnmudma mexagy Xbox version 1.1 n 1.0 Ha maTepuHckor nnarte 66Ny ToHkuMK: GPU
NMOMEHs CBOM BEHTUNSATOP Ha Gonee kpynHbi heat sink, USB daughtercard 6bina o6beguHeHa ¢
MaTepMHCKOMW nNnaTon, n otcytcTBoBana mukpocxema PLL clock synthesizer. Takke otcytcTBoBanu filter
capacitors TyT 1 Tam, HO HUYEro CyLEeCTBEHHOrO, Ka3arnocbk, He nameHunocs. [lansHenwee probing
nokasarno, 4To gplpa, ucrnonb3oBaHHas MIST attack, 6bina patched, Ho opcodes jam table 6binu
HeunameHHbl. LPC bus, kntoueBown vector ansa nonyveHms goctyna k Xbox, Takke npucytcteoBan u 6bin
HEU3MeHEeH.

Andy cmor n3sneds MCPX ROM 3a oavH geHb, Ncnonb3yst Npoueaypy, NpuaymMaHHyo ApYyruM Xakepom
no nmenun Asterisk. NpoLeaypa ncnonb3oBana HepPacKpbITy0 KOMOUHALMIO paHee NAEHTUDULUPOBAHHbIX
security holes n back doors. NepBoHa4aneHbI aHanu3 cogepxnmoro ROM BbisiBurn, 4to 6e30nacHOCTb
peanu3oBaHa pagukanbHo uHave. bernbin 063op Xbox version 1.1 nokasan, YTo cTapasi cxema security
through obscurity 6bina BeIGpoLLeHa 1 3aMeHeHa CxeMoW, KOTopas HOMUHarbHO Nosly4YaeT CBO
BesonacHocTb oT cunbl public-key ciphers.
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PucyHok 9-2. Xbox Security Version 1.1. O6nacTtu, KoTopble Hemnb3s n3MeHuTb 6e3 3ameHsl silicon MCPX,
3aLlTpUXOBaHbI CEPbIM.

MCPX Southbridge Chip:
Secret Boot ROM
Hardcoded hash value

FLASH ROM:
Flash Boot Loader + Public Key
Public Key Signed Hash
2BL (kernel decompress, decrypt)
Kernel Image
Jam Tables

hash-check intermediate flash boot loader against hardcoded hash value
hash-check critical ROM regions against digitally signed hash

jump to 2BL if hashes check out

decrypt, decompress and execute kernel image

A wWN PR

Peanusauusa Microsoft HoBol cxembl 6e3onacHocTu Gbinia, ogHako, HeMHoro counter-intuitive. Mockonbky
secret boot ROM BHyTpn MCPX ocTtaBancs Toro xe pa3smepa, 512 bytes, oHM He MOrnn yMmecTuUTb NOMHbIN
anropuTtm public-key digital signature BHyTpu secret boot ROM. BmecTo 3T0ro oHu Bbibpanu
ncnonb3oBaTb lightweight hash B secret boot ROM ans npoeepku o6nactn FLASH ROM, HasBaHHOM
Flash Boot Loader (FBL). FBL cogepxut koa (RSA cipher, SHA-1 hash, public key Microsoft u driver
program) gns digital signature verification FLASH ROM. FBL BbeinonHsaetca Toneko ecnu hash FBL mMoxHO
npoBepuTb NPOTUB constant, xpaHnmown BHyTpu secret boot ROM. Takum obpasom, FBL B Teopum cTonb
e immutable, kak secret boot ROM, gaxe HecmMoTps Ha TO 4YTO OH XpaHuTca B mutable FLASH ROM.

XoTs aTa cxema 3By4arna goBorbHO bulletproof, xakepckoe coobLiecTBo He caanock Tak nerko. OHu
nogpo6bHo nsyumnu hash secret boot ROM n o6Hapyxunu, 4to oH ocHoBaH Ha TEA, Tiny Encryption
Algorithm ot David Wheeler n Roger Needham n3 Computer Laboratory Kembpugxckoro yHusepcurteTa.
Franz Lehner, collaborator in the effort, otnpaBun query B newsgroup sci.crypt oTHocuTensHo cnabocrten
TEA hash.

B naTHuuy aHeM, 11 okTa6ps, Ha ux query oteeTunu. CtaTtba John Kelsey, Bruce Schneier n David
Wagner, npeacraBneHHas Ha CRYPTO 1996, ykasbiBana, uTo cipher TEA nmeet cnabocTtb B key
scheduler, roe kaxgbin key nmeeT Tpu related keys, KOTOpble MOXHO CreHepnpoBaTb MHBEPTUPOBAHUEM
onpefeneHHbix nap 6utos (3Ta cnabocTtb BMecTe ¢ cipher TEA nogpobHee obcyxaaetca B rnase 7). B
cy660Ty Andy Green onybnukoBan ato Ha XboxHacker.net:

Aw, I'm a mere mortal, my feet are definitely made of
clay.

OK, I don't think its giving too much away to say the
first 5 bytes of the region.

ffffd400: E9 83 01 00 00

This is a relative longbranch to @xffffd588

If I flip b31 of that as a DWORD (and flip its friend at
DWORD address +1 the same way) I branch instead to
0x7fd588.... Hmmmm that's, what, 8M up, where...

where

there's

RAM

Xcodes.. visor ram push method... (looks at MCPX for RAM
Write X-Code)

X-Code opcode 3 ... unrestricted

128



Hold on to your hat, boys! 1Its testing time!

(mviz, a marvelous and well-timed revelation, I feel
mysterious and invisble forces helping me along, for which
I am grateful!)

McTouHuk: posting from www.xboxhacker.net under the Xbox Hacker BBS -> Xbox Hacking (TECHNICAL)
-> BIOS/Flash ROM/Firmware -> News from the Xbox Linux Team, MS 'made a hash of it,' guts exposed.

Opyrumu cnosamu, related-key weakness cipher TEA o3HavaeT, uTo kaxayto adjacent pair of double
words B FBL MoxxHO MoamduumpoBaTtb Ha 0anH BUT, cambll 3HaYUMbIN 6UT, 63 Kakoro-NnMbo nameHeHust
resulting hash. Ota cnaboctb gana Andy u ero komaHae goctatoyHo breathing room, 4To6bl 3MEHUTL
target ogHol jump instruction Tak, 4ToObl OHa yka3biBana Ha location B OCHOBHOW namsATw.

Mpodunb: Andy Green

MoxeTe pacckasaTb HaM HEMHOro GonbLue 0 cebe 1 0 TOM, KaK Bbl MPULLIIN K XaKUHIy?

MHe 37, s xuBy B England, psigom ¢ Kettering B East Midlands, ¢ >xeHol, HalWIMMK YeTbipbMS AeTbMU U
OBYMS KOLLKaMMW.

A nHTepecoBarcs koMnbloTepammn NpuMepHo ¢ 12 neT, koraa mon 6pat kynun Commodore Pet. 3toT
1MHz 6502 3aHMMan MeHs Mecsilbl U MecsiLibl, MoKa S NbiTancsa nucatb cHadana BASIC-koa, HabpaHHbIN
13 XXypHanos, NOTOM Urpbl 4518 HETO; B KOHLE KOHLOB A Hanucan dgaHTactudeckyto character-cell Space
Invaders thing Ha machine code. Machine code - 3T0 korga Bbl dhakTuyeckn nporpammmpyete CPU
HanpsiMyto B hex; s 4O c1Mx Nop NOMHI0 pacnpocTpaHeHHble 6502 opcodes in hex. OTo GbINoO HAaCTONBKO
TPYAHOE ycunuve, 4YTo A peLuunn, YTo Mol creayoLwwmin npoekT dyaeT assembler, HanmcaHHbIM Ha machine
code. 1978 rog 6bin oo gHewn Internet: 1 He mor no3BonNUTL cebe KomMep4deckne assemblers, MOTOMy YTO
ObIn NpocTo pebeHKoM, 1 BOKPYT Hac He ObINo Mnofer, KOTopbix s 3Han Obl, 4TOObLI warez a copy from.

OT0 6bINO AOBOSBLHO Xarko, ecrnv roeopute 06 assemblers, Ho paboTano HopmManbHO. A Hay4urncst u3
3TOr0 LIEHHOCTM NpaBUIbHbIX UHCTPYMEHTOB: A MOT NMMcaTb HAaMHOro BbicTpee Ha Assembler, u uenble
BMabl OWNBOK - HanpumMmep, miscomputing relative branches by hand - nonHocTblo ncuesnu. 3atem y meHs
6bin komnbtoTep BBC Model B, n cHoBa MHe Gbino nHTepecHo aenatb tools 1 games. MHe npeanoxunm
scholarship B public school, Ho 5 0Tkasancsa n BMecTo 3Toro ywen 13 wkonbl B 16 6e3 gansHenwero
o6pasoBaHus. A 6bin BNOMHE JOBOSIEH TEM, YTO yunn cebs caM BCeMy, YTO MEHSI MHTEpPeCcoBaro.

A npogan HecKonbko games Anis 3Toro u gpyron nnatdgpopmbel 6502 nog HassaHuem Oric, 1 Ha 3TU AEHbIU
started up a company, making Assemblers and other development tools. No nytn 9 nsyumun C n C++, n
Kaxxablil pas, korga s NogHMMarncs Ha cnegyoLwmn ypoBeHb, Luenble maccbl bugs n timewasting miseries
ncyesann. 1o Kak Ta kapTuHka «Ascent of Man»: ot Neanderthal relative branch computation Kk Homo
Erectus c ero virtual functions.

MapannensHo ¢ 3TUM 9 Havan uccrneposats digital hardware design, onsatb obyyasi cebs yepes onbIT. A
obHapyxwun, 4to hardware u software - oBe CTOPOHbLI OAHON MOHETbI, XOTA B 06pasoBaHUmN OHU
paccmaTpuBaloTCsa NOMHOCTLIO 0TAeNbHO. Ha camom gene ato detail implementation, BbiGupaeTte nu Bbl
caenatb cBoto logical function B software unu hardware, unm B Hekotopon cmecu AByx. Hanuume Horu B
obownx narepsx gaet 6onble insight B npupogy design: Hanpumep, MOXHO ckasaTb, 4To C++ 3ammcTByeT
MHorue concepts 13 electronics B cmbicrie BaxxHOCTH interfaces.

Hesapgonro go Toro, Kak 3anHtepecoBaTbcs Xbox, s paboTtan B npuHagnexawen US komnaHum ¢ oonucom
B Oxford, BbINONHAS MHOXECTBO 3agay, HO nocnefHss 6bina designing smartcard silicon. XoTts design
ObIn nHTEepeceH u Tam B trenches paboTanu oTnNUYHbIE Noau, 9 cTaHoBUICA Bce Bonee despondent us-3a
nonuTukM n npobnem ¢ management. He nomorano v To, YTO, HECMOTPS Ha pacnpegeneHne mexay
HecKonbKMMM projects, MHe nnatunu 2/3 salary coTpyaHukoB B San Jose NpoCcTo NOTOMY, YTO £
6asnposancs B UK. U He 3acTaBnganTe MeHs HaunHaTb O patents, KOTopble OHW NOMy4MIiM oT MeHs 6e3
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reward. B nekabpe 2001 roga st o6Hapyxun, 4To integrity BaxkHee AeHer, resigned v pelumn BepHYTbCS K
paboTte Ha cebs.

A 6611 goBonbHO tenderized HEKOTOPBLIMKU HENPUATHBIMU EXPEriences Npu yXoae U3 3ToM KOMMaHuu; noka
S X NepeBapuBarsn, MeHs 3auenusia orpoMHas pasHuua B MMPOBO33peHnn mexay ugly, grabbing,
controlling instincts cpegHe komnaHum, BoBredeHHow B Intellectual Property, n npupogon GPL projects u
noaen, y4acTByOLWMX B NOOLWpPeHnn cmardeHmns patent and copyright laws. Co BpemeHem s Bce 6ornbLue
ctan BugeTb Microsoft n npegbigyLLyo kKOMNaHuio, B KOTOpoOW paboTar, B O4HOM CBeETE.

Mocne atoro g npountan o hack bunnie Ha Slashdot. A yutan o meTogax bunnie ¢ HekoTopbiMu tart
emotions. Mowu rnaBHble MbICY ObINK, YTO 3TO ObINO YEM-TO, YTO st MOT Obl cAenaTh, MOCKOSbKY S
ncnonb3oBan FPGAs, koTopble ncnonb3dosan bunnie, ¢ 1989 roga; BocxuiieHne NakoHNYHOCTbLIO aTaku; 1
[ocafa Ha cebs, 4YTo s He genan co CBOMM BpeMEHeM Yero-To HacTosbko e cool and interesting - n
cooTBeTcTBYtowero momm philosophical predilictions. BmecTo aTtoro s cugen tam, ymtan Slashdot, nun
Kocbe 1 Hu4ero He BHocUN. (B CTOpOHY: Aymato, 3TO AOBOSIbHO PacnpOCTPaHEHHbI ONbIT ANS MHOMMUX
yntatenen Slashdot - HemHOro 3aBmMgoBaTh 1M YyBCTBOBATb BbI30B, KOrda OHM YNTAKOT O Yyxux cool hacks.
Hymato, 370 06bACHAET NOCTOsIHHBIN background noise Tam N3 HacMeLLeK 1 BOMPOCOB, 3a4eM KOMY-TO
XOTeTb AenaTb Takylo Bellb.)

B TeueHue cneaylownx Hegenb 1 cobpan CToNbKoO HopMaLmn 0 BHYTpeHHOCTAX XboX, CKONbKO MOT;
Xboxhacker.net 6bin1 crucial gnst atoro. Tam xe a Bctpetun Michael Steil, korga HaumMHancst npoekt Xbox
Linux. [loBONbHO CKOPO A CMOr ONpPeaennTb UHTEPECHBIE projects, B KOTOpblE MO BHECTM BKIag,
Hanpumep npoekT Milksop. OnsTk e u3 atoro, ¢ nomoulbto Surferdude, MHe cTano BoO3mMoXXHO cobpatb
cambli nepBbin clean ROM, koTopein Mor boot and keep up the Xbox without being reset. No3xe aTo
ctano basis of the crom 1MB Linux n cromwell, clean ROM Xbox Linux. Mocne HavanbHbIx hacks un
designs 4 pelwun paboTtaTte NOYTM NOMHOCTLIO B HanpasneHuu uenu Xbox Linux.

MoxeTe pacckasaTb, noyemy Bbl xakepute Xbox?

Moyemy? Y Kaxxgoro pasHble NpUYMHbI, HO 1151 MEHS 3TO BbINo MOe MOHMMaHWe BO3MYTUTENBHOIO
antitrust behaviour Microsoft - deny everything, appeal everything, delay everything, a Tem BpemeHem
create and dump (MOTOMY YTO OHM NpoAaNTCS Hke cebecToMMOCTU) Ha PbIHOK MUIIIMOHBLI Microsoft-only
PCs - Xbox. NockonbKy Halm npeactasuTenn 3geck B Europe n U.S., kaxeTcs, He 3ab60TATCSA (BO3MOXHO,
Kak HegaBHO Obino B EU, noTomMy 4TO OHM NnaHMpytoT nonTtun pabotatb Ha Microsoft n take their silver
pieces), Ob1n10 Bbl YeCTbIo ObITb YaCTbO NpoOKanbiBaHMSA 3TOro 3noro nnaHa bloated monopoly ¢
ucnonb3oBaHuem weapons GPL u Linux. £ 3Hato, 4To ntoau 3akpbIBaloT rnasa u gymaroTt o cBoux share
options, Ho decent people - a surely most of the people working there are this - gormkHo 6bITb TpygHO
paboTtaTb Ha Takoro monster.

MHe noseano nony4ntb napy contracts B 2002 rogy, KOTopble NO3BOAUAN MHE MPOBECTU NOCMEOHIO
YyacTb roga, paboTtas UCKNMIYMTENBHO Haf NogHATUeM nepsoro Linux kernel B crom u joBegeHneM
Cromwell go coctosiHus, roe oH mor control the main peripherals of the box n boot Linux from HDD or CD.
C Tex nop mos gons prize money Project A (cnacnbo donor Michael Robertson) no3sonut mHe
npogomkaTe pabotaTs full time, no KpalHek Mepe cnefyroLLMe HECKOIbKO MECSILIEB.

Ectb nn Yy Bac KaKOVI-HM6y,D,b COBET, KOTOPbIM Bbl XOTENN Obl nogenuTbca?

Mosi nocneaHsisi MbICHb - NOOLLPUTL Ntoae, 0COBEHHO MOMNOAbIX, CNyLlaTk CBOM MO3r, Koraa peyb UaeT o
Bellax, KoTopble UX MHTepecytoT. He GolTech KonaTbCs U NblTaTbCsA Y3HaTb O Bellax, KOTopble LennswoT
Ballle BHUMaHue. To YyBCTBO, KOTOPOE Bbl UCMbITLIBAETE, KOrda XOTUTE YTO-TO NMOHATL, CBOEro poaa
longing, - aTo cnoco6 Ballero Mo3ara ckasaTb Bam, YTO OH AyMaeT, YTO 3TO 3HaHWEe MOXEeT ObiTb NONe3HbIM
noaxe. Ecnu Bbl 4OCTAaTOYHO NPUCTYLLMBAETECH K HEMY, Y BaC XOpOLUME LaHChl 3HaTb NPaBUMbHYIO Bellb
B NpaBUbHOE BpeMsl, YTOObI caenaTh Kakylo-TO ManeHbKy pasHuLy.
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OT10 eguHcTBEHHOE location moxHo pre-load follow-up jump instruction o6paTHo B ntobor Kycok user code,
ncnonb3ys paHee obcyxaeHHble jam table codes. Xakepckoe coobLiectso Xbox cobpanocs B heroic effort
n Banomano Xbox security version 1.1 3a Tpu gHsa. OTaenbHoOe ycunve, He MeHee gobrniectHoe, Xecuter
Takke B3nomano security 3a ToT xe time frame.

lMepBas Moparnb 3TOW UCTOPUM B TOM, YTO 6E30MACHOCTb HACTONbLKO CUITbHA, HACKOIBKO CUITBHO ee caMoe
cnaboe 3BeHO. XoTs1 Mano comHeHun B robustness RSA cipher u SHA-1 hash gns uenen digital signature,
OHW He BbINN €ANHCTBEHHBbIMKU 3rieMeHTaMn cuctembl 6e3onacHocTu. Cipher TEA, ncnonb3oBaHHbIN 411
pacwunpeHus trust sphere secure boot ROM Bo FLASH ROM, umen flaws, koTopble NO3BONUNN Xxakepam
obownTu strong digital signature algorithms.

3T0 NpMBOAUT Hac KO BTopon Mmopanu: complexity breeds weaknesses. CrnoxHble cMcTeMbl TPYAHO
NpPOEKTUPOBAaTb, TECTUPOBATb M aHanManpoBaTb. Security version 1.1 gns Xbox, BeposiTHO, Gbina
peanu3oBaHa on a short fuse, noaTomy 66110 HEAOCTAaTOYHO BPpEMEHW ANSt aHanM3a CUCTEMbI Ha
weakneses. [lnbo Tak, nnbo Microsoft 3Hana o TEA weakness u cnpoektupoBana aToT back door B
CUCTEMY, YTOObI CHU3UTbL PUCK 3anepeTh cBon FBL B silicon. KaxeTcst AOBONbHO COMHUTENBHbLIM, YTO
Microsoft HamepeHHo Bknounna aToT back door, nockoneky moandukauma MCPX silicon - oueHb goporoe
npeanoxeHune (xota expense ended up on nVidia's books). C gpyroi cToOpoHbIl, CAOXHOCTU TPYAHO
nsbexatb. Mon pykosogutens B MIT, Tom Knight, ogHaxabl ckazan mHe: «There are two kinds of designs
in this world: those that are useful, and those that you can formally prove to be correct.» B HekoTopon
cTeneHn eanHCTBEHHbLIN cnocob obecnednTsb BesonacHocTb real-world system - caenaTb ee getanu
OTKpbITbIMU (HMKakow security through obscurity!) n nogseprHyTb cucteMy aHanmsy co Bcex CTOpoH. B
HEKOTOPOM CMbICIIe TLaTenbHbIA aHanm3 6e3onacHocT Xbox nposoauTca 6ecnnaTtHo anst Microsoft,
Bnarogaps xakepckomy coobLecTny.

Haxe ecnu 6bl Microsoft ncnonb3osana 6onee cunbHyto hash function B secret boot ROM, Bce ewye
CyLLEeCTBYeT ps XKMU3HeCNoCoOHbIX aTtak Ha Xbox, koTopble elle He 6binm onpoboBaHbl. MoXHO NpoBecTy
man-in-the-middle attack Ha wwnHe HyperTransport (cm. rnasy 8), overdriving signals carefully timed
pulses. 3Ta aTtaka AOBOMBLHO NpPOCTa B peanu3aunn, NOCKOMbKY Kaxaas Aopoxka WuHbl HyperTransport
nmeer test point, BUANMBIN CO CTOPOHBI KOMMOHEHTOB MaTepuHckoun nnaTel. MNonHoe hardware solution
Bkrtovano 6el FPGA Ha nnate c test connectors B ctune «pogo pin» bed-of-nails. 3Ty nnaty MoxHo
npwxaTb K 3TuM test points 6e3 kakon-nMbo nariku. [ipyras ataka, npegnoxeHHas mHe Adi Shamir Ha
koHdepeHuun CHES, coctout B ncnonb3osanum timed glitch B8 CPU clock nnu power supply, 4Tobbl
HapywuTb pac4yeT jump target address. Takol T1n atakn ycrneLuHo NPUMEHSNICS K npoLeccopam B
cryptographic smart cards. OnsTb e, Takon TUN aTtakM MOXXHO peanu3oBaTb JOBOJSILHO NIErko 1 AeLleBo
kak user-installable module. (MmewiTe B By, 4to HamHoro 6ornee WNPOKUI AnanasoH atak OCTyMNeH
XaKkepam, ecrnu uernb - O4HOKpaTHoe npeogoneHne 6e3onacHOCTV A4S BOCCTAaHOBMEHUS, HanpymMep,
secret key nnu 6noka critical code.)

Yrpo3sa 4YepHbIX Xo040B

Kak npogemoHcTpupoBana aTta rrnaea, Nnomck back doors - npakTu4HbIN MeTO aTakm Ha
KpunTorpaduyeckn samieHHyo annapaTtypy. OTHOCMTENbHO BbICOKWIA MPOLIEHT ycrnexa HaxoXaeHns
back doors B Xbox 4acTnyHo obbsicHsieTca TeM, 4To Xbox npeacTaBnsieT NePBYO 3HAYUTENBHYIO NMONbITKY
nocrasLmka kpuntorpadmyeckm sawmtnte PC. HecmoTps Ha ypoku, ussnedeHHble us onbita Xbox,
OyayLme peanusaumm secure PC Bce elue pyCKyloT MMeTb annapaTHble weakneses 6e3onacHocTy,
nockonbKy Hacneaue PC - oTKpbITas U He3allyLleHHas annapaTtHas apxuTekTypa.

PC hardware cnoxHa, HO xpynka, n noctpoeHue chain of trust us Hee TpyaHo ns-3a aton brittleness.
dyHgameHTanbHO Kaxabin koMnoHeHT B PC cnpoekTtupoBaH kak «trusting» csoero physical environment.
Cneundmkauun nroboro kommepueckoro integrated circuit component sicHo 3asnstoT, YTo IC
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rapaHTMpoBaHHO paboTaeT B orpaHM4YeHHOM AnanasoHe temperatures, voltages, frequencies n gpyrux
conditions. Ecnu st maximum ratings HapyweHbl, Torga nosegeHue yctporncrtea «undefined», n Bce
CTaBKM CHATLI. BoNbLWKMHCTBO chip engineers gaxke He paccMaTpmBatoT NOMbITKY 3aCTaBUTb CBOU Circuits
gracefully recover from an out-of-range condition, nockonbKy 1 Tak 4OCTaTOYHO TPYAHO 3acTaBuTh chip
pabotaTtb npu specified operating conditions. Kpome Toro, 6onbwmnHCTBO consumer applications o4eHb
cost-sensitive, n overhead BctpamBaHusa robust fault tolerance measures npuBoANT K NPOAYKTY, KOTOPLIN
He price-competitive.

Takum obpasom, chips obbl4HO peannsoBaHbl 6e3 internal error-checking. Ecnv no kakon-To npuynHe
Arithmetic Logic Unit (ALU, computational «brains» CPU) cknagbiBaeT ABa 4vMcna HenpasuibHO,
npobnema nposiBuTCA Tonbko symptomatically; Bbl MoxxeTe HabntogaTe TONMbKO 3¢peKTbl TaKoW OLNGKH,
MHOr4a HaMHOro Mo3xe error-causing event. MoxxHo gymaTb 06 atakax, ncnonb3yowmx faults, induced by
out-of-range conditions, kak 06 aHanorun buffer overruns B software world.

Opyras npobnema apxutektypbl PC B TOM, 4TO npoueccop CnuLKkom JoBepsieT cBoemy code environment.
ApxunTtekTypa npoueccopa Pentium He umeeT provision in hardware gna pasnuyeHus code that is insecure
or secure. Ecnu instruction pointer okasbiBaeTcs B insecure code segment yepes bug mnnu induced failure,
NpoLLeCCop CHYACTIMBO BbINOMHUT 3TOT KOA.

Mpodunb: Franz Lehner

Franz Lehner, 29 ner, xuBeT B Austria co ceoen aeByLukon. OH nsydan Electrical Engineering 5 ner.
Cenyac oH nporpammupyeT «automated solutions», ogHoBpemeHHO ynpaenss ISP. B ceobogHoe Bpems
OH uwLeT projects, koTopble fun and educational.

Hanga pokymeHT bunnie o Banome Xbox, oH BcTpeTun komaHay Xbox-Linux Ha sourceforge.net. OH
npucoeguHuncs kK npoekty Xbox-Linux, 4ytoObl y3HaTb 0 team programming, Linux kernel hacking and
debugging, and cryptographic systems.

OH Takke npucoeanHuncs K npoekty Xbox-Linux, 4tobbl pa3BuTh nydluee noHnmaHue related systems,
such as Palladium.

NB. Code compartmentalization based on hardware security levels - TexHuka, oTnMyHas ot
sand-boxing. Sand-boxing He NpegocTaBnaeT agekBaTHOro peLleHns aAng cutyauun, rae
nonb3oBaTenbCcKon nporpamme TpebyeTcsa direction from or interaction with secret or protected
code or data. B nocnegHee Bpems Obinn NpeaioXeHbl HOBbIE processor architectures, kotopble
MOryT peLmnTb 3Ty Npobrnemy yepes ncnonb3oBaHune data tags, embed a sort of security audit log.

WcTouHuk: http://www.ai.mit.edu/projects/aries/Documents/Memos/ARIES-15.pdf. «A Minimal Trusted
Computing Base for Dynamically Ensuring Secure Information Flow», Tom Knight u Jeremy Brown.

Eule oanH ncrouHuk back doors - design bugs, koTopble CyLLECTBYIOT B KaXaoM crnoxHoMm chip. O6bluHas
npakTuka - noctaBnAatb chips ¢ MHOXecTBOM known bugs, Takke U3BeCTHbIX Kak errata. Hanpumep,
npoueccop Intel i860 XP (Bnepsble BbiNyLeHHbIN B 1991 rogy, He nyTaTe C HEAABHO BbIMYLLEHHbIM
chipset i860 ansa npoueccopa Pentium4) noctaBnancs ¢ kKHUrow errata, conoctaBMMon Mo pasmepy ¢
datasheet npoueccopa. Opyron npumep 6nmke k gomy - bug B address space decoder nVidia MCPX,
KoTopbin caenan BoamoxHon MIST Premature Unmap attack. BonblmMHCTBO 3TMX errata UMetoT NpocTble
work-arounds unu umetot minor implications gns functionality chip under nominal conditions. OgHako
HekoTopsble errata, Hanpumep dealing with cache coherence, address decoding 1 memory management,
MOryT NpuBOAMTL K major software security holes.

B cnyyae Xbox business impact annapatHoro back door, BeposaTHo, man. BoamoxHo, Microsoft Tepsiet
HEKOTOPYIO Manyo OO0 revenue OT NPoAax urp, HoO NoTepu us-3a piracy dwarfed by losses Microsoft
takes on hardware sales. Kpome Toro, Xbox - Bcero nvwb urposas KoHcorb: grandma's bank account He
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being tapped dry u credit card numbers He ykpageHhb! kak pe3ynbTaT criabocTer 6esonacHocTy Xbox.
OgpHako c trusted PC nog puckom 6ygyT He Tonbko game revenues. Ecnu apxutektypa trusted PC He
aBngeTca oyHaaMeHTanbHbIM U3MEHeHneM oTHocutenbHo legacy PCs, niogn 6yayT cneno JoBepsTb
duHaHcoBble secrets u personal data security HeHagexxHoW annapaTtype.

Kak 1 B 6onbLUMHCTBE BELLEN B XM3HU, NEPBbLI War - o6pa3oBaHune. Yem Gonblue Mbl y3HaeM 06
annapatHon 6e3onacHOCTK, Jaxe ecnu 3To BKnovaeT poking around a game console, Tem nyywe 6yayTt
Halum cucTeMbl 6e3onacHoCcTu 3aBTpa. Tenepb NPOOOIMKUM YPOK...
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maBa 10. [lpyrne annapaTHble NPOEKTbI

Cxopcto Xbox ¢ apxutektypon PC nossonsieT xakepam 3aMMCTBOBaTb TEXHOMOMMM 1 onbIT 13 mupa PC
npv NOCTPOEHWM annapaTtHbIX NpoekToB. B pesynbtate PC hardware, MmoHuTOpbI, Kabenu n nepudepuns -
BCe 370 ObINo agantMpoBaHo Anga pabotel ¢ Xbox. 3Ta rmaBa npeacTaBnsieT HEKOTOpbIE U3 3TUX

annapaTHbIX NPOeKTOB, OOHapYyXXeHHble, 3a0KyMEHTNPOBaHHbIE U peanvM3oBaHHble Xakepamu no Bcemy

MUpy.

UHTepdeinc LPC

Bepcusa 1.0 nHtepdpeinca LPC (Low Pin Count) 6bina onpegeneHa Intel 8 1997 rogy. NHtepderic LPC -
royalty-free-lunHa, cnpoekTnpoBaHHasi, YToObl MO3BONUTEL CUCTEMBI O€3 SABHBIX BO3MOXHOCTEW ISA unu
X-bus (ISA-like expansion bus gns namatn nnm generic /O devices). MNoTpebHocTb B nHTEpdence LPC
nponcTekaeT u3 60MnbLIOro Ymcna yCTPoONCTB U LWWH C HU3KOM bit-rate, BbICOKMM pin count u
HecoBMeCTUMbIMU UHTepercamn, BCTpeyatLmxesa B ctaHaapTHoM PC, Takux kak floppy disk, keyboard,
mouse, serial, IrDA, parallel, ISA n boot ROM interfaces. CosokynHasa bandwidth, notpebnsemas scemu
3TVMK YCTPOMCTBaMM, Marna, HO YMCIO CUrHanoB, TpebyeMbix A5is NOAAEPXKKM UX BCEX, Ferko npeBbiaeT
signal count, Tpebyembii 6onee high-bandwidth-lumHamu, Takumm kak PCl unn AGP bus.

XyXe TOro, He BCce KOHMIrypaLmm KoMnbloTepoB TpebytoT Bcex aTux legacy I/O devices, a wasted pins u
functions npocTo cbepatot profits. CToumocTb pin Ha chip package BbiICOka OTHOCUMTENBHO CTOMMOCTH
silicon, Tpebyemoro ans nogaepXkn aTnx NpocToix interfaces. (MNpakTruyeckoe npaBuno: oanH package pin
cTouT penny, Toraa kak B 0.13 y silicon npumepHo gecatb Thicay gates - goctaTouHo logic ans
peanusaumm ManeHbKoro processor - CToaT penny silicon area, assuming the design is not bond-pad
limited [,

MHTepdenc LPC npoTMBogencTeyeT aToln npobneme ogHowm low-pin count-limMHOM (CeMb 06513aTeNbHbIX
pins npoTtuB 36 pins, Tpebyembix Anga ISA bus), paboTatoLLern Ha BbicOkon ckopocTu. Bee legacy 1/0 n
expansion functions oTobpaxatotcs B 3Ty high-bandwidth-wmnHy, no3sonsas system designers cosgasatb
Tak Ha3biBaemble «Super I/O» chips, koTopble, B CBOIO ovepenb, no3eonstoT Southbridge chips ¢ ropasgo
MeHbLUMM pin count. Kpome Toro, pasgenenune functions mexay Super I/O chips n Southbridge chips
noseonseT designers BolbMpaTb combinations Super I/O n Southbridge chip, npegoctasnstoLime
onTumanbHbIn set features ansa gaHHoro application.

®dusundecknin nuTepderic LPC goeonbHO npocT. Interface - 310 4-6utHas bi-directional-unHa,
paboTtatowas Ha clock rate 33 MHz. Interface Takke nmeeT aBa «sideband» signals: oguH framing signal,
yKasblBaroLmin Havano u koHel, LPC bus cycles, n oauH reset signal, KOTOpbIn NpUHYANTENBHO NEpPEBOAUT
Bce LPC peripheral devices B nssectHoe coctosiHne ang initialization purposes. Kpome Toro, ectb napa
optional signals gns nHtepdenca LPC, koTopble npegoctaensoT DMA u interrupt capabilities, a Takke
power management ons 6onee sophisticated 1/0 devices. (bonbLue nHgpopmaumm o LPC bus u ero
protocol moxxHo HanTh B Intel Low Pin Count (LPC) Interface Specification, version 1.1. Cneuudmkaumto
MOXHO HaWTK Ha kopnopaTuBHOM Beb-calTe Intel no agpecy
http://www.intel.com/design/chipsets/industry/Ipc.htm.)
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UHTepcenc LPC Ha Xbox

Xbox BkntoyaeT nHtepdenc LPC Ha matepuHckon nnate. UHTepderic LPC B aToM cnyyae ncnone3yetcst
ans peanusaumn debug and test bus. Yepes a1oT nHtepdenc LPC moxHo nogkntounTs keyboard u
mouse, a Takxke alternate boot ROM gns diagnostic purposes. NHTepdeiic LPC aktuBmpyetca ans
3arpysku alternate boot code, korga FLASH ROM Ha Xbox HegocTtyneH. OTtcyTtctBue yctponctesa FLASH
ROM MOXHO cuMynupoBaTb, MPUHYANTENBHO yaepkmMBasa mnagwui bit ganHbix (DO) data bus FLASH
ROM Ha ypoBHe zero volts.

MHorue npegnonaratoT, 4To nHTEpdenc LPC asnseTca cylecTBeHHoM YacTbio production line Xbox ns-3a
cnocobHocTtu alternate boot ROM, npegocrasnsaemown nHtepgencom LPC. MonHocTelo cobpaHHble Xbox
MOXHO KOHUrypupoBaTtb ¢ comprehensive self-test program uepes nHtepdenic LPC. Npumenenne CPU
kak fast test controller nossonsieT GbicTpo 1 achbdekTUBHO N3onmpoBaTh gedekTHble units Ha factory floor
6e3 cTommocTmn goporux testing machines.

Ona xakepos facility alternate boot ROM, npepoctasnsemas nHtepdencom LPC, asnsetcs ngeansHbiM
MexaHM3MOoM ans gocrtaeku koga B Xbox. KoppekTtHble LPC-loadable boot ROM images ansa Xbox moxeT
co3fatb KTO yrofiHo, nockonbKy cryptographically secured boot procedure Xbox Tenepb NONHOCTbIO
noHsita. dakTnyeckn HekoTopble vendors alternate boot ROM devices gna Xbox ncnons3osanu
perynsapHocTb pinout geometry nHrepdenca LPC Ha matepuHckon nnate Xbox, 4tobbl co3gate ROM
devices, KoTOpble ycTaHaBnmBaTca 6e3 Kakon-nmbo nankn. ATn devices MCNonb3yoT Habop
spring-loaded «pogo-pins», NOXOXUX Ha Te, YTO UCNONb3YIOTCA BO Bpems npomdsoacTtea ang testing Xbox,
4yTObbI KOHTaKTUpOBaTb ¢ MHTepdercom LPC npocto pressure-fit. (Pinout LPC bus, kak oH peanv3oBaH Ha
Xbox, MoxHO HanTu B npunoxeHun F, «Xbox Hardware Reference».)

Ucnonb3oBaHue uHtepcgenca LPC

Tot hakT, uto uHTepdperic LPC asnsaetca industry standard, Becbma ynobeH ans hardware hackers Xbox.
Bo-nepBbix, ecTb n3obunme LPC-compatible interface devices, ot Super-1/O chips go firmware ROMs co
BcTpoeHHbIMU LPC interfaces. Bo-BTopbix, Wwnpokoe npuHaTue uHtepderica LPC kak diagnostic and
convenience bus gns generic PCs nomoraet CHU3UTb IOpUOANYECKUIA PUCK UCNONb30BaHNA nHTepdenca
LPC v npogaxu LPC interface devices. Firmware ROM ans nHtepgenca LPC moxHo npogaBaTh 6e3
kakoro-nnbo Xbox-specific contents, nockonbKy end-users MoryT nerko nepenporpammumpoBaTs csou LPC
bus devices, ucnonb3ysa npoctou gewesbin adapter gns ceoero PC. [lononHuTenbHas noMoLlb
3akoHHocTM LPC firmware devices B Tom, 4Tto pinout LPC connector Xbox noutu ngeHTu4eH tomy,
koTopbin Intel pekomeHayeT ans generic PCs. B pesyneTate LPC firmware device, npogaBaemoe ans
Xbox, oueHb noxoxe Ha LPC firmware device, npogaBaemoe ans standard PC.

OpaHo 13 nepsbix LPC boot ROM devices 6bino paspabotaHo Andy Green. NpoekT Ha3biBaeTcH
«Cheapmod», n ato yctponcteo SST 49LF020 (256 kByte FLASH ROM c integrated LPC interface) B
socket, coeguHeHHon ¢ LPC-compatible header. CornacHo Be6-ctpaHmue Andy Cheapmod,
«http://warmcat.com/milksop/cheapmod.html», «If you can get ahold of the $2.50 SST 49LF020, you can
build an alternative BIOS for $4.» 3To yCTpONCTBO MOXHO NPOrpaMMUpPoOBaTh C UCMONb30BAHMEM €T
nporpammartopa «CheapLPC» (http://warmcat.com/milksop/cheapLPC.html), delightfully simple PC
parallel-port based device, koTopoe MmoxeT (MeaneHHo) pasrosapusaTtb ¢ LPC device n
nepenporpammMmupoBatb ero. MHorne commercially available alternate firmware devices 6binu based off of
unu inspired by ero design, Bkntoyasa design Xodus/Matrix.
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Xodus/Matrix - ocobeHHO MHTepecHbI BapuaHT original design Andy, nockonbky aTo 6610 nepoe Xbox
alternate firmware device, peannsoBasLuee nonHocTblo solderless installation procedure. 310 OTKpbINO
mMup B3noma Xbox gns software-oriented hackers, koTopble He ObINIM CKITOHHBI NAaATb wires B cBon Xbox.
(PoTorpadhmio Xodus/Matrix MmoxxHO yBuaeTb Ha pucyHke 10-1.) YcTporictBo Xodus/Matrix noctaensieTcs
6es kakoro-nmbo code, programmed in it; nonb3oBaTens JOMKEH NpedocTaBnTb alternate firmware image.

PucyHok 10-1. Solderless Xodus/Matrix alternate firmware device, nokasbiBatoLLiee spring-loaded
«pogo-pin» contacts, koTopble no3sonstoT solderless connection kK LPC connector Ha maTepuHcKon nnarte
Xbox.

EcTb Heckonbko BaxHbIx functional considerations npu Beibope FLASH ROM chip ¢ nHtepdgencom LPC
ansa ucnonb3oBaHnsa ¢ Xbox. Camoe 3HauntenbHoe - To, 4To native Xbox architecture Bbigenset 16 MB
area ans boot ROM. Ecnun physical boot ROM meHbwe 16 MB, contents boot ROM aliased, 4To6bl
3anonHuTb Bce 16 MB space. O1o gaet designers Xbox 6onbLue rubkoctu B Boibope paamepa ROM chip,
He BbI3biBas nNpobnem c routines, koTopble UCNonb3YOT U bottom-, n top-relative addressing.
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Cpenaem noHsiTue bottom- and top-relative addressing 6onee koHkpeTHbIM Ha npumepe. Addresses ons
16 MB boot ROM area B Xbox npoctupatotcsi oT OxFF00.0000 fo OxFFFF.FFFF. Programs Ha Xbox,
ucnonb3yowwme bottom-relative addressing, 6yayT Bbiumcnate addresses ¢ MCNONb30BaHMEM
OxFF00.0000 + offset (bottom address plus offset), Torga kak programs, ncnons3aytowime top-relative
addressing, 6yayT ucnonb3oBaTb OXFFFF.FFFF - offset (top address minus offset). [Npegnonoxum, yto
B Xbox yctaHoBneH 1 MB boot ROM. 370 03Ha4aeT, 4To processor yBuauT 16 MaeHTUYHbIX copies aToro 1
MB ROM, paBHOMepHO pacnpegeneHHbix no 16 MB ROM address space. dpyriumu cnioBamu, contents
boot memory BbIrnagaT naeHTuYHbIMK Ang kaxxaoro address A + OxFF00.0000 + n * 0x0010.0000, n =
0 through 15, A = 0 through ©x000F . FFFF. B pesynbTate programmers MOryT ynakosbiBaTb data B
mMeHbLwmi 1 MB boot ROM, ncnonb3ys u top-, n bottom-relative addressing 6e3 Heo6xoaNMMOCTM MEHATL
kakon-nubo code: koppekTHas copy ROM image nossnsietcs psaom u ¢ top-, u ¢ bottom-relative base
addresses.

Tenepb npegnonoxum, 4to Microsoft pelumna CakoHOMUTb Ha CTOMMOCTU M YMeHbLINTb cBol 1 MB boot
ROM po 256 kB boot ROM. Processor Tenepb Buant 64 identical copies atoro 256 kB boot ROM,
pacnpegeneHHblie no 16 MB ROM address space, v BeCcb cTapbiii code, ncnonbayrowmin bottom- and
top-relative addressing, Bce elue pabotaeT. 3HauntensHo, CPU B Xbox hard-wired HaunHaTb
BbINonHeHne code npu power-up ¢ address, pacnonoxeHHoro 3a 16 bytes ot top of memory (ero «reset
vectory), Torga kak hardware initialization routines, wired into Xbox chipsets, ncnonssytot ROM locations,
pacnonoxeHHble psagom ¢ bottom 16 MB FLASH ROM space. B pesynbtate hardware Xbox tpebyet LPC
ROM implementation, koTopas nnb6o nmeet pa3mep 16 MB, nnbo aliases contents smaller ROM no Bcemy
FLASH ROM address space. (SST 49LF020 - oguH 13 HemHornx LPC FLASH ROMs, koTopbi aliases
contents ROM no Bcemy address space. MoxHo yTBepxaaTb, UTo 3Ta feature Ha camom aene bug:
urHopupys upper address bits u aliasing contents ROM no Bcemy address space, aToT chip 3aHumaeT
space, koTopbIi Mor 6kl ObITh allocated to other functions. B pesynetate SST BbinycTUna updated
«A-step» getanu, HasbiBaembit 49LF020A, koTophin He aliases contents ROM over memory.
AHanorunyHo, A-step silicon He BygeT paboTtaThb kak alternate firmware device ansa Xbox.)

YCTpOﬁCTBa aanepHaTMBHOﬁ NpPpoWUnBKMN NpoTB MoA4YMNoB

Alternate firmware device - hardware module, koTopbii npegoctaenset method gnsa 3anycka
user-specified firmware Ha Xbox hardware. Alternate firmware devices oTnnyalTCa OT Tak Ha3bIBAEMOrO
«modchip» Tem, uTo alternate firmware device furnished as a blank device u He nmeeTt inherent ability
06xoanTtb copyright control mechanisms. Blank LPC-interface ROM device, Hanpumep, sBnsaeTcs
alternate firmware device: Bbl Mornm 6bl npoxeyb Ha Hero copy of the U.S. Bill of Rights, ecnu 3axotenu
obl. Jllobown user-installed FLASH ROM, koTopbii comes blank, Takke siBnsietca alternate firmware device.
Modchip, ¢ apyron ctopoHel, colloquially implies device, crafted for playing game backups and otherwise
modifying or removing DRM (digital rights management) policy restrictions. CnegosarensHo, TEpMUH
modchip oxBaTbiBaeT certain boot ROM devices, koTopble have been programmed with code, enabling
DRM policy modifications, a Takxe devices Bpoae «patchersy, koTopble He cogepxat ROM u paboTator,
dynamically patching a few key Xbox firmware locations as the firmware is loaded for execution.
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AOpyrmne 64 MB SDRAM

MpoHnuaTenbHbIi HabngaTenb 3amMeTUT, YTO Ha BEPXHEN CTOPOHE MaTepPUHCKOM nnaTbl Xbox
OTCYTCTBYIOT BE MUKPOCXEMBbI, N YTO 3TK Missing chip spots Nogo3pnTensHO NOX0XN Ha spots, cenvac
3aHATble memory chips. MNepeBepHUTE NNaTy, U Tam ecTb eLle ABa He3aHATbIX chip footprints. 3T empty
footprints Ha camom gene npegHasHayeHbl Ana memory chips. PacnonoxeHne atunx blank spots nokasaHo
Ha pucyHke 10-2.

b Empty.memory
¥ W footprints¥ -

PucyHok 10-2. He3anonHeHHble NocafoyHble MecTa NnaMsaTu Ha MaTepuHCckomn nnaTte Xbox.

[loBepeHHble nuua

MocMoTpuTe Ha He3anonHEHHOE MECTO NaMsTU Ha MaTepuHckon nnaTte Xbox. CepebpsiHas Touka,
OKpY>XeHHas TeMHbIM KonbLIOM BHYTpU 3TuX unpopulated chip footprints, HasbiBaeTcs fiduciary. Fiduciary
patterns ncnone3ytoTcss MawmHamu coopku circuit board kak reference points gnsi BblpaBHMBaHMSA
fonblwmx chips co MHoXecTBOM pins. OHM CNPOEKTUPOBAaHbI TakK, YTOObI ObITb JTIErKO pacno3HaHHbIMU
machine vision systems, npumeHsembimun B board assembly machines. Specially shaped fiduciaries Takke
MOXHO UCMONb30BaTb AN aBTOMaTUYeCKOM naeHTudmnkaLmm opueHTaumm n tuna circuit board.
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CrnefyoLmm norM4HbIN BONPoc, KOHEYHO: « MOXHO nu yaBouTb pasmep namatu Xbox go 128 MB, npunass
noaxoasime memory chips B oTkpbiThle slots Ha maTepuHckon nnate Xbox?» OTBET Ha caMoM gerne aa,
Ho initialization code Xbox Hy>xHO MoaMduumpoBaTh, YTOObI chipset pacnosHan u ucnonb3oBan extra
memory. Kpome Toro, extra memory He nomoraeT graphics unu gaming performance. Xbox games He
CNPOEKTUPOBaHbI AN UCNonb3oBaHus extra memory, noatomy extra memory obbl4HO ByaeT NpocTo
nexartb unused. Extra memory spots npegoctaeneHsl B OCHOBHOM A1 MPOU3BOACTBA cneLmarnbHbIX
consoles ona game developers. Game developers moryT ncnonb3oaTb extra memory, 4Tobbl 06nerynTb
transition nrp B oTHocuTtensHo tight memory footprint Xbox, a Takke anga yaepxaHus debug, performance
monitoring n test utilities resident in memory, koTopble He ABNATCS YacTbio game image. ObpaTtute
BHUMaHue, 4To extra memory morna 6bl 6bITb ncnofnb3oBaHa home-brew software, HO TPyAHOCTb
nony4YeHns u yctaHoBku memory chips genaet Xbox memory expansions ckopee MHTePeCHbIM
ynpaxHeHueMm soldering practice, 4em npakTudeckon mogudukaumen.

Xbox VGA

EcTb HEMHOro nyTaHuubl OTHOCUTENBHO Toro, 4YTo AenaeT Xbox VGA adapter. MHorne Xbox VGA
adapters Ha camom fene gasnsoTtcea TV-to-VGA converters. [pyrumu cnosamu, oHu 6epyT low resolution
TV output ot Xbox n nporoHsitoT ero 4epes line doubler, 4tobbl nonyunte low-quality VGA display.
HacTtoawun Xbox VGA adapter dpaktudecku koHpurypupyet Xbox Ha output ropasgo 6onee high
resolution video output, naBas display kadectBa nyywe TV Ha VGA monitor.

VGA adapter koHdurypupyeT graphics mode Xbox ¢ ncnonssosaHmem designated pins B connector AVIP
(Audio Video I/O Port). MaBHas npobnema aToro nogxona B TOM, YTO game A0JPkHa ObITb cneynanbHo
HanucaHa anst nogaepxku atoro higher resolution mode. B pe3ynbtaTte HekoTopble games He ByayT
pabotaTtb ¢ HacTosAwmm Xbox VGA adapter, HO, K cHacTblo, BepHYTbCs K TV resolution Tak ke npocTo, kak
noaknouYnTb cTaHaapTHeI TV adapter cable.

OpwuruHanbHbein Xbox-VGA adapter 6bin paspabotad Ken Gasper. OH npogaeTt ero Bepcuto Ha CBOEM
Beb-calTe http://xboxvga.xemulation.com. B HacTosiwee Bpems oH npeanaraet Xbox-VGA adapter B
dopme «bare board», a Takke B NONHOCTLIO cobpaHHo dhopme. Ecnn Bbl UiLieTe MHTepPeCHbI hardware
hacking project ons Xbox, KOTOpbIA U NONE3eH, 1 OTTOYUT Baww circuit assembly skills, Bo3amoxHo, cTout
KynuTb 0fHY u3 ero bare boards v nonbiTatecst cobpaTtb adapter caMocToATENBHO.

MpunoxeHne F cogepxunt pin diagram Xbox AVIP.

3amMeHa MaccoBOro xpaHunuiia

Xbox copgepxut DVD-ROM drive u hard drive, o6a ncnonb3aytot PC standard IDE interface gns pasrosopa
¢ matepuHckon nnaton Xbox. DVD-ROM drive Takke umeet proprietary power and DVD tray state
connector. MNMonynsapHasa n nHoraa Heobxoammas hacking activity ans Xbox - 3ameHa 31ux drives.

Monb3oBartenu 3ameHsitoT unu tweaking DVD-ROM, notomy yuto native Xbox DVD-ROM drive He
crnocobeH untate CD-Rs n mHorune tunbl CD-RW media. 310 MoxeT 6bITb 0COBEHHO pasapaxarowmm ans
TeX, KTO NblTaeTcs BnepBble ycTaHoBUTL Xbox-Linux, unu onsa nonb3osartenen, KOTopble NbITaroTCA rip
music co cBoer CD-R collection Ha hard drive Xbox.

EcTtb MHOro metogoB 3ameHbl u tweaking Xbox DVD-ROM drive. Y HekoTopbix Mogenen Xbox DVD-ROM
drive MOXHO perynupoBaTb laser intensity, 4ToGbl yny4wnTb nx cnocobHocTb Yntate CD-R n CD-RW
media. OTO NoTeHUManbHO pUcKoBaHHas onepaumsi, MOCKONbKY MOXHO HaBcerga nospeants DVD-ROM
drive HenpaBunbHOW perynupoBkoi power output laser, HO MHOrMe xakepbl co00LWanu, YTo NPaBUSIbHO
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BbINoriHeHHas procedure npuBoauT kK better media compatibility. A npeanarato web-search no nocnegHum
HoBoCTSAM U techniques, nockonbky style n model DVD-ROM drive, ncnonbdyemoro B Xbox, 4acto
MeHstoTcs. Kpome Toro, Xbox DVD-ROM drive moxHo outright 3ameHuTs ctaHgapTHbim PC DVD-ROM.
Mpobnema atoro method aBosikasi. Bo-nepsbix, 06bl4HbIN PC DVD-ROM drive He moxeT unTaTb
opurnHansHble Xbox game disks n3-3a physical security measures, BcTpoeHHbIX B Xbox game disk.
Bo-BTopbix, PC DVD-ROM drive HyHO agantupoBatb k custom DVD power and traystate connector Ha
MaTepuHckon nnate Xbox.

Cambiin nerkun, Ho cambIi YPOAMBLIN cnocob - ycTaHoBUTL cTaHAapTHeI PC DVD-ROM drive, HO
octaBuTb Xbox DVD-ROM drive noakntoveHHbIM Yepes ero proprietary cable. B atom method cepbin IDE
cable nogkntoyaeTtca k ctaHgapTHomy PC DVD-ROM drive (yctaHoBneHHoMy B slave mode 4epes jumper
configurations Ha drive), a power 6epeTcst u3 power connector hard drive ¢ ncnonb3oBaHvem
ctaHgapTHoro power splitter cable. Xbox DVD-ROM drive octaetcsa Ha mecTe, HO ¢ nycTbiM IDE connector
N C yCTaHOBIEHHbIM proprietary yellow power-and-tray-state cable. HasnauyeHne Xbox DVD-ROM drive -
cnyxuTb dummy drive, KOTOpbIr Ucnonb3yeTcsa Ans manual relay state DVD drive tray k Xbox. Opyrumu
cnoBsamu, Nonb30BaTES0 HYXXHO BPy4HYto replicate state tray ctangaptHoro PC DVD-ROM ¢
ncnonb3oBaHuem tray Xbox DVD-ROM Bo Bpemsi media change event.

TouyHasa npouenypa akcnnyataumm Xbox B Takor configuration MeHsieTcs B 3aBUCUMOCTM OT KOHKPETHOW
mogenun PC DVD-ROM drive u HioaHcoB hardware configuration Xbox, noatoMmy cHoBa s npegnarato
web-search no latest information. EcTb Takke HekoTopble websites, onuceiBatoLue, kak aganTupoBaTb
selected PC DVD-ROM drive models ans paboTel ¢ proprietary tray state and power connector Xbox.
Takon project - xopowwmn intermediate-level onsa xakepos, koTopble B ocHoBHOM comfortable with soldering
and screwdrivers. Moandukauun, BeinonHaemsle Ha standard DVD-ROM drive, no3sonsioT state tray
cTtaHgapTHoro drive accurately transmitted to Xbox. OgHako oHM He NO3BONSAT BaM Urpathb B original
games, ecnn Xbox He 6bin MogudmumpoBaH additional hardware, koTopasi circumvents security checks Ha
DVD ROM drive. axe 6e3 cnocobHOCTM UrpaTb B games 3TO BCe paBHO nonesHas technique ans
ferreting out Xbox-Linux installation problems n ana ynyudweHnusa cnoco6Hoctn Xbox rip your CD collection
unun watch DVDs. (O6patnte BHMMaHwue, 4YTo Bo3BpaT IDE connector o6paTtHo k Xbox DVD-ROM drive
BOccTaHoBMT original gaming functionality Xbox.)

Xbox hard drives Takke Bpemsi oT BpemeHu TpebytoT 3ameHbl. CepbesHble software developers gns Xbox
cunTatoT advantageous yctaHoBuTb hard drive 6onblien emkoctn B Xbox, 1 users co cnomaHHeimu hard
drives Takke xoTaT 3ameHnTb cBon hard drives. K coxanennto, OEM Xbox hard drive coaepxut
copyrighted Microsoft programs. Xbox hard drives Takke 3awuweHsl firmware lockout, yto genaet
ycTaHoBKy HoBoro hard drive ¢ original gaming functionality goBonbHo challenging, 0COGEHHO C TOYKM
3peHus legal issues. Firmware lockout Takke unique to each hard drive, He no3Bonsis 3aameHUTb Baw hard
drive used Xbox hard drive. OgHako ecnu Bbl XOTUTE TONbKO 3anyckaTb Xbox-Linux unu gpyrne homebrew
programs u He 3aboTuTtecb 06 nrpe B games, yctaHoBka HoBoro hard drive B Xbox Tak e neranbHa u Tak
e npocTa, Kak yctaHoBka hard drive B niobow PC.

CHocku

[1] [Ha3ap] Cxembl Ha chip 06bI4HO OKpYKeHbI KBaapaTamu MeTanna («bond pads»), KoTopble NpoBOAaMN COEANHSAIOTCH C pins Ha
packaging chip. Chip Ha3biBaeTcsa bond-pad limited, korga area, Tpebyemas ans konbua bond pads, npesbiwaeT area, Tpebyemyto
circuitry BHyTpu chip. CToMMocCTb excess pins CTaHOBUTCS elle Bbile B crnyyae, koraa chip is bond-pad limited.
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NnaBa 11. PaspaboTtka nporpamm ana Xbox

XoTs hoKyC 3TON KHUIMM - 0ByYeHue yiTaTener NnyTam annapaTHoro B3noma u 6esonacHocTu, ogHa
KOHe4yHas uernb B3noma Xbox - 3anyck homebrew software. 3T1a rmaBa nocssiLeHa onMcaHno HEKOTOPbIX
homebrew software projects, HaxogusLumxcs B paboTe ans Xbox Ha MOMEHT HanMcaHus.

Xbox-Linux

Llenb npoekta Xbox-Linux - co3gaTe yao6HbIN Ana nonb3oBaTtens u neranbHbii nopt GNU/Linux 1
GNU/Linux applications Ha annapaTHyto nnatcopmy Xbox. Bnarogaps npegaHHOCTU U BKnagam Xakepos
no Bcemy Mupy npoekt Xbox-Linux gobuncst 6onbLoro ycnexa B NpoABMXEHUM K CBOUM LIESTSIM.
doTorpacuto core Xbox-Linux project team mMoxHo yBMAETb Ha pucyHke 11-1, a GokOBbIE BCTABKM B 3TON
rnaee v B rnase 9 cogepxaTt MHTEPBbLIO C YneHamMmu KomaHabl npoekTta Xbox-Linux. (Homepage npoekta
Xbox-Linux - http://xbox-linux.sourceforge.net.)

CywecTtBeHHO, uTo npoekT Xbox-Linux n ero principal hackers He aBnsitoTcs anti-Microsoft. OHu
pro-«freedom to tinker», a He puerile Microsoft-haters; y HUx agenda, koTopas kacaeTca coxpaHeHUst
cammx cBobog, MbICMN U peydn, NpMBESLLMX TEXHOMOMMIO Tyaa, rae OHa HaXOAUTCHA CEroaHs.

Xbox-Linux - He ultimate software project ansa Xbox; HaobopoT, aTo ToNbko Havano software hacking
Xbox. MNepeHoc 3Hakomown development environment GNU/Linux Ha Xbox no3sonseT 6onee wmpokomn
6ase software hackers npucoegmHnTbes k NpoekTy Banoma Xbox. C GNU/Linux Xbox MoxeT 3anyckaTb
LWwmpokuin ananasoH application software, oT cBo6oaHbIX open-source video games 4o word processing
applications u clustering software gns noctpoeHunsi computer clusters B ctune Beowulf.

YctaHoBKa Xbox-Linux

B HacTosiwee Bpems, 4Tobbl 3anyctuTb Xbox-Linux, Hy>xHO ycTaHoBuTb GNU/Linux boot ROM ¢
ucnone3oBaHueM alternate firmware device. 310 TpebyeT BckpbITh Xbox. MMaea 10 onucbiBaeT MeToabl
cbopkmn n yctaHoBkM alternate firmware device ans Xbox yepes nHrepgenc LPC. Heckonbko vendors
Tenepb NpegnaratoT easy-to-install LPC interface alternative firmware devices. OcobenHo Xodus/Matrix
device - nepBoe alternative firmware device Ha pbiHke ¢ nonHocTblo solderless installation procedure. Bce
tools, HyxxHble ansa yctaHoBkm Xodus/Matrix device, onucaHbl B rmase 1, «Voiding the Warranty», a camo
Xodus/Matrix device noctaensietcs c easy-to-follow instructions o Tom, kak programming and use the
alternate firmware device.

Mpodunb: Michael Steil

Michael, moxeTe pacckasaTb HamMm HeEMHOro 6onblle o cebe?

A poouncsa B 1979 roay B Erding/Germany, g ctygeHT computer science B Technische Universitat
Minchen. A npenogato Assembly cTyaeHTam nepBoro cemecTpa, 1 nnaHupyto nonyunts MA degree B
cnepytowem rogy. A pabotato ¢ computers ¢ gecaTv neT; MoUM nepebiM KoMnboTepom 6bin Commodore
64, 3a koTopbIM BCkope nocnegosan 386 PC. Movmu rmaBHbIMM MHTEpecamm Bcerga 6uinm hardware m
operating systems, n MmeHs1 ocobeHHo fascinates pasHoobpasue hardware architectures (Commodore, PC,
Amiga, Macintosh, . . .), a Takxke popular embedded systems, Takvue kak gaming consoles. (Bbl 3Hanu, 4To
«SEGA CD» nmeert tpu CPUs, oguH Z80 n gea M680007) MNMoaTtomy s Kynun MHoro video game systems
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ansa experimentation, Takux kak Nintendo SNES, SEGA Genesis 1 Nintendo Game Boy. A Takxe
nocmotpen Ha Linux ana SEGA Dreamcast, Ho Hukorga He Bugen Linux ans Sony Playstation 2,
MOCKOJIbKY BECb KOMMMEKT ObIN AN MEeHs AeNCTBUTENBbHO CIIMLLKOM A0pOr, U Ang experimentation, n gns
real use.

Kak Bbl npuwnu k Xbox hacking u, B yacTHoOCTH, K npoekTy Xbox-Linux?

30 anpens 2002 roga s kynun Xbox, yoexaeHHbIN, 4To 3T0 OyAeT oTnmMyHas urpylka ansa hacking u
xopoLo noaxoaut Ans Linux. MNocne vyaca unn aByx nsydeHus system software (9 He Kynvun HU OgHON
game) s oTkpyTmn Xbox. MNMounck nHpopmaumm o hacking the box cHayana pasoyapoBan MeHS: st He HaLlen
much more than how to connect the hard disk to a PC, un site about Xbox Linux ¢ npaktnyecku no
information on it. MNoaTomy s pelun HavaTb cBon cobcTBeHHbIN Xbox hacking site n nomewate Tyaa
MHopmMaLmto, KOTOPYHO BbisicHAT, nogkntovas hard disk k PC.

Xboxhacker.net n original Xbox Linux mailing list 6611 6onbLwor nomoLkio; 06a npusnekanu excellent
hackers n nybnukosanu valuable information. HegoBonbHbIl original infrastructure npoekta Xbox Linux, s
peLnn nepentn Ha Sourceforge 23 mas. Tenepb Kaxabii contributor mor fo6aBuTh YTO YrogHO Ha website
0e3 Heobxo4MMOCTM NPOXOANTL Yepeld maintainer. Ho B To BpeMsi Bce ele 6bino gosornbHO theoretical:
6e3 noseneHunss modchips mbl He mornu genaTte much more than write code that «should theoretically
work». Filtror Andy Green yckopun Bce: 3ToT mod caenan BO3MOXHbIM 3aKoHUYnTbL bootloader n, ¢
nomoLbto Milosch Meriac, agantupoBaTs Linux kernel 3a o4eHb KOpOTKOE BpeMA4.

«Anonymous donor», NogOoLWEeALLNA KO MHE B UIOHE, HE TONMbKO MPMBEN K AONOMHUTENbHOM publicity
npoekTa u NoaTomy K ewe 6onblwemMy yncny contributors, Ho n k Moew nuyHom friendship: Walter Meyer,
creator BioXX (OpenXbox) modchip, okazanocs, xuset Bcero B 20 kilometers ot moero mecta. Cpeau
npo4yero, oH MHOro nomoran MHe ¢ modding my boxes, nockonbky s He really a soldering iron person.

Korga Linux yxe pabotan Ha Xbox, B gekabpe 2002 roga Xbox Linux core team (Andy Green, Milosch
Meriac, Franz Lehner u s; Edgar Hucek, k coxxaneHnuto, He CMor npuexaTb) BrnepBble BCTPETUNACh TMYHO
Ha Chaos Computer Club Congress B Berlin.

Mos original motivation ans Bcero 6bina NpocTo B TOM, YTO 3TO fun, u 5 Mor MHoromy learn by doing it. A
Hayan aTo He noTomy, 4To xoTen harm Microsoft - Bce xe s cornaceH, 4to Microsoft harms their
customers, He NO3BONAS MM UCNONb30BaTh software, KOTOpoe OHU XOTAT NCcNonb3oBaThb, Ha hardware,
KOTOPOE OHM Kynunu, 1 noatomy npoekT Xbox Linux 0co6eHHO BaXeH.

NB. Microsoft moxeT n 6yget nepecmaTtpuath layout cBoen MaTEPUHCKONM MaTbl U CUCTEMY
H6e3onacHoCTW, NO3TOMY Mepen NOKYMKOW YTouHANTe y vendor yCTpoNCcTBa COBMECTUMOCTbL C
BaLlen KoHKpeTHon system hardware. Bam Takke noHagobutca converter cable Xbox gameport
to USB, ecnu Bbl xoTuTe ncnonb3oBaTth standard keyboard and mouse ¢ Xbox; ero MoXHO KynuTb
yepeas aftermarket retailers, Takmx kak Lik-Sang (http://www.lik-sang.com), unun cobpaTtb
caMoCToATENbHO, crieays step-by-step guide B rnase 4.

Mepepn ycTaHoBkou Bawero alternative firmware device Bam Hy>xHo OyaeT 3anporpammupoBatb ero ROM
image, kotopbin 3arpyxaet GNU/Linux kernel. «Cromwell» - open-source, clean-room (To eCTb He
copepxut code Microsoft) boot ROM ans Xbox, cnoco6Hbin 3arpyxatb GNU/Linux. CyLlecTBEHHO, YTO
nHdopmaums, cogepxalasicsi B source code u binary image Cromwell, He MoXeT ObITb UCMONb30BaHa
ansa bypass kaknx-nnbo native copyright control mechanisms, BctpoeHHbix B Xbox. [ipyrummn criosamu,
TpyaHo yTBepxaatb, Yto Cromwell sBnsetca kaknm-nnbo copyright control circumvention tool. (Cromwell
MOXHO ckadaTb ¢ Xbox-Linux website Ha cepBepe Sourceforge.net no agpecy
http://xbox-linux.sourceforge.net.)

Mocne npoxura Cromwell ROM Ha Baw alternate firmware device n ycraHoBku device B Xbox BaM Hy>HO
oyget npoxeyb Ha CD/RW media GNU/Linux install image, KoTopbIin MOXHO ckavaTtb ¢ Xbox-Linux
website (cHoBa http://xbox-linux.sourceforge.net). 3ToT install image noctaBnsieTcs Kak 40BONbLHO hefty
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(100+ MB) ISO image, compressed using bzip2, n cogepxuT Bce software, interfaces u tools,
Heobxoammble, YTobbl NoaHATh user-friendly GNU/Linux distribution Ha Xbox. Mpu npoxwre atoro ISO
image Hy>XHO ncnonb3oBaTtb option burn image B CD burner software. He konupyiite ISO image Ha CD kak
oavH 6onbLuon file. (ISO images - literal bit patterns gna CD, Ttak yto ISO image yxe coaepxut complete
filesystem description. Mpoxwr ISO image kak regular file, BMecTo image, encapsulates ISO image in a
new filesystem, Tak uto ISO npocTo appears as a «bag of bits» BmecTo filesystem with files.)

BoamoxxHo, BaM Takke noHagobutcsa BTopon disk, npoxokeHHbI ¢ boot program ans Xbox-Linux. Ota boot
program noctaensieTcs kak smaller ISO image, KOTophbI AOMKeH ObITb AOCTYMNEH TaM Xe, r4e Bbl CKavanm
main GNU/Linux install image. 3ToT boot image no3sonseT boot Linux installation, npocto 6pocus ero B
Xbox, kak 3anyck game. (MoxHo Takke ckonupoBaTb contents aToro disk Ha hard drive ¢ ncnonb3oBaHvem
third-party dashboard n boot Xbox-Linux directly from hard drive, ecrnu Bbl npegnoyntaeTte He UMETb 4eNO
¢ separate boot disk.)

Mpoxwr xopowero CD/RW image - BO3MOXHO, oaHa 13 camblx tricky parts ycranoskn Xbox-Linux. Laser,
ncnonb3yembin BHyTpM DVD-ROM drive Xbox, He o4eHb XOpOoLLIO NoaXoauT Ans uTeHust writeable CD
media, noatomy Xbox o4deHsb finicky about kind of media u kind of burner, a Takke burner settings, used to
create the CD image. bonee Toro, exact details Toro, kak laser is degraded, meHsitoTcst oT Xbox k Xbox u
3aBucAT oT model drive, koTopbIli oka3ancsa yctaHoeneH. Users found, yto HemHorne Xbox moryt reliably
read CD-R media, noatomMy HyxHo ncnonb3oats CD/RW media. Kpome Toro, nomoraeT npoxuratb
CD/RW media Ha slowest burner setting, ncnoneays nuto fresh, blank CD/RW, nu6o CD/RW, koTopbi
obin fully erased (B oTnnume oT quick erase, KoTopbin Tonbko resets filesystem n He actually destroy
previously written data).

Mepen Tem kak commit to a particular type of CD/RW media, nonpo6ynte ncnons3osats WMA ripping
tools 06bI4HOro Xbox Dashboard, 4uto6bl ckonupoatb contents CD/RW, KOTOpEIN Bbl MPOXIM C Music, Ha
hard drive. Ecnu ato pabotaert reliably and without error, Bbl, BEpOATHO, MOXeTe ncnonb3oBaTtb 3TOT kind
of CD/RW media gns yctaHoBku Linux. (MHorue installation problems Xbox-Linux 6binm traced to
problems reading data off CD/RW drive.) Ha momeHT HanucaHus HeT distributions, available in
hard-pressed CD-ROM media. B coobuectBe Xbox-Linux ectb some talk of ordering set of custom
CD-ROM images, nockonbKky aTto peLuunno 6l many of the CD/RW headaches, koTtopble users
ucneiTbiBanu. (Takke obpaTuTe BHUMaHWE, YTO BO3MOXHO YCTaHOBMTL B Baww Xbox after-market
DVD-ROM drive, koTopbin numeeT better compatibility with writeable CD formats, kak obcyxganock B
npegblayLuen rnaee.)

NB. MomHuTe, yto Xbox-Linux - active project, koTopbin nOCToAHHO evolves. Camble up-to-date
instructions no ycraHoBke GNU/Linux Ha Xbox MoxHO HanTu Ha Sourceforge Xbox-Linux website,
1 37K instructions ObINM NepeBeaeHbl Kak MUHUMYM Ha MONAIXMHbI languages Ha MOMEHT
HanucaHus. Ecnn Bbl 3aMHTepecoBaHbl BHeCTH cBowu talents B npoekT Xbox-Linux, Ha
Sourceforge Xbox-Linux website ectb list of projects to-do, a Takke instructions o Tom, kak join
the developer's mailing list.

Michael Steil npogomxaer:

[We're] not «Anti-MS» or «MS-haters.» We dislike their market in strategy, so we have a rational
reason to work against them.

EcTb 4TO-HMOYOB elle, YTo Bbl XoTenu Gbl ckasatb 0 $200k prize for Xbox-Linux?

A gymato, award He npuBrek ngen, KoTopble XoTenn yBuaeTb Some money: cenyac, Yepes MecsL nocne
deadline, money Bce elle He pacnpejerneHbl, U HU OOWH YenoBekK He OTnpaBun MHe single question o Tom,
Korga oH nony4ut money. Award npuBnek press; Mbl nony4nnu 6onblue publicity, n Takum obpasom

nonyyunu 6onbLie hackers. Ho HMKTO He Aenan aTo because of the money. NoaToMy Mbl HE XOTUM, YTOGbI
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Hac cuutanu being paid for the job by Michael Robertson. Xopoluee fokazaTenbCcTBO B TOM, YTO Mbl BCE
eule all active after the deadline.

MoxeTe pacckasaTtb Ham 6onbLue o Bawem «MIST X-Code hack»?

Uepes HekoTopoe BpeMs nocne original hack bunnie Andy nonHocTelo nssnek MCPX ROM, u Steve, Paul
N 9 Hayanu aHanuanpoBaTb code, a a reverse-engineered X-Code interpreter, contained within it. Korga s
nckan bugs, koTopble MOXHO ObINO Ucnonek3oBaTk, YTOObI escape the X-Code interpretation loop, s
obBHapyxwun, 4To YacTb code yxe 6bina written with our attacks in mind. 31o mon original disassembly:

cmp ebx, 80000880 ; ISA Bridge, MCPX disable?
jnz short not_mcpx_disable
; BUG: too specific: bits 24 to 30
; undefined and ignored by PCI hardware!
and ecx, not 2 ; clear bit 1 (MCPX ROM will be
; turned off by setting bit 1)
not_mcpx_disable:

mov eax, ebx

mov dx, OCF8h

out dx, eax ; PCI configuration address
add dl, 4

mov eax, ecx

out dx, eax ; PCI configuration data
jmp short next_instruction

A paHblue pabotan ¢ «PCI configuration», noatomy 3Han, uTo test for the attack 6bin cnuwkom specific:
noxoxue codes genanu 6bl To xe camoe, HO npoxoaunu test. Tak uto y MS developers 6bina good idea,
Ho implementation 6bina wrong, Takum o6pa3om pacckasae Ham 06 nx idea aTum cnocobom!

A otnpasun ceoto idea Andy, Steve n Paul, n oHu 3a KopoTkoe Bpems verified, 4To 0x88000880 worked
just as well as ©x80000880, 4Tobbl turn off MCPX ROM and exiting the interpreter by mapping the
interpreter code out of memory!

«Project B»

Wpaet work in progress, HasbiBaeMas pa3paboTtdmkammn Xbox-Linux «Project B», 4To6bl HanT cnocob
YyCTaHOBWTb 1 3arpy3nTb Xbox-Linux 6e3 kaknx-nmbo annapaTHeix Mogmdumkaumii. Moniker Project B
npovcxoauT u3 criteria, defined for awarding $200,000 prize, offered by Michael Robertson, CEO Lindows.
Prize «Project A» 6b1n1 $100,000 u 6611 awarded nepBoii group, fo6uBLwerics Linux running on an Xbox
with hardware modifications. OcTtaBwuecs $100,000 6yayT awarded individual or group, koTopasi
completes Project B. Asymmetric division prize money HamekaeT Ha challenge completing Project B.
(BonbLe details on Project B moxHo HanTu Ha Sourceforge Xbox-Linux website no agpecy
http://xbox-linux.sourceforge.net/articles.php?aid=2002354043211.)

Ectb psg Project B strategies, pursued by various groups. Cambin conceptually simple approach - factor
2048-bit RSA key, ucnonbayembin ana nognncu Xbox game disks. 3ToT approach pursued by
OperationProjectX (http://sourceforge.net/projects/opx) using a distributed computing approach. Npouie
rosopsi, ecnu 2048-bit RSA key dakTtopusoBaH u packpbiBaeT private key Microsoft, nto6oin moxet forge
Microsoft's digital signature and create bootable game disks for the Xbox, npu ycnosun 4to Microsoft
Hukorga He yaanut n3 Xbox kernel cnocobHocTtb load programs from regular CD or CD/RW media.
CywectBeHHO, Microsoft ships its games on 2-layer DVD-9 format disks with special security structures.
Xbox firmware morna 661 6bITb configured by Microsoft to only boot from disks that have this particular
structure, regardless of the digital signature check. MNockonbky cenyac impossible burn 2-layer DVDs using
a common DVD burner drive, TpeboBaHue secured DVD-9 media kak eauHcTBEHHOro source for
executables ctano 6kl impairment ansa pacnpoctpaHeHus Xbox-Linux yepes free downloads off the
Internet. [ipyras npobnema atoro approach B Tom, 4to chance successfully factoring Xbox's private key
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through brute force search ouyeHb, oueHb man. (Tnaea 7, «A Brief Primer on Security», cogepxut 6okoByto
BctaBky «Very Difficult Problems», koTopas neiTaetcs communicate computational difficulty aton sagaun.)
Ecnn private key ycnewHo recovered within a reasonable amount of time aTum approach, aTo significantly
reduce people's confidence in RSA algorithm. (C gpyroi ctopoHsl, you can never win the lottery if you
don't buy a ticket, and running a free distributed factoring client using the spare cycles on your CPU is
much cheaper than a Powerball ticket.)

Ipyron approach, related to cracking RSA-2048 bit key, - mogndmumpoBatb existing, signed Xbox
executable nonesHbiM obpa3om 6e3 nameHeHus ero cryptographic hash value. Takasa constructive hash
collision caenana 66l modified executable identical to the original as far as digital signature check is
concerned. Hash, used in Xbox's digital signature algorithm, - SHA-1. SHA-1 - 160-bit hash 6e3 publicly
known algorithmic weaknesses; nockonbky source of the hash fixed, npuwnock 66l nonpo6osaTb
npumMepHo 22160 random variations, 4Tobbl discover a collision. B kavecTtse side note: Henb3s
ucnonb3oBaTb birthday attack, uto6el reduce difficulty attack to 2480 random variations, noTomy 4TO Mbl HE
trying to find two messages that hash to the same arbitrary value. Lienb - generate a specific target hash,
or perhaps one of a very limited set of target hashes harvested from the set of all published Xbox game
titles. CnepoBaTtenbHo, aTOT approach Takke nonagaet B category «Very Difficult Problemsy.

PRIt

PucyHok 11-1. Core team Xbox-Linux Ha 19th annual Chaos Computer Conference, npoBeaeHHoM B
Berlin, Germany. C3agu Michael Steil; cnepegu, cnesa Hanpaso: Andy Green, Milosch Meriac n Franz
Lehner. (Photograph courtesy of Gerhard Farfeleder.)

AnbTepHaTuBHbIN approach k Project B - HanTu security holes B Xbox software u ucnonssosats holes,
4yT06bI seize control of CPU's instruction pointer. YTo6kl yBMaeTb, 4eM 3TO NOME3HO, PaCCMOTPUM
example: npegnonoxum, network-based buffer overrun exploit o6Hapy>xeH B game n moxeT lead to
arbitrary code execution. Program, running on PC connected to Xbox via network, morna 6kl 3atem use
this exploit to send packets to Xbox, koTopkle yctaHoBunu 6bl simple bootloader for Xbox-Linux. 3toT
bootloader mor 6b1 6bITb YEM-TO CTOMB NPOCTLIM, KaK program, koTopas runs code at a designated location
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on Xbox's hard drive or on DVD drive. JTto6oi port, rae Xbox can accept data, ssnsietcs vector for this
kind of attack, sBkntodass USB u network port, a Takke hard drive n DVD-ROM drive.) Corrupted save
games or file structures can be imaged onto hard drive or DVD-ROM drive, koTopble cause Xbox to run
user-developed code. K yectu Microsoft, Bce network interactions n save game protocols ncnonesytot
fairly strong and well-tested security techniques. Kpome Toro, s cnbiwan Ha presentation about Xbox by
Microsoft at MIT, uto Becb game code inspected by a buffer overrun checker 1 uto Microsoft nmeer
contractual remedies against game developers, found guilty of putting deliberate back doors into their
game code. 310 ykasbIBaeT, 4To code base Xbox 6onee secure, yem typical Microsoft product, yto
nenaet ee TeM bonee interesting as a problem for hackers to work on. (Ecnu Bbl 3anHTEpPECOBaHbI
ydactBoBaTb B hacking on Xbox kak yacTtb «Project B», 5 npusbiBato cHa4ana nposeputb Project B Prize
Rules web page no agpecy http://xbox-linux.sourceforge.net/articles.php?aid=20030023081956.)

HepnasHo buffer overrun exploit 6b6in 06HapyxeH B ToMm, kak saved games handled by Electronic Arts' «007:
Agent Under Fire» game. Exploit first divulged by hacker, known simply as «habibi_xbox», 29 mapta 2003
roga yepes posting Ha XboxHacker.net BBS. CyuiectseHHo, exploit 6bin identified in undisclosed number
of games, Ho «007: Agent Under Fire» 6bin eanHcTBEHHON game, explicitly named in the posting. Exploit
leverages unchecked string to run a short segment (a few hundred bytes) of code, koTopbili inserts a
series of kernel patches. Various measures 6binu included in design of the hack, 4to6bl make it very
difficult to modify the hack to do anything other than run intended Xbox-Linux target. Hanpumep, hack
patches original Xbox RSA public key, used for verifying digital signatures, with a new public key, while
leaving digital signature check algorithm unpatched. Tonbko Xbox-Linux bootloader, provided as part of
the hack, appropriately signed with corresponding new private key. [pyrne hackers gomkHbl 6binu 6bl
factor the new public key, uTo6bI use this hack to run other executables. Takke cama game «007: Agent
Under Fire» performs an independent digital signature check on all saved games, Tak 4yto modifying
exploit code in hacked savegame file is not trivial. BkntoueHue Taknx security measures in the hack -
laudable decision co cTopoHbl implementer hack, nockonbky 310 nomoraeT ensure that hack is not directly
useful for applications such as piracy. Peanunsauusa security measures, kotopkle protect Microsoft's
interests, moxxeT nomoyb save Xbox-Linux project from wrath of Microsoft and U.S. Department of Justice.

Mpodmnb: Milosch Meriac

MoxeTe pacckas3atb HaM HEMHOIO O cebe?

Mos general history goBonbHo npocta. A poauncsa B 1976 rogy B Czechoslovakia. Mou parents (mos
mother - teacher, father - civil engineer) escaped during the Cold War to western Germany uns-3a
repressions by communist regime. MHe 6bino okono Tpex net, koraa Mel arrived in Germany. B German
kindergarten st immediately learned German language. C aToro momeHTa Bce 6binio really simple - B
JecaTb net a nonyunn ceoi first computer nocne Heckonbknx Mmecsaues whining. Things started to roll.

Mocne school leaving exams n weird intermezzo at German Federal Armed Forces Military Duty s Havan
studying cybernetics and computer science, HO Yepes Tpu roga peLumn quit university and concentrate as
long-term objective on my own company. During my studies a established some valuable business
connections, noatomy 6bino nerko work as freelancer for various companies in Germany. A genan reverse
engineering projects, developed realtime embedded linux systems with small footprint, 3aHnmancs
lowlevel programming Bpoge realtime extensions for Windows systems, u developed software based
harddisk safeguard ana famous German company. Ceityac 5 xuBy co coei girlfriend B Berlin, 1 Mbl
having a great time there.

Mouemy BbI hack?

Monyuus BonbLue onbiTa B programming, s Hayan discover, 4to beautiful and bright entity computer world
Ha camom gene fragile patchwork.

146


http://xbox-linux.sourceforge.net/articles.php?aid=20030023081956.

BHauane hacking 6bin ansa mens like a game. MoxHo 6bino walk around inside your computer system,
discovering worlds of new code and possibilities every single day. Occasionally one could challenge
application authors to a duel by trying to analyze and circumvent their copy protections. MHoraa ato 6bino
like playing chess; other times it was like a deathmatch.

C ogHon cTopoHel, g was excited to see my knowledge growing, a ¢ gpyrow ato naturally a great ego boost
ansa 14-year-old child - circumvent security systems of overpaid godlike hardcore programmers. Bo Bpems
senior high school s revised this view: while programming tools and applications for some local companies
during school vacations, s BcTpeTnn some genuine programmers - and was disappointed: they were
neither gods, nor godlike.

Yepes HekoTopoe BpeMs 4 realized, uTo writing a cool demo, hacking application X, or finding a nifty hack
for Y He changes the world more than a sack of rice toppling down somewhere in China. MNoatomy s Hayan
choosing my realms more wisely - technologies of everyday life like telephones, computers, networks and
satellites. A found out, 4To one has the power to change things by explaining technology to average users
or by helping companies to secure their products.

CerogHs st aware of my power as whitehat hacker. Every person in today's life affected by information
technologies: surveillance techniques, data mining, information warfare, Digital Millennium Copyright Act,
TCPA, digital rights management, new interpretations of copyright and patent law pactyT like mushrooms
after monsoon rain. Kak n B npowunom, st ache to peek behind these beautiful and bright entities, and
hopefully find bugs and traps before they find us.

MoxeTe pacckasaTb Ham O BalleMm onbiTe ¢ NpoekToM Xbox-Linux?

A joined Xbox Linux project n nomor get the kernel running, 4to 6bino tricky, notomy 4to Xbox architecture
umeetT some traps and differences compared to personal computer. A created early Linux distributions for
Microsoft's Xbox. 310 66110 BaxkHO, NOTOMY 4TO y Hac 6bino only 1 MB flash available to store complete
distribution and kernel, and hard disk wasn't unlocked yet. A Takke provided a console driver for Andy
Green's filtror device, Tak 4To Mbl Mornu see kernel boot messages and get a linux console using his
device as some sort of remote interface. This distribution already included network drivers, soundcard
drivers, mp3 support, a telnet server, webserver, NFS support, and a broad range of standard linux tools.
3710 enabled us to get rid of our custom-made hardware n nossonuno hundreds of people join project,
either as code contributors or as test persons. Y Hac eLe He Gbino screen output, nosTomy s added
framebuffer interface to Xbox Linux kernel 1 made many other contributions.

Yuncno contributing developers Ha4ano enormously grow. Mbl nonyyaem awesome help co Bcero mupa,
yTob6bl make Xbox Linux possible. Some stay hidden because they are afraid of legal uncertainties like
DMCA in United States, while others can contribute freely.

EcTtb nu gpyrne comments, KOTopbiMK Bbl XoTenu 6bl nogennTsca?

HekoTopeble people may ask, nodemy full-grown people like me fiddle about with this Xbox toy. Y kaxgoro
yerioBeka, KOHEYHO, CBOW reasons; Mos reason - improve my skills and learn more about recent
technologies. Microsoft Xbox, Hanpumep, predecessor of a TCPA/Palladium protected computer, co Bcemu
technical and social implications. 3To fine playground for my research on more secure computer systems
without pressing users.

OpaHa 13 rmaBHbIX NPUYKH - Hawe community. It is really fun and a great pleasure to work together with
these bright geeks - online and especially offline in a pub with pints of fine beer. A amazed every day by
growing strength of our community. Thanks to all for making this possible!

OrnspabiBadck Bnepea, success Project B moxeT o3HavaTb nnbo new age for Xbox hacking, nmbéo demise
of Xbox hacking. [Jaxxe HecmoTps Ha To 4YTO Project B hackers demonstrated social conscience and good
will, nbiTasice protect Microsoft's interests, HeBo3moxHO prevent less scrupulous hackers from reverse
engineering the hack and eventually figuring out how to reproduce the technique in some less
Microsoft-friendly form. KoHeuHbIn pe3dynbTtat mor 66l 6b1Tb 60 harsh crackdown by Microsoft upon all
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hacking activity, nn6o Microsoft exiting video game business altogether, since their revenue stream would
be cut off like Sega's in the Dreamcast piracy debacle. nu Microsoft could just elect to plow more money
into the business and release redesigned console, incorporating patches and countermeasures for known
security holes. Outcome 6ygeT heavily depend upon how events unfold in the next few months. OgHako,
with deep price cuts on the horizon for Xbox and rumors of a thoroughly redesigned «shrink» version of
console floating around, seems that Microsoft's near-term strategy is to focus its energies on storming the
market instead of stemming fair-use or piracy. After all, every Playstation2 or Gamecube sold probably has
a worse effect on Microsoft's business than every Xbox converted to run GNU/Linux, or even an Xbox
converted to run pirated games.

OpenXDK

MHorue interesting and useful projects anst Xbox, Takne kak XboxMediaPlayer 1 MAME-X (Multiple Arcade
Machine Emulator for the Xbox), 6binu developed for native Xbox gaming platform. K coxaneHuto, aTu
programs 6binn developed using unauthorized versions of Microsoft Xbox SDK (Software Development
Kit). Microsoft Xbox SDK supposed to be available only to approved, licensed developers. OgHako SDK
leaked even before console was launched, n ¢ Tex nop mHorue ncnonb3oanu leaked Xbox SDK ansa
co3aaHusa cobceTBeHHbIX Xbox programs. XoTs proprietary Xbox SDK convenient and easy to use, ero
Takxke technically illegal to use. Lack of legal SDK for native Xbox platform 3aTpygHsieT npusneyeHue large
base of open-source developers.

Mpoekt OpenXDK 6bIn co3aaH, 4tobbl address need for legal alternative to Xbox SDK. Stated goal
OpenXDK - create legal development kit for creating Xbox Executables (XBEs). OpenXDK no3sonut users
create native XBE files, kotopble, when signed with appropriate digital signature, could run on vanilla
Xbox. Since this appropriate digital signature is as of yet unknown, this work is done in anticipation of legal
technology that enables interoperability with programs developed using OpenXDK.

HecmoTps Ha ceoto utility, npoekt OpenXDK Bce eLle B nascence u et developers. bonbLue 06
OpenXDK project MoxxHO HanTu no agpecy http://openxdk.sourceforge.net. Project managers OpenXDK -
Dan Johnson (also known as Siliconlce, creator of XboxHacker BBS) n Aaron Robinson (also known as
caustik; caustik also leading CXBX executable relinker and CXBE Xbox emulator projects).
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FnaBa 12. Caveat Hacker

Reverse engineering 1 3akoH 06 MHTeNnNeKkTyanbHoOM CO6CTBEHHOCTM MMEIOT HECKOMNBKO XMUTPbIX
topyanyeckmx BzammogencTemmn. C ogHoOM CTOPOHbI, MHHOBAaLUUS 3acryXXMBaeT cnpaseannBon Harpagbl.
lMpaBo nsobpetaTenen nnm aBTOPOB NCKITHOYUTENBHO NPOM3BOANTL UMW NPOAaBaTh NMOALI CBOEro Tpyaa
OOIMKHO ObIThb 3awmieHo. C opyron CTOpoHbl, CBOBOAHbBIM N KOHKYPEHTHBIW PbIHOK Takke HeobXoanM,
4YTOObI COXPaHATb NMHHOBALMIO 1 0BecneynBaTb YECTHbIE PbIHKU. 3ydeHne NpuHLMNOB NPOEKTUPOBaHUS,
BOMSIOLLEHHBIX B CYLLECTBYIOLLMX NPOAYKTaX, N CMOCOOHOCTb MPOM3BOANTL YIyULLEHHbIE MPON3BOAHbIE
NPOAYKTHI ABMNSIOTCA BaXXHOM 4YacTbio KOHKYpeHTHoro marketplace.

Ota rmaBa gaet 0630p 3akoHa 06 MHTeNnekTyanbHoM COOCTBEHHOCTU 1 HEKOTOPbLIX Dornee BaXKHbIX
yacTen, KOTopble BaM, Kak Xakepy, Hy)XHO 3HaTb. HeBeaeHWe He ABNAeTCA AEeNCTBUTENbHOW 3aLlnTon, 1
3aKOH NPeAnUCbIBAET CypOBbI€ HaKka3aHUs ANs TeX, KTO UTHOPUPYET 3aKOHbI, PEryNupytoLmne reverse
engineering 1 npaBa NMHTENNEKTyanbHON COOCTBEHHOCTU. HekoTopble akTbl HapyLleHWs
WHTEnNneKkTyanbHOW COBCTBEHHOCTU Haka3yeMbl kak felonies, BMecTe ¢ kpynHbIMU WTpadamu.

Bonbliasa yactb aToN rnaekl 6bina HanucaHa Lee Tien, Senior Staff Attorney B Electronic Frontier
Foundation. Lee (1 Joseph Liu) 6binm moumm counsel B nepuog, Koraa st noitancsa onybnmkosaTb CBOU
findings o cucteme 6esonacHoctn Xbox. maea 8 cogepxut 6okoByto BcTaBky «The Legal Challenges of
Hacking», onuceiBatoLyto moto 6opbby ¢ MIT 3a nybnukaumio moen cratbu.

Copepxumoe aToK rnasbl NpeacTaBeHo ¢ HaMepeHnem npegocTasuTb informational resource gns
xakepoB. Ecnu Bbl AymaeTe, YTO MOXeTe HaxoguThCs B OpManYeckn compromising situation, HeT 3aMeHbl
obpaluenuntio Kk attorney n nonyyenuto proper legal advice no BalLen KOHKPETHOW CUTyaLnN.

Mpodunb: Lee Tien

Lee Tien - Senior Staff Attorney B Electronic Frontier Foundation, cneuynanuaupytowmincsa Ha free speech
law, BKntovasa nepeceyeHus c intellectual property law u privacy law.

o npuxoaa B EFF Lee 6bin sole practitioner, cneunanuamposasLlummcs Ha litigation no Freedom of
Information Act (FOIA). Mr. Tien nybnukosan articles o children's sexuality and information technology,
anonymity, surveillance u First Amendment status ny6nukauum computer software. Lee nonyumn
undergraduate degree in psychology B Stanford University, rae 6bin o4eHb active in journalism B Stanford
Daily. lNocne roga pabotel news reporter B Tacoma News Tribune Lee nowen B law school B Boalt Hall,
University of California at Berkeley. Lee Takke BbinonHan graduate work in the Program in Jurisprudence
and Social Policy at UC-Berkeley. (1

Electronic Frontier Foundation

Electronic Frontier Foundation (EFF) npegoctaBuna MHe legal counsel B nepuoga, korga s nbitancs
onybnukoBaTb CBOK CcTaTbio 0 cucteme 6esonacHoctn Xbox. Cnepytowme paragraphs BBOAST, YTO
penaet EFF v ko oHM.

MpeactaBbTe Mup, rae technology moxeT gatb Bcem Ham power genutbesa knowledge, ideas, thoughts,
humor, music, words and art with friends, strangers and future generations.

OTOT MUp 34€eChb 1 cenvac, caenaHHbI BO3MOXHbBIM 3TEKTPOHHOM CeTbIo - Internet - ¢ power coeguMHUTb
Bcex Hac. A byayuwme developments in technology nossonat Ham access information and communicate
with others ewwe 6onee powerful ways.
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Ho governments and corporate interests worldwide neitatoTcsa prevent us from communicating freely
through new technologies, To4HO Tak e, Kak korga nogu in positions of power KoHTponuposanu
production and distribution of - or even burned - books, koTopbie oHM He xoTenu, 4Tobbl people read in the
Middle Ages. Ho Tonbko by fighting for our rights to speak freely whatever the medium - whether books,
telephones, or computers - can we protect and enhance the human condition.

Electronic Frontier Foundation (EFF) 6bina co3gaHa, 4to6bl defend our rights to think, speak, and share
our ideas, thoughts, and needs using new technologies, such as the Internet and the World Wide Web.
EFF nepon identifies threats to our basic rights online and advocates on behalf of free expression in the
digital age.

Based in San Francisco, EFF - donor-supported membership organization, padoTatowas to protect our
fundamental rights regardless of technology; educate the press, policymakers and the general public
about civil liberties issues related to technology; and act as a defender of those liberties.

Cpeau Hawwmx various activities EFF opposes misguided legislation, initiates and defends court cases
preserving individuals' rights, launches global public campaigns, introduces leading edge proposals and
papers, hosts frequent educational events, engages the press regularly, and publishes a comprehensive
archive of digital civil liberties information Ha ogHom 13 most linked-to websites in the world:
http://www.eff.org.

McTounuk: From the EFF website, http://www.eff.org/abouteff.html.

Caveat Hacker: BBegeHne B MHTeNNeKTyanbHYO COGCTBEHHOCTb, Lee
Tien

Reverse engineering - npoLecc nssneyeHns know-how mnnu knowledge u3 artifact; Ha marketplace ero
HasbiBanu «time-honored technique of figuring out just what makes a competitor's product tick». 2l o
nobon, kTo cerogHsa ndyvaeT mass-marketed products, gormkeH ObITb ocBegoMneH o legal minefield
BOKpYr reverse-engineering. Anti-circumvention provisions of the Digital Millennium Copyright Act (DMCA),
Bl contractual terms, 3anpewatowime reverse-engineering, 1 Economic Espionage Act (4 _ Heckonbko
onacHbIX lopugudeckmx obnacren, o kotopbix technologists omkHbI 3HaTL. JTa rnaea kpaTko obo3peeT
aTn obnacTu, 4Tobbl AaTb xakepam rough idea of the issues.

3peckb ecTb ABa 06wWwmx Bonpoca. Bo-nepsbix, lawful nu reverse engineering? Bo-BTopbIX, Ja)Xe ecnu Bbl
MOXETe reverse engineer NpoAyKT, MOXeTe nu Bbl Ny6NuKoBaTh TO, YTO Y3HAETEe U3 reverse engineering?

Knaccuyeckoe npaBo MHTeﬂneKTyaanOﬁ COOCTBEHHOCTMU: o630p

Intellectual property law TpagmumMoHHO o3Havano copyrights u patents. Ob6a co3garTca 1 orpaHn4MBalTCA
federal statutes, ocHoBaHHbIMM Ha clause 06 MHTennekTyaneHom cobcTBeHHocTn Constitution: «Congress
shall have the Power . . . To promote the Progress of Science and useful Arts, by securing for limited
Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries.» 5]
Computer[g]rograms 00Obl4YHO 3awmLatoTes Kak copyrighted «literary works», HO OHUM Takke MOryT ObITb
patented.

B nocnegHee Bpems noau ctanu gymaTs o trade secrets kak ewe 06 ogHom Buge intellectual property.
Trade secrets nsHavanbHO 3awuwanumce courts under case law, HO Tenepb OHU TaKxKe SABMSTCA
npegmeTom u state, n federal statutes. B otnuume ot copyrights n patents, trade secrecy law nctopmnyecku
OcHoBaH Ha principles of unfair competition.
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B United States authors 1 inventors He umetoT «natural rights». [ Bmecto aToro ux npasa OCHOBaHbI Ha
noHsTum public welfare. Society will benefit, ecnu authors u inventors nonyyatoT HekoTopyto protection,
noToMmy 4TO Y HUX He ByaeT adequate incentives co3gaBaTb, ecnu gpyrne cMoryT cBo604HO MCMONb30BaThb
nx work. Ho aTa protection orpaHndeHa, 4tobbl assure that the public ultimately benefits. (&1 Hanpumep,
copyright u patent rights gencrsytoT Tonbko for «limited times»; eventually protected works must enter the
public domain. ol Kopoue, intellectual property law yctaHaBnvBaet terms for a «bargain» between the
public and authors or inventors.

ABTOpCKOe npaBo

Copyright law 3awmiiaet original works of expression, kotopble «fixed» in a tangible medium, n gaet
author (or assignee) exclusive rights over reproduction, distribution, adaptation, public display and public
performance of the work. OH He 3awmwaeT against independent creation.

Works - He TO e camoe, 4To copies unu phonorecords (copies of sound recordings). Korga Bel nokynaete
book, Bbl BnageeTe copy, Ho copyright owner coxpaHsieT rights to the work itself. O6paTute BHUMaHWe,
kcTatn, uTto doctrine «first sale» nossonset lawful owners of copies npogaBaTb Unv nepegaBaTth 3TU
lawfully owned copies, (9T with certain exceptions. (1]

EcTtb MHOrO pasHbix types of works, ¢ mHoxecTBoM different rules ans kaxgoro type. Noatomy copyright
law poBonbHO complex, a technology He ynpocTtuna matters. PaccmoTtpum copyrighted song. Song nnu
musical composition (MC) sawumwieHa copyright, 06bi4HO held by songwriter. YTo6kl record the song,
Hy>kHO permission from the MC copyright owner. (2 Mocne sanuew BosHmkaeT independent copyright in
the sound recording (SR), koTopbin 3awmiiaeT actual recorded sounds, including singer's interpretation of
the underlying song, as well as efforts of producer and sound engineers. Record companies 06bI4HO
BnagetoT SR copyrights. B pesynbtate, ecnu Bbl XoTUTE ncnonb3oBaTthb copyrighted sound recording of the
song in a TV commercial, Bam Hy>xHO permission n MC copyright owner, n SR copyright owner.

BonbwmHcTBO rights copyright owner goBonbHo obvious, HO HekoTopble - HeT, ocobeHHo Koraa involved
computers. Hanpumep, computers load programs into RAM, cosgaBas copy for copyright purposes.
Copyright act cogepxut specific exemption, koTopbii no3sonsaeT owner of a copy of a computer program
copy the program into computer memory. 31 310 unnocTpupyeT general strictness of copyright law: 1o,
4YTO Hemnb3s ncnonb3oBaTtb copyrighted work for its intended purpose without making a copy, He o3Ha4aer,
yTo making the copy is not copyright infringement. Implications atoi strictness gns Internet cepbeaHbi,
nockonbky Internet dissemination generally involves the making of copies.

Right over adaptation Takke moxeT comBatb ¢ Tonky. Adaptations, nnm «derivative works», - works based
on a copyrighted work: foreign-language translations, movies based on books, and so on. B ogHom
much-criticized case cypg found, 4yTo Bbipe3anue pictures n3 lawfully owned copies 1 mounting pictures
onto C(aiggl]mic tiles cospasano infringing derivative works. (4 BonblmnHeTso courts disagree with this
result.

Copyright protection HaunHaeTcs automatically when a work is created u generally lasts for the life of the
author plus 70 years. (6] Works become free for all to use, To ecTb enter the public domain, once the
copyright term expires.

EcTtb MHOro exceptions to copyright. Npasuno, uto copyright protects expression, o3HayaeT, 4YTO OH He
3anpeLyaeT HMKOMY mcnonb3oBaThk ideas unu facts, revealed in the work. «ldeas» includes plots of stories.
More generally, copyright doesn't protect utilitarian aspects of a work, Tak 4TO BbI MOXETE HanucaTb
computer program, kotopbin does the same thing as another program, so long as you don't copy its
expression.
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Facts considered «outside» copyright, notomy 4to oHu discovered, not authored. 3To Bknto4ano Gsbl,
Hanpumep, discovery of new prime numbers. Ho MoxxHO nmeTb copyright in the selection, sequence or
arrangement of facts unu anything else that is not itself copyrightable. Classic example - anthology of
public-domain poetry. MoxHo umeTb copyright to the compilation, even though individual pieces are
unprotected, if the selection, sequence or arrangement is sufficiently original. Alphabetical arrangement of
facts in typical telephone «white pages» directory fails the constitutional originality requirement. Bbl He
nony4yaete protection merely because you invested money, time or effort into collecting the phone
numbers.

Copyright doesn't cover many «ordinary» uses of the work. Camo no cebe utreHue book He subject to
copyright, notomy uT0 He infringes any of the copyright owner's rights. Singing a song in the shower is a
performance, but copyright owner only has a right over public performances. 3geck cHoBa, ogHako,
Internet namennn things. Korga el yutaete document in your web browser, copy of the document was
probably made by your computer. Thus many formerly ordinary uses now entail making a copy, which
raises copyright issues.

CerogHs mHoro controversy about «fair use». Fair use - defense to copyright infringement, intended to
allow people to make some unauthorized use of copyrighted works. Fair use allows book reviewers to
quote from books. 3710 very complicated area of law; whether a use is «fair» depends on factors like
purpose, nature, amount, and economic effect of the use. (17]

MaTeHTbI

Patent law 3awmwaet inventions u gaet inventor (or his assignee) npaso exclude others from making,
selling, or using the invention for 20 years from the date of filing of the patent. Unlike copyright, patent law
protects against independent invention by another person.

Bargain here is that in return for the patent, the inventor must provide enough information in the patent
application to enable one «skilled in the art» to create the invention without much experimentation. Once a
patent is awarded, the application is made public. By making the information public, the patentee
contributes to society's store of knowledge.

A patent confers no affirmative rights, however; if you patent an improvement to someone else's invention,
you can't practice the improvement without infringing on the underlying patent. If you invent and patent a
new drug, you may still need regulatory approval before you can sell the drug.

UTto6bl 6bITh patentable, invention must be useful, novel, and «nonobvious» to one «skilled in the art».
Novelty and nonobviousness requirements mean that the invention must be a sufficient development in
technology before the right to exclude is given. Developments that do not meet these high standards are
denied protection.

Kommepueckue TarHbI

TpeTbsa obnacTb law - trade secrecy - Takke considered part of intellectual property law, although it is not
really property. Trade secret - commercially valuable business or other information, known to the user but
not to competitors. Secrecy, although not absolute secrecy, is the essence of a trade secret; HyxxHo take
reasonable precautions to protect the trade secret against disclosure.
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EcTtb obvious relationship between patents and trade secrets, because both protect useful information. If
the useful information isn't patentable at all, there's no choice. But one might not want to patent a
patentable invention for several reasons. You might not want to disclose information in the patent
application. Also, if you don't expect the technology to be valuable for very long, it might not be worth
getting a patent that lasts 20 years.

Main downside of trade secrecy is that it provides no protection against independent invention or against
reverse-engineering. Trade secrecy therefore unwise if the secret can be figured out from the product. If,
on the other hand, the invention is a process used in making the product, it might be hard to
reverse-engineer. Even though Coca-Cola has been on the market for many years, apparently no one has
figured out how to duplicate it.

KoHCTUTYUMOHHas caenka aBTOPCKOro npasa

Intellectual property rights are a means to an end - to promote the progress of knowledge and technology.
Kak ogHaxapbl ckasan Supreme Court, «the monopoly privileges that Congress may authorize are neither
unlimited nor primarily designed to provide a special private benefit.» [18]

Passage above ykasbiBaerT, 4to intellectual property law gasHo concerned about limiting potential
monopoly power, conferred by copyright and patent law. For instance, first-sale doctrine prevents patent
and copyright owners from controlling the market once patented products or copies of copyrighted works
are sold.

Takke copyright law gasHo interpreted by courts and crafted by Congress to preserve a balance with
freedom of speech. Doctrines like idea/expression dichotomy, fair use doctrine, and copyright's limited
term generally viewed as reducing potential conflict between copyright and freedom of expression. (19

Interestingly, concern about monopolies historically linked to concern for free speech. English copyright
law had long functioned as a kind of state-sponsored cartel; in return for private monopolies over writings,
publishers agreed to act as policemen of the press in service of government censorship - in particular,
Bible and other religious works. [20] Similarly, copyright law's idea-expression dichotomy ensures that
uncopyrightable facts and ideas and unpatentable functional principles remain in the public domain for
future creators to build on.

TpaavunoHHbIN B3rnsaa Ha Reverse Engineering

Historically, reverse engineering has always been a lawful way to gain information embodied in
mass-marketed products. For many technology firms, reverse-engineering competitors' products to study
their innovations is a standard practice. Indeed, U.S. courts have also treated reverse engineering as an
important factor in maintaining balance in intellectual property law, and the Supreme Court has called
reverse engineering «an essential part of innovation».

The law recognizes three main purposes of legitimate reverse engineering. Competitive
reverse-engineering intended to create a direct substitute. Compatibility or interoperability
reverse-engineering aimed at figuring out how to make a product that works with the reverse-engineered
product. And of course, researchers often reverse-engineer products in order to gain knowledge with no
commercial purpose.
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Trade Secrecy n «Improper Means»

In general, a trade secret is misappropriated only if a person or firm misuses or discloses the secret in
breach of an agreement or confidential relationship, engages in other wrongful conduct (e.g., bribery,
coercion, trespass) to obtain the secret, or acquires the secret from a misappropriator knowing or having
reason to know that the information was a misappropriated trade secret.

Most states, like California, explicitly provide that reverse engineering is a lawful way to acquire a trade
secret. Several reasons support reverse engineering as a sound principle of trade secret law. [21] Buying a
product in the open market generally gives the buyer personal property rights in the product, which include
the right to take the product apart, measure it, subject it to testing, and the like. The law also regards sale
of a product in the open market as a publication of innovations it embodies and a dedication of them to the
public domain unless the creator has obtained patent protection for them.

Vulnerability of trade secrets to reverse engineering is part of the overall constitutional scheme. In Bonito
Boats v. Thunder Craft Boats, the Supreme Court struck down a Florida law that forbade manufacturers of
boats from using existing boat parts as «plugs» for a direct molding process that yielded competing
products because the law «prohibit[ed] the entire public from engaging in a form of reverse engineering of
a product in the public domain.» 221 The court explained that reverse engineering is «an essential part of
innovationy, likely to yield variations on the product that «could lead to significant advances in
technology». Indeed, «the competitive reality of reverse engineering may act as a spur to the inventor» to
develop additional patentable ideas.

In cases like Bonito Boats, the question is whether a state law is «preempted» by federal law. When
federal and state law conflict, either directly or as a matter of federal policy goals, the state law loses under
the doctrine of «conflict» preemption. This stems from the Constitution's Supremacy Clause, under which
federal law generally trumps state law. [23] Copyright law also contains a specific preemption clause,
discussed below.

ABTOpCKOe npaBo u npob6rsiema NPOMeXyTO4YHOro KOnMpoBaHUA

Until recently, copyright law didn't need to worry about reverse engineering, because there was little
reason to reverse engineer books, art, or music. Now that computer programs are «literary works», things
are much different. Since many computer programs are distributed only in object code, the reverse
engineering process commonly requires an initial decompilation into source code - which entails making a

copy.

U.S. courts have found that copyright law does not necessarily prohibit reverse-engineering, because
copying incidental to reverse engineering can be a «fair use»: «The Copyright Act permits an individual in
rightful possession of a copy of a work to undertake necessary efforts to understand the work's ideas,
processes, and methods of operation.» (4] This can be true even when the ultimate goal of the reverse
engineering is commercial. The courts generally rely on the Constitutional purpose for copyright protection:
«the promotion of 'the Progress of Science...."» 251 The fair use doctrine advances this Constitutional

objective by «encourag[ing] others to build freely upon the ideas and information conveyed by a work.» [26]

Key case here was Sega Enterprises Ltd. v. Accolade, Inc. 27] Accolade disassembled Sega game
programs in order to get information necessary to make its games compatible with Sega Genesis game
console. Accolade then sold its own games in competition with games made by Sega and its licensed
developers. Accolade raised a fair use defense to Sega's claims that the disassembly copies were
infringing. The court accepted Accolade's defense for the reasons described above. It also noted that if
Accolade could not disassemble Sega's code, Sega would get «a de facto monopoly over [the

unprotected] ideas and functional concepts [in the program]», which is only available under patent law. (28]
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The court's holding, however, was limited to reverse engineering undertaken for a «legitimate reasony,
such as to gain access to the functional specifications necessary to make a compatible program, and then
only if it «provides the only means of access to those elements of the code that are not protected by
copyright.» [29]

NMaTeHTHOE NpaBo

There is no general fair use defense or reverse-engineering exemption in patent law. In theory, you
shouldn't need to reverse-engineer a patented product, because the patent specification should inform the
relevant technical community of the best way to make the invention.

Some reverse engineering activities will not infringe a patent. The buyer of a machine embodying a
patented invention, for example, is generally free to disassembile it to study how it works under patent law's
first-sale principle. Buying the product means that you have the right to use it, and simply studying it
doesn't infringe the patent owner's exclusive rights to make or sell the invention. Nevertheless, courts
sometimes enforce contractual restrictions on reverse engineering. (301

Also, one who tries to make a patented invention to satisfy scientific curiosity may have an «experimental
use» defense. Under U.S. law, this defense is narrow and probably does not include research uses that
may lead to development of a patentable invention or a commercial product. (311

The clash between these three areas can be seen if we look again at the Sega situation. Suppose Sega
had a patent on an algorithm used in all of its game programs. By disassembling Sega programs,
Accolade arguably «makes» or «uses» the patented algorithm, even if it did so inadvertently. In short, the
intermediate copying problem reappears in the patent context.

HoBble BbI30BbLI A11f reverse engineers

Importance of reverse engineering has only grown with the rise of commercial cryptography in
mass-marketed products, because it is impossible to make systems more secure without trying to break
them. Ironically, growing use of encryption has contributed to laws against reverse engineering. The
entertainment industry, for example, now relies on encryption and other technologies to protect digital
information like music on CDs and movies on DVDs against unauthorized copying.

Unsurprisingly, new laws have been enacted to prevent people from «circumventing» encryption and other
forms of security.

Legal encroachments to reverse engineering haven't been limited to encryption. In the 1970s and 1980s
some states forbade the use of a direct molding process to reverse-engineer boat hulls. 32111 the late
1970s and early 1980s, semiconductor industry sought and obtained legislation to protect chip layouts
from reverse engineering to make clone chips. 331 o major international agreement on intellectual property
rights says nothing about reverse engineering. [34]
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Digital Millennium Copyright Act n npo6nema unauthorized access

DMCA is one of the most important laws that now regulate reverse engineering. One part of the DMCA - its
«anti-circumvention» provisions - gives legal protection to technical measures that effectively control
access to or prevent copying of a copyrighted work. Unfortunately, the DMCA is extremely complex; for
instance, the DMCA makes it unlawful to bypass «effective technical protection measures» without clearly
specifying what that term means.

HecaHKunoHupoBaHHbIN AOCTYN

DMCA essentially creates a new right of «access» for copyright owners. Spokesmen for the copyright
industry liken the act of circumventing a technical protection system to «breaking and entering» a home.

One simple example is censorware programs used by schools and libraries to prevent children from
viewing inappropriate images. These programs often contain encrypted «blacklists» of censored websites,
which vendors typically treat as trade secrets. Suppose a researcher finds that a particular program blocks
sites that are wholly appropriate for children, and wants to read the blacklist in order to figure out how
many appropriate websites are being wrongly blocked. (5] Because the vendor has encrypted the blacklist
in order to prevent people from gaining access to its content, and the list is arguably a copyrighted
compilation of facts, the encryption is a technical protection measure applied to a copyrighted work and
unauthorized decryption would be an unlawful act of circumvention - except that the DMCA currently has a
temporary exemption for decrypting censorware blacklists.

Another example: the movie industry uses an encryption scheme called Content Scrambling System
(CSS) to protect movies on DVDs. In the 2600 case, [36] cSS was held to be a technical measure that
«effectively» controls access to movies. Bypassing CSS without the copyright owner's authorization is an
unlawful «act of circumvention» under the DMCA. Note that the courts have not found that the fair use
doctrine applies to the DMCA (as opposed to copyright law). Thus, if the use of CSS prevents you from
fast-forwarding through the commercials on a DVD movie - it is still unlawful to «circumvent» that
restriction.

Note here that the notion of «effective» here is not connected to cryptographic efficacy. Even weak
encryption is «effective» under the DMCA because the ordinary person could not defeat it.

TexHonorum o6xona

DMCA protects technical measures in a second way: its «anti-device» provisions outlaw the manufacture
and distribution of technologies that enable circumvention. B37] Continuing the «breaking and entering»
metaphor, spokesmen for the copyright industry liken circumvention technologies to «burglars' tools»,
which are illegal in many states.

Section 1201 of the DMCA states that «[n]o person shall manufacture, import, offer to the public, provide,
or otherwise traffic in any technology, product, service, device, component, or part thereof» if it has one or
more of the following three characteristics: (1) if it is «primarily designed or produced for the purpose of
circumventing [technical] protectiony, (2) if it has «only limited commercially significant purpose or use
other than to circumvent [technical] protectiony», or (3) if it is «marketed by that person or another acting on
its behalf with that person's knowledge for use in circumventing technical protection».
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Note that these provisions apply not only to the new right of «access control», but to the rights of copyright
owners generally. Thus, technologies that would circumvent copy-protection measures for CDs can be
unlawful under these provisions.

Recall the two examples just given. In the 2600 case, at issue was the DeCSS program, which enables
people to decrypt DVD movies protected by CSS. DeCSS was found to be a prohibited circumvention
technology. In the censorware example, the DMCA exemption permits the act of decryption, but it says
nothing about whether a censorware researcher can make available the computer program used to
decrypt the encrypted blacklist, or even the details of the method of decryption.

HaBuraumsa no ncknrovyeHnam DMCA

Just as you can't reverse-engineer object code without decompiling or disassembling it, you can't
reverse-engineer a technical protection measure without circumventing it. Moreover, you often need a
technological device or tool to actually perform reverse engineering, so the ban on circumvention
technologies also restricts reverse engineering.

In combination, these DMCA provisions create major barriers to cryptographers and security researchers
who want to analyze the security measures used in real, mass-marketed products. A commercial reverse
engineer who discovers a problem with another firm's technical measure and offers suggestions about
how to improve it is at risk of being indicted on criminal DMCA charges.

Even an academic reverse engineer is at risk of being sued for publishing a paper about the weaknesses
in a firm's security measures, because such a paper could be labeled a «tool of circumvention». B8] one
example is Princeton professor Edward Felten, who assembled and entered a team of scientists in the
music industry's «SDMI Challenge», a contest to crack digital watermarking and other technologies being
considered by the Secure Digital Music Initiative for protecting digital music. Felten and his team entered
the contest with the intent of using the SDMI Challenge as a real-world security case study, and they
eventually authored a peer-reviewed academic paper that was to be presented at a conference. Before the
paper was actually presented, the Recording Industry Association of America (RIAA) sent Felten and the
conference organizers a letter warning him that publishing the paper would violate intellectual property
laws, including the DMCA.

The DMCA also contains several exemptions relevant to reverse engineering: circumvention of a technical
protection system when necessary to achieve interoperability among computer programs; circumventions
conducted in the course of legitimate encryption research; and circumvention for purposes of computer
security testing. Unfortunately, each of these exemptions is both complex and narrow. Even when the act
of reverse-engineering is allowed, the DMCA strictly regulates what can be done with the resulting
information.

1201(f): o6paTHasa pa3paboTka ANsA COBMECTUMOCTU

This exemption allows the circumvention of technical protection measures for interoperability reverse
engineering. It also allows, to a very limited extent, the dissemination of information gained from
reverse-engineering. Note that 1201(f) would not have exempted Felten's attack on the SDMI watermarks,
because it had no relation to interoperability.

The 2600 case, mentioned earlier, concerns the publication of a computer program known as «DeCSS»
on the website of 2600 Magazine. DeCSS can be used to bypass CSS, the technical protection measure
used to control access to DVD movies. EFF, which represented 2600 Magazine, argued that DeCSS
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qualifies for the interoperability privilege of 1201(f). DeCSS was designed, we argued, to enable people to
build software that would enable them to play legitimately purchased DVD movies on their platform of
choice, namely, Linux computer systems. The courts rejected this argument, saying that 1201(f) only
permitted circumvention for purposes of achieving program-to-program interoperability, whereas DeCSS
enabled program-to-data interoperability that 1201(f) did not cover. This ruling is dubious, because there
are computer programs as well as data on movie DVDs.

While 1201(f) seems to follow Sega in permitting interoperability reverse-engineering, it is more restrictive
in several ways: interoperability is the only legitimate purpose for which reverse engineering may be done;
only program-to-program interoperability qualifies, even though circumvention may be needed to achieve
hardware-to-program interoperability or program-to-data interoperability; and the information resulting from
reverse engineering cannot be freely published.

1201(g): nccnepoBaHne wmncpoBaHus

The DMCA also contains an express exemption for encryption research. Unfortunately, it is also very
narrow. For one thing, this exception only applies if the cryptographer has asked (even if he or she has not
received) permission from the copyright owner to engage in an act of circumvention before the
circumvention is accomplished. Second, the statute emphasizes the need for a cryptographer to be an
expert in order to qualify for this exemption, even though some of the most brilliant minds in the field of
cryptology lack formal training. Third, the statute permits a cryptanalyst to make tools to bypass access
controls, but is silent on whether tools to bypass use or copy controls are permissible (that is, it contains an
exception to one but not both of the anti-device rules). Fourth, it regulates the cryptologist's ability to
disseminate the results of decryption.

Consider again Prof. Felten's SDMI research: it would not be exempted by 1201(g) because digital
watermarks are not encryption.

1201(j): uccnepgoBaHue 6e3onacHoOCTU

The DMCA's security research exemption has a similar structure: it applies only if the tester asks in
advance and likewise allows making tools only to bypass access controls, not copy or use controls. Like
1201(g), it too regulates the tester's dissemination of the results of the testing.

Even in this narrow form, it is not clear whether Felten's research would be covered. Sec. 1201(j) only
permits making a tool to bypass an access control. Is a digital watermark an access control or a copy
control? The answer to this question depends to a large extent on how the watermark is used. EFF argued
that, as contemplated by the RIAA, the SDMI watermark technologies were both access and copy control
technologies.
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JInueH3NOoHHbIe cornaweHusa U 4OroBOpPHLbIE 3anpeTbl o6paTHOMN
pa3paboTku

Intellectual property isn't the only obstacle to reverse engineering. It's common for software licenses to
prohibit reverse engineering. A typical license clause might say: «You may not, and you may not permit
others to, (a) disassemble, decompile or otherwise derive source code from the Software, (b) reverse
engineer the Software, (c) modify or prepare derivative works of the Software, (d) copy the Software,
except as expressly permitted in this Agreement, (e) rent or lease the Software, or (f) use the Software in
any manner that infringes the intellectual property or other rights of Licensor or another party.»

Companies argue that such provisions legally bind purchasers not to reverse engineer their software. If
they do so anyway, they have breached a contract and can be sued for damages. The problem, of course,
is that the anti-reverse-engineering provision gives the copyright owner rights beyond those it would have
under, say, the Sega decision.

Whether this kind of contractual prohibition is enforceable is a hotly disputed issue. Courts have
sometimes rejected reverse engineering defenses in trade secrecy cases because this activity exceeded
the scope of licensed uses of the software. 3% Courts have sometimes refused to enforce software
shrinkwrap license restrictions against reverse engineering because of a conflict between the clause and
federal intellectual property policy. In Vault Corp. v. Quaid Software Ltd., (49 the maker of copy-protection
software tried to enforce an anti-reverse-engineering clause under Louisiana law against a firm that had
reverse-engineered its copy-protection scheme. The court held that federal law preempted the contractual
clause as a matter of federal policy, the same argument used in Bonito Boats to override the Florida boat
hull law.

In addition, Section 301 of the Copyright Act preempts state-created or state-enforced rights «that are
equivalent to any of the exclusive rights within the general scope of copyright . . . .» As might be expected,
there's a debate about what «equivalent» means. Courts have said that contract provisions enforceable
under state law are «equivalent» to federal copyright when the conditions for infringement are the same.
But if infringement of the state-created right requires an «extra elementy, it is not «equivalent».

Such a contractual clause was recently found enforceable. In Bowers v. Baystate Technologies, Inc., [41]

an inventor marketed a patented computer-aided design (CAD) software «toolkit» with an
anti-reverse-engineering license clause. Baystate, a competitor, reverse engineered Bowers' software and
then marketed a competing CAD toolkit. After some complicated litigation, the court eventually held,
among other things, that Baystate breached its contract with Bowers.

The court held that the license wasn't preempted because a contract has an «extra element» - the parties
must agree. [42] 1t follows that federal copyright law can never preempt a contractual prohibition. The
problem with the Bowers decision is that it focuses only on the specific preemption clause of the Copyright
Act and completely ignores constitutional «conflict» preemption.

The Uniform Computer Information Transactions Act (UCITA) is a state legislative attempt to address
these issues, but it is also mired in controversy.

Kommepueckue TanHbl 1 Economic Espionage Act

The Economic Espionage Act (EEA) (4] created the first federal cause of action for trade secrecy
misappropriation. But it has no reverse engineering defense. This is troubling because rights granted
under the EEA arguably implicate certain reverse engineering activities previously thought to be lawful. In
particular, it's unclear whether decompilation and disassembly of computer programs may violate EEA
rules that forbid duplicating trade secrets.
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OTBeTCTBEHHbIN XaKep: He3HaHUe He 3alulaeT

In general, there are two ways you can violate intellectual property laws. Direct infringement means that
you actually infringed. Indirect infringement means that you facilitated actual infringement by someone
else. For example, in the Betamax case, the issue was whether Sony, by selling VCRs, could be found
liable for its customers' copyright infringement.

Fpaqu,chme N YyrosqioBHble npaBoHapyweHuUsa U Haka3aHus

The legal theories we've talked about carry a broad range of potential penalties. The main concern is civil
liability, either economic damages or an injunction against the activity or both. Damages are usually tied to
the amount of harm caused by the infringement.

In patent law, for example, the usual basis for damages is that of a «reasonable royalty». The court will
calculate how much you should have paid the patent owner in royalties if you had contracted for a license.
Damages can also be based on the infringer's profits or the patent owner's lost profits. «Willful»
infringement is treated more harshly. The patent statute permits a court, in its discretion, to increase
damages up to three times the base damages (and also to pay the patent owner's attorney's fees) if the
infringer knew about the patent and did not consult with competent patent counsel.

The current trend in intellectual property law is toward greater attention to criminal penalties. Under the
first federal copyright act in 1790, copyright infringement was a purely civil matter. It was not until 1897 that
Congress added criminal penalties to the copyright act, and criminal copyright infringement was classified
as a misdemeanor. [4°! Moreover, criminal copyright infringement was rarely used.

Today, the risk of criminal prosecution appears considerably higher, and the criminal penalties are much
greater. Amendments to the copyright act in 1982 and 1992, for instance, classified certain kinds of
infringement as felonies. Even then, however, criminal infringement had to be undertaken willfully and for
commercial advantage or private financial gain.

The 1997 No Electronic Theft Act (NET Act) criminalized the reproduction or distribution of one or more
copies of copyrighted works that have an aggregate retail value of over $1,000 during any 180 day period,
regardless of how those copies are created or distributed. It retained the willfulness requirement, but
eliminated the requirement that the defendant's infringement be motivated by profit or commercial gain.

The DMCA also contains criminal provisions, which were invoked in the prosecution of Dmitry Sklyarov
and the company he worked for, ElcomSoft. Elcomsoft produced and distributed software that can be used
to convert digital books from Adobe's eBook format into Adobe's PDF format. In the course of the format
conversion, the use restrictions imposed by the eBook format are stripped away. It was undisputed that the
Elcomsoft software can be used to facilitate noninfringing uses of eBooks (e.g., fair use excerpting, or to
facilitate automated translation into Braille for blind readers). Sklyarov himself was never accused of
infringing a copyright, or assisting in the infringing activities of any third party. Nevertheless, for his part in
developing the software, the FBI arrested him and held him in custody for 3 weeks. 48] He and Elcomsoft
were indicted by a grand jury; based on the indictment, Sklyarov faced a maximum of 25 years in prison
and a fine that could exceed $2 million. "1 ElcomSoft and Sklyarov eventually were found not guilty of
violating the DMCA.
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Reverse Engineering as «The Freedom to Tinker» and Other Legal
Issues

Edward Felten, a computer science professor at Princeton University, views reverse engineering as a part
of the «the freedom to tinker», which should include the freedom to «take them apart, to discuss them, to
explore how they work, to modify them, to make them better». Felten argues that «as more and more of
our world is experienced through electronic devices, and communications and culture are more and more
mediated by these devices, it becomes increasingly important that we be able to tinker with them, to be
able to understand this part of our world».

The freedom to tinker should also include the right to talk about tinkering. But as we've seen, many of the
new intellectual property rules limit the right of reverse-engineers to share what they learn from tinkering.
These limits not only raise serious First Amendment free-speech issues, they go to the heart of the
constitutional basis for copyright and patent law: progress in the arts and sciences. One of the major
issues raised by the DMCA is its chilling effect on scientists. [48]
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maBa 13. Bnepep!

State of the art Bo Banome Xbox nocTosiHHO npoaBuraeTcs. ThiCA4M XakepoB MOCTOSAHHO UCCReayioT,
innovating, discovering n sharing new methods and techniques, 4tobel caenaTte Xbox 6onee useful and
valuable piece of hardware ans ee end users. Keeping abreast of latest developments in hacking can be
overwhelming. Hagetocb, YTeHne 3TOM KHUMM Aano Bam crocoBGHOCTU noHMmaTh latest posts and news Ha
pasnuyHbIX websites n web fora, dedicated to Xbox hacking. 3ta rmasa obcyxgaeT, Kyga MOXHO NOWTH,
yTOobbI Y3HaTL BonbLue o latest hacks, rae ask for help, n kak Bbl MoxeTe contribute your unique abilities
and perspective to the community. 3Ta rnaea Takke o06cyxaaeT HekoTopble larger challenges, koTopble
oyayT ctoaTb nepen hackers in the future, namely the trusted PC initiatives.

Xakepckoe coo6uiecTBo

Xbox hackers - anarchistic community, koTopas padotaeT mostly underground, nogaepxunBas CBA3b U
sharing information through various Internet «fora» (fora is the plural of forum, as data is the plural of
datum). bonbwas 4Yacte Xbox hacking community keeps a low profile, n hackers often use pseudonyms to
protect their identities. MNpuynHbLI UIcnonb3oBaHusa pseudonyms vary, HO generally anonymity carries the
benefit of greater operating freedom. Hackers are more inclined to share their results and findings, if they
know they can back away unscathed in case things get ugly. Ucnonb3oBaHue pseudonyms Takxke levels
the playing field. Hackers judge each other primarily on the basis of the quality and frequency of their
contributions, and little else. To, 4To Bbl MOXeTe BbITb Yyoung, He ymansieT Bawero first impression unu
street credibility, kak 310 morno 6l 6bITb B Apyrux situations. Likewise, many hackers have no qualms
about being blunt when you've made an error, 1 y Hux even less patience for stupidity presented as
erudition or rude assertions. C gpyron ctopoHbl, many hackers are more than happy to extend a hand to
those who have made an honest effort to read the FAQs, search the web and generally try their best to
check and make sure that the question hasn't already been answered.

Xakepckue ¢popymbl

Xbox hacking community umeet many civic fora ansa sharing their results and airing their concerns. Most
popular fora are web-based BBSes such as www.XboxHacker.net and www.xbox-scene.com, and IRC
channels such as #xboxhacker. Web-based BBSes typically feature news logs, FAQs, and useful links to
information. More importantly, BBSes include fora where people can share information and post questions.
Through these fora, you can tap the collective knowledge of all the hackers that frequent these BBSes.
Logged history of these fora also contains a wealth of Xbox hacking information (and misinformation). A
encourage readers who have unanswered questions from this book to check out these fora for answers.

One of the first Xbox hacking fora to be created was the XboxHacker BBS (www.xboxhacker.net). Many of
the best and brightest Xbox hackers have contributed to its fora. Hanpumep, one of the forum threads
documents, in real-time, the adventures of Andy Green (known as numbnut on the XboxHacker BBS) as
he hacked the version 1.1 security scheme of the Xbox. A mHoromy learned from reading the forum
postings of the XboxHacker BBS. A Takke met some of the most interesting people through the BBS fora.
Founder of the XboxHacker BBS, Dan Johnson (also known as Siliconlce), tells his story in the sidebar
«Profile: Dan Johnson».

Another resource for finding more information about the Xbox in general is the web search engine Google
(www.google.com). As more hackers become involved with the Xbox, Google is becoming an increasingly
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important tool for casting a wide net and discovering the latest tools and techniques. For example, at the
time of writing Google started indexing a number of resources for replacement Xbox components. This can
be useful for those who do not want to go through the trouble of adapting an ATX power supply to work
with the Xbox.

Try to use keywords that are as specific as possible when searching with Google. For example, typing
Xbox hacking into Google will return a large number of links related to the general topic of Xbox hacking,
but few specifics. For example, today's top hit on Google for «Xbox hacking» is a LWN.net article titled
«LWN: Lindows CEO funds Xbox hacking contest (News.com).» This seems fairly removed from
information about how to install a new hard drive or the details about the Xbox security system. When
narrowing down your search, try to figure out what the de facto jargon and spelling is for your concept.
Suppose you are looking for information on the new Xbox security system. If you search on new Xbox, you
hardly get any technical information. However, if you search on xbox v1.1 the search returns many more
useful technical results. One of the best ways to harvest the current jargon and acronyms is by browsing
the hacking BBSes.

Bknag B coobuwecTtBO

If you are looking for a way to contribute to the Xbox hacking community, keep in mind that most hackers
have a unique skill or strength that typically corresponds to his or her area of greatest interest, and that
most hackers hack for fun. Hanpumep, | really enjoy hardware, especially when it requires building
something. Also, while | can write code, | don't particularly enjoy it. Thus, my contribution to the hacking
community is primarily through hardware projects. Likewise, | have a hard time motivating myself to
engage in software projects. So, most of the time | just sit back and enjoy watching what other people are
doing on the Xbox. It is both educational and entertaining.

When trying to think about what you can do for the Xbox hacking community, don't worry yourself about
trying to jump in quickly and rush into a project that you aren't in love with, or that you aren't comfortable
executing. You will know when your time has arrived: the project will just shout your name, and you will
naturally be compelled to hack.

NMpodunb: Dan Johnson (a.k.a. Siliconlce)

Can you tell us a little bit about yourself, and how you got into hacking?

For some time, | had been interested in electronics hacking, though for the most part my interest had been
limited to merely reading about such feats. Hacked devices such as Sega's Dreamcast and the Netpliance
I-Opener had caught my attention from time to time. However, my first real experience with electronics
hacking came with the «ePods», a discontinued internet appliance/web-tablet device.

| read about these interesting devices online and found my way to Ken Segler's I-Appliance BBS
(http://www.linux-hacker.net), home of the famous I-Opener hacks. After reading about the neat things
people were doing with these tablets, | was intrigued and spent a good deal of my saved up money at the
time ($200) on one of the units. After receiving my new toy, | spent a lot of time performing many of the
documented hacks, mostly software based. This was to be my first glimpse into the world of electronics
hacking.

After the ePods, | moved on to another internet appliance, the Gateway Connected Touchpad. A
slick-looking 10" touchscreen with a 400MHz Crusoe and 96MB RAM housed behind it; it looked like a
great deal and perfect for a fun project. The device ran a custom build of Linux for AOL off of a 32MB
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CompactFlash card. | swapped this out with a Microdrive and after much swapping of this disk between
laptops and USB readers and the Gateway, the device booted a pared down version of Windows using
«98Lite». The device seemed perfect for use as a finger-operated, network-attached mp3 jukebox (among
other things), so | began working on a custom player that would allow easy operation via the touchpad.
The whole Gateway experience made for a neat summer project between my Junior and Senior years of
high school.

How did the XboxHacker BBS come about?

It was during this time period that | got the idea for XboxHacker.Net. To me, the Xbox seemed to have the
potential to be the ideal computing device for under the TV . . . as soon as it could be programmed. The
hardware was most impressive for the time, and more than adequate for what | hoped would be
accomplished on the device. Unlike other consoles, the Xbox also was to have a hard drive and ethernet
port built in. Once hacked, the Xbox could be used to emulate old consoles such as NES, SNES, N64, and
even PSX, to conveniently play back any type of media file, such as mp3s or DivXs, on your home
entertainment system, to play streamed media from a home network, or even to double as a basic PC.

Some argued that the cost of the device at $299 made it out of range to bother hacking, as a PC with
similar specs could be constructed without the need for hacking for not much more in cost. However, the
Xbox had the advantage that it could also play Xbox games and was already designed to sit with your TV.
The hacks would just be added value. After my short foray into the world of electronics hacking, | thought
that hacking the Xbox could be an interesting project to help organize as | was intrigued by the possibility
of having a convenient box for my TV to perform the tasks mentioned above. It was not until many months
later that | would actually acquire the XboxHacker.Net domains.

How was your experience growing and running the XboxHacker BBS?

From the beginning, XboxHacker.Net focused on a few primary goals: providing and spreading technical
information about the Xbox, and providing a place for fellow hackers to discuss technical information
related to hacking the Xbox. Though due to my limited technical knowledge and experience | could do little
in the way of actual hacking to contribute to the effort, | knew plenty enough to help facilitate the effort by
collecting and distributing relevant information and moderating a discussion board.

Not long after the site launched, we were fortunate enough to receive some links from such high-profile
websites as Mike Magee's The Inquirer and Van Smith's Van's Hardware. The XboxHacker.Net BBS
quickly became one of the primary places on the Internet to discuss any material related to hacking the
Xbox and the XboxHacker.Net news page had the most up-to-date news on the status of the Xbox. A few
weeks after the site came online, it received mention in an article on CNET, and from then on the activity
level steadily increased. It wasn't long before XboxHacker.Net had outgrown the small shared server we
were on, so the site moved to a much larger account which was also outgrown in a matter of weeks. Traffic
to the forums continued to increase rapidly, so | made the decision to move the site to its own dedicated
server where we could have room to grow and not worry about every few MBs of bandwidth usage or how
many concurrent forum users were online.

It didn't take long before the activities of XboxHacker.Net captured the attention of Microsoft. Early in the
site's history, | was contacted a couple of times with requests to remove materials. The first instance was
of a screenshot of a developer tool | had received without much explanation that showed «security
sectors» on the disks. The second instance was a request to remove a link someone had posted in the
forums to a BIOS image of the Xbox. Aside from these few minor incidents, contact between Microsoft and
XboxHacker.Net was virtually non-existent. It was made a policy early on to steer clear of issues of
questionable legality such as discussion about the backing up of games, linking to copyrighted materials,
or posting Microsoft code from the BIOS.

In the beginning, though interest was high, progress seemed to be relatively slow . . . there was not a lot
that could be done with the Xbox before the security was broken. There were many individuals who
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contributed notably early on. Some of the earliest contributors to the XboxHacking world were Andy and
Luke, whose Web-pages contained a plethora of information on file formats and other valuable tidbits of
Xbox information. Steve «SurferDude» Gehlbach contributed to the design of a VGA converter circuit for
the Xbox and Ken Gasper improved on this to create a true VGA adapter for the Xbox. Bunnie's early
analysis and hardware info page generated interest in XboxHacking as well after its appearance on
Slashdot. Indeed, there are numerous others who made their mark as well. Privileged to count such skilled
hackers among the contributing members on the boards, XboxHacker.Net grew into a hub for technical
Xbox information, discussion, and news.

The crown jewel of XboxHacker.Net has no doubt always been the XboxHacker BBS. The site was
centered around the forums and activities of our members. Often, the latest XboxHacking news would
simply be links to forum topics and clips from posts made by our members. The purpose of the forums was
to enable the diverse, multi-national group of people interested in hacking the Xbox to work together
towards this common goal. The forums provided a great place to share information and discuss ideas with
fellow hackers and also served to bring together many talented hackers who may otherwise have had no
means of collaborating. It was a great feeling to watch the progress that the forums enabled. One
particular discussion that comes to mind took place over the course of several days. A number of
members were discussing the new security system in the second generation Xbox, looking for flaws and
ways around it. It was exciting to watch the events unfold as hackers got closer to the solution and
eventually broke the security on the revised Xbox. Our hundreds of contributing forum members were in
large part responsible for the success of XboxHacker.Net and the progress of the XboxHacking world in
general.

Besides the activity on the XboxHacker.Net BBS, there were no doubt many other groups working to hack
the Xbox in secret. One such group | knew of on IRC contained contributing forum members as well as
others from the electronics hacking underground. Names here will go unmentioned. Many bits of
information from independent groups or individuals were relayed to me for reporting over time. However,
despite the growing interest in XboxHacking and the number of people involved in the effort, it would be
some time before any major breakthroughs became public knowledge.

The XboxHacking scene picked up pace fairly rapidly after the public availability of modchips near summer
2002. By this time, the Xbox security system had been cracked by multiple groups and it was only a matter
of time before modchips were readily available to the public. At this point, the work shifted away from
hardware hacking for the most part and more towards software development. A sister site to
XboxHacker.Net, XboxDeveloper (http://www.xboxdeveloper.net) was started to help catalog the software
that became available for the Xbox, though it never took off to the level that XboxHacker.Net did. Using
leaked copies of the Microsoft Xbox SDK, programmers began writing and porting various applications for
the Xbox, including media players and emulators such as MAME. The Xbox-Linux project
(http://xbox-linux.sourceforge.net/) under the leadership of Michael Steil, successfully allowed the Linux
operating system to run on the Xbox. | pushed to start the OpenXDK project
(http://sourceforge.net/projects/openxdk/), an open source developer kit that would allow development of
software for the Xbox unhindered by legal issues, though that project has met with only mixed success. It
is now under the leadership of «Caustik» (Aaron Robinson), a CS student at Case Western University.
Due to the more accessible nature of software development compared with hardware hacking, the number
of contributing members to the general XboxHacking effort increased rapidly. The amount of «homebrew»
software available for the Xbox today is amazing and includes everything from media players, console
emulators, and utilities to originally written games.
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ﬂOBGpEHHbIe Bbl4YUCrieHus

Trust is the cornerstone of security, and in order to have faith in your security system, you need to have
faith in the hardware and software you are running. The trusted computer is a machine that has been
architected to be resistant to attacks that could compromise the trustability of the machine. There are
many approaches to building a trustable computer, from the Automated Teller Machine model of physical
security and tamper-resistance, to less hardware intensive solutions such as those used in the Xbox. The
Xbox fits into the broader picture of trusted computing since it is one of the first high-profile,
widely-deployed trusted PC implementations. In a way, the Xbox gives us a hint of what we might expect
down the road for trusted computing.

Trusted computing is a potentially disruptive emerging technology. The rise of trusted clients in an ad-hoc
network like the Internet harbors the promise of enabling safe and private on-line financial transactions, of
reducing or eliminating the occurrence of computer viruses, and of reducing or eliminating spam email.
Trusted PCs can also be used to securely store sensitive data, such as your medical and financial records
and your naughty or embarrassing secrets. Another application of trusted PCs is to reliably enforce digital
content access rights and management policies upon users. The digital rights management (DRM) aspect
of trusted computing could fundamentally change the way we use computers today; many of us enjoy the
benefits of pseudo-free content and flexible copyright implementations.

The fundamental problem is not the existence of content management policies - indeed, content
management policy can be beneficial for consumers. The real problem is when the policies which govern
your rights can be set unilaterally by content providers. In the current trusted PC proposals, the user is not
trusted to have control over certain key secrets inside their machines. Instead, the attestation information
(information required to establish trustability) of a user's machine is partially maintained by a third party.
Can we rely on a non-elected, unregulated third party with business interests to determine who can do
business, send email, and otherwise be recognized as a trustable entity?

Trusted computing is like a gun. It's great to have one as long as you're the one controlling the trigger.
Unfortunately, many trusted PC opponents fear that in practice, systems will be deployed with preset
rights, policies and third-party trust affirmation resources pointed in the wrong direction for consumers. A
company, during good times, may set the privacy and security policy in favor of users to attract a larger
customer base, but once Chapter 11 comes knocking, or the company is sold or otherwise changes
hands, these policies can and will shift. What is to prevent businessmen from promoting trusted computing
initially with user-friendly policies, and then suddenly shifting into a wallet-squeezing DRM mode? Ethics?

War Ha3aa

There is a problem with the phrase «trusted computing»: it has become synonymous with
cryptographically secured trusted computers. Let's take a step back and just talk about alternative
approaches to building trusted computers.

Trustability has always been important in computers. However, back in the early days of computing,
machines were so expensive that the hardware necessary to enforce strong trust policies was not within
the reach of consumers. For example, many early machines shipped with a socket for a hardware Memory
Management Unit (MMU) chip. The MMU was one of the first steps toward trustable hardware memory
models; part of an MMU's job is to enforce page-level memory access protections. MMUs were sold as an
option because they were quite pricey at the time. Unfortunately, the move toward trustable hardware
stopped at the MMU, partially because computer networks didn't exist in any major form until relatively
recently. In a non-networked world, data needed to be protected only from programmer errors and from
access by a few select users with physical access to the machine. Today, computers need something
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stronger than just an MMU, something that can provide trust in the face of viruses and remote attackers
attempting to exploit subtle software weaknesses to run malicious code.

The natural extension to the MMU's hardware-enforced paged virtual memory model might be address
capabilities with a tagged memory model. A memory tag is a set of bits that record the type of data or code
stored in a memory location. In a tagged memory model, every memory location has a set of tag bits, kind
of like how every memory location in a conventional error-correcting memory implementation is associated
with some ECC bits. Tag bits help the hardware enforce data type management policies; for example, a
memory location tagged as piece of data can never be accidentally or intentionally executed as code. A
capability is a pointer granted by a trusted kernel that cannot be forged. The unforgeability property is
preferably enforced by hardware through tag bits. Many architectures also include the ability to enforce
access boundaries as part of a hardware capability. (M

Capabilities and memory tags are not new ideas; in 1961, the Burroughs B5000 used capabilities (then
called descriptors) and tagged memory to guard, in hardware, against buffer overflow attacks, and to
isolate code from data. [ The MIT PDP-1, Intel i432, IBM System/38, and the Mach and Amoeba
operating systems also implemented capabilities in some form, and this is by no means a complete list of
systems that have used capabilities or tagged memory. The security properties of capabilities have also
been demonstrated in many academic studies, such as the EROS (Extremely Reliable Operating System).
Bl Unfortunately, capabilities and tagged memory never made their way into the heart of mainstream PC
architecture. Security and reliability has always taken a back seat to cost, backward-compatibility, and
performance.

This brief history lesson demonstrates that trusted computing does not require the cryptographic approach
that is being proposed today by Palladium and the Trusted Computing Platform Alliance (TCPA). In fact,
cryptography on its own does not provide any security. Secure key management is really what provides all
the security in Palladium/TCPA. Cryptographic algorithms simply transfer the security of the key into the
user's domain.

This being said, one can draw an analogy between a capability and a cryptographic key. Both require a
trusted OS to manage their creation, dissemination and destruction. Both are equally weak if the system
cannot protect against forged keys or capabilities. The big difference is that if a secret key leaks, all
security is lost, eternally. On the other hand, capabilities are created and destroyed dynamically, so the
leakage of a capability might lead to a security breach, but the scope and duration of the breach is limited.
To this extent, capabilities provide a more robust solution for computer security.

Note that relying solely on cryptographic techniques for hardware security still leaves machines open to
classic buffer-overrun style attacks and security holes due to programming errors. «Measurements» of the
software's state help mitigate this weakness by detecting code alterations before executing security-critical
operations, but measurements are not a perfect solution. On the other hand, buffer-overrun attacks are
impossible in systems using hardware enforced capabilities with bounds checking.

Memory tags can also be used to implement security features that are not feasible using a purely
cryptographic approach to trusted computing. One example is the trustable concurrent processing of
compartmentalized secrets. 4 1n this example, multiple threads with varying levels of security clearance
are operating on a single processor. The hardware enforces a policy where all threads impress their
security level upon the data that they access. In other words, every computation simultaneously operates
in two domains: the conventional arithmetic domain, and the security domain.

Suppose an unclassified thread adds two unclassified numbers and creates a piece of data named foo.
foo's security tag is also computed in parallel with the add arithmetic operation. In this case, the security
tag's result is «unclassified». Now, suppose a top-secret thread touches foo: foo's security tag now
changes to «top secret». Unclassified threads can no longer read foo, even if the unclassified thread has a
valid pointer to foo; foo must be explicitly reclassified before it can be read again by unclassified threads.

168



Such a strictly compartmentalized security system can be used, for example, to ensure that no internal
kernel structures are ever accessible to user processes, even in the presence of bugs and memory leaks
(including scenarios where kernel memory is deallocated and reassigned to a user process without a
memory clearing step). This scheme can also be used to establish security audit trails which are useful for
helping programmers to trace the root cause of a security breach, and as damage control measures in
case of a security breach.

To be fair, one advantage of the cryptographic approach to trusted computing is that if a rogue does get
hold of data through some hardware means - by eavesdropping on the hardware or stealing a hard drive -
the data cannot be deciphered. However, users can elect to use cryptography for data protection in any
computer implementation, including those using hardware capabilities and tagged memory. The problem
of secure key management is still a difficult problem, but perhaps it can be solved in part by integrating
cryptographic smart card readers into PCs.

There is no essential reason why a trusted PC implementation must use the cryptographic techniques
proposed in Palladium and TCPA. The techniques reviewed in this section, namely capabilities and tagged
memory, can be used to implement a secure, trustable PC in a manner that does not involve the risk of
users losing the ability to set their own access policies. Users would be in full control of their machine and
their secrets at all times.

Palladium npotus TCPA

There is much confusion these days about the current trusted PC proposals, namely Microsoft's Palladium
and the Trusted Computing Platform Alliance (TCPA). There are enough similarities between the two
proposals that many people think they are one and the same, but the goals of each initiative are different.

The TCPA is a multi-corporation alliance to create computers with some nominal amount of trust.
Significantly, much of its specifications can also be applied to non-PC platforms. In TCPA the trust is
planted in a secure hardware module called the TPM (Trusted Platform Module). The TPM contains
features to ensure that the secrets contained within the module are never leaked through software attacks.
It also contains features, such as secured system «measurements», that attempt to transfer the trust
contained within the TPM to the host machine.

Palladium, on the other hand, is a whole-system PC-centric security concept created by Microsoft alone.
One of its components is a TPM-like security module, but Palladium also calls for sweeping changes to the
hardware chipset and the way I/O ports are implemented. The chipset is required to enforce memory
security policies from all potential DMA sources, such as the graphics card. Palladium also calls for
encryption of the 1/O to the keyboard and video subsystems.

Palladium's requirement for cooperation between chipset vendors, OEMs and Microsoft is a potentially
large flaw. There isn't enough margin in the commodity PC hardware industry today to support the
overhead of an extensive cryptographic security overhaul. Too, many chipset vendors do not have any
experience with implementing secure systems. On top of the language barrier faced by many overseas
chipset vendors, chipsets are usually developed on a short fuse and with a keen eye on the pocketbook.
Can chipsets developed under these conditions be expected to protect sensitive secrets?

The Xbox is an example of what can go wrong when security policies are defined by one body and
implemented by another very different organization. Microsoft wrote a specification for a trustable piece of
hardware, namely, the Xbox. Strong cryptographic algorithms are used liberally in the Xbox, and the
master key for the system is locked deep inside a complex piece of silicon. However, experience has
demonstrated that the Xbox's security system can be bypassed using a combination of an unsecured
debug port, a flaw in the hardware initialization scheme, and a bug in the handling of a boundary case of
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the instruction pointer in the CPU. These three minor oversights, committed by three independent parties
(the assembly contractor, the Xbox firmware designer, and Intel), conspire to provide a convenient method
for defeating Xbox security.

Each of these oversights on their own does not represent a significant security problem. This leads to the
disconcerting question of how many security breaches in a particular Palladium implementation will be
caused by the stacking of multiple benign flaws. Every complex consumer electronics system has minor
bugs or design oversights, especially when systems are composed of components built by multiple
independent entities whose primary interest is in turning a profit.

In the consumer electronics industry, one can either ship a perfect product, or one can make money.
Products that don't make money are quickly cancelled. Thus, it is very rare to find a consumer product that
is technically perfect in all respects. As a result, the only practical way to guarantee the security of
consumer electronics system as complex as Palladium is to throw it into the wild, and let the hackers have
their way with it for many years until all of the big security holes have been discovered and plugged.

On the other hand, the TCPA's TPM is a device created to solve a certain set of problems that is smaller in
scope than Palladium's. Thus, the TPM is not as exciting from a market perspective, but it may be more
practical and serviceable for its intended purpose. Both the TPM and Palladium are weak to hardware
attacks, but the TPM doesn't attempt to extend security requirements as far into third-party system design
territory. The TPM is primarily a secured key management module that can detect most modifications and
intrusions to the host system. The software layers built on top of this substrate do the rest of the heavy
lifting, caveat emptor.

XakuHr poBepeHHoro PC

The current proposals for the trusted PC are weak against some fairly simple hardware attacks, even in
the absence of any integration oversight or bug-related back doors.

The first attack is one that | call the «Surreptitious BIOS», or SPIOS (pronounced «Spy OS») attack.
SPIOS can be used to defeat DRM policies that rely on the cryptographically sealed storage feature of the
trusted PC to prevent unauthorized user access to data. The basic idea is to boot the PC with an
unmodified BIOS into trusted mode and extract all the desired data into system RAM, then to perform a
warm reset of the system while swapping the BIOS image.

The modified BIOS image can be used to read out the desired data from system RAM. The desired data
may be a session key stored in memory, or the actual decrypted data itself, depending upon how the
program structures and caches its data in memory. Since the current trusted PC specifications call for an
LPC bus based BIOS, inexpensive alternate firmware devices (similar to those used on the Xbox) can be
used to execute this attack. There are techniques that application programmers can use to complicate this
attack, such as only decrypting a single block of data each time into system memory, but many of these
techniques severely degrade system performance. The degradation of system performance may be
especially pronounced if file caching and prefetching is disabled.

Another attack is one that | call the «Surreptitious RAM», or SPAM attack. The goal of this attack is to
spoof the trusted routines responsible for measuring the fitness of the system state. A device, such as an
FPGA or ASIC, is installed on the plug-in memory cards in between the DRAM chips and the memory
connector. This device monitors the pattern of addresses going by, or it may have an extra connector that
sniffs the state of the wires connected to the I/O pins of the cryptomodule responsible for authenticating
the system.
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Either way, when a system measurement is in progress, the SPAM device presents a memory image that
is consistent with an unmodified, trusted system state. However, during all other operating modes, the
SPAM device presents a memory image that is modified to do whatever the user pleases. This
modification can be very subtle: just a couple of bits flipped at the right locations is all it takes to modify key
branch instructions in the security kernel.

This device is more powerful than the SPIOS since it works on a system that is powered-up and
supposedly trustworthy. It can be applied to effectively defeat a wider range of DRM schemes as well as
some authenticated transactions between the local machine and the server. SPAM alone cannot be used,
however, to falsely identify a system as another registered, trusted system, since SPAM lacks the secret
shared between the tamper-resistant secure cryptomodule in the local machine and the authentication
server. False system identification would require either extracting the key from a tamper-resistant secure
cryptomodule (possible, but not trivial and most likely destructive to the module), or somehow tricking a
secure cryptomodule from another registered, trusted machine into providing the falsified identity.

The SPAM device can be manufactured for relatively little (high performance FPGAs can cost as little as
$50 today in single quantities), and can be very easy to install. The SPAM can be either integrated directly
into a memory module (in which case it functions as both a trust violation device and as a memory
expansion device), or it can be provided as a device that is installed in a stacked configuration in between
the motherboard's memory slot and the existing memory device. In some memory card configurations,
particularly ones that employ heat shields, it may be possible to hide the SPAM device and pass the
module off as a regular memory expansion device. While elaborate, this may be a worthwhile attack
against a large corporation or bank that stores high-value secrets on a trusted PC-based server.

Barnsag snepes

When considering the prospect of trusted computing, we need to first consider whether the currently
proposed schemes will offer all the benefits that they promise, and then weigh those against the potential
harm to consumers' rights and the potential benefits to criminals (enhanced privacy can be used for both
good and ill). If trusted computing could provide perfect security for online businesses, then that might be
worth the potential risks. However, the scenarios outlined in this chapter indicate that the trusted PC's
security may be less than perfect.

Consider the Xbox. The Xbox is a trusted PC implementation that can be hacked with just a $50 solderless
module. This places a fairly strong bound on the value of secrets that can be trusted to an Xbox. Hardware
modchips are so inexpensive that they pay for themselves with the cost of a copied game title, or two
games if you elect to pay someone to install the chip for you.

Of course, there are always the moral and social implications of stealing content too, as well as new
legislation, such as the DMCA, which aims in part to make such acts a crime. Unfortunately, the current
trusted PC proposals on the table are also weak in the face of similarly inexpensive hardware attacks.
Thus, it is unlikely that they will provide the level of security required for high-value or very embarrassing
secrets.

The fact of the matter is that hacking technology will be developed whether or not it is illegal, and whether
or not the intention is good or evil. Thus, it is in the best interests of consumers and companies to educate
the population about hacking, and for everyone to understand the limitations of their «trusted PC». The
worst-case scenario would be if billions of dollars were invested in trusted computing, only produce a net
result of no greater safety or privacy for consumers, while severely curtailing consumers' rights with poor
content policy implementations.
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The good news for trusted PC proponents is that shrinking feature sizes in integrated circuits is driving
greater integration throughout the PC. Within a decade, today's PC will fit on a single piece of silicon. Once
the RAM and the BIOS are fully integrated into a single piece of silicon, hacking a system becomes much
more difficult - but not impossible. Focused lon Beam (FIB) machines, a tool used by chip designers and
failure analysis labs, can cut and jumper nano-scale features. Another upside for trusted machine
designers is that public key processors could become so small and cheap to integrate into a chip that
individual chips, especially memory chips, could start using strong crypto to authenticate and encrypt their
I/0.

Another technology that could aid the implementation of trusted PCs is integrated tamper-resistant or
tamper-detecting features. For example, a time-domain reflectometer (TDR) could be built into a chip's I/O
cells. A TDR can detect the presence of an eavesdropper on a wire by recognizing certain changes to the
wire's electrical properties. In addition to the ability to detect eavesdroppers, integrated TDR devices are
desirable for high performance I/O since they can be used to calibrate the drive impedance and
equalization/pre-emphasis filters required for multi-gigabit speed communications.

3aknwuuTernbHbIe MbICNU

This book has taken you through a whistle-stop tour of Xbox hardware hacking, from the basics of
soldering and disassembling to the latest projects and techniques. It has also introduced you to the social
aspects of Xbox hacking: the people who hack, and the interplay between society, law, and hacking.

While the details of how to install a blue LED in an Xbox may be irrelevant in a few years, the skills you
learn executing the installation will last a lifetime. Moreover, the social and legal issues confronting
hackers and consumers will extend beyond the Xbox and into every part of our emerging
information-centric way of life.

The material in this book is just a starting point; there is a world of hardware out there waiting to be
explored. | hope this book has provided the novice readers with a strong starting point for becoming an
explorer, fixer, and innovator in a world increasingly filled with, controlled by, and dependent upon
electronics.

Happy hacking!
* bunnie@xenatera.com

CHocku

[1] [Ha3aa] An efficient, high performance hardware implementation of precise object boundaries using tagged capabilities can be
found in a tech note titled «A capability representation with embedded address and nearly-exact object bounds» by Jeremy Brown,
J.P. Grossman, Andrew Huang and Tom Knight. http://www.ai.mit.edu/projects/aries/Documents/Memos/ARIES-05.pdf

[2] [Ha3ap] «The Architecture of the Burroughs B5000 - 20 Years Later and Still Ahead of the Times?» by Alastair J.W. Mayer.
http://www.ajwm.net/amayer/papers/B5000.html

[3] [Ha3ag] Originally conceived at the University of Pennsylvania by Jonathan Shapiro (http://www.eros-os.org/)

[4] [Ha3apn] More about security systems like this can be found in a tech note titled «A Minimal Trusted Computing Base for
Dynamically Ensuring Secure Information Flow» by Jeremy Brown and Tom Knight.
http://www.ai.mit.edu/projects/aries/Documents/Memos/ARIES-15.pdf
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NMpunoxeHune A. Oe B3ATb XakepcKoe CHapshKeHue

CyLuecTBeHHbIN NcmMxonoruyeckmn 6apbep Ans Havana annapaTHOro XakuHra - BocnpuHumaemas
HEeJOCTYMHOCTb Xakepckux MHCTpymeHToB. XoTs Radio Shack gepxut Hebonblion 3anac components and
tools, components goporu, a 60nbWWHCTBO t00ls TPYAHO UCNOMBL30BaTh C CErOAHSALLIHUMMU
MWHMAaTIOPU3NPOBaHHBIMKU components. 3To NpUIoXeHWe NepeyncrnsieT Heckonbknx vendors components
and tools, y koTopblix solid selection no reasonable prices. 310 npunoxeHne Takxe BkrodaeT order
numbers Jameco ans basic tools, required to do the projects in this book. Bbl MoxxeTe BBecTn atn order
numbers directly into Jameco's secure ordering website, 4Tobbl nomouyb quickly get started.

MocTaBWKMKK ansa nooutenen

CywectsyeT wide variety of component and equipment distributors, ot Tex, kTo caters primarily to large
businesses, 0o Tex, kTo obcnyxumeaert individuals, hobbyists, and repairmen. Bbl MoxeTe ucneitath
HekoTopyto frustration npu dealing with distributor, koTopbiin caters to large businesses. 31u distributors
service high-volume accounts, noatomy accounts obcnyxmsatotca designated sales representative. B
pesynbtate MoxeT ObiTb difficult nonyuntb comprehensive catalog of parts nnum pricing and inventory
information for small orders. Vendors, listed in this section, friendly to individual orders, and their collective
inventory will stock most of the parts you will ever need.

Tabnuua A-1. Tabnuua vendors of components and equipment.

Vendor Name

Vendor Contact Info

Specialties and Notes

Digi-Key

www.digikey.com; 1-800-344-4539
(phone); 1-218-681-3380 (fax)

Wide selection of original manufactured
components. Hobbyist-friendly, prompt
service. $5 handling charge on all orders
under $25. Excellent website features
real-time inventory and pricing check
information, data sheets and parametric
search tools.

Jameco

www.jameco.com; 1-800-831-4242
(phone); 1-800-237-6948 (fax)

Economical hobbyist-friendly vendor.
Components are a mixture of original and
surplus stock. Good selection of tools at
a reasonable price. $5 handling fee on all
orders under $20. A wide selection of
do-it-yourself kits available.

MCM Electronics

www.mcmelectronics.com;
1-800-543-4330 (phone);
1-800-765-6960 (fax)

Specialty consumer electronics
service/repair tools and parts as well as
common tools and components. Sells
hard-to-find security bits and
replacement parts. $2.95 flat handling
charge, no minimum order requirement
for internet purchases.

(phone)

Mouser www.mouser.com; 1-800-346-6873 Tools and component vendor that stocks
(phone); 1-817-804-3899 (fax); a good selection of original components.
orders@mouser.com Hobbyist-friendly, no minimum order, no

handling charge.

Newark www.newark.com; 1-800-463-9275 Larger, traditional component distributor.

Broad component selection but not all
components are stocked; you may have
to wait some weeks for certain orders to
get filled. A good place to go for
components you cannot find at other
hobbyist-friendly distributors. $5 handling
fee on all orders under $25.
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Vendor Name Vendor Contact Info Specialties and Notes

Fry's Electronics www.frys.com Retail electronics store that stocks a
reasonable selection of components and
tools. A great place to go and browse if
you do not like catalog shopping. Only
found in California, Texas, Oregon and
Arizona.

McMaster Carr www.mcmastercarr.com Vendor of mechanical hardware, metal
stock and machine tools. A place to get
raw sheet metal and fasteners to finish
off a project. Website is comprehensive
and helpful.

FindChips www.findchips.com Automated parts search engine. Search
dozens of distributors for parts. Most
hobbyist-friendly vendors are listed in this
search engine.

FoToBble hopMbl 3aKka3a obopyaoBaHUA

OT10T pasgen cogepxut selected list of tools, sold by Jameco, koTopble MOXXHO 3aka3aTb, YTODObI gear up
for hacking. «Basic» order form copepxwur all the bits and drivers necessary for opening up an Xbox, as
well as some basic soldering tools. «Advanced» order form cogepxut set of tools and utilities, koTopble
useful to have on hand, but are expensive enough that those on a budget may consider ordering them only
as they require them.

In addition to the tools in these order forms, you will need a few small parts for the projects described in
Part I. Please refer to the introduction of each respective chapter for a list of parts that you will require.

Bba3oBas chopma 3akasa

Tabnuua Hwke nepeuncnsieT basic tools, koTopble noHapobsaTcs ang projects, described in this book. You
can order these parts by going to Jameco's website, www.jameco.com, and clicking on the yellow «Quick

Order» button on the left hand side. Enter in the Jameco part numbers listed here and get started hacking!
(Prices may vary.)

26-piece SAE Hobby Tool Set includes all of the bits, drivers, and screwdrivers necessary to disassemble
an Xbox, including the T-10, T-15, and T-20 torx bits. A skntounn 1/32" conical bevel tip B order form
above, because the soldering iron comes with a horrendously large 1/8" chisel tip. A 1/8" tip is useful for
soldering together small countries and creating solder shorts all over your fine-pitched components.
Conical bevel and chisel tips feature a flattened region that enables rapid heat transfer, and thus are
easier to use than conical sharp tips. A Tarke Bkntouun some soldering iron tip cleaner and some rosin
paste flux. OHn HemHoro pricey, HO oHu will make your life a lot easier, trust me.

Description Jameco Part Number Price
16 to 30 Watt Variable Soldering Iron 116572 $18.95
1/32" Conical Bevel tip for soldering iron | 35326 $4.49
Small pack of 60/40 Kester flux core 73576 $2.59
solder

2 oz Kester rosin paste flux 73584 $1.59
Desoldering Wick 175986 $2.49
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Description Jameco Part Number Price
Soldering iron tip cleaner and conditioner | 132986 $4.95
26-Piece SAE Hobby Tool Set 170069 $14.95
Wire stripper, 22-30 gauge 127870 $4.95
Total price $54.96

PacwupeHHasa chopma 3akasa

Tabnuua Hwke nepeuncnsieT Heckonbko tools that are nice to have around, but pricey enough that you
probably should only get them if you anticipate doing a lot of hacking.

* Soldering iron stand and sponge are a must if you plan on doing even a moderate amount of soldering.
Stand safely stows the hot soldering iron tip, reducing the chance of burns and fires.

* Try soldering with the 1/32" semi-chisel tip. You may find that you like it better than the conical bevel tip.

* Anti-stat wrist-strap is always a good idea to have on hand, especially if you tend to wear clothes and
shoes that generate static electricity.

* SMT removal kit comes in handy when trying to remove smaller SMT components.

» Multimeter is a great all-purpose test, measurement, and diagnostic tool to have on hand at all times, and
has applications all around the house or dorm. Many models of multimeters are available; the one
listed here offers the most features for the lowest price. | have tried it out and it works well.

» Wire stripper and crimping tool listed here are very helpful for the power supply replacement project. The
crimping tool is sold by Digi-Key, not Jameco. The crimping tool is a bit on the pricey side, but unlike
sub ten dollar tools it features shaped crimp dies for higher-quality solderless crimps.

Description Part Number Price
Soldering iron stand 36329 $4.25
Sponge for soldering iron stand 134631 $2.99
Semi-chisel 1/32" tip 35078 $4.49
Adjustable anti-stat strap 159257 $7.95
SMT component removal kit 141305 $21.95
Multimeter (volts, ohms, amps, farads, 177480 $49.95
temperature, frequency, diode/transistor)

Wire stripper, 16-26 Gauge 127861 $4.96
Crimping tool (order from Digi-Key) WM9999-ND $36.19

Ha aTom cnmMcok pekomMeH4OBaHHOIO XakepCKoro CHapshKeHNs 3akaH4mMBaeTCs.
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NMpunoxeHune B. TeXHNKN Nanku

OTO NpunoxeHne 06BSACHUT OCHOBBI NalikK, a Takke HEKOTOpble Bonee NPOABUHYTbIE TEXHUKM NaKu
surface-mount. Bbl nonyunte OT 3TOr0 NPUMNOXEHNs MakcumymM, ecnv bygete akcnepMeHTUpoBaTh C
TEeXHMKaMu nanku no mepe 4teHus. Jameco Electronics (www.jameco.com) npogaet wide variety of
project kits, Tpebytowwmx through-hole assembling, koTopble MOXHO McNoONb30BaThb Ans basic soldering
practice. Companies such as TopLine (www.topline.tv) offer economy practice kits using component
blanks, ecnu Bbl xoTuTe npakTukoBaTb cBon SMT assembly techniques, a MCM Electronics
(www.mcmelectronics.com) npeanaraeTt practical Surface Mount Solder Practice Kit. (4 HacToaTenbHO
pekomeHayto nonpakTukoBaTb cBon SMT soldering skills nepeg Tem, kak neiTaTeca npukpenuts SMT
component, KOTOpbIV Bam He ©e3pasnunyeH.)

BBeneHue B nanky

Basic technique for soldering noBonbHO NpocTa: BKNUHbTE tip Baluero soldering iron B NpocTpaHCTBO
mexay component lead u circuit board pad, 4tobbl HarpeTb 06e yacTu. Korga oHu JocTaTovHO ropsyme,
nocTeneHHoO nogaeBanTe HeMHoro solder wire B joint, noka He ByaeT co3gaH nice, smooth solder fillet. B
peanbHocTK soldering TpebyeT HemMHoro practice and experience, npexae Yem YenoBeK CMOXET Nnasitb
TMnu4yHyto board ¢ 6onee 4Yem thousand joints 6e3 nnoxumx solder joints.

YUTto6bl 661N co3gaH xopolumi solder joint, ropsunii xmnagkui solder gomxkeH «wet» subject pieces, 4ToObI
connection 6bina made. MNoaTomy HacTosiee nckyccteo hand-soldering - mOHMMaHue Toro, kKak
rapaHTupoBatb solder wetting.

MosHo cka3aTb, korga liquid solder wets piece of metal, npocto rnsiga Ha Hero. Wetted joint BbirmaguT Tak,
kak 6yato molten solder lost all surface tension; liquid solder shiny u smoothly flows over the work area. B
opposite situation solder has a dull sheen, n oH tends to ball up around the soldering iron tip BmecTo
flowing outward.

Ucnonb3yute cnroc

Solder fails to wet the subject metal because oxygen in the air or dirt and grease have reacted with the
metals. B atom cniyyae moxHo apply a flux to your workpiece, 4tobbl break down these foreign
compounds. Word flux comes from Latin fluxus, which means flowing. Most solder comes with a core of
flux built in to enhance solderability. Ecnu BHumaTensHo nocMoTpeTb Ha cut piece of solder, MOXHO
yBuaeTh flux core, surrounded by solder alloy. Always use solder with a flux core, or you will be in a world
of pain trying to get the solder to wet. Almost all solders made specifically for electronics have a flux core,
but there are solders that you can accidentally purchase in a hardware store that have no flux, and that are
made for purposes such as joining pipes. Koraa Bbl HarpeaeTe flux-core solder, nogHnmaeTtcsa small puff
of vaporized flux smoke. Small fan placed near the work area will blow the fumes away and prevent
inhalation.

Common novice mistake - umeTb cnuwikoM MHoro faith in flux-core solder. Frequently, flux contained in
flux core solder is not enough to get the solder to wet. B atom cny4yae HyxHo apply extra flux. Raw flux
usually comes as liquid or paste, so application is easy. In liquid form, single drop of flux can be applied
with half of a toothpick. Break the toothpick in half, leaving the break slightly jagged. Dip the broken end of
the toothpick into the flux, and a small drop will cling to the end. Applying liquid flux to a large area can be
done with a fine-tipped artist's brush, but be sure to clean the brush when you are done or it will end up
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gummy and unusable in a couple of days. Flux dropper is also handy, but expensive. Flux dropper is a
bottle with a thin capillary needle on top; when you invert the bottle, flux slowly drips out of the capillary. In
paste form, flux can be applied by dipping any piece of scrap, such as a toothpick or a piece of solid wire,
in the flux paste. Finally, flux pens are handy for beginners because they combine flux storage and
dispensing in a convenient and inexpensive package. Flux pens don't have the accuracy or quality of other
flux application techniques, but they are convenient and good for occasional use.

Many fluxes require clean-up after use. Fluxes can harden with time, making repairs difficult in the future,
they can slowly attack the board, and they can absorb water and become conductive. Traditional soldering
flux is resin flux. Resin fluxes require use of strong solvents that are flammable and toxic. As a result, |
tend to recommend water soluble fluxes or no-clean fluxes. Water soluble fluxes can be removed by just
washing down the board with water. It is better to use distilled deionized water, but | have found that most
warm tap water is pretty effective as well. When | have to clean a large batch of boards, | throw them into a
dishwasher (with the food trap cleaned and no detergent!). After the boards are washed, set them on a
conductive, clean cookie sheet or aluminum foil, and put them into an oven on low heat (around 200°F) to
bake for about an hour or two, or until all the water is driven away. Be sure not to turn the oven up too high,
or water trapped inside the pores of components will turn into steam and cause them to crack or explode.
Most parts are designed to be «process sealed», so washing them with water is fine. Be careful with
connectors and switches, however; you may need to tape over them with a piece of Kapton tape to
prevent contamination with water.

Warning

Do not use acid-type fluxes on circuit boards. They will attack the board and components and
cause failures with time. Acid fluxes frequently plague novices who use solders and fluxes that
are intended for pipe soldering.

CoBeTbl ona Havyana

Components with many leads need to be aligned and tacked in place before soldering. If the component is
of a surface-mount type, it can be held in place by soldering down two pins on opposite corners of the
device. After tacking the component in place, re-inspect the alignment in case the component drifted
during the tacking process. If the component is of a through-hole type, you will need masking tape to hold
it in place while you turn the board over. Tack the corner leads of the component in place, and check that it
is level to the board before soldering all of the leads. (Masking tape has a bit of play in it and frequently
you will have to heat one of the tacked corners while pressing down on the component to level the
component with the board.)

Kapton tape is a fairly handy thing to keep around the workbench. Made by DuPont, Kapton can withstand
temperatures up to 500°F, well above the melting point of solder. It is handy for masking off nearby regions
where you do not want solder. However, Kapton tape is expensive so use it only in situations where it will
come in contact with hot solder.

Solder fails to wet metal that is too cold. This is a common problem when soldering large joints, or when
soldering joints attached to large sheets of copper. In these cases, the connected metal conducts enough
heat away so that the junction never reaches the melting point of solder. The solution to this is either to
use a more powerful soldering iron (but be careful - the heat of very large soldering irons can also cause
the board traces to fall off), or to leave your soldering iron in contact with the junction for a longer period of
time before applying the solder. One trick to heating up the work area faster is to feed just a touch of solder
into the tip of the iron where it is heating things up. Even though the solder will not wet on the board, the
liquid solder on the iron's tip increases the effective contact area between the iron and the board, and heat
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will be transferred more rapidly into the board. After applying solder to the iron's tip, you will sometimes
have to rotate the iron, maintaining contact at the joint, in order to get the molten solder in contact with the
board.

You can tell when a component lead or a board pad is sufficiently hot by carefully observing the way light
reflects off of it. Component leads and pads on a circuit board typically have some kind of plating on them,
usually made out of solder. This solder plating has a slightly dull sheen under normal conditions. When
made sufficiently hot, however, the sheen goes from dull to almost perfectly reflective. To get a feel for
what this looks like, try heating up a large square pad with your soldering iron, using the technique
described above. You can usually watch the melting front propagate across the pad as the soldering iron
heats the board.

Warning

If you are using a non-temperature controlled soldering iron, use the lowest wattage soldering
iron you can to get the job done. This will help prevent board damage, as excess heat can cause
the copper traces to delaminate from the board.

Narka NnoBepXHOCTHOro MOHTaxa

Mastering the skill of surface mount soldering requires a bit of patience, practice, and good tools. The
basic tools that are required beyond the basic soldering kit are tweezers and a magnifying lens.

A good pair of fine-tipped tweezers is an essential soldering accessory for surface mount components.
Tweezers are required for the safe handling of surface mount components during soldering, as small
components will rapidly heat up and become hot enough to burn your finger. Tweezers are also necessary
to hold small components in place, preventing them from being pulled around by the surface tension of the
liquid solder as it melts and cools. The point on the tweezers should be small enough to fit in between the
pins of the finest surface-mount part that you intend to work on. This way, you can use the tweezers to
manipulate individual pins during soldering and inspection.

There are many grades of tweezers. The grading is based on the sharpness, quality and durability of the
tips, the alignment of the tips, and the spring action of the tweezers. High-grade tweezers are a little bit
pricey, but well worth the investment if you intend to do a lot of surface mount soldering. Distributors that
focus on production supplies, such as Future-Active Electronics (www.future-active.com), sell a
reasonable selection of good tweezers.

The biggest challenge in surface mount soldering is being able to see what you are working on. Your
hands have the ability to easily and repeatedly manipulate objects smaller than the naked eye can see.
The ideal magnifying solution for soldering is an optical stereoscope, like the kinds used for the inspection
of biological specimen. Unfortunately, these microscopes are very expensive, with the better models
selling for around the price of a used car.

A more economical solution is to use a tabletop magnifying lens. Many drafting/art supply stores sell these
kinds of lenses, and most office supply stores sell at least one model of lamp with an integrated magnifying
lens. These magnifying lenses will help assembly, but they lack the power to do a thorough inspection of
your soldering job. A relatively inexpensive high-power portable magnifier, such as a jeweler's loupe or a
proofing magnifier, should be used to inspect finished solder joints.
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TexHuka gns MPOCTbIX KOMINOHEHTOB

Simple surface mount components, such as resistors, capacitors, inductors, and small semiconductor
devices such as transistors and diodes, are easy to mount on a circuit board. Let's look at the technique
for mounting these components.

e

PucyHok B-1. (1) Apply a touch of solder to one of the target component's pads. In this case, the target
component is C25. (2) Picture of the solder blob after application. (3) Use tweezers to align the target
component and then apply heat with a soldering iron until the initial solder blob has flowed around the
component's leads. (4) Solder the remaining component pads.

First, place a blob of solder on one of the component's pads, then place and align the component over its
pads using a pair of tweezers. Once you feel comfortable with the component's placement, apply heat to
the blob of solder until it melts and the component sinks into place on its pads. Keep applying the heat
while you adjust the alignment of the component. Remove the heat, and wait for the solder to cool down
and solidify. Double-check the alignment of the component, and then solder the rest of the component's
contacts to the board. If the first solder joint looks dull or weak, reheat it with a touch more solder once all
the other pins have been soldered down (see pucyHok B-1). This technique works for components with two
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or three pins, and for multi-pin components with a wide pitch, such as the 50-mil pitch small outline IC
packaged devices.

The most difficult situation you may encounter when soldering down these components occurs when one
or more of the component leads are attached to a large area of copper, such as a power plane. In this
case, a large amount of heat must be applied to the PCB pad before the solder will wet and adhere to the
circuit board. Beware when this happens, as the solder will oxidize and ball up, and make poor electrical
contact with the board. Add a touch of solder flux if this situation occurs to help enhance the wetting action
of the molten solder.

Tip

A «dry» soldering iron tip will have trouble heating large patches of copper, or pads that are
connected to power planes. One way to increase the rate of heat transfer from the soldering iron
is to start the iron out with a blob of molten solder on the tip, and touch the iron to the board
through the molten solder blob. This blob will spread out and heat the board locally, and will

establish a good thermal connection that more effectively transfers heat. This will ultimately lead
to a better solder connection once more solder is added.

TexHUKa ANA CNOXHbIX KOMMOHEHTOB

Most integrated semiconductor components today are available in some kind of a fine-pitch surface mount
package. This kind of packaging can be intimidating at first, but a little bit of practice with a few simple
techniques and tips is all it takes to attach these parts with a high degree of confidence. The process of
attaching a fine-pitch surface mount component is very similar to that of attaching a simple surface mount
component, and it should take no more than a few minutes for a typical mid-sized surface mount package.

The first step is to tack the component on the circuit board by soldering down only two corner pins on the
chip. If the alignment is not correct on your first try, it is easy to correct by just heating one of the two
corners while pushing the chip in the desired direction for alignment (see pucyHok B-2). Be very mindful of
the accuracy of this alignment: a misaligned chip will lead to no end of frustration while trying to solder the
chip down.

180



PucyHok B-2. First, solder down one pin on each of two opposite corners of a chip. The arrows on this
diagram indicate the corners used in this example.

The next step is to apply a thin film of solder flux around the chip. This will enhance the wetting action of
the solder on the chip pins and cause the solder to wick onto the component pads, instead of in between
the leads, which would cause a short (see pucyHok B-3).
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PucyHok B-3. Apply a thin film of solder flux to the pins around the chip. In this illustration, a paste flux is
being applied using a scrap piece of wire that is frequently dipped in the flux container.

Tip
When laying out a board, use extra-long pads for fine-pitched surface mount components. The
extra length will make hand-soldering easier, though it will also make routing a little bit more

difficult and cause the board size to grow slightly. The extra pad length acts to wick away excess
solder from the chip leads, thus making solder bridges less likely.

Once all of the leads have been uniformly coated with the soldering flux, load the tip of a soldering iron
with a tiny ball of solder, and press this ball up against the unsoldered leads. The ball of solder will wick
into the space underneath and around the component leads. Repeat this process until all of the leads have
been coated with solder. Do not worry at this point if excess solder bridges multiple pins. Once you are
finished soldering all the pins, use a copper desoldering braid (solder-wick) to remove any solder bridges,
as shown in pucyHok B-4.
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PucyHok B-4. (1) melt a small amount of solder onto the tip of a hot iron. (2) Transfer this solder onto the
pins of the component. Repeat steps (1) and (2) until all pins are soldered. (3) Solder bridges, indicated
with arrows, will have formed across many pins. (4) Remove the solder bridges using a piece of copper

desoldering braid.
You are almost done. Finally, make sure that all the pins are firmly soldered down. It is difficult to do this
inspection visually without a microscope. Instead, pull on the pins with a needle or the tips of a tweezer,

dragging the tweezer along the pins as shown in pucyHok B-5 using a firm, steady motion. Pins that are not
soldered in place will move slightly. If they do, repair them by pushing them back into place, and applying a

touch of solder to the pin.
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PucyHok B-5. Stroke the pins along the side of the chip using a pair of tweezers or a needle using a firm,
steady force. Pins that are not soldered well will bend slightly. The arrow indicates the direction of motion.

Caution

Always check for power shorts after soldering a circuit board. Some solder bridges can be
microscopic dendrites, and some solder bridges will form behind the pins underneath the chip.
Check for power shorts using a multimeter set to measure resistance. Do not use the audible
continuity mode, as large, high speed computer boards usually have a low (few ohms) resistance
between power rails, which is low enough to register a short on many continuity meters. Also,
when measuring the resistance between power lines, wait a second or two for the measurement
to settle. The initial resistance between power rails will be very low while the large capacitors that
sit on the power lines charge up.

Once your component has been soldered down, clean up the excess flux using a mild solvent, such as
Isopropyl alcohol, and a cotton swab as shown in pucyHok B-6. Clean-up is important because it makes
visual inspection easier, and it also makes it easier to probe the chip pins during debugging. It is also
important because many fluxes tend to crust over and trap contaminants with age, hampering future
repairs.
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PucyHok B-6. Clean up the flux residue using a cotton swab dipped in a mild solvent.

TexHUKa CHATUA KOMMNOHEHTOB

There are many techniques for removing surface mount components, and many of them require special
tools, such as tong-style soldering irons or hot air guns. Tong-style soldering irons are good for removing
smaller surface mount components, especially on boards that are densely packed. They are fairly quick
and efficient, and a proper tong-style soldering iron will leave the pins of the component in relatively good
condition. However, they are also fairly expensive, and a bit of practice is needed in order to figure out the
right timing and pressure to use when removing a chip.

An easier and cheaper solution is to use a heat gun, like the ones sold in hardware stores for removing
linoleum floor tiles. The heat gun will heat the entire region of a board, and components will float off their
pads with minimal damage to their leads. The downside of this technique is that it is not very precise, so it
is not an ideal solution for removing chips on boards that are going to be used again. As a result, heat
guns are most effective for salvaging good chips from broken boards. The other problem with using heat
guns is that the heat can warp boards or cause destructive failures in chips that have absorbed moisture
into their packages. This failure mode, called «popcorning», happens when moisture trapped inside a chip
boils but cannot escape, causing a pressure buildup that culminates in a destructive release event. Chips
and boards operating in a humid environment or that have been washed in water should be baked in an
oven at around 200 to 250°F for a few hours before desoldering with a heat gun.

Another option that is particularly appealing for hobbyists is to re-alloy the solder joint so that it melts at a
very low temperature, below 300°F. A company called Chip Quik (www.chipquikinc.com) holds the patent
on this technique, and removal kits can be purchased from many vendors, including Jameco (order
number 141305). This technique is appealing because it requires no special equipment, and it is easy and
fairly safe, as shown in pucyHok B-7.
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To do so, first coat the chip pins with soldering flux, then melt the chip removal alloy onto the pins of the
component to be removed. This will create a large bead of low melting temperature alloy all around the
chip. Next, heat the entire bead by dragging the tip of the soldering iron through the bead. The stored heat
in the chip and the alloy will keep it molten long enough for the whole chip to be easily slid off its pads.
Finally, clean up the low melting temperature alloy by heating it with a soldering iron and then wiping it
away with a cotton swab. The alloy will wipe off fairly easily from both the board and the chip.

PucyHok B-7. Removing a chip by realloying the solder joint. (Prepare the chip pins with soldering flux
before starting this process.) (1) Melt the realloying compound onto all of the chip pins. The realloying
compound comes in wire form. (2) Heat the blobs of metal around the chip by dragging a soldering iron
through the metal. All the realloyed solder will become molten, at which point the chip can be pushed off its

pads. (3) Clean up the realloying compound from the board and the chip by heating it and wiping it away
with a cotton swab. (4) The result, a clean chip removal.

This re-alloying technique preserves the integrity of the removed chip's pins as well as the pads on the
circuit board. The downside of this technique is that cleaning up the alloy can be a bit messy, and tiny
particles of alloy can get caught between the pins of neighboring chips. (Caution while cleaning up will
prevent this problem.) The other downside is that removing chips consumes the removal alloy, so
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removing large numbers of chips with this alloy can become expensive in the long run. Fortunately, chip
removal is a fairly rare occurrence for most hobbyists.

The «ball grid array» (BGA) package is a type of surface mount package that is becoming increasing
popular due to its high electrical performance and density. These packages are attached to a board
through a large array of solder balls underneath the package. Clearly, this kind of package cannot be
soldered using a conventional soldering iron. In addition, BGA packages are very difficult to inspect
because most of the solder connections are buried deep below the package. The only viable method for
attaching these components is to use an oven that heats the whole board and the component to the point
where all the solder balls melt. Typically, the alignment of these BGA packages is accomplished with the
aid of a machine of some kind, and the inspection of these BGA packages is accomplished with either
X-rays or ultrasonic imaging.

The equipment required to install these kinds of packages is very expensive, so the best way for a
hobbyist to install a BGA packaged device is to pay a professional assembly house to do it. Companies
such as Naprotek (www.naprotek.com) that specialize in quick-turn, low volume prototyping will install a
BGA packaged device for a fairly reasonable fee. When getting a BGA installed, always ask for a copy of
the inspection photo for the part; the peace of mind brought by the photo is worth the extra cost. BGA parts
can also be removed and re-balled, although this process can be much more pricey than the attachment
process.
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NMpunoxeHune C. BBeaeHune B passoagky PCB

OTOo NpUNoXeHne NO3HAKOMUT Bac C NPOLIECCOM NPoeKTUpoBaHua 1 paseoaku PCB, a Takke aact o63op
JAOCTYMHbIX UHCTPYMEHTOB, KOTOPbLIE MOTYT NOHaA0BUTLCS AN OOCTUKEHMS BaLLMX NPOEKTHbLIX Lienen, ¢
YrNoOpOM Ha NpoayKTbl M NpUeMbl Ans Tex, Y Koro GloaKeT Ha LLHypKe. B 3aknioyeHue g npeacrasnio
HECKOMbKO MPOCThIX MPOEKTOB, C KOTOPbIX MOXHO Ha4YaTb CBOM annapaTHbIie NPUKMYeHUs.

Punocodma U NOTOK NPOEKTUPOBaAHUSA

[MeyaTHble NnaTbl - 3TO XONCT annapaTtHoro xakepa, a CAD-UHCTpyMeHTbI - KucTu. Kak n B ntobon
NHXXEHEPHOWN UM XyO0XXEeCTBEHHOW ANCLUMMIIMHE, NpuobpeTeHne yBepeHHOCTU B MPOEKTUPOBaHUN U
pa3Bofke nevaTHbIX nnaT TpebyeT npakTuku. K cyacTbio, NosiBNeHne He4opornx cepemcoB
npoTtoTunupoBaHus PCB 1 6ecnnatHblx (unun no4tn 6ecnnatHeix) CAD-MHCTPYMEHTOB caenano
npoekTupoBaHue u passoaky PCB Hegopornm n gocTynHbIM X006u.

MpoekTupoBaHue n passogka PCB - gBe TecHoO cBsi3aHHble 3agayn. Komnpomucchl BO3HUKAKOT U
MEHSIOTCA Ha NPOTSXKEHUW CTaanin NPOEKTUPOBaHMSA U pa3Boakv. IHOrga KOMNOHEHT MOXET He
NOMECTUTBCS, UNKN AeTarnb MOXET Oka3aTbCA HeJOCTYMNHOW, U BaM NPUAETCA NSMEHUTb CXEMY, YTOObI
yyecTb 3TOT HegocTaTok. B apyron pa3 Bbl MOXeTe BHECTU BbICOKOYPOBHEBOE U3MEHEHUE B MPOEKT U
nonmartb owmnbky, n PCB npuaetcst 06HOBUTb, 4TOObI OTPa3nTb 3TU U3MeHeHus. 1o MoeMy onbITy, KNy K
TOMY, 4TOObI BbICTPO BblAATL yeneLwHblin NpoekT PCB, - BbiTb rbkum Ha Bcex PpOoHTax NPOEKTUPOBAHMS.

YTouyHeHMe Ballueun naeun

Mpouecc npoektupoBaHms PCB Bceraa HaunHaeTtca ¢ Bawwen ngen. lNepBoe, YTo Hy>XHO caenarthb, -
Nony4nTb OYEHb SICHOE NPEACTaBIIEHNE O TOM, YTO UMEHHO Bbl MbITAETECH MOCTPOUTL. YeMm BonbLue
KOHKPETUKM Y Bac €CTb 3apaHee, TeM MPOLLLE OKAXKETCA NPOLIECC NPOEKTUPOBaHUS. Y Bac JOIMKHO ObITh
npeacTaBrneHne o0 TOM, HaCKONbKO H6OMbLION JOMKHA ObITb TOroBas nnaTa, CKONbKO OHa AOJKHA CTOMTb
N, KOHEYHO, YTO OHa JOJSPKHA AenaTh. A Bceraa cuntaro None3HbiM prcoBaTh 3CKU3bl, @ B crydae 6onbLumx
NPOEKTOB - NMUCaTb NPOEKTHbIE JOKYMEHTbI, KOTOPbIE NOMOraloT MHE OpraHM30BaTh U 3adrkcMpoBaTe MOU
MbICIN.

[lnsi nepBbIX HECKOMbKMX NMPOEKTOB OAHWM U3 caMbIX TPYAHbIX Waros 6yaeT TO4HO chopMynmpoBaTb
naeto, NOTOMY YTO Bbl elle He ByaeTe 3HaTb, Kakue BUAbl KOMNOHEHTOB AOCTYMHbI AN peanusaumm
Ballel Uaen 1 BOKPYT KakUX pearnbHbIX OrpaHUYeHuin BaM npuaeTcs npoekTuposats. Jlyuwmin cnocob
HayaTb - HAWTK YKe CYLLECTBYIOLLYIO MO0, O4eHb MOXOXYI0 Ha Bally, M CMOAENMPOBaTL CBO UAEH Mo
ee obpasuy. (MHorve npon3BoaUTENM MUKPOCXEM NpeararatoT GecnnaTHble application notes 1 obpasupi
MPOEKTOB, KOTOpble 06Pa3yoT OTIMYHYIO OTNPaBHYH TOYKY.) Elle oguH cnocob onpeaenuTb CBOU UAEW -
YUYUTBCS Ha CYLLECTBYIOLLMX MPOAYKTaX: €CMU Bbl XOTUTE NOCTPOUTL BYAUIbHUK, pa3bepuTe
CYLLIECTBYIOLLME Yacbl U MOCMOTPUTE, KaK OHM ObINK caenaHbl.
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BBoa cxembl

Korga Y BacC eCTb naeq, Hy>KHo co3faTb NpuHUUnnarnbHY CXemy. Cxema - 3T0 CMMBONMYEeckoe
npencraBsneHne BaLLen naewu, Bblpa>X€HHOEe KakK Ha60p CUMBOJIOB AeTanen n BUPTYyaJibHbIX NPOBOAOB.

BonbLUMHCTBO Nporpamm Ans BBOAA CXEM MOCTABMAKTCA ¢ 6MbnmMoTekon aetanemn, 4Tobbl yCKOpUTb
npouecc BBoga cxemMbl. OgHaKo ecnv Bbl HE HAaNOETe HYXHYI0 AeTanb B 6ubnuoTteke, Bam npuaercs
co3aaTtb COBCTBEHHbINM CXEMHbIN CUMBOS. Bce cXeMHble CMMBOMbI CBA3aHbl C NOCaA04YHbIM MECTOM
PCB-koMnoHeHTa, TO eCTb C PUCYHKOM MeAN Ha NevaTHon nnaTe, KOTOPbIA CONPAraeTcs ¢ KOMMNOHEHTOM.

OavH pacnpocTpaHeHHbIM UCTOYHUK OLUIMOOK BO3HUKAET U3-3a TOr0, YTO HE NMPOBEPSAETCS CBA3b MexXay
CYMBOJIOM 1 NOCado4YHbIM MECTOM: Nocado4vHoe MecTo 16-koHTakTHoro DIP He nogxoanTt ans
16-KOHTaKTHOro IMHENHOrO pa3bemMa NOBEPXHOCTHOrO MOHTaXa, U BONBbLUMHCTBO NPOEKTHBLIX
WHCTPYMEHTOB HE MOTYT OTNIMYMNTb OAHO OT Apyroro. [1oaToMy nNpoBepsiiTe, YTO BCE HAa3HAYeHUs
nocagoyHbIX MECT KOPPEKTHbI, U ABaXObl N TPWXKAbI NPOBEPANTE CXEMHbIA CMMBON. B yacTHocTu, Bceraa
NpoBePsSINTE 1 NepenpoBepsanTe BbIBOALI MUTAHUS, NOCKOSbKY OHM MOTYT Bbi3blBaTh CaMble TPYAHbIE U
paspylumTenbHble Buabl owmbok. MNMogymanTte o ToM, YTOObI MONPOCUTL Apyra Takke ABaXKabl NPOBEPUTH
CVMMBOJbI, YTOObI M36exaTb MOBTOPEHMS OLLIMOOK UK HE NPONYCTUTL OLIMOKM NO He3HaHM. (Takow
06BbeM N3BbITOYHOCTU MOXET 3BY4YaTb FMyno AN NpoCTbiX AeTarnemn, HO OH CTaHOBUTCS abCOMTHO
HeobxooMMbIM ANS AeTarnen ¢ COTHAMM U ThicsiHamMKn BbIBOAOB, KOrga Ball MO3r pa3MmsikaeT Ha cepeauHe
npovecca NpoBEPKM. )

BHuMaHWe k geTansam ¢ camoro Havarna - camblil BaXKHbI HaBblK NPY BBOAE CXEMbl, 1 OHO MOXeT
n36aBnTb Bac OT ronoBHON 6onu U3-3a pasgpakatoLmx oLWMBoK nosxe. Kaxabi BbIBOA KaX4oro
KOMMOHEHTa CyLLEeCTBYeT N0 KaKkoW-TO MPUYNHE, N €CNKN KaKon-Nnbo BbIBOA OCTaBIEH HEMOAKMIOYEHHbIM,
Bbl AOIDKHbI MOHMMaTb, MOYeMy 9TO AOMYCTMMO MUnu Hegonyctumo. [Ang atoro yuTanTe datasheet'sl
NPOAYKTOB, BKIHOYAs KaXKayo CTPaHMLY U KaXKAyt CHOCKY. He nrHopmpynte Menkum WwpuaT, KOTOPbIN
TpebyeT noATArMBaloLLEro pesuctopa ANs 3agaHnsa ycnosuii 3anycka unu kKoHgeHcartopa ans
dunbTpaumm wyma nmbo ctabunmaaummn cucTeMbl, MHa4ve Bbl, CKOpee Bcero, nonyuunte ewle donblue
pasgpaxatoLLmx oLwmbok.

Bawa rotoBasa wugena
N

I

| KoMnoHeHTbl unn dannbl

| To, 4TO penaeTe Bbl

| To, 4TO 3a Bac AenaeT KTO-TO Apyroi
| MNepekpecTHasa ccbiaka

BUBNINOTEKU CXEeMHbIX CUMBOJIOB ---> BBOA cxembl <--- Bawa ugesa
Y
Netlist
Y
BMbnnMoTekn NocafiovHbIX MecT ---> Pa3meleHne KOMMOHEHTOB

\
TpaccupoBka curHasnos
\
MpoBepku npaBun U3roToBNEHUA
\
®dusunyeckaa nposepka
\
Gerber-dainel  ---> T[pousBoacTBO ---> [onasa nnata
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Onsunyeckne orpaHudeHna ---> WHCTpymeHT pa3Boaku PCB
KoMnoHeHTbHl ---> Crneuupukauus matepuanoB ---> [AuUcTpubbwTop ---> C6opka
MpaBunoBble ¥ 3BPUCTUYECKUE MPOBEPKM

PucyHok C-1. [Npouecc NpoekTMpoBaHus nnatbl, OT naeun 4o roTOBOro NpoayKTa.

lMpoBepkn NpaBun NPOEKTUPOBaHNSA MONE3HbI ANA HAXOXAEHWNS HEKOTOPbIX OLIMBOK B CXemax, HO
NPOBEPKU, KOTOPbIE OHW BbINOSHAOT, 06bIYHO AOBOSBHO 3NIEMEHTAPHbI 1 NO3TOMY NOBAT TOMbLKO CaMble
rpybbie owmnbkn. TUnNnyHbIN HABOP NPOBEPOK MOXET BKIHOYaTb OBHapYXeHue aybnupyowmxcs
0603Ha4YeHnn getanemn, BUCALLNX CETEN U NnaBaloLLMX BXOOOB.

IMomMnmo 06bI4HBIX NPOBEPOK MPaBM MPOEKTUPOBAHUS, Bbl TAKXe MOXeTe npuayMaTb COOCTBEHHbIE
npocTble NpoBepku. Hanpumep, MHOrMe MHCTPYMEHTbI MPOEKTUPOBaHNS HE BbIMOMHSAIOT "NPoBEpKU
yeTHocTu netlist”", KOTOpble MOXXHO AOBOSBHO NErko CreHepupoBaTh C MOMOLLLIO perl-ckpunTa unm
TabnnyHon nporpammel. [poBepkn YeTHocTK netlist - 370 3BpMCTUYECKME NPOBEPKU, KOTOPbIE
MOACYMTBIBAIOT KONMYECTBO KOMMOHEHTOB, MOAKMIOYEHHbIX K KaXKO0W CeTh, a 3aTeM COPTUPYIOT 3TOT
noacyeT no ymcny coeamHeHui. "OQHOKOHTaKTHbIE CeTU" OKaXyTCa HaBepXy OTCOPTUPOBAHHOIO Cnucka.
OpHoOKOHTaKTHasA ceTb MOYTU BCErAa ykasbiBaeT Ha Tunorpadunyeckyto owmbKy (HeBEPHO HanncaHHoe Ms
netlist) Bo Bpemsi BBoga cxembl. [NonesHo 6erno npocMoTpeTb BECb OTCOPTUPOBAHHBIN CINUCOK, YTOObI
ybeanTbes, YTO BCe rpynmbl CUrHaNoOB MMEKT OAMHAKOBOE YMCMO COeaUHEHUN. BONbLUMHCTBO CUrHAMNbHbIX
LUMH UMEIOT OAMHAKOBOE YMCNO COeAVHEHNIN AN KaXA0ro curHana B WwyHe. 3a OAMH AeHb MOXHO c0o34aTh
WHCTPYMEHT, KOTOPbI MO3BOMNMUT BbINOMHATL MPOBEPKM NoAacyeTa coeanHeHui netlist ana sawew
nporpamMmmbl BBOAA CXEM, U Bbl, HECOMHEHHO, COKOHOMUTE cebe BecuncneHHble Yackl YCUnum n geHer,
Hanas owunbKN, KOTOpble OH NoNMaeT.

Mepen aKCNOPTOM CXeMbl B MHCTPYMEHT pa3BOAKM NnaThl criedyeT 3akasaTb Bce AeTanu 13
cneumdukauum maTepuanos cxeMbl. HacTto kputudeckue getanu 0yayT B gecpuunte, U BBOA CXEMbI
npuaeTcsa nepepaboTatb, 4TOObI y4ecTb HexBaTky. Hepeako eaguHCTBEHHas Heobxoammas nepepaboTka -
N3MeHeHne HasHa4YeHUss NocafovYHOro Mecta KOMMOHeHTa. iameHeHne CXeMHOro NnpoekTa C y4eTom
AedvumnTa y nponssoamTens no3sonseTt n3bexarb TPyaHON 3a4a4M BHECEHUSI UBMEHEHUS B YKe
3aBepLUEHHYI0 pa3BoaKy nnarbl.

PasBoaka nnatbl

Bxogom ans nporpaMmmbl pa3ogku nnatbl cnyxuT netlist, aHHOTUpOBaHHbLIN MHOPMaLMeEn 0 NOCaAO4HbIX
mMecTax koMnoHeHToB. Netlist - 3To NpoMexxyTo4yHoe npeAcTaBneHNe Kakaoro KOMMNoHeHTa 1 BbiBoAa, a
Takke ux ceasHocTu. N3sneveHue netlist - xopoLo aBToMaTM3nMpoBaHHbIN NPOLLECC, HO CONOCTaBneHne
CXEMHbIX CUMBOSIOB C MOCaA0YHbIMU MECTaMy NevyaTHOM NnaTthbl HE BCEraa XOpoLUo ynpaBnsdeTcs.

TpyAaHOCTb CONOCTaBNEHNsI CUMBOSIA Y MOCAA0YHOIO MeCcTa BO3HMKAET M3-3a HanmM4uns HECKOMbKNX
BapvaHTOB KOPMYCOBKN ANA ogHOW AeTanu. Hanpumep, cMMBON TpaH3MCTopa MOXeT OAMHaKOBO
nogpasymeBaTtb KpoLLevyHOe YCTPOoUCTBO B kopnyce SOT-23 unu orpomMHoe ycTponcTteo B kopryce TO-3, u
WMEHHO BaM HY>XHO ybeauTbCs, 4To npu n3enedeHum netlist BoiopaH npaeBunbHbI kKopnyc. Beceraa
nonesHo NpoBepsiTb NogpasymMmeBaeMoe NocalodHOe MECTO Toraa, Korga KOMMOHEHT nomellaeTcs B
CcXeMmy, a He NpoBepsATb BCe cpa3y Bo BpeMs TpaHcnsumm netlist unu, 4to eule xyxe, Bo Bpems
pasmeLlleHnss M uHanbLHOM NPOBEPKN NPOeKTa.

Korga y Bac ecTb 3akoHYeHHbIN netlist, Bbl rOTOBbI BLINOMHATL pa3BoAKy NnaTtol.

[pyroi BHeLIHMIN BXOA4 ANS NpOorpamMmbl pa3Bogky nnathl - Npasuna npoektuposaHus. lNpasuna
NPOEKTUPOBaHWSA 3a4alTCA KOMNaHNEN-3roToBMTENeM nnaT M BKNOYaoT cneundukaumm MMHMMansHONn
LLUMPUHBI JOPOXKN Y MUHUMAIBHOTO 3a30pa Mexay AOPOXKaMU, MMHUMarbHOro pasMepa OTBEPCTUS,
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MUWUHMMaribHOro KombLia CKBO3HOIO OTBEPCTUS, @ TaKKe KONMMYECTBA CNIOEB MUTAHMSA U TPACCUPOBKM.
TouHble NpaBuna NPOEKTMPOBaHMSA 3aBUCAT OT BbIOpaHHOro nNpoLecca, KOTOpPbIN, B CBOKO ovepenb,
onpegensieTcs Tem, 4To Bbl MOXeTe cebe no3sonuTtk. Jlyyine npouecckl npeanaratoT JOPOXKKN LMPUHON
4o 2 mil (mil - ato 1/1000 gronma, unm 25,4 MMKpOHa) 1 Na3epHO-CBEPIIEHbIE TTyXMUe/CKpbITbIE
nepexogHble OTBEPCTUA MPUMEPHO TaKOro Xe AMaMeTpa, HO LieHa N3roTOBNEHUs BbIXOOUT Janeko 3a
npegernsl TUNMYHOro NIBUTENLCKOro HBroaKeTa MeHbLUEe cTa Aonnapos. bonee TMNUYHBIN NOOUTENLCKNIA
npouecc MMmeeT npasuna 6 mil gopoxka/3asop, MUHMMAaIbHbIA FOTOBLIN pa3mep oTBepcTus 15 mil n aga
nnbo YeTbipe crnos mean. (CnMcok KOMNaHU-U3roToBMTENEN NNaT Bbl HANAETE BrvKe K KOHLYY 3TOro
NPUNOXeEHNs.)

PasBogka nnatbl COCTOMT M3 ABYX (ha3: pasmeLleHns u TpaccupoBkn. PasymHoe pasmelleHne getanemn
CWIMbHO YNPOCTUT 3aady TpaccupoBku. B obLiem criyyae Lenb - pasaMectTuTb BCe AeTanu Tak, YTobbl
coeanHeHund ObINM KaK MOXHO KOpo4ye, C KaK MOXHO MEHbLUMM HYUCITOM nepexoaHbliX OTBepCTI/IIZ, YTOOBI
MUHUMW3MPOBATH LUYM, 3a4epPXKKy U NoTepu curHana. PasmelleHne HEKOTOPbLIX AeTarnen, Takmnx Kak
pasbeMmbl, NEPEKNOYATENM U CUIOBbIE KOMMOHEHThI, XXECTKO OFPaHNYEHO U OCTaBNsieT BaM Maro Bbibopa.
ﬂ,]‘lﬂ OCTallbHbIX /:LeTane|7| NOHNMaHWE NPOEKTa NOMOXET onpeaerninTb, Kakme aetann A0S KHbl NONy4YUTb
nyyiiee pasMmeLleHue.

Korga pa3smelleHne 3aKoHYeHO, pacrnevyaTante nNpoekT B Maclitabe 1:1 n npoBepbTe, YTO KOMMOHEHThI
noaxoasT K CBOMM MOCafo4HbIM MecTaMm, yKnaablBasi pearbHble KOMMNOHEHTbI Ha pacredaTaHHyo
pa3BoaKy. Ecnv Bbl cobupaeTech UCNonb3oBaTh NaHENbLKY C KOMNOHEHTOM, 06513aTeNbHO UCMONbL3YNTE
naHenbKy Npu NpoBepke Yeptexa 1:1, NOCKONbKy NaHernbk1 TpebyoT bonbLie MecTa, YeM cam
KOMMOHEHT. OTa NpoBepKa rapaHTUPYeT, YTO BCE KOMMOHEHTbLI Y Bac B NpaBUbHOM TUIE Kopryca, YTo
BCE KOHTYPbl KOMMOHEHTOB KOPPEKTHBLI U YTO MEXAY KaXKablM KOMMNOHEHTOM AOCTaTOYHO 3a30pa AN
yoobHown cbopkun. Ele ogHa BaxkHasi Bellb, KOTOPYIO HYXXHO MPOBEPUTL Ha vepTexe 1:1, - opueHTaums u
pacnuHoBKa BCEX Pa3beMOB, NOTOMY YTO OYEHb JIErKO NEPEBEPHYTH PasbeM UMM UCMONb30BaTb
nocagoyHoe MecTo pasbeMa HeMpaBuWITbHOIO Noria Ha nevyaTHoK nnarte. byabTe OCTOPOXHbLI U NpK
obpalleHnn ¢ MUKpoCcXeMamu, 0COBEHHO C TEMU, Y KOTOPbIX MENKMIA Lar BbIBOAOB NMOBEPXHOCTHOIO
MoHTaxa. CrneauTe, 4To6bl HE NOrHYTb BbIBOALI, M COONOAaNTe NpaBUibHbLIN NPOTOKON 3alUWThI OT
CTaTU4YECKOro 3NeKTpu4ecTsa.

O6wue peKkoMmeHAaaunun no pasmMeLlleHnio n TpacCupoBke

BOT KOPOTKMI CNIMCOK HEKOTOPbIX peKOMeHAaLMiA Mo pasMeLLeHnto U TpaccupoBke. MomMHUTe, 3TO BCero
nvb obLmMe NpeanoXeHnsl, U, HECOMHEHHO, ByayT cUTyaunu, rae OHU HEMPUMEHUMbI.

OcTtaBnsante mecto ansa fanout-nepexonoB y yCTPOMCTB NOBEPXHOCTHOrO
MOHTaxa

YcTponicTBa MOBEPXHOCTHOrO MOHTaXa AatoT 6oNnbLIOe NPEMYLLECTBO B MIOTHOCTM MO CPaBHEHUIO CO
CTapov KOMMOHEHTHOW 62301 CO CKBO3HbLIMW BbiBOAAMMW, KOTOpas paHbLle Bbina ctaHgaptTom de facto.
OpHako KOMMOHEHTbI MOBEPXHOCTHOINO MOHTaXka BCE paBHO TPeOYIOT CKBO3HbIX NMEPEXOAHbBIX OTBEPCTUN
ONS TpaccMpyemMocTu, 0COGEHHO B CNOXHbIX W/MM aBTOMaTUYECKN TpacCMpyeMblX NMpoekTax. ATu
TpaccupoBOoYHbIe Nnepexoabl HasbiBatoTca fan-out vias ana SMD-nnowagok. PucyHku C-2 n C-3
OEMOHCTPUPYHOT ucnonb3oBaHue fan-out vias Ha getany NOBEPXHOCTHOIO MOHTaXa.
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PucyHok C-2. YeTbipe B1aa passoaku neyatHou nnatel. CBepxy cnesa, No 4acoBOW CTperike:
N3roTOBIIEHHAdA neyaTHas nnaTta ¢ KOMNOHEHTaMM; BUA, BEPXHErO Crosi NevaTHoM nnaTbl B NporpaMve
pasBoaku PCB; Bua Bcex crioeB neyaTHowm nnatbl B nporpamme pa3soaku PCB; Bua Tonbko BEPXHEro U
HWXXHEro Cnoes, 4EMOHCTPUPYIOLLMI OBYXCTOPOHHIOK SMT-pasBoaky.

PasBsisbiBarowme KOHAEHCaTOpbl XOpoLwo nomewarotca nog SMD-nnowaakamm

Cawmblin pacnpoCTpaHEHHbIV MAaCCUBHLIN KOMMOHEHT B TUMMYHOM LIMPPOBOM NPOEKTE - pa3BsA3biBaoLLNIA
KoHOeHcaTop. 3TN KpoLLeYHble KOHAEHCaTOpbl ECTb MOBCIOAY, U OHM MOTYT CbefaTb LieHHoe
NPOCTPAHCTBO AN TpaccupoBku 1 fanout-nepexoaos, ecnv Ux HeNpPaBuUNbHO pa3MecTuTb. Ecnu Bbl
roTOBbl CO34aTb ABYXCTOPOHHIOK NaTy MOBEPXHOCTHOrO MOHTaXa, pa3Bsi3biBatoLLMe KOHOEHCATOPbI
MOXHO pa3MecTUTb Ha CTOPOHe NnaTtbl, NPOTUBOMNOSIOXHON NMOLLaAKaM LierieBoro KOMMoHEHTa.
Pasmelyas aT1 KOMMNOHEHTLI Nog 06nacTbio NOLWaAoK KOMMNOHEHTA, Bbl HE pacxodyeTe HMKakyto obnacTb
fanout. Ha camom gene ygayHo pa3meLLeHHbIN pa3Bsi3biBaloLLMIN KOHOEHCATOP MOXET MCNONb30BaTh TOT
Xe nepexoq NUTaHus, KOTOpPbIA UCMOMb3YeTCs BbiIBOAAMMU NUTAHUS KOMMNOHEHTa. Bua B TEBOM HUXHEM
yrny pucyHka C-2 gaeT SCHY0 MnmcTpaumio aTon TexHnkn. (ECcTb HekoTopble ocobble criydaun, Koraa Bbl
MOXeTe He 3ax0TeTb Tak AenaTtb, Kak OTMEYEHO B criegyloLlem pasgene.)

naowagkm KOMMOHEHTa

obnacTtu fanout
KOpnyC KOMMOHEeHTa

PucyHok C-3. Obnactu fan-out Bokpyr nocago4Horo mecra SMD-kOMNOHeHTa.
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3HauTe cBOU 0CObOble JOPOXKKU

XopoLuas HOBOCTb O pa3Bofke LMdpOoBbIX NevaTHbIX NnaT COCTOUT B TOM, YTO BOMbLUMHCTBO JOPOXEK
TpeObyoT Mano pasmbIWIIEHUIA, B OTNIMYNE OT TUMUYHOW aHanoroBon nnatbl. [1noxasi HOBOCTb COCTOUT B
TOM, YTO ECNU OCTarbHbIE JOPOXKN Bbl cAenaeTe HeNpaBubHo, nnaTta OyaeT 4EMOHCTPUPOBATL
CTpaHHOE W pasgpaxatoLlee nosegeHue, KoTopoe ByaeT TpyAHO oTnaxueaTb. [osToMy TpaccupoBka
3TUX 0COObIX JOPOXKEK - HEMHOMO YepHas marvs. AToT pasgen AaeT NULlb HECKONbKO pekoMeHgauui no
obpalLeHnto ¢ TakKMMK 0CODbIMM LOPOXKAMU, HO S COBETYHO 3aMHTEPECOBAHHBIM YTaTENAM HaNTU TEKCT,
NOCBSILLEHHbIN pa3BodKe Nnar, YTobbl NO-HACTOALEMY U3YYUTb U OLLEHUTb 3TU TEXHUKW. [1BE KHUIK,
KoTopble 9 pekomeHayto, - Digital Systems Engineering Ynnbsama k. OJannu n [xoHa Y. MNoyntoHa
(Cambridge University Press), a Takke High Speed Digital Design: A Handbook of Black Magic l'oBapaa
Y. xoHcoHa n MapTtuHa Npama (Prentice-Hall PTR).

O6bI4HO BMAbI AOpoOXeK, KoTopble Tpe6yr0T 0cob0oro BHUMaHNS npu TpaccnpoBke nevyaTtHom nnaThl,
TaKoBbl:

* [IopoXXKM NUTaHUA

» CurHarnbl OnopHOro BpeMeHu (TakToBbIE)

* BbICOKOCKOPOCTHbIE JOPOXKKNM

* AHanoroBble/CMeLLaHHbIe CUrHaMNbHbIE JOPOXKKM

Kak obLiee npaBuio, OPOXKM NUTAHWUS OOMKHbI ObITh TOMNLWE CpeaHEeN CUrHanbHOM AOPOXKN, OCOBEHHO
€CI1 Bbl UCMOMb3yeTe OAUH U3 Bonee BbICOKOKTACCHbIX MPOLECCOB M3roTOBMIEHMS, KOTOPbIE NpeanaratT
y3kue (~ 5 mil) wnpuHbl gopoxek. JopoXK1 MUTaHMS HY)KHO YyTONLWaTh, YTOObLI MPOTUBOAENCTBOBATL Kak
pPe3NCTUBHOMY HarpeBy, Tak 1 NapasnTHOM MHOYKTUBHOCTU. Y3KMe JOPOXKM NUTaHUS, 0OCOBEHHO psaoM ¢
KMoYEeBbIMM TOYKaMU pacnpegeneHms nutanus, bygyT 4encTBOBaTh Kak pe3vCcTopbl M HarpeBaTbCs,
npocaxueasi HanpsXxeHue NUTaHUs 40 YPOBHS, KOTOPbIV BbI3biBaeT HeonpeaeneHHble HEUCNPaBHOCTH B
BaLLMX CXemax.

MpaBunbHbIA pasMep SOPOXKN MUTAHUSA 3aBUCUT OT TOSMLWLMHBLI MeAn. TUNMYHbIE NnaTbl UCNONb3yT "1-0z
copper" TonwmHon 1,35 mil (oanH kBagpaTHbI yT MegHon donbri TonwmuHom 1,35 mil Becut ogHy
yHUMI0). HapyxHas gopoxka wupuHon 12 mil B mean 1 oz Tpebyetcs, 4Tobbl Nnponyckatb 1 amnep Toka ¢
nosbiweHnem TemnepaTtypbl Ha 10 rpagycos Llenbcua. [ins ckpbiTeix cnoes TpebytoTca bonee Tonctole
OOPOXKN NMPU CXOOHOW TOKOHECYLLE CNoCOBHOCTM.

Mpwu TpaccnpoBke AOPOXKEK NUTAHUSI MEXOY COSIMU MOMHUTE, YTO NEPEXOOHbIE OTBEPCTUSI TAKKE UMEIOT
conpoTueneHune. OQHOro NepexoaHoro OTBEPCTUA HEAOCTAaTOYHO AN COEANHEHUS KPUTUYECKUX [IOPOXKEK
nMTaHuA Mexay crnoamu. Kputnyeckue OOPOXKKN NMUTaHUA A0MKHbI UMETb HECKOMbLKO NepexoaHbIX
OTBEPCTUIA, COEANHSIIOLLMX UX MEXAY CIOSIMM, YTOObI yaepKMBaTb NapasuTHbIE CONPOTUBIIEHUS U
WHOYKTUBHOCTM HU3KUMU. PacnpeaeneHHble NNOCKOCTU NUTaHNS Ha HECKOMbKUX CIOSIX Takke AOSKHbI
UMETb LLEAPO pacnpeeneHHble NepexoaHble OTBEPCTUS, YTOGLI rapaHTUPOBaTh CoXpaHeHue obLLero
noTeHumana.

NB. B BbICOKOMNPON3BOAUTENbHBIX UM MANOLLYMSLLMX MPUMOXKEHUAX pasMeLLeHne NepexogHoro
OTBEPCTUSI MEXAY Pa3BsA3blBaOLLVM KOHOEHCAaTOPOM U BbIBOAOM MUTAHUS MOXET UMETb
CMULLKOM BbICOKYIO LiEHY NSl LLeNIOCTHOCTM 3NIEKTPUYECKOro curHana paauv yooberea
TpaccupoBku. MNepexoaHble 0TBePCTUS HapyLLaT pacnpoCcTpaHeHne BbICOKOCKOPOCTHbLIX (COTHU
MerarepL,) 3fIeKTPUYECKUX BOSTH. [M03TOMY onTMManbHOe MEeCTONONOXKEHNEe Pa3Bsi3biBalOLLEro
KOHZEeHcaTopa B TakuX NPUNOXEHUSX - MeXy BbIBOAOM KOMMOHEHTA U NEPEXoaoM NUTaHuS.
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CuvrHanbl ONopHOro BpeMeHu BKIoYaloT TakToBble curHarbl 1 strobes. MHorMm ycTponcTeam namsatu
TpebyoTCca acUHXPOHHBIE ynpasnaoLme strobes ¢ YyBCTBUTEMNBbHBIMU TPEOOBAHUAMU K TAUMUHTY. DTU
CurHanbl AOMMKHbI ObITb NPaBUIBLHO COrfacoBaHbl U passeAeHbl CocoboM, COBMECTUMBIM CO cTpaTermem
cornacoBaHus, 06bl4HO MapLupyToM "daisy chain”. MapwpyTbl daisy chain He MeloT OTBETBEHNI,
No3TOMY y BONTHOBOIO (DPOHTA CUrHarna ecTb TOMNbKO OAMH NYTb ABMKEHUS.

OneKTpuyeckne curHanbl nepemMeLLaroTcs No neyaTHon nnaTte npumepHo ¢ 1/4 ckopocTu ceeTa, Unu
OKOIO Tpex ANMOB 3a HaHOCeKyHAY. [109TOMY BbICOKOCKOPOCTHbIE AOPOXKM OOIMKHbI UMETb
COrnacoBaHHble AfNHbI, MHAa4Ye CUrHarnbl MOryT NPUXOANTb CO 3HaYMTEeNbHbIM cABUrOM chasbl
OTHOCUTESNBHO OMOPHOro BpeMeHW. [nnHbl JOPOXKEK COrnacyoTcs nyTeM yanMHeHns 6onee KopoTKmx
AOPOXeK A0 ANWHBLI CaMOW ANMHHOW AOPOXKW. Y ANMHEHWE AMNHBI OPOXKUN BbINOMHAETCSA C NOMOLLbIO
serpentine-4opoXeK, KOTOpble N3BMBAKTCA U yBENNUNBAIOT 9PHEKTUBHYIO ONNHY OPOXKKM, HE MEHSAS
pasMeLleHNst KOHEYHbIX TOYEK JOPOXKKN.

AHanorosasi U cMelllaHHas curHanbHasi TpaccupoBKa Aaneko BbIXOOANUT 3a paMKU 3TOro NpUnoxeHus. B
cpegHeM NoGUTENbLCKOM LMEPOBOM NpoekTe Gorbluasi YacTb aHanoroBoli CXeMOTEXHVKM ByaeT
N30MnMpoBaHa UCTOYHMKaMK NuTaHus. Jiobble cneumanbHble TPeGoBaHUS K pa3BoAKe A1t KOHKPETHOro
KOMMOHEHTa UCTOYHMKA NUTaHNA 06bIYHO XOPOLLO AOKYMEHTMpPOBaHbI B datasheet'e komnoHeHTa.

[epxute B ronose, YTO SMEKTPUYECKME CUTHATbI NEHNBbLI U HEPa30OPUMBLI: CUrHamNbHbIA TOK BCeraa
novaeT No NyTU HAMMEHbLLErO COMPOTUBIIEHUS, @ CUrHanbl OyayT HABOAUTLCA B COCEAHME JOPOXKKM.
Kpome Toro, ToK AOMKEH COXPaHATBLCS, MO3TOMY Y KaXO0ro NyTU CUrHANBHOMO TOKa AOIMKEH ObiTh NyThb
obpaTHOro ToKa, SIBHbIN N HeT. [lepXXuTe 3T NpPoCTble NpaBuna B rorioBe, Koraa passoaute niodble
aHarnoroBble Y4aCTKM Ha CBOeWn nevyaTHoOW nnare.

MeyaTHble NNaTbl CAyXaT XOpPOWMUMK paguaTopamMm

Mpu TpaccupoBke MOLLIHbIX KOMMOHEHTOB, TakMUX Kak CUINOBbIe perynsaTopbl U BbICOKONPOU3BOAUTENbHbIE
MUKPOMPOLIECCOPbI, MOMHUTE, YTO Mefb B Ne4YaTHOWN nnare - OTNMYHbIA NPOBOAHUK Tenna. Mpu
onpeaerneHHbIX YCIOBUSAX Bbl MOXETE CIKOHOMUTL cebe pagmaTtop, NPOCTo pasBeas 6onbluyto obnacTtb
Me[M, COEIMHEHHYIO C TENMNOOTBOASLLEN NNOLLaAKoA UNK BbIBOAaMK 3eMNK LieneBoii getanu. Ecnu bl
UCnonb3yeTe MHOrOCINONHbINA MPOEKT MNaThl C NAOCKOCTAMM MUTaHUSA, UCMONb3YINTE HECKOSbKO
nepexodHblX OTBEPCTUIA, YTOObI MOMOYb NPOBOANTL TEMSI0 BO BHYTPEHHNE CIION.

TennooTBogsLIMe CNOCOBHOCTU NeYaTHOW NNaThl Takke MOryT 6biTb HEYy[OOGCTBOM Npw pyvHOM cOopke.
Xopoluas TennonpoBoAHOCTb Meau 3aTPyAHSAET HarpeB BbIBOAA KOMIMOHEHTA, KOTOPbIN Takke COEANHEH C
OonbLion obnacTblo megw. |_|pl/l coeanHeHUN MariloMOLLHbIX KOMMOHEHTOB C MNIOCKOCTAMU NMUTAHUA
nogymavite o6 nCnonbL30BaHMN NepexodHbIX OTBEPCTUI C TENMNOBLIMW pa3rpy3kamn. TennoBasi pasrpy3ka
- 3T0 Habop HebONbLUMX 3a30POB B COEAUHEHUN MEPEXOOHOIO OTBEPCTUS C NIIOCKOCTBLIO NUTaHUS,
KOTOprI7I YMeHbLUaeT TensionpoBoOAHOCTb oe3 CyLLeCTBEHHOIo BIIMAHNA Ha SreKTpu4eckne
XapaKTepUcTukn coeanHeHus. (3ameTbTe, YTO Gonbluasi rpynna NioTHO yNakoBaHHbIX NepexonoB
NUTaHWSI C TEMSIOBOW pa3rpy3Kkor BOKpYr obnactv Megm MoXeT NPUBECTU K HECOEAMHEHHbLIM UMW MITOXO0
COeAUHEHHbIM OCTPOBKaM Meaun.)
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YctaHoBuTe npeanoytTutTenbHbIe HanpaBlieHNA TPACCUPOBKU ANA KaX40ro Cros

YcTaHoBneHue OOMUHUpPYOLLEero HanpaerieHUA TPaCCUPOBKK ONA KaXXO0ro Criod MOXeT YrnpOoCTUTb
TpaccupoBKY MMOTHbIX NnaTt. Hanpumep, caenanTte BEPXHUIA COM FOPU30HTasbHbIM CRoeM TPacCUPOBKMU,
a HWXHUI - BEPTUKAIbHbLIM CITOEM TpacCUpPOoBKU. Ecnun HYy)kKHO NPOBECTM cuUrHan mexay AByMs
KOMMOHEHTaMM, pacnonoXxXeHHbIMX NO AMaroHanm 4epes nnarty, CHadana nposegnTte ropusoHTanbHyro
OOPOXKY MO BEPXHEMY CrI0H0, a 3aTeM BEPTUKAIbHY JOPOXKY MO HDKHEMY, YTOObI COeauHNTL ABa
KOMMOHeHTa. AnbTepHaTUBHas cTpaTerus, HanpyMMep NPOCTO MPOBECTM JOPOXKKY AUaroHasnbHO No
BEpXHEMY CIiOol0 nnaTbl, CHUXaeT 06LIJ,yIO TpacCupyemMoCTb Mexay OBymMda nofioBUHaMu nnathbl
HaMoNOBMHY: eANHCTBEHHbIV CMOCO6 NonacTb C O4HOW NOMOBUHbBI HA APYrY0 Tenepb - NATU MO HDKHEMY
cnoto. VckntoveHunsa 13 aToro npaeuna 4onycTuMbl, OCOOEHHO eCrv NPUXOAUTCA AenaTb KOMNPOMUCC
MeXay LeNoCTHOCTBLIO CUrHana u TpaccupyemocTbio.

CknapgbiBanTe nnaTy C OPTOroHasribHbIMU CNOAMU

MNocne YCTaHOBJ1EHUNA NpeanoYvYTUTESIbHbIX Hal'lpaBJ'IeHVIVI TPaCCUPOBKN OJ14 Ka)XO0ro Crod CrioXuTte Clioun
Tak, YTOObl HUKaKne ABa Cnos He MMenu napannesnbHbIX NpeanovYTUTES1IbHbIX HanpaBneHvM TPaCcCUpPOBKA.
OT1a OpPTOroHanbHOCTb NOMOraeT CBeCT K MUHUMYMY NMOMEXN CUrHaNoB Mexay CrnosamMu. Ecnn Y Bac eCTb
CIion nNnTaHn4, nonp06y17|Te NMOMECTUTb UX MeXAY CIroAaMU, 4TOObI OHM NoMoranu 3KpaHMnpoBaTb NOMEXn
Mexay CUrHaribHbiMu CriosgaMu.

Ha I,EI,ByXCﬂOI:;IHbIX nnarax VICI1011I:>3y17ITe nanbubl AnNd WWH NUTaHUA

Ha gByxcrnonHou nnarte 4acto BO3HUKaeT cobmnasH NpoCcTo NPOBECTM NMUTaAHWE M 3EMITIO KOMbLIOM MO
BHELLUHEeMY Kpato nnatbl. TO He uaearnbHasi CMTyauusi, NOTOMY YTO KOSbLO MOPUT rofioAoM cepaLe
nnaTtbl, @ Takke NOBbILLAET BEPOATHOCTb DOMbLUNX Napa3uTHbIX TOKOBbIX NeTenNb, KOTOpble yxyawaT
paboTy cxembl. BMeCTO 3TOro ncnonb3ynte YyepeayroLmnecs n/unn HamnoxeHHsle "nanbubl” NMMTaHnda. 3T
nanbupbl 3a8agyT JOMUHMPYIOLLIEE HanpaBreHNe TPACCUPOBKM KaXJoro Crosi U AOMKHbI OblTb pa3BeeHbl
[0 TpacCUMpOBKM Kakux-nMbo curHanos.

CoBeTbl N0 ncnonb3oBaHuto auto-router

Auto-router'sl - cmellaHHOe 6narocnoBeHne: OHY MOTYT C3KOHOMUTbL Yacbkl TPACCUPOBKU, HO TaKKe MOryT
BbI3BaTb Yacbl pasgpaxatolmx npobnem. lNepBoe npaBnno ncnonb3oBaHus auto-router - HUKOrAa He
Nno3BoMnsTb eMy paboTaTh C Ballen eANHCTBEHHOW Konven (hanna npoekTa neyatHon nnaTel. BmecTo
3TOro cosfamnTe KONuio NpoekTa n AanTe auto-router BbINONHWUTL CBOKO Maruio Ha Komuu.

BTopoe npaBuno - nsyumTe owmnbkn auto-router Ha MPOCTbIX TECTOBbLIX NMPOEKTAX, NPEXAe YEM NPUMEHATb
€ro K pmHanbHoMy npoekTy. Auto-router'sl 4acTo MMEKT KPUTUYECKMUE OLLMGKM U OrpaHnYeHusl, KoTopble
HY>KHO NOHSATb A0 UCMNOMb30BaHNS UHCTPYMeHTa. [Npu nayyeHum owmnbok auto-router obpawyante ocoboe
BHMMaHMEe Ha TO, Kak OH obpabaTbiBaeT 3a00OKMpPOBaHHbIE JOPOXKKM, 3aNUTble MONUIOHbI N HEeYA0OHbIe
pasmepbl gopoxek. HekoTopble auto-router'sl hakTnyecku yaansitoT 3a610KMpoBaHHbIE [OPOXKKM
(BOPOXKKM, NPOMOXEHHbIE BPYYHYIO M MOMEYEHHbIE KaK HEMOABWXHbIE), TOrAa Kak Apyrne UrHopupyT mx
Unu He paboTaroT B UX NPUCYTCTBUKN. TO MOXET OblTb OCOBEHHO pasgparkatoLLnM, eCcriv Bbl MOTpPaTUNN
Yyacbl Ha pa3BoAKYy KPUTUYECKUX CETEN NUTAHMS M TalMUHIa nepep 3anyckom auto-router.

HakoHeL, He paccunTbiBaliTe, YTO auto-router MONHOCTLIO pa3BedeT CrnoxHyto nnaty. Auto-router'sl
OTNINYHO NOAXOAAT Ans BbICTPon Tpaccmposku nepsbix 90 NPOLEHTOB NnaThl, HO OHN CUMNBHO
3ameansalTca Mo Mepe TOro, Kak nnarta ctaHoBuTcs bonee s3arpyxeHHon. 3ameTbTe, YTO TOHKME
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N3MEHEHUS B pa3MeLLEHNN KOMMOHEHTOB MOryT caenaTh auto-router ycnelHsiM unu copeatb ero. MHorue
auto-router'sl He pacno3HalT WMHbI UK NPSAMbIE CKBO3HbIE coeanHeHus 6e3 cneumansHON aHHOTaumMm
U naeansHOro pasMeLLEHNS KOMMOHEHTOB.

CAD-UHCTPYMEHTHI

VIHCTpYyMEHTbI NPOEKTUPOBaHUS Nnat 3a NocrieAHMe HECKOSbKO NEeT 3HAYUTENbHO NoAdeLLeBEN.
VIHCTpYMEHT, KOTOPbIN S Yallle BCero UCnornb3yko Ans NpoekTupoBaHusa nnart, - Protel 99SE. (A ewe He
Kynun 6onee HoByto Bepcuto, Protel DXP.) Protel - BbICOKOMHTErpUPOBaHHbIN MHCTPYMEHT, BKITHOYAOLLMIA
BBOJ CXEM, MOOENUPOBaHWe, ynpasneHe ubnnotekamm n pasBoaky nnat ¢ MPOBEPKOK NpaBwu
NPOEKTUPOBaHMS U aBTOMaTMUYECKOM TPACCUPOBKOW - BCE UHTErPUPOBAHO B OOHOM MHCTPYMEHTE.
(Moxoxe, ¢ kaxabiM Bbinyckom MO B cpeay NpOEKTUPOBAHWSA MHTEIPUPYETCA Kakas-HMOyAb HOBas
YHKLMSA, K NTyYLLIEeMY UIU K XyaLemy.)

Bbl moxeTe ckavaTb 30-AHEBHYO NOMHOCTLIO PYHKLMOHANBbHYH AEMOHCTpaunoHHyto Bepcuio MO Protel ¢
nx Beb-carita www.protel.com. XoTa NOMHOLEHHasA NULEH3US Ha NPOAYKT CTOUT ThiCAYM A0MNNapoB, 3T0
BCE paBHO BbIFOAHO BbIMMSIAWUT MO CPABHEHMIO CO MHOTMMW APYTMMU NPOrPaMMHbIMK NakeTamu, KOTopble
npegnaratT TaKyto xe rnyouHy OyHKUMOHANBHOCTU N YNCNO PYHKUMIA. [pyrue BbICOKOKNACCHbIE
noctaswmkn PCB CAD skntovatoT Mentor (PADS), Cadence (OrCAD) n Altium (P-CAD). NHTepecHo, 4To
Altium Takxke Bnageet naketom MO Protel.

Ecnun Bbl TONbKO HAYMHAETE N XOTUTE HEMHOTO NOPa3BOAUTL MMaThbl paan NPaKTUKKA, HEKOTOpPbIE
KOMMaHWM-N3roToBUTENM Nnat npegnaratoT 6ecnnaTHble NOMHOMYHKLUNOHANbHbIE NMPUBA3aHHbIE
WHCTPYMEHTbI NpoekTnpoBaHusi. ExpressPCB (www.expresspcb.com) npeanaraeT 6ecnnaTHbin
WHCTPYMEHT BBOAA CXeM 1 pa3Bogaku PCB gnsi KNMeHTOB, MCMOMb3YHLLNMX UX CEPBUC U3roToBMeHUs. VX
WHCTPYMEHT (PyHKLMOHANEH, HO HEMHOIO OFPaHNYEH C TOYKU 3PEHNUSI NPOBEPOK NPaBWi NPOEKTUPOBaHMUS
W NPaKTU4ECKOM CMOXHOCTN, AN KOTOPOW ero peanbHO MOXHO ncnonb3oBatb. OaHako ExpressPCB -
OTIIMYHbIN CTapPTOBbIA MHCTPYMEHT AN HOBUYKOB, M OH CMNOCOOEH peann3oBaTth NoYTu Nobon
annapaTHbI MPOEKT BbLIXOAHOIO OHS.

lMepen oTnpaBkon NMGOro 3aKOHYEHHOTO NPOEeKTa B MPOM3BOACTBO MPOCMOTPUTE IKCNOPTUPOBAHHbIE
dannbl CTOPOHHUM MPOCMOTPLUMKOM hainos, YTOObI 3aLUTUTL CBOW BIIOXEHWS B N3rOTOBMEHNE OT
OLUMBOK B MPOEKTHbIX MHCTPYMeHTax. Camblii pacnpocTpaHeHHbIn hopMaT hannos, UCNonb3yembl 4ns
N3roToBrieHus nnar, - popmart "Gerber". Xopowwnii 6ecnnaTtHbIn NnpocMoTpLumk Gerber, koTopomy s
posepsito, caenaH Graphicode (http://www.graphicode.com/).

KomMmnaHuum-nsrorosurenu nnar

KoMnaHumn-n3rotoBmMTENM NnaT pasnuyatTcst N0 BO3MOXHOCTSM TakK Xe LUMPOKO, KakK U
CAD-MHCTpYMEHTbI. HekoTOpble KOMMNaHUN BLINONHAT TONBLKO O0sbLUME NPON3BOACTBEHHbIE 3aKas3bl,
Torga kak apyrve 3apabartbiBaloT Ha xned obcnyxMBaHMeM pbiHKa ObICTPLIX NPOTOTUMOB M NOUTENEN.
BoOT HecKkonbko MOUX MOOMMbIX KOMMAHUN-U3rOTOBUTENEN NaT BMECTE C KPaTKUM ONUCaHUEM MX
©a30BbIX NPeanoXeHnn.
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Sierra Proto Express

PacnonoxeHHas B CaH-Xoce, KanudopHus, Sierra Proto Express npeanaraet ogHu us cambix
KOHKYPEHTHbIX TapndoB Ha ObiCTpble NpOoTOTUNLI. Ha MOMeHT Hanncanus Sierra Proto Express
npegnaraet nuHeriky npoueccoB "No Touch Product”. 3T npon3BoacTBEHHbBIE NPOLECCHI UMEIKOT CTPOrMe
TpeboBaHWs K npaBuramM NPOEKTUPOBaHNS, HO OHU OYEHb JOCTYMHLI N0 LeHe. Hanpumep, Bbl MOXeTe
N3roTOBUTb OBYXCIOMHYIO NevyaTHyto nnaty 3a YeTblipe AHA no ueHe $34 3a nnaty (MMHUManbHbIV 3aKas -
[Be NnnaTbl), U MOXeTe U3roTOBUTb YETbIPEXCIIONHYI0 NeYaTHyto Nnaty 3a YeTblpe AHs Mo LeHe $51 3a
nnaty (MMHUManbHbIN 3akas - ABe Nnatbl). TexHonorus, npegnaraemas no 3TuMm LeHam, - 9To Npasuro 6
mil gopoxka/3a3op ¢ rotoBbiMu oTBepcTMsiMM 15 mil. Sierra Proto Express Takke npegnaraeT npoLecchl C
©bonee ObICTPbIM CPOKOM U3rOTOBIIEHUS, LUMPUHOWM A0POXeK Ao 5 mil n rotoBbiMKn oTBepcTMaMM 10 mil.
[nsa gononHuUTensHOM MHAOPMaLMK NoceTuTe www.sierraprotoexpress.com.

Data Circuit Systems

Data Circuit Systems, Takke pacnonoxeHHas B CaH-Xoce, KanudopHus, - Mo NpeanouTUTENbHbIN
NOCTaBLLMK ANS NPOEKTOB, TPEOYIOLNX arpeCcCUMBHBLIX NPaBuil NPOEKTUPOBAHMS UK crieunarnbHbIX
BapuaHToB 06paboTkn, KOTOpbIE MIIOXO BNUCLIBAOTCH B NpeanoxeHns 6onee gewesblx quick-turn
KomnaHui. Nx Bceobbemnowmin "Process Capabilities Survey" (QocTynHbIN Onsi ckauMBaHUS Ha UX
Beb-canTte) ABnseTcs NoAPOGHbIM 1 ICHO HAaNNCaHHbIM, Tak YTO OH yOupaeT MHOro Joragok U3
WHTepnpeTaunm npasun npoektuposaHns. OHW Takke BbINOMHAIT AOBOMBHO CTPOrMn Habop 3aBoACKMX
NPOBEPOK BaLLEro OTNPaBIEHHOIO MPOEKTa, KOTOPbIE YACTO FTIOBST TOHKME OLUMOKN Pa3BOLKWU, CMOCOOHbIE
BbI3BaTb NPOONEMbI No3xe. A 0OHapYXuI, YTO UX COTPYAHMKN KOMMNETEHTHbI U APYXENOOHbI, U XOTS UX
LieHbl HEMHOTO BbiLLe, YeM Yy BONbLUMHCTBA NPOM3BOAUTENEN UHXEHEPHBIX NPOTOTUMNOB, X XOPOLLO
OOKYMEHTUPOBaHHbIV NPOLIECC 1 NPOBEPKM NpaBuil MPOEKTUPOBAHMS MOMOratoT CHU3UTb PUCK
arpeccuBHbLIX MPOEKTOB, U B KOHEYHOM CYETE OOMNONHUTENbHAs CTOMMOCTb, BEPOSITHO, TOMO CTOMUT.
Mocetute www.datacircuits.com.

Advanced Circuits

Advanced Circuits n3 Aspopsbl, Kornopago (www.4pcb.com), nmeet Ha cBoem BebG-caiite pyHKUMIO
MrHOBEHHOrO pacyeTa LieHbl. YXXe oaHa aTa (PyHKLMA AenaeT ux Xxopowwmnm BelbopomM Ang nnat
NMPOMEXYTOYHOW CNOXHOCTU, KOTOPbIE HE NOAXOASAT HW Mo Kakne AMCKOHTHbIE quick-turn npaBuna
npouecca. Bbl MoxeTe ncnonb3oBaTtb PYHKUMIO MTHOBEHHOWN LiEHbI, YUTOObI ONTMMU3NPOBATL BbIGOP
TEXHOMOorMM peanusauuu no LeHe. Kpome Toro, oHM 4acto npeanaratoT ckuaodHble quick-turn
crneunpeanoxeHus.

197



Alberta Printed Circuits

Alberta Printed Circuits (AP Circuits), pacnonoxeHHas B AnbbepTte, KaHaaa, - ogHa 13 opurmHasnbHbIX
quick-turn npotoTunHeix PCB-thabpuk, ¢ GbicTpbiM 0bcnyxmBaHnem. MNMpouecc P1, KOTOpbIA OHK
npegnaratoT, 6a3oBbli: 6e3 soldermask u silkscreen. B pe3ynbtaTe TpyAHO BbINOMHATL MPOEKThI
NOBEPXHOCTHOIO MOHTaXa C MEfKMM LLarom, NoTOMY YTO NPUMOW CKNOHEH NonaaaTtk NOBCOAY Ha aTane
cbopkn. OgHaKo OHM M3rOTOBSIT M OTNPABAT Bally nnaTty B npouecce P1 Bcero 3a oguH AeHb no
HecrnbIXxaHHOW LieHe, 6e3 TpeboBaHun kK MUHUMarbHOMY 3aka3sy. basoBas nnaTta 3a NpoM3BOACTBEHHbIV
3anyck coctasnsieT okono $45 Ha MOMeHT HanmcaHus, nntoc npumepHo $0,65 3a kBagpaTHLIN AHOAM
cBepx 6asoBown nnatbl. TexHonorus - 8 mil gopoxkka/3asop ¢ MMHMMarnbHbIM pa3mepoM ceepria 20 mil (28
mil, ecnun Bbl XOTUTE NPMAEPXKMBATBECA CaMOro AeLIeBOro BapuaHTta npouecca). AP Circuits oTnnyHo
noaxo4uT ANs NnaT, KOTOpble HY>XHO cAenaTh B KpanHeM criydae u npu ctporom brogxkeTe, 0CobeHHO
€CIu Bbl UCMOMb3yeTe KOMMOHEHTbI CO CKBO3HbIMW BbIBOAAMMW UK KpyMHble SMT-KOMNOHEHTbI, KOTOPbIE
nerko cobpatb 6e3 soldermask. lNMoceTute www.apcircuits.com.

CtapToBble NMPOoeKTbl

B rnaBe 5, "3ameHa cnomaHHoro 6noka nutaHma", Bam 06bACHAETCA, Kak 3aMeHUTb O6nok nutanus Xbox
cTaHgapTHbIM 6riokom nutanms ATX. OgHa npobnema cocToMT B TOM, YTO MONAPHOCTb CUrHana
BKITHOYEHUS NUTaHUA MHBEpPTUpPOBaHa Mexay Xbox n ctaHgapTHbiM ATX-6nokom. Xakepckoe peLueHme,
npeanoXXeHHoe B rnase, - Bcerga ocTaBnATb 650K MUTaHUSA BKIIOYEHHBIM, 8 BMECTO 3TOr0 BKoYaTb U
BbiktodaTbe Xbox, cHayana Bkrtoyasa 6ok NUTaHUs U 3aTeM HaKUMas KHOMKY nutaHms Xbox.

[loBOMBHO nerko cnpoekTUpoBaThb M pa3BeCcTU NnaTty, KoTopas NO3BONIUT NMHBEPTUPOBATL MNOMSIPHOCTb
CUrHana nuTaHus, YTodbl Bbl MOMMM YNPaBnsTe COCTOSTHUEM NUTaHMA XbOX TONbKO C NnepegHert NnaHenm
Xbox. Bbl Takke MoXxeTe NpaBuUIibHO perynnupoBaTbh pe3epBHOe NuTaHne, BMECTO UCMNOMb30BaHUSA OBYX
anopos. Takasi nnaTa coctosna 6bl 3 MUKpOCXeMbl MHBepTOopa, Hanpumep 74HCTO4, v perynsitopa,
Hanpumep LM317K. LM317K - perynupyemsin ctabunmaatop, KOTOPbI MOXHO HACTPOUTb TakK, YTOObI
CHU3NUTb pe3epBHOEe HanpsbkeHune +5V, npegocTtaBnsemoe ATX-6110KOM, O PE3EPBHOIO HaMNPsPKEHNS
+3,3V, Tpebyemoro Xbox. MNprmep npuHUMNuanbHOM cxemMbl 3TON NnaTthl NokasaH Ha pucyHke C-4.

Bbibop pasbemMoB Anis 3Ton nnaTbl ocTaeTcs 3a Bamu. CambiM NPOCTbIM peLleHrneM Obino Obl NpocTo
ncnonb3oBaTb OTBEPCTUSA U NpUNasTb NPOBOAa Yepes oTBepcTus. Ha aton nnarte BCero NAtb
coegvHeHun. Tpu nayT K 6roky nutaHus: nposog +5VSB (duoneToBhkI), TPOBOA 3eMNN (YEPHbIN) 1
BbIXOZ, BKIHOYEeHUs nuTtaHusd (3eneHbint). OcTtaswuecs Asa, +3.3VSB (BbiBog 6 Ha pazbeme nNuTaHus) 1
BXOZ BKIMOYEHMS NUTaHus (BbiBog 11 Ha pasbeme nutaHus), nayt k Xbox.

Ob6s3aTenbHO NpoBepbTE BbIXOAHOE HaNpshKeHWe perynsitropa nepef yCTaHOBKOW roTOBOWM Nnatbl.
[oBONBbHO NEerko owWnbUTbLCA HOMUHANOM pe3nucTopa Unn NepenyTaTh BbiBOA, M 06a 3TN COCTOSHWUA MOTYT
NPUBECTM K OMACHO BbICOKNM HanpsbkeHusaM, nogasaembiM B Xbox. Kpome Toro, npyv NOCTOSIHHOWN
YCTaHOBKe NnaTtbl 0683aTeNbHO U30NUPYIATE HKHIO N BEPXHIOK CTOPOHbI MNaThl OT CITy4anHOro
KOHTakTa ¢ koprycom Xbox unu apyrumm komnoHeHTammu Xbox.

VIN  VOUT

Ul LM317T
ADJ
I
C1 @.1uF, 1ev
C2 10uF, 6.3V
R1 240 1%
R2 392 1%

Ul: BbiBOog 3 = VIN, BbiBog 1 = ADJ, BbBOA 2/Tab = VOUT
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U2 74HCTo4
BbiBOA 12
BbiBOA 14
BbiBOA 7

+5.0V Standby oT 6n0ka nuTaHuA
(duoneToBbit NpoBoA)

+3.3V Standby k maTepuHckoi nnate Xbox
(BbIBOA 6 Ha pasbeMe nuTaHus Xbox)

CurHan Power On K 610Ky MWUTaHUA
(3eneHbiit nposBof)

CurHan Power On OT MaTepuHCKOW mnatel Xbox
(BbiBOA 11 Ha pa3beme nuTaHus Xbox)

3emna oT 610Ka MUTAHUA
(4epHblit npoBoA)

PucyHok C-4. lNpymep NpyvHUMNManbHOM cxembl NnaTbl-aganTtepa Ans 3ameHbl ATX-6roka nutaHus.
Pesuctopbl R1 1 R2 3agatoT BbIxogHOE HanpsbkeHne ctabunusartopa HanpsbkeHus U1 paBHbim +3,3V.
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NMpunoxeHune D. Hayano pa6oTtbl ¢ FPGA

WHTerpauus - npoknsaTue annapaTHbIX XakepoB. Ham HpaBuTcst pa3bupaTh Belumn, U3MEHATb UX U1
yny4wartb, HO TEHAEHUUS COCTOUT B TOM, 4TOObI 3aTankmeaTth Bce B ogHy unu ase ASIC (Application
Specific Integrated Circuit, cneunannsnpoBaHHasi MHTerparnbHas cxema). Takas MHTerpauus HegocTynHa
NPOCTbIM CMEPTHbLIM, MOCKOSbKY CTOMMOCTb Habopa Macok, UCNoNb3yeMbiX A5 onpeaeneHnst CTpyKTyp
Ha MuKpocxemax, 6bIcTpo NpubnmxaeTcs K 0GHOMY MUIINIMOHY A0MAMNapoB. OTO OAUH MUMMMOH JONNAapoB
3a KaXXOyo YHUKanbHY0 peBU3MI0 MUKpocxeMbl. Ecnn gonyuieHa owmnbka, kotopas TpebyeT HOBOro
Habopa macok, Bam npuaeTcs NoTpaTuTb eLle oanH MUNIMOH A0NNapoB, YTobbl ee UcrpaBuUThb.

K cyacTbto, MUNMMOH 4ONNAPOB HANMYHbIMW aBaHCOM 32 MUKPOCXEMY - 3TO CIIMLLKOM MHOTO Aaxe Ans
MHOIMX Kopriopauui, 1 3To co3garno pbiHOK Ans FPGA - yHuBepcanbHbIX Nporpammupyembix
("pekoHdurypmpyembix") annapaTHbIX YCTPOMCTB, KOTOPbIE MOXHO Ucnonb3oBaTb BMecTo ASIC BO MHOMMX
NPUNOXEHUSIX.

Yto Takoe FPGA?

FPGA o3Havaer field programmable gate array. [lpyrumun croBamu, 3T0 MacCuB BEHTUNEN, KOTOPbIN
MOXET ObITb 3anNporpaMMUpPOBaH B NOJle KOHEYHbIMM Nonb3oBaTensamu. MoxHo aymatb 06 FPGA kak o
3aKa3HOM KpEMHUW, KOTOPbIVA Bbl MOXETE NOCTPOUTL B yAobCTBE COBCTBEHHOIrO JOMa, XOTS TEHAEHUNS K
YaCTUYHON PEKOHMUNYPUPYEMOCTM U KOHTEKCTHO-3aBUCUMON pekoHdurypauumn gobasnset FPGA
namepenune, kotoporo HeT B ASIC. XoTta ASIC gelwiesrne 3a WTYKy Npu 60nbwmx o6bemax n MoryT UMeTb
ropasgo 6onee BbICOKME TakTOBble YacToThbl, FPGA 3akpenunuch kak NpeanoYTUTeNbHbIA UHCTPYMEHT
ONS NPUNOXEHUI MarnbiX U cpedHnX 00bEMOB, a Takke Anst NPOTOTUNUPOBAHKS.

Baszosas apxutektypa FPGA - 3T0 MaccmB annapaTtHbIX NPUMUTUBOB, BCTPOEHHbIN B TMOKYHO CETb
TpaccupoBku. Cnna FPGA BO3HMKaeT u3 Toro goakta, YTo CITOXKHbIE BbIYMCIIEHNS] MOXHO pa3buTb Ha
nocnegoBaTenbHOCTb 6onee NPoCTbIX Norndeckmx yHKUMI. ITn 6onee NpocTbie PYHKUMK, B CBOIO
oyepeab, MOXHO pa3buBaTth ganblue, Noka BCce BblMUCNEHME He ByaeT OnnMcaHo HUYeM, Kpome
nocnegoBaTenbHOCTM 6a30BbIX NOrMYECKUX onepaunii, KOTopble MOXXHO 0TOBpasuTb Ha annapaTHble
npumnTuBbl FPGA. Takum o6pasom, ogHy u Ty ke FPGA MOXHO ncnonb3oBaTth AN peanusaumm
MUKponpoLieccopa, BUAEOKOHTpOnepa Unm Urpbl B KPECTUKU-HOMMKKU, MPOCTO U3MEHSS1 KOHGUrypaLmo
annapaTtHbIX MPUMUTUBOB U CETN TPACCUPOBKN.

Buabl annapaTHbIX TPMMUTMBOB, PeanvM3oBaHHbIX apxutekTypon FPGA, cunbHO BRMsOT Ha
adpekTnBHOCTL peanusaumm FPGA ansa gaHHoro LeneBoro npunoxeHusi. CoBpemMeHHble FPGA
nNpeaocTaBnsaloT NPOEKTMPOBLLMKAM B OCHOBHOM MPUMUTMBLI LUMPUHOW B oauH 6uT: lookup table ¢ 4 unu 5
BXOo4amu 1 1-6MTHbIM BbIXOAOM, a Takke OAMH BUT CMHXPOHU3MPOBAHHOIO MO BPEMEHWN XpaHeHWs,
n3secTHbIn Kak flip-flop. Lookup table ncnonb3yetcs kak norm4eckuin N(pUMUTMB, MOTOMY YTO €€ MOXHO
3anporpammMmpoBaTh 4115 BbINONTHEHUA No6OM Normyeckon onepaLmm ¢ Takum YNCIIOM YNEHOB, CKOMbKO
BxogoB nmeet lookup table. 3aTtem 3T NPUMUTMBBI COEONHSIIOTCS B OTPOMHYHO MPOrpaMMmupyemMyto ceTb
NpoBoAHMKOB; TUNu4Hasa high-end FPGA MOXeT nMeTb MHOTUE AECSTKM TbICAY Taknx NMPUMUTUBHBIX
3NIEMEHTOB.

OkasblBaeTcsi, 4TO XOTS OAHOOUTHLIE CTPYKTYPbl OYEHb YHMBEPCAnbHbI, OHU MOTYT ObITb O4YEHb
HeadhbeKTUBHLI MO pecypcam B NPUIOXKEHUsIX, IAe eCTEeCTBEHHas LWMPMHA AaHHbIX Benuka. B yacTHocTy,
obnacTb, oTBeAeHHas nog COGCTBEHHO NOrMYeckne NPUMUTMBBI, BO MHOMMX CITydasix COCTaBMAsIET OKOSO 1
NPOLEHTa, a OCTanbHOE - KOHUTypaLMOHHas NaMsiTb U MeXcoeanHeHus. Bea aTa npoBogka HyXXHa,
4yTO6bl 06paboTaTh MHOXECTBO NEPECTAHOBOK TPACCUPOBKM, KOTOPbLIE MOTYT NOHaAobuTbCs Ans
NPUNOXEHUA LUMPUHOW B OAWH OUT.
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OparmeHT FPGA-4una

BblyMcnuTenbHas obnacTtb:
4:1 LUT Jlornyeckas ¢yHkumMA
Flip Flop OyHKUMA NaMATU W TaWMUHra

061acTb MeXCOeAUHeHW :
MporpamMMMpyemblii KOMMY TaLMOHHbIA 371eMeHT
TpaccMpoBOYHbIE MPOBOAHUKM

PucyHok D-1. briok-cxema TunmdHon cTpykTypbl FPGA, nnnoctpupyioLwias Ancnponopumio mexay
KOnmn4yecTBOM NPOBOAHMKOB Ha FPGA 1 Konn4ecTBoM BbIMMCIINTENBHON NOTUKA. TUNMYHasa coBpeMeHHast
FPGA bypeT cogepxaTb HECKONMbKO OECATKOB ThbICAY Takmx 6a3oBbIX S4EeK.

YTo6bl NoBbICUTbL 3pPEKTUBHOCTL NnoLuaan, MHorne FPGA Takke BKITHOYaloT HECKOMbKO
KPYMHO3EPHUCTBIX NPUMUTMBOB, Takmnx kak 6nokn RAM nnn 6nok ymHoxutensa. FPGA Xilinx Virtex 11-Pro
Jae BKIOYatloT Heckonbko saep PowerPC Ha kpuctanne. XoTa 370 3By4uT Brievatnawowe, dakrtmyeckast
nnowagp, 3aHMMaemMasi Takum si4poM, yamBuTenbHo mana: npoueccop PowerPC, BeposaTHO, 3aHUMaeT
4yyTb 6onblie 1 MM2 nNnowaan KpeMHus, Toraa kak nnowaae FPGA cocTtaBnsieT COTHU KBagpaTHbIX
MUIIITUMETPOB.

Cawmble cBexune FPGA Ha pblHke MMeloT oveHb rmbkume 1/O B JONONHEHNE K 04eHb TMOKOMY
BbIYMCMTENBHOMY annapaTtHoMy obecneyeHuto. TunnyHas FPGA MoxeT B3anMoaencTBoBaTbk CO BCEMU
Hanbonee NonynapHbLIMM BbICOKOCKOPOCTHBIMU CTaHgapTamu curHanuaauum, skntodasa PCl, AGP, LVDS,
HSTL, SSTL n GTL. Kpome Toro, 6onbuinHctBo FPGA Takke moryt obpabaTbiBaTb CUrHarnbl ¢
DDR-TaktupoBaHveM. Ecnn aTn abbpeBnaTypbl HU4Ero Bam He ckasanwu, 6asoBas nges takoa: FPGA
MO>HO MCNONb30BaTb, YTOOLI pa3roBapvBaTh NOYTU C MOOON annapaTHOW YacTbio, KOTOPYH MOXHO HANTU
Ha TUMMYHOM MaTepuHckon nnate PC, Takom kak Xbox. OTo upesBblvaliHO XxopoLlasi HOBOCTb Afs
annapartHbIX XakepoB, NOTOMY 4YTO 03HavaeT, 4To FPGA MOXHO Mcnonb3oBaThb Anst IMynaumMm unm
MOHWUTOPWHIa NoyTK ntodon Mmukpocxemsl, HangeHHon B PC. (KoHeuHo, PC, Bo3MOXxHO, npugetcs
3aMeanuTb No TaKTOBOW YacToTe B cny4yasx, korga FPGA He moxeT nocneTb 3a ckopocTtbto PC.)

MNMpoekTnpoBaHue ana FPGA

[na TunMuHoro NoToka npoekTuposaHus FPGA y Bac eCTb HECKOMNbKO BapyaHTOB BBOAaA npoekTa. Ecnu
Bbl MPeAnoYnTaeTe MbICNUTL rpaduyecku, GOnbLINHCTBO NOTOKOB NMPOEKTUPOBAHUA NOOAEPXKUBAIOT
MHCTPYMEHT BBOZAa cxeM. XOTsl BBOL CXEM 4YacTo Goriee UHTYUTUMBEH ANS annapaTHbIX NPOEKTOB, UX
MOXeT BbITb TPyAHEE CONPOBOXAATb U U3MEHSTb. Hanpumep, n3MeHeHne BCex 3K3eMMMsipOB MMEHMU CETH
MOXET BblTb YTOMUTENBHBLIM, €CNI BaM NMPUXOAMTCA LIENKaTh Mo KaxKaoMy npoBoAdy M BBOAUTL HOBOE
umsi. Kpome Toro, pasmep no6oro oTAenNbHOro YPOBHS Uepapxuu NMpoeKTa orpaHuyeH pasMepom fncTa
CXEMbI, TaK YTO CMOXHbIN NPOEKT NOTPebyeT 3HAYMTENBHOrO NMaHNPOBAHMS U NPEdYCMOTPUTENBHOCTM
yXXe TOMbKO ANs BBOAA CXEMbI.

B pesynbtaTte hardware description languages (HDL) siBnstoTca npeanoyTutenbHbIM UHCTPYMEHTOM ANs
peanusaumm CrioxHbIx NpoekToB. Ha nepBbin B3rnsg HDL BbIrMsgaT o4eHb NOXOXMMU Ha 00bIYHbIE A3bIKN
nporpammupoBaHus. Hanpumep, cuHtakcuc Verilog od4eHb noxox Ha cuHtakeuc C mnu Java. OgHako
CeMaHTuMKa A3blka MOXET BbITb HECKOMNBbKO TPYAHOW ANS NOHUMAaHUS.

AnnapatHoe obecneyeHne obnagaeT NpUCyLLUM eMy napansiennm3moM, KOTOpbI NpoLUeaypHble S3bIKn
Bpoae C Bbipa3nTb He MoryT. Ecnn 3agymaTtbes, kaxabin BeHTunb 1 kaxapbin flip-flop Ha FPGA moxeT
BbIUMCNATBL NapansenbHo, Toraa Kak B nporpamme Ha C HoMMHanNbHO npeanonaraeTcsd o4uvH NOTOK
BbiNonHeHus. B pesyneTate HDL npeactaBnsitoT annapaTHoe obecneyeHne kak Habop NpoLeccos,
paboTatoLLmx napannenbHO; UMEeHHO NPOrpamMMUCT AOMMKEH CrpynnmMpoBaTh Bce (OYHKUWUM B NPaBUIbHbIE
npouecchl, YTOObl KOMNUASTOP MOHSAM, Kak NPeBpaTUTb NPOLECC B BEHTUMN.
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BBOA CXeMmbl Hardware Description Language (HDL)
begin a <= b & !c; end
\ /
\ /
\ \Y
TpaHcnauna wan KomnunAuuMa B obwuii dopmaTt
v
Bubnnotekn nocTasBWMKa U CTOPOHHUE cores
v
OTobpaxeHne Ha npuMuTUBLI FPGA
v
Cneundpukauma FPGA
v
PasmeleHne NpMMUTUBOB, TpaccUpoBkKa NPOBOAHUKOB
v
BblyucneHne TalMUHIOB
v
MoBTopATb, ecnn timing constraints He BbiNonHeHbI
v
FeHepauna KoHOUrypaumoHHoro bitstream
v
Config file

PucyHok D-2. TunuyHeii noTok npoektuposaHns FPGA.

Hanpumep, oanHo4YHbIN TakTupyembivi anemeHT xpaHeHus (flip-flop) B Verilog - aTo "process”, koTopbin
0BbI4YHO MMEeEeT CTPYKTYPY, NOXOXYHO Ha 3Ty:

input inData; // declare your inputs and outputs
input clock;
reg bitOfStorage; // declare the storage bit as a reg
type
always @(posedge clock) begin

bitOfStorage <= inData;
end

OToT Ko BepeT 3HayeHne Ha BXO4HOM NopTy inData u Ha kaxgom HapacTarwem ppoHTE TaKTOBOrO
curHana coxpaHsieT inData Bo flip-flop, BbIxoa koToporo HasbiBaeTcs bitOfStorage. Heckonbko
NpPOLIECCOB, OrPaHMYEHHbIX CUHTaKkcMcoM always @( ... ) begin ... end, MOryT cyuiecTBoBaTb B
OOHOM MPOEKTE, N BCE NMPOLECCHI BbIMOTHATCA NapansensHo.

KomburHaLmoHHas norvka Takke MoXeT OblTb Bblpa)KeHa Kak npouecc. Hanpumep, cnenyowuii ko
Verilog peanunsyeT OBYXBX0OOBbI MynbTuUnekcop 6e3 TakToBoro curHana:

input a;
input b;
input select;
output out;
reg c;
always @(a or b or select) begin
if( select == 1'bl ) begin
c <= a;
end else begin
Cc <= b;
end
end
assign out = c; // assign statements can contain logic
// functions as well

B aTom npumepe coagepxmnmoe 6noka B ckobkax nocre Kno4eBoro crioa always cogepxuT sensitivity list,
BKIMIOYaIOLLNIA BCe BXOAbl, KOTOPbIE MOMYT NOBMAUATL Ha BbIxoA. Ecnn octaBuTb NnapameTp BHe sensitivity
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list, 3TO 03Ha4aeT, YTO BbIXO HE N3MEHUTCS, AaXe eCcnn 3TOT napameTp uaMeHuTcs. Hanpumep, ecnu 6bl
Bbl ONYCTUNM a U b u3 sensitivity list, TO eANHCTBEHHBIN MOMEHT, KOrga BbIXo UameHsAncs 6ol, 6bin 66l Npy
nameHeHnn select: Bbl noctponnu 6bi latch, koTopbI XpaHuT MO0 a, NMbo b B 3aBUCMMOCTHM OT
cocTosiHua select. OgHako xenaemas onepaums MynbTUNIeKcopa - nepefaBaTtb M3MeHeHus Nnbo Ha a,
nnbo Ha b Ha BbIXOA MNOCTOSIHHO, Aaxe Koraa select He nepeknoyaeTcs, NO3TOMY M a, U b AOMKHbI BbITb
yacTbto sensitivity list.

EcTb MHOXeCTBO TOHKOCTEN B n3ydeHun HDL, KoTopble BbIXOOAT 3a paMKM 3TOW KHWUMM, HO ABa
NpVBEAEHHbIX Bbille oparMeHTa koga AOMMKHbI AaTb BaM BKYC TOro, Yero oxugartb. OnbITHOMY
software-nporpammucTy MoxeT BbITb TpyaHee npucnocobutbcsa k HDL, yem HOBUYKY, MOTOMY YTO MHOrMe
NporpamMmHble NpUeMbIl, KOTOPbIE CYNTAOTCH CamMoO CODON pasyMerLLMMNCSH, O4EHb NIIOX0 NepPeBOOATCS B
NpsMyIo annapaTHylo peanusauuio. Maccusbl, CTPYKTYpbl, YMHOXEHWUE U NPUMUTUBLI AeNeHus - Bce 3TO
NPUHUMAETCA Kak JOSMKHOE B NPOrpamMMHOM MUPE, HO Kaxaas N3 aTMX KOHCTPYKUMIA NepeBoanTCH B
noteHuManbHo 6onblune n HeadhpekTuBHbIE GrIOKK annapaTypbl. Kpome Toro, B annapaTHoOn peanusaumm
BCE BO3MOXHbIE Cry4au B onepaTope case CyLLEeCTBYOT HE3aBUCUMO OT TOro, HaMepeBanuchb Bbl 3TOMO
UNN HET; ecnu npeHebpeyb NoNHoOW cneuundmrkaumen oneparopa case ¢ noMoLbio default, 310 YacTo
O3HayvaeT, 4yTo byaeT cMHTe3npoBaHa JOMONHUTENbHAsS annapaTtypa ans obpaboTku HesBHbIX criyyaes. B
Google nponHaeKkCcMpoBaHbl MHOFOYMUCIIEHHbIE YH4EOHMKN 1 cnpaBoYHMKK cuHTakcuca Verilog; verilog
syntax n verilog tutorial - o6a xopolume Habopbl KMYEBLIX CNOB AN Hayana novcka CnpaBoYHMKOB
CMHTaKcuca unm y4ebHukoB. Ha cante Xilinx Takke ecTb xopowuni cnpaBoyvHuk Verilog ons
npoektmpoBwmkoB FPGA, a Sutherland HDL, Inc. umeeT 6GecnnatHoe kpaTkoe CnpaBOYHOE PyKOBOACTBO
no Verilog no agpecy http://www.sutherland-hdl.com/on-line_ref guide/viog_ref body.html.

PasroH npoektoe FPGA

CtouT oTMeTUTb, YTO timing-moaenu, ncnonb3yemole ans FPGA, 10BONbHO KOHCEpPBATUBHBI. JTO
0O3Ha4aeT, YTo BecbMa BeposiTHO, YTo FPGA 6yaeT npaBunbHO paboTatb Ha YacToTax, HAMHOro
©onee BbICOKMX, YeM NMpu3HaeT timing analyzer. dakTnyecku TwaTenbHasa pyyHas pasBogka
nornkn FPGA MOXeT BbITSHYTb Npon3BoanTenbsHOCcTb FPGA HaMHOro ganblue ee 3asABrEeHHbIX
cneundunkaumnn.

Hanpumep, FPGA (Xilinx Virtex-E), ncnonb3oBaHHasa ansa peanunsaumm otBoga LmnHbl Xbox
Hypertransport, cneunduumnpoBaHa ToNbko Ansi 06paboTKkmM CKOpOCTEN AaHHbIX okoro 200
M6wuT/c/BbiBOA, HO NpunoxeHue TpeboBano 400 MouTt/c/BbiBog. MpunynHa, No KOTOPOW MHe
yAanocb 9T0 caenatb, COCTOMT B TOM, YTO (haKkTuyeckas formka n arneMeHTbl XpaHeHus MoryT
paboTaTb 04eHb ObICTPO, HO BoMbLUasA YacTb NPON3BOANTENBHOCTY CropaeT B MPOBOAHUKAX U
NOBTOPUTENSAX, KOTOPbIE HECYT CUIHamMbl MeXay JOrM4yeckMMu aneMmeHTamn. B yactHocTy,
HeKoTOopble NPOBOAHNKM BYAYT UMETb HACTOMNbLKO BGonbLuyto 3agepxky npu 400 Méut/c, 4to
PaKTU4ECKN COXPaHSAT AaHHbIE Ha OOUH TaKTOBbIN LMKIT.

A onpepenun, Kakne NPOBOAHVKN BbiNvM MearneHHee ocTanbHbIX, 3aXBaTUB NOCe40BaTeNbHOCTb
AaHHbIX 1 CpaBHMB ee C LWabnoHOM, KOTOpbIV paHee 06HapyXun ¢ NOMOLLbI0 ocuunnorpada.
lMocne Toro Kak MeasnieHHble NyTn 6binyM NOEHTUDULMPOBAHDI, § UHBEPTMPOBAI TAKTOBLIA CUrHan
n/vunu Bctasun flip-flop'bl Ha kaHanax, y KOTOpbIX ObINIO CANLLIKOM Mano 3agepXXku. KoHeYHbIM
pe3ynbTaToM Obint HAbop CUrHanoB C UCMpPaBiEHHbIM BPEMEHHbIM NepekocoM. 3aTeM 3Tu
CUrHarnbl MOXHO Oblfo TpUBUANLHO AEMYIbTUNINIEKCUPOBATL Ha Bonee HU3KY0 TakTOBYHO
YacToTy, r4e MOrfM UCMNonb30BaTbCA 06bIYHbIE TEXHUKM nNpoekTuposaHnsa HDL,
CKOMMUIMPOBAHHOTO CTaHAAPTHBIM CNOCOGOM.

XOTS 3Ta TEXHUKA OYEHb MOLLIHAs, OHa He ABMNSIeTCA NPUMEHMMON B O6LLIEM CryYae, MOTOMY YTO
BENUYMHA 3a4epP>KKN, BbI3BaHHAsA MPOBOAHUKOM, MEHSETCS OT MUKPOCXEMbI K MUKpPOCXEME 1
MOXET 3aBUCETb OT TaKMX MapaMeTpPOB, Kak TeMrepaTypa OKpy>KatoLlen cpeabl N Ka4ecTBO
HanpskeHus nuTaHms. OgHako ANs O4HOW KOHKPETHOW MUKPOCXEMbI B KOHTPONMPYEMbIX
obcTosaTenbLCTBax 9 CMOT NOMNyYNTbL 2X OT HOMUHANBHOW Npon3BoauTenbHOCTU. ELle ogHo
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Ba)KHOE OTNnune Mexay 3TMM npunoxeHnem u 6onee o6LLMM NPUNOXKEHNEM COCTOUT B TOM, YTO
bit error rates nopsigka 1 ownBKM Ha HECKOMBKO ThICAY BbInM OMYCTUMBI, MOCKOMNbKY S MOr
npocTo B3ATb Tpu Tpacchl 1 XOR'MTb MX, 4TOObI BOCCTAHOBUTL MOy MHpopmaumio,
NOTEPSAHHYIO U3-3a CNy4YanHbIX MCTOYHUKOB WwWyMa. OgHako bit error rates 1 k 10 000
Hernpuemnembl Ans HOpMarbHbIX NPUNOXEHWUA; 6onee TUNNYHbBI HEBOCCTAHOBUMBIE error rates
nydwe 4yem 1 k 10 000 000 000 000. Bce aTo BO3BpaLLaeTcsa K Mmoen noroBopke: "flerko caenatb
YTO-TO OAUH pas, HO cAenaTtb YTO-TO MWUMSIMOH pas ugeansHo - TPyAHO".

Ewe ogHo npenmyLuecTBo noaxoaa Beoaa npoekta Yyepes HDL - gocTynHOCTb GecnnaTHbIX U NRaTHbIX
"softcores". Beb-cantbl Bpoge www.opencores.org npegnaratoT HDL-agpa ¢ nuueHavnen ons Wwupokown
ny6nunkn onsa takmx pyHkumn, kak USB-uHtepdencel, DES- n AES-kpuntoaBmkkn, a Takke pasnuyHble
MUKponpoLeccopbl. Kpome Toro, MovTu kKaxgas ctaHgapTHast oyHKUMS npeanaraeTcs CTOPOHHUMMU
nocTaBLLMKaMK, KOTOpble NpoAaAyT Bam cores 3a nnarty.

Mocne BBOOA NPOEKTa sl HACTOATENBHO PEKOMEHAYH CUMYNMPOBATL Ball NPOEKT Nepes KoMnunsauuein ero
B annapaTHylo peanusaumio. MbiTaTbca OTCNeXnBaTth OWMGKKX, NOAKPYYMBaAs Kod, OTNPaBMAs ero B
Xerneso 1 NpoLLyrbiBasi U3MEHEHUs!, 04eHb HEaAMEKTMBHO. CUMYISLMSA NO3BONSET NPOBEPUTL 06O
y3en cxeMmbl HaxkaTueM KHornku. Kpome Toro, ycunue, Heo6xoanmMoe Ansi CUMynAUMN M3MeHeHus koga,
o4YeHb Mano, 0COBEHHO MO CPaBHEHMIO C YCUMMEM MO NPOTAaNKMBaHMIO M3MEHEHWs1 BECb MYyTb [0 Xenesa.

Korga npoekT BBeAEH U MPOCMMYNMPOBaH, €ro Hy>KHO CKOMNUNMPOBATL UMW TPAHCNMPOBaThL B 06U
dopwmart netlist. 3ToT popmar netlist nogaeTca B nporpammy, kotopas otobpaxaeT npumnTmBbl netlist Ha
annapaTHble NpumMuTMBLI Leneson FPGA, nocrne yero otobpakeHHble MPUMUTUBLI pa3MeLLaloTcs v
TpaccupytoTcs. [Nony4mBLUMACA NPOEKT aHanU3npyeTcs Ha COOTBETCTBME HAabopy orpaHnYeHni,
3aaHHbIX MPOEKTUPOBLUMKOM. Ecnn npoekT He yaoBneTBopseT cneungukaunsm NnpoekTUpoBLLMKa, OH
NTepaTUBHO YTOYHSIETCS Yepes nocrefoBaTtenbHble Npoxoabl place and route. Korga npoekT npoxoaut
CBOW NPOEKTHbIE OrpaHNYeHusl, OH NOCTynaeT B reHepaTop KoHdUrypauuoHHoro bitstream, rge
BHyTpeHHee npeacTtaeneHne FPGA nepeBoantcs B 4BOUYHLIN haiin, koTopbii FPGA moxeT
ncnonb3oBaTtb Ans KoHdUrypaumm camon cebs. (Bce aTu warv nponcxoasT A0BOSbHO H6eCLLIOBHO Mo
Ha)XkaTuto KHOMKN B Bonee No3gHuUX BEPCUSX MHCTPYMEHTOB npoekTupoBaHmsa FPGA.)

Uoeu npoekToB

Tenepb, Koraa Bbl HEMHOIO 3HaeTe, 4YTo Takoe FPGA 1 kak nx MOXXHO nMporpaMmMrMpoBaTh, Kakue BeLum
MOXHO C HUMM genatb?

Kak okasblBaeTcs, B Halwm gHM FPGA 1MetloT JOCTaTO4HO NOrMYeckoi eMKOCTM 1 NMPou3BOAUTENBHOCTH,
YTOOGbI BLIMOMHATL OYEHb BreYaTnALLIMI AManasoH 3agad. OuyeBnaHoe NPOMbILLNEHHOE NPUMEHEHWe
FPGA - amynsiums npoekToB, NpeaHasHa4YeHHbIX A71s1 )KeCTKO pasBedeHHOro KpeMHusi. CToMMOCTb
CO3[aHu1s 3aKa3HOW MUKPOCXEMbI Pe3Ko B3fieTena, U CKOpo HaCTYMNWUT CUTyauus, Korga ogHa KpuTudeckast
oLINGKa MOXET CTOUTb COTHU ThICAY AONNaPOB, ECMN HE MUINUOHbI, YTOBbI ee UCMpPaBuUTb.

C opyron CTOpOHbl, UcnpaeneHne owmnbku, caenanHon B HDL-onucaHnm FPGA, B OCHOBHOM CTOUT TOJIbKO
BPEMEHW 1 NPOEKTHBLIX YCUINUI; Bbl HE BbiOpackiBaeTe HUKaKME AeTanu, U BaM He HY)XHO MoKynaTb HOBbIE
aetanu. [MoaToMy MHOIMEe KOMNaHUM MPUHSNW CTPATEr NOJSIHOrO MOSENMPOBaHMS MakeTa NpoekTa B
FPGA nepep tape-out pmHanbHOro kpemHus. NMobOYHbIN BbIMIPLIL OT TAaKOro NoaxoAa COCTOUT B TOM, YTO
KomaHapl software n hardware, KoTopble SIBMAIOTCA NOMb30BATENSIMUN 3aKa3HOrO KPEMHUSA, MOTyT Ha4yaTb
NpoBepPsATb CBOW NPOEKThI C ucnone3oBaHnem FPGA-makeTa, noka 3aka3HoW KpeEMHWIA 3roTaBNMBaeTCS;
3TOT NPOLECC MHOrAAa MOXET 3aHMMaTb Napy MecsLeB.

Ons xakepoB FPGA - cBoero poaa naHaues Ans BCex BUAOB COXHbIX NpoeKkToB. OHM ABNSA0TCA
OTNMYHBLIM BbIGOPOM ANs peanusauun Kpuntorpagpuyecknx yHKUNIA, eCnv Bbl 3aUHTEPECOBaHbI B
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brute-force nonckax kntouyen nnm GuICTPoM WNdPOoBaAHNK BONbLUNX 06 bEMOB AaHHbIX. OHU TaKkkKe OYeHb
nonesHel 4N peanu3auun yHkUmMi 0d6paboTkm curHanos, 0COBEHHO C y4ETOM CyLLIECTBOBAHUS
oecnnatHbix multiplier n digital filter cores. FPGA moryT gocturatb 60nee BbICOKON NPOU3BOAUTENBHOCTY
Npy MeHbLUER MOLLHOCTK, YeM DSP, 1 N03TOMY OHU MMEIOT YHUKArbHYO HULLY B MPUITOXEHUAX BPOAE
poboTtoTexHukn ¢ 6ataperiHbiv nuTaHmemM. FPGA Takke nonesHol Ansa embedded controller applications:
HebomnbLLOE MUKPOMPOLECCOPHOE AApP0, akBMBaneHTHoe PIC unuv ny4yiie Hero, cerogHs nerko
nomewyaetcst B FPGA. [lo6aBbTe BCce CBOM 3aKa3Hble annapaTtHble NepudepuinHbie YCTPOWCTBA, Takmne Kak
serial port u PWM timing generators, - n geno nowno.

FPGA Tarke nonesHsl B cUTyauusx, rae okyc He Ha bonbliom nepemansiBaHmmn ymcen. FPGA -
OTNMYHBIN Kycok glue logic B TecHOM MecTe, a ygadHo pasmMeweHHas FPGA moxeTt n3baeutb Bac oT
HeobxoamMmMocTn Korga-nubo o6aBnsTe NPOBOMOYHYIO NEPEMbIYKY Afst UCMpaBeHns nnatbl u3-3a
owwmbkm norudeckoro npoekta. FPGA Takxe ABNAlOTCA AeLIEBOW anbTepHATUBOW TOrMYEeCKOMy
aHanusaTopy AN TeX U3 Hac, KTo He MOoXeT no3eonuTb cebe mainframe Tek TLA 3a $10 000.
BbicokockopocTHble 1/O-Bo3amoxHocTH nocnegHmx FPGA B coyeTaHum ¢ 6onbLluvMm aBToMaTUyecku
CreHepuMpoBaHHbLIMW BCTPOEHHbLIMU NaMATaMU, CKoHUryprpoBaHHbeiMu kak FIFO, npespaluatot
NpoeKTUpoOBaHWe CUCTEMbI 3axBaTa 1 aHanm3a CMrHanos B NPOCTYIO 3adavy.

HakoHeu, FPGA nmeloT NpMMeHeHUs B CMEeLLaHHbIX CUTHamNbHbBIX CUTyauusax, KOTOpble He cpa3sy
o4eBnaHbl. CaMmoe pacnpocTpaHeHHOE CMELLIaHHOE CUrHarnbHOE NPUMEHEHNE, BEPOSTHO, -
ucnonb3oBaHne FPGA ans ynpaBneHus aHanoroBbiMu curHanamum VGA-moHuTopa. Mapa pe3ncTmBHbIX
aenutenen unu yaayHo BbiGpaHHbIA TUN BLIXOAHOIO ApanBepa - BCe, YTO BaM HY>XHO, @ BECb TANMUHT U
noruka, HeobxoamMble AN reHepauun LUBETHbLIX N300paXeHui, MoryT obpabaTbiBaTbCsl TOTMKOW BHYTPH
FPGA. FPGA Takke MOXHO TpuBManbHO ucnonb3oBatb kak PWM D/A-npeobpasoBatenu unm gaxe kak
yacTb sigma-delta D/A- nnn A/D-npeobpasoBaTtenen.

oe nokynaTtb

Bbl, BEpOATHO, AyMaeTe, YTo Ntobo MHCTPYMEHT, HACTOMbKO YHMBEPCASbHBIA U MOLUHBINA, LOKEH CTOUTb
uenoe coctosiHie. XoTs 3To ObiNo BEPHO NPUMEPHO AECATL NET Ha3ad, CEerogHs MoXxHo kynute FPGA Ha
100 000 BeHTUMen HamHoro geluesne $50, a UHCTPYMEHTbI NPOEKTUPOBaHMSA YacTo BecnnaTtHbl Ans
obpasoBaTenbHbIX Nonb3oBaTenen n/unu nbutenen.

KoHeuHo, FPGA cama no cebe He Tak None3Ha; ee HY)XHO YCTaHOBUTb Ha NnaTty C NpaBuibHbIMM
coeaVHeHNAMM, YTOObI ee MOXHO ObIfno ucnonb3oBaTtb. [1na atoro komnaHms XESS (www.xess.com)
AenaeT NUHENKY A0BOMbHO AOCTYMHbIX CTapToBbIX komnriekTtoB FPGA. Vix npoaykToBas nuHenka
MeHsieTcs No Mepe nosierieHnst HoBbix FPGA, Ho Tekywwas nnata FPGA HavanbHOro ypoBHs - nnaTa
XSA-50, koTopas noctaBnsetca ¢ FPGA Ha 50 000 BeHTune npumepHo 3a $150. MnaTta Takke BKNoYaeT
Heckonbko merabant RAM, napanneneHbin nopt, VGA-nopT, nopT PS/2-knaBuaTtypbl n HECKOMNBbKO ApYrux
HeOoOXOAMMbIX BELLEN.

[pyroi BapmaHT - MOCTPOUTb COBCTBEHHYIO NNaTy C HyNnd, €Cnuv Bbl YyBCTBYETE CMENOCTb. [lpyrue
NPUNOXEHNs1 B 3TOM KHUIe ONMUCLIBAIOT, Kak BOWTU B pa3BOAKY M M3rOTOBMIEHME MNaT U Kak NPUKPennsiTh
FPGA-ycTporcTBa ¢ MENKUM LLIAromM K Ballum nratam. Ha camom gene neltatbCsl CTPOUTb COOCTBEHHBbIE
nnaTtbl JOBOJIBHO MPUSATHO, U 51 PEKOMEHAYI0 MONPob0BaTh; CTOMMOCTb M3rOTOBMEHUS MaTbl CErogHst
3HauuTenbHo Hke $100, Tak YTO Bbl HE NoTepsieTe CNULIKOM MHOTO, aXe ecnv Balla nnaTa B utore He
3apaboTaer.

205



Ecnu Bbl fenaeTe cobCcTBEHHYO MnaTy, BaM Hy>HO byaeT kynutb FPGA y guctpmnbbtotopa Xilinx.
Beb-ctpanuua Xilinx (www.xilinx.com) nmeeT camble CBeXue CCbIfk1 Ha gUcTpmnbbioTopoB. Ha MOMeEHT
HanmMcaHusi ogvH 13 6ornee yaooHbIx AncTpmnbbioTopoB - NuHorizons (www.nuhorizons.com), MOCKOSbKY
OHM NpegnaratoT HOPMaLMIO O HanNMyYMM NPOAYKTOB U LieHax Ha cBoen Beb-cTpaHuue 6e3 TpeboBaHus
pervcTpaumy unu cneumansHON YY4eTHOW 3anucy KNueHTa.

MO paspaboTtkn FPGA 06bI4HO MOXHO MOMY4YnTb MO HU3KOW LieHe unu 6ecnnatHo. Hanpumep, Xilinx
npegnaraet 6ecnnartHyto cpeny pa3paboTkm anga cBomx nuHeek getanen Virtex-1l (qo 300K gates),
Spartan II-E n CoolRunner. Cpega pa3spabotku HasbiBaeTcs Xilinx ISE WebPACK u goctynHa gns
CKkauMBaHuA nocne perucrpaumm Ha www.xilinx.com. 3ta 6ecnnatHasa cpefa umeeT BnevaTnsaowmn
cnmcok doyHKUMI, BrItodas cxemHbii 1 HDL-BBoa, HDL-cuHTes, floorplanner, timing-driven place and
route, timing analysis n HCTpyMeHTbI power analysis.

Xilinx Takke npegnaraet Bepcuto ceoero MO nog HasBaHuem "Xilinx Student Edition" yepes Prentice-Hall.
3710 MO noctaenseTca B KOMNIEKTE C PAAOM YY4EOHNKOB 1 JOKYMEHTALUN, KOTOPbIE MOryT MOMOYb BaM
BoviTM B npoekTupoBaHue FPGA. Ha cante Xilinx nog sknagkown "Education” Bbl HaigeTe 6onbLlioe
pa3Hoobpa3une nonesHbIX y4eOHUKOB 1 NEKLNNA.
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NMpunoxeHue E. OTnagka: noackasku N coBeThl

He naHukyunTe!

Pas3BuTre HaBbLIKOB OTNAOKN Tak Ke BaXXHO, €CNN HE BaXkHee, YeM pa3BnTME HaBbIKOB NPOEKTUPOBAHUA.
Cambliin BaXKHbI OTAENbHLIN COBET - HUKOrAa HE NaHUKOBaTb: cnyqaﬁHoe noakpy4mBaHune n n”sBMeHeHune
Bellel BHeceT bonblue HeonpeaeneHHOCTU n OLNBOK, Yem ncnpaBuT.

OTnagka npocTa, korga AaHa nofiHasi BUAMMOCTb CUCTEMbI U MOJNTHOE 3HaHWe OXWUOAEMOro COCTOSHUS
npaBunbHO paboTatolleit cuctemsl. MNpocToe cpaBHeHe Habna4aeMoro COCTOSAHNA C OXMUaaeMbiM
MPOSICHWT, YTO NOLLSO He Tak. K coxaneHuto, Mup peako paboTtaeT Takum obpasom. Mykpocxembl -
YyepHble ALLMKU, U eAUHCTBEHHAsA BUAMMOCTb BHYTPEHHEro COCTOSIHUSA MUKPOCXEeMbl UAET Yepes ee
BbiBOAbl. MHOIMe curHanbl Takke CMMLLKOM TPYAHO HanpaAmyo U3MepsATb Unu 3anuceiBaTb. KpoMe Toro,
cneundguKauum, NpeaocTaBnsiemMble NPON3BOAUTENSMU, YACTO pacnbiBYaThl UMW TPYAHbI OIS
nHTepnpeTauun. MoaTomy HacTosILLIEE UCKYCCTBO OTNaaK1M COCTOMT B NMPOCIEXNBaHUM Habopa CUMMNTOMOB
[10 KOPHEBOW MPUYMHBLI HECMOTPS HAa HEAOCTaTOK BUOAVMOCTM U MOMHOIO 3HAHUS CUCTEMBI.

NMonmurte cucremy

MblITaTbCca OTNaXxunBaTb CUCTEMY, CHAYarna He NMOHSAB, YTO MMEHHO Bbl NbITAETECH OTNaXUBaTb, - BCE PaBHO
YTO MbITATbCA YMTaTb SAMNOHCKMI KOMUKC 6e3 Kakoro-nmbo 3HaHWst AMOHCKOro. Ha noBepXHOCTHOM ypoBHE
MOXHO MOHSATb, KTO NIOXOM NapeHb, a KTO XOPOLUWUA, HO Bbl AENCTBUTENBHO TEPSIETECH B TOM, Kakoe
WMEHHO OTHOLLIEHNE KO BCEMY 3TOMY MMEET NapsLmMn KOT. YToObl MOMTHOCTBIO MOHATL CHOXKET, BaM HYXXEH
ANOHCKUI CNOBapb U MHOFO BPEMEHU 1 TepreHusi. AHanorm4Ho, 6as3oBble NPUHLMMbLI ANIEKTPOHUKN U
WHTYUUUA OoBeayT Bac A0 TOYKW, rae Bbl MPUMEPHO 3HaeTe, Yero oxunaaTb, HO NPOCBETNEeHMEe NPUXoauT
TONbKO MOCHe TOro, Kak Bbl Npountanu datasheet'sl KoMnoHeHTOB. Yem Gonblue Bbl MOHUMaETe O
cucteme, TeM nerdye OyAeT BbICHUTb, MOYEMY YTO-TO MOLUIIO He Tak. [lenante 3ameTku No Mepe Toro, Kak
yntaete bonbLUe 0 cucTeme, N aymamnTe npo cebsa o cnocobax, KOTopbIMU NPO6NEMbI MOTN Bbl
NPOSIBUTBLCS, €CINU YTO-TO AENCTBUTENBHO nowwsio 6bl He Tak. Takke NnoMmoraeT BUAeTb ApyrMe CUCTEMB,
MOXOXMeE Ha Ty, KOTOPYIO Bbl MbITAETECH MNOYNHUTb, M NOMOraeT NOHUMaHWe Teopun paboTsbl.

Habnwopante cMMNTOMBI

Owmnbku nNposiBnsoT ceds Yepes CUMMNTOMbI, U UMEHHO BaM HYXXHO BbIBECTU KOPHEBYHO NMPUYMHY,
Habnogas Heckonbko cumnToMoB 1M deducing BUHOBHMKA. [ycTon akpaH Ha TV, KOTOpbIA OOMKEH
nokasblBaTb BUOEOBLIXOA BalLEW KOHCONU, - NpuMep cumntoma. ECTb MHOrO NpuYmH, N0 KOTOPLIM 3KPaH
TV MOXeT ObITb MYCTbIM, HANPUMEP CIIOMaHHbIN BUAeoKabernb, CroMaHHbIi TV, CrIOMaHHbIN
BMAEOpas3bEM, CFIOMaHHbIN BUOEOUCTOYHUK, MYCTON HOCUTEND B BUAEOUCTOYHUKE UMK AaXe OTCyTCTBUE
nuTaHnst cuctembl. Kak obuee npaBumo, crnegyet Habnmogate No MeHbLUEN Mepe ABa, NPeanoYTUTENbHO
TpW, CUMMNTOMA, COrnacyrLLNXCS C NPUYMHON, NpeXae YeM 3aKkniovaTb, YTO Bbl HALLM KOPHEBYHO NPUYMHY.
[epxute B ronose, YTO CaMble NokasaTefibHble CUMMTOMbI YaCTO HE OYEBUAHBLI BHELLHE 1 NOTPEObyoT
N3MEPEHUS UIN IKCNIEPUMEHTA, YTODbI MX HanTW. B npumepe ¢ Hawmm nycTbiM TV-3KpaHOM Haluu
n3MepeHns Tak e NpocCTbl, KAK NOCMOTPETb, BKNIOYAETCH N MHAMKATOP NUTaHUA Ha TV, unu BeIXoanUT nm
3BYyKk U3 TV 6e3 Bugeo.
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BasoBas cTpaTternsi oTnagku - Ha4aTb C O4EBUOHONO CUMMNTOMA U N30NMPOBaTh pPasnuyHbIE YacTu
CUCTEMBI, YTODObI ONpeaenuTb, Kakasa YacTb SABMSeTCS HENOCPEACTBEHHON NPUYMHON CMMMTOMA.
HenocpeactBeHHas npuynHa onpeaenseTcs Kak YTo-To, YTO HanpsMyto BNMdeT Ha Habnigaemblin
cumnToM. HenocpeacTBeHHbIE NPUYMHBLI OTKa3a Buaeo Ha TV - oTcyTcTBue curHana K TV, cnomaHHbein TV
UnNun OTCYTCTBME NUTAHUS; HEHEMOCPEACTBEHHBIMU NPpUYMHaAMKM ObINKn Gbl annapaTHbIA O0TKa3 B Ballem
BUOEONCTOYHUKE nnn cbasa JlyHbl. [pyrumm cnoBamu, npu cuMmntoMme A nogymanmte 000 BCeEX BO3MOXHbIX
HenocpeAcTBeHHbIX NpuynHax X, Y n Z, a 3aTeM NpoBepbTe Kaxayto, YToObl onpefenuTb, Kakast ABnseTcs
hakTnyeckon npuyunHon. Korga el ndonuposanu npobnemy, nogymamnTe, 4TO MO0 3aCTaBUTbL €€
OTKa3aTtb, ¥ MOBTOPSANTE NPOLECC, NMOKa He OBHapYXXMUTe KOPHEBYHO MPUYMHY.

M3onaumio npuynHbl OLIMBOK MOXXHO 0BneryMTb MCNONb30BaHNEM 3aBEAOMO UCNPaBHbIX 3TanoHOB. B
Hallem NpuMepe MOXHO UCKMUNTb TV Kak UCTOYHMK OTKasa, NoAaB Ha Hero curHan ot 3aBegomo
ucnpasHoro DVD-nneepa. YTobbl 3KCNEpUMEHT C 3aB€AOMO UCNPaBHbLIM 3TarlOHOM Bbir
OEeVCTBUTENbHBIM, HY>KHO COXPaHATb MOCTOAHHBIM BCE, KPOME 4acTu, KOTOPYIO Bbl 3aMEHSIETE 3TanoHOM.
MoakntoueHune ncnpasHoro DVD-nneepa k gpyromy Bxoay TV, He TOMY, KOTOPbIA UCMOMb3YET KOHCONb,
CKaXeT HaM TOMbKO, 4To paboTaeT ancnnenHas Yactb TV. [NyTb OT KOHCOMNbHOro BXxoAda K TV He npoBepeH.
[MpaBunbHOE BbINOSHEHME SKCMEpPUMEHTa nogknouunno 6el DVD-nneep k BugeoBxoay, UCNONb3yemMoMy
KOHCOIbIO.

Takoro poga napaHomnsi Unv BpoXxaeHHoe HeJoBepUE K CUCTEME CTAHOBUTCSI OYEHb BaXKHbIM Mpu
BbICEXMBAHUN TOHKMX annapaTHbIX OWKNOOK. He npuHMManTe Kak 4OMKHOE HUKaKon dakTop, KOTOPbI
Mor Obl NOBMMATL HA HAbM4aeEMy0 CUCTEMY, M HAKOTAA, HUKOTAa HE UTHOPUPYNTE HEOOBACHUMOE UNn
NpOTUBOPEYMBOE NOBEAEHME, AaXe eCnv OHO nepuoguyeckoe. Hanpumep, nHorga cucrema oyget
paboTaTtb NpaBUIIbHO UIM NIOMAaTbLCS, €CNX Bbl KOCHETECH ONPEeAeNeHHOoro MecTa Ha neyYaTHoOn nnaTte unm
nomatlleTe pykon Bo3rne onpegernieHHon obnacTtu; nHorga cuctema 6yaet 4EMOHCTPUPOBATL Apyroe
noBedEeHME Ha KOPOTKNA MOMEHT MOCIe BKIOYEHNs nuTanns. EcTb cobnasH cnmucaTth Takme HabnoaeHus
KakK aHOMarnum unum nycTsiku, Ho oakT B TOM, YTO OHM NPOU3OLLIIN, U Y HUX AOMMKHO BbiTb 06bACHEHUE.
OavH KOHKPETHbIN NPUMeEp - KacaHne nevaTHon nnaTbl U HabnaeHne N3MEHEHUS COCTOSIHUST CUCTEMBI.
'oe Bbl KOCHYNUCb? Kak Bbl KOCHYyNUChb? Balum pyku BnaxHble unu cyxmue? Korga Bbl kacaeTecb nevyaTHOM
nnaTbl, Balle Teno AENCTBYET Kak Manas eMKOCTb U 6onbLLoe ConpoTUBREHME. OTO MOXET crnerka
3aMeanuTb CUrHarbl UNn paspsanTb BbICOKOMMMNEOAHCHbIE Y3Ibl, TakMe Kak HEMOAKMIOYEHHbIN LMdpPOBOM
Bxo4. Ecnu Bbl cUnbHO Haxanu Ha nnaTy, Bbl MOMN U3rnbatb nnaTy Takum ob6pa3om, KOTOPbIN MeHAEeT
3ANeKTpUYecKne CBOMCTBa TPECHYBLLEN AOPOXKKM UMK NIIOXOro NasgHOro CoeAuHeHus.

EcTb HEKOTOpbIE CUMMNTOMbI, KOTOPbIE YACTO HEMPaBWUIILHO MHTEPNPETUPYIOT Kak MPUYMHBI.
MeperopeBLuas 4OPOXKKa UM NOBPEXKAEHHBIN KOMMOHEHT 0ObIYHO SIBNSIETCS CUMMTOMOM, @ HE NPUYNHON
npobnembl. [pyruMu criosamu, HEUCNPaBHOCTbL rAe-TO eLle B cxeMe 0ObIYHO OTBETCTBEHHA 3a OTKa3
KoMnoHeHTa. CaMoNpon3BOIbHbIA OTKa3 KOMMOHEHTA - OTHOCUTESNBHO peakoe sieneHue. MNpeanonoxmm,
Bbl OTNaXXMBaeTe CroMaHHyo cTepeocucTemMy. Bbl WyBCTBYeTe 3anax ropeHusi, naywmin us
cTepeocucTeMbl, U BUAUTE 6ONbLLIOIK pe3ncTop, NoYepHEBLUNIA OT neperpesa. Ckopee BCEro, eCrniu Bbl
NPOCTO 3aMeHUTE 3TOT PE3NCTOP, 3aMeHa NMPOCTO CHOBA CropuT. PeanbHasi npu4mMHa MOXeT ObITb
3aKOpPOYEHHbLIM TPAH3UCTOPOM MMM NMOBPEXOEHHOW LIENbIO NMUTAHWUS, HO OHU NPOSIBRSAIOT cebs He Tak
OYEBMOHO, Kak CropeBLUNIA pe3ncTop.

Ewe ogHa mMoLHast TexHVka HabnogeHns - CpaBHEHWE C 3aBe4OMO MCnpaBHOW cucteMon. Ecnu Bbl
nblTaeTecb OTNaguTb CIOMaHHOE YCTPOWCTBO, HanauTe paboTatollee U CpaBHUTE HaMNPSXKEHWS U Apyrue
paboune xapakTepuCTUKM Mexay HUMK. Ecnn Bbl NbiITaeTeCcb 0TNaanTb COOCTBEHHYHO CaMOeNbHYO
CUCTEMY, MOCTPONTE CUMYINSALMIO CXEMbI, ECIIN BO3MOXHO, UMW HANONTE CXEMY C MOXOXUM NPOEKTOM. OTK
3aBEeA0OMO UCMPaBHbIE CUCTEMbI MOXHO MCMONb30BaTb, YTOOLI BLICTPO N30NMPOBaTL aHOMarbHOe
nosegeHue. bonee Toro, Bbl MOXETE KOHTPONUPYEMbIM 00pa3oM Bbi3biBaTh OTKa3bl B 3aB€40OMO
ncnpaBHoM o6pasLe, YTOObl NPOBEPUTb, AEWCTBUTENBHO NN Bbl HALLMM KOPHEBYIO MPUYMHY NpOGnembl.
OTa TexHMKa 0COBEHHO NPUMEHMMA K CUMYTTMPOBAHHbLIM CUCTEMAM.
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PacnpocTpaHeHHble OWUnbKu

Camblin pacnpoCTpaHEHHbIN UCTOYHUK annapaTHbIX OLIMOOK B caMOAenbHbIX NPOEKTaxX - Nnoxue nasiHble
COEeAVNHEHMS N HEMPAaBUIIbHO YCTAHOBIIEHHbIE MONSIPU30BaAHHbIE KOMMOHEHTbI, TAakMe Kak KOHAEeHCaTopbI,
avogpl, IC n pasbembl. Kpome Toro, pa3beMbl - 0COBEHHO NevanibHO N3BECTHbIE UCTOYHMKN OTKa30B,
NOTOMY YTO OHU NOABEpPrarTCcs HanbonbLLeMy (PM3MYECKOMY HACUIMIO, U OObLIYHO TPYAHO ONpeaenuTb,
Haxo4MTCS N pa3beM B XOPOLLEM COCTOSIHUU, TONbKO BU3yaribHbIM OCMOTPOM. Hike npuBeaeH CnmMcok
pacnpoCcTpaHeHHbIX OLWMOOK, NPUBNN3NTENBHO YNOPSAOYEHHbI MO YObIBAHMIO NOMYNSIPHOCTMY.

1. lNnoxoe nasiHoe coeguHeHne. JTO BKINIOYAET XONOAHbIE NasHble COEANHEHMWS, MOCTUKU 1 3a0bITble
coeanHeHus. BHMMaTenbHbIN BU3yanbHbI OCMOTP MOXET NonMaTb MHOMME Criydaun nrioxmx
coeguHeHun. MNpunon mexagy BceMn COeAMHEHMNAMUN OOMMKEH BbIrMAAeTb rMagkum 1 6nectawmm, n
NpVNoOV OOMKEH AEMOHCTPUPOBATbL MOKPO BbIMMSAAALLMIA MEHUCK NOBEPX MIOLLAA0K NeYaTHOW nnaTthbl 1
BbIBOOOB KOMMOHEHTOB. doTorpachmm XopoLumnx 1 nnoxmx NasiHblX COeaUHEHUA MOXHO HaTK B
npunoxexHun B: "TexHukn nankn". Nnoxme nasiHble COeAMHEHUS TaKKe MOXHO ObICTPO ONpeaenuTb Ha
MHOIMX KOpMycax MOBEPXHOCTHOrO MOHTaXa, MArkO MPOTArMBas XXeCTKyH NPOBOSOKY, Hanpumep
KOHYMK MUHLETa Unu ckpenky, no BelBogam BOOMb kopnyca. [111oxo coeanHeHHble BbIBOAbLI Cnerka
corHyTcd. M3rmbanne nnatbl Takke MOXeT NOMOYb BbISIBUTb NIIOXUE nasHble coeamHeHns. B gpyrmx
crny4yasix BaM MOXeT NOHaAo0bMTbCst OMMETP, YTOObI MPOBEPUTL KAYECTBO NasiHOro COeANHEHUS.
(Ecnu y Bac 6bin rpsA3HbIN OMNbIT NankM KOMMNOHEHTOB, O4YMCTUTE NNaTy MSArKMM pacTBOPUTENEM, Takum
KaK M30nponuioBbIA CIMPT, C MOMOLLIbIO BAaTHOM Narnoyky nepeg ocMoTpoMm.) HakoHew, noMHuTe, 4To
BUAETb - 3HAYUT BEPUTB: UCMOMNb3YNTE YBENNYNTENBHOE CTEKNO, YTOObI MOMOYb CBOMM OCMOTPaM.
MpeanoyTnTENEH MUKPOCKON CpeaHen MOLLHOCTH, HO nobas 3akpenneHHas nyna (Hanpumep, Te, 4YTo
CTOSAT Ha YepPTEXHbIX Namnax) unu KonbLesas nyna Bpoge MCnonb3yeMon 1oBenupamm YpesBbli4ariHoO
NMOMOXET.

2. HenpaBwurbHble HOMUHarbI KOMMOHEHTOB. HenpaBusbHbIN HOMUHAN KOMAOHEHTa MOXET CNyYUTbCH,
Korfa NnoxoXui BHELLHE, HO UMEIOLLMIA APYro HOMUHAM KOMMOHEHT Cry4YanHO YCTaHOBIEH Ha
neyaTHyto nnaty. 3To0 0cobeHHO NpoGneMaTUYHO C NacCUBHLIMU KOMMOHEHTAMWN NOBEPXHOCTHOIO
MOHTaxa, KOTOpble YacTO He MapKUPOBaHbl UM MapPKUPOBaHbI HEACHO. [lepXXuTe B rofioBe, YTo
€OVHCTBEHHBIN cnocob NpaBubHO NPOBEPUTL HOMMUHAI KOMMOHEHTA - CHATL €ro ¢ NnaTthbl U 3aTem
npoBepuTb. YcTaHoBKM Ha nnaThbl HenpaBUIbHbIX KOMMOHEHTOB MOXXHO |/|36e>|<aT|=, ecnu bbITb O4YeHb
BHUMATESNbHLIM Y METOANYHBIM B XPaHEHUM KOMMOHEHTOB B SICHO MPOMapKMpPOBaHHbIX NakeTax unu
Kopobkax BO BpeMs COOpKM.

3. Mnoxuve pasbeMbl. OTO BKNIOYAET pa3beMbl, KOTOPbIE YCTAHOBMEHbI 3310M Hanepen, Unu, 4to eLle
XYK€, CIPOEKTUPOBaHbI C HENPaBUSbHbIMU Ha3Ha4YeHnsaMn BbiBogoB. ObpalwianTte BHMMaHue, roe
HaxoauTcs BbIBOA 1, U HA CMCTEMY HYMepaLuuu, UCNONb3yeMYH0 pasbeMoM. HekoTopkle pasbemsl
NCMonb3ytoT 3nrsaroobpasHyto cucTeMy Hymepauum BbIBOAOB, @ ApYyrie NCMomb3yoT KPYroByio
CUCTEMY HYMepaumu BbIBOAOB. PazbeMsbl wire-to-board Takke TpygHO cobupaTth Bpy4dHyto. OcMoTpuTe
BCe TOYKW, FAe NpoBoAa B3aMOAENCTBYIOT C KOHTaKTaMu pa3bema, Ha Nioxmne 0GXUMbI, SIMLLHION
N30MALMI0 UK NIIOXUE NasiHble CoeAMHeHMs. B xygwem cnyyae ncnonb3yinte BONbTMETP, YTOObI
NPOBEPUTb HENPEPBLIBHOCTbL pasbema.

4. HegocmoTpbl kKOHGUrypaumm B pesdynbtaTe HenpountaHHoro datasheet. CrnoxHble MUKPOCXEMbI YacTo
NOAAEPXKMBAIOT HECKOSBKO PEXMMOB paboTbl, KOTOPbIE BbIOUpaKOTCs NputarnBaHmeM Habopa
BbIBOJOB K BbICOKUM WITN HU3KMM NOrMYECKMM YPOBHSIM. MUKpOCXeMbI Takke 4acTo TPeOyYIOT BHELLHNX
pe3nCcCTOpPOB A1 Harpy3k1M Unu cMeLLieHns BbiBoda Ans npasunbHon paboTtel. Horga Mukpocxemam
Takke TpebylTca ceTn M3 KOHAEHCaToOpPOB, PE3UCTOPOB N MHAYKTOPOB, YTOObLI CTabunusnposaTb
BHYTpeHHWe yHKUuN. [lepxmuTe B ronoBe, YTO HEUCNonb3yemble BXoAbl HacTo TpebyoT TepMmHaLmm
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Ha bUKCUpoBaHHOE HaMpsKEHVEe ANs NpaBuIbHON paboTkl, Tak YToO He UrHopupyiTe YacTu datasheet
TONMbKO NMOTOMY, YTO Bbl HE UCMOMb3yeTe onpeaeneHHble YHKLUN.

5. Mpobnema npoekTta unu npobnema peanusauun. NHorga owmrbka Bbi3aBaHa NPSIMON OLIMOKON
NPOEKTUPOBaHMS NN NPOBNEeMON TpaHCNALMN MeXAy NPaBUIIbHON CXEMOW 1 pa3BOgKOW MNaThl.
Mpobnembl TpaHCNALMKM YaCTO BbI3BaHblI ONevaTkamm Npy 3a4aHnM UMeH CXEMHbIX CeTen unm
HesIBHbIMU MMEHaMM NUTaHUS Ha CXEMHbIX CMMBONax. HesiBHbIe UMeHa NUTaHus YacTo UCMONb3YTCA
Ha UMdPOBbLIX KOMNOHEHTax paaun yaobcTea, HO MOryT Bbi3BaThb 3Ha4YMTeNbHbIE NPO6GNeMbl B
NPOEKTax, UCMONb3YHLLMX HECKOMBKO HanpsXKeHWi NnuTaHusa. 3Tu Buabl npobneM MoXHO nonmatb Ao
nepexona K passogke C NOMOLLbIO 3BPUCTUYECKOW Nporpammel npoepku netlist, kak onmvcaHo B
npunoxeHun C. HapyLieHns npasun BbICOKOCKOPOCTHOIO MPOEKTMPOBaHUS NPeacTaBnsaoT Apyron
BMA npobnembl peanm3aumn. Cxembl, paboTaroLme Ha BbICOKMX yacTtoTax (25+ MHz) unun nmetowmne
BbIcTpble OPOHTLI (< 5 ns), TPebyIOT 0COBOro BHUMAaHUSA K ANIEKTPUHECKOMY MMMNEAaHCY U TEPMUHALIMM
NMHWM Nepeaayn.

6. briok nuTaHusa BHe cneumdukaumn. NpoBepsnTe HANPSKEHUS MUTAHUSA Kak MOXHO Brivke K Touke
NCMOMb30BaHWsl, MOCKOSIbKY MPOBOAA MOTYT YMEHbLUNTb (DaKTUYECKN JOCTaBEHHOE HanpsixeHue. B
HEKOTOPbIX Cry4asx Co CXeMOM Bce B nopsake, a 6nok nuTaHns NpocTo HecnocobeH NpeaoCcTaBUTb
[O0CTaToOYHO COKa, YTODbI 3anyCTUTb Ball NPOEKT. Takke NpoBEPANTE 3MEHEHUS HANPSXKEHWS
NUTaHUsi BO BpeMeHU. M30bITOYHbIN LyM Ha MUTaHMU MOXET BbI3BaTb Npobrnembl, a CUCTEMBI,
ucnonb3ytoLwme 6onblune 06 bemMbl BbICOKOCKOPOCTHON CMOS-normkn, MoryT MMeTb O4YeHb
TpeboBaTenbHbIe CKayku NOTpebneHns Toka, KOTopble CMOCOGHbBI BECTU K KOPOTKUM MpoBanam u
BbIOpOCaM HanpspKeHUst NUTaHUS.

7. CnoMaHHble Unv NoBpeXaeHHbIE JOPOXKM NeYaTHOM Nnatbl. ATO MOXET ObITb NPOBEMON, ecriv Bbl
BPYYHyt0 cobpanu nnaty u y Bac 6binun TpyaHOCTM C YCTAHOBKOW KOMMOHeHTA. 36bIToYHOEe Tenno Bo
Bpems COOpKM MOXKET 3aCTaBUTb AOPOXKKN OTCITIOMTBCA OT NevaTHOW nnatbl. Takke 3HanTe CBOEro
nocrtasLymKa nnaTt. HekoTopble nocTaBLukm Nnat (0cobeHHO quick-turn QUCKOHTHBIE MOCTaBLLMKN
NPOTOTMNOB) HE BbINOMHAKT MOSHbLIN anekTpuyeckun netlist-rect Bawwen neyatHon nnatel. Niwmte
nepeTpaBrieHHbIE OPOXKU, KOTOPbIE UCTOHYMITMCE 3a Npeaernsl A0nycKa, U Takke NPoBepsanTe, YTo
KaXxgoe via-oTBepcTme nmeeT cepebpurcToe KomnbLo BOKpYr oTBepcTus. MiHoraa ceepna cmeLLeHbl unu
HaKMNoHeHbl BO BpeMs CBEpPNEHUs NnaThbl, U HENPaBUIbHO NPOCBEPIEHHOE OTBEPCTME B UTOre
paspbiBaeT 3IEKTPUYECKME COEOUHEHNS.

8. Latch-up nnn npobnema nocnegosatenbHOCTU NuTaHus. Latch-up - noTeHuynanbHO kaTacTpodmyeckoe
SAIBNEHNe, Npn KOTOPOM NapasnMTHOE KOPOTKOE 3aMblKaHUE CO3AaeTCst MeXay NUTaHneM 1 3eMIen
BHYTPU NOANOXKN MUKpocxemsbl. Latch-up 3anyckaeTcs BBegeHMEM Toka B NOANOXKKY. OTO MOXET
CNy4YnTbCA B CUCTEMaxX CO CMeLlaHHbIMU HanpsXXeHnAaMNn, rge NnpuknanbiBakoTCcA BXOAHbIE
HanpsKEHUs, KOTOPbIE BbILLE HAMNPSHKEHUS MMTaHUst MUKpocxeMbl. Bo MHormx crnyyasix latch-up
COMNpOBOXJaeTCs NeEPErpeBOM MUKPOCXEMbI, KOTOPbIA MOXET NPUBECTU K MOCTOSIHHOMY NMOBPEXOEHMIO
MUKPOCXEMblI. PeKomer,yemaﬂ npaKkTuka npu nepBoM BKIMKOYEHUN CUCTEMbI - UCMOJ1b30BaTb
amnepmeTp, YTOObI OTCNEXNBaTb, CKOMbKO TOKa NOTPebNseT cuctema, n kKacaTbCsl BCEX KOMMOHEHTOB,
4YTOObI YyBMAETH, HE CTAHOBATCS N KakMe-nmbo Ype3amepHo ropsummMm. Ecrniv KOMNoHeEHT BoLLEN B
latch-up, Bbl 06bIYHO ByaeTe HabnogaTb N3bbIToUHOE NOTPeONEHNe Toka NopsiAka COTeH
Munnuamnep.

9. Tennoasi npo6nema. 3To NpoGrieMa npexae BCEro C IMHeNHbIMU cTabunusaTopamm HarnpsikeHUs 1
MOLLIHOW LdPOBOI CXEMOTEXHUKON. MpoBepbTe, YTO BCE MOLLIHbIE KOMMOHEHTLI NPaBUITbHO
noca)eHbl Ha paanaTopbl U YTO paaMaTopbl NPaBUMNBLHO U30MUPOBaHbI, KOTAa OHU KOHTaKTUPYIOT C
3MEeKTPUYECKN aKTUBHOM YacTbio KOpMyca MUKPOCXEMbI.

10. HenpeaHamepeHHOe KOPOTKOE 3aMblkaHUE Ha OTKPbITYI0 Meab. ATo nNpobrnema ¢ pasbemMamu u
MUKPOCXEMaMMU, Y KOTOPbIX HA HUXKHEN CTOPOHE eCTb OTKPbITbie 0bnacTn MeTtanna, cnocobHble
3aKOpOTUTL OTKPbITbIE 0BNAacTM NNaThl, TakMe Kak vias. To Takke npobnema BoKpyr obnacren, roe
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ONst yaepxaHus nnaTtbl UCNOSb3YTCs BUHTLI. [0NoBKa MeTannnM4eckoro BUHTa MOXeT
HenpegHaMepeHHO COMPUKOCHYTLCS C Via, pa3MeLLeHHbIM CITULLKOM B513Ko K OTBEPCTUIO MO BUHT.

11. 3arpssHeHune nnatbl. 3Ta npobrnema Bbi3BaHa OcTaTkaMy NasnbHOro grca unm gpyrumm
TEXHOMOrMYECKMMM OCTaTkaMmm Ha nnarte, cCo3aarLWwnmMmn NyTr yTeYKn Manoro Toka. Hekotopele
ocTaTku chroca MMelT He NpeHebpexxnmMo 6onbluoe (MeHbLLE OAHOIO Meraoma) ConpoTUBIEHNE, U
3TO MOXET BbI3BaTb NPOBNemMbl C BbICOKOUMNEOAHCHbIMU CXemMamu, Takumn kak R-C-cetu ¢ 6onbLuomn
NOCTOSIHHOW BPEMEHU.

12. HencnpaBHoe TectoBoe 0bopyaoBaHue. ATo ocobeHHOo npobnema, ecnv Bbl UCMNONb3yeTe
noaepxaHHOE U cTapoe TeCTOBOe 06opyaoBaHme. TeCTOBbIE LyMbl CO BpEMEHEM MONy4YatoT
nepernbbl 1 oWNBKM KanMBPOBKK, Tak YTO MHOrAA NApPLUMBLIA CUrHanM, KOTOPLIN Bbl BUOUTE Ha
ocumnnorpade, Ha camoMm Aerne sSBNseTcs pe3ynbTaToM MoXOro TECTOBOIO Lyna MUIu Mroxoro
Bblbopa 3emnu wyna. KannbpyiiTe cBoe TecToBoe 060pyaoBaHMe Mo 3aBe4OMO UCTIPaBHOMY CUrHarny,
YTOObI UCKIMOYUTL NPOBEMbI TECTOBOrO 060pyA0BaHMSI.

13. HanmeHee BeposiTHasi npobriemMa - nroxast MMKpocxemMa UM HeumcnpaBHbI KOMMOHEHT.
MponsBoguTENN KOMNOHEHTOB MAYT Ha 6onbLune mepbl, YTOObI rapaHTUPOBaATb, YTO AeTanw,
OoTNpaBneHHble BaM, YHKUMOHAmbHbI. TUMUYHBbIE YPOBHM OTKA30B U3MEpPSAIOTCHA eauHNLamMmm parts per
million 4ns NPOCTLIX U YMEPEHHO CMOXHbIX AeTanen. Yacto HaMm HpaBUTCHA BoobpaXKaTb, YTO NpMYnHa
Haluen npobnemMsbl - NIoxast MMKPOCXema OT MPOU3BOAUTENS, HO 3TO NMOYTK HUKOrAa He Tak. ObbIYHO,
€Crnv HarideHa nnoxas geTtarnb, oHa bbina nospexaeHa Nnbo TexHonormdeckon npobnemon (rpyboe
obpalueHne unu npobnemsl cbopkn), NM6o npobrnemor NpoekTa rge-To eLle B CXeMe, Kotopasi
Bbl3blBaeT HabNtogaembl OTKa3s.

BoccTtaHoBneHue nocrie NOAHATON AOPOXKN UK NNoLwaaKkm

MogHATME unm pa3pbiB MeOHbIX JOPOXEK Ha NeYyaTHOW NnaTe - pacnpocTpaHeHHasi npobnemMa, ¢ KOTopow
cTankuBarTCs noau, neltarolmecs yctaHoBuTb after-market moamndumkauum ¢ ucnons3oBaHuem
HaBeCHbIX MPOBOAOB. OTO paccrnavBaHne JOpPOoXeK MeaHOoM orbrn 0ObIYHO BbI3BAHO U3OBITOYHBIM
Tennom ot nasnbHuKa. Elle ogHa pacnpocTpaHeHHas npuyvHa - HaTArMBaHne NPUCOEAMHEHHOTO
nposofa MoancurKaLun, Kak MOXHO caenaTtb Npu CHATUM U30MSLUK C KOHLLA NpoBoAa Nocne Toro, kak OH
ObIn NnpunasiH kK neyatHon nnate. K cyacTtbio, 0ObIYHO AOBOSBHO NErKO BOCCTAHOBUTLCS MOCIE 3TON
npobnemsl.

Coser. Jlyywee pelieHue - npodunakTmka. He ncnone3ymnte CAMWLKOM MOLLHBLIA NAasNbHUK AN
paboTbl C neyaTHbIMM NMratamMmu. [NpegnoyYTuTeneH NasnbHUK C KOHTPONEM TemnepaTtypbl, HO
HeJopOorov ManoMOLLHLIN (15 BaTT) NasnbHUK Takke byaeT paboTatb. KpomMe Toro, ecnu npunon,
KaXkeTcs, He NpUCTaeT K nnate, NpekpaTuTe NpuknagbiBatb Tenno. BmecTto aToro HaHecute
HeMHoro chntoca Ha nnaTty 1 NPoBOA4 U OYMCTUTE XKaro nasfibHMKa KOHAMLUMOHEPOM AN Xana
unu rybkon, CMOYEHHOM OUCTUNNMPOBAHHON BOOOW (BOAONPOBOAHAA BOAA COOEPXKUT XMMMUKATbI,
KOTOpble MOTYT yXyALlaTh »arna nasnbHUKOB). ATO YNy4dLLMT NasseMoCTb, Tak YTO BaM He
noHagobuTcs npuknagbiBaTb CTOMBKO Tenna Unn Cusbl, YTOObI BIMONIHUTL COEANHEHME.

MepBoe, YTO HYXXHO caenaTb, Koraa Bbl BUAMTE, YTO AOPOXKKA MW Nriowaaka nogHMMaeTcs OT neyaTHom
nnatbl, - OCTAHOBUTBLCA! He ycyrybnante npobnemy ganblue; Xyalwee, 4To MOXHO caenaTb, -
3acTaBWTb BCIO JOPOXKY OTCIOUTLCS Hasagd, NPoAomKas TsaHyTb npoeod. CHUMUTE NPoOBOA, eCrnv OH BCe
eLlle coeguHeH, eaBa KOCHYBLUUCh NasifIbHUKOM COEAMHEHMS U MO3BONMB NPOBOAY OTNacTb. PucyHok E-1
UNNIOCTPUPYET Takyto cueHy 6eacTeus.
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PucyHok E-1. CrieBa cTpernka ykasbiBaeT Ha UCXOOHYO MIOLWaAKy, K KOTOPOW BbINOMHAETCS nanka.
CnpaBa nnouwiagka 6bina copsaHa 13-3a U3GbLITOYHOrO Tenmna u CUrbl.

CTpaTterns BOCCTaHOBMEHMWS NOCIe CIIOMaHHOW AOPOXKN COCTOUT B TOM, YTODbI yaanuTb soldermask,
NCNpaBuTb JOPOXKY NEPEMBIYKOM N HANTU anbTePHATUBHYIO TOYKY OJ1S Narku, Npocneave AOPOXKY A0
cocefHero KOMMNoHeHTa unu via.

YpnaneHue soldermask oTkpbIBaeT nexalume nog Herl MeaHble JOPOXKN. KOPOTKY0 nepemMbIvKy MOXHO
npunasiTb K 3TMM OroNeHHbIM JOPOXKAM, YTOObI UICNPaBUTb Pa3pblB, BbI3BaHHbIV NOPBAHHOM AOPOXKOMN.
OroneHHas obnacTb Takke CNy>XuT yaoOHOM OTNpaBHOM TOYKOW ANs UCnonb3oBaHus continuity meter,
4YTOObI HANTW anbTEPHATMBHYIO TOYKY ANIS KpenneHus nepembldkn. Yaanute soldermask nubo
menkosepHucTon (200 nnu menbye) HaxgadHow Gymaron, Nnbo cockabnuBaHMeM NOBEPXHOCTU OCTPLIM
hobbyist's knife. MNpu yganeHun soldermask OyabTe 0CTOPOXHbI, YTOObI HE 3aLENUTb KYCKM CIIOMaHHOM
OOPOXKM 1 farnblle He oTopBaTh AOPOXKY OT nnatbl. Korga soldermask yaaneHna, ounctute obnactb
MSAKMM pacTBopuTENEM, Taknum Kak rubbing alcohol, ¢ nomoLLbo BaTHOM Nanoykun. 3aTemM HaHeCUTe OYeHb
TOHKWUI CIION NasnbHOro ¢rtoca Ha 0bnacTb M NPOBEANTE YMCTLIM XKANOM NMasifibHUKa BAOMNb OTKPbITbIX
Jopoxek. Hebonblumne konuyecTsa Npunos, NPUCTaBLUME K Xary, NEPETEKYT Ha NeYaTHy nnaTy u
MOKPOKOT JOPOXKKN, NpefoTBpaLLas okKUCneHne ronon mean. Ecnuv xxano nasnbHMKa CAMLLKOM YMCTOE,
HaHecuTe Ha Hero Kanm NpUnos, cnerka BbITPUTE XKarno O BNaxHyr ryoky n nonpodynte cHoBa. He
NblTanTeCh 3anyAnTb OTKPbITbIE JOPOXKW LLAPMKOM pacrniiaBfieHHOro Npunos Ha xane. byaeT HaHeceH
NULLHWIA NPUMNOK, KOTOPBIN MOXET NPUBECTU K KOPOTKUM 3aMblkaHUAM. (3aMeTbTe, YTO NasnbHbIA Grioc
Heob6xoaMM Ans Nony4YeHns paBHOMEPHOIO TOHKOMO MOKPLITUSI NPUMNOS Ha JopoXxKax. He nponyckanTe
HaHeceHwue nasnbHoro dntoca.) PucyHok E-2 nnntoctpupyeT, kak AOpoXKM OyayT BbIrmMsgeTb 40 M nocne
npoLiecca nyXeHus.

PucyHok E-2. Cnea o6nacTb nocne yganexus soldermask menkosepHUCTON HaxxgadHon Gymaromn.
CnpaBa obnacTtb nocne Toro, kak oHa Obina 3anyxeHa (NOAroTOBNEHA 3aHOBO A1 MaKK).
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Ha aTom aTane Bbl MOXeETe 3ax0TeTb UCMOMb3oBaTh continuity meter, 4yTobbl onpegennTb
anbTepHaTMBHYIO TOYKY ANS NPUCoeaMHEeHUs npoBoga mogmdpukaumm. bonbWMHCTBO BONbTMETPOB
UMEIT yHKUMIO 3BYKOBOro continuity meter. Korga oHa BeiOpaHa, BOIbTMETP U3gaeT TOH BCAKUN pas,
Kora conpoTuBNEHne Mexay LynaMmy odeHb Hu3koe. W vias, 1 BbIBOAbl KOMMNOHEHTOB CryXaT XOpoLUUMU
anbTepHaTMBHBIMW TOYKaMu NPUCOEANHEHMS.

Ecnu Bbl pelunte ucnonb3oBaTh Via, HY»KHO cockobnuTb soldermask 1 nogroToBuTh via nepeq
npucoeauHeHnem npoeoga Mmogmdukaumn. PucyHok E-3 unnoctpupyeT ncnonb3oBaHme continuity meter
OIS HAXOXKAEeHUS anbTepHATUBHOW TOYKM Nanku. [ep>xuTe B ronoee, YTo MHOrA4a BaM NpuaeTcs
NpOCneauTb Yepes HECKOSbKO vias, YTOObl HAMTK NyYLLYH0 anbTePHATUBHYO TOYKY NPUCOEONHEHUS.

PucyHok E-3. Vicnonb3oBaHue continuity meter ons HaxoxaeHUs anbTepHaTUBHON TOYKU
npucoeguHeHuns. B atom cnyyae R7R10 okasbiBaeTcs xopoLlen anbTepHaTUBOMN.

Crnepyowmm war - NpucoeanHNTbL KOPOTKYH NepPEMbIUKY Yepes CIIOMaHHYH OOPOXKY. HaHecuTe ewe
HEMHOro nasinbHOro gontoca NoBepx 0611acTn cnomaHHoOn JopoXKN. OTpexbTe KyCOK TOHKOro NpoBoAa
(npumepHo 30-gauge) NPUMEpPHO paBHbIN ANIMHE paccMaTpuBaemoro paspbiBa. [lomectuTe npoBog Hag
pas3pbIBOM, UCMOMb3ys NMUNKOCTb NasifibHOro dntoca, YToObl NTOMOYL NMPOLECCY pa3MeLLEHNs.
YaepxvBante NnpoBod Ha MecTe NMMHLUETOM M NpuKnagbiBanTe TEMO NasnbHMKOM, Noka ob6e CTOPOHbI He
COEINHATCS C KpasMu CrIOMaHHON JOPOXKW. [poBepbTe, YTO NPOBOA Ha MEeCTe, OCTOPOXHO TOSKHYB ero
NUHLIETOM; NPOBO HE AOSMKEH ABUraTbCs. Takke NpoBepbTE HanMune KOPOTKUX 3aMbIKaHUIM Ha cocegHue
[OPOXKM € momMoLLbto continuity meter. Ecrnv oGHapy)XeHO KOpOoTKoe 3amblkaHue, NMPOCTO HarpenTe
nepemblyKy, MOKa OHa He OTnageT OT nnatbl, U nonpobynTe cHoBa. PucyHok E-4 nnnoctpupyeT, kak
BbIrMA4MT BOCCTAHOBMNEHHAsA OOPOXKA.
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PucyHok E-4. CnieBa nepeMblyka yCTaHOBIIEHA NOBEpX NoBpexaeHHON Jopoxku. CnpaBa npoBoj
MOAMMDUKALIMA YCMNELLHO NPUCOEAMHEH K anbTepHaTUBHOW TOYKe Nanku.

HakoHel, npucoeguHnTe NpoBoA MOAMMUKALUN K anbTepPHAaTUBHONM TOUKe Narkn, koTopas Obina paHee
HangeHa ¢ nomoLlblo continuity meter.
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NMpunoxeHune F. AnnapatHbin cnpaBo4yHUK Xbox

310 npunoXxeHne CyMmmmnpyeT pacnnMHOBKU OCHOBHbIX pa3beMOoB, NCMOJIb3yeMbIX B annapartype Xbox.

PacnuHoBKa 65noka nutaHus

Bnok nuTaHus, ncnonbdyemoit B XboX, - UMNYFbCHBIN UCTOYHUK, paCCYMTaHHbI MakcumyM Ha 96 BaTT, C
MMKOBOW MMMNYITbCHOWM cnocobHocTbio 160 BaTT MeHee Yem Ha 10 cekyHa. Microsoft nokynaet aToT 6ok
NUTaHUS Y HECKONbKMUX NOCTaBLUMKOB, BKMtoyada Delta Electronics, Inc. (www.deltaww.com). Bnok Delta
ucnonedyetcs B Xbox ans CoeanHeHHbIx LWTaTos, n datasheet Ha 3Ty geTanb MOXHO HaWTU Yepes nx
Beb-caiT unm yepes Be6-MOKCK.

Ta6nuua F-1. PacnMHoBKka OCHOBHOIO pasbema nutaHus. LiBeta npoBogoB MOryT HEMHOMO pasnuyaTbCs
B 3@BMCMMOCTM OT KOHKPETHOWN MoAenu 6roka nuTaHus, Mcnonb3oBaHHo B BaweM Xbox. Ota tabnumua
oTHocuTCA K 6noky nutaHusa Delta DPSN-96AP A version.

Pin OnucaHue LiseT npoBoaa
1 +12V Kentoin

2 +5V KpacHbliii

3 +5V KpacHbliii

4 +5V KpacHblii

5 +3.3V OpaHxeBhbIi
6 +3.3V Standby KopuyHeBbIi
7 GND YepHbii

8 GND YepHbii

9 GND YepHbii

10 GND YepHbii

11 Power On Benbin

12 Power OK CuHuii
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PacnnHoBka BUuageopa3bemMma

PacnuHoBka Bngeopasbema - Hebonbluas 3aragka, NOTOMY YTO HEKOTOPbIE ero CUrHarnbl He MoKasbiBaloT
OYEBUAHBIX UK y3HaBaeMbIX )OPM CUrHanoB Npuv probing, n NOTOMy YTO OAMH pasbeM NoAAEpPXKNBaET
HECKOITbKO PeXMMOB O0TODOpaxkeHus. EcTb Heckonbko Be6-canToB, KOTopble MyOnuKyoT pacnuHOBKM
BMAeopasbema, HO NepeKkpecTHasi npoBepka onybnmMkoBaHHON MHOPMaLMM U3MEPEHUSMU BbISBASET
HeKoTOopble pacxoxaeHusi. 34echb 9 caenarn Bce BO3MOXHOe, YTobbl cobpaTb BOeOUHO 1 cornacoBaTh ABe
oTaenbHble nybnukauumn n3 XboxHacker BBS n Be6-cTpanmubl ucon64 Ha Sourceforge.net.
OpurnHansHble nyénvkaumm MOXHO HanTK No agpecam
http://www.xboxhacker.net/index.php?do=article&id=10&page=1 un
http://ucon64.sourceforge.net/ucon64misc/conn.html. OnpegeneHue Bcex BOCbMW BUAEOPEXKMMOB,
Bblbupaembix curHanamm MODE1-3, nepedncneHo Ha Beb-cTpaHmue XboxHacker BBS. Mown namepexus
MoKasbIBaT, YTO BCE COOTBETCTBUS KOMMO3MTHOIO BUAEO M ayAMOCUIHAroB KOPPEKTHbI, HO 51 HE CMOr
npoBepuTb cooTBeTcTBMA SDTV, HDTV 1 RGB, gaHHble B ny6nukaumm Xboxhacker BBS. 3apaHee
N3BUHSOCb, €CMNW Kakme-nmbo 13 3TUX CUrHanoB HEBEPHbI.

3ameTbTe, YTO BbIBOAbI 12 1 24 nmetoT 6onee AnuvHHbIE WThIPU Ha padbeme Xbox, YTO ykasbiBaeT Ha TO,
YTO OHM MCMONb3YKTCA ANA Nogayn NMTaHUs Ha nepudepuiiHbie YCTPONCTBA, MOAKITHOYEHHbIE K
BMAEOpPaA3bLEMY, BO BpeMs CODbITUI ropsiven BcTaBku. bonee ANUHHbIE WITLIPY MO3BOMSAOT CXEMOTEXHUKE
nepudepunHoOro ycTporncTaa BKNIOYUTLCA 40 NONyYeHMs CUrHanoB B criydae, ecnu nepudepus
noakrnovaeTcs npu BktoyeHHoM Xbox. 3To noMoraeT NnpeaoTBpaTUTb NOTEHUMANbHO paspyLUNTENbHYIO
CUTyauuto BHYTpY MUKPOCXeM nepudepun, HaselBaeMyto latch-up.

Ta6nuua F-2. PacnuHoBKa pa3beMa NMUTaHUS XKeCTKOro Aucka.

OnucaHue LiBeT npoBoga
+12V XKentbin

GND YepHbin

GND YepHbin

+5V KpacHbin

JleBast cTopoHa lNMpaBas cTtopoHa
1 12

13 24

PucyHok F-1. Ayano-suaeo pasbem Xbox, BUA Npu B3rNa4e Ha 3agHI00 naHenb Xbox cHapyxu.

Hymepauus BbiBOAoB, ucnonb3dyemas Tabnuuen F-3 ans Bugeopasbema Xbox, nokasaHa Ha pucyHke F-1.
PacnuHoBku, nonyyeHHble n3 Xboxhacker n n3 ucon64, pacxogarca B CBoeln cxeme Hymepauumn, no3Tomy
s BblOpan cxemy Hymepauum rge-To Mexagy HUMU. VIHTepecHo, 4YTo BbiBOA 24 Ha pucyHke F-1
oTobOpaxkaeTcsl Ha KBaapaTHYIO MoLaaKy Ha Buaeopasbeme Xbox, ykasbiBad, YTO CXeMa HyMepauuu,
BbiOpaHHas MHOW 34echk ANs pa3bemMa, He COrnacyeTcsl CO CXeMOW HyMepaLun Npon3BoanTens
(kBagpaTHble nnoLwaakm obbivHO 0603Ha4YatoT BbIBOA, 1, TOrga Kak Kpyrnble nnowanku o6o3HayatoT Bce
ocTanbHble BbIBOAbI). OTO HE AOMKHO BNUSITb HA KOPPEKTHOCTb Tabnmupbl, MOCKOMbKY CXEMbl HyMepauum
BbIBOZOB MPOU3BOSIbHbI M JOIMKHLI ObITb TOMLKO COrnacoBaHbl ¢ Tabnuuen onpeaeneHnsi BolBOAOB.

Ta6nuua F-3. PacnvHoBka BugeopasbemMa.

Pin Wmsa curiana 110 KommeHTapumn
1 Right Audio Out AyanoBbixo, NpaBbli kKaHan
2 GND Power
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Pin Wmsa curnana 110 KommeHTapumn

3 SPDIF Out Ayaunosbixog Sony/Philips
Digital Interface (S/PDIF)

4 VSYNC Out Vertical Sync (pexum VGA
output)

5 GND Power

6 GND Power

7 GND Power

8 GND Power

9 Pb/B Out Pb ana HDTV mode, Blue
ans RGB mode

10 GND Power

11 Y/IG Out Y B pexxumax SDTV n HDTV,
Green B RGB mode

12 GND Power MmeeT bonee AnNWHHbIE
WTblipy anga hot-insertion

13 CVIDEO Out Composite video out

14 GND Power

15 C/Pr/R Out C B SDTV, Pre HDTV, Red B
RGB mode

16 GND Power

17 STATUS Out Status pin SCART (Syndicat
des Constructeurs d'Appareils
Radio Récepteurs et
Téléviseurs)

18 MODE3 In Bbi6op Bngeopexuma output,
pin 3

19 MODE2 In Bri6op Buaeopexuma output,
pin 2

20 MODE1 In BbiGop Buaeopexuma output,
pin 1

21 HSYNC Out Horizontal Sync (pexum VGA
output)

22 GND Power OkpaH ayanokabens nesoro
KaHana

23 Left Audio Out AyaMOBbIXOA, NEBbIV KaHan

24 +5V Power Mutanue +5V, umeet Gonee
OJIMHHbIE WTbIpU Ans
hot-insertion

PacnuHoBka USB-pa3bema
Xbox ucnone3ayet nponssogHyto USB ansa noptoB nrposbix KOHTponnepos. Ha nepegHen naHenu Xbox

€CTb YeTbIpe NopTa UrPOBbIX KOHTPOSNEPOB, U BCE OHW MMEIOT OANHAKOBYIO PACMMHOBKY, Kak NoKasaHo Ha
pucyHke F-2.
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KoHTakT

+5V USB

USB Data -

USB Data +

Video Sync

GND

PucyHok F-2. PacnnHoBka UrpoBoro KOHTponnepa, Bug cHapyxwu koprnyca Xbox Ha pasbem.

CurHan "video sync" - ato 3,3V CMOS- unu TTL-coBmMecTuMbIN curHan. to 6asosas
nocrnegoBaTesfibHOCTb MMMYIIbCOB NMOMOXUTENbHON nonspHocTn 15,734 kHz, cMHXpOHU3NpoBaHHasa co
BPEMEHEM FOPU30HTAaNIbHOWM CTPOKM KOMMO3UTHOIO BMAEOBbLIX0AA, C OAHMM Gonee ANMHHBIM UMMYbLCOM B
Havane kaxgoro Bugeonons. 3TOT CUrHan No3sBonsAeT nepudepunHbiM YCTPONCTBaM, HanpaBneHHbIM Ha
TV-akpaH, TakuMm Kak light pen nnu light gun gnga cTpenkoBbIX Urp, BbIBOAUTL UHAOOPMAaLIMIO O NOSTOXKEHNUN.

MrpoBble KOHTpOepbl NogKo4YaoTca K Xbox yepes npoMexyTouHbIn break-away connector.
HasHaueHune aToro break-away connector - npegoTBpaTUThL NOBPEXAEHNE KOHCONM (0COBEHHO
noepexaneHme XXecTkoro LI,I/ICKa) n3-3a nepetacknBaHuUA UnNn pbiBka B Clny4yae, eCcnun LWHyp 3anyTaeTcAa
BOKpYr HOrK nosib3oBaTens. PacnuHoBka aToro break-away connector nokasaHa Ha pucyHke F-3.

KoHTakTr

+5V

Data -

Data +

Video Sync

GND

PucyHok F-3. PacnnHoBka break-away pasbema UrpoBoro KOHTposnepa, Buj npsiMo B pasbeM,
pacnonoxeHHblh ke k Xbox.

Urposon koHTponnep Xbox nmeeT ABa cnoTa paclumpeHns Ans KapT naMmaTn, MUKPOGOHOB 1 ApYyron
nepndepun. AT cnoTbl Takke npegoctaenstoT USB-coBmecTumbii nHTEpdhenc. VIrpoBon KoHTpornep
copepxunt USB hub (Munkpocxemy hub Atmel AT43USB401), koTopbli nosTopsieT Bxoasawmin USB-curHan
K cnotam paclumpeHus. PacnmHoBka pasbema paclumpeHuns nokasaHa Ha pucyHke F-4.

1 2 3 4 5

+5V GND Video Sync USB Data - USB Data +

PucyHok F-4. PacnnHoBKka cnoTta paclumMpeHnsa NrpoBoro KOHTpossepa, Bu4 BHYTPb CrioTa UrpoBoro
KOHTponsepa npu KHoMkax, obpalleHHbIX BBEPX.

PacnunHoBka Ethernet-pastema

Ethernet-nopt Ha Xbox - ctaHgapTHeIn 10/100 base-TX BuTasa napa RJ-45. PacnnHoBkn n uBeTa Tabnuupl
F-4 ocHoBaHbl Ha cTaHgapTe EIA/TIA 568B. PucyHok F-5 nnnioctpupyeTt Hymepaumio BbIBOLOB pa3beMa.
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Ta6nuua F-4. PacnvHoBka Ethernet 10/100 RJ-45.

Pin OnucaHue LiBeT npoBoga

1 Transmit + OpaHxeBas nonoca
2 Transmit - OpaHxeBbln

3 Receive + 3eneHas nonoca

4 Not connected CuHun

5 Not connected CwuHsst nonoca

6 Receive - 3eneHbin

7 Not connected KopuuHeBas nonoca
8 Not connected KopuyHeBbin
MepBbI KOHTaKT MocnegHWn KOHTaKT

1 8

PucyHok F-5. PacnnHoBka Ethernet-pasbema Xbox, BUA cHapy»xu B CTOPOHY 3aaHel naHenu Xbox.

PacnunHoBka ATA-pasbema

Xbox ucnoneayet crangapTHyto wnHy Advanced Technology Attachment (ATA) onsa csasun co cBoum
xecTknum gnckom n DVD-npusogom. LUnHy ATA 06bI4HO (HO TEXHUYECKM HEMPaBUIbHO) Ha3bIBaKT LUMHON
IDE (Integrated Drive Electronics). BonblUMHCTBO COBPEMEHHLIX MPUBOAOB KBaNMMULIMPYOTCA Kak
IDE-style drives; Hanpumep, SCSI-npnBoabl Takke UMEKT MHTErPUPOBAHHYHO SNEKTPOHUKY NpuBoaa.
OpHako rogpl (He)NpaBUNbHOIoO UCNonb3oBaHUA caenany TepmuH IDE cuHoHnMom winHel ATA.

Tabnuua F-5 paet pacnuHoeky ATA-pasbema, kak OH BUAEH HA MaTepuHckon nnate Xbox npu B3rnsge
CBEpPXY Ha pasbemM, Koraa 3agHsas ctopoHa Xbox HanpaBneHa k Habnogartento (pa3beM AOIMKeH ObITb C
npaBoW CTOPOHbI). 3aMeTbTe, Kak HyMepauusi BbIBOAOB MAET 3Ur3arom: BCE HeYETHbIE BbIBOAbI HA OOHOM
CTOPOHE, a YETHbIE - Ha ApYroNn.

Tabnuua F-5. PacnuHoska ATA-pasbema.

Pin CurHan KommeHTapuin Pin CwurHan KommeHTapuin

1 Reset 2 Ground

3 Data 7 4 Data 8

5 Data 6 6 Data 9

7 Data 5 8 Data 10

9 Data 4 10 Data 11

11 Data 3 12 Data 12

13 Data 2 14 Data 13

15 Data 1 16 Data 14

17 Data 0 18 Data 15

19 Ground 20 Key MycTon BbIBOA ANS
nonspusauum

21 DMARQ DMA Request 22 Ground
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Pin CwvrHan KommeHTapumn Pin CwurHan KommeHTapumn
23 DIOW- I/0 Write 24 Ground
25 DIOR- I/0 Read 26 Ground
27 IORDY I/0 Ready 28 CSEL Cable Select
29 DMACK- DMA Acknowledge | 30 Ground
31 INTRQ Interrupt Request 32 10CS16- 16 bit I/O
33 DA1 Device Address Bit | 34 PDIAG- Passed
1 Diagnostics
35 DAO Device Address Bit | 36 DA2 Device Address Bit
0 2
37 CSO0- Chip Select 0 38 CS1- Chip Select 1
39 DASP- Dev. Active/Slave 40 Ground
Present

Pa3svem nutaHmna DVD-ROM

Xbox ncnonb3yeT nponpueTapHbi pazbem nutanmst DVD-ROM. OToT pa3bem He TONbKO nogaeT
NUTaHWe, HO TaKXKe HeCeT HECKONMbKO YNPaBMSIOWMX U CTATYCHbIX CUrHANoB. OTW CUrHarnel nepegatoT
NH(OPMaLMIO O COCTOSTHUM NPUBOAA M NoTka npusoga. PacnmHoBku, npuBegeHHbIe 34eCb, B3AThI C
Xboxhacker BBS, a opurnHanbHas nyénukaums Ken Gasper, Ha KOTOPOW OCHOBaHa 3Ta pacnuHOBKA,
HaxoauTcs Ha popyme Xboxhacker.

1 13

| S |

2 12

PucyHok F-6. Hymepaums BbiBogoB pasbema nutaHus DVD-ROM, Bug ceepxy Ha MaTepuHCKyto nnaTy
Xbox.

Hymepauuio BbIBOOOB pasbema, Kak OHa BUAHA Npu B3rNsge CBepxy Ha MaTepuHCKyto nnaty Xbox, MOXHO
HaWTu Ha pucyHke F-6, a pacnuHoBKy - B Tabnuue F-6.
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Tabnuua F-6. PacnnHoBka pa3bema nutaHus DVD (Bug Ha maTepuHcKon nnare).

Pin CwurHan KommeHTapumn Pin CwurHan KommeHTapumn

1 12vDC MuTtanue +12 Volts | 2 5VDC MutaHue +5 Volts

3 GND Current return, 4 EJECT- Active low tray
reference eject

5 TSO Traystate status 0 6 TS1 Traystate status 1

7 TS2 Traystate status 2 8 ACTIVITY- Disk seek/data

transfer

9 12vDC Mutanne +12 Volts | 10 5vVDC Mutanue +5 Volts

11 GND Current return, 12 GND Current return,
reference reference

13 Key Not connected Blank Ons nonapusaunm

LPC-pa3bem

Xbox nmeet debug and test port, ocHoBaHHbIN Ha WwnHe LPC (Low Pin Count). 3ta wwuHa 6bina
nepBoHa4vanbHo onpegernena Intel ons ncnonb3oBaHus ¢ Southbridge chipsets, 4To6bl yMeHbLINTL YMCHO
BbIBOJOB, TEM CaMbIM C3KOHOMMB CTOMMOCTb, NpY coxpaHeHun nogaepxku ycrapeswmx PC I/O functions.
O1un yctapesLwme 1/O-pyHKLMM paHbLle CUOENM Ha NOYTU BbIMepLUEn WrHe ISA, n oHM BKIoYaoT
KnasuaTtypy, Mbllb, serial port, parallel port n boot ROM. Cneuundukauuto Intel onsa wuHbl LPC mMoxHO
HanTu no agpecy http://www.intel.com/design/chipsets/industry/25128901.pdf.

LPC debug connector ocobeHHO 3Haunm, NOTOMY YTO €ro MOXHO MCMONb30BaTh AN Nogaun
anbTepHatmBHoro ROM image B Xbox B cniyyae, ecniv BCTpoeHHbIn ROM oTcyTCcTBYET uUnu noBpexaeH
Takum 06pa3om, 4To ROM KaxXeTcs OTCYTCTBYHOLLMM MUK NYCTbIM. OTa PYyHKUUSA MOXET UCMONb30BaTLCA U
ucnonb3oBanachk Ans co3gaHus NpocTon B yCTaHOBKe anbTepHatusHon boot ROM gnsa Xbox.

PacnuHoBka Xbox LPC debug connector, kaxeTcs, ocHoBaHa Ha Installable LPC Debug Module Design
Guide oT Intel, http://www.intel.com/technology/easeofuse/LPC_mod_spec72.pdf, c HekoTopbIMMK
HeOOomNbLUIMMN N3MEHEHNSIMM, KaK OTMeYeHO B Tabnuue F-7. B yacTHocTu, dyHkuus BbiBoga 16 HesicHa,
MOCKOMbKY ero napHbIn BeiBog 15 6GbIn nepeHasHayeH Kak BbIBOA, NUTaHUS Ha MaTepuHckon nnate Xbox.
HasHaueHuve BbiBoAa 15 kak BbiBOA4A NMMTaHWS BbIBOOUTCH U3 TONCTOW JOPOXKKU 1 BnmM3Kkoro
pa3BA3bIBAOLLIErO KOHAEHCATOpa, BblAENEHHOro aToMy BbiBoAy. Ecnu 6kl BbIBOA 15 npegHasHavarncs ans
NCNOoNb30BaHUA Kak MOCTOSIHHO Bbicokun curHan SPDA1, 6bina 66l Mcnonb3oBaHa bonee y3kas AopoXKa
©e3 conditioning nuTaHus.

Ta6nuua F-7. PacnvHoBka LPC-pasbema (Bug Ha MaTepPUHCKOM nnare).

Pin CurHan KommeHTapui Pin CwurHan KommeHTapui

1 LCLK 33 MHz clock 2 VSS Current return

3 LFRAME# Start, end of LPC 4 KEYWAY Blank for polarizing
transactions

5 LRST# LPC Reset 6 VCC5 +5V power

7 LAD3# Muxed 8 LAD2# Muxed
Address/Data Address/Data

9 VCC3 +3.3V power 10 LAD1# Muxed

Address/Data
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Pin CwvrHan KommeHTapumn Pin CwurHan KommeHTapumn

11 LADO# Muxed 12 VSS Current return
Address/Data

13 SCL 12C serial clock 14 SDA 12C serial data

15 VCC3 +3.3V power (was 16 SPDAO Address select for
SPDAT1 in Intel serial EEPROM
spec.) device (?)

Pa3sbem BeHTUNATOpA

Pasbem BeHTMNATOpa B Xbox - TpexkoOHTaKTHLIN header, rae BbiBogbl 1 U 3 NOAKMOYEHbI K
perynupytouiemMy no temnepaTtype pulse-width-modulation (PWM) koHTponnepy ckopocTu BEHTURATOpa, a

BbIBO, 2 NOAKMOYEH K UCTOYHUKY NUTaHus +12 volt.

Pa3bem nepeagHen naHenu

dyHKUMKM nepeaHen naHenu Xbox, a uMeHHo muratowmn LED, BbikntoyaTtens nuTaHus u eject switch,
MOAKITHOYEHbI K MaTepuHckon nnate Xbox yepes pazbem nepegHer naHenu. PacnMHoBka aToro pasbema
AaHa B Tabnuue F-8. PacnnHoBka oTpaxaeT Hymepauumio BblIBOAOB padbeMa Ha MaTepuHCKON nnaTe
Xbox, kak BUOHO Npw B3rnsge Ha pasbem CBEpPXY.

Ta6nuua F-8. Pasbem nepeaHer naHenu (Bug Ha MaTEPUHCKOW nnare).

Pin KommeHTapuin Pin KommeHTapuin

1 Ground 2 Power switch

3 Ground 4 Eject switch

5 Green LED 6 Red LED

7 Red LED 8 Green LED

9 Not connected but wired 10 No pin (polarization)

Ha aTtom annapaTHbIn cnpaBoYHWK XboX 3akaH4YnMBaeTcs.

222




	Hacking the Xbox: An Introduction to Reverse Engineering. Русский перевод
	Фронтматтер, письмо читателю и благодарности
	Передняя обложка
	Титульные страницы
	Посвящение
	Письмо читателю
	Благодарности

	Пролог. README.1ST
	Рынок игровых консолей
	О хакерах и хакинге
	Политика хакинга
	Люди за хаками

	Глава 1. Аннулирование гарантии
	Инструменты ремесла
	Инструменты для вскрытия устройств
	Инструменты для установки и снятия компонентов
	Инструменты для тестирования и диагностики
	Инструменты для проектирования
	Разборка Xbox
	Шаг 1. Сначала безопасность
	Шаг 2. Выкрутите винты корпуса
	Шаг 3. Снимите верхнюю крышку
	Шаг 4. Переместите дисковые приводы
	Шаг 5. Снимите дисковые приводы (необязательно)

	Обратная сборка Xbox

	Глава 2. Мышление внутри коробки
	Чтение печатной платы
	Основы печатных плат

	Компоненты
	Контрольные точки

	Архитектура Xbox
	Общая организация
	Функциональные подробности
	CPU
	Северные и южные мосты
	RAM
	ROM
	Разное

	Сопоставление с шаблонами
	Сравнение: Xbox и PC
	Контраст: Xbox и Gamecube


	Глава 3. Установка синего LED
	Что понадобится
	Снятие передней панели Xbox
	Снятие печатной платы передней панели
	Установка синего LED
	Обратная сборка передней панели
	Отладка

	Глава 4. Сборка USB-адаптера
	Исходные материалы
	Стратегия
	Реализация

	Глава 5. Замена сломанного блока питания
	Диагностика сломанного блока питания
	Замена блока питания
	Стратегия
	Использование диодов для понижения напряжений

	Процедура
	Сборка кабеля питания Xbox
	Установка сменного блока питания
	Работа со сменным блоком питания
	Советы по отладке

	Глава 6. Лучшая игра Xbox: взлом безопасности
	Первые встречи с параноидальной конструкцией
	Слямзить ROM
	Встреча с Microsoft
	Анализ содержимого ROM
	Приемы декодирования адресов памяти


	Глава 7. Краткое введение в безопасность
	Кому вообще нужна безопасность?
	Краткое введение в криптографию
	Классы криптографических алгоритмов
	Очень трудные проблемы

	Хэш SHA-1
	TEA
	RC-4
	RSA
	Алгоритм RSA

	Остальная картина

	Глава 8. Обратная разработка безопасности Xbox
	Извлечение секретов из аппаратуры
	Подробнее о высокоскоростной передаче информации

	Подслушивание высокоскоростной шины
	Подключение к шине при ограниченном бюджете
	А как насчет подачи сигналов на HyperTransport?

	Сборка регистратора данных
	Определение порядка и полярности шины
	Осмысление захваченных данных
	Еще инструменты ремесла: инструменты анализа программного обеспечения
	Юридические вызовы взлома
	Безопасность через неясность


	Глава 9. Пробраться через черный ход
	Черные ходы и дыры безопасности
	Комментарий о соглашениях именования

	Атаки Visor Jam Table
	Атака MIST Premature Unmap
	Microsoft наносит ответный удар
	Обратная разработка безопасности v1.1
	Профиль: Andy Green

	Угроза черных ходов
	Профиль: Franz Lehner


	Глава 10. Другие аппаратные проекты
	Интерфейс LPC
	Интерфейс LPC на Xbox
	Использование интерфейса LPC
	Устройства альтернативной прошивки против модчипов

	Другие 64 MB SDRAM
	Доверенные лица

	Xbox VGA
	Замена массового хранилища

	Глава 11. Разработка программ для Xbox
	Xbox-Linux
	Установка Xbox-Linux
	Профиль: Michael Steil

	«Project B»
	Профиль: Milosch Meriac

	OpenXDK

	Глава 12. Caveat Hacker
	Профиль: Lee Tien
	Electronic Frontier Foundation
	Caveat Hacker: введение в интеллектуальную собственность, Lee Tien
	Классическое право интеллектуальной собственности: обзор
	Авторское право
	Патенты
	Коммерческие тайны
	Конституционная сделка авторского права
	Традиционный взгляд на Reverse Engineering
	Trade Secrecy и «Improper Means»
	Авторское право и проблема промежуточного копирования
	Патентное право
	Новые вызовы для reverse engineers
	Digital Millennium Copyright Act и проблема unauthorized access
	Несанкционированный доступ
	Технологии обхода
	Навигация по исключениям DMCA
	1201(f): обратная разработка для совместимости
	1201(g): исследование шифрования
	1201(j): исследование безопасности
	Лицензионные соглашения и договорные запреты обратной разработки
	Коммерческие тайны и Economic Espionage Act
	Ответственный хакер: незнание не защищает
	Гражданские и уголовные правонарушения и наказания
	Reverse Engineering as «The Freedom to Tinker» and Other Legal Issues

	Глава 13. Вперед!
	Хакерское сообщество
	Хакерские форумы
	Вклад в сообщество
	Профиль: Dan Johnson (a.k.a. SiliconIce)
	Доверенные вычисления
	Шаг назад
	Palladium против TCPA
	Хакинг доверенного PC
	Взгляд вперед
	Заключительные мысли

	Приложение A. Где взять хакерское снаряжение
	Поставщики для любителей
	Готовые формы заказа оборудования
	Базовая форма заказа
	Расширенная форма заказа

	Приложение B. Техники пайки
	Введение в пайку
	Используйте флюс
	Советы для начала
	Пайка поверхностного монтажа
	Техника для простых компонентов
	Техника для сложных компонентов
	Техника снятия компонентов

	Приложение C. Введение в разводку PCB
	Философия и поток проектирования
	Уточнение вашей идеи
	Ввод схемы
	Разводка платы
	Общие рекомендации по размещению и трассировке
	Оставляйте место для fanout-переходов у устройств поверхностного монтажа
	Развязывающие конденсаторы хорошо помещаются под SMD-площадками
	Знайте свои особые дорожки
	Печатные платы служат хорошими радиаторами
	Установите предпочтительные направления трассировки для каждого слоя
	Складывайте плату с ортогональными слоями
	На двухслойных платах используйте пальцы для шин питания
	Советы по использованию auto-router

	CAD-инструменты
	Компании-изготовители плат
	Sierra Proto Express
	Data Circuit Systems
	Advanced Circuits
	Alberta Printed Circuits

	Стартовые проекты

	Приложение D. Начало работы с FPGA
	Что такое FPGA?
	Проектирование для FPGA
	Идеи проектов
	Где покупать

	Приложение E. Отладка: подсказки и советы
	Не паникуйте!
	Поймите систему
	Наблюдайте симптомы
	Распространенные ошибки
	Восстановление после поднятой дорожки или площадки

	Приложение F. Аппаратный справочник Xbox
	Распиновка блока питания
	Распиновка видеоразъема
	Распиновка USB-разъема
	Распиновка Ethernet-разъема
	Распиновка ATA-разъема
	Разъем питания DVD-ROM
	LPC-разъем
	Разъем вентилятора
	Разъем передней панели


